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1.JlosicHuTEILHAS 3ANIMCKA

1.1 Heab u 32124 JUCHUILIHHBI

[lenpto Kypca SBJISICTCS HAay4YUTh CTYJCHTOB aJCKBATHO TOJB30BAThCS MHOCTPAHHBIM
S3BIKOM KaK CpEJICTBOM KOMMYHHUKAIIMM B TPO(ECCHOHATBHOW cpele, a Takke JaTh UM
HEOOXOAMMBbIE HABBIKM IS TOTO, 4YTOOBI 0€3 3aTpyIHECHHUH, NPABUIBHO MU OCMBICIICHHO
OCYILECTBIIATh MUCHbMEHHBIN MEPEBOJI TEKCTa, CBA3AHHOTO C €ro CIHElUaIbHOCTBIO, C IMEPBOTrO
WHOCTPAHHOTO sI3bIKA HAa PYCCKUH S3BIK.

3amauu JUCIUTUTHHBI:

CryneHT B pe3yJbTaTe OCBOCHHSI Kypca JIOJKEH:

- TOJY4YUTh TIPAKTUYECKHE HABBIKM OOILIEHWS HAa WHOCTPAHHOM SI3bIKE IO
npodeccHoHaBHBIM BOIIPOCAM;

- Hay4HThCS M3JIaraTh CBOW MBICIH B YCTHOW W MHCHbMEHHOW (DOpMe M TOJICPKUBATH
JKUBOU TMAJIOT Ha MHOCTPAHHOM $I3bIKE B c(hepe mpodeccCHoHaATbHON KOMMYHUKAIIHH;

- U3YYUTh M COIMOCTaBUTh OCHOBHBIC CTHJIEBBIE OCOOEHHOCTH TEKCTOB HAyYHOTO
(GYHKIIMOHATBHOTO CTUJISI HA TIEPBOM MHOCTPAHHOM SI3BIKE U HA PYCCKOM SI3BIKE;

- HAy4HWThCS TPOBOAWTH MPEANEPEBOMUECKUI aHalM3 TEKCTa, Ha KOTOPOM OyayT
0a3upoBaThCsl M30UpaeMble MEPEBOMYECKUE PEIICHUS C yUYeTOM WHANBUAYATbHO-aBTOPCKOTO

CTHJISl OpUTHHAJA ¥ TPEOOBAaHUHN PYCCKOM CTUIIMCTHKH;

OBJIAJIETh NPAKTUYECKHUMHM TMpUEMaMHU T[epeBOoAa, B T.Y. [EPEBOTYECKUMHU
TpaHcQOopMaIUsIMU, U HAYUYUTHCS IPUMEHATh UX C yU€TOM KOHTEKCTa;

- HAYYHUTbCS TIOJIb30BAaThCS KOMITBIOTEPHBIMU MpPOTpaMMaMH, pa3pabOTaHHBIMH B
MOMOIIb MEPEBOAUYUKY (3JIEKTPOHHBIE CIOBApH, CHCTEMbI aBTOMATU3MPOBAHHOTO MEpeBoja), U
NPUHUMATD PEIICHHE O TOM, KOT/Ia X UCIOIb30BaHNE 0OOCHOBAHO;

- HAYYUThCS IPOBOJIUTH MOCTIIEPEBOAUYECKOE PEJAKTUPOBAHNE TEKCTA;

- Hay4yuTbcs OOOCHOBBIBATH W30paHHBIC NEPEBOMYECKHE pEIICHUS U PACKPBIBATH

MCXAaHHU3M UX BOSHUMKHOBCHU.

1.2. ®opmupyemble KOMIIETEHIIUH, COOTHECEHHBIE € IVIAHUPYEMbIMU

pe3yJbTaTaMu oﬁyqennﬂ o TMCIMIIJIMHE

Konwbl Conep:xxanue KoMNeTeHINH Ilepeyenb MuIaHUPYyeMBbIX
KOMIIeTEeHIIUN pe3yJabTaToB 00y4eHHs MO
AMCUHMILINHE
OK-2; CIIOCOOHOCTBIO BBICTPAUBATh U 3namop:
peann30BbIBATH NEPCIIEKTUBHbBIC




JIMHUM UHTEJUIEKTYalbHOIO,
KyJbTYPHOI'O, HDAaBCTBEHHOTO,
($u3n4ecKoro 1 nMpohecCHoHaILHOTO
CaMOpa3BUTHUS U

CaMOCOBCPHICHCTBOBAHUSA

OK-11

CIIOCOOHOCTBHIO CBOOOIHO
MOJIb30BaThCS PYCCKUM U
WHOCTPAHHBIM S3BIKAMH KaK
CPEIICTBOM JIEJIOBOTO OOIICHMS,
CIIOCOOHOCTBIO K aKTHBHOM

COLIMAJIBHON MOOUIBHOCTHU

ITK-31

TOTOBHOCTBIO MPEICTABIISTh
Pe3yJIbTAThI UCCIICIOBAHUS B (hopMax
0TYETOB, pedepaToB, MyOJIUKAITUN 1

myOTMYHBIX 00CYKACHUH

L] OCHOBHBIC IpaBujia

MMOCTPOEHUSA podhecCHOHATEHOTO
JUCKypca Ha MHOCTPAHHOM $I3BIKE;

. OCHOBHBIC OTJINYUHSA
npoecCHOHANFHON ~ KOMMYHHKAIIUU
Ha AHTIINHACKOM SI3BIKE oT
npohecCHOHANFHON ~ KOMMYHHKAIIUU
Ha PYCCKOM SI3bIKE;

® OCHOBHBIC IIPUCMBI U CTaAUU

MePEBOAYECKON pabOTHI.

2. Ymemo:
° MOPOXKJIATh TEKCT o
BOHpOC&M, BXOOAIITUM B ero

NpOoQECCHOHATIBHYI0  KOMIIETEHIHIO,
COOTBETCTBYIOLIUI peYeBbIM,
A3BIKOBBIM, JKaHPOBBIM U CTHJIEBBIM

HOpPMAaM aHTJIMHACKOTO SI3bIKA;

° OCYLIECTBIIATh
IIpEABAPUTEIIbHBIN aHauus,
IIUCbMEHHBIN IIEPEBO] u

pEeAaKTUPOBAaHUE TEKCTA C YYETOM €ro
(YHKIHOHATBHO-CTUIMCTUYECKON
IPUHA]IEKHOCTH, CTHJIEBOTO
cBO€0Opa3us U TpeOOBaHUI PyCcCKOro
A3BIKQ;

® 000CHOBBIBATH CBOC

MEPEBOAYCCKOC PCIICHUC,

° yMeIo I10JIb30BATHCS
KOMITBIOTEPHBIMH MIpOrpaMMaMH,
HaIlpaBJICHHBIMU Ha IIOMOILIb

MEePEBOAUUKY (DJIEKTPOHHBIE CIIOBApPH,
CHUCTEMBI ABTOMATHU3UPOBAHHOIO

nepeBoa).

3. Braoemos:




° CIOCOOHOCTBIO  OTOMpaTh U

UCIIOJIb30BaTh B Hay4HOU
JEeSITEIbHOCTH HEO0OXOIUMYIO
uH(dopMaIuio o npoOemMam,

CBA3aHHBIM C HIpCIMETOM KypcCa, C
HCIIOJIb30BAHUEM KaK TpaJuUIHWOHHBIX,
TakK n COBPCMCHHBIX

00pa3oBaTeIbHBIX TEXHOJIOTHH;

° CIIOCOOHOCTBIO

CaMOCTOSITEJIbHO u3y4arb u
OPHUEHTUPOBATHCA B MaccuBe
Hay4YHO-TIOMYJISIPHOU u

Hay4HO-UCCIIEA0BATEIBCKON
JUTEpATypbl M MyOJIMLUCTHKU €
Y4E€TOM IOJIyYEHHBIX 3HAaHUM;

° BCEMU HE00X0AUMBIMU
pueMaMu TEKCTOJIOTHYECKOTO

aHajIi3a U IepeBoaa.

1.2 Mecro gucuumiuasl B ctpykrype OII BO

JucuurnuHa « AHTTUHRCKHN PO ECCHOHANBHBIN S3bIK U TEXHHYECKUH TIEPEBOI» BXOIUT
B OJOK 00s3aTeNBHBIX JUCIHIUIMH BapHATHBHOM 4YacTH [WKIA JHUCIUIUIMH ITOATOTOBKHU
CTYJIEHTOB I10 HanpaBieHHIO «IHTeIeKTyalbHbIE CHCTEMbI B TYMAaHUTApHOU cdeper.
[IpenogaBanvio NUCUUIUIMHBI TPEAINIECTBYET H3YUYECHHE CIEAYIOUIUX KYypCOB: KYypC
WHOCTPAHHOTIO s3bIKA B IPOrpaMMe OakanaBpuara.
OcBoeHUE NUCHUIUIMHBI SBISIETCS OCHOBOM yist MoObIx mucturind Oll, B Toit mepe, B
KOTOpOW HEoOXoAMMasl AJisi X OCBOCHHS MH(OPMALHUS MOKET ObITh MOMy4YeHa M3 MHOS3BIYHBIX

HCTOYHUKOB.

2 CrpyKTypa AMCUMILIMHBI (TEMATHYECKU MJIAH)
OO0mmas TpyT0eMKOCTh OCBOEHUS JUCIUIUIMHBI cocTaBisieT 9 3.e. M3 Hux 90 u. mpakTuueckue

3aHATHSA, 216 4. camocToATenbHAs paboTa CTyIeHTA.
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TEKYIIETo
KOHTPOJIS
YCIIEBAEMOCTH,
dhopma
MPOMEKYTOYHOMN
aTTecTaluu (no
cemecmpam)

Tema 1.
OcobennocTn
TEeKCTa
aKaJIeMHYeCcKOoro
CTHJIA

8

16

YCTHBIN OITPOC

Pabora ¢
TeKCTAMH
HAY4YHOMH
TEeMATHKH 110
CIennaabHOCTH.
Tema 2. Buanl
HAYYHBIX CTaTei.

Crpykrypa
HAYYHOWH CTATHHU

20

60

KOHTpPOJIbHAasA

3a4eT ¢ OIleHKOMI

Tema 3.
KomnberoTepHas
JUHTBUCTHKA
(mpopomxeHue)

12

32

KOHTPOJIbHAs

Tema 4.
PexomennaTenbHbIC
CHCTEMBEI.
KomnbrorepHsie
UTPHI

16

40

KOHTPOJIbHAA

324eT ¢ OLICHKOH

Tema S.
NHTemnekTyanbHbIe
CUCTEMBI ISt
Ppa3IUYHBIX
oTpacyeil 3HaHu!
(poboTOTEXHHKA,
MEINIIMHA,
COLIMOJIOTHS,
KOMITbIOTEpHAs

rpaduka)

14

30

KOHTPOJIbHAsA

TeMma 6.
KommbrorepHas
0€30I1aCHOCTh

16

20

KOHTPOJIbHAA

IK3AMEH

18

KOHMPONbHbLU
nepegoo

HUTOTO:

90

18

216




3. Conep:xaHue THCHMILINHBI

Tema 1. O0mue NPpUHIUNBI AKAAEMHYECKOr0 nmucbMa. OCHOBHBIC XapaKTEPUCTUKU
aKaJIeMUYECKOro CTHIIS B AHTJINHCKOM SI3BIKE (oTcyTcTBHE COKpaIICHHH,
AMOIIMOHAIBHO-OKPAIICHHBIX ~ CJIOB, TOYHOCTb  JIaHHBIX, OOBEKTUBHOCTH). (OCHOBHBIE
JIEKCHUKO-TPaMMaTHYECKHE OCOOEHHOCTH TEKCTOB aKaJIeMUYECKOro CTHIIS
(HeomnpeneneHHO-TUYHbIC TPEIOKEHUS, MMACCUBHBIE KOHCTPYKIMHU). Kiuine, cCBONWCTBEHHbBIE
MMCbMEHHBIM TEKCTaM aKaJIeMHYECKOTO CTHJISI B aHIJIMHCKOM s3bike. OCHOBHBIE IIpaBUjIa
[MUTUPOBAHUS ¥ OPOPMIICHHSI BHYTPHUTEKCTOBBIX W TIOCICTCKCTOBBIX CCBHUIOK Ha ITUTHPYEMbBIC

ucrounuku (I"apBapackuii ctuis, ctuiib APA u ap.)

Tema 2. Buabl HayuHbIX cTaTeid. CTPYKTypa Hay4HOM cTaTbH. AHHOTAIVs, BBEICHUE
(cTpykTypHBIE 4acTH); 0030p JHUTEpaTyphl; METOAMKA, XOJI U PE3yJIbTaThl aBTOPCKOTO

UCCIIIOBaHMSI; BHIBOJIBL. BhIsIeieHue TeMbl U CTPYKTYphI naparpada.

Tema 3. KomnbroTepHasi TMHrBUCTHKA. OOCYX/I€HHE U NEPEBOJI HAYYHOU CTAThU IO

HaIpaBJIEHUIO MMOJATOTOBKH, 00beMOM 7-15 cTaHuil.

Tema 4. PexomenaarejibHble cucTteMbl. KomnbioTepubie urpbl. OOcyxacHue u

MEPEeBO]] HAYYHOU CTAThH 110 HAMPABJICHHUIO TIOJTOTOBKH, 00beMOM 7-15 cTaHwuIl.
Tema 5. MHHTe/UIeKTyaJIbHBbIE CHCTEMbI JJIs1 Pa3JHYHBIX OTpacjed 3HAHUM
(po6oTOTEXHUKA, MEIUIIMHA, COLHUOJIOTHA, KOMNbIOTepHass rpaduka). OOcyxaeHue u

MIEPEeBO]] HAYYHOU CTAThH [0 HAMPABJICHHUIO TIOJTOTOBKH, 00beMOM 7-15 cTaHwuII.

Tema 6. KomnblotepHas 6e3onacHocTb. OOCyXIeHNE U TIEPEBOJl HAYYHOH CTAaThH IO

HaIlpaBJIECHHUIO IMOJATOTOBKH, 00beMOM 7-15 cTaHuiI.

4. O0pa3oBaTeJbHbI€ TEXHOJOTUH

Oo0pa3oBarte/ibHbBIE
Ne Bunab yueonoii
HaumenoBanue TeMbl I/IH(l)OpMaIII/IOHHI)Ie
n/n padoThI
TEeXHOJIOTHH

1 2 3 5




Tema 1. Oco0eHHOCTH TEKCTA [IPaKTUYECKOE O6cyxneHue npoOaeMbl

aKaJgeMH4ecKOro CTHJIs 3aHATHE

Tema 2. Buabl HAy4HBIX cTaTell. |[IPaKTUYECKOE O6cyxnenue npoosieMbl

CTpyKkTypa HAy4YHOH CTATHH 3aHATHE

Tema 3. KomnblorepHas MPaAKTUYECKOE OO6cyx1eHre TeMbl Ha

JINHTBUCTHKA 3aHATHE AHTJIUICKOM SI3BIKE.
[IpakTrueckuii nepeBo
TEKCTOB.

Tema 4. PexoMeHaaTe/IbHbIC MIPaKTUYECKOE OO6cyxneHne TeMbl Ha

cucrembl. KoMnbloTepHble UTpbI |3aHATHE AHTJIUICKOM SI3BIKE.
IIpakTrueckuit nepeBon
TEKCTOB.

Tema 5. UnTeIIeKTYyaIbLHBIE IIPAKTHYECKOE OO6cysxeHre TeMbl Ha

cUCTeMbI JJIsl Pa3JIMYHBIX 3aHATHE AHTJIUICKOM SI3BIKE.

oTpacjei 3HAHUH [IpakTrueckuii epeBos

(poboTOoTEXHUKA, MEIUIIUHA, TEKCTOB.

COLIO0JIOTHSI, KOMIILIOTEPHAasi

rpaguka)

Tema 6. Komnbrorepuas MPAKTUYECKOE OO6cyx1eHre TeMbl Ha

0e30macHOCTh 3aHATHE AHTJIMICKOM SI3BIKE.

[IpakTrueckuit nepeBox

TEKCTOB.
5. OneHKa IJIAHNPYEMbBIX Pe3VJIbTATOB 00VUEHHS
5.1. Cucrema onieHUBAHUSA
KoHTtposmpyemsie pasensl HanmenoBanue OLICHOYHOT'O

n/m JUCIUILINHBI

(Momyst)

cpeacrBa

AKaAJJICEMHUYECCKOIo CTUJas

Tema 1. Oco0€HHOCTH TEKCTA

KOHTpOJ'ILHBIe BOIIPOCHI




2. Tema 2. Buabl Hay4YHBIX cTaTeM. KoHntponbHbie BOIIpOCH

CTpyKTypa Hay4HOIil CTATHU

3. Tema 3. KomnbrorepHas KoHnTponbHslit [IACbMECHHBIN
JIMHTBHCTHKA epeBo

4. Tema 4. PexoMeHnaaTeJbHbIE KonTponbHblii UCbMEHHBIN
cucrembl. KoMnbroTepHbie Hrpbl NIEPEBO]

5. Tema S. UHTe/NIEKTYyaJIbHBIE CHCTEMBI KoHnTtposbHbII IIACbMEHHBIN
JJISl Pa3JIMYHBIX OTpacJieil 3SHAHUH IIepEBOL

(po0oTOTEXHMKA, MEIUIIMHA,

COIMUOJ0rusi, KOMINbHTECPHasA

rpaguxa)
6. Tema 6. KomnbrorepHas KonTponbHslit [IACbMEHHBIN
0e30macHOCTEL MepeBo

Texymuii KOHTPOJIb OCYIIECTBISETCS B BHJIE TECTOBBIX 3ananuii gap-filling (mpennaraercs
TEKCT Ha aHTJIUICKOM SI3bIKE) U IUKTAHTOB (IIpeJylaraeTcsi TEKCT Ha PYCCKOM fA3BIKE), a TAKXKE B
BUJE IHCbMEHHOTO I€peBOJila TEKCTa IO CHEIHUAJIbHOCTH, PEKOMEHIYEeMbIl 00beM
nepesogumoro tekcra — 2000-2500 3HakoB. MoKeT npeasararbesi BBIIOJIHUTD IIEPEBOJ Kak C
AHIVIMMCKOTO SI3bIKa HAa PYCCKHM S3BIK, TAK M C PYCCKOIO HA AHIVIMMCKHHA IO YCMOTPEHHIO
npenogasatensd.  JlaHHble 3aJaHUsA  HaNpaBiICHbl HAa OLEHUBAHWUE 3HAHUNW U HABBIKOB
yHOOTpeOJeHUs] TEPMUHOJIOTUM W KIIUIIE, XapaKTepHBIX /s HAy4yHOTO CTWJS peud U s
U3y4aeMbIX HalpaBiIeHUH HayKu. 3a1aHus TEKYIIEero KOHTPOJIs olleHuBatoTcs 10 20 6anios.

[IpoMeXyTOUHBI KOHTPOJb 3HAHUW TPOBOJUTCA B (OpPME HMTOTOBOM KOHTPOIHHOM
paloThl, mpeAcTaBistomeld co00il MUCHMEHHBIM MEpeBOJ TEKCTa M0 CIEHUAIBHOCTH C
AHTJIMACKOTO sI3bIKA HA PYCCKUU S3bIK. PexomMeHayemblii 00bEM OpPHUTMHAIBLHOTO TEKCTa —
2500-3000 cnoB. [lanHoe 3amanue oueHuBaercs 1o 40 GamwioB. B pesysnbrare Tekymiero u

IIPOMEXKYTOUYHOTO KOHTPOJIS 3HAHUN CTYJIEHTHI MOJy4aloT 3a4eT 10 Kypcy.

KonTpoasnas padora

[IporieHT BEpHO BBIMOJIHEHHBIX 3a/IaHUI OrieHKa 110 5-0aJUTLHOM IIKaJie




100% - 95% 5

94% - 80% 4
79% - 60% 3
50% - HHIXKE 2

HpOMe?KyTO'{Haﬂ arrecranmus

[Ipy mnpoBeneHMHM TNPOMEXKYTOYHOM aTTECTallMM CTYIEHT JIOJDKEH  BBIIOJIHHUTH
MUCHbMEHHBIA MEPEeBOJ TEKCTa Mo crneunasbHocTh 00beMoM 2500-3000 3HAKOB € aHIVIMHCKOIO
A3bIKa Ha PYCCKUH.

OueHo4HbIe CPeACTBA AJs TeKYlIero KOHTPOJIS M MTOTOBOI aTTeCTALMHU CTyAeHTa

IHopsaaok (popMUpOBaAHUA OLIEHOK 10 IMCUHMILINHE

[Mopsimox popMHUpPOBaHUST UTOTOBOM OTMETKH JTOBOIMTCS JIO CTYJICHTOB B Havyalle Kypca u
IPY BBIOJHEHUH KOHTPOJIBHBIX MEPOIPUATHHA.

[IpemoaBaTens orieHUBaeT pabOTy CTYJCHTOB HA CEMUHAPCKUX 3aHATHSIX, UCXOJIS U3 MX
AKTUBHOCTH Ha 3aHATUAX, KAuyeCTBa BBHINOJIHEHUS M CBOEBPEMEHHOCTH CHaud JIOMAILIHHUX
3aJaHUHM W yCIICITHOCTH BBIMOJIHEHNS TEKYIIHUX ayIUTOPHBIX TECTOBBIX 3aJaHUH (JICKCHYECKHE
TECThl Ha 3HaHHE (PYHKIMOHANBHBIX KIHIIE YCTHOH W NHUCPMEHHON HAy4yHOW peduu, 3HaHUE

TEPMHUHOJIOTHH).

CxeMa olleHUBaAHHUS MUCHMEHHOI0 nmepesoaa

OTJIMYHO XOpOILIOo YA0BJIETBOPUTEIBHO
dakTnyeckue B tekcre nepesona B nepesone B nepeBone
OIINOKHU (dakTHyeckue omuOKN | mpucyTcTByeT 1 IPUCYTCTBYIOT 2
(cMBICTIOBBIE OTCYTCTBYIOT (dakTuyeckas ommoOKka | pakTUYecKue OMIHOKH
OILINOKN)
Hertounoctu B nepeBone nonyuiena | B nepeBoae nonyuena | B nepeBoje nomyunieHs!
(cMBICIIOBBIE 1 HeTOYHOCTH 1 HETOYHOCTh 2 HETOYHOCTH
OIIINOKK)
Hapyuenus B nepesone B nepesone B nepeBone nonymeHo 2




HOPM s3bIKa HUJIN

OTCYTCTBYIOT CIIy4au

npucyTcTByeT 1 cimyvait

cilydasi HapyleHHs

pCT-II/I HapyHIGHI/ISI JII/I6O HapymeHI/ISI JII/I60 SA3BIKOBBIX UJIN pequHx
SI3BIKOBBIX, JIH0O SI3BIKOBBIX, JIHOO HOPM PYCCKOTO SI3bIKa
pEYEBBIX HOPM pEUYEBBIX HOPM
PYCCKOTO sI3bIKa PYCCKOTO s13bIKa

Crunuctuueckue | B mepeBone nonymena | B nepeBojne nonyuieHsl | B nepeBoje momnyuieHsl

OIIINOKHU 1 ctunucTUyeckas 2 CTUIIMCTHYECKHE 3-5 CTMINCTHYECKUX

omunoka

OILINOKH

ommnboK

[Tomry4eHHBIN COBOKYMHBIN pe3yIbTaT KOHBEPTHUPYETCS B TPAJAULIMOHHYIO IIIKATy OIICHOK U B

HIKaTy OIIEHOK EBporieiickoii cucteMsl epenoca u HakoruieHus: kpeautos (European Credit

Transfer System; manee — ECTS) B cOOTBETCTBUY ¢ TaOJIUIICH:

100-6ayu1n TpaguuuoHHas 1MIKana Ixana ECTS
Has IIKaja OreHka
95 -100 A
OTIIUNYHO
83 -94 B
3a4TEHO
68 — 82 XOPOILIO C
56 -67 D
yIOBJIETBOPUTEIBHO
50-55 E
20-49 FX
0_19 HEYJIOBJICTBOPUTEIBH | HE 3a4TEHO F
0
5.2.Kputepuu BbICTABJIEHHS OLIEHKH MO TUCIUILINHE
Banasl/ Ouenka no Kputepuu omneHku pe3yjbTaToB 00y4eHHUSs 110
Mxana AUCHUTLINHE MUCHUTLINHE
ECTS
100-83/ «OTITUIHOY/ BricTaBnsiercs 00ydaromemycsi, €Ciid OH ITyO0KO U
A,B «3a4TEHO MPOYHO YCBOWJI TEOPETUUECKUM M MPAKTUUECKUN
(oTuHO)»/




«3a4YTCHO»

MaTepHuall, MOXKET TPOIEMOHCTPUPOBATH 3TO HA 3aHITHUIX
U B XOJI€ POMEKYTOYHON aTTECTAIIUN.

OO0yuaromuiics: HCUYEPITBIBAIOIIE U JJOTUYECKHA CTPOHO
u3JaraeT yueOHbIH MaTepuall, yMEeT YBSI3bIBATh TCOPHIO C
MIPAKTUKOM, CIIPABIISIETCS C PEIICHUEM 3a]1a4
npodeccHOHATBHOM HANPaBICHHOCTH BBICOKOTO YPOBHS
CJI0KHOCTH, PAaBUILHO 000CHOBBIBAET MPUHSATHIE
pElICHHUS.

CB0OOIHO OPUEHTUPYETCS B YICOHOU U
npodeccnoHaNbHOM TUuTEpaType.

OreHka o JUCHUIUIMHE BBICTABIIAIOTCS 00YYarOIEeMycs C
y4E€TOM PE3yIbTATOB TEKYILEH U IPOMEKYTOYHOU
aTTECTalUU.

Komniereniuu, 3akpeni€éHubie 3a JUCIUTUIMHOM,
c(OPMHPOBAHBI HA YPOBHE — «BBICOKUI.

82-68/

«XOpOII0Y/
«3aYTCHO
(xoporo)»/
«3aYTCHO

BricTaBisiercs 00y4aromemycsi, €Clid OH 3HaeT
TEOPETUYECKUI U MPAKTUYECKUI MaTepHall, TpaMOTHO U
10 CYILLECTBY M3JIaraeT €ro Ha 3aHATHUAX U B XOJ€
MIPOMEKYTOYHON aTTECTAllNH, HE JOIYCKAas CYIECTBEHHBIX
HETOYHOCTEH.

OOyuaromuiics paBUIBHO MPUMEHSET TEOPETHIECKUE
MTOJIOXKEHUS [IPU PEIICHUH NMPAKTUYECKUX 3a7a4
npodeccCHOHaTBLHON HANPaBIEHHOCTH Pa3HOTO YPOBHSA
CJI0KHOCTH, BJIAJIEET HEOOXOIUMBIMHU ISl 3TOT0 HABBIKAMU
WA IPUEMaMHU.

JIOCTaTO4HO XOPOIIO OPUEHTUPYETCS B y4eOHOU U
npodeCCHOHATBFHON JINTEpaType.

OreHka 1o JUCLUIUIMHE BBICTABIIAIOTCS 00YYaroIEeMycs C
y4E€TOM PE3yJIbTATOB TEKYILEH U IPOMEKYTOYHOU
aTTECTalUU.

Komnerenuu, 3akpeniaéHuble 3a JUCIUILINHOMN,
c(OPMHPOBAHBI HA YPOBHE — «XOPOLIHIi).

67-50/
D.E

«YJIOBJIETBOPHU-TEI
bHO»/

«3a4TEHO
(YIIOBIETBOPHU-TEIH
HO)»/

«3a4TCHO»

BrictaBnsercst o0ydaromemycsi, €ciii OH 3HaeT Ha 6a30BOM
YpOBHE TEOPETUUECKUN U MPAKTUUECKUN MaTepua,
JIOTyCKaeT OTAETbHBIC OIIMOKU TPU €T0 U3JI0KEHUN Ha
3aHATUSAX U B XOJI€ TPOMEKYTOUYHOM aTTeCTalluu.
OOyuarouuiicss UCTIBITHIBACT ONpeIeIEHHbIE 3aTPyAHEHUS
B IPUMEHEHUU TEOPETUUECKUX MOJIOKEHUHN IIPU PELLICHUU
MPAKTUYECKHX 3a]a4 MpodeccruoHalbHOM HANpPaBICHHOCTH
CTaHIapTHOT'O YPOBHS CJIO)KHOCTH, BJIAJEET
HEOOXOAUMBIMU JIJISl 3TOTO Oa30BBIMH HABBIKAMH U
MpUEMAMHU.

JIeMOHCTpHpPYET I0CTaTOYHBIN YPOBEHb 3HAHUS yUEOHOM
JUTEPATyphl 110 AUCLHUIUIINHE.

OneHka no JUCIUIUIMHE BBICTABISAIOTCS 00yJaromeMycs C
y4E€TOM PE3yJIbTATOB TEKYILEH U IPOMEKYTOYHOU
aTTeCTallUu.

Komnereniuu, 3akpeniaéHabie 3a JUCIHUILTHHOMN,
c(OPMHPOBAHBI HA YPOBHE — «JIOCTATOYHBIIY.

49-0/
F,FX

«HEYIOBIIETBOPHUTE
JIBHOY»/

BeicraBnsiercsa oOyuaromeMycs, €ClIM OH HE 3HAeT Ha
6a30BOM YpOBHE TEOPETUYECKHI U MPAKTUUECKUI




HE 3a4TEHO MaTepual, I0MycKaeT rpyoble OIINOKH MpU ero
HN3JI0KECHUU Ha 3aHATUAX U B XO01€ HpOMe)KYTO‘{HOfI
aTTeCTalllu.

OOyyaronuiicst UCTIBITHIBAET CEPbE3HBIC 3aTPYIHCHHUS B
IIPUMEHEHUH TEOPETUUECKUX ITOJI0KEHUN IIPU PEILICHUH
MPaKTUYECKHUX 3a/1a4 MPOPECCUOHATBHON HAMIPABIEHHOCTH
CTaH/IapTHOTO YPOBHS CJIIOKHOCTH, HE BIIa/ICET
HCOGXOI[I/IMBIMI/I JJ11 9TOI'0O HaBbIKaMU U HpI/IéMaMI/I.
JleMoHCTpHUpYyET pparMeHTapHbIE 3HAHUS YICOHOU
JTUTEPATyPhI 10 AUCLUTIIHHE.

OrueHka Mo JUCHUIIIMHE BBICTABISIOTCS 00yUYaroImeMycs ¢
YUYETOM PE3YJbTATOB TEKYILEH U MPOMEKYTOUHON
aTTeCTalluu.

KomMmnerenumn Ha ypoBHE «JIOCTaTOYHBIN), 3aKpEIIIEHHBIE
3a TUCIUIUINHOM, HEe cOPMUPOBAHEI.

5.3. OneHo4Hble cpeacTBa (MaTepHaJibl) AJIs1 TEKYIEro KOHTPOJISl yCIIeBaeMOCTH,

HpOMe)KyTO‘lHOﬁ arrecranuu oﬁyqamumxca o TMCHMIIJIMHE

KonTpoJibHbIE BONIPOCHI

O

10.
11.
12.

Oco0EHHOCTH HAYyYHOTO CTUJISI B AHTJIOSI3BIYHOM U PYCCKOM KYJIbTypax.

TepMUHBL; KIMIIUPOBAHHBIE O0OPOTHI, XapaKTEPHBIE JII HAYYHOT'O CTHIIS.
CHUHTaKCHC U JIEKCUKA HAy4YHBIX cTaTei. Opranusanus Marepuana B CTaThe.
CHUHTaKCHUC U JIEKCUKA HAy4YHOTO JoKiaaa. Opranuszanus Marepuaia B IOKJIae.
Opra"uzanusi KOMIBIOTEPHON TpPE3eHTAIMU — OallaHC MEXJy YCTHBIM CIIOBOM U
CJIalIOM.

BzaumopericTBue ¢ ayiuTOpUE.

Oco0eHHOCTH HAyYHOU AMCKYCCUH U IUAJIOTa.

[TonsTne GYHKIIMOHATHHOTO CTHJIA. O yHKIMOHAIBHO-CTUIINCTUYECKAS
MIPUHAJIEKHOCTh HAYYHOT'O TEKCTA.
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3HAYUMOCTh KOHTEKCTA.

OTUKa NEePEBOTUMKA.

[lepeBoaueckue TpanchopMaluy U UX MPAKTHUECKOE MPUMEHEHUE.
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Abstract

Two distinct, rigorous views of cryptography have developed over
the years, in two mostly separate communities. One of the views
re-lies on a simple but effective formal approach; the other, on a
detailed computational model that considers issues of complexity and
proba-bility. There is an uncomfortable and interesting gap between
these two approaches to cryptography. This paper starts to bridge the
gap, by providing a computational justification for a formal treatment
of encryption.
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1 Two Views of Cryptography

A fairly abstract view of cryptographic operations is often adequate for the
design, analysis, and implementation of systems that use cryptography. For
example, it is often convenient to ignore the details of an encryption function,
and to work instead with a high-level description of what encryption is
supposed to achieve.

At least two distinct abstract views of cryptographic operations have
de-veloped over the years. They are both consistent and they have both been
useful, but they come from two mostly separate communities and they are
quite different. In one of them, cryptographic operations are seen as func-tions
on a space of symbolic (formal) expressions; their security properties are also
modeled formally (e.g., [5,13,15,21-23,25,27-30,34]). In the other,
cryptographic operations are seen as functions on strings of bits; their se-curity
properties are defined in terms of the probability and computational complexity
of successful attacks (e.g., [7-9,11,16-19,37]).

There is an uncomfortable gap between these two views. In this paper, we
call attention to this gap and start to bridge it. Representing the two views, we
give two accounts of symmetric (shared-key) encryption: a sim-ple one, based
on a formal system, and a more elaborate one, based on a computational
model. Our main theorem is a soundness result that relates the two accounts. It
establishes that secrecy properties that can be proved in the formal world are
true in the computational world. Thus, we obtain a computational justification
for the formal treatment of encryption.

As we relate the two accounts of encryption, we identify and make ex-plicit
some important choices. In particular, our main theorem excludes cer-tain
encryption cycles (such as encrypting a key with itself). A restriction along these
lines is essential within the prevailing computational approach; in contrast,
formal methods typically ignore cycles. We also consider, for ex-ample, whether
two ciphertexts may manifest whether they were produced using the same key.

We believe that this paper suggests a profitable line of further research. It
will take a significant research effort to relate the views of the people who
invent, implement, break, and use cryptography. Continuing this work, it would
be worthwhile to consider other cryptographic operations (such as signatures
and hash functions), and to treat complete security protocols (such as
key-distribution protocols) in addition to basic algorithms.

Connections between the formal view and the computational view should
ultimately benefit both:



* These connections should strengthen the foundations of formal
cryp-tology, and help in elucidating implicit assumptions and gaps in
for-mal methods. They should confirm or improve the relevance of
for-mal proofs about a protocol to concrete instantiations of the protocol,
making explicit requirements on the implementations of cryptographic
operations.

¢ Methods for high-level reasoning seem necessary for computational
cryptology as it treats increasingly complex systems. Formal
ap-proaches suggest such high-level reasoning principles, and even permit
automated proofs. In addition, some formal approaches capture naive but
powerful intuitions about cryptography; a link with those intu-itions
should increase the appeal and accessibility of computational cryptology.

The next section is a more detailed discussion of the two views of
cryp-tography; it also mentions related work. The rest of the paper proceeds as
follows.

In Section 3, we define a class of expressions and an equivalence rela-tion
on those expressions. The expressions represent data, of the sort used in
messages in security protocols; the equivalence relation captures when two
pieces of data “look the same” to an adversary, treating encryption as a formal
operator. These definitions are simple and purely syntactic. In particular, they
do not require any notion of probability or computational complexity. They are
typical of the definitions given in formal treatments of cryptography, and
directly inspired by some of them.

Then, in Section 4, we present a computational model with strings of bits,
probabilities, and complexities. In this model, we define secure encryp-tion in
terms of computational indistinguishability; our definition is similar, but not
identical, to those of semantic security [7,18].

Finally, in Section 5, we relate equivalence to computational
indistin-guishability. We associate a probability ensemble with each formal
expres-sion; our main theorem establishes that equivalent expressions induce
com-putationally indistinguishable ensembles. For example, the two expressions
that represent two pieces of data encrypted under a fresh key will be
equiv-alent. This equivalence can be read as a secrecy property, namely that the
ciphertexts do not reveal the data. Our main theorem implies that the two
expressions correspond to computationally indistinguishable ensembles.

2  Background and Related Work

This section explains the two views of cryptography, still informally. It points to
a few examples of work informed by those two views; there are many more. It
also describes some related research.

The formal view There is a large body of literature that treats cryp-tographic
operations as purely formal. There, for example, the expression {M}k may
represent an encrypted message, with plaintext M and key K. All of {M}k, M, and
K are formal expressions, rather than sequences of bits. Various functions can be
applied to such expressions, yielding other expressions. One of them is
decryption, which produces M from {M}k and K. Crucially, there is no way to
recover M or K from {M}k alone. Thus, the idealized security properties of
encryption are modeled (rather than defined). They are built into the model of
computation on expressions. This body of literature starts with the work of



Dolev and Yao [15], DeMillo, Lynch, and Merritt [14], Millen, Clark, and
Freedman [28], Kem-merer [23], Burrows, Abadi, and Needham [13], and
Meadows [27]. It in-cludes many different agendas and approaches, with a
variety of techniques from the fields of rewriting, modal logic, process algebra,
and others. Over the years, it has been used in the design of protocols, it has
helped develop confidence in some existing protocols, and it has enabled the
discovery of many attacks. It has also led to the development of effective
methods and tools for automated protocol analysis; Lowe’s and Paulson’s works
are two

recent examples of these advances [25,30].

This formal perspective is fairly easy to apply for the users of encryption, for
example for protocol designers. It captures an important intuition: an encrypted
message reveals its plaintext only to those that know the corre-sponding
decryption key, and it reveals nothing to others. This assertion is a simple (and
simplistic) all-or-nothing statement, which can be conveniently built into a
formal method. In particular, it does not require any notion of probability or of
computational complexity: there is no need to say that an adversary may obtain
some data but only with low probability or after an expensive computation.
(However, probability and computational complex-ity are compatible with
formalism, as demonstrated by the work of Lincoln et al. [24].)

Those who employ the formal definitions often warn that a formal proof
does not imply a guarantee of security. One of the reasons for this caveat is the
gap between the representation of encryption in a formal model and its
concrete implementation. At the very least, it is desirable to know what
assumptions about encryption are necessary. Those assumptions have sel-dom
been stated explicitly, and not in enough detail to permit systematic discussion
and rigorous proofs. We aim to remedy this situation.

A somewhat similar situation arises from the use of the random-oracle
model in cryptography [10]: proofs that assume random oracles do not
au-tomatically yield guarantees when the oracles are instantiated. However, we
do not know of any natural examples where this gap has manifested itself.

The computational view Another school of cryptographic research is
based on the framework of computational complexity theory. A typical
member of that school would probably say that the formal perspective is naive
and disconnected from the realities of concrete cryptographic algo-rithms and
protocols. Keys, plaintexts, and ciphertexts are all just strings of bits. An
encryption function is just an algorithm. An adversary is es-sentially a Turing
machine. Good protocols are those in which adversaries cannot do “something
bad” too often and efficiently enough. These defini-tions are all about success
probabilities and computational cost.

This computational view originates in the work of Blum and Micali [11], Yao
[37], and Goldwasser and Micali [18]. It has strengthened the scientific
foundations of cryptography, with a sophisticated body of definitions and
theorems. It has also played a significant role in the development and study of
particular protocols.

As an important example of the computational approach, we sketch a
notion of secure encryption. Specifically, we choose to treat symmetric
en-cryption, following Bellare, Desai, Jokipii, and Rogaway [7]. An encryption
scheme is defined as a triple of algorithms T = (K,E,D). Algorithm K (the key
generator) makes random choices and then outputs a string k. Algo-rithm E (the
encryption algorithm) flips random coins r to map strings k and m into a string
Ek(m,r). Algorithm D (the decryption algorithm) maps strings k and c into a string



Dk(c). We expect that Dk(Ek(m,r)) = m for appropriate k, m, and r.

An adversary for an encryption scheme TT = (K,E,D) is a Turing ma-chine
which has access to an oracle. We imagine realizing this oracle in one of two
ways. In the first, the oracle chooses (once and for all) a random key k, and then
encrypts each query x using Ekand fresh random coins. In the second, the oracle
chooses (once and for all) a key k, and then, when presented with a query x,
encrypts a string of 0 bits of equal length, using fresh random coins. An
adversary’s advantage is the probability that the adversary outputs 1 when the
oracle is realized in the first way minus the

probability that the adversary outputs 1 when the oracle is realized in the
second way. An encryption scheme is regarded as good if an adversary’s
maximal advantage is a slow-growing function of the adversary’s
computa-tional resources. This definition of security can be worked out
rigorously and elegantly in both asymptotic and concrete versions (see Section
4.3). In any case, it is based on notions of probability and computational power.

Related work The desire to relate the two views of cryptography is not
entirely new (e.g., [3,20,26]). Nevertheless, there have been hardly any
re-search efforts in this general direction. The work of Pfitzmann, Schunter, and
Waidner [31] (which is simultaneous to ours and independent) starts from
motivations similar to our own. It proves that some reactive, crypto-graphic
systems satisfy high-level (non-cryptographic) specifications, under
computational assumptions on cryptographic operations. These results do not
concern a formal model of cryptography, such as the one studied in this paper,
but the relation to a formal model of cryptography is mentioned as an
interesting subject for further work. Also relevant is the work of Lincoln,
Mitchell, Mitchell, and Scedrov [24], which develops a rich process-algebraic
framework that draws on both views of cryptography. Further afield, Abadi,
Fournet, and Gonthier [1,2] and Lynch [26] relate the formal view of
cryptography with higher-level (non-cryptographic) descriptions of security
mechanisms. Finally, Volpano and Smith [35] analyze the complex-ity of
attacking programs written in a simple, typed language; however, this language
does not include cryptographic primitives.

As we compare two accounts of encryption, we arrive at the concept of
which-key concealing encryption, with which ciphertexts do not mani-fest
whether they were produced using the same key (see Section 4.2).
In-dependently and concurrently, the work of Bellare, Boldyreva, Desai, and
Pointcheval studies this concept from a different perspective [6].

3 Formal Encryption and Expression Equivalence

In this section we present the formal view of cryptography, specifically treat-ing
symmetric encryption. We describe the space of expressions on which
encryption operates, and what it means for two expressions to be equivalent. As
explained in the introduction, the expressions represent data, of the sort used in
messages in security protocols. Expressions are built up from bits and keys by
pairing and encryption. The equivalence relation captures when two pieces of
data “look the same” to an adversary that has no prior

knowledge of the keys used in the data. For example, an adversary (with no
prior knowledge) cannot obtain the key K from the ciphertexts {O} and {1}x;
therefore, the adversary cannot decrypt and distinguish these ci-phertexts, so



they are equivalent. Similarly, the pairs (0,{0}x) and (0,{1}«) are equivalent. On
the other hand, the pairs (K,{0}) and (K,{1}k) are not equivalent, since an
adversary can obtain K from them, then decrypt {O}x or {1}k and obtain 0 or 1,
respectively, thus distinguishing the pairs. In this section, we formalize these
informal arguments about equivalence; the soundness theorem of Section 5
provides a further justification for them.

3.1 Expressions

We write Bool for the set of bits {0,1}. These bits can be used to spell out
numbers and principal names, for example. We write Keys for a fixed, nonempty
set of symbols disjoint from Bool. The symbols K,KO,KOO,... and K1,K2,... are all in
Keys. Informally, elements of the set Keys represent cryptographic keys,

generated randomly by a principal that is constructing an expression. Formally,
however, keys are atomic symbols, not strings of bits. We write Exp for the set

of expressions defined by the grammar:1

M,N ::= expressions
K key (for K € Keys) i
bit (for i € Bool) (M,N) pair
{M} encryption (for K € Keys)

Informally, (M,N) represents the pairing of M and N, which might be
im-plemented by concatenation plus markers, and {M}k represents the
encryp-tion of M under K, which might be implemented using a symmetric
algo-rithm like DES, in CBC mode and with a random initialization vector. Pair-ing
and encryption can be nested, as in the expression ({{(O,KO)}K}KO,K). We
emphasize that the elements of Exp are formal expressions (essen-tially, parse
trees, abstract syntax trees) rather than actual keys, bits, con-catenations, or
encryptions. In particular, they are unambiguous: for exam-

1An equivalent way to define Exp is as the language generated by the context-free grammar

VT noun

with start symbol E, nonterminals E and K, terminals “0”, “1”, “(”, “)”, “,”, “4”, “}’, and the set of
elements in Keys, and the productions:

E-——O0|1]|(EE)| K| {E})xK— Kfor

each K € Keys

ple, (M,N) equals (MO,NO) if and only if M equals M°and N equals N°, and it
never equals {MO}K. Similarly, {M}«k equals {MO} oif and only if kK M equals M°and
K equals K°. However, according to definitions given below, {M}kand {M°% omay
be equivalent K even when M and M° are different and when K and K’ are
different.

There are several possible extensions of the set of expressions:

e We could allow expressions of the form {M}n, where an arbitrary
expression N is used as encryption key.

e We could distinguish encryption keys from decryption keys, as in
public-key cryptosystems.

These extensions are useful in modeling realistic protocols, but would
com-plicate our definitions and theorems. We therefore leave them for further
work.

It is also important to consider a restriction to the set of expressions. We say

that K encrypts K°in M if there exists an expression N such that {N}xis a



subexpression of M and K® occurs in N. For each M, this defines a binary relation
on keys, the “encrypts” relation. (As a variant, a more liberal definition that
ignores occurrences of K°as a subscript may also be adequate for our purposes.)
We say that M is cyclic (or acyclic) if its associated “encrypts” relation is cyclic
(or acyclic, respectively). For example, {K}xand ({K}Ko,{KO}K) are both cyclic, while
({K}ko,{O}x) is acyclic.

Cycles, such as encrypting a key under itself, are a source of errors in
practice (e.g., [36]); they also lead to weaknesses in common computational
models, as explained in Section 4. Moreover, cycles can often be avoided in
practice—and they should generally be avoided given what is, and is not, known
about them. The soundness theorem of Section 5 deals only with acyclic
expressions. In contrast, cycles are typically permitted (without discussion) in
formal methods.

3.2 Equivalence

Next we give a formal definition of equivalence of expressions. It draws on
definitions from the works of Syverson and van Oorschot, Schneider, Paulson,
and others [30,32,33]. Some of the auxiliary definitions concern how
expressions can be analyzed and synthesized; such definitions are quite
common in formal methods for protocol analysis. Equivalence relations are
useful in semantics of modal logics: in such semantics, one says that two

states in a computation “look the same” to a principal only if the principal has
equivalent expressions in those states. Equivalence relations also appear in
bisimulation proof techniques [4,12], where one requires that bisimilar
processes produce equivalent messages.

First, we define an entailment relation M “ N, where M and N are
expressions. Intuitively, M * N means that N can be computed from M. Formally,
we define the relation inductively, as the least relation with the following
properties:

eM‘Oand M ‘1,

eM‘M,

e if M “Ni1and M ‘N2then M ‘ (N1,N2),
e if M ‘“(N1,N2) then M “N1iand M ‘ N2,
eif M Nand M ‘Kthen M ‘ {N},

o if M “{N}xand M ‘K then M ‘ N.

This definition of M * N models what an attacker can obtain from M without any
prior knowledge of the keys used in M. For example, we have

({{K1}k,}x;5,K3) “ K3
and
({K1}k,Jk;,K3) “ {K1},
but not
({{K1}K,}ks,K3) “ K1 (false)

It is simple to derive a more general definition from this one: obtaining N from
M with prior knowledge of K is equivalent to obtaining N from (M,K) with no
prior knowledge.

Next, we introduce the box symbol 2, which represents a ciphertext that an
attacker cannot decrypt. We define the set Pat of patterns as an extension of



the set of expressions, with the grammar:

P,Q::= patterns
K key (for K € Keys) i
bit (for i € Bool) (P,Q) pair
{P} encryption (for K € Keys) 2

undecryptable

Intuitively, a pattern is an expression that may have some parts that an attacker
cannot decrypt.

We define a function that, given a set of keys T and an expression M,
reduces M to a pattern. Intuitively, this is the pattern that an attacker can see in
M if the attacker has the keys in T.

p(K,T) = K (for K € Keys)
p(i,T) = i (for i € Bool)
p((M,N),T) = (p(M,T),p(N,T))
{p(M,T)}« if
p({M},T) = KeTo

otherwise



Further, we define a pattern for an expression without an auxiliary set T, but
using the set of keys obtained from the expression itself.

pattern(M) = p(M,{K € Keys | M ‘ K})

Intuitively, this is the pattern that an attacker can see in M using the set of keys
obtained from M. (As above, we assume that the attacker has no prior
knowledge of the keys used in M, without loss of generality.) For example, we
have
pattern(({{K1},}k;,K3)) = ({2}k,,K3)
Finally, we say that two expressions are equivalent if they yield the same
pattern:
M = N if and only if pattern(M) = pattern(N)

For example, we have:

{{K1}k,}Ks,K3) = ({0}, }k;,K3)
since both expressions yield the pattern ({2}k,,K3).

We may view keys as bound names, subject to renaming (as in the spi
calculus [5]). For example, although ({0}«,K) and ({O}KO,KO) are not equivalent,
we may say that they are equivalent up to renaming. More generally,
we define equivalence up to renaming, =, as ~ follows:

M ~ =N ifandonlyif there exists a bijection 0 on Keys
suchthat M = NCO

where NO is the result of applying 0 as a substitution to N. Although this
relation =is ~ looser than =, our soundness theorem treats it smoothly,
without difficulty. Therefore, we focus on =. In = informal discussions, we often
do not distinguish the two relations, calling them both equivalence.

3.3 Some examples and some subtleties

In this section we give a few more examples. Some of the examples indicate
assumptions and choices built into the definition of equivalence. These are fairly
subtle but important, and it is useful to be explicit about them. We revisit them
in Section 4.

e0 T =0, of course.

e 0 ~ =1, of course.

e {O}k= " {1k.

e (Kfoj) = ~ i (K,{1}x), but (K,{({0}k0,0)}x) =
(KA({1}Ko,0) }k).

ek =K’andk= ~ i K°,

since keys are subject to renaming with = but not with =.

e {0}k= ~ {1}koand even {0} = {1}k, although the two ciphertexts are under
different keys.

o (KM {01) =~ ({K°J,{1}ko) and even ({K°},{03) = ({K°}K, {1}ko),
similarly.

e {0})k= "~ {K}k, despite the encryption cycle in {K}x.

* {(((2,2),(2,2)),((1,2),(1,2)))}k = {O}. ~

Informally, we are assuming that a plaintext of any size can be en-crypted,
and that the size of the plaintext cannot be deduced from the resulting



ciphertext without knowledge of the corresponding decryp-tion key. This
property justifies equivalences such as the one above, where the two
plaintexts are of different sizes. In an implementation, it can be
guaranteed by padding plaintexts up to a maximum size, and truncating
larger expressions or mapping them to some fixed string (see Section 4).

We could easily refine the equivalence relation to make it sensitive to
sizes, for example by introducing a symbol 2n for each size n. The resulting
definitions would be heavier.

* ({ok{0}) = 7 ({0}, {1}).
Informally, we are assuming that an attacker who does not have a key
cannot even detect whether two plaintexts encrypted under the key are
identical. For example, the attacker should not be able to

tell that the same plaintext appears twice under K in ({0},{0}x),
hence ({0},{0}) = = ({0},{1}k). In an implementation, this sort of
equivalence can be guaranteed by randomization of the encryption
function (see Section 4).

We could easily refine the equivalence relation to make it sensitive to
message identities (for example as in [4]); but, again, the resulting
definitions would be heavier.

e ({ok{1}) = 7 ({O,{1}0).
Informally, we are assuming that an attacker who does not have a key
cannot even detect whether two ciphertexts use that same key. For
example, the attacker should not be able to tell that the same key is
used twice in ({0}x,{1}x), hence ({0}, {1}) = ~ ({0}, {1}ko).

Again, an alternative definition would be possible, with some
compli-cations.

4  The Computational View: Encryption Schemes and
Indistinguishability

In this section we provide a computational treatment for symmetric
encryp-tion. First we describe the functions that constitute a symmetric
encryption scheme, and then we describe when an encryption scheme should
be called secure. Actually, there are a few different possibilities for defining
security, and we discuss several of them. The notion that we focus on—which
we call type-0 security—is stronger than the customary notion of security (that
is, semantic security, and notions equivalent to it [7,18]). Nonetheless, one can
achieve type-0 security under standard complexity-theoretic assumptions. We
focus on type-0 security because it matches up with the formal defini-tions of
Section 3. Other computational notions of security can be paired with analogous
formal ones.

4.1 Preliminaries

Elements of an encryption scheme Let String = {0,1}" be the set of all
finite strings, and let |x| be the length of string x. Let Plaintext, Ciphertext, and
Key be nonempty sets of finite strings. Let 0 be a particular string in Plaintext.
Encrypting a string not in Plaintext will result in a ciphertext that decrypts to O.

We assume that if x € Plaintext then x° € Plaintext for all x° of the same length



as x. Let Key be endowed with some fixed distribution.

(If Key is finite, the distribution on Key is the uniform one.) Let Coins be a
synonym for {0,1}“ (the set of infinite strings), and Parameter (the set of
security parameters) be a synonym for 1" (the set of finite strings of 1 bits).

An encryption scheme, T, is a triple of algorithms (K,E,D), where
K: Parameter x Coins — Key
E: Key x String x Coins — Ciphertext D :
Key x String — Plaintext

and each algorithm is computable in time polynomial in the size of its input (but
without consideration for the size of Coins input). Algorithm K is called the
key-generation algorithm, E is called the encryption algorithm, and D is called
the decryption algorithm. We usually write the first argument to E or D, the key,
as a subscript. When we omit mention of the final argument to K or E this
indicates the corresponding probability space, or, when used as a set, the
support of that probability space (that is, the strings which are output with
nonzero probability). We require that for all 7 € Parameter, k €K(7 ), andr €
Coins, if m € Plaintext then Dk(Ek(m,r)) = m, while if m € Plaintext then
Dk(Ek(m,r)) = 0. For example, the encryption function could treat an
out-of-domain message as though it was 0. We insist that |Ek(x)| depends only
on 7 and |x| whenk € K( 7).

The definition above is for probabilistic, stateless encryption. One can be a
bit more general, allowing the encryption algorithm to maintain state. We do
not pursue this generalization here.

Other basic concepts A function : N — Ris negligibleif (n) € n “wi),
This means that for all ¢ > 0 there exists Ncsuch that (7)< n “forall 7 > Nc.
An ensemble (or probability ensemble) is a collection of distributions
on strings, D ={Dn}, one for each 7. We write x<—Dn "to indicate that x is
sampled from Dn.LetD={Dn}and D°= {D0 } be nensembles. We say that D
and D’ are indistinguishable (or computationally indistinguishable), and
write D = DO, if for every probabilistic polynomial-time adversary A, the function
(n) =% ° ' "Prix—Dn : A(7,

X)=1]- Prix<=D, : A(7n,x)=1]is negligible.

4.2 Aspects of encryption-scheme security

In this section we consider some possible attributes of encryption schemes, and
also consider encryption cycles. These issues already appear in Section 3

in a formal setting; here we explore them further in a computational setting.

Attributes (present or absent) of a secure encryption scheme We
single out three characteristics of an encryption scheme. The first and third are
well-known, while the second seems not to have received attention till now.

* Repetition concealing vs. repetition revealing

Given ciphertexts c and ¢, can one tell if their underlying plaintexts are
equal? If so, we call the scheme repetition revealing; otherwise, it is
repetition concealing. A repetition-concealing scheme must be



proba-bilistic (or stateful); making encryption schemes repetition
concealing is one motivation for probabilistic encryption [18].

¢ Which-key concealing vs. which-key revealing

If one encrypts messages under various keys, can one tell which
mes-sages were encrypted under the same keys? If so, we call the scheme
which-key revealing; otherwise, it is which-key concealing. Though
standard instantiations of encryption schemes are which-key conceal-ing,
standard definitions for encryption-scheme security (like those in [7,18])
do not guarantee this. Demanding that an encryption scheme be
which-key concealing is useful in contexts beyond that of the present
paper (for example, in achieving forms of anonymity). The current work of
Bellare et al. undertakes a thorough treatment of which-key concealing
encryption [6].

e Message-length concealing vs. message-length revealing

Does a ciphertext reveal the length of its underlying plaintext? If so, we
call the scheme message-length revealing; otherwise, it is message-length
concealing. Most encryption schemes are message-length reveal-ing. The
reason is that implementing message-length concealing en-cryption
invariably entails padding messages to some maximal length, and it may
therefore be quite inefficient. Message-length concealing encryption is
possible when the message space is finite, or when all ciphertexts are
infinite streams (rather than finite strings as stated in our definitions).

These three characteristics are orthogonal, and all eight combinations make
sense. Let us call these eight notions of security type-0, type-1, ..., type-7, with
the numbering determined as follows: concealing corresponds to a 0 bit

and revealing to a 1 bit, and we interpret the three characteristics above as a
3-bit binary number, the most significant bit being for repetition concealing or
revealing, then which-key concealing or revealing, finally message-length
concealing or revealing. With this terminology, the conventional concept of
encryption-scheme security, ever since the work of Goldwasser and Mi-cali [18],
has been type-3 security: a ciphertext may reveal the length of the message and
which key is being used, but it should not reveal if two ciphertexts are
encryptions of the same message. However, this concept of security is not the
only reasonable one.

Encryption cycles Given a type-n (n € {0,...,7}) secure encryption scheme
TT = (K,E,D), one can construct a type-n secure encryption scheme ml=

(K,EO,DO) with the following property: TT°would be completely inse-cure if the
adversary were given , (for example, as an additional input) even a single
encryption c—E° (k) of  Ethe underlying key k. Goldwasser and Mi-cali were
aware of this (in the public-key setting) when they published their work [18].

It is not only encrypting k under k that is problematic; longer cycles may also
cause problems. For example, even if an encryption scheme is type-3 secure, it
may not be safe to encrypt a message b under a key a and then, reversing the
roles of a and b, to encrypt a under b. For all we know, the concatenation of the
two ciphertexts might trivially reveal both a and b. For probabilistic encryption,
for cycles of length greater than one, we do not have any example to
demonstrate that this problem can actually arise, but the hybrid arguments
[18,37] often used to prove encryption schemes secure, and which we use here,
do not work in the presence of such cycles.



Therefore, as discussed in Section 3, we focus on expressions without
encryption cycles. In return, we can rely on standard-looking definitions and
tools in the computational setting.

4.3 Definitions of encryption-scheme security (types 0, 1, 3)

The formal treatment in Section 3 corresponds to type-0 security (repetition
concealing, which-key concealing, and message-length concealing), so let us
define this notion more precisely. An explanation of the notation follows the
definition.

Definition 1 (Type-0 security) Let TT = (K,E,D) be an encryption scheme, let 1
€ Parameter be a security parameter, and let A be an ad-

versary. Define Prhk K0 —K( 7 ) : A EoD

i__h
. = Advp(,(A) T (7)=1-Prk—K(n):
AEOLE©) (1) = g



Encryption scheme TT is type-0  secure if for every probabilistic polynomial-time
o
adversary A, Advry(,,(A) is negligible (as a function of 7).

We are looking at the difference of two probabilities.

* First, let us focus on the first probability. The quantity in brackets describes
an experiment that is performed, and then an event. In this experiment,
one first chooses two keys, k and kO, independently, by running the
key-generation algorithm K. Then one runs adversary A, with two oracles:
a left oracle f and a right oracle g. If the adversary asks the left oracle f a
guery m € String, the oracle returns a random encryption of m . under
key k. That is, the oracle computes c<—Ek(m) and returns c. If the
adversary asks the right oracle g a query m € String, the oracle returns a
random encryption of m under key kO, similarly. Independent coins are

used each time a string is encrypted (but the keys k and k° stay fixed).

¢ Next, let us consider the second probability. In this experiment, a single
key k is selected by running " the key-generation algorithm K. The
adversary again hastwo  _ oracles, a left oracle f and a right oracle g,
and these oracles again expect queries m € String. But now the
oracles behave in the same way. When asked a query m, the oracles
ignore the query, ! sample c<—Ek(0), and return c. Independent coins
are used each time a string is encrypted (but the key k stays fixed).

The type-0 advantage is the difference in the above probabilities. One can
imagine that the adversary is trying to distinguish a good encryption box from a
false one. A good encryption box encrypts the specified query using the selected
key. A false encryption box ignores the query and encrypts a fixed message
under a fixed random key. Intuitively, " a scheme is type-0 secure if no
reasonable adversary can do a good , job of telling apart the two encryption
boxes on the basis of their input/output behavior.

Various other equivalent formalizations for type-0 encryption are possi-ble.
For example, it adds no power for there to be more than two oracles. (In the
first experiment, each oracle would encrypt queries under its own key; in

the second, every oracle would encrypt 0 under a common key.) Likewise, it
takes away no power if Eko() is replaced with Eke(0) in the first experiment. We
also give detailed definitions of type-1 and type-3 security; they resemble that of
type-0 security. In these definitions, Ek() is an oracle that returns c<—Ek(m) on
input m, " as above, and Ek(O| I) is an oracle that returns
H
c—Ex(0'™!) on input m.

Definition 2 (Type-1 security) Let TT = (K,E,D) be an encryption
scheme, let 7 € Parameter be a security parameter, and let A be an ad-versary.
Define

1

h
= Advp,(A) % Pr k,kofK(Z):AEk"'Ek“’
(n)=1'"-pPr'k —K(n):

AEk(0||)»Ek(O||)( n)= 1'

Encryption scheme TT lis type-1 secure if for every probabilistic

polynomial-time adversary A, Advry(,(A) is negligible (as a function of
n).



Definition 3 (Type-3 security) Let TT = (K,E,D) be an encryption
scheme, let 77 € Parameter be a security parameter, and let A be an ad-versary.

Define

_ h

. = AdvpyA)  Prike—K(n): A%
(n)=1'-pr"k
—K(n): A% ()=

1I

def



Encryption scheme TI _is type-3 secure if for every probabilistic

3
polynomial-time adversary A, Advry,,(A) is negligible (as a function of
n).

4.4  Achieving type-0 and type-1 security with standard tools

Since type-3 security is standard but type-0 and type-1 security are not, we
show that type-0 and type-1 security can be achieved using standard
assumptions and constructions. Although this fact is not necessary for our
soundness theorem, it provides support for the hypotheses of the theorem.

Block ciphers Let B 21 be a number (the blocksize) and let Block = {0,1}8. Let
Key be a finite nonempty set. Then a block cipher is a function

E : Key x Block — Block such that, for every k € Key, we have that Ek() = E(k,) is a
permutation. Example block ciphers are DES and the emerging AES (Advanced
Encryption Standard).

One measure of security for a block cipher is:
h i h
CADPPA) = " Prk —Key: A%)=1'—pr

—perm(B): A"V = 7'

Here Perm( 8 ) denotes the set of all permutations on {0,1}/3. Informally, the
adversary A is trying to distinguish the block cipher E, as it behaves on
a random key k, from a random permutation 7. We think of E as a good

block cipher if ¢ AdvP™(A) is small as long as A is of reasonable
computational complexity.
Block cipher modes of operation Block ciphers are the most common

building block for making symmetric encryption schemes. Two well-known ways
to do this are CBC mode and CTR mode. In CBC mode (with a random
initialization vector), the encryption of a plaintext x =x1 _...xnusing key k € Key,
where n 21 and |xi| ={0,1}, is yoy1...yn where yo <—Block and yi = Ek(yi-1
6" xi) for all 1 £i<n. In CTR mode, the encryption of a plaintext x using key k is

the concatenation of r <Block * with the xor of x and the " |x]|-bit
prefix of the concatenation of E(r),, Ex(r + 1),
Ek(r+2), .... Here r+iis the B -bit string that encodes the sum of r (treated as

an unsigned number) and i, modulo 28 In [7], Bellare et al. establish

the (type-3) security of these two modes of operation. Their results are
guantitative, measuring how well one can attack the block cipher E in terms of
how well one can attack the given encryption schemes based on E (in the sense
of type-3 security).

CBC and CTR modes are which-key concealing Even though the
results just mentioned do not indicate that CBC mode or CTR mode are
which-key concealing, these schemes are in fact which-key concealing and those
results can be used to show it, as we now sketch. Let TT = (K,E,D) be an
encryption scheme, let A be an adversary, and define

rand Prhk —Key(n): AE

(77)=1i—Pr k



—Key(7) - ASIEK)]
i
(n)=1



By S'E"(” we denote an oracle which, on input m, computes ! c—Ex(m)
and returns a random string of length |c|. (By an assumption stated above, |c|
depends only on 77 and |m]|.) Informally, the adversary cannot tell if it is given a
real encryption oracle or an oracle that returns a random string (of the
appropriate length) in response to every query.

The proofs of security in [7] actually establish that CBC mode and CTR mode
are good schemes according to Advra”d, assuming that the underlying block

cipher E is secure according to Adv®™®. To complete the picture, we claim that

any good scheme according to Adv™is also type-1 secure. (This claim is not

hard to prove, though we omit doing so here.) Therefore, CBC mode and CTR
mode (as defined above) are type-1 secure: repetition concealing, which-key
concealing, but message-length revealing.

Hiding message lengths for type-0 security  Finally, we have to con-ceal
message lengths. This step is standard, provided the message space

is finite. Let TT = (K,E,D) be a type-1 secure encryption scheme with Plaintext =
{0,1}". Let Plaintext’ € String be a finite set, with a particu-lar element 0% To
make a type-0 secure encryption scheme we just encode all messages of
Plaintext®into strings of some fixed length, and then en-

crypt these using E. That is, we choose any convenient function encode() which
(reversibly) takes strings in Plaintext’ to a subset of {0,1}', for some number ‘.
The encryption scheme mo= (K,EO,DO), with message space PIaintextO, is defined
by letting E° (m) =E (encode(m)) kform € kPlaintext’, setting Eo(m) = EO(OO)
forme & k  Plaintext’, and defining D%in the obvious way. Type-1
security of TT immediately implies type-0 security of TT °

5 The Computational Soundness of Formal Equiv-alence

In this section we relate the two views of cryptography. We proceed in two
steps. First, we show how to associate an ensemble to an expression M, given
an encryption scheme TT. Then we show that, under appropriate as-sumptions,
equivalent expressions give rise to indistinguishable ensembles.

5.1 Associating an ensemble to an expression

Let TT = (K,E,D) be an encryption scheme and let 7 € Parameter be a security
parameter. We associate to each formal expression M € Exp a distribution on
strings [[M]] Min) M ,and
thereby an ensemble [[M]] . This
as-sociation constitutes a concrete semantics for expressions (in the style of
programming-language semantics or logic semantics); it works as follows:

e First, we map each key symbol K that occurs in M to a string of bits T (K),
using the key generator K( 7).

algorithm Initialize n (M)
for K € Keys(M) do T (K)<=K(n)

algorithm Convert(M)
if M = K where K € Keys then return



h T (K),“key”i
if M = b where b € Bool then

return hb,“bool”i
if M = (M1,M2) then

return hConvert(Mz1),Convert(M2),“pair”i if M =
{M1}kthen

" x—Convert(M1)
y " —EK(x)
return hy,“ciphertext”i

Figure 1: How to map (probabilistically) an expression M to a string Convert(M),
given an encryption scheme TI = (K,E,D) and a security parameter 7).

¢ We map the formal bits 0 and 1 to standard string representations for
them.

¢ We obtain the image of a formal pair (M,N) by concatenating the images of
the components M and N.

¢ We obtain the image of a formal encryption {M}k by calculating E z (k)(x),
where x is the image of M.

* In all cases, we tag string representations with their types (that is, “key”,

“bool”, “pair”, “ciphertext”) in order to avoid any ambiguities.
This association is defined more precisely in Figure 1. In the figure, we write
Keys(M) for the set of all key symbols that occur in M, and write hxi,...,xki for an
ordinary string encoding of xi, ..., xk. The aukxiliary initialization procedure
Initialize n (M) maps every key symbol in Keys(M) to a unique key T (K). The
probability of a string in [[M]] is that induced

Ainl
by the algorithm Convert(M) of Figure 1.
5.2 Equivalence implies indistinguishability
Next we prove that equivalent expressions correspond to
indistinguishable ~ ensembles (that n is, M =N implies [[M]] =
[[N]]), assuming that the ex-pressions are acyclic and that the
underlying encryption scheme is type-0 secure.

We start with a few simple examples, instantiating the claim that M= ~ N

implies [[M]] 1 = [[N]] 7.

e Since0 ~ =0, we concludethat n[[0]] = [[0]] . The two
ensembles being compared put all the probability mass on a
single point, h0,“bool”i.

e Since K= ~ K°, we conclude that [[K]] = 1 n [IK%]. The two

ensembles being compared are identical: they are induced by

the key generator K.

e Since {O})k= ~ {1}k, we conclude that [[{O}]] = n n [[{1}1].

This in-distinguishability is nontrivial: it relies on the

assumption that the encryption scheme is type-0 secure.

¢ Although {O}k= = {K}k, we cannot conclude anything about how [[{0}k]]
may p M relate to [[{K}k]] , because of the
encryption cycle in {K}k.



Reconsidering some of the other examples of Section 3.3 can also be
instruc-tive.
Our theorem is:

Theorem 1 Let M and N be acyclic expressions and let TT be a
type-0 secure encryption scheme. Suppose " that M = N. Then [(M]]fg =

[N

Proof The proof is a hybrid argument, as in [11,18,37]. One must be
particularly careful in forming the hybrids, relying on acyclicity. Because of the
generality of the claim, the description of the hybrid argument is somewhat
complex. Therefore, we include a running example, in italics. We also break up
the proof into several phases.

Key renaming The first phase of the proof deals with renaming keys.
Roughly, its goal is to modify the expressions M and N by renaming keys so that
pattern(M) = pattern(N), still, and M has “hidden” keys Ki,...,Kmand N has
“hidden” keys Ki,...,Kn, where Ki encrypts Kionly when | 2 i, and both M and N
have “recoverable” keys Js,...,Ju.

As above, Keys(M) is the set of all keys that occur in M. First we partition
Keys(M), separating those keys that the adversary can recover from the rest:

recoverable(M) = {K € Keys(M) | M “ K}
hidden(M) = Keys(M) — recoverable(M)

Let u = |recoverable(M)| and let m = | hidden(M)|. We form a graph Gm =
(Vm,Em) whose vertices are Vm = hidden(M) and where there is an arc K — K%in
Emif and only if K encrypts Kin M. (Recall that K encrypts K%in M if there is a

subexpression {M1}k of M where K® occurs in Mz1.) The acyclicity of M means that
Gwmis acyclic and, as a consequence, we can rename the keys in Keys(M) so that
the hidden keys are Ki,...,Km, the recoverable keys are J1,...,Jy, and Ki— Ki € Em
implies | 2 i. In other words, a deeper key of M gets a smaller number. We let

M° be the resulting expression.

Let us start our running example. Suppose that M is the expression:
{0}k, {K1 1}k, K2 {0}k, {Ke}k, {K1 K3}k, {1 1 1}k, O {K1}k, {K5}K,

Here we have omitted commas, for readability, and also parentheses. The
parentheses are irrelevant in this example, but we should hold them fixed as the
example is developed; for concreteness, we may think of elements as being
grouped left-to-right, so that a b c d is short for (((a,b),c),d). In this example, we
have:

Keys(M) = {K1,K2,K3,Ka,Ks,Ke}
recoverable(M) = {K2,Ks}
hidden(M) = {K1,K3,Ka,Ks}



The graph Gm = (Vm,Em) has vertices Vm = {K1,K3,K4,Ke} and arcs Ka — K1, Ka —
K3, Ka — Ks, and K6 — K1. We rename (K1,K2,K3, K4,Ks,Ks) to (K1,J1,K2,K4,J2,K3),
obtaining a new expression m°;

{0}k, {K1 1}k, J1 {0}, {K3}k, {K1 K2}k, {1 1 1}1, 0 {K1}k, {J2}s,

Because M ~ =N, and by the definition of equivalence up to renaming,
there exists a function 0 on Keys(N) such that pattern(M) = pattern(N 0 ). The
keys that occur in this pattern are those in the sets recoverable(M) and

recoverable(N 0 ), which are therefore equal. Moreover, the value of 0 on
hidden(N) is irrelevant, since the keys in this set get obliterated with the symbol
2. So, by acyclicity, we can again rename those keys to Ki,...,Knin such a way
that Kiencrypts Kionly if | 2 i. This renaming is much as in M, so we omit its

justification. We obtain a function o%andan expression N°such that N°=N o °,
M° = N°, recoverable(Mo) = recoverable(No) ={J1,...,0u}, hidden(NO) ={K1,...,Kn},
and Kiencrypts Kiin N° onlyifl2i.

Continuing our example, let N be the expression:
{1 1}k, {K3}k, K1 {K3}k, {K8}x, {1}k, {1 1 1}k, 0 {0 O}k, {K3}k,

so recoverable(N) = {K1,K3} and hidden(N) = {K2,Ks,Ks}. We rename
(K1,K2,K3,Ks,Ks) to (J1,K3,J2,K1,K2), obtaining a corresponding ex-pression NC:

{1 13 {J2}ks 1 {J2}k, {K2}k, {1}k, {1 1 11,0 {0 O}k, {J2},

Note that N° (and N) have a different number of hidden keys than M° (and M).
On the other hand, they have the same number of recoverable keys; this
equality is implied by the definition of equivalence.

In sum, we can thus apply renamings to M and N, obtaining M° and N such
that pattern(MO) = pattern(No), M° has hidden keys Ki,...,Km, N° has hidden keys

K1,...,Kn, if Kiencrypts Kithen | 2 i in both M° and No, and both have recoverable
keys J1,...,Ju.

The hybrid patterns Miand N; In the next phase of the proof, we
introduce patterns (that is, extended expressions) Mo,Mz,...,Mm and No,Nzi,...,Nn

so that these patterns form a chain between M° and N°. Relying on the function
p from Section 3.2, we let:

Mi = p(MO, recoverable(MO)U{K1,...,Ki})

where Ki,...,Km are the hidden keys of M%andi € {0,...,m}. In particu-lar, we have
Mo = pattern(Mo) and Mm = M°. Similarly, for j € {0,...,n}, we let:

Nj = p(NO, recoverable(NO) U {Ki,...,Kj})

and in particular obtain No= pattern(NO) and Nn=N°. Intuitively, Miand Niare
the patterns that the adversary sees in M° and NO, respectively, if the
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adversary has a priori knowledge of the otherwise hidden keys Ki,...,Ki. The
ordering of the keys guarantees that this knowledge does not permit the
discovery of other hidden keys.

In our example, we have:

M°
k
Ma: {0}k ,{Kil}k J1, : ; .
{0} {Ksk , : : 3
{K1 K2}k ;
{111} O{Ki}x {J2hMs: {0}k 2

J1 {0} 2 2 {111} O{Ki}k {J2hM2: 2

ke 2 J1{0} 2 2 {112} 0 2 {J2hM1: 2 2
i1 2 2 2 {111} 0 2 {J2}Mo: 2 2
i 2 2 2 {111}]20 2 {JZ}Jl

No: 2 2 if1 2 2 2 {111} , .

0 2 {12 N1: 2 2 J1 : .
2 2 {1} {111p O 2, . . ,
{02hN2: 2 2 I 2 2

k{1l {111} 0{00} {J2hN3: {11} {J2}s Ja{lo}ks{Ka}xs: {1}x: {111}.0{0
O}k2{J2}n

NO

Note that pattern(MO) =Mo=No= pattern(NO).

Defining ensembles for the patterns Miand N;j Next we map each
of the patterns Mo,...,Mm,No,...,Nnto an ensemble [[Mo]] n n
A M s [[Mm]], [[No]],...,[[Nn]], respectively. We

define this mapping by extending the conversion algorithm of
Figure 1 so that it applies to patterns, not just to expressions. The extension is
simple: any time it encounters the symbol 2, it returns the encryption of 0 using
a new, fixed key, which is used for no other purpose. More precisely, we extend
the algorithm of Figure 1 by adding to Initialize the line:

" T (Ko)K(7)
and adding to Convert the lines:

if M =2 then

y 2 < Ez(k)(0)
return hy,“ciphertext”i

Finding a large gap Clearly [[M]] n n = [[MO]] , since M and Mm°
differ only in their indexing, and similarly n n [[N]] = [[NO]] .
Therefore, our goal is to show that [[MO]]n = [[NO]] M-

We argue by contradiction: we assume that there is an adversary A that
distinguishes [[MO]] n n and [[N%]], in order to contradict the



type-0 security of TT. According to the definitions, the adversary A runs in
polynomial time, and the function:

A(n)=prly " —[IM°1 5y : A(7,y) = 11— Prly —[[N%]]y :
A(n,y)=1]

is not negligible, that is, for some constant c, for some infinite set N, A (n) >
n “forall » €N.For0<i<mand1<j<n,we define:

p(n) = Prly —{Millgpy: ANy =
lai(n) = Priy < [[Nillr(1: A(7,y)
:1]

Below, we sometimes omit the argument 7 for notational simplicity. Since M° =
Mm and N°= Nn, we have that A = pm— gn. In addition, we have that po= qo
because M®and N° yield the same pattern, so we also have that:

A = (pm—pm-1)+ (pm-1— pm=2) + ... + (p1— po) + (qo— q1)
+(g1—q2) +...+(gn-1—qn)

We thus have m+n summands that add up to A . By the triangle inequality,
there is either i € {1,...,m} such that pi— pi-12 A /(m + n) or there is j € {1,...,n}
such that gi-1—qgi2 A /(m+n). Moreover, a suitable index i or j exists for each 1
€ N, so there is an index i or j that works for infinitely many n € N, since the
number of summands is finite and fixed. Let i be such an index; the case of an

index j is exactly analogous. Hence, there exists an infinite set N° € N such that
pi(n)—pir(n) 2 A (n)/(m+n)foreach n € N°.

In our example, we are assuming that there is some adversary A with a good
advantage, say 0.50, in distinguishing [[Ma4]]and [[N3]] Ain] ninl , that

is, [[M]] Ain] Alnl and [[N]] . So the

adversary A will Aln] A Al

Minl Minl Minl Min nin M)

Minl Min Minl ninl Min] distinguish one
of Min) nin the following
with advantage at least Mir10.50/7: [[M4]]  and [[M3]] ;
[[M3]]and [[M2]]  ;[[M2]]  and [[M1]] ;(IM1]]  and [[Mo]]
[[No]] and [[N1]] ; [IN1]] and [[N2]] ; or [[N2]] and [[N3]] . For
example, suppose that it is [[M3]] and [[M2]] . Then A answers 1
substantially more often when given samples from [[M3]] than when given

samples from [[MZ]]TI[n]'

algorithm  oA™§(n)
. forK € Keys(MO) do
. T (K)<=K(n)y <—Convert2(M0)

b—A(n,
y) return b

algorithm Convert2(M")
if M* = K where K € Keys then return
h T (K),"key”i
if M" = b where b € Bool then



return hb,“bool”i
if M" = : (M*,M") then
return | 2
1hConvert2(M”),Convert2(M®),“pair”i if M" =
{M*} then
ifKe ) {I1,...,JuKa,...,Ki-1} then
1
H
x<—Convert2(M")
y <Ezx(x)
return hy,“ciphertext”i else
if K= Kithen
' 1x<—Convert2(M")
y " f(x)
return hy,“ciphertext”i else if K
e H
! AKi+1,...,Km} %hen

y <8(0)
return hy,“ciphertext”i

Figure 2: Given an adversary A that distinguishes [[MO]] i n -1 m
from [[M,

11, the adversary Ao violates the type-0 security of TT, using the oracles f and g.
As in the rest of the proof, Ki,...,Km are the hidden keys and Js,...,Juthe

recoverable keys of V5

Contradicting the type-0 security of TT Using A, we construct an
adversary Ao that violates the type-0 security of TT. The definition of Aois in
Figure 2. GSince Aoattacks the | type-0 security of an encryption scheme,
it has access to two oracles, fandg. Those goracles can be instantiated in

one of two ways. In one case, the « oracle f is E(), for a randomly chosen ki
] ] a

<—K( 1), while the oracle g is Ek,(), for a randomly chosen ko <—K( 7). In & the

other case, the oracle f is Ek (0), for a “randomly chosen ko <—K( 7 ), while
the oracle g is again Ek (0). a
We have:
pi(n) = Prlki ko —K(7) : A%
pra(n) = Bol(n) = 1] Priko

—K(n): AEko(O),
Exo(0) -
aon)=1]

These equalities hold because ConvertZ(MO) returns a sample from [[Mi]] M
when f=Ek () and g = Ex (), sand Convert2(M°) returns a sample from [[Mi-1]]

r when f= o 0 Ex (0) and g = Ek(0). In both cases,
notice that en-cryption under a recoverable key K

corresponds to encryption under the associated key T (K). Encryption under a
hidden key K in {Kz,...,Ki-1} also corresponds to encryption under the associated
key T (K), while encryp-tion under a hidden key in {Ki+1,...,Kn} results in 0
encrypted under ko. For the first equality, encryption under the hidden key Ki
corresponds to en-cryption under ki; for the second, encryption under Kiresults
in 0 encrypted under ko.

We therefore also have:



Priki,ko<—K(n): ABl)
“o0(n) =11 - Priko—K(7)

. AFko(0), Eko(o)( n)=1]
pi(n)—pi-1(7n)
For infinitely many values of 1 (those greater than (m+n) in NO), we obtain:

“Advi(g(A0)  A(m)/(m+

>> n) n /(m+
> n)
n—(c+1)

Hence, the function AdV° rin) (A0) is not negligible. This conclusion contra-dicts

the hypothesis that the encryption scheme T is type-0 secure, as

de-sired.
Completing our example, let us suppose that A answers 1 substantially more

often when given samples from [[M3]] [, ; than when given samples from
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nm [[IM2]] , as above. We use A to
show  that the encryption scheme TT is not type-0 secure by constructing a
successful adversary Ao against TT. This adversary relies on two oracles f and g,
with two instantiations each. The two instantiations come from the definition of
type-0 security. With the first instantiation, Ao I.I[”lcreates a sample from [[M3]]

and then calls A. With the second . instantiation, Ao
creates a sample from [[M2]] and then calls A.
Therefore, Ao answers 1 substantially more often in the first case. 2

Theorem 1 gives an asymptotic statement of security. From its proof one
can, as always, extract a corresponding concrete-security statement. This
statement would say the following. Let M and N be acyclic expressions with m
and n keys and lengths |M| and |N|, respectively. (The length of an expression
is just the number of rules used to generate it.) Suppose that M = N.
Assume ~ further that m,n 2 1, thus excluding only triv-ial cases. Fix a security
parameter 77 and an encryption scheme TI. Let A be an adversary that runs in

time t and achieves advantage
(n) " |-|“|.-|: Minl = Prly <[[M]] tA(7,Y)
=1] — Prly < [[N]] :A(1y)
= 1] in distin-

guishing [[M]]ﬂ[n]and [[N]]ﬂ[,”. Then there exists an adversary Ao that
breaks the type-0 security of TT[ 77 ] with advantage o= Adv® rn1 (Ao) 2
/(m + n). Moreover, there exist constants & and a%such that Ao makes

at most max{m,n} queries to its encryption oracles, these queries having length

at most a° max{|M|,|N|}; and the running time of Aois at most
t+a T n)(|M|+|N]|), where TT[n]is the maximum timeto  choose a key
from K( 77 ) plus the time to encrypt a message of length at "most o

max{|M]|,|N|} bits using the key. The numbers & and o’ depend only on
encoding conven-tions and details of the model of computation.

One may wonder whether a converse to Theorem 1 holds, that is, whether
indistinguishability implies equivalence. Such a converse fails for a fairly trivial
reason: if applying the algorithm of Figure 1 to the expressions M and M° gives
rise to encryptions of strings outside the message space Plaintext of the
encryption scheme TT, then identical ensembles may be associated with M and
M° even when M and M°are not equivalent. We have not explored whether the
converse holds when Plaintext is large enough.

6 Conclusions

The formal approach to cryptography often deals with simple, all-or-nothing
assertions about security. The computational approach, on the other hand,
makes a delicate use of probability and computational complexity. However,

one may intuit that the formal assertions are valid in computational mod-els, if
not absolutely at least with high probability and against adversaries of limited
computational power. In this paper, we develop this intuition, ap-plying it to the
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study of encryption. We prove that the intuition is correct under substantial but
reasonable hypotheses. This study of encryption is a step—perhaps modest but
hopefully suggestive—toward treating security protocols and complete systems,
and toward combining the sophistication of computational models with the
simplicity and power of formal reasoning.
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http://www.isg.rhul.ac.uk/~kp/ModularProofs.pdf
https://pdfs.semanticscholar.org/270b/dce6053a143b32915d56808063adf8007d5a.pdf
http://web.cs.ucdavis.edu/~rogaway/papers/equiv.pdf
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25. Semantology as basis for conceptual knowledge processing. URL:

http://www.academia.edu/310287/Semantology_As Basis for Conceptual Knowledge
Processing

26. Text categorization with support vector machines: learning with many
relevant features. URL:
http://www.cs.cornell.edu/people/tj/publications/joachims 98a.pdf

27. Thumbs up? Sentiment classification using machine learning techniques.

URL: http://www.cs.cornell.edu/home/llee/papers/sentiment.pdf

28.  Unsupervised and knowledge-free learning of compound splits and
periphrases. URL:
http://wortschatz.uni-leipzig.de/~cbiemann/pub/2008/HolzBiemannCicling08.pdf

29. Unsupervised and knowledge-free natural language processing in the
structure discovery paradigm. URL:

http://wortschatz.uni-leipzig.de/~cbiemann/pub/2007/Biemann07diss_Structure-Discover
y-final.pdf

Web Corpus construction. Synthesis lectures on human language technologies. URL:

http:// www.morganclaypool.com/doi/abs/10.2200/S00508ED1V01Y201305HL.T022

Ilepeuens B/l u UCC

Tabnuya 2

/o

HaumenoBanue

Mesxaynaponnsle pedeparuBHble HaykomeTpuueckue b/, noctynHsle B
pamMKax HallMOHaJIbHOM noanucku B 2018 .
Web of Science

Scopus

[Ipodeccuonanburie nonHoTekcToBie b1, MOCTymHBIE B pamMKax
HaMoOHAILHON nmoanucku B 2018 1.
XKypnanel Cambridge University Press
ProQuest Dissertation & Theses Global
SAGE Journals
Kypnanst Taylor and Francis

DJeKTPOHHBIEC U3JaHUA U3aTeIbCTBA Springer

[Ipodeccrnonanpabie MOTHOTEKCTOBBIE b/l
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JSTOR

I/ISJIaHI/ISI 10 O6HI€CTB€HHI)IM U T'yYMaHHUTapHbIM HayKaM

KommnbrotrepHbie cripaBoYHbIE MPABOBBIE CUCTEMBI
Koncynbrant [lmtoc,

l'apant

7. MatepuajabHO-TeXHUYECKOe o0ecniedeHNe NUCHUILINHBI (M00Y/i)

3aHATHS 110 KypCy MOXHO IPOBOAUTH ¢ MaKCUMaIbHON 3((h)eKTUBHOCTHIO B
KOMIIBIOTEPHOM KJIACCE WJIM ayJUTOPHUH C JOCTYNIOM B VIHTEpHET, MPOEKTOPOM U SKPAHOM IS
npeseHTauuii. Heo0xoaumo takke HaJlMuue TOCKU WK (iaumyapTa, YTo0bl IpernoaaBaTesb Mor

pa361/1paTL OPUMCEPHI IO X0y OOBSICHEHHMS U 3aIIUCHIBATh 3aJaHus.

IHepeuens 11O
Nenn Haumenosanue I10 [IpousBoguTens Croco6
/m pacrpocTpaHeHHs
(ruyensuonroe unu
8000010
pacnpocmpaunsemoe)
1 Adobe Master Collection CS4 Adobe JUIEH3UOHHOE
2 OC «AnbsT O0pazoBanue» 8 000 «ba3zanst CIIO | numeH3noHHOE
3 Windows 10 Pro Microsoft JIMLIEH3UOHHOE
4 Kaspersky Endpoint Security Kaspersky JUTIEH3UOHHOE
5 Microsoft Office 2016 Microsoft JUIEH3UOHHOE

8. Obecneuenue 00pa3oBaTEIbLHOIO POLECCA AJIS JUIL ¢ OTPAHUYEHHBIMH

BO3MOKHOCTHAMMU 3/I0POBbLH U UHBAJIUIA0B

B xozne peanuzanuu 1UCUMIUIMHBI UCMIOJIB3YIOTCS CAEAYIOIIHNE TONOJIHUTEIbHBIE
METO/1bl 00YUYEHHUSI, TEKYIIIEr0 KOHTPOJISl YCIIEBAEMOCTH U ITPOMEXYTOUHOM aTTecTalluu

06yqa}01u1/1xc5{ B 3aBUCUMOCTHU OT UX WHAUBHUAYAJIbHBIX 0COOEHHOCTEH:

® IS CJETBIX U CTa00BUISIINX:

- Jexuuu Oo(OpMIISIOTCS B BHUJIE DJIEKTPOHHOTO JOKYMEHTA, JIOCTYMHOTO C IOMOIIBIO
KOMIIBIOTEPA CO CTECIMATU3UPOBAHHBIM MPOTPAMMHBIM 00€CIICUCHHUEM;

- THUCbMEHHBIE 33aJaHMs BBIMOJHSIIOTCS Ha KOMIBIOTEPE CO CHEIHAIN3UPOBAHHBIM

nporpaMMHbBIM OGGCHC‘-IGHI/ICM, HJIK MOTYT OBITh 3aMEHEHBI YCTHBIM OTBCTOM;,
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- oOecrieunBaeTCs MHANBUIYAIbHOE paBHOMEPHOE OcBelieHne He MeHee 300 JoKe;

- IS BBITIOJIHEHWS 3aJaHUS TPH HEOOXOIMMOCTH TPEAOCTABIISETCS YBEINYHBAIOIICE
YCTPOHCTBO; BO3MOYKHO TaK)Ke UCIIOJIb30BaHUE COOCTBEHHBIX YBEITUUNBAIOLINX YCTPOMCTB;

- MUCHMEHHBIC 33aJJaHUsT OPOPMIISIOTCS YBEIIMYCHHBIM HIPUPTOM;

- K3aMEH U 3a4€T NMPOBOAATCS B YCTHOU (hopMe MM BBIMOIHAIOTCS B MUCbMEHHON opMe Ha
KOMITBIOTEPE.

® IS TNIyXUX U CITaOOCHBIIIAIIUX:

- JeKuuH OQOPMILIIOTCS B BHUJAE JJCKTPOHHOTO JIOKYMEHTa, JIMOO MpPEeJOCTaBISICTCS
3BYKOYCWJIMBAIOIIAS alllaparypa WHANBUAYATHHOTO MOJIb30BAHNUS;

- MUCHMEHHBIC 3aJJaHHS BHITIOJHAIOTCS HA KOMIIBIOTEPE B MUCBMEHHOH (popme;

- 9K3aMEeH M 3a4éT NPOBOIATCS B NHUCHMEHHOH (opMe Ha KOMIBIOTEPE; BO3MOXKHO
npoBe/ieHue B (popMe TeCTUPOBAHHSL.

® s JIUI] C HApYIIEHUSIMUA OTIOPHO-JBUTATENILHOTO amrapara:

- Jeknud OoGOPMIIIIOTCS B BHJE DSJCKTPOHHOTO JTOKYMEHTa, IOCTYITHOTO C TIOMOIIBIO
KOMITBIOTEPA CO CIEIMATU3UPOBAHHBIM IIPOTPAMMHBIM 00€CTICUCHUEM;

- THCHMEHHBIC 3aJ]aHHs BBINOJHIIOTCS HAa KOMIIBIOTEPE CO CICIHATHM3UPOBAHHBIM
MPOTPaMMHBIM 00€CTICUeHUEM;

- K3aMEH U 3a4€T MPOBOISTCS B YCTHOW (hOPME MIIH BBIMIOJIHSAIOTCS B IMCBMEHHON (popMe Ha
KOMITBIOTEPE.

[lpy HEOOXOAMMOCTH TIPEAYCMATPUBACTCS YBEIUYECHUE BPEMEHH IS TMOJITOTOBKH
OTBETA.

[Mporienypa  mpoBeIeHUS  MPOMEKYTOYHOW  aTTeCTallMd Uil OOyYaroIIuXxcs
YCTaHABIMBACTCS C YYETOM WX HHAWBHIYAJIbHBIX MCHUXO(PH3UUECKUX OCOOEHHOCTEH.
[TpoMexyTouHas aTTecTalus MOXKET MTPOBOAUTHCS B HECKOJIBKO TAIOB.

[Tpu mpoBeneHUN MPOUEAYPHl OLICHUBAHKS PE3yJIbTATOB O0yUEHUS TpeayCcMaTpUBacTCs
UCTIONIb30BAaHNE TEXHUUYECKUX CPEJCTB, HEOOXOMUMBIX B CBSI3M C HWHIAUBUAYaTbHBIMHU
OCOOCHHOCTSIMU O00YyYaroUMXxcsa. JTH CPEACTBA MOTYT OBITh MPEAOCTaBICHBI YHUBEPCUTETOM,
WJIA MOTYT MCIIOJIb30BaThCsl COOCTBEHHbBIE TEXHUYECKHE CPEJICTBA.

[IpoBenenne mpoueaypbl OLECHUBAHHUS pE3yJIbTaTOB OOYYCHHS JOMyCKAaeTCs C
UCTIOJIb30BAHUEM TUCTAHIIMOHHBIX 00pa30BaTEIbHBIX TEXHOIOTHIA.

OOGecrneunBaeTcs IOCTYN K MH(POPMAIMOHHBIM U OUOIMOTrpadUyecKuM pecypcaM B CETH
WuTepHer s Kaxaoro oOywaromierocss B ¢opMmax, aJanTUPOBAHHBIX K OTPAHHUYCHHUSM HX
3JI0POBBSI U BOCIIPHUATHS HH(POPMAITUH:

® IS CICTBIX U CITA00BUISIINX:

- B IeYaTHOU (hopMe YBEITMUYCHHBIM MIPUPTOM;
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- B (hopme 3JeKTPOHHOTO TIOKYMEHTA;

- B (popme ayauodaiina.

® Ui TIyXUX U CIa0OCIHBIIIANINX:

- B ie4aTtHou opme;

- B (hopme 2IeKTPOHHOTO TOKYMEHTA.

® Ui 00y4aroIIKXCs C HapYLIEHUSIMU OIOPHO-/IBUTaTENILHOTO armapara:
- B MeyaTHOU (opme;

- B (hopme 37eKTPOHHOTO TIOKYMEHTA;

- B hopme ayanoddaiina.

VY4eOHble ayTuTOPUU IJI1 BCEX BUAOB KOHTAKTHOW M CaMOCTOSITENILHON pabOThl, HayUHAast
OuOIMOTEKa W WHBIC MOMEIICHUS i OOYYeHHSI OCHAIICHBI CIeNHUaIbHBIM 00OPYI0BAaHUEM U
y4eOHBIMH MECTaMU C TEXHUUYECKUMHU CPEeICTBAMU O0YUEHHUS:

® IS CJCTBIX U CITA00BUISIINX:

- YCTPOMCTBOM JJIs1 CKAHUPOBaHMs U uTeHus ¢ kamepod SARA CE;

- nucruieeM bpaiing PAC Mate 20;

- npuHTepoM bpaiing EmBraille ViewPlus;

® Ui TIYyXUX U CIa0O0CIBIIIANTNX:

- aBTOMATU3WPOBAHHBIM pa0OYUM MECTOM Ui JIOJCH C HapylleHHeM ciayxa |
C71a00CIIBIIIAIINX

- aKyCTUYECKUH YCUIIUTENb U KOJOHKHU;

® 1715 00YYAOIINXCS C HAPYIICHUSIMHI OTIOPHO-/IBUTATEIBHOTO aIlapara:
- IEPEABMKHBIMU, PETYIHPYyEMbIMU dproHomMudeckumu mapramu CH-1;

- KOMITBIOTEPHOM TEXHUKOM CO CrelIMaIbHbIM IIPOrPaMMHBIM 00€CIIEUEHUEM.

9. MeToan4ecKne MATEPHUAJDI

9.1 Il.1aHbI NPaAKTHYECKHUX 3aHATHH. MeToan4yecKkue yKasaHusi 1o

OPraHu3anyvy U NPoBeJeHHI0

3anstue 1-3. OcoOEHHOCTH TEKCTa aKaJIeMHUIEeCKOTo CTHIs (6 4.)

Lens 3ansTus: M3yuenne ocOOEHHOCTEN TEKCTOB aKaIeMHYECKOTO CTHIIA.

B PE3YIBTATC BBIIIOJIHCHHUA 3aJaHUA CTYACHTHI JOJIXKHBI:
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- 3HaTh 0COOEHHOCTH SI3BIKA U HAay4YHBbIX CTaTeﬁ;

- OBITh TOTOBBIMU YUUTHIBATh UX MPU NEPEBOJIE U MOPOXKIECHUU COOCTBEHHOTO TEKCTA.

3agaHus:

HSy‘II/ITe OCOOECHHOCTH TEKCTOB aKaIEMHUYCCKOI'O CTHIIA, o6pa1uas[ BHUMAaHHUEC HA
JICKCUKO-TPAMMAaTUUYCCKHE 0COOEHHOCTHU SA3bIKa, HA TpC6OBaHI/I$I K UX HAaIllMCaHHIO, O(I)OpMJ'IeHI/IIO

U CTPYKTYype TeKCTa.

VYKka3zaHus 110 BRIIOJIHEHUIO 3aJaHUN
[Ipoananu3upyiite CHHTAKCUYECKYIO CTPYKTYPY TEKCTOB aKaJIeMHUUYE€CKOTO CTHIISL.

[Ipoananu3upyiiTe rpaMMaTHYECKyIO CTPYKTYPY TEKCTOB aKaJIEMUYECKOTO CTHJIS.

KonTposbHbie BOMPOCHL:

KakoBbI OCHOBHBIE XapaKTEPUCTUKU aKaJEMHUUECKOTO CTHIISI B @HTJIUHCKOM SI3BIKE?

KakoBbI OCHOBHBIE JIEKCHKO-TPAMMATHUECKHE OCOOCHHOCTH TEKCTOB aKaIEMUYECKOTO CTHIIS?
HazoBute HEKOTOpBIEC KIUIIE, CBOMCTBEHHBIC MMCHbMEHHBIM TEKCTaM aKaJeMUUYECKOTO CTHIIS B
AHTIINHCKOM SI3BIKE.

HazoBuTe OCHOBHEIE MPUHATBIC CTHUJIN IIpaBUJIa HUTUPOBAHUA U O(I)OpMJ'IeHI/IH CCBIIIOK.

VcTouHMKM U TuTepaTypa

Jlamwiwes, JI. K. TexHonorus nepeBojia : yueOHHUK U MPAKTUKYM JJis By30B /
JI. K. JIatpiies, H. 0. CeBepoBa. — 4-e u3a., nepepab. u non. — MockBsa : 31aTenscTBo
FOpaiir, 2020. — 263 ¢. — (Bricmee obpazoBanne). — ISBN 978-5-534-00493-9. — Texkcr :
anektpoHHbii // OBC FOpaiir [caiit]. — URL: https://urait.ru/bcode/450082 (nara oOpamieHus:
09.02.2021).

3anstue 4-6. Bunpl HayuHbIx ctateid. CTpyKTypa HayyHOH cTaThu. (6 4.)

Lenp 3ansTust: 3yueHne oCOOCHHOCTEH CTPYKTYPBI, IPUCYILEH TEeKCTaM aKaJleMUIeCKOro

CTUIIA.

B PE3YIBTATC BBIIIOJIHCHHUA 3aJaHUA CTYACHTHI JOJIXKHBI:


https://urait.ru/bcode/450082
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- 3HaTh 0COOEHHOCTH KOMITIO3UIIUHU HAYYHBIX CTaTeﬁ;

- OBITh TOTOBBIMU YUUTHIBATh UX MPU NEPEBOJIE U MOPOXKIECHUU COOCTBEHHOTO TEKCTA.

3agaHus:

Ha ocHoBe HpCI[J'IO)KGHHOﬁ TEMbI HAITMIIUTC aHHOTALIMIO K CTAaThE.
Ha ocHoBe HpCHHOH(CHHOﬁ TEMBI COCTaBbTC CIIMCOK KIIHOYCBLIX CJIOB.

Ha ocHOBe npeasio)KeHHOM TEMbI COCTaBbTE IIAH HAYYHOUM CTaThH.

VYKka3zaHus 110 BRIIOJIHEHUIO 3aJaHUN

[Ipoananu3upyire CHHTAKCUYECKYIO CTPYKTYPY HAy4YHOH CTaThU.

[Ipoananu3upyiiTe rpaMMaTUYECKyIO0 CTPYKTYPY HAyYHOM CTaThH.

CocraBbTe repyHauanbHble, THPHHUTUBHBIC, TPEJIOKHbIC WIH IPUYACTHBIE 000POTHI JIs
Hay4YHOH CTaThH MO MPEIJIOKEHHOU TEME.

[TpuBeanuTe npuMephl KOJIMUYECTBEHHOM U 00pa3HOM SKCIPECCUBHOCTH JUIsl HAYYHOM CTaThU IO
MPEJI0KEHHON TEME.

[TpuBeanuTe NpUMephl KHUKHBIX CJIOB U TEPMUHOJIOTUH TIO MTPEITIOKEHHON TeMe B HAyYHOU
CTaThe.

YKaKUTE CBSA3U MEXKTY TPEUIOKCHUSIME, MEX/Ty ab3ariaMu B HAy9IHOH cTaThe.

KoHTponbHbIE BOMPOCH:

Oco0eHHOCTH U3NOKEHUs, IPUCYIIINE HAYYHOMY TEKCTY, U MX OTPaXEHHE B MPOLIECCE TePeBO/a.
3HAYNMOCTh KOHTEKCTA.

[TepeBoqueckue TpaHchHOPMAIIUU U UX TPAKTUYECKOE PUMEHEHHE.

KommbprorepHoe obecniedeHne nepeBoI4ecKon eI TEIbHOCTH: JIEKTPOHHBIE CIIOBAPH, CUCTEMBI
ABTOMAaTHU3UPOBAHHOIO MEPEBO/IA.

Hcrounuku u aureparypa

Efficient simplification of point-sampled surfaces. URL:

https://www.graphics.rwth-aachen.de/media/papers/p Pau021.pdf
Emergence of linguistic features: independent component analysis of contexts. URL:

http://research.ics.aalto.fi/publications/bibdb2014/pdf/HonkelaOSNCPW.pdf



https://www.graphics.rwth-aachen.de/media/papers/p_Pau021.pdf
http://research.ics.aalto.fi/publications/bibdb2014/pdf/Honkela05NCPW.pdf
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Matrix factorization recommender systems. URL:
https://datajobs.com/data-science-repo/Recommender-Systems-%5BNetflix%S5D.pdf
Thumbs up? Sentiment classification using machine learning techniques. URL:

http://www.cs.cornell.edu/home/llee/papers/sentiment.pdf

3anstue 7-17, 1-9. KomnbrorepHast muHrBuUcTHKA. (34 4.)

B pesynbrare BBINONHEHNS 3a1aHUS CTYIEHTBI JOJKHBIL:
- HAYYUTHCS IPUMEHATH HA NIPAKTUKE COOTBETCTBYIOIIUE KOHTEKCTY IIEPEBOAUYECKUE CTPATETUU
JUIsL JOCTHYKEHUS ONITUMAIBbHOTO PE3yJIbTaTa;
- HAYYUTbCS MPABUIBHO HJIEHTU(PULIUPOBATH U IEPEBOIUTH TEPMUHBI,

- HAY4YMTBHCAI y4aCTBOBAThH B 66CCL[€ 110 TEMEC 3aHATHA.

3amanus:

1. HSy‘II/ITC l'IpGI[J'IO)KCHHBIfI TEKCT U BBIACIWUTC B HEM YCPThI HAYUYHOT'O CTHUJIA, 4 TAKXKE
TEPMHHBI, COOTBETCTBYIOIIIUEC TCME.

2. Bemonnunte MEpeBO/J TCKCTA.

Vkazanus 1o BBITOJIHEHUIO 3aJaHUs:

[Tpoananu3upyiTe CHHTAKCUUYECKYIO CTPYKTYPY NPEJIOKEHHOTO TEKCTA.
IIpoanann3upynTe rpaMMaTHYECKYIO CTPYKTYPY IPEII0KEHHOIO TEKCTA.

Beienure B npesioxKeHHOM TEKCTE repyHInalibHble, THQUHUTHBHBIE, IPEI0KHBIE WIIH
IIpUYacTHbIE 00OPOTHI.

[TpuBenuTe MpUMEPHI KOTMYECTBEHHOW U 00pa3HOM SKCIPECCUBHOCTH U3 MPEIOKEHHOTO
TEKCTA.

[IpuBenute npuMepsl KHUKHBIX CII0B U TEPMUHOJIOTUU B IIPEIJIOKEHHOM TEKCTE.
Briaenute cBsi3u MexXy NpeUIoKEHUSIMH, MeX 1y ad3aliaMy B MPEAI0)KEHHOM TEKCTE.

[IpoananusupyiTe aBTOPCKYIO pedb B IIPEII0KEHHOM TEKCTE.

KoHTponbHbIE BOIPOCHI:
Kakue nepeBoueckne CTpaTeruy COOTBETCTBYIOIINE KOHTEKCTY BbI 3HaeTe?
Kakue TepMuHBI MOKHO OTHECTH K TeMe «KoMIbIOTEpHAs TUHTBUCTUKA» ?

Yro Takoe «KOMIIBHOTCPHAs JIMHI'BUCTHUKA» U KaKOBa o0nacTh ee HpI/IMeHeHI/Iﬂ?


https://datajobs.com/data-science-repo/Recommender-Systems-%5BNetflix%5D.pdf
http://www.cs.cornell.edu/home/llee/papers/sentiment.pdf
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HcTtounnku u mureparypa
Web Corpus construction. Synthesis lectures on human language technologies. URL:

http://www.morganclaypool.com/doi/abs/10.2200/S00508ED1V01Y201305HLT022

Automatically generating extraction patterns from untagged texts. URL:

https://www.cs.utah.edu/~riloft/pdfs/aaai96.pdf

Light stemming approaches for the French, Portugese, German and Hungarian languages. URL:

https://pdfs.semanticscholar.ore/f49¢/c1b64ed6adf3725a20dcc4{475da747729fc.pdf

3anstue 10-18. Pexomennarenbuble cucreMbl. KomnbroTepHbie urpsl. (16 4.)

B PE3YIbTATC BLIITOJIHCHHUA 3aJaHNA CTYACHTHI JOJIKHBI:
- HAYUYUTBHCA NPUMCEHATH Ha MMPAKTUKE COOTBETCTBYIOIIUEC KOHTCKCTY IIEPEBOAUCCKUE CTPpATCT N
AJI1 JOCTHUXKCHUA ONITUMAJIBHOI'O pE3YyJibTaTa,
- HAYUUTBHCA IPAaBUJIbHO I/I,I[CHTI/Iq)I/II_[I/II)OBaTL H IICPCBOAUTL TCPMUHLI;

- HAY4YUTHCA y4aCTBOBATH B 6€CCHC IO TCMC 3aHATHA.

3agaHus:

1. M3yunre npemyioKeHHbIM TEKCT U BBIICIUTE B HEM YEPTHI HAYYHOI'O CTUJIS, a TAKKE
TEPMUHBI, COOTBETCTBYIOILAE TEME.

2. BBITIOTHUTE EPEBOJI TEKCTA.

YKa3aHus 10 BBIIOJIHEHUIO 33/JaHUSA:

1.IIpoananu3upyiTe CHUHTaKCUUECKYIO CTPYKTYPY IPEUI0KEHHOIO TEKCTA.
2.ITpoananu3upynTe rpaMMaTHYECKYI0 CTPYKTYPY HMPEAIOKEHHOTO TEKCTA.

3.Bbienure B npeiioKEHHOM TEKCTe repyHIualbHble, THQUHUTHBHBIE, IPEUIOKHBIC WIN
MpUYacTHbIE 00OPOTHI.

4.1lpuBenuTe MpUMepsl KOJIUUYECTBEHHON U 00pa3HOM 3KCIIPECCUBHOCTHU U3 MPEATIOKEHHOTO
TEKCTA.

5.IIpuBenute npuMepsl KHUKHBIX CJI0B U TEPMUHOJIOTUU B IIPEIJIOKECHHOM TEKCTE.

6.BuienuTe CBA3M MEXKIY MPEIOKESHUAMHU, MEXIY a03aaMu B IPEIJI0KECHHOM TEKCTE.


http://www.morganclaypool.com/doi/abs/10.2200/S00508ED1V01Y201305HLT022
https://www.cs.utah.edu/~riloff/pdfs/aaai96.pdf
https://pdfs.semanticscholar.org/f49c/c1b64ed6adf3725a20dcc4f475da747729fc.pdf
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7. IlpoaHanu3upyite aBTOPCKYIO pedb B MIPEI0KEHHOM TEKCTE.

KOHTpOJIBHBIC BOIIPOCHI:
Kakne MNEPEBOAYCCKUC CTPATCTUN COOTBCTCTBYIOIIUE KOHTCKCTY BbIL 3Haere?
Kakue TCPMHUHBI MOKHO OTHCCTH K TEMC «PexoMeH1aTeNIbHbIE CUCTEMEI. KOMHBIOTpHBIe I/IFpBI»?

Uto Takoe «peKOMEHAATEeIbHBIE CHCTEMBD» U KaKOBa 00JIaCTh UX IPUMEHEHUs?

Hctounuku u nureparypa

Matrix factorization recommender systems. URL:

https://datajobs.com/data-science-repo/Recommender-Systems-%S5BNetflix%5D.pdf

Algorithms and methods in recommender systems. URL:

https://www.snet.tu-berlin.de/fileadmin/fg220/courses/SS11/snet-project/recommender-systems_
asanov.pdf

Creating autonomous adaptive agents in a real-time first-person shooter computer game. URL:
http://www.ntu.edu.sg/home/asahtan/Papers/2014/Creating%20Autonomous%20Adaptive%20A
gents%20-%20TCIAIG%202014.pdf

Real-time game adaptation for optimizing player satisfaction. URL:

https://pdfs.semanticscholar.org/270b/dce6053a143b32915d56808063adf8007d5a.pdf

3anstue 1-17, -10. HTEIeKTYanbHblE CUCTEMBI IJIS1 PA3JIMYHBIX OTpaciell 3HaHUI

(poboTOTEeXHHKA, METUIIMHA, COITUOIIOTHS, KOMIbIOTEpHas rpaduka) (47 4.)

B PE3YJIbTATC BLIIIOJHCHHUA 3aJaHUA CTYACHTBI JOJI’KHBI:
- HAYUYUTBCA NPUMCHATH Ha MMPAKTUKE COOTBETCTBYIOIIKUEC KOHTCKCTY IECPEBOAUCCKHUEC CTPATCTUN
AJId JOCTHUKCHUA OIITUMAJIBHOI'O pE3YyJIbTaTa,
- HAYUUTBHCA IIPaBUIJIIBHO I/I,ZIGHTI/I(l)I/IIII/IpOBaTB " IEPEBOANUTb TCPMUHEI,

- HAY4YUTLCA y4aCTBOBAThH B 6€CCZ[€ 10 TCMC 3aHATHA.

3agaHus:


https://datajobs.com/data-science-repo/Recommender-Systems-%5BNetflix%5D.pdf
https://www.snet.tu-berlin.de/fileadmin/fg220/courses/SS11/snet-project/recommender-systems_asanov.pdf
https://www.snet.tu-berlin.de/fileadmin/fg220/courses/SS11/snet-project/recommender-systems_asanov.pdf
http://www.ntu.edu.sg/home/asahtan/Papers/2014/Creating%20Autonomous%20Adaptive%20Agents%20-%20TCIAIG%202014.pdf
http://www.ntu.edu.sg/home/asahtan/Papers/2014/Creating%20Autonomous%20Adaptive%20Agents%20-%20TCIAIG%202014.pdf
https://pdfs.semanticscholar.org/270b/dce6053a143b32915d56808063adf8007d5a.pdf
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1. HSy‘II/ITC HpeI[J'IO)KCHHHﬁ TCEKCT U BBIACIUTC B HEM YCPThI HAYUYHOTO CTHUJIA, 4 TAKKC
TEPMHHBI, COOTBETCTBYIOIIUC TCME.

2. Bemomnaure MEepeBOJ TCKCTA.

YkazaHusi 10 BBINOJIHEHUIO 33/IaHUSA:

1.ITpoananu3upynTe CHHTAKCUYECKYIO CTPYKTYPY MPEIIOKEHHOTO TEKCTA.
2.Ilpoananu3upyiiTe rpaMMaTUYECKYIO CTPYKTYPY MPEAJIOAKEHHOTO TEKCTA.

3.Boigenure B npeyio:KEHHOM TEKCTE repyHIualIbHbIe, UH()UHUTUBHBIE, TPEIIOKHbIE WU
pUYacTHbIE 0OOPOTHI.

4 ITpuBeauTe MpUMeEpPbl KOTMYECTBEHHOW 1 00pa3HOM SKCITPECCUBHOCTH U3 MPEIJIOKEHHOTO
TEKCTa.

5.IlpuBenuTte npuMepsl KHUKHBIX CJI0B M TEPMHUHOJIOTUN B IIPEIJIOKEHHOM TEKCTE.
6.Bbraenure cBA3M MEXAY NPEUIOKEHUSIMH, MEXAy ad3aliaMu B PEAJIOKEHHOM TEKCTE.

7. IlpoaHaiM3upyHTE aBTOPCKYIO P€UYb B MPEAJIOKEHHOM TEKCTE.

KoHnTponbHbIe BOPOCHI:
Kaxue nepeBogueckue CTpaTerud COOTBETCTBYIOIINE KOHTEKCTY BbI 3HaeTe?
Kakue TepMUHBI MOKHO OTHECTH K TeMe «PoOoToTexHuKa»?

Uro Takoe «KOMIBbIOTepHAs IrpaduKay U KakoBa 00JacTh €€ MPUMEHEHUS ?

HcTouHuKM U TuTepaTypa

CMDragons 2014 team description. URL:

http://robocupssl.cpe.ku.ac.th/_media/robocup2014:tdp:cmdragons-2014.pdf

A comparison of five recursive partitioning methods to find person subgroups involved in

meaningful treatment-subgroup interaction. URL:

http://link.springer.com/article/10.1007/s11634-013-0159-x

Determinants of internet advertising effectiveness: an empirical study. URL:

https://www.researchgate.net/publication/254265848 Determinants_of Internet advertising_eff

ectiveness An_empirical study

3anstue 11-18. KommbrorepHas 6e3onacHocTh (15 4.)


http://robocupssl.cpe.ku.ac.th/_media/robocup2014:tdp:cmdragons-2014.pdf
http://link.springer.com/article/10.1007/s11634-013-0159-x
https://www.researchgate.net/publication/254265848_Determinants_of_Internet_advertising_effectiveness_An_empirical_study
https://www.researchgate.net/publication/254265848_Determinants_of_Internet_advertising_effectiveness_An_empirical_study
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B pe3ynbTrare BhINOJHEHUS 3a1aHUS CTYJECHTHI JOJKHBI:
- HAYYHUThCS IPUMEHATHh HA IPAKTUKE COOTBETCTBYIOIIUE KOHTEKCTY IIEPEBOUECKUE CTPATETUH
JUJISL TOCTUKEHHS] ONTUMAIIBHOTO PE3yJIbTaTa;
- Hay4UThCS MIPABIIBHO HUICHTU(UIIMPOBATH U TIEPEBOAUTH TEPMUHBL;

- HAY4YMTHCA y4aCTBOBAThH B 6€C€I[€ 110 TEMEC 3aHATHA.

3amaHus:

1. W3yuure npenioxKeHHbIH TEKCT U BBIACIUTE B HEM YEPThl HAYYHOI'O CTHIIS, a TaKXKe
TEPMUHBI, COOTBETCTBYIOIIUE TEME.

2. BBITIOTHUTE NEPEBO/T TEKCTA.

VYka3aHus 110 BBIITOJIHEHUIO 3a1aHUS:

1.IIpoananu3upyiTe CHUHTAKCUUECKYIO CTPYKTYPY MPEUI0KEHHOTO TEKCTA.
2.IIpoaHanu3upyiTe rpaMMaTHYECKYIO CTPYKTYPY IPEUIOKEHHOIO TEKCTA.

3.Bbienure B MpeioKEHHOM TEKCTe repyHIualbHble, HHQUHUTHBHBIE, TPEUIOKHBIC WIN
pUYacTHbIE 00OOPOTHI.

4.IlpuBenuTe MpUMEPH KOJTUYECTBEHHON 1 00pa3HOM SKCIIPECCUBHOCTHU M3 MPEATIOKEHHOTO
TEKCTa.

5.IIpuBenute npuMepsl KHUKHBIX CII0B U TEPMUHOJIOTUN B IIPEIIOKEHHOM TEKCTE.
6.Bbienure cBsI3u MeXay NPeaIoKEeHUIMHU, MEeXIy ad3alaMy B IPEUI0KEHHOM TEKCTE.

7. IlpoaHanu3upyuTe aBTOPCKYIO peyb B IIPEMJIOKEHHOM TEKCTE.

KoHTponbHbIE BOIPOCHI:
Kakue nepeBomueckue cTpaTerui COOTBETCTBYIOIINE KOHTEKCTY Bbl 3HaeTe?
Kakue TepMuHBI MOKHO OTHECTH K TeMe «KomnbroTepHast 6€30macHOCTb)?

Uto Takoe «KOMIbIOTEpHAst 6€30MacHOCThY) U KaKoBa 00J1aCTh €€ TPUMEHEHHUs?

Hcrounuku u nureparypa

Can homomorphic encryption be practical? URL: https://eprint.iacr.org/2011/405.pdf



https://eprint.iacr.org/2011/405.pdf
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Reconciling two views of cryptography. URL:

http://web.cs.ucdavis.edu/~rogaway/papers/equiv.pdf

Modular security proofs for key agreement protocols. URL:

http://www.isg.rhul.ac.uk/~kp/ModularProofs.pdf



http://web.cs.ucdavis.edu/~rogaway/papers/equiv.pdf
http://www.isg.rhul.ac.uk/~kp/ModularProofs.pdf
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[Ipunoxenue 1

AHHOTAIIUA

JucuumnnHa «AHTIUHCKHA MpO(pecCHOHANBHBIA S3bIK M TEXHUYECKHH IepeBOm»
peanusyercs Ha OTAEJICHUM HUHTEIUIEKTYaJbHBIX CHCTEM B T'yMaHUTapHOU cdepe kadenpoit
eBpONENCKUX sA3bIKOB MHCcTUTYTA IuHrBHCTHKY PITY.

[lenpro Kypca SIBISETCS HAay4UTh CTYACHTOB aJE€KBaTHO II0Jb30BAaThCS WHOCTPAHHBIM
S3bIKOM KaK CpPEJCTBOM KOMMYHHKALIMM B NpOPECCHOHATBHON cpele, a TakkKe JaTh UM
HEOOXOIMMBbIE HABBIKM JJIsI TOro, 4TOObI 0€3 3aTpyIHEHHH, INPaBWIBHO M OCMBICICHHO
OCYILECTBIIATh IMCbMEHHBIN IIEPEBOJ TEKCTA, CBA3AHHOIO C €r0 CIELUAIbHOCTBIO, C IIEPBOIO
MHOCTPAHHOTO SA3bIKA HA PYCCKHUHU S3BIK.

3anauu TUCUUIUINHBIL:

CryneHT B pe3yibpTaTe OCBOCHMS Kypca JIOJIKEH:

- TOJY4YUTh TPAKTHYECKHE HAaBBIKK OOLICHHS HAa HMHOCTPAHHOM S3BIKE TI0
pogecCHOHATIBHBIM BOIIPOCaM;

- HAy4YUThCSA M3JIaraTh CBOM MBICIM B YCTHOM M NMHUChMEHHOH (opMe M MOAJEPKUBATH
YKUBOM JMAJIOr HA MHOCTPaHHOM $3bIKE B chepe npodeccuoHanbHOM KOMMYHUKAIUHY;

- W3YYUTb M COIOCTaBUTh OCHOBHBIE CTHJIEBBIE OCOOEHHOCTH TEKCTOB HAy4yHOTO
(YHKIMOHAJIBHOTO CTUJISI HA IEPBOM MHOCTPAHHOM SI3bIKE M HA PYCCKOM SI3BIKE;

- HAY4YUThCS MPOBOAUTH NPEANEPEBOJUECKHI aHaIW3 TEKCTa, Ha KOTOPOM OynyT
0a3upoBaTbCsl M30MpaeMble NEPEBOTUYECKHE PEIIEHUs C y4eTOM MHIMBHIYaJbHO-aBTOPCKOIO
CTWJIS OpUTMHAJIa U TPeOOBAHUN PYCCKON CTUIIMCTUKU;

- OBIAaACTb MPAaKTHUYECKMMHU IIpUEMaMHM I[€peBOJa, B T.4. IIEPEBOJAYECKUMHU
TpaHcQOopMaIUsIMU, U HAYUYUTHCS IPUMEHATh UX C YU€TOM KOHTEKCTa;

- HAY4YMTbCS TI0JIb30BAaThCSl KOMITBIOTEPHBIMU MpOrpaMMaMH, pa3pabOTaHHBIMH B
MOMOIIb MEPEBOAUYUKY (IJEKTPOHHBIE CIOBApH, CUCTEMbI aBTOMATU3MPOBAHHOTO MEpeBoja), U
IPUHUMATD PELICHUE O TOM, KOT/Ia X UCIOJIb30BaHNE 0OOCHOBAHO;

- HAYYUThCS IPOBOJUTH MOCTIIEPEBOAYECKOE PEJAKTUPOBAHNE TEKCTA;

- Hay4yuTbcsd OOOCHOBBIBATH W30paHHBIC NEPEBOMYECKHE pPEIICHUS U PACKPBIBATH
MEXaHU3M MX BOSHUKHOBEHHS.

[Iporiecc  OcBOEHHUS OUCLMIUIMHBI —HampaBiieH Ha (OPMHPOBAHUE CIEAYIOMIUX

KOMIIETEHITNH:
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OK-2 cnocoOHOCTHIO BBICTPaNBaTh U PEAIM30BLIBAThH MEPCIEKTUBHBIC TNHUU
MHTEJJIEKTYalIbHOT0, KYJIbTYPHOT'0, HPaBCTBEHHOT0, (PU3UUECKOT0 U MPOPECCHOHATBHOIO
CaMOpa3BUTHS U CAMOCOBEPILIEHCTBOBAHUS

OK-11 crnocoGHOCTHIO CBOOOIHO MOJIB30BATHCSI PYCCKUM M HHOCTPAHHBIM I3bIKAMH KaK
CPEJCTBOM JI€JIOBOT'0 OOIIEHHUSI, CTIOCOOHOCTHIO K aKTUBHOM COIMAIbHON MOOUIBLHOCTH

[1K-31 roTOBHOCTBIO MIPEACTABIATH PE3YJIBTATHI UCCIIEAOBAHMS B (hOpMax OTYETOB, pedhepaTos,

nyOnuKanui ¥ myOIMYHBIX 00CyKIeHUI

B pe3ynbrare n3yueHus AUCHUILTAHBI BBITYCKHHUK JTOJDKEH

1. 3name:

OCHOBHBIE MTPaBWJIa TIOCTPOSHUS MPOPECCHOHATHHOTO JUCKYpCa HA HHOCTPAHHOM SI3BIKE;
OCHOBHBIE OTJIMUUS MPOGECCHOHATHPHONM KOMMYHHUKAIIMM Ha AaHTJIMUCKOM  SI3BIKE  OT
npo(ecCHOHATLHOM KOMMYHHUKAIIMM Ha PYCCKOM SI3BIKE; OCHOBHBIC TPUEMBI W CTaIUU
MEePEBOAYECKON pabOTHI.

2. Ymemo:

MOpOXJaTh TEKCT IO BOMPOCaM, BXOISAIIMM B €ro MPOPECCHOHAIBHYI KOMIIETCHITHUIO,
COOTBETCTBYIOIIHMIA PEUYEBBIM, SI3BIKOBBIM, )KAHPOBBIM M CTHUJIEBBIM HOPMaM aHTJIMHACKOTO SI3BIKA;
OCYUIECTBIIATh MPEIBAPUTENIbHBIN aHaTu3, TUCHbMEHHBIA MEPEBOJ U PEIaKTUPOBAHHE TEKCTA C
y4eTOM €ro (pyHKIIMOHAIBHO-CTHIUCTHYECKON MPUHAIIC)KHOCTH, CTHIEBOTO CBOEOOpa3usi u
TpeOOBaHUN PYCCKOTrO s3bIKa; OOOCHOBBIBATH CBOE TIEPEBOAUECKOE pEIICHUE; YMENO
MOJIb30BAThCS KOMITBIOTEPHBIMU TPOTPAMMAaMHM, HAINPABICHHBIMH HA TIOMOINb TEPEBOIYUKY
(9TIEKTPOHHBIE CIIOBApH, CUCTEMbI aBTOMAaTU3UPOBAHHOTO TIEPEBOIA).

3. Bnaoemsu:

CIIOCOOHOCTBIO OTOMpaTh M HCIOJNB30BaTh B HAYYHOW [EATEIHHOCTH HEOOXOIUMYIO
WH(GOPMAIIMIO IO MPOoOJIeMaM, CBS3aHHBIM C MPEAMETOM Kypca, C HUCIHOJIb30BaHHUEM Kak
TPaAWLIMOHHBIX, TaK W COBPEMEHHBIX O0Opa30BaTENbHBIX TEXHOJOTHH;, CIIOCOOHOCTHIO
CaMOCTOSITCJIBHO  W3y4aTh ¥  OPUCHTHPOBATHCS B  MACCHBE HAYYHO-TIOMYJSIPHOH W
HAYYHO-UCCIIEIOBATEILCKON, XYAO0XKECTBEHHOW JIMTEPATyphl M MYyOIUIUCTUKA C Y4ETOM
MOJTyYCHHBIX 3HAHWW, BCEMH HEOOXOIMMBIMU IPUEMaMH TEKCTOJIOTHYECKOTO aHaiu3a |
nepeBoa.

[TporpaMMo¥i peyCMOTPEHBI CIICTYIOIIHE BUABI KOHTPOJIS: TPOMEKYTOUYHBIN KOHTPOITH
B (hopme 3aueTa ¢ oIeHKoM (2,3 cemecTp), Fk3ameHa (4 cemectp).

OO0m1as TpyJI0€MKOCTh OCBOCHHS TUCIIUIUIMHBI COCTABIIAET 9 3.€.
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Ipunoorcenue 2

JUCT U3MEHEHWIA
Ne | Tekct akryanuszanuu win npunaraemslii k PI1/] nokymeHT, [Hara Ne
COJIepKalui U3MEHEHMS IIPOTOKOJIA
3 | llpunoxenue Ne4 26.06.2020 8
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[Tpunoxxenne k nucty nzmeHeHuit Ne4
2. O0pasoBareiibHbIe TexHOJOrNM (K .4 Ha 2020 r.)

B nepuon BpeMEHHOro NMPUOCTAHOBJICHHUS MOCEIICHHS OOYyYarOIIUMHUCS MOMEUIEHUN U
tepputopun PITY. nmns opranuzamuu ydeOHOTrO mpolecca ¢ MPUMEHEHHWEM 3JIEKTPOHHOTO
o0ydeHHs ¥ AUCTAHIMOHHBIX OOpa30BaTENbHBIX TEXHOJIOTHH MOTYT OBITh HCIOJIb30BAHbI
cienyromre 00pa3oBaTebHBIC TEXHOIOTHH:

— BUJCO-JICKIINH;

— OHJIAMH-JIEKIINH B PEKUME PEaTbHOTO BPEMEHU;

— OJICKTPOHHBIC y‘~I€6HI/IKI/I, yqe6Hme HOCO6I/I$I, HAaY4YHBIC U3JaHUA B 3JICKTPOHHOM BHJC U
JOCTYI K MHBIM AJIEKTPOHHBIM 00pa30BaTeNbHBIM pECypcam;

— CUCTCMBI JJIs1 3JICKTPOHHOI'O TCCTUPOBAHUA,

— KOHCYJIbTallUH C NUCITIO0JBb30BAHUEM TCICKOMMYHHUKAIIMOHHBIX CPEACTB.

3. llepeyens B/l u UCC (k . 6.2 na 2020 r.)

Nenn HanmeHnoBanue
/i

1 | MexnyHnaponnble pedepatuBHble HaykoMeTpuueckue bJI, noctynHble B pamkax
HaroHaILHOU noanucku B 2020 r.

Web of Science

Scopus

2 | IIpodeccuonanpHbie MONMHOTEKCTOBBIE b/l, TOCTymHBIE B paMKaX HAllMOHAIBHOM
noxamucku B 2020 r.

Kypnansr Cambridge University Press

ProQuest Dissertation & Theses Global

SAGE Journals

Kypnansr Taylor and Francis

3 | IlpodeccuonanpHbie MOIHOTEKCTOBBIE b]]

JSTOR

W3nanus mo oO1iecTBEHHBIM M TYMaHUTAPHBIM HayKaM
OnekrponHas bubnmorexka Grebennikon.ru

4 | KoMOplOTEpHBIE CITPAaBOYHBIE TTPABOBBIE CHCTEMBI
KoncynbranT Ilntoc,
I'apanTt

4. Cocrtas nporpammuoro odecnevenus (ITO) (k n. 7 na 2020 r.)

Nent Haumenoanue 10 [TpouzBoguten | Crocob pactpocTpaHeHHUs
/i b (tuyenzuonnoe unu
8000010
pacnpocmpansemoe)
1 Microsoft Office 2010 Microsoft JIMLEH3UOHHOE
2 Windows 7 Pro Microsoft JINIICH3HOHHOE
3 Microsoft Office 2013 Microsoft JIMLICH3UOHHOE
4 Kaspersky Endpoint Security Kaspersky JIUTIEH3UOHHOE
5 Zoom Zoom JINIICH3UOHHOE




