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1. IlosicHuTeILHAS 3aIMCKA
1.1. Ilenp u 3029y JUCITATLIMHEL
Henv oucyunnunwl:
W3yYEHHE TEOPETUYECCKUX U MPHUKIATHBIX BOMPOCOB WH(POPMAIIMOHHON 0€30MacHOCTH U 3a-
Tl HHPOpMaIUK B cepe TOKyMEHTO000poTa U apXUBHOTO nena B Poccuiickont denepamnum.
3adauu oucuunIuHbL:
W3YYUTh UCTOPUYECKHUE STAlbl Pa3BUTUS HHPOPMAIMOHHOW OE30MACHOCTH M 3alIUTHI WH-
dbopmanuu;
OCBOWTH TEPMUHOJIOTHIO ¥ TMOHATUMHBINA anmapar B 00JacTH MHPOPMAIIMOHHON 0e301acHo-
CTH | 3aIIUThI HH()OPMALINH;
M3YYUTh HOPMATUBHO-TIPABOBYIO 0a3y, perynupyouyio chepy nHdpopmannonHoit 6e3onac-
HOCTH ¥ 3aIIUTHI HHOOPMAIIMN; U3YYUTh OCHOBHBIE CPEJICTBA U METOMBI 0OecTiedeHus HH(OpMAIIH-
OHHOI1 0€30ITaCHOCTH;
HAy4YUTh OMPENEIATh YTPO3bl, YI3BUMOCTH M PUCKU MH(DOPMAIIMOHHOW 0€30MacHOCTH; 00Y-
YUTHh HaBBIKAM 3aIUTHI HH()OPMAIINN;
HAYYHUTh IPUMEHSTH ITOyYEHHBIC 3HAHHS 1 HABBIKH 110 HH(POPMAITMOHHOW OE30MAaCHOCTH M 3aIUTe

nHpopmaruu B chepe JOKyMEHTOOOOpOTa M ApXUBHOTO JIea.

1.2. ®opmMupyeMble KOMIIETEHIIUH, COOTHECEHHBIE ¢ IVIAHMPYEMbIMH Pe3ya1bTATAMM
o0y4eHHs 10 AMCHHUILIHHE

JucnuninHa HanpasieHa Ha GOpMUPOBAHHE CIEAYIOUIMX KOMITETEHITHI:

CMOCOOHOCTBLIO MCIOJIb30BATh TeOpeTHYeCKHe 3HAHUS U METOAbI MCCJIeAOBAHUS HA NMPaK-
tuke (OIIK -1)

Baanenue YMmenue 3HaHue

HOPMATHUBHO-TIPaBOBYI0  0azy
obecrieueHust HOOPMAITMOHHOM
0€30MacHOCTH M 3allUThl HWH-

TEPMHUHOJIOTUENW U TOHSATUI-
HBIM amnmaparoM B 00JIacTh
nHpOpMAIIMOHHOIN Ge3ormac-

OIIPEACNATh YIPO3bl, YA3BUMO-
CTH U PUCKU HH(POpPMAITUOH-
HOI 0€30MacHOCTH

HOCTH M 3aluThl HHPOpMa- dbopmaru
1
BJIaJlecHHeM 0a30BbIMH 3HAHUAMH B  00JacTH HMH(MOPMANMMOHHBLIX  TEXHOJOTHH

(mporpaMMHbIe NPOAYKTHI, HCHOJIb3yeMble B YNPABJIE€HHH JOKYMEHTAMH, CHCTEMbI
3JIEKTPOHHOT'0 IOKYMEHT0000pP0Ta, TEXHOJOTHH CKaHUupoBaHnusi 1oKyMmeHToB) (OIIK-2)

Baanenue

YMmenne

3HaHue

TEPMHUHOJIOTUEW U TOHATUI-
HBIM anmaparoM B 00JlacTu
nHpOpMAIMOHHOHN Ge3ormac-
HOCTH M 3aluThl HHPOpMa-
17041

— aHaIM3UpPOBATh MPOOIEMBI
nH(popMaIrMoHHOW Oe301acHo-
CTH U 3aIUThl HHPOpPMAIUHU B
CHUCTEeMax JIOKyMEHTOO0OpoTa
Y QpXUBHOM JIeJIe

CUCTCMY AOKYMCHTAIMOHHOI'O
obecrieueHust HOOPMAITMOHHOM
0€30MacHOCTH M 3allUThl WH-
dbopmaru

1.3. MecTo 1MCOMIVIMHBI B CTPYKTYpPe OCHOBHOM 00pa30BaTe/IbHON MPOrpaMMbl




Jucnummna «MHbopManmonHasi 6e30MacHOCTh W 3alMTa MHGOpPMAIUU» OTHOCHUTCA K
6moky b1 mucuumnianH 6a30Boi yacTu y4eOHOTO IUIaHa.

Jlnst OCBOCHHUSI AMCLUUIUIMHBI HEOOXOAUMBI KOMIIETEHIINH, (POPMHUPYEMBIE B XOJ€ U3YUEHUS
muctumind: - «MHpopmaTtnka» «BbplUMCIUTENbHBIE CUCTEMBl, CETH U TEJIEKOMMYHHKAIUU»,
«Muadpopmanronnsie cucteMbl» «HDOpMAITMOHHBIE TEXHOJIOTHI».

B pesysnbrare OCBOGHHS AMCHUILUIMHBI (POPMHUPYIOTCS KOMIIETEHIIMH, HEOOXOIMMBIE s
U3YYCHUS CICNYIOMMX AuCHUIUUH: «Pa3paboTka u BHeapeHHe WH(HOPMAIMOHHBIX CHCTEM>»,

«YmpaBieHrue npoekTaMu HH(OPMALIMOHHBIX CHCTEM».

2. CTpyKTypa IMCHUIIHHBI
(2017,2018 ropn)
Obwas mpyooemkocms OUCYUNIUHBL COCMasasAem 2 3a4emHuvle eOUuHuYbl, 72 4acos, ¢ mom

yucie koHmakmuasn paboma 28 uacos, camocmosamenvras paboma 44 uaca.
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1. MeToaoJjoruyecKue 5 2 | e | e - - 8
acnekTbl HHpoOpmManu-
OHHOI 0e30IaCHOCTH M
3a1MThI HHGoOpMauuu
1.1. | BBengenue B OUCLUIIIU- | 5 1 | - - - 4 YcTHBIN onmpoc 1o
HY TEME.
1.2. | ba3oBsie yrpo3sr uH)pOpP- | 5 1| | - | - | - 4 | YcTHBI ompoc 1O
MAaIMOHHOW  (e30macHo- TEeMeE.
CTU
2. | Uupopmanuonnas 5 4 | - | - 8 --- 12
O0e3onmacHocTb. Mepbl
o0ecrieyenust HHpoOp-
MalMOHHOM  Oe3omac-
HOCTH
2.1. | 3akoHOHATENBHBIA YypoO- | 5 | A e e 3 | YerHBIA ompoc 1o
BEHb 00ECNEYeHUsI WH- TEeMeE.
dbopmarnionHor  6e30- Jlokiaz o Teme.
MACHOCTH
2.2. | AIMUHUCTpATUBHBIN 5 | A e e 3 | YerHBI ompoc 1o
YpOBEHb, LIEJH, 3aJauH, TEeME.
ylpaBJIeHHE PUCKaMU Jloknaz o Teme.
2.3. | [IpouenypHslii ypoBeHb, | 5 | T e R 3 | Yerblt ompoc 1o
Ha3Ha4YeHHE, OCHOBHBIE TEeMeE.




HAlpaBJIEHUsT W MPUH- Jlokinaz mo Teme.
[UIIBI OPTaHM3AINH DPa-
60T
2.4. | IlporpammHO- 5 I | - - 8 --- 3 | YcrHBIM ompoc 1o
TEeXHUYECKU  YpOBEHb TEME.
obecrieueHust uHpOpMa- [Toaroroska u
UOHHON MHpOpMAIUU BBITNIOJTHEHHE
n1abopaTopHOi
pabotsl Nel.
3. CucremMa 3amuThbl HH- | 5 4 | -== | e-- 8 - 12
dopmanuu
3.1. | OcHOBHBIE TOJIOXKEHHS | 5 A e e 6 | YcrHbld ompoc 1o
M0 OpraHU3aluy 3alllu- TeMe.
ThI HH(pOpMAITUH Jloknaz o Teme.
3.2. | Ilopsmok  moctpoeHue | S 2 | | - 8 --- 6 | YcrHBIi ompoc 1o
CUCTEMBl 3alllUThl HWH- TEMe.
dbopmaru IToxroroska u
BBITIOJTHEHHE
nabopaTopHOH
paboTsr Ne2.
4. | Kourposb um orBercT- | S 2 | e | e | e | - 12
BEHHOCTH 1O oOlecme-
YeHUI0 WH(poOpMaALMOH-
HOW Oe3omacHOCTH H
3a1MThI HHpoOpMauuu
4.1. | Koutpons  cocrosiHus | § | T e R 6 | YcrHbId ompoc 1o
pexuMa 0e30MacHOCTH U TEeMe.
3amuThl HH()OPMAIIUN Jloknaz no Teme.
4.2. | OTBETCTBEHHOCTh 3a |5 | e - 6 | Ycrasiid onpoc. o
IIPaBOHAPYUICHUS u TeMe.
npecTyIuieHus: B oOnac- Joknan o teme
™  WHOOPMAITMOHHON
0€30MacCHOCTH | 3aIIUTHI
nHpopmaruu
5. [[IpomexyrouHas  arte- |5 |--- | === | === | --- 3auet mo ouneram
cranms (3a4eT)
HToro: 12 16 44

3. Conep:xanue TUCHUINIMHBI

Pa3nen 1. MeTogosoruveckue acneKTbl HHPOPMALMOHHOH 0€30MACHOCTH U 3aIHUTHI HHOP-

Tema 1. BBeneHue B TUCHHIINHY

Maluu

[Tonatue Ge30macHOCTH 00bEKTa (rOCyIapcTBa, MPEANPHUIATAS U UHOOPMAIIMOHHON CUCTe-

MbI). OCHOBHBIE KOMIIOHEHTBI O€30MaCHOCTH TOCYapCTBA M JOMUHUPYIOIIAsT pOJIb HHPOPMAIMOH-

Hoil 6e3omacHocT (MB). CtaHOBIeHHE U pa3BUTHE MOHATUSA «MH(OpPMALMOHHAS 0€30MacHOCTh».

Cymaocts W nonatust b u 3amutel nHpopmanuu. HeoOxonuMocTh U 3HaYe€HHWE HOPMATHUBHO-
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MIPaBOBOTO OIpEEICHNs OCHOBHBIX MOHATUN. CBsi3b b ¢ madopmaTuzanueii odmectsa. bazossie

YpOBHU o0ecrieueHus HHHOPMAIMOHHON O€30MaCHOCTH U 3alTUThl UHPOPMAITUH.

Tema 2. bazoBbie yrpo3bl HH(POPMALMOHHOI 0€30MaCHOCTH

Knaccudukanus yrpo3 6e30macHOCTH MO 1M peaau3aluyl YIpo3bl, MIPUHIMITY, XapakTepy U
crioco0y e€ Bo3nencTBusl. OCOOEHHOCTH Yrpo3 BO3/ICHCTBHS Ha OOBEKT aTaKW B 3aBUCHMOCTH OT €ro
COCTOSIHUSI U UCTIOJIb3YEMbIX CpelICTB aTaku. OCHOBHBIE METOJIbl M KaHajbl HECAaHKIIMOHUPOBAHHOTO
nocrymna kK uHopmanun B VIC. ba3zoBble mMpUHIUIIBI 3aIUTHl OT HECAHKIIMOHUPOBAHHOTO JIOCTYIA K
nH(pOpMallMU B COOTBETCTBUHU C HOPMATHBHO-PAaBOBBIMU JJOKyMeHTaMu Poccun. 3agauu no 3amure
WH(OPMAIIMOHHBIX CHCTEM OT Peajii3alliu YTPpo3.

Paznen 2. Ungopmannonnas 0e3onacHocTs. Mepbl o0ecniedyeHnss HHPOPMALMOHHOM
0e30IacHOCTH
Tema 3 3akoHonaTe/IbHbIN YPOBeHb 00ecniedeHus1 HH(POPMALMOHHOIH 6e301acCHOCTH

[IpenmnochiIKu CO3MaHUST MEXKAYHAPOIHBIX M POCCHMCKUX CTAaHAAPTOB IO OOECIECUYCHUIO
UH(POPMALIMOHHOM O€30MaCHOCTH.

HaznaueHne 1 OCHOBHBIE TMOJOXKEHHS MEXIYHAPOJIHBIX cTaHAapTOB: «Kputepuu oueHku
HAJIe)KHOCTH KOMIIBIOTEPHBIX cucTeM» («OpaHkeBas KHHUra»), «MHbopmannonHas 0e30macHOCTb
pacnpenenenubix cucteM. Pekomenmgamuu X.800», ISO 15408 — «O6mue kputepun». MexayHa-
poanbie ctanaapTsl cemericta 27000.

l'ocynapcTBeHHast cucrteMa IO OOECTIEUYEHHIO OE€30MacHOCTH W 3alluThl WH(OpMaIuu
(I'C3H1). OcHoBHBIEC 3aKO0HOIATEIbHBIE aKThl PD B 001macTu nHGOpMAIIMOHHON 0€30MacHOCTH U 3a-
mmthl nHGopmanuu. PykoBomsmue nokymentst ®Ch, ®CTOKa Poccuu B obmactu undopmarm-
OHHOM 0€30MacHOCTH U 3aIIUTHl HH(POPMAMK OT HECAHKIIMOHHUPOBAHHOTO JIOCTYIA IpH ee o0pa-
6otke ¢ ucnonszoBanuem CBT.

Tema 4. AIMUHUCTPATUBHBII YPOBeHb, L1eJIN, 32/1a4H, YIIPaBJIeHHE PUCKAMH

Konnenmus nnpopmanmonnont 6ezonacuoctu (Mb), e€ menu u stansl noctpoeHus. [lomu-
TUKA ¥ TIporpamma nH()OpManoHHON 0€30MacHOCTH, KaK OCHOBA aIMUHUCTPATUBHBIX MEp IO 3a-
muTe uHpopmanuu Ha npeanpustTHu. CTpyKTypa JOKYMEHTa, XapaKT€pPU3YIOIIETO0 MOJUTHKY U
nporpammy MHGOpPMaIMOHHOW Oe3omacHocTH. AHanu3 U ynpasienne puckamu mas MC. ba3oseie
METOJ/IMKH, UCTIOJIb3YEMBIE JJI OLEHKH PUCKOB. ba3oBble HHCTpyMEHTaIbHBIE CPECTBA JIJISl aHATIHU-
3a PUCKOB M YIIPaBJIEHUS PUCKAMH.

Tema S. IlpouenypHblii ypoBeHb, Ha3HAYeHHE, OCHOBHbIE HATIPABJIEHUS U MPUHUIMIIBI
OpraHu3auum pador
Hasnauenne u 3amaund MpOLEIYpHOTO YPOBHS MO OOECTeUeHUI0 HH(POPMAIIMOHHOM

6e3omacHOCTH. OCHOBHBIE KJIACChl MeEp MPOLEAYPHOTO YPOBHSA: YIPABICHHE IEPCOHAIIOM,
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dbu3ndeckas 3amuTa, MojjAepKaHue padoTOCIIOCOOHOCTH, pearnpoBaHUE HA HAPYIICHUs PEKUMaA
0€3011aCHOCTH, TUIAHUPOBAHKUE BOCCTAHOBUTEIBHBIX paboT.
Tema 6. IIporpaMMHoO-TeXHHYECKH YPOBEeHDb oOecniedeHHs1 HHGOPMALMOHHOI HHPOPMALHMH

OcHOBHbBIE MOHSATHUS MPOTrPAMMHO-TEXHUYECKOTO YPOBHs oOecrieueHusi MHGOpMalMOHHON
6e3omacHoCTH. OCOOEHHOCTH COBPEMEHHBIX MH(POPMALIMOHHBIX CHUCTEM, CYIIECTBEHHBIE C TOYKHU
3peHus obecrieueHus HHOPMAIMOHHON O€30MaCHOCTH. APXUTEKTypHasi O€30MaCHOCTb.

[IporpaMMHBIe CEpBUCHI 3aIUTHI HHGOPMAIIMU B MTHPOPMAITMOHHEBIX cucTeMax. aentudu-
Kamus ¥ ayTeHTU(UKAIMs 1oJIb30oBaTeneil. ba3zoBbie MeTObI MaposbHON ayTeHTHUhUKau. Moe-
JM pasrpaHuyeHus noctyna K mHpopmauuu. [IpoTokonupoBanue u ayauT (aKTUBHBIN W MacCHUB-
HbIH) UH(OPMAIIMOHHON CHCTEMBI, UX OCHOBHBIE IIeJIU U 0COOCHHOCTH. ba3oBble METOIBI KPUIITO-
rpaguueckoro npeodbpazoBanus JaHHbIX. [Iponenypa GpopMupoBaHUs 3JIEKTPOHHOM MOANUCH. DK-
panupoBanue uHpopManuu B ceTsx. KoMibioTepHble BUPYCHl U BPEIOHOCHBIE MPOTrpaMMBbl: KJlac-
cuduKanys, METOAbl U CpencTBa OOPHOBI C HUMHU.

Pa3nea 3. Cucrema 3amutsl HHpOpManuu
Tema 7. OcHOBHBIE MOJI0KEHHSI 10 OPTAHU3ANMH 3AIUTHI HHPOPMALMHT

[TonsiTue, uenu, 3aa4n cUCTEMBI 3aIUThl HHPopMaruu. CTpyKTypa rocyJapCTBEHHOI CHC-
TE€MBbl 3alIUTHl MHQOPMAIIMH, 33aJa4d OPraHOB 3aKOHOJATENIbHOM, MCHOJHUTENBbHON U cyaeOHOi
BJIACTH T10 CO3JJaHUIO YCJIOBUM MO 3aIUTE HH(DOPMAIIH.

Bunsl pa3zBenok: areHTypHas, OuW3HecC-pa3BelKa, TEXHUYECKas, KOMITBIOTEPHAs pPa3BEIKH.
MeTtoib! 1 criocoOb! JOOBIBaHKS HH(POPMAITIH.

Kananpl yreuku, myTH NMpOHUKHOBEHHs (HApPYIICHHS) K 3amuiaeMon uHdopmaiuu. Mo-
JeNb ToBeieHust HapymuTens. Kinaccudukaius HapymmTenei mo BO3SMOXHOCTH OCTYIA K 00beK-
Ty 3aIIUTHI, CTENICHN NOATOTOBKH U OCHAIIIEHHOCTH CPEJICTBAMHU B3JIOMa, (00X0/1a) CPEeNICTB 3aIUTHI
uH(popMaluu. Bo3MokHbIE IPUYMHBI, YCIOBUS U 00OCTOSTENLCTBA, CO3/AAI0IINE MPEANOCHUIKU IS

CBEpILECHUS TPECTYIVICHUM (MpaBOHAPYILICHUH).

Tema 8 I[lopsiiok nmocTpoeHue CUCTEMbI 3AIMTHI HH(OPMAIHHU
KoMIiekcHbIl U CHCTEMHBIN MOAXO0]T K TOCTPOSHUIO CUCTEMBI 3alUThl HH(GOPMAIIUU: MTOHS-
TUs, IENH U 3a/1a49u. VIcXoIHbIe TaHHBIC JJISl IOCTPOSHUSI CUCTEMBI 3alUThl HH()OpMALUU. DTaIbl |
nepedyeHb padoT MO CO3JaHMI0 CHCTEMBI 3aIUThl HH(popMau. MeToaruKka MOJEIMPOBAHUS BEp-
OaJIbHOrO OOBEKTA 3AIATHL.
Pa3znen 4. KoHTpoJib M 0TBETCTBEHHOCTD, 10 00ecneyeHn 0 HHPOPMAIHOHHO 0€30MaCHOCTH
U 3a1UThl HH(popManuu

Tema 9. KoHTpo/1b COCTOSAHMSA pe:XxuMa 0€30IIaCHOCTH U 3alMThHI HHPOPMALNH



OCHOBHBIE TTOJIOKEHHS 110 OCYIICCTBJIICHHUIO KOHTPOJIA. I_ICJ'II/I, 3aaa4u, IPUHIUIIBI KOHTPOJIA.

OcCHOBHBIE MEPONIPUSTHS 110 OCYILECTBICHUIO KOHTpOJIA. [IpoBepka (KOHTpOJIb) BBIOIHEHUE TpeE-

0OBaHMI HOPMATUBHBIX JOKYMEHTOB IO 00€CIEUEeHUI0 OE30MacHOCTH U 3allUThl HHPOPMAaLUH, Ha-

YK KOH(OUICHIIMATBHBIX TOKYMEHTOB M MHBIX HOCUTENICH KOH(PUICHITUATBHBIX CBEICHUMN.

Tema 10. OTBeTCTBEHHOCTD 32 MPABOHAPYUIEHUS U MPeECTYIJIeHHsI B 00J1acTH HHGOPMAIIHOH-

HOM 0€30IaCHOCTH M 321U THI HH(POPMaLUH

IlonsTHE U BUIBI FOPUIUYECKON OTBETCTBEHHOCTH 3a HApPYILICHUE IIPABOBBIX HOPM I10 3ally-

Te uHpOpMaHK. Mepbl TUCHUTIIMHAPHOW OTBETCTBEHHOCTH COTJIacHO TpymoBoro kojekca P®.

AJMUHUCTpATUBHAsI OTBETCTBEHHOCTH 3a MPABOHAPYILIEHUS B 001aCTH 3aIlIUThl HHGOpMaUu. YTo-

JIOBHAsi OTBETCTBEHHOCTb 3a MPABOHAPYIICHUS W MPECTYIUIGHUS B 00JAcTH KOH(UACHIUAIBLHOU

UH(POPMALIUU U TOCYJapCTBEHHON TaliHBI.

4. OOpa3oBaTejibHbIE TEXHOJIOTHH

Ne |Haumenosanue . Oopazosamenvhvle
Buowt yueonoii pabomut

n/n |pazodena mexHonouu

1. |Pa3men 1. Jexyusn 1. Beeoenue 6 oucyuniumy, mepmunvl u|Bsoonas  nexyus ¢
Mertononoruue- |onpeodenenus, nonamue u cywpocmo Hb. UCNOIb308AHUEM
CKHE acniekTsl| Codeporcanue 3aHamus.: guUdeoMamepualos.
uHpopmannoHHoii | 1. Onpenenenue OCHOBHBIX NOHSATHI U TEPMUHOB|M3yuenue mamepuana
0e30MmacHOCTH JUCLATIIINHBI. no meme.

(Mb) wu 3amuTtel|2. Lenu, 3agaun u npunuunsl Ub u 3U.

uH(popMalun Camocmosmenvrasn paboma: Koncynomayus c
3n). 1. Ces3p Wb ¢ unpopmaruzanueii oduiecTsa. UCNOIb308AHUEM

Tema 1. P. HeoOXoauMMOCT, W 3Ha4YeHHE HOPMATHUBHO-|[2IeKMPOHHOU  NOYMbl
BBenenue B nmc-|[paBOBOrO ONPEAEICHUS OCHOBHBIX IMOHSITHH. (2I).

LUTIJIUHY.

2. |Pa3pex 1. Jlexyus 2. basosvie yeposvi unpopmayuonno|Jlekyus-euzyaruzayus
Metononoruye- |be3onacHocmu. c npuMeHeHuem
CKHe acniekTsl| Codeporcanue 3aHamus. npoexkmopa.
nHpopmannoHHoi | 1. bazoBbie 00BEKTHI H  CYOBEKTHI 3alllUTHI| M3yuenue mamepuana
0e30MmacHOCTH uH(pOpMaIIUH. no meme
(Ub) wu 3amutsl|2. UcTounuku yrpo3 u yrpossl Ub.
uH(popMaIun Camocmosmenvuas paboma: Kouncynomayusa c
3N) 1. Kakue 0OBEKTHI 3aUThl B WH(GOPMAIIMOHHBIX |UCHOIb30BAHUEM

Tema 2. bazoBrle
yrpo3bl  MHGpOpMa-
LIUOHHOM Oe3omac-
HOCTH.

cuctemax (MC).
2. OcHoBHBIE UCTOUHUKH yrpo3 1ys NC.
3. XapakrepHble yrpo3sl [ WHGOPMAIMOHHBIX

pecypcoB (UP).

3JZ€Kmp0HH01:Z noumol.




Paznen 2. Jexyua 3. Cmaumoapmolr u cneyuguxayuu 8|Jlexyus-susyanuzayus
HNudopmanuon- |ob6racmu Ub. c npuMeHeHuem
Hasl oe3onac-|Cooeporcanue 3auamusi: npoexmopa
HOCTb. Mepsi|1. 3HaueHue CTaHIApPTOB B HCIIOJIB30BAHMU WUH-|M3yuenue mamepuana
odecreyeHust (bopMaIMOHHBIX TEXHOJIOTHA. no meme.
uHpopmanuoH- |2. CTpyKTypa U OCHOBHBIE IIOJIOKEHUSI MEXIyHa-
HOW ©0e30macHo-|poAHbIX akTOB B cepe Ub.
cTH Camocmosmenvuas paboma: Koncynomayusa c
Tema 3. 3akono-|/. [ToHATHE M HA3HAYEHUE CTAHIAPTOB. UCNOTIL306AHUEM
JIaTeNnbHBIM, ypo-|2. Buasl cTaHgapToB W KPUTEPUH  OLCHKU|91€KMPOHHOU NOYMbL.
BeHb  o0ecrieue- |cocTOsTHUSA HHPOPMAITMOHHOM 0€301MacHOCTH.
HUS UHpOpMaLU-
OHHOM  Oe3omac-
HOCTH
Jexyus 4. Cmanoapmer P® 6 obnacmu HUP,|J/lexyus-suzyaruzayus
pyrosoosyue doxkymenmovl ®CTOKa PD. c npumMeHeHuem
Cooeporcanue 3aHamus: npoexmopa.
1. Poccuiickue HOpPMaTUBHO-IIPAaBOBBIE aKThl B|M3yuenue mamepuana
obnactu UB. no mem.
2. bazoBble MPUHIMMBI 3aIIUTHI UHHOPMAITUH OT
HecaHKImoHupoBanHoro gocryna (HCH) B
COOTBETCTBUU C HOPMaTUBHO-TIPAaBOBBIMU
JIOKYMEHTaMHU.
CamocmosmenvHas paboma: Kouncynomayus c
1. OcHoBHbIE (enepanbHble opranbl PO, re-|ucnonvzosanuem
HEPUPUPYIOLINE HOPMATUBHO-IIPABOBBIE AKTBl B|2JI€KMPOHHOU HOUMbL.
cdepe UB.
2. Kareropun mnennoctu wuHbOpManmuu B
roCyJIapCTBEHHBIX YupexaeHusix Poccum.
Pa3nen 2. Jlexyus 5. Aomunucmpamusenvili ypoeens: yenu,|/lekyus-eusyanuzayus
HNudopmanuon- (3adauu Ub, ynpasnenue puckamu. c npumMeHeHuem
Hasl 0e3onac-|Cooeporcanue 3auamusi: npoexmopa.
HOCTb. Mepsi|1. Konnenuus Ub. H3zyuenue mamepuana
odecrneyeHus 2. [lonutuka Ub. no meme.
uHpopmanuon- |3. Ananus puckos Ub.
HOli ©e3omacHo-|Camocmoamenvhas paboma: Koncynemayus c
CTH 1. OcHoBHbIE pa3nensl noautuku Mb. UCNONb308AHUEM
Tema 4. 2. ba3oBble HMHCTPYMEHTAJIBHBIE CPEACTBA JJISA|91€KMPOHHOU NOYMbL.
AJIMUHHCTpATUB- |aHAJIN3a PUCKOB.
HBI YpOBEHb, Iie-|3. CTpaTeruu ynpaBjieHUs pPUCKAMH.
i, 3a/1auu,

yIpaBieHUE pHUC-
KaMH.

Paszngea 2.
HNudpopmanuon-
Hasl oe3omac-
HOCTb. Mepsbi1
obecmeueHus
HHpopMaNUOH-
HOM 0e30macHO-
CTH.

Tema 5.

Jexyus 6. I[Ipoyedypuulil yposeHv: Ha3HaAUYeHUe,
OCHOBHble HANPABIEHUs op2anuzayuu  pabom,
yenu, 3a0ayu, NPUHYUNbL NOCMPOEHUSL.
Cooeporcanue 3aHamus:

OcHOBHBIE KJIacChl Mep MPOLEAYPHOTO YPOBHSI.
VYipasieHue epcoHaIoM.

®dusnueckas 3amuTa.

[Monnep:xanue paboTOCIIOCOOHOCTH.

RO

PearnpoBanne Ha  HapylleHUS  peXuMa

Jlexyus-eusyanuzayus
c npumMeHeHuem
npoexmopa.

H3zyuenue mamepuana
no meme.
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[Tpouenypusbiit
YpOBEHb, Ha3Ha-
YeHHE, OCHOBHBIE

0€30MacHOCTH.
6. [T1annpoBaHNe BOCCTAHOBUTEIHHBIX PadoOT.
Konnoxeuym no nabopamoproii pabome Ne2.

HanpaBieHus: op-|Camocmosmenvras paboma: Kouncynomayusa c
raHuzamnuu paoor,| /. MuHnMu3anusa MPUBUJIETHI H|ucnonviosanuem
e, 3a/1auu, [pacupeesieHue o0s3aHHOCTEH MEXAY |91eKmMPOHHOU NOYMbL..
OPUHLMIIBL  T0-|[IEPCOHAITIOM, Kak OCHOBHOM MIPUHILINIT
CTPOCHUSL. WMCKITIOUEHUS  OT  CIIy4alHbIX  OMHMOOK |

[peasin3aluy MpeIHaMepeHHbIX YTPO3

2. OcHOBHBIE TpeOOBaHUS K TMEPCOHATY TIO

moaepxkanuto padorocrnocoonoctu. MC.

3. OCHOBHbIE npaBuiaa 10 UCKIIIOYECHUH

necTadmM3upyomux  (HakTopoB  HApYIICHUS

cocrosiHus Ub.

4. JleicTBUsT ~ mepcOHAJla MO  MHHUMH3ALUU

yiepba Mpu TUTAHUPOBAHMHM BOCCTAaHOBHUTEIBHBIX

paboT.
Pa3znen 2. Jlexyus 7. Texnonoeus obecnevenus UB, yenu u|/lexyus-euzyaruzayus
Hudopmaumon- |npunyuns: nocmpoenus apxumexkmypol Ub. c npumMeHeHuem
Hasl 6e3onac-|Cooeporcanue 3anamus: npoexmopa.
HOCTb. Mepsi|l. OcHOBHBIE TIOHATHUSA MPOTPaMMHO- | I3yuenue mamepuana
o0ecrneyeHus TEXHUYECKOTO YpOoBHs obecrieuenus Mb. no meme.
uHpopmamuoH- 2. OcobeHHoCTH COBPEMEHHBIX

HOW Oe3omacHo-
CTH

Tema 6.
[Iporpammuo-
TEXHUYECKUI
YpOBeHb o0ecrie-
yeHus uHPopMa-
IUOHHOW HH)OP-
MaIu

MH(POPMALIMOHHBIX CHCTEM, C
o6ecnieuenus Ub.

3. ApxurektypHast 6€301MacHOCTb.

TOYKU 3PECHUSA

Konnoxeuym no nabopamoproii pabome Nel?2.
Jlabopamopnas paboma 1.

Paspabomka xknuenm-cepeepnozo npunodxcenus 8
Delphi.

Camocmosmenvrasn paboma:

1. OcHoBHble mpoOneMbl B mnocTpoenun C3U,
CBA3aHHBIX C pa3BUTUEM HH(POPMAIIMOHHBIX
TEXHOJIOTH.

2. llepeuncnure  NPUHIUIBI  APXUTEKTYPHOMH
0€3011aCHOCTH TUTST obecrnieueHus
koH(puaennuanbHOoCcTH UP.

3. Ilepeuncnaure  NPUHLMUIBI  APXUTEKTYPHOU
Oe30mmacHOCTH UIA  OOecIledeHUs]  BBICOKOH
JOCTYITHOCTHU (HETIPEPHIBHOCTH

dbyakuuonuposanus) k C.

3anamus
UCNOb308aAHUEM
cneyuanusupo8aHHO20
110.

Koncynemayus
UCNOb308aAHUEM
9/1eKMPOHHOU NOYUMbL.

Jexyus 8. Cepsucvt UB: naznauenue, (yuxyuu,
Memoowl peanuzayuu cepsucos UPb.

CoOeporcanue 3aHaAmMus:

1. Uoenmughuxayus u aymenmugpukayus noav3o-
samenell.

2. Vnpaenenue docmynom k ungpopmayuu.

3. IIpomoxonuposanue u ayoum HUPp.

4. basogvle memoowvl kpunmoepaguueckozo npe-
00pazosanust OAHHbIX.

5. Oxpanuposanue kax 3awuma un@opmayuu

cenisix.

Jlexyus-eusyanuzayus
c npumMeHeHuem
npoexmopa.

H3zyuenue mamepuana
no meme.
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Konnoxeuym no nabopamoproii pabome Ne4.
Camocmosmenvuas paboma:

1. Ocnosubie epynnvl Memooos aymeHmupuka-
yuu.

1. Ocobennocmu npomokoIuposanus ayouma.

2. OcHogHble 2pynnvl  KIAcco8 3aujuiyyeHHOCmu
Uc.

2. Cummempuunsie u accumempuinbie KpUNmocu-
cmemul.

3. Komnvromepras cmeeanocpagus.

4. OCHOBHble K1ACChl MENCCEeMEBbIX IKPAHOB.

Sanamus c
UCNONB308AHUEM
Cneyuanu3upoOBanHoO20o
110.

Ilposepka Oomawmneeo
300aHUSL.

Koncynemayus
UCNONbL308aAHUEM
9/1eKMPOHHOU NOYMbL.

Paszgen 3. Cuc-
TeMa 3alIUThI
uHpopmanun
Tema 7.
OCHOBHBIC MOJIO-
JKEHUs 1O opra-
HU3ALHUHA  3allHUThI
uHpopmaruu

Jlexyus 9 Pazsumue cucmemsl 3auyumuvl uH@pop-
mayuu.

CoOeporcanue 3aHamus:

1. Dtanbl pa3BUTHS CUCTEMBI 3aIlIUTHI HHGOPMa-
LIMY B HACTOSIIEE BPEMS

2. TocynmapcTBeHHass cuctemMa OOecCleueHUs WH-
dopmarmonnoit 6e3onacHoctu (I'C3N)

3. Kimaccudukamnus HapymmTes.
4. Ortansl peanuzauus yrpos
nH(pOpMaIUK HAPYITUTEIIEM.

5. Kanaunb! yTeuky, nyTH HECAHKIIMOHUPOBAHHOIO
JOCTyMa K 3alIuiaeMoi nH(OpMaInu.
Camocmosmenvuas paboma:

1. CtpyKkTypa rocyaapCTBEHHOM CUCTEMbI 3alIUThI
uH(pOpMaLIKK, 3a/1a4d OPTaHOB 3aKOHOAATEIbHOM,
WCITOJTHUTEIIbHOW M Cy/leOHOM BIIaCTH MO CO3/a-
HUIO YCJIOBUI 1O oOecredeHnio MHPOpMalnoH-
HOM 0€30MacHOCTH.

2. Knaccudukanus HapymuTeneil mo BO3MOKHO-
CTH JIOCTyHa K OOBEKTY 3alllUThl, CTEMIEHH MOAT0-
TOBKH M OCHAIIEHHOCTH CPEJICTBAaMH B3J0Ma, 00-
X0J1a CPECTB 3aIUTH HHPOPMAIIH.

3. BoO3MOXHBIE  IPUYUHBL,  YCIOBUS U
00CTOSITENBCTBA, CO3AAIOIINE MPEANOCHUIKH s
CBEpILIEHUS NPECTYIIEHNH (IIpaBOHAPYILIEHUN).

0€30I1aCHOCTH

Jlexyus-eusyanuzayus
c npumMeHeHuem
npoexmopa.

H3zyuenue mamepuana
no meme.

Koncynomayus
UCNOTb308AHUEM
INEKMPOHHOU NOUMbI.

Pasgea 3. Cuc-
TeMa 3alMThI
uHpopManumn
Tema 8.
[Topsimok o-
CTPOCHUE CHUCTe-
MBI 3aIUTHl MH-
dopmanuu

Jlexyus 10. Ilocmpoenue cucmemvl 3auumsl UH-
Gopmayuu.

Cooeporcanue 3anamusi:

1. KoMmnekcHbIN MOAX0A K IOCTPOEHUIO CUCTEMBI
3aIUTHl HTHGOPMAITIH.

2. CucteMHBIN MOAXOA K IOCTPOEHHUIO CHUCTEMBI
3amUTHl HTHGOPMAITHH.

3. Tlopsaok MOCTPOEHUS CHUCTEMbl 3aIIUThl HH-
dbopmaruu.

4. Metoabl OLIEHKH 3alIUIIEHHOCTH CHUCTEMBI 3a-
MIUTHI UHPOPMAIIUK HA TIPEATPUSITHH.
Jlabopamopnas paboma Ne2.

Pewenue 8  JIOKAlIbHOU cemu
aymenmuguxayus noib308ameinel.
Camocmosmenvras paboma:

1. Yto nmoHuMaeTcs moJi KOMIUIEKCHBIM MOAXO0M

3a0ay4u

Jlexyus-eusyanuzayus
c npumMeHeHuem
npoexmopa.

H3zyuenue mamepuana
no meme.

3anamus c
UCNONbL308aAHUEM
cneyuanusupo8aHHO20
110.

Koncynemayus c

UCnojlb306aHuem

12



K 3aiuTe HHPOPMAIIHH.

2. Uto moHMMAaETCs IO CUCTEMHEIM HOAXO0J0M K
3amuTe nHpopMaIuu.

3. Kakue ucxoaHble TaHHbIE JIs1 TOCTPOEHUS CHC-
TEMBI 3alUThl HHGOPMAITHH.

4. CTpyKTypa CHCTEMBI 3alUThl MH(pOpMAIMKU HA
MPEANPUITHSIX.

5. Ilepeuncnure sTanmbl U MepedeHb paboT MO
CO3JJaHUIO0 CHCTEMBI 3aIUTH HH(OPMAITUH.

SﬂGKMPOHHOIZ noumol.

Paznen 4. KonH-
TPOJb M OTBeET-
CTBEHHOCTL 11O
o0ecreyeHu o
uHpopManUOH-
HOM 0e30macHO-
CTH W 3allHUThbl
uHpopMaumn
Tema 9. Konrpois
COCTOSIHHSI PEXKH-
Ma 0e30IacHOCTH
U 3allUThl UH-
dopmanuu

Vlexyusl l. KonTpons o obecredeHnto nHpopma-
IIMOHHO 0€30MMaCHOCTH W 3aIUTHI HH(GOPMAIIHH.
Cooeporcanue 3aHamus:

1. lenu, 3a1aun U MPUHIUITBI KOHTPOJIS.

2. OCHOBHBIE MEPONIPUSITHSI 110 OCYILIECTBICHHUIO
KOHTPOJISL.

3. IlpoBepka (KOHTPONB) peXHMa KOH(HUICHIH-
AIbHOCTH, HaIM4YUsi KOHQUACHLIUAIBHBIX [OKY-
MEHTOB W HMHBIX HOCUTENEH KOHQPUIACHIIMATHLHON
uHpopmanuu.

CamocTosTenpHas padora:

1. OCHOBHBIE IOJIOXKEHUS IO OCYHIECTBICHUIO
KoHTpouid. Llenu, 3aqaun, NPpUHLIUIIBI KOHTPOJISL.

2. OCHOBHBIE MEPOMPUATHS MO OCYIIECTBICHUIO
KOHTPOJIA.

3. TlpoBepka (KOHTPOJIL) HaMW4Ms KOH(HICHIIH-
QITBHBIX JOKYMEHTOB U MHBIX HOCHTENEH KoHpU-
JEHIMAIbHBIX CBEACHUMN.

4. TlposeneHue CiayKeOHOTO PacclIeIOBAaHUS II0
dakraM HapymieHus TpeOoBaHUH pexuma KoH(H-
JEHITMAIBHOCTH...

Jlexyus-eusyanuzayus
c npumMeHeHuem
npoexmopa.

H3zyuenue mamepuana
no meme.

Koncynomayus
UCNOTb3068AHUEM
INEKMPOHHOU NOUMbI.

Paznen 4. KonH-
TPOJb M OTBeET-
CTBEHHOCTL 110
o0ecreyeHu o
uHpopMaNUOH-
HOM 0e30macHoO-
CTH W 3allHUThbl
uHpopManumn
Tema 10. Ortser-
CTBEHHOCTb 3a
npaBOHApPyIICHUS
Y TIPECTYIUICHHS B
obmactu  uHpOp-
MAaIlMOHHOIl 0e30-
IMACHOCTH M 3alllH-
ThI HHGOPMAITIHI

Viekyua 12. OmeemcmeenHocmy 3a npasoHap)-
wienus u npecmynjienuss ¢ ooaracmu uHgopmayu-
OHHOU De30NacHOCU U 3aWUMbL UHDOPMAYUU.
Cooepotcanue 3anamusi:

1. IloHsiTHE M BUABI IOPUINYECKONW OTBETCTBEHHO-
CTH 32 HAapyILICHHUE NTPABOBBIX HOPM.

2. Mepbl TUCHUIUIMHAPHOW OTBETCTBEHHOCTH CO-
rinacHo TpynoBoro kogekca P®.

3. AIMUHUCTpaTUBHAas OTBETCTBEHHOCTh 3a Ipa-
BOHApyIIEHUss B 00JacTH KOH(PHUACHIIUATHHOU
uHpOpMaLIUH.

4. YroJIOBHAasi OTBETCTBEHHOCTh 3a MpaBOHApPYIIIE-
HUS U NPECTYIUICHUS B 00JIACTH KOH(PHICHIINATb-
HOU MHpOpPMAITIH.

5. YrojoBHas OTBETCTBEHHOCTh 3a IIpaBOHApyIIe-
HUS U MIPECTYIUICHUS B 00J1aCTH 3alllUThI ToCyaap-
CTBEHHOM TalHBbI.

CamocmosmenvHasn paboma:

1. Iloustue Hu BUIBI FOPUANYECKON
OTBETCTBEHHOCTH 3a HAapYyIIEHHE MPAaBOBBIX HOPM

[10 3a1muTe UHHOPMAIIHH.

Jlexyus-eusyanuzayus
c npumMeHeHuem
npoexmopa.

H3zyuenue mamepuana
no meme.

Koncynemayus
UCNOb308aAHUEM
9/1eKMPOHHOU NOYMbL.
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P. Mepbl IUCHUIIIIMHAPHONW OTBETCTBEHHOCTH CO-
rnacHo Tpynosoro konekca PO.

3. AIMHHUCTpaTHBHAas OTBETCTBEHHOCTh 3a IIpa-
BOHApYILIEHUS B 00J1aCTH 3aIIUThI HH(OPMAIIHH.

4. YronoBHasi OTBETCTBEHHOCTh 3a MpaBOHApYIIIe-
HUS U TPECTYIUIEHUS B 00JIaCTH KOH(UICHIIUAb-
HOM MH(pOpPMAIIUH.

5. YronoBHas OTBETCTBEHHOCTH 3a IPaBOHapYIle-
HUS U IPECTYIUIEHHsI B 00JaCTU TOCYapCTBEHHOMN

TalHEI.

S. OneHKa VIAHUPYEMBIX pPe3yJIbTATOB 00y4eHus!

5.1. CucreMa OoleHUBaHUA

dopMa KOHTPOJIA Makc. Konu4ecTBo 0aJljioB
3a oany pa-Bcero
ooty
Tekymuii KOHTPOJIb:
- onpoc; 5 6annos 30 6annos
-3awuma 1abopamopHsix pabom, 5 6annos 20 6annos
- mecmupoganue; 10 6annos 10 6annos
[IpomexyTouHas aTTecTanus 40 6annos
(3auem);
Wroro 3a cemecTp (QTUCHUILINHY). 100 6annos

Texywuit KoHmpono

Ilpu oyenusanuu ycmnozo onpoca u y4acmus ¢ OUCKyCCUU HA CeMUHape yuumuléaron-
ca:
- CTETICHb PACKPBITUA cojiepkanust matepuana (0-2 6amna);
- U3JIOKEHUE Marepuana (TpaMOTHOCTh PEUYd, TOYHOCTh MCIOJIb30BAHUS TEPMUHOJIOTUHN U CHMBO-
JIVKH, JIOTUYECKas TIOCTIEI0BaTEIBbHOCTh M3I0XKeH s MaTtepuana (0-2 6amna);
- 3HAHUE TEOPHUH W3YYCHHBIX BOIPOCOB, CPOPMUPOBAHHOCTh U YCTOHYMBOCTH MCIOJIB3YEMBIX TPU
oTBeTe yMeHHI 1 HaBbIKOB (0-1 Oasmm).

Ilpu oyenusanuu 3auumol 1a60pamopHoil padomsl YUUmMbl8AIOMCA:

- TOJTHOTA BBIMTOJTHEHHOW pabOTHI (3a7aHUE BBITIOJHEHO HE MOJHOCTHIO W/WIU JIOMYIICHBI
nBe U 0oJiee OMMOKY WK TPpH U O0Jiee HETOUHOCTH) — 1-4 Ganna;

- 000CHOBAaHHOCTH COJIEP’KaHUS M BHIBOJIOB PabOTHI (3a/laHME BBITIOJHEHO MOJHOCTHIO, HO
000CHOBaHUE COICPIKAHUS M BBIBOJIOB HEJOCTATOYHBI, HO PACCYKICHHS BEPHBI) — 5-8 0aslioB;

- paboTa BBITIOJIHEHA TOJHOCTHIO, B PACCYXKACHHUSIX M OOOCHOBAaHMHM HET NPOOEIOB WIIU
OoIIMOO0K, BO3MOYKHA OHA HETOYHOCTE -9-10 OaiuIoB.

Ilpu oyenusanuu KOHMPOIbHOI, RPAKMUYECKOU PAOOMBL YUUMBIGAIOMCA:
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- TIOJTHOTA BBIMIOJIHEHHOM paboThI (331aHKE BBHITTOJIHEHO HE TOJHOCTHIO M/WIIK JOMYIIECHbI ABE U 00-
Jee OMMOKY UK TP U 0oJiee HETOYHOCTH) — 1-4 Gaina;
- 000CHOBAaHHOCTh COZIEPIKAHMSI U BBIBOJOB PaOOTHI (3a/1aHNE BBIIIOJIHEHO MOJIHOCTHIO, HO 000CHO-
BaHHE COJICP>KaHUSI M BBIBOJIOB HEJOCTATOYHBI, HO PAaCCYKICHHS BEPHBI) — 5-8 0aslioB;
- paboTa BBHITIOJIHEHA TTOJIHOCTHIO, B PACCYXKJIEHUAX M OOOCHOBAHMHM HET MPOOEIOB MU OIIMOOK,
BO3MOKHA OJIHa HETOYHOCTSH -9-10 6amios.

Kpumepuu oyenueanua npu mecmuposanuu.
[Ipu TecTupoBaHUHU CTYJAEHT JIOJKEH OTBETUTH Ha 20) BOIIPOCOB.

[Tpu oneHMBaHUM OTBETA HA BOIIPOC YUUTHIBACTCS:
- oTBeT coaepkuT MeHee 20% npaBuiibHOrO 0TBeTa (1-4 Oanna);
- otBeT coaepxut 21-50 % npaBunbHOTO OTBETa (5-9 OanoB);
- otBeT coaepkut S51-80 % mpaBumiibHOTO OTBeTa (10-14 OGayon);
- otBeT coaepxkuT 90% u Oonee nmpaBuibHOTO OoTBeTa (15-20 Hasnios).

Kpumepuu ouyenuganusa npu coaue 3auemos.

[Ipu cmave 3aueTa CTYIEHT JOKEH OTBETUTH Ha 3 BOIpoca (JBa BOMPOCA TEOPETHIECKOTO
XapakTepa M OJMH BOIPOC MPAKTHUECKOTI0 XapaKkTepa).

[Tpu onieHMBaHUM OTBETA HAa BOMPOC TEOPETHUECKOTO XapaKTepa yUUThIBACTCS:
- TEOPETUYECKOEe COACpkKaHHEe HE OCBOCHO, 3HAHHME MaTepuania HOCUT (parMEHTApHBIA XapakTep,
HaJm4ue rpyosIx omuoOok B otBeTe (1-3 Gamna);
- TEOPETHYECKOE COACP’)KaHNEe OCBOCHO YAaCTHUYHO, JOIYIICHO HE Oojiee NBYX-TpeX HEA04eTOB (4-7
0ajIoB);
- TEOPETUUYECKOE COJCPIKAHUE OCBOEHO IMOYTH IMOJHOCTHIO, AOMYIIEHO HE 0oJiee OJTHOTO-IBYX HE-
JIOYETOB, HO O0YJAIOIIHMIICS CMOT OBl UX UCIIPAaBUThH CAMOCTOATENHHO (8-11 OanoB);
- TEOPETHUYECKOE COJIepKaHNUE OCBOEHO IMOJTHOCThIO, OTBET MOCTPOCH IO COOCTBEHHOMY TutaHy (12-
15 Gannos).

[Ipu orleHMBaHUYM OTBETA HAa BOIIPOC MPAKTUIECKOTO XapaKTepa YIUTHIBACTCS:
- oTBeT coaepxuT MeHee 20% mpaBuibHOTO pemeHus (1-2 6amna);
- otBeT cofiepkuT 21-89 % mpasuibHOrO penieHus (3-8 6amioB);
- otBeT coaepxkuT 90% u Oonee npaBuibHOrO perienus (9-10 6aos).
[TosydeHHbII COBOKYIHBIN pPe3yabTaT KOHBEPTUPYETCS B TPAAUIIMOHHYIO MIKATy OIEHOK H B IITKATY
onieHoKk EBpormelickoii cucteMbl mnepeHoca M HakoruleHus kpeautoB (European Credit Transfer

System; nanee — ECTS) B COOTBETCTBUU ¢ TaOJIUIICH:

JlI;)O—GamILHa;I HiKa- TpaguuMOHHAs MIKaia lIxaxa ECTS
95— 100 A
3 o1 OTJINYHO 32UTCHO B
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68 — 82 XOPOIIIO C
56 — 67 D
5055 YIIOBJIETBOPUTEIHHO B
20 — 49 FX
0-19 HCYOOBJICTBOPUTCIBHO HE 3a4TCHO F

5.2. Kputepuu BbICTaBICHUS OIICHOK

Bbaxnsl/
Ixanaa
ECTS

Ounenka mo auc-
HUMIIJIMHE

Kpurtepun oneHkn pe3yJbTaToB 00y4eHHs 1O JMCHHII-
JIMHe

100-83/
A,B

«OTITAYIHO»/
«3a4TCHO
HO)»/
«3a4TCHO»

(oTnmnu-

BricTaBnsercst oOydaromemycs, eciiu OH riIy00KO W Mpoy-
HO YCBOWJI TE€OPETHYECKMH M IPAKTUYECKUN Marepual,
MOXET MPOJEMOHCTPUPOBATH 3TO HA 3aHATUSAX M B XOJE
MIPOMEKYTOYHOM aTTECTALINH.

OOyuaromuiicsi UCUYEPIBIBAIONIE M JIOTUYECKH CTPONHO W3-
nmaraeT y4eOHBIM MaTepual, yMEeT YBS3bIBaTh TEOPHUIO C
MPAKTUKOM, CIIpaBisieTcs ¢ pelieHrneM 3ajad npodeccuo-
HaJbHON HANpaBJIE€HHOCTU BBICOKOT'O YPOBHS CJIOXKHOCTH,
MPaBHWJIBHO OOOCHOBBIBAET MIPUHSATHIC PELICHHUSI.

CBo0OoHO OopueHTHpYeTCs B y4eOHOM U mpodeccHoHalb-
HOU JIuTepaType.

OreHka 1Mo JUCHUIUIMHE BBICTABISAIOTCS 00YYaroImeMycs C
Y4ETOM pe3yJIbTaTOB TEKYIIEH M MPOMEKYTOUYHOM aTTe-
CTaluu.

Kommnerenmum, 3akperui€éHabe 3a TUCHUTUINHON, chopMu-
pPOBaHbI HA YPOBHE — «BBICOKUI».

82-68/

«XOpOIIO»/
«3a4YTCHO
110 ) »/
«3a4YTCHO»

(xopo-

BricTaBnsiercs oOyuaroiemycs, eciii OH 3HaeT TeopeTHye-
CKMM U NIPAKTUYECKUN MaTepHUall, IPAMOTHO U I10 CYILLECTBY
M3JIaraeT €ro Ha 3aHATUAX U B XOJI€ MPOMEXYTOYHOM aTTe-
CTallMM, HE JI0IyCKasl CYIIECTBEHHBIX HETOUHOCTEH.
OOyuaromuiicst MPaBUILHO MTPUMEHSET TEOPETUUECKUE TI0-
JIOKEHUS TP PEIICHUH MPAaKTUYECKUX 33734 mpodeccuo-
HaJbHOM HANpPaBJIEHHOCTH PA3HOTO YPOBHS CIIOKHOCTH,
BJIa/IeeT HEOOXOMUMBIMH JIJIsi TOTO HABBIKAMH W TpUEMa-
MH.

JIOCTaTOYHO XOPOIIO OPUEHTHUPYETCA B Y4eOHOM M Ipo-
(dheccroHaIbHOM JIUTEpaType.

OreHka 1Mo JUCHUIUIMHE BBICTABISAIOTCS 00YyYaromeMycs C
Y4ETOM pe3yJIbTaTOB TEKYIIEH M MPOMEXKYTOUYHOM aTTe-
CTaLlUH.

Kommnerenmum, 3akperui€éHabe 3a TUCHUTUINHON, chopMu-
pPOBaHbI HA YPOBHE — «XOPOILLUN».

67-50/
D.E

«YIOBJICTBOPH-
TEABbHO»/

«3a4TeHO (yaoBIIe-
TBOPH-TEIBHO)»/
«3a4YTCHO»

BricTaBnsercst oOyqaroniemycsi, €CJii OH 3HaeT Ha 6a30BOM
YPOBHE TEOPETUYECKUM U IPAKTUYECKUN Marepuai, I0-
MyCKAaeT OTJENIbHbBIC OIINOKU MPHU €ro U3JI0KEHUH Ha 3aHs-
TUSAX U B X0J1€ IPOMEKYTOUHOM aTTECTALUH.

OOyyaromuiicss UCIBITHIBAET OMpPENEIEHHbBIE 3aTPYAHECHUS
B NPUMEHEHUHN TEOPETHUECKUX IOJIO)KEHUN NPU PELIEHUU
MPaKTUYECKHX 3a/1a4 Mpo(heCcCHOHATBLHON HApPaBICHHOCTH
CTaHJAPTHOTO YPOBHS CJIOXKHOCTH, BJIaJIeeT HEOOXOIUMBI-
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Baanwl/
HIxana
ECTS

Onenka mo auc-
IUILINHE

Kpurepun oueHku pe3yabTAaTOB 00y4YeHHS MO JIUCIUII-
JINHE

MU JUIs 3TOT0 6a30BBIMU HaBBIKAMU M IPHUEMaMHU.
JIeMOHCTpUpYET JOCTAaTOYHBIM YPOBEHb 3HAHUSA y4eOHOM
JUTEPATypPHI 110 TUCLUIIINHE.

OreHka M0 JUCLUIUIMHE BBICTABISAIOTCS 00Y4aroIEeMycs C
y4€TOM pe3yJbTaTOB TEKYyIIEW M IIPOMEKYTOUHOM arTe-
CTaLlUH.

Komnerenmuu, 3akperui€éHHble 3a TUCHMILIMHOMN, copmu-
pPOBaHbI Ha YPOBHE — «10CTATOYHBIN».

49-0/
F.FX

«HEYJOBJIETBOPHU-
TEIHLHO»/
HE 3a4TE€HO

BricraBisiercst oOyuaromeMycs, ey OH He 3HaeT Ha 6a30-
BOM YPOBHE TE€OPETHYECKHUU W TMPAKTUYECKUN MaTepual,
JIOMYCKaeT TPyObie OMMOKY MPU €ro U3JI0KEHUU Ha 3aHs-
THAX U B X0JI€ IPOMEKYTOUYHOM aTTECTALINH.
OOyuaronuiicss UCHBITHIBACT CEPbE3HBIE 3aTPYIHEHHS B
IIPUMEHEHUHA TEOPETUYECKUX IIOJIOKCHUM IPU PEIICHUU
MPAaKTUYECKHX 3a]au MPOoPeCCHOHATHLHON HAPABICHHOCTH
CTaHJAPTHOTO YPOBHS CJIO0XHOCTH, HE BJIaZieeT HE0OXOau-
MBIMHM ISl 3TOT0 HaBBIKAMU U IPUEMaMHU.

JlemoHCTpUpYyeT (DparMeHTapHbIC 3HAHUS YYeOHOW JUTe-
paTypsl 10 JUCLIUIUIMHE.

OreHka 0 JUCLUIUIMHE BBICTABIAIOTCS 00Y4aroIEeMycs C
y4€TOM pe3yJbTaTOB TEKYyIIEW M IIPOMEKYTOUHOM arTe-
CTaLlUH.

KoMnereHiun Ha ypoBHE «OCTAaTOUHBIN», 3aKpEIJIEHHBIE
3a AMCUUILUINHON, HE COPMHUPOBAHBI.

5.3. OueHouHble cpeAcTBa (MaTepuabl) s TEKYIEro KOHTPOJISl yCIIEBAEMOCTH,

HpOMG)KyTO‘IHOﬁ aTTeCTalluu 06yqa10mnxc;1 10 JUCHUIIIIMHE

Texkymui KOHTPOJIbL

YcTHbIH onpoc

YCTHBIH OMpPoc — 3TO CPEICTBO KOHTPOJIS,, OPraHU30BaHHOE KaK CIeluanbHas Oecena mpe-

moaBaTeltsi C OOyJaroIIMMCsl Ha TEMBI, CBSI3aHHBIE C U3y4aeMOU JUCIUIUIMHON, U pacCYMTaHHOE Ha

BBISICHEHHE 00beMa 3HaHU 00yJaloIerocs 1Mo onpeAeIeHHOMY pa3ieny, TeMe, MpodieMe U T.11.

A G o

Ilepeuens ycmuwix 60npocos 013 npoeepKu 3HaHU

[Ipumepsl yrpo3 TOCTYITHOCTH.

KoHnnenmus 00beKTHO-OpUEHTUPOBAHHOTO TTOAX0a K obecnieueHuto Mb.
OcHoBHBIE cocTaBisronTUe HHopMarmonHon 6ezonacHoctu (Mb).
Henocratku TpamuimoHHOro noaxoa k odecnedenuto Ub.
XapakTepucTuka Haubosee pacpoCTpaHEHHBIX yTPO3.

Kputepun knaccudukanuu yrpos.

OCHOBHBIE YTPO3bI LETOCTHOCTH
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10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28

29.
30

31.

32.
33.
34.
35.
36.
37.
38.

OcHOBHBIE YIPO3bl KOHPUACHINATHLHOCTH.

UYro Takoe 3akoHOAAaTeNbHbIN ypoBeHb b u mouemy oH BaxkeH?
OcHosuble 3akoHbI PD B 06nactu UB.

OcHoBHBIE 3apy0OeKHbIE CTaHAapThl B oOnactu Ub.

Yto Takoe OILIEHOYHbIE CTAHAPTHI U TEXHUYECKHUE creuuKanm?
Pexomenpamuu X.800.

Cranpapr ISO/ IEC.

Yrto Takoe MoNMTHKA OE30IaCHOCTH M €€ aKTyaJIbHOCTh?

UYrto Takoe mporpamma 0€30MacHOCTH M €€ aKTyaJlbHOCTh?
Dransl ypaBIeHUs] pUCKaMH B CUCTEME 3aIUTH HHPOPMAIIHH.
OCHOBHBIE TPOrPAMMHO-TEXHUYECKHE MEPHI 3aUTHI.
TexHonorust uaAeHTUGUKAIUN U AyTeHTUPUKALIUH.

TexHomorust ynpaBieHus: JOCTYIIOM.

[IpoTokosnnpoBaHue U ayIuT.

TexHomorust mUQppoBaHHUSI.

ApXUTEKTYpHBIE aCIIEKThI SKPAHUPOBAHUS.

Knaccudukanus MexceTeBbIX SKpaHOB.

BpenonocHoe nporpaMMHoe o0ecrieyeHue.

AHanu3 3alUIIeHHOCTH.

B03MOXXHOCTH TUITHYHBIE CXEM TYHHCIUPOBAHM.

. 3a71a4n OpraHoOB 3aKOHOIATEILHOM, UCITOJTHUTEIILHON U Cy/IeOHOM BJIACTH MO CO3/IaHHIO YC-

JIOBUH O 00ecTedeHn o HHPOPMALIMOHHON 0€30MacHOCTH.

Knaccudukanus Hapymmureneil mo BO3MOKHOCTH TOCTyTa K OOBEKTY 3aIlUThI,

Bo3MoxkHbIE TPUYMHBI, YCIOBUS M OOCTOSTENHCTBA, CO3JAIOUINE MPEANOChUIKU ISl CBEp-
HIEHUS TPECTYIUICHUH (TPaBOHAPYIICHUI ).

Kananbl yreukun uH(pOpManuu, nyTH HECAaHKIIMOHUPOBAHHOTO JOCTYIa (MIPOHUKHOBEHHUS)
HapyILIECHUs.

YTto noHuMaeTcs Moj; KOMILIEKCHBIM MOAX0/A0M K 3alIuTe HH(pOopMaLuu.

YTo noHMMaeTcs MoJ] CHCTEMHBIM MOAXO0/I0M K 3alIuTe HH(pOopMaLuu.

Kaxkue HCXOOHBbIC NaHHBIC H€O6XOI[I/IMBI AJI TOCTPOCHU S CUCTCMBI 3allIUTLL I/IH(l)OpMaI_II/II/I.
[lepeuncaure 3Tamnsl U nepedeHb padoT MO CO3/IaHUI0 CHCTEMBI 3aIIUTHI HHPOPMALIUH.
[Topsimok pa3paboTku BepOATHHOTO OOBEKTA 3AIIUTHI

OcHOBHBIE TIOJIOKEHUS IO OCYIIECTBIICHUIO KOHTpOosIs. Llenu, 3anaun, MpUHIUIIBI KOHTPOJIA.

OcHOBHBIC MCPONPUATHS 11O OCYHICCTBJICHUIO KOHTPOJIA.
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39. IlpoBepka (KOHTPOJIb) HATHMYHS KOH(PUIECHITUATBHBIX JOKYMEHTOB U WHBIX HOCUTEJICH KOH-
buICHIIMATBHBIX CBEICHUN.

40. IIpoBeneHue Ciy>)keOHOTO pacciieoBaHUS MO (akTamM HapylleHus TpeOOBaHHWM pexuMma
KOH(HUICHIIMAITBHOCTH.

41. ITonsiTve ¥ BUJIBI FOPUANIECKON OTBETCTBEHHOCTH 3a HApYIICHUE MPABOBBIX HOPM IO 3aIlIH-
Te nH(popMaIH.

42. Mepsl TUCUUTUIMHAPHON OTBETCTBEHHOCTH coryiacHo TpynoBoro kojaekca PO.

43. AAMUHHCTpaTHBHAsT OTBETCTBEHHOCTh 3a IPAaBOHAPYIIEHHs] B 00JIaCTH 3alUThl MH(pOpMa-
117078

44. YronoBHas OTBETCTBEHHOCTh 3a MPABOHAPYIICHUS M MPECTYIJICHUS B 001acTu KoH(pHIEH-
UaTbHON MHPOPMALIUH.

45. YronoBHass OTBETCTBEHHOCTh 3a MPABOHAPYIIECHUS M MPECTYIUICHUSI B 00JaCTH TOCYIapCT-
BEHHOU TalHBI.

KoHTpoJILHOE TecTHPOBaHUE (TeKYIIINHA KOHTPOJb)

[IpumepHbIe TeCTOBbIE 3aJaAHUS:
1. B coomeemcmeuu c oeiicmgyrouium 3akonom P® nonamue «ungopmayus», komopaa noo-
Jexcum 3augume, OnpeoeAemca KaK:
1) cBenmeHus o NMHIAX, IpeaMeTax, (hakTax, COOBITUSX, SBICHHUIX U MpoIleccaXx He3aBUCUMO OT (op-
MBI UX TIPEJCTABICHUS;
2) ceedernust (cooOwenus, 0anHble) He3ABUCUMO OM POPMbL UX NPeOCABIeHUsL,
3) cBeneHMs, paccMaTpUBaeMble B IIpOIecce UX Mepeaayu Wil BOCIPUATHS, TO3BOJISIIOIINE PACIIIN-
pUTH 3HAHUS 00 UHTEPECYIONIEM O0BEKTE;
4) cBeneHMs, MepeiaBaeMble OJHUMH JTIOBMHU IPYTHM JIOJSM YCTHBIM, TUCHMEHHBIM WJIH KaKHM-
100 IPYrUM CIIOCOOOM.
2. Kongpuoenyuanvnocmo ungpopmayuu:
1)  cBemeHus, B YCTAaHOBIEHHOM IOPSIIKE OTHECEHHBIE PYKOBOJIUTENIEM K MH()OPMALIUKA OTpaHH-
YEHHOTO J0CTYIa;
2)  OoxkymeHmuposauHas uHgopmayus, 00CmMyn K KOmopou 02panuyuedencs 8 COOmeemcmeauu ¢
3akonooamenbcmeom PD;
3)  OTHmenbHBIE 3aKPHITHIE JTOKYMEHTHI (MAcCHBBI JTOKYMEHTOB B 3aKPBITBIX HWH(DOPMAIIMOHHBIX
CHUCTEeMaXx);
4)  3adukcupoBaHHAs Ha MaTepUaIbHOM HOcUTese MH(OpMaLMs ¢ PEKBU3UTAMH, TTO3BOJISIONIU-
MU €€ UJIeHTU(UIUPOBATS.
3. B coomeemcmeuu c oeiicmeyroujum 3akonom P® ungopmayuonnan dezonacnocmsv onpeoe-

Jaaemcsa Kak:
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1) mporiecc opraHu3alKK 3AMUIEHHOCTH WH(POPMAITMOHHON Cpeabl OT BO3ACHCTBUS MCTOYHUKOB
yrpo3, obecneunBaroniee e€ GopMUpOBaHKE, UCTIOIL30BAHUE, PA3BUTHE B HHTEpECaxX IpaxaaH, 00-
IeCTBA, TOCYIapCTBA;

2) cocmosanue 3auUWEHHOCIU UHDOPMAYUOHHOU Cpedbl Om B030eUCm8EUsi UCTOYHUKO8 Y2po3,
obecneuusarowee eé hopmuposanue, UCNONb308aHUe, PA3BUMUE 8 UHIEPecax 2paicoaH, ooujecm-
8a, eocyoapcmea;

3) cocTosiHUE 3aAIIUIIEHHOCTH MH(POPMALMOHHBIX PECYpCOB OT BO3JCHCTBUS MCTOYHHUKOB YIpo3,
obecrnieunBaroree e€¢ GOpPMUPOBAHKE, UCIIOJIB30BAHNE, PA3BUTHE B UHTEpECaX I'paKaaH, OOIIECTRa,
rocy/1apcTBa;

4) cocTosiHHE 3aMMIIEHHOCTH WH()OPMAIMOHHBIX CHUCTEM OT BO3ACUCTBHUS HCTOYHHKOB YTPO3,
obecnieunBaroniee e¢ (OpMUPOBAHKE, HCIIONIH30BAHKE, PA3BUTHE B MHTEPECAX IPaXKaaH, 00IIecTBa,
rocyaapcTBa.

4. 3awguma ungpopmayuu om HecaHKYUOHUPOBAHHO20 OOCMYNA:

1)  3amwura uHOpPMAIMH, HAMPABICHHAS HA MPEAOTBPAIlCHNE MOTYICHHS 3amuiaeMon nadop-
MaIlii 3aWHTEPECOBAHHBIMU CYOBEKTaMU C HAPYIICHHUEM TPeOOBAHHWI HOPMATHUBHBIX M MPABOBBIX
JTIOKYMEHTOB;

2)  3amuTa uHGOpPMAIMK, HAIIpaBJIeHHAs Ha MPEJOTBPAIICHUE TTOJYYSHUs 3antuiaeMon nadop-
MAaIu¥ 3aNHTEPECOBAHHBIMU CYOBEKTaMH C HApYIICHUEM MpaB 001aIaTeNsIMi HH)OpMAIIIH;

3)  3awuma uHgopmayuu, HANpasieHHAas HA NPeoomepaujeHue NONYHUeHUs 3auunaemMol. UH-
dopmayuu 3auHmepeco8aHubiMu CyOvbeKmamy ¢ HapyueHuem YCmaHOGNeHHbIX HOPMAMUBHbIMU U
npagosviMu OOKyMeHmamu (akmamu) uiy obaadamensimu uHpopmayuy npas uiu npasui pasepa-
HUYeHUs 00CMyna K 3auuuyaemou ungopmayuu;

4)  mpemoTBpallleHHWE TOTYYCHHS 3alluIiaeMold WHGOPMAIUU C HAPYIICHHEM YCTaHOBJICHHBIX
TpeOOBaHMUH K 3amuIaeMon nHopmaIum.

5. Hemounuk y2po3wt 6e3onacnocmu ungopmayuu:

1)  cyOwekT ((hu3mdeckoe JHIO), SABISIONIMIACS HEMOCPEICTBEHHONW MPUYMHON BO3HUKHOBEHUS
yrpo3bl 6€30MacHOCTH HH(pOpMaIuy;

2)  cyOBekT ((pu3nuecKkoe JMI0, MATECPUATLHBIN 00BEKT), MEHSIOIINK COCTOSTHIE WH(DOpPMAIMOH-
HOI 0€30I1aCHOCTH,

3)  cybvexm (Qpuzuueckoe auyo, MamepuanrbHulil 00bEKmM UlU Quzuyeckoe saieHue), AGIAUUUC
HenocpeocmeeHHO NPUYUHOU BO3HUKHOBEHUS Y2PO3bl 6€30NACHOCMU UHGOpMayul;

4)  cyOBeKT ((hu3myeckoe JIUI0, MAaTEPUATBLHBIN 00BEKT WIIH (PU3UICCKOE SIBJICHHUE), CO3IAONINX
MNOTEHLUAIbHYI0 WM PEaJbHO CYIIECTBYIOIIYIO OMAaCHOCTh HapylleHHsl 0e30macHOCTH HHpopma-
107078

6. Yeposza b6ezonacnocmu unghopmayuu:
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1)  COBOKYMHOCTH YCIOBHU M (PaKTOPOB, CO3MAIONIUX TMOTCHIIMAIBHYIO ONACHOCTh HAPYIICHHS
0e301acHOCTH HH(pOPMAIINH;

2)  cosokynHocmb YCaosuul u akmopos, co30aouwux NOMeHYUAIbHYIO ULU PedlbHO CYuecn-
8YIOWYI0 ONACHOCMb HApYUWeHUsl 0e30nacHocmu ungopmayuu;

3)  cyOBekT (pusznueckoe JHI0, MATEPHAIbHBIA O0BEKT), SIBISIOMIMNACS HEMOCPEICTBEHHON TIPH-
YHHOW BO3HUKHOBEHUS YIPO3bl 0€30MacHOCTH MHPOPMAITUH;

4)  cyObekT (pu3mveckoe JUIO, MAaTEPHAIbHBIA OOBEKT), SBISIOUIMICS MPUYUHON HU3MEHEHUS
COCTOSIHHS 6€30MacHOCTH HH(POPMAIIUH.

7. K ocnosenvim memooam peanuzayuu HC/[ k ungpopmayuu ne omnocumces:

1) «mackapan»;

2) «IoAKIIaAbIBAHUE CBUHBI»;

3) «kapuasan»;

4) «araka»;

8. Bopvoy c komnvromepnvimu npecmynienuamu ¢ Poccuu ne eéedym:

1) ctpykrypsl ®Chb;

2) omoenwt oenapmamenma «C» MYC Poccuu,

3) oraensl «<K» MB/I Poccun;

4) cneunoapaszaencHust YnpasieHus 1no 0oprde ¢ axoHomMHuueckuMH npectymieausimu MBJL Poc-
CHUH.

9. Kakoii u3z 6u006 KOMNbIOMEPHBIX RPECMYNIEHUNl HAUbOIee pACNPOCMPAHEH 6 HAcmoAujee
epemn?

1) kpaxa cpeicTB KOMIIBIOTEPHOM TEXHUKH;

2) HeCcaHKYUOHUPOBAHHBIIL OOCMYN K UHDOpMayuLL,;

3) U3roTOBJIEHHUE WM PacpOCTpaHEHNE BPEJOHOCHBIX MPOTPamM;

4) mepexBat nHpopMaIuu.

10. K ocnoenwim ceoiicmeam unghopmayuu, noOnReHCauium 3aujume, He OMHOCUMCA:

1) JOCTYMHOCTH;

2) KoH(bUICHINATLHOCT;

3) 0ocmoseprocmy;

4) IGIIOCTHOCTb.

11. B coomeéemcmeuu ¢ 0eiicmgylouum 3aKOHOM «KOHQPUOECHUUATIbHOCIb UHDOpMayuu» onpe-
oenaemcs Kak:

1) cBolCcTBO MH(pOpPMAIIUH, TTO3BOJIAIONIEE €€ 00JagaTeNt0 P CYIIECTBYIOMINX WM BO3MOXKHBIX
00CTOSTENIbCTBAX YBEIMYUTH JOXOMAbI, N30€KaTh HEOMPaBIaHHBIX PACXOJ0B, COXPAHUTH IOJOXKE-

HHE Ha PbIHKE TOBAPOB, padOT, YCIYT WIH MOJYUYUTh HHYIO KOMMEPUYECKYIO BHITOAY;
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2) obazamenvnoe 01a GbLINOAHEHUA JUUOM, ROJYUUGUIUM OOCHYR K ORPEOeneHHOu
uHgopmayuu, mpedoeanue He nepeoasamv MAaKyl) UHGOpMaAyUw mpemvum auyam oe3
coznacus ee oonaoamesi;

3) cBoiicTBO HH(pOPMALMH, JOCTYN K KOTOPOH OrpaHUYMBAETCSI B COOTBETCTBHH C
3aK0HOAATEJLCTBOM Pd;

4) o0s3aTenbHOE MM COONMIOACHUS (DU3UYECKUM KT FOPUIUIESCKUM JTUIIOM TpeOOBaHUE HE JOIyC-
KaTh pacnpocTpaneHue nHpopmaiuu 6e3 coriacus e€ odaanaTens.

12. Ilpu peanuzauuu manoamHuoli NOAUMUKU OOCHYNRA He Peaiu3yemcs c1e0yiouwuil Kpumepui:
1) Bce CyOBEKTHI M OOBEKTHI CUCTEMBI IOJKHBI OBITh UJICHTU(DHUITUIPOBAHBL;

2) npasa docmyna cybvekma K 00beKmy cucmembvl Onpeoensaiomcs Ha OCHOBAHUU HEKOMOPo20 npa-
euna;

3) KaKA0My OOBEKTY CUCTEMbI IPUCBANBAETCS METKA KPUTUUHOCTH;

4) KaXIOMy CYOBEKTY CHCTEMbI MPUCBOCH YPOBEHB IMPO3PAYHOCTH, OMPEACISIONINN MaKCUMAaIbHOE
3HAYECHHE METKU KPUTHYHOCTH OOBEKTOB, K KOTOPBIM CyOBEKT UMEET JIOCTYII.

13. Umo ne npedocmaeneno ¢ mampuye 00Cmyna K ungopmayuu:

1) cyOBeKT goctyna;

2) BUJ JOCTYIIA;

3) npasuno docmyna;

4) 00BeKT JocTyIa.

14. Hoeoe cemeiicmeo mexicOyHapoOHblX CHAHOAPMO8 HA CUCHIEMbl YRPABIeHUA UH(oOpMmayu-
OHHOUL 0€30NACHOCMbIO UMeem K0O:

1) 17000;

2) 27000;

3) 37000;

4) 47000.

15. B kpunmocucmemax ucnoib3yemcs 6 0CHOGHOM C/1e0VIOWUIl MUn wupposanus:

1) 6nounwiii;

2) TTIOTOKOBEI;

3) CUMBOJIBHBIN;

4) cMelIaHHBIN.

16. Kakoe u3 nusice nepequcieHHbIX HANPAGIEHUI He 6X00UN 8 COCMAE PU3UUECKOU 3auiumbl:
1) pusnueckoe ympapieHHE TOCTYIIOM;

2) pazdenenue docmyna noiv3oeameneti;

3) 3ammTa OT nepexsara JaHHbIX;

4) 3ammTa nojiep>KuBaloIeld HHPPaCTPYKTYPHI.
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17. 'ammuposanue — smo:

1) oguH U3 PyHKIIMOHAIBHBIX METOIOB ayTEHTU(UKAINH;

2) pa3HOBUIHOCTH CTETAaHOTPa(hUUECKOTO METOA 3aIIUTHI HH(OpMAIIHH;

3) cnocob wughposarus ungopmayuu;

4) MeTo1 MOATOTOBKH COOOIIEHHUS ISl TPEOJOJICHUSI MEKCETEBOT0 SKpaHa.

18. Umo saenaemca 00veKmom 3auiumol 6 001acMu UHPOPMAYUOHHOU OE30nACHOCIU U 3auiU-
mol ungopmayuu:

1) uadopmanms;

2) HocuTenu uHpOopMaIuu;

3) nHGOPMAIMOHHBIE TTPOIIECCHI;

4) uadopmanus, HOCUTEIH HHPopMaun, THOOPMAIIMOHHBIE TPOLIECCHI.

19. Kakozo cpeocmea ona 3augumul uHopmayuu unu €€ YHUUMONCeHUA He CYUlecmeyem:
1) «uH(DOpMAITMOHHBIN ceid»;

2) «IyHAMU»;

3) «mopHaoo»;

4) «TeHb».

20. Ilpozpammmusie gupycol He Knaccu@uuyupyromcs no cieoyouemy npusHaKy:

1) mo cpene oOuTaHMs BUpPYCa;

2) mo croco0y 3apakeHus;

3) 10 IECTPYKTUBHBIM BO3MOXKHOCTSIM;

4) no cnocoby pazmuodiceHusl.

21. Ilpeumyuwiecmeom Manoammuozo memooa ynpasieHus 00Cmynom He A61aaemcsa:

1) obecrieuenne GoJiee BBICOKOM HAIEKHOCTH paboThl camoii 1C;

2) IpoCTOTa ONpPEAEICHUS MPABUI pa3rpaHUUYEHHUS JOCTYIIA;

3) wupokoe pacnpocmpanenue 0aHHO020 Memooa OJisi pabomvl ¢ KOHGUOESHYUATbHOU UHGOpMayu-
etl;

4) nmpeoTBpalIeHue YTeUKH HH(POpMAIIUU U3 0OBEKTOB C BEICOKOH METKOW KOH(UICHIIMATLHOCTH
B 00BEKTHI C HU3KOW METKOW KOH(HUICHITHATLHOCTH.

22. Cospemennan Kpunmozpagus He eKitouaem ciedyouiuil pazoen:

1) cumMMeTpHUYHBIE KPUIITOCUCTEMBI;

2) KpUNTOCUCTEMBI C OTKPBITHIM KIIHOUOM;

3) cucmemwt hopmuposanus X3ui-PyHKyuil;

4) ynpaBiieHUE KIOYaMH.

23. Cummempuunvle KpURmMoCUcCmeMmul He UCHOIBb3YION C/1e0VIOWUIL ANIZOPUMM WUPPOCAHUA:
1) DES;
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2) IDEA;

3) 'OCT 28147-89;

4) aneopumm Juppu-Xenimana;

24. Ykaoicume, KaKoil u3 yKazaHHvlX Memoo06 3aKpblmus UHgopmayuu Haudoiee mpyooémok:
1) nepecTaHoBKa;

2) ananumuyeckue npeobpazo8anus;

3) TaMMHUPOBAHHUE;

4) 3ameHa.

25. B uucno ocHoéHbIX RPUHUUNOB, HEOOXOOUMDBIX 0111 OOCHIUNCEHUA APXUMEKMYPHOU 0e30-
RACHOCMU 3AUULLAEMBIX CUCIEM, HE 6X00UM C/1e0YVIOUUIL:

1) HEBO3MOXXHOCTh MMHOBAThH 3aIUTHBIE CPEJCTBA;

2) auxsuoayus camoz2o ciabo2o 36eHd;

3) HEBO3MOKHOCTb IEPEX0/ia CUCTEMBI B HEOE30M1aCHOE COCTOSHUE;

4) 311eIIOHUPOBAHHOCTH OOOPOHBI.

26. Kakxoui u3 ykazannulX (QYHKYUl He AGNACMCA CEPBUCOM O ANNAPAMHO-NPOZPAMMHBIX
cpeocme 3auiumel UHopmayuu:

1) unentudukanus u ayreHTUGUKAIUS;

2) kpunrorpaduyeckas 3anuTa;

3) ynpaénenue nepconanom;

4) s5KpaHUpPOBAHUE.

27. Konuuecmeo Knaccoe 3aujueHHOCHU 0715 MEHCCemesbiX IKPAHO8:

1) Tpu;

2) 4eThIpe;

3) namo;

28. K ocnosnvim mepam no 3aujume Kpunmozpaghuyueckux Karoueil He OMHOCUMCA C1e0yIOua:
1) orpannueHue Kpyra JIuIl, JOMYIIEHHBIX K paboTe ¢ KII04aMHu;

2) pernamMeHTalus pacChUIKH, XpaHEHUSI M YHUUTOXEHUS KITIOUEH;

3) pernaMeHTanus MopsaKa CMEHbI KITIOUEeH;

4) npumenerue memooa KOHZPYIHMHBIX CeUeHUll OJisL XPAHEHUs KII0Yell.

29. B nacmoawee epemsa opanomayip - Imo:

1) cnenuanu3upoBaHHBIA IPOrPAMMHBIN KOMILIEKC;

2) cnenuanibHOE TEXHUYECKOE CPEACTBO;

3) cneyuanuzupo8anHslil NPOSPAMMHO-ANNAPAMHBIU KOMNIEKC;

4) pa3HOBUAHOCTH KPUMTOTPAPUIECKOTO CPEICTBA 3ALTUTHI HH(OPMAIIUH.

30. Ilenw 3auumot ungpopmayuu:
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1) 3apaHee HAMEUEHHBIA PE3yJIbTAT 3aIUTHI MH()OPMALIMK 10 TPEIOTBPAIICHHUIO yIiepOa o0aa-
TEJ0 HH(POPMAIIUH;

2) 3apanee HameueHHbIl pe3yIbmam 3auumol UHGoOpMayuy no npedomepaujeHuro ywepba ooaa-
oamento UHoOpmayuu U3-3a 603MONCHOU ymeuKu urngopmayuu u (Uiu) HeCaHKYUOHUPOBAHHO20 U
HenpeoHamepeHH020 8030eUCmEuUs Ha UHDOPMAYUL0;

3) uckIoYeHne (HeIOMYyIIeHNs) pealln3alui yrpo3 0e30macHoCcT HH(popMaIuy;

4) 3amuTa HHPOPMAIUH OT €€ YTCUKH.

31. Ipghexmusnocmo 3auumot unghopmayuu:

1) BeIMTOTHEHHE TPEOOBAaHMI HOPMATUBHBIX JJOKYMEHTOR T10 3alUTe HH()OPMAIIHH;

2) BBITMIOJTHEHHUE PEKOMEHIAINN PYKOBOASAIIUX TOKYMEHTOB TI0 3aluTe HH()OpMAIIHH;

3) crerneHb COOTBETCTBHS PE3YJIHTATOB 3aIIUTHI MH(OpMAUK TpeOOBaHMS MO 3amuTe UHPOpMa-
MY,

4) cmenenv coomseemcmaus pe3yibmamos 3auumol UHGopMayuu yeau 3auumol uHpopmayuu.
pabodero THS.

32. Munumuszayua npueunezuii 011 padomHuUKa:

1) MUHUMU3AIHS TIOTHOMOYHXH 110 UCTIOJIHEHUIO CBUX CITY)KCOHBIX 00S3aHHOCTEH;

2) gvloensimb noIb308amMeNsAM MOJNbKO me npasa 00Cmynd, Komopule HeoOXo0umbl UM O 8bINO-
HeHUsl CIYHCeOHbIX 0053aHHOCmel;

3) Tak pacmpeneNnsiTh POJU U OTBETCTBEHHOCTh, YTOOBI OJIMH YEIIOBEK HE MOT HAPYIIUTh KPUTHUYE-
CKU BaYKHBIN JUIsl OpraHU3alluu MpoLIEeCC;

4) MUHHUMU3A1IMs TOCTABJIEHHBIX 3a71a4 IS JOCTUKEHHS IIOCTABICHHBIX LIETEH.

33. Pazoenenue obsa3annocmeii 011 padbomHuKa:

1) MUHUMU3ALIHS TTOJTHOMOYHH 110 UCTIOTHEHHUIO CBHUX CITYKEOHBIX 00S3aHHOCTEI;

2) BBLAETATH MOJB30BATENSIM TOJIBKO T€ IpaBa JOCTyNa, KOTOPble HEOOXOAMMBI UM JIJIsl BHIIOJIHE-
HUS CITYy)KEOHBIX 00513aHHOCTEH;

3) max pacnpedename poau u OMEEmMCcmMEeHHOCMb, YMoObl 0OUH YeN08eK He MO2 HAPpYUUMb Kpu-
MUYECKU 8AXNCHBLU OJI5 OP2AHU3AYUU NPOYECC,

4) MUHUMU3AIHS TIOTHOMOYHH 110 UCTIOJTHEHUIO CBUX CITYKEOHBIX 00S13aHHOCTEH.

34. Ocnosnoit yenvio Konmpona (RPoeepPKU) COCMOAHUA 3AUUMbL KOHPUOCHUUATbHOU UHOp-
Mayuu Ha NPeOnPUAMUU AGIACMCA:

1) ycTaHOBJICHHE MTPABIII 110 3AIIUTE CBEACHHUI OTPAaHUYEHHOTO JIOCTYIIA;

2) nposepka Hanuyus Hocumenel c8edeHUll KOHPUOSHYUATbHO20 XapaKkmepa u coO00eHus ycma-
HOBJIEHHO20 NOPSIOKA 00OpaujeHus ¢ HUMU;

3) mpoBepka coOmo/ieHUsI TPeOOBaHUI MO TMOPSJIKY 3aCEKPEUMBAHUS CBEACHUN M TPUCBOCHUIO

rpuga CeKPETHOCTH HOCUTEIISAM;
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4) mpoBepKa MPaBUIBLHOCTH YUYETa, XPAHEHUS, PA3MHOXKEHUSI, YHUUTOKECHHUS HOCUTEIIEH CBEACHUM.
35. Konmponw 3¢phexmusnocmu 3auumol ungopmayuu:

1) mpoBepKka COOTBETCTBHSI Ka4eCTBEHHBIX MOKa3arenen 3(pPpeKTUBHOCTH MEPOIPHUITUH 10 3aLIUTE
nH(popmaruu TpeOboBaHMUAM WK HOpMaM () (HEKTUBHOCTH 3aIIUTH HHGOPMAIIHH;

2) nposepka coomeemcmeus KaieCmeeHHbIX U KOIUYECMBEeHHbIX nokasamenel 3¢ggexkmusHocmu
Meponpusmuii no 3awume uH@opmayuu mpebo8aHusM Ui Hopmam 3pgekmueHocmu 3auumol
ungopmayuu;

3) mpoBepka COOTBETCTBUS d(DPEKTUBHOCTH MEPONPHUATHI MO 3aruTe MHPOPMAIMK Ha OOBEKTE
3aIUTH TPEOOBAHUSIM WM HOpMaM 3G (HEKTUBHOCTH 3alTUThl HHPOPMAIINH;

4) mpoBepKa COOTBETCTBUS BBIIIOJHEHUS Ha 00BEKTE 3a1uTe TPpeOOBaHUH 10 3a1uTe HHPOPMAIIHH.
36. B coomeemcmeuu ¢ YK P® nenpasomephulii 00cmyn K KOMRblomepHou unghopmayuu:

1) c1.271;

2)cm.272;

3) c1.273;

4) c1.274;

KoHTpoJibHbIe BONPOCHI U1 C1a4M 3a4YeTa (IPOMEKYTOYHASI ATTeCTALMs1)

1. OcHoBHbIE TOHATHS HH(DOPMALIUN, UCTOYHUKU UHPOPMAIIH, CBONCTBA HHPOPMAIIIH.

2. Kunaccudukanus nHDOpManuyu B MPaBOBOW CHUCTEME OT TMOPSAKA €€ MPEJOCTaBICHUS
WIH PacpOCTPaHEHUSI.

3. Ilonsatue wHPOPMANMOHHON O€30MAaCHOCTH, IEIH, 3aadyd, MPHHIUIBE OO0ecredeHUs
06e30macHOCTH UHGOPMAIIHH.

4. BaXHOCTb U CIIOKHOCTb MPOOIeMbl HH(POPMAIMOHHON 0€301acHOCTH.

5. TloTeHuuanbHBIE HCTOYHUKH YIpO3 M CHOCOOBI HapyIieHHs WHQPOPMAITMOHHON
0€30MacHOCTH.

6. OmnpeneneHue U KPUTEPHUH KiacCUPUKAIIMU yrpo3 0e30macHOCTH HHPOpMaIIUH.

7. Haubonee pacnpocTpaHEHHbIE YTPO3bI JOCTYITHOCTH.

8. OCHOBHBIE YTPO3bI LIETOCTHOCTH.

9. OcHOBHBIC YTPO3bl KOH(UICHIIUAILHOCTH.

10. HopmatuBHOE mpaBoBoe oOecredeHue MHPOPMAIMOHHON Oe3zomacHOCTH Poccuiickoit
®denepauuu.

11. Crannaptsl 1 cnieuupukanuy B 001actu MHGOpMaIIMOHHON 6€30MaCHOCTH.

12. Ctangaptsl U crienupuKanuy B 00JacTi WHPOPMAITMOHHON 0€30MaCHOCTH, PYKOBOIS-
e nokyMeHTel @CTOK (I'octexxomuccun) Poccun.

13. AIMUHUCTpaATUBHBIA ypOBeHb HMH(OPMAIIMOHHON O€30IMacHOCTH: OCHOBHBIC MOHSTHS,

OeJan U 3agadu, IOJIUTHUKA 0e30IMacHOCTH.
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14. AIMHUHUCTPAaTUBHBIA YpPOBEHb MH(POPMAIMOHHOW O€30MaCHOCTH, MOJIUTHKAa WH(GOpMa-
IMOHHOM 0€30MaCHOCTH.

15. AIMUHUCTpaTUBHBINM YpOBEeHb MH(GOPMAIMOHHON 0€30MacHOCTH, Mporpamma HHQOp-
MAaIMOHHOM 0€30IIaCHOCTH.

16. YopaBrneHusi puckaMmu: MOHATUS 1O aHAJIU3y PHUCKOB, OCHOBHBIE 3Tallbl YNpPaBICHUS
pHUCKaMHU.

17. IpouenypHslii ypoBeHb HH(POPMAIIMOHHON OE30MACHOCTH: OCHOBHBIE KJIAcChl Mep
MPOLEAYPHOIO YPOBHSI.

18. TlponeaypHblii ypoBeHb HH(POPMAITMOHHOM 0€30MMaCHOCTH: YIIPABJICHHUE TIEPCOHATIOM.

19. IpouenypHslii ypoBeHb WHGOPMAIMOHHON Oe3omacHocTU: (u3MUecKas 3alluTa,
nojyep:kaHue paboTocrocoOHOCTH.

20. IIponienypHbiii  ypoBeHb HWH(MOPMAIMOHHOW O€30MaCHOCTH: pearupoBaHUE Ha
HapyIICHUs peKrMa Oe30MacHOCTH, IIJIaHUPOBAaHHE BOCCTAHOBUTEIbHBIX pPadoT.

21. OcHOBHBIE  TOHATUS  IPOTPAMMHO-TEXHHYECKOTO  YPOBHA  HMH(OPMAIMOHHOU
0€30IaCHOCTH.

22. TIpyHIMTIBI TOCTPOCHUS APXUTEKTYPHON 0€301acHOCTH MH(GOPMAIIMOHHBIX CHUCTEM.

23. Unentudukanus u ayTeHTUDHUKAIMS: OCHOBHBIC TIOHSTHS.

24. nentudukanus W ayTeHTHU(HUKAIMA: TapojibHas ayTeHTH(HKAIMI, OJHOPA30BBIC
MapOJIH.

25. Unentudukanms u ayreHtudukanus: cepsep ayreatudukanuu Kerberos.

26. Unentudukanms/ayTeHTH(PUKAIMS C TOMOIIBI0 OMOMETPUUECKUX JTAHHBIX.

27. YupaiieHue JOCTYIIOM: OCHOBHBIE TIOHSTHS, POJIEBOE YIPABJICHUE TOCTYIIOM.

28. YmopaBineHue JOCTYIIOM: BO3MOXHBIM TIOIXOJ K  YIPAaBICHHUIO JOCTYIIOM B
pacripeieiecHHONH 00bEKTHOM cpejie.

29. KomnbloTepHble BUPYCHI: OIpeaesieHHe KOMIIBIOTEPHOIO BUPYCa, BUIBI U CIIOCOOBI pa3-
MHOYEHUSI, CTETICHb HAHECEHUs yIepOa KOMITBIOTEPHOTO BUpYCa.

30. KommnbroTepHble BUPYChI: METObI M CPEACTBA HEUTPAIU3ALIUH TPOrPAMMHBIX BUPYCOB.

31. [IpoTokonupoBaHue U ayIUT: Ha3HAYCHHE, 3a0a9d, () YHKIIHH.

32. llluppoBanne wHMOpPMAIIMU: HA3HAYCHHE, METOABI M CIIOCOOBI MU(POBAHUS
UHpOpMaLIUH.

33. KoHTpouib 11eIOCTHOCTH TaHHBIX: Ha3HAUYEHUE, 3a]1a4, (PYHKIIUH.

34. MexceTeBble SKpaHbl: apXUTEKTYPHBIE ACIIEKThI MEKCETEBBIX SKPAaHOB.

35. MexceTeBble 3KpaHbl: KIacCH(PUKAINSI MEKCETEBBIX SKPAHOB.

36. CepBucC aHaJIM3a 3alUIIEHHOCTH: 33J]a4K, Ha3HAUCHHE.
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37. TyHHenupoBaHUE W YIpaBlieHWE: Ha3HAYCHUWE, 3aaayd, (YHKIMOHAIbHBIE O00JACTH
yIpaBICHHUS.

38. OGecrieyeHne BBICOKOH JOCTYHMHOCTH: OCHOBHBIC TOHSTHS, OCHOBBI Mep oOecreueHus
BBICOKOM IOCTYITHOCTH.

39. OGecrneyeHue BHICOKOU TOCTYITHOCTH: OTKa30yCTOMYMBOCTh M 30HA PHUCKA.

40. ObecnieueHre  BBICOKOW  JOCTYNMHOCTH:  OOECIeYeHHEe  OTKa30yCTOWYMBOCTH
UH(OPMAIIMOHHBIX CHCTEM.

41. CtpyKTypa roCyIapCTBEHHOM CHCTEMBI 3aluThl HHopmaiuu PO, 3amaun opraHoB 3a-
KOHOJATEJIbHOW, MCIIOJIHUTEIbHOW W Cy/leOHOM BJIACTH MO CO3/IaHHUIO YCIIOBUW IO OOECIEYEHUIO
UH(POPMALIMOHHOM O€30MaCHOCTH.

42. Knaccudukanuss HapyIIuTeNIeH Mo BO3MOXKHOCTU JOCTYyNa K OOBEKTY (IpeaMeTy) 3a-
IIUTHI, CTETIEHN MOATOTOBKH M OCHAIIEHHOCTH CPEACTBAMM B3JI0Ma, 00X0J/la CPEJICTB 3alllUThl HH-
dbopmaruu.

43. Bo3MOXHBIE NPUYMHBI, YCIOBUS M OOCTOSTEIbCTBA, CO3JAIOIINE MPEANOCHUIKH IS
CBEpILEHUS IPECTYIIEHUH (IIpaBOHAPYILIEHU).

44. Kananel yTedkd WH(POpMAIUU, MYTH HECAHKIIMOHUPOBAHHOTO JOCTyIa (IPOHUKHOBE-
HUS1) HApYLIEHUS! K 00BEKTY 3alllUThI.

45. Meronsl ciocoOsl HecaHkIoHUpoBanHoro pocryna (HCJI) k undopmarmu npu ee o6-
pabotke Ha CBT (AC).

46. KommiekcHBIN MOIX0/1 K TOCTPOCHHUIO CUCTEMBI 3aITUThI HH(POPMAIIUH.

47. CucTteMHBIN TOAXO0/ K 3a1uTe HHOpMAIUH.

48. Ncxomubie JaHHBIE IS TOCTPOCHUS CUCTEMBI 3alIUTHl HHPOPMAITIH.

49. TunoBas CTPYKTypa CUCTEMBI 3aIIUTHI UH()OPMAIIUNK HA TIPEIIPUITUSIX.

50. llenn m 3amavym CUCTEMBI YIPABICHWHU W OpraHU3aluHu padboT Mo oOecredeHuio 0e30-
acHOCTU MHGOPMAIUU Ha MPEATIPUATHH.

51. OcHOBHBIE NOJIOKEHUS IO OCYIIECTBIEHUIO KOHTPOJISL.

52. OcHOBHBIE MEPONPUATHS IO OCYLIECTBIEHNUIO KOHTPOJIS.

53. TIpoBepka (KOHTPOJb) HATUYHS KOHPUACHIIMATHHBIX JTOKYMEHTOB M WHBIX HOCHTEIICH
KOH(UICHIMABHBIX CBEACHUM.

54. IlpoBenenue ciayxeOHOro paccieoBaHus Mo (hakTaM HapylIeHUs TpeOOBaHUI pexrMa
KOH(HICHIIMATBHOCTH.

55. IlonsATHE W BUIBI IOPUAMYECKOW OTBETCTBEHHOCTH 3a HAPYIICHUE MPABOBBIX HOPM IO
3amuTe nHpopMaIum.

56. Mepbl IuCHUIIIIMHAPHOW OTBETCTBEHHOCTH corylacHO TpyznoBoro koaekca P®.
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57. AaMuHHCTpaTHUBHAs OTBETCTBEHHOCTDH 3a MMPABOHAPYIIEHUS B 00JACTH 3alIUTHl UHTE-

JEKTYaJIbHOM COOCTBEHHOCTH U MH(OPMAITMOHHON OE30MaCHOCTH.

58. YronoBHasi OTBETCTBEHHOCTh 3a MPABOHAPYIIECHUS B 00JIACTH KOH(HUACHIIMAIHHON HH-

dbopmaruu.

10.

1.

12.

13

6. Y4yeOHO-MeTOAMYECKOE M HH(POPMALMOHHOE 00ecnievyeHHe U CUMILTUHBI

6.1.Criucox UCTOYHHMKOB U JIUTEPATYPBI

Hoxtpuna mHbopmarmonHoi O6ezomacHoctu P®. Vrteepxknena [lpesunmentom Poccuiickoit

Oenepannn ot 05.12.20161. Ne646.

®enepanbublil 3akoH PO O06 nndopmaryu, nHGOPMAIIMOHHBIX TEXHOIOTUAX U O 3AIIUTE UH-

dopmanun» ot 27 uronst 2006 Ne 149-D3.

I'OCT P 50922-2006. 3anurta uadopmaruu. OCHOBHbIC TEPMUHBI U OTIPEICICHUS

I'OCT P 51275-2006 3amuta nndopmaruu. O0bexT nHpopmarmu. OOIIHEe MOT0KEHUS

I'OCT P UCO/M3BK 17799-2005 IlpakTuueckue mpaBuia yrpaBieHHs HHPOPMALUOHHOM

0€3011aCHOCTHIO

I'OCT P UCO/MBK 15408-1 (15408-2, 15408-3) Kpurepuu onenku 6e3omacHocTd uHPOP-

MAaI[MOHHBIX TEXHOJIOTHI

P/1. KoHmenuus 3amuThl CPEICTB BEIYUCITUTELHON TEXHUKU U aBTOMAaTU3UPOBAHHBIX CHCTEM

OT HECaHKIIMOHUPOBAHHOTO JocTyna K nHpopmanuu, Pemenue Ipeacenarens ['ocrexkomuc-

cuu Poccum ot 30.03.1992

PJI. AC. 3amurta or HCJI x undopmanuu. Knaccudukanus AC u TpeOOBaHHS MO 3alTUTE

unpopmanuu. Pemenune Ipeacenarens ['octexkomuccuu Poccun ot 30. 03.1992
Pekomenoyemasn numepamypa (ocnosnasn)

B.A. Bopona. B.A. Tuxonos, JI.B. Mutpskosa, TeopeTudueckne oCHOBBI obecrieueHrne 0e30-

MAacCHOCTH 00BEKTOB MH(pOpMaTH3auK, yaeOHOoe mocodue st By3oB _M: ['opsiunuast TuHUS —

Tenexom, 2016 -304c. ISBN 978-5-9912-0524-5

MenbaukoB B.II., KieiimenoB C.A, IletpakoB A.M. HWHdopmannonHas 6e30macHOCTS:

y4eOHHMK 1)1 BY30B. - [7-€ u3a.]. - M.: Akaa. npoekr, 2012.

ApytionoB B.B., I'ynos I'.H. Undopmanmonnas 6e30macHOCTh M 3anuTa WHPOPMAIUA. —

M.: MOIOA, 2012. - 360 c.

Benpes C.b., Xansnun /I.b., Jlobames A.K., I'ynos I'.H. «IIpoTuBomeiicTBue 3KOHOMUYE-

CKOMY IITMTHOHAXY» DJIIEKTPOHHOE YueOHO-MeToandeckoe mocoone, OOO Uznatenbekuii 1om

«Aduna» C-IT 2013r.

. T'ynos I''H. Opranuzanus u ynpasjieHue ciy>k00i 3amuTsl HHPopManuu. YyeOHoe mocodue

M.: MOIOA, 2016. - 234c.
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14.

15.

16.

17.

LlenTp HccienoBaHus KOMIBIOTEPHON MPECTYMHOCTU [DNeKTpoHHBbIN pecypc]. . Makiakos,
Hay‘-IHO—MGTOI[OJIOFI/I‘-IeCKI/Ie ACIICKThI IIOATOTOBKH CIICUAJIMCTOB B 06HaCTI/I HH(bOpMaL[I/IOH—

HOM 0€30IMaCHOCTH, CTaThs - http://www.crime-research.ru/

00630p 3apy0eKHOTO 3aKOHOATENLCTBA B 00J1aCTH MH(POPMAITMOHHON Oe30macHOCTH [Dek-

TPOHHBIN pecypc], cTaThs - http://www.intuit.ru/department/security/secbasics/4/4.html

Kypnan «UupopmamnmonHoe mpaBo» [DnekTpoHHbId pecypc]. http://www.infolaw.ru/lib /

2005-1-internet-and-law.

HNurtepuer-Texnonoruu: Yuedbnoe nocodue / C.P. I'ypuxos. - M.: ®opym: HUL[ UTHDOPA-M,
2015. - 184 c.Pexxum mocryna: http://znanium.com/catalog.php?bookinfo=488074

IleyaTHble M31aHus1, MMeomuecs: B HaMu4nu B Hayunoii 6mbanorexe PI'TY (Ha Bcex Teppu-

TOPHAX)

18. TloaroroBka oObekTa MH(DOPMATHU3AIMH K aTTECTAIlUU 110 TpeboBaHusM Oe3omacHoctu / E. T'.
Bopo6res, C. B. BoiiniexoBckuii ; moz pea. H. M. Muxaiinona. - 88 ¢. ; U. 2 :, [2013].

19. Jlobames AK., Xansmur J1.B., ['yaos I'.H. [IpotuBonetiictBue sxoHOMUbecKoMy mmioHaxy (Mudop-
maroHHoe rocodre Ha CD). —CI16.: M3narensckuii jom «Adunax», 2012.

20. KowmrmiekT opraHu3aiioOHHO-PACIIOPSANTEIBHBIX TOKYMEHTOB JIJIsI aTTECTAllMU OObEKTOB MH-

dbopmaru3anuyu aBTOMaTU3UPOBaHHOU HHPOpManmoHHo# cuctemsr; Y. 3: , [2013].

Pekomenoyemasn numepamypa (0ononnumenvHasn):

21.

22.

23.

Bamuer I1. H. Madopmanmonnas 6e€30MacHOCTh M 3amuTa MHGOpMAIK [ DIeKTPOHHBIN pe-
cypce] : Yueonuk / I1. H. banutel, A. B. ba6am, E. K. bapanosa. - M.: PUOP, 2013. - 222 c.
benbrit A.®. Ynpasnenne QyHKIIMOHATHPHOW YCTOWYUBOCTHIO KOMILJIEKCOB CPEJICTB aBTOMa-
TU3allMd B YCJIOBHUSIX MPOTpaMMHO-aNmapaTHhIX Bo3aeicTBuii /CTpareruveckas CTaOWMIIb-
HocTh Ned (57), 2011, ¢.34-36.

TuxonoB B. A., Paiix B. B. Uadopmarmonnas 6e3onacHocts. KoHIenTyansHbIe, IPAaBOBEIE,
OpraHU3aIlMOHHBIC U TeXHUYecKue acnekTol. — M.: ['enmuoc APB, 2006.-275c¢

6.2. IlepeueHnb pecypcoB HHPOPMALMOHHO-TETCEKOMMYHUKAIITMOHHOH ceTH «HTEepHET»
Nudopmannonnsnii Oromterens Jet Info [DnekTpoHHBINH pecypc]. - DnekTpoH. aaH. - [M.,
2014]. - Pexxum goctyna cBo6o.: http://www.jetinfo.ru/ .

Odunmanpubiii caiit Poccuiickoli rocy1apcTBEHHONW OMOIMOTEKH [DIEKTPOHHBIN pecypc]. -
DnekTpoH. aaH. - [M., 2013]. - Pexxum noctyna csobox.: http://www.rsl.ru/ .

Odunuanpaplii caiiT Poccuiickoif HanoHanbHOW OMOMMOTEKHM [DIEKTPOHHBIN pecypc]. -
DneKTpoH. aaH. - [M., 2014]. - Pexxum goctyna cBo6o.: http://www.nlr.ru/ .

Glossary Commander. Ciry»0a TeMaTHYECKUX TOJIKOBBIX CIIOBapel [DiIeK-TpOHHBIN pecypc].
- DnekTpoH. faaH. - [M., 2008]. - Pexxum noctyma cBobo.: http://glossary.ru/ .

CaiiT cripaBOYHO-TIPAaBOBOM cHCTEMBI O (heZiepalbHOMY M PErHOHAIBHBIM 3aKOHOAATEIbCT-
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BaM Poccun - http://pravo.ru/

6.  OdunuansHbpli HHTEPHET-IIOPTAN IPABOBOW MH(pOpMaLuy - http://pravo.gov.ru
7. VndopmanmoHHbIHA opTai B 001acTy 3aimThl nHGopMarmu http://www.securitylab.ru
8. 0O0630p 3apy0eKHOTO 3aKOHOIATEILCTBA B 00J1acTU MH(POPMAIMOHHOM Oe30macHOCTH [DIek-

TPOHHBIN pecypc], cTaths - http://www.intuit.ru/department/security/secbasics/4/4.html.

9.  Ilopran ®CTIK http://www.fstec.ru

10.  Caiit snexkrponHoii 6ubnmuoreku http://www.iprbookshop.ru

7. MaTepuajibHO-TEXHUYECKOE o0ecnevyeHne JUCHMIINHBI
Jlyist mpoBeieH s 3aHATUI TI0 JUCIUILTHHE HEOOXOANMO:

1. Cepsep — 1.

2. [I19BM - 25 KOMIUIEKTOB, 00BEIUHEHHBIE B JIOKAJIBHYIO CETh, C YCTaHOBJICHHBIM [10
MS WINDOS.

3. MynpTUMEAUNHBIA BUAEOIPOEKTOP.

4. OKpaH cO CTOMKOM.

JIEKIMOHHBIX 3aHATHH - ayAUTOPHS C KOMIBIOTEPOM U IIPOEKTOPOM,

7a00paTOPHBIX 3aHATHH — KOMITBIOTEPHBIM Kilacc ¢ ycraHoBieHHbIM [IO MS WINDOS,
CSS, oO6beanHeHHBIN JOKaIbHON HH(POPMAIIMOHHOMN CEThIO IO TEXHOJIOTUU KIIMEHT-CEpBEpP, MHTET-
PUPOBAHHOM B JOMEH C BbIXOJOM B MIHTEpHET

MPOMEXKYTOUYHOM aTTECTALMM (3aYET C OI[EHKOM) — ayAUTOPHUSI.

JlaGopaTopHble pabOThI 3aHATHUS MPOBOAATCA B yUEOHBIX rpynnax (MOArpyInax) 1 UMErT
CBOEH LIENBIO:
1) 3aKkperneHne TeOpeTUIECKMX OCHOB JUCLIUILINHBL, N3J1araéMbIX B JIEKIIMOHHOM KYypC€E, a TaKkKe
CaMOCTOSITEJIBHO U3y4aeMBIX CTYACHTAMH;
2) popMHpOBaHUE MPAKTUYECKUX HABBIKOB IO UCIOJIb30BAHUIO TEXHUUECKUX CPEICTB 3aLUThI HH-
dopmanuu;
3) Hay4UTh CTYIEHTOB UCIOJIb30BaTh TEXHUKU SKCIIEPUMEHTAIBHBIX UCCIEAOBAHUN U aHAIIN3A I10-
Jy4EHHBIX PE3YJIbTATOB;
4) npUBUTHE HABBIKOB PA0OTHI € JIAOOPATOPHBIM 000PYAOBAaHUEM, KOHTPOIbHO-U3MEPUTEIBHBIMU
nprubopaMy U BBIYUCIUTEIBHON TEXHUKOM.
K BbImonHeHuto 1a60paTopHBIX paboT JOMyCKaloTCs 00ydaeMble, yACHUBIINE TEMY, Lelb, COJep-
JKaHue paboThl, MpaBUia TEXHUKHA 0€301MacHOCTH U dKcITyatanuu [I9BM u 3naromue Teopernye-
CKHI MaTepuall 1o TeMe J1abopaToOpHOU pabOTHI.
Jnis MaTepuaIbHO-TEXHUYECKOT0 00ecTieyeHNs AUCUUIUIMHBI « T eXHuYeckas 3anmra nHpopma-

LUHA» HEOOXOIUMBI:
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[Ipu moaroroBke k 1abopaTopHOi paboTe HEOOXOAUMO:

1. M3yuuTh npaBuiia TEXHUKH 0€30M1aCHOCTH U IIPaBUiIa TEXHUYECKOH skciuryarauuu [19BM u
nporpammel Electronics Workbench.

2. [TogroroBuTh O1aHK OTYETA IO JIAOOPATOPHOM paboTe, Ky/Ja 3aHECTH TEMY, IIeJIb pabOTHI, €€ CO-
Jiep’KaHue, COCTaB U Ha3HAYEHUE MPUMEHSEMBIX JJIsl U3MEpPEeHH MPUOOPOB, a TaKKe TaOJIUIIbI Ha-
OMI0ICHUN U3MEPSAEMBIX BEJTHUMH.

3. IloAroTOBUTHCA K MHAWBUIYAIBHOMY COOECEI0BAaHUIO 110 TEME JIAOOPATOPHOU PaOOTHI.
Ilpasuna mexnuxu 6ezonacnocmu npu paoome na II3BM.

Kaxxapiit o0yuaemblii 00s13aH 3HaTh M HEYKOCHUTEIBHO BBIMIOJIHATH OCHOBHBIE TPEOOBaHUS MPaBUI
TEXHUKU 0€30MAaCHOCTH U PACIMCAThCS 3a UX U3YYEHUE.

K camocrosTensHoit padore B kinacce [IIDBM nomyckaroTces iauiia, mpoiieme HHCTPYKTax Mo
TEXHUKE 0€30I1aCHOCTH.

Obwue mpebosanus.:

1. K pabore nHa [I13BM, He cBsi3aHHOH C UX 00CITYKHUBaHHUEM, TOMYCKAIOTCS JIUIA, O0yYEHHBIE
6e3omacHbIM MeToaM paboTsl ¢ [I9BM, a Takxke mporiemne npoBepKy 3HAHUH U EPUOINIECKUN
UHCTPYKTaX.

2. [I59BM noimKHBI yIOBIETBOPATH CIEIYIONIAM OCHOBHBIM TPEOOBAHUSM:

a) OBICTPO BKJIIOYATHCS M OTKIIFOUATHCS OT AJIEKTPOCETH (HO HE CAaMOIIPOU3BOJIBHO);

0) ObITH Oe30MacHBIMU B pab0Te U UIMETh HEJIOCTYIHBIE IS CITy4aifHOr0 MPUKOCHOBEHHSI TOKOBE-
JyLIUE YacTH;

B) TIOJIKJTFOYATHCS K PO3ETKE 000PYIOBAHHON JTOTIOTHUTEIBLHOMN 3a3eMIISIFOIIICH JKUIION MM UMETh
3a3€MJICHHBIN KOPILYC.

Ilepeo nauanom pabomet na IIIBM neobxooumo npogepumsw:

1. CocrosiHue ceTeBOro kabdens, [eTIOCTHOCTh U30JISLUU, OTCYTCTBUE U3JIOMA KU1, HAIEXKHOCTh
KPEIUICHUSI CETEBOM BHUJIKH.

2. MicipaBHOCTB 3a3€MJIEHUS, 3aIUTHBIX OTKJIIOYAIOIIUX YCTPOICTB.

[Ipu oOHapyxeHUH KakuX-1100 HeucnpaBHocTel padota Ha [IDBM nomkHa ObITH HEMEAJICHHO
IpeKpalieHa 1 00 3TOM JOJI0KEHO MPENOoIaBaTeN0 UK HHXKEeHEPY (TEXHUKY) 1abopaTopuu.

Bo epema pabomot na II3BM 3anpewiaemcs:

1. Haunnats paboty Ha [IDBM 0e3 nmpoxokaeHHs HHCTPYKTaXxa 1o MepaM 0e30MacHOCTH IIPH pa-
6ote ¢ [IDBM.

2. Bxurouats [19BM 6e3 paspenieHus npenoaaBaTesl.

3. CamocrosTensHO (0€3 yka3zaHus MpernogaBaTeis) U3MEHATh YTO-IM00 B CXEME WJTH yIaJsTh Ka-

Kre-m60 ¢aifpl B AUPEKTOPUU C YCTAaHOBICHHON MPOTPaMMON.
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4. bes pa3pernieHus 3aBeAyIOLIETO JJaOOpaTOPUH, HHKEHEPA WM TEXHHUKA MIEPEHOCUTh C MECTa Ha
MECTO CUCTEMHbIEe OJIOKM, MOHUTOPHI, Apyrue komiuiekryomue [I9BM u nepudepuiinbie ycTpoii-
CTBa.

5. CHUMATB 3alIUTHBINA KOXKYX CHCTEMHOT0 0JI0Ka 1 MOHHTOpPA M MIPOU3BOJIUTH CAMHUM KaKOU-THOO
peMoHT (kak [I9BM, Tak u npyroro o0opyaoBaHus, pa3HOTo poja kabenen u T.11.).

6. lep>xaTh ceTeBOM Kabelb, KacaThCsl OTKPHITHIX TOKOHECYIIUX 3JIEMEHTOB, KacaTbCs OJTHOBpE-
MeHHO kopryca [I9BM (merannmnueckux yacteld nepuepuitHbIX YCTPOHCTB) U 3a3EMIISIOLIETO
IIPOBO/JIA.

7. loaxmouatk Kk padoTarorieit [I9BM u oTkimrodars oT Hee nepudepuitHbie YCTPOUCTBa, MPOBE-
PATH HAJIEKHOCTH MOJKIIOYCHHBIX Kabeew.

8. KacaTbcs ceTeBbIX TEpPMUHATOPOB U KOHHEKTOPOB, BBIHUMATh UX U3 Pa3bEMOB CETEBBIX KapT.

9. Pa3bupath cuioBbIe pO3E€TKH, TOMENIATh B HUX TOCTOPOHHHUE MPEAMETHI.

[TepeyeHs TUIICH3NOHHOTO IPOrPAMMHOTO 00CSCIICUEHUS, UCTIOIB3YEMOT0 Ha JICKIIMOHHBIX H
cemuHapckux 3aHsaTusix: Microsoft Office; Adobe Acrobat; Adobe Master Collection CS4;
Windows 10 Pro; AutoCAD 2010 Student; Archicad 21 Rus Student; SPSS Statisctics 22;
Microsoft Share Point 2010; SPSS Statisctics 25; Microsoft Office 2013; OC «AnsT OOpazoBanue»
8; Kaspersky Endpoint Security; Visual Studio 2019; Adobe Creative Cloud.

Cocras nporpammuoro obecnevyenus (I10), coBpeMeHHBIX IPO(ecCHOHATBHBIX
0a3 nannbIx (b/]) 1 undpopmanmonno-cnpasounsie cucrem (MCC) (2017 r.)

1. Ilepeyens 110

Tabnuya 1
Nent Haumenosanue [10 ITpouzBonutens | Crnocol pacnpocTpaHeHUs
/n (tuyenszuonnoe unu c60600-
HO pacnpocmpaHsiemoe)
1 Adobe Master Collection CS4 Adobe JINIICH3UOHHOE
2 Microsoft Office 2010 Microsoft JINIICH3UOHHOE
3 Windows 7 Pro Microsoft JINIICH3UOHHOE
7 Microsoft Share Point 2010 Microsoft JIMIIEH3UOHHOE
9 Microsoft Office 2013 Microsoft JIMIIEH3UOHHOE
11 | Kaspersky Endpoint Security Kaspersky JIMIIEH3UOHHOE
2. Ilepeyens Bl u UCC
Tabnuya 2

Neri/it HaumenoBanue
Mexnynapoansie pedeparuBHbie HaykoMmeTpuueckue b/, moctymnHbie B
paMKax HalMOHAJIbHOM noAanucku B 2017 T.
Web of Science
Scopus
[Tpodeccuonanpupie monHoTekcToBBIE bJl, TOCTYNHBIE B paMKaxX HaIMO-
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HaJIbHOU noanucku B 2017 .
Kypuansr Oxford University Press
ProQuest Dissertation & Theses Global
SAGE Journals
Kypnans! Taylor and Francis

[IpodeccronaibHbIC MOTHOTEKCTOBBIE b]]
JSTOR
W3 nanust mo oO1iecTBEHHBIM M T'YMAaHUTAPHBIM HAyKaM

KOMHBIOTCpHBIC CIIpaBOYHBLIC ITPAaBOBLIC CCTCMbI
Koncynbrant Ilmoc,
l'apanT

Cocras nporpammuoro obecnevyenus (I10), coBpeMeHHBIX NIPO(ecCHOHATBHBIX

0a3 nanubix (b/I) u unpopmanuonno-cnpaBounbie cucrem (MCC) (2018 r.)

1. Ilepeyens 110

Tabnuya 1
Nent Haumenosanue [10 [TpouzBonutens | Crnocol pacpocTpaHeHUs
/n (tuyenszuonnoe uau c60600-
HO pacnpocmpaHsiemoe)
1 Adobe Master Collection CS4 Adobe JIMIIEH3MOHHOE
2 Microsoft Office 2010 Microsoft JINIICH3UOHHOE
3 Windows 7 Pro Microsoft JINIICH3UOHHOE
7 Microsoft Share Point 2010 Microsoft JINIICH3UOHHOE
9 Microsoft Office 2013 Microsoft JIMIIEH3UOHHOE
11 | Kaspersky Endpoint Security Kaspersky JIMIIEH3UOHHOE
2. llepeuens BJI u UCC
Tabnuya 2

Nerni/mt

HaunmenoBaunue

Mexnynapoansie pedeparuBHbie HaykoMmeTpuueckue b/, moctymnHbie B
paMKax HalMOHAJIbHOM noAanucku B 2018 T.

Web of Science

Scopus

[Ipodeccruonanpupie nonHotexcToBblie bJI, TocTynHbIe B paMKax HaIMo-

HaJIbHOM moanucku B 2018 r.
Kypnanst Oxford University Press
ProQuest Dissertation & Theses Global
SAGE Journals
Kypuainsr Taylor and Francis

[Tpodeccuonanpabie TOJHOTEKCTOBBIE B]]

JSTOR
W3nanus no o01ecTBEHHBIM U TYMaHUTApHBIM HayKaM

KOMHLIOTepHBIe CIIPaBOYHBIC ITPABOBBIC CUCTECMBbI
Koncynbrant Ilmoc,
l"apanT
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CocraB nporpammHuoro obecnedenus (II0), coBpeMeHHBIX MPO(ecCHOHATBLHBIX
0a3 nanupix (B/1) u undopmanuonno-cnpaBounbie cucrem (MCC) (2019 r.)

1. Ilepeuens 11O

Tabauya 1
Neri/ Haumenosanue 110 [IpousBoauTensb Crioco6 pacrpocTpaHeHHUS (J1u-
I YEH3UOHHOe Ul c80000HO pac-
npocmpausiemoe)
1 Adobe Master Collection CS4 Adobe JIMIIEH3UOHHOE
2 Microsoft Office 2010 Microsoft JIMIIEH3UOHHOE
3 Windows 7 Pro Microsoft JINIICH3UOHHOE
7 Microsoft Share Point 2010 Microsoft JINIICH3UOHHOE
9 Microsoft Office 2013 Microsoft JINIICH3UOHHOE
12 | Windows 10 Pro Microsoft JIMIIEH3UOHHOE
13 | Kaspersky Endpoint Security Kaspersky JIMLIEH3UOHHOE
2. llepeuens BJI u UCC
Tabnuya 2

Neri/it HaumenoBanue
Mexnynapoansie pedeparuBHbie HaykoMmeTpuueckue b/, moctymnHbie B
paMKax HalMOHAJIbHOM noAanucku B 2019 r.

Web of Science

Scopus
[Ipodeccruonanpupie nonHotexcToBblie bJI, TocTynHbIe B paMKax HaIMo-
HaJbHOU moamucku B 2019 r.

Kypnansl Cambridge University Press

ProQuest Dissertation & Theses Global

SAGE Journals

Kypuainsr Taylor and Francis

DJNEKTPOHHBIE N3/1aHUs U3aTeIbCTBA Springer
[IpodeccronaibHbIC MOJHOTEKCTOBBIE b]]

JSTOR

W3 nanust mo oO1iecTBEHHBIM M T'YMAaHUTAPHBIM HAyKam
KomrnbroTepHbi€ ClIpaBOYHbBIE MIPABOBBIE CUCTEMBI

Koncynbrant Ilmoc,

l'apanT

8. ObecneueHune 00pa3oBaTEIbLHOIO NPoIECCa 1JIs1 JIUI[ C OTPAHUYEHHBIMH BO3MOKHOCTSIMH
310POBbS

B xoxe peammzanuu IUCUMIUIAHBI UCIOJB3YHOTCS CIECAYIOIIUE JOIMOJIHUTEIb-
HBIC

METOJIbl 00Y4EHHUS, TEKYIIIETrO KOHTPOJISl YCIIEBAEMOCTH U MPOMEKYTOYHOU aTTecTa-
UM 00YyYaIOIINXCs B 3aBUCUMOCTH OT UX MHAMBHUIYaIbHBIX OCOOCHHOCTEH:
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® JJIsl CJICTIBIX U CTA0OBUISIIMX:

- JIEKIIMU OPOPMIISIOTCS B BUJIE AJIEKTPOHHOTO JOKYMEHTA, JOCTYITHOTO C TIOMO-
b0 KOMITHIOTEPA CO CIEIUATN3UPOBAHHBIM MPOTPAMMHBIM 00€CTICUCHUEM;

- IMCHMCHHBIC 3aJ]aHUS BBITIOJHSIIOTCS Ha KOMITBIOTEPE CO CIICIUATU3UPOBAHHBIM
POTrPAaMMHBIM 00ECTICYCHUEM, HJT MOTYT OBITh 3aMEHEHBI YCTHBIM OTBETOM;

- obecrnieynBaeTCsl MHAMBUAYyaJlbHOE paBHOMEpHoe ocBeuieHue He menee 300
JIIOKC;

- JUIA BBINOJHEHUS 3a/laHusl TPU HEOOXOJMMOCTH TMPEAOCTABISAECTCA YBEIUYU-
BAaIOIIIEE€ YCTPOMUCTBO; BO3MOXKHO TaK» e MCIOJIb30BaHUE COOCTBEHHBIX YBEINYUBAIO-
IIAX YCTPOMCTB;

- MUCbMEHHBIE 3a1aHUs OPOPMIISIOTCS YBEIUYEHHBIM LIPUPTOM;

- 9K3aMEH U 3a4€T MPOBOJIATCS B YCTHOUM (hOpME MITU BBITIONHSIIOTCS B TUCHMEHHOMN
dbopme Ha KOMITHIOTEPE.

® IS TIIyXUX U CJIA0OCIIBIIIAIINX

- ek oQOPMIISIOTCS B BUJIE DJIEKTPOHHOTO TOKYMEHTA, TUOO TPEIOCTaBIIsACT-
sl 3BYKOYCHJIMBAIOIIIAS aNlapaTypa WHIMBUIYaIbHOTO MOJIb30BaHMUS;

- MUCbMEHHBIE 33/IaHKsI BBIMOJIHSAIOTCS HA KOMIIBIOTEPE B TUCbMEHHOM (opME;

- DK3aMEH U 3a4€T MPOBOASATCS B MUCbMEHHON (hopMe HA KOMIBIOTEPE; BO3MOKHO
poBe/IeHHE B pOpME TECTUPOBAHMUS.

® I JIUIL C HAPYILIEHUSMH OMOPHO-ABUTATENILHOIO allapara:

- JIEKIIMU OPOPMIISIOTCS B BUJIE AJIEKTPOHHOTO JOKYMEHTA, JTOCTYITHOTO C TIOMO-
b0 KOMITHIOTEPA CO CIEIUATN3UPOBAHHBIM MPOTPAMMHBIM 00€CTICUCHUEM;

- IMCbMEHHBIC 3aJ]aHUS BBITIOJHSIIOTCS Ha KOMITBIOTEPE CO CICIUATU3UPOBAHHBIM
IPOTPAMMHBIM 00ECTICYCHHUEM;

- 9K3aME€H MPOBOAUTCS B YCTHOU (popMe UITU B MUCHbMEHHOU (pOpME Ha KOMIThIOTE-
pe.

[Ipy HEOOXOAMMOCTH MpPEAYCMaTPUBAETCS YBEIUYEHUE BPEMEHU IS
MOJITOTOBKU OTBETA.

[Ipouenypa mnpoBeAeHUST MPOMEKYTOUHOM aTTeCTalud sl 0O0ydaroIuXcs
YCTaHABJIMBAETCS C YYETOM MX MHJMBHUIYaTbHBIX NCUXO(PU3UUYECKUX OCOOEHHOCTEH.
[IpomesxyTouHas arrecTaisi MOKET MPOBOJIUTHCS B HECKOJIBKO 3TAIIOB.

[Ipu npoBeneHUM  NOPOLEAYpPHl  OLEHUBAHMS  PE3YJIBTATOB  OOy4YEeHUS
IIPEeyCMaTPUBACTCS UCTIOIh30BAHNE TEXHUYECKUX CPENICTB, HEOOXOIUMBIX B CBS3U C
WHUBUTyaIbHBIMA OCOOCHHOCTSIMU OOydJaromuxcsi. DTH CPEACTBA MOTYT OBIThH
MPENOCTABICHbl YHUBEPCHUTETOM, WJIM MOTYT HCIOJB30BaThCA COOCTBEHHBIC
TEXHUYECKUE CPEICTBA.

[TpoBenenue mpoueaypbl OLICHUBAHUS PE3YJIBTATOB OOYYEHHS JIOMYCKAETCs C
WCITOJIb30BAHUEM JTUCTAHIIMOHHBIX 00Pa30BaTEIbHBIX TEXHOJIOTHH.
Oo6ecrieunBaeTcs JOCTYI K MHGOOPMAIIMOHHBIM U OuOIMorpaduuecKkum pecyp-
caM B ceTu MHTepHeT Ui KaXJoro oOyuyaroiierocst B popMax, aJanTUPOBAHHBIX K
OTpaHUYECHUSIM UX 370POBbS U BOCHIPUATHUS UH(DOPMAIUU:
® JJIsl CJICTIBIX U CTA0OBUISIIMX:
- B [IeYaTHOM (hopMe YBETMUECHHBIM HIPUPTOM;
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- B JopMe IIEKTPOHHOTO JJOKYMEHTA;

- B hopme ayanodaiina.

® IS TIIyXUX U CJIa0O0CIIbIIIAIINX:

- B IeyaTHO# dopme;

- B opMe 3IEKTPOHHOTO JOKYMEHTA.

® 151 OOyJarOIIMXCS ¢ HAPYIIEHUSIMH OMTOPHO-ABUTATEIIHLHOTO arapara:
- B Me4atHoO# dopme;

- B popMe IIEKTPOHHOTO JJOKYMEHTA;

- B hopme ayanodaiina.

VYyeOHble ayJUTOpUH JIJIs1 BCEX BUIOB KOHTAKTHON U CAMOCTOSITENIbHOU paboThl,
Hay4yHasi OMOMMOTEeKa U MHbIE MOMEIIEHUS Ji1 00yYeHHUs OCHAIIEHBI CIelUaIbHbIM
000pyI0BaHUEM U y4€OHBIMU MECTAMU C TEXHUYECKUMH CPEJCTBAMU O0YUYECHUS:

® JJIsl CJICTIBIX U CTAOOBUISIIIMX:

- YCTPOMCTBOM 7151 cCKaHUpoBaHusi ¥ uteHus ¢ kamepoir SARA CE;

- nuctieeM bpaiinss PAC Mate 20;

- npuHTepoM bpaitsis EmBraille ViewPlus;

® IS TIIyXUX U CJIA00CIIBIIIAIINX

- aBTOMATU3UPOBAHHBIM PaOOYMM MECTOM ISl JIFOACH C HapyIIEHUEM CllyXa U
cinabocbIanux;

- aKyCTUUYECKHUH YCUITUTENb U KOJIOHKH;

® 151 OOy4YaroIIMXCA ¢ HAPYIIEHUSIMH OMTOPHO-ABUTATENILHOTO arapara:
- IEPEIBMIKHBIMH, PEryJIUPYEMbIMU dproHoMudeckuMu naptamu CU-1;
- KOMIIBIOTEPHOW TEXHUKOW CO CTICIIHAIBHBIM ITPOTPAMMHBIM 00ECIICYCHUEM.

9. MeToau4eckue MaTepHaJIbl

YcnenHoe 0CBOCHHME TUCHUIUIMHBI CTYIEHTOM OIpENeNseTcsi, HECKOIbKUMU (pakTopamu:
MOCEIICHUE ayIUTOPHBIX 3aHSATUM, MOJTOTOBKA W BBHIMOJTHEHUE TOMAITHUX 3aJJaHUN, MPAKTHIECKUX
Y KOHTPOJIBHBIX pabOT, CBOEBPEMEHHOE BHITIOJIHEHHE 3aIlJIaHUPOBAHHBIX (DOPM OTYETHOCTH.

9.1. Ili1anbl 1a00paTOPHBIX 3aHATHIA

C&MOCTOHTGHBHBIG 3aHATUA HaHpaBHCHBI Ha SaerfUIeHI/IG HOHy‘ICHHBIX HAaBBIKOB U IJIA
HpI/IO6peTeHI/I}I HOBBIX TGOpeTI/I‘-IGCKI/IX nu (baKTI/I‘IGCKI/IX 3HaHHﬁ, BBITIOJIHACTCA B YUTAJIBHOM 34aJIC
OMOJIMOTEKH W B JIOMAIIHUX YCJOBUSX, MOAKPEIUIAECTCS Y4eOHO-METOMMYECKUM M WH(OpMaIMOH-
HBIM o0ecrieueHueM (yueOHUKH, Y4eOHO-METOIMUECKUE TIOCOOMS, KOHCIICKTHI JICKIIHA).

C&MOCTOHTGHBHBIG 3aHATUSA BBIITIOJIHACTCA C HCIIOJBb30BAHUCM HK B JOMAIlIHUX YCJIOBI/I}IX,
HI/I6O B 6H6HI/IOTGK€ I/IHCTI/ITYTEI 110 CrieOuaJIbHBIM 3aJaHUSIM B COOTBECTCTBHUU C MECTOANYCCKUMHU Ma-
TepuajaMH, BBIJAHHBIMU TpernogaBateieM. CaMOCTOSTENbHBIC 3aHATHS BKJIIOYAET OTPabOTKYy Ha-
BBIKOB aHaJIM3a CUTYaIlMH, CO3JaHHE MOJEIH CUTYyallud, KOTOpas HMCIOJb3yeTCs B JAHHOM KOH-
KPETHOM METOJIe, U PEIlCHUE 3a7auH, TaKXkKe K CaMOCTOSTENbHON paboTe OTHOCUTCS BBIMOJTHEHUE

3aIaHUM 110 MPOUIeHHOMY MaTepuaity. [Ioqroroska o reMam NpONyIIEHHbBIX 3aHATHN.

37



Haunnas ¢ mepBoro 3aHsiTHs, pernojgaBaTesib OOBSABISET CTyIEHTaM TEMY CJIEAYIOUIETo 3a-
HATUS U CITUCOK JUTEPATyphl. CTYJIEHT JOJKEH 03HAKOMUTHCS C MPEUIOKEHHBIMU HCTOYHUKAMU, B
TaKOM CJIydae OH Ha CJICYIOIIEeM 3aHATUH OYJET TOTOB K BOCIIPUSITUIO HOBOTO MaTepHalia.

CTyneHT [uis caMOCTOSATENbHONU paboThl JOHKEH UMETh MPOrpaMMy Kypca, BOMPOCH! K 3K-
3aMEeHY, CIIMCOK OCHOBHOM U JIOMIOJIHUTEIBHOMN JIUTEPATYPHI 11O KypCy.

[Tocne xaxaoro 3aHATHS, TEpE]] CIEAYIOUUM, CTYICHT JI0JKEH 03HAKOMUTBHCS C MPOieH-
HbIM MarepuajiaoM. [Ipy BOBHMKHOBEHMHM BONPOCOB WJIM HEMOHUMAaHUs, CTYACHT JOJKEH H3YYUTb
PEKOMEHI0BaHHYIO U TOTIOJHUTEIBHYIO IUTEPATYPY MO KypCy.

[Ipouecc wu3yueHus JUCHUIUIMHBI MPEAyCMATPUBAET BBHIMOJIHEHHE O0O0Yy4aroIIUMUCS
CIIETYIOIIHUX BUIOB CAMOCTOSITEIbHON PabOTHI:

- IIOATOTOBKA K JIEKIIUSIM,

IMPAKTUYCCKUM 3aHATUAM, YCTHBIM OIIpOCaM,

BBITNOJTHEHHE NMHCbMEHHBIX padoT,

- IOJArOTOBKA K UTOTOBOM aTTECTALUH.

Bonpocw ona camocmoamensvhoit npopadomku u cCamoKOHmMpona

Paznen Ne 1 Metoaonorndeckue acnektbl mHpopMmamuonHoii 6ezonacnoctu (Ub) n
3amuThl uHGopmaunu (3N)
OcBoeHNe OCHOBHBIX TEPMHUHOB U OTIpe/ieeHnH, mousaTuii B oomactu Ub u 3U.
Ces3p Ub ¢ undopmaruzamnueii odmiecTna.
HeoOxoaumMocTh 1 3Ha4eHHE HOPMATHBHO-IIPABOBOT'O OIMPEIEICHNSI OCHOBHBIX ITOHATHIA.
Knaccudukamms yrposz b, kananos HCJI x uadopmaru B VIC. [ToaroroBka K TECTUPOBAHUIO.
Kakne 00bexTsl 3amuThl B HHPOpMarmonHsix cuctemax (MC).
OcHoBHble ucTOYHUKHU yrpo3 11t UC.

XapakTepHble yrpo3sl 11 nHGopMaImoHHbIX pecypco (UP).

[C <IN e Y " N \S

[ToaroToBka momanrHei paboThI 1O 3aJJaHUIO MPEToAaBaTeNsl.
Pa3znea Ne 2 Undopmannonnas 0esonacHoctb. Mepsbl o0ecnevyeHnst HHGOPMALMOHHOMI
0e30macHOCTH

1. TlonsATue u Ha3HaUEHUE CTAHJAPTOB.

Buzpl craHAapTOB ¥ KPUTEPUU OLIEHKU COCTOSTHUSI MH(OPMALIMOHHOIN 0€301MacHOCTH.
Poccuiickue HOpMaTUBHO-TIPAaBOBBIE aKThHI B 00mactu Ub.

bazoBbie mpuHIUIBI 3anUThl WHPOpMaIMKU OT HecaHKImoHupoBaHnHoro aoctyna (HCJ) B
COOTBETCTBUU C HOPMATHUBHO-IIPABOBBIMH JJOKYMEHTAMHU

OcHoBHbI€ TpyNIIBI Ki1accoB 3amuiieHHoct 1C.

Sl

OCHOBHBIE pa3fienbl U coaepkanue nonutuku Ub.
OcHoBHBbIE pa3zensl U coaepkanue nporpammsl Ub.
ba3oBble HHCTpYMEHTAIbHbBIEC CPEACTBA I AHAIN3A PUCKOB.
Crpareruu ynpaBjieHUs pUCKAMH.

WP
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10.

11.
12.

13.

14.

15.

16.
17.
18.
19.
20.
21.

= PPN oaWwm

MuHMMH3anuss TPUBWIETHA UM paclpenelieHne OO0s3aHHOCTEH MEXAY IEepCOHAIOM, Kak
OCHOBHOM NPUHIMIT UCKIIOUEHHS OT CIy4YalHBIX OMIMOOK M peanu3aluy MpeJIHaMepeHHbIX
yrpos

OcHoBHBIE TPeOOBaHUSA K TIEPCOHATY T10 Toepkanuto padborocnocoonoctu. MC,

OcHOBHBIE ITpaBUJIa IO UCKITIOYEHUH JIeCTAOMIN3UPYIOMUX (PaKTOPOB HAPYIIEHUS COCTOSHUS
Hb

JlelicTBus mepcoHajla MO0 MMHHMMHU3aLUM yliepOa NMpH MJIaHUPOBAHUE BOCCTAHOBHUTEIbHBIX

pabor

OcHoBHbIe TIpoOiemMbl B mocTtpoeHuu C3U, cBs3aHHBIX € pa3BUTHEM HHGOPMAITMOHHBIX
TEXHOJIOTHM.

[lepeuncnure MIPUHLATIBI ApXUTEKTYPHOUI 0e30macHOCTH JUTS obecrnieueHust
koH(puaeHmansHoctu UP.

OCHOBHBIE IPYIIBI METOJIOB ayTEHTU(UKAITUH.

OcobeHHOCTH MTPOTOKOIMpOBaHus U ayauta. 1b.

CUMMETpUYHBIE U aCCUMETPUYHBIE KPUIITOCUCTEMBI.

KowmmerotepHas creranorpadusi.

OCHOBHBIE KJIaCChl MEKCETEBBIX IKPAHOB.

[MoxroroBka qomMariHeit pabOTHI IO 3aaHUIO TIPETOIaBaTeNsl.

Pa3nen 3. Cucrema 3amuthbl HH(pOPMALMHU

CTpyKTypa TOCyJapCTBEHHOW CHUCTEMBI 3aIlUThl MHPOpPMAINH, 3aJa4d OPraHOB 3aKOHOJA-
TEJIHLHOMN, UCTIOTHUTEIBPHONU M CYJIeOHOM BJIACTH IO CO3/IaHUIO YCIIOBHM MO 00ECIIEYCHUIO WH-
dbopMaImoHHON 6€30MaCHOCTH.

HazoBuTe rocynapcTBeHHbIE OpraHbl IO KOHTPOJIIO M HAA30pY 3a 00eCIeueHUEM 3alUThI TO-
CyJapCTBEHHOH TaifHbI M KOH(UACHIMAIBHOW HHPOPMALIUHU UX 33124 U QYHKIIUU.
Knaccudukanus Hapymmureneid mo BO3MOXKHOCTH JOCTyNa K OOBEKTYy (IIpeIMEeTy) 3alluThl,
CTETNICHH MOATOTOBKU M OCHAIICHHOCTH CPEACTBAMH B3JIOMa, 00X0/la CPEICTB 3aIlUThI WH-
dbopmaruu.

Bo3MoxHblE TNpPUYMHBI, YCIOBUS M OOCTOSATENbCTBA, CO3JAIOIIME MPEAINOCHUIKH IS

CBEpILEHUS IPECTYIUIEHUH (IIpaBOHAPYILIEHNUI).

YTo moHMMAETCS 101 KOMIUIEKCHBIM TOIX0JI0OM K 3aIuTe HH(pOpMaIu.

UTo moHUMAETCS TIOJT CUCTEMHBIM MOJX0I0M K 3aIluTe HHPOPMAITIH.

Kaxkue ncxoHpie JaHHBIC TSI TOCTPOCHHS CUCTEMBI 3aIIUTHI HH(POpMAITHH.
CTpyKTypa CUCTEMBI 3alUTHI UHOOPMALIUY HA TPEATPUITHSIX.

[lepeuncnure Tanbl U IepedeHb PabOT MO CO3aHUI0 CUCTEMBI 3alUTHI HH(OPMAIIUH.

MOATOTOBKA JJOMAIITHEH paOOTHI IO 3aJaHUIO0 MTPEOIaBaTEII.

Paznen 4. KoHTposb M OTBETCTBEHHOCTb MO o0ecnedeHH0 HHGOPMAIMOHHOM

0e30I1aCHOCTH U 3alMThl HHPOPMALHMH

OcHOBHBIE TIOJIOKEHUS IO OCYIIECTBIEHUIO KOHTpOosIs. Llenu, 3anaun, MpUHIUIIBI KOHTPOJIA.
OcCHOBHBIE MEPONIPUATHS IO OCYLIECTBIECHNUIO KOHTPOJIS.

[IpoBepka (KOHTPOIb) HATWYUS KOH(DUICHIIMATBHBIX TOKYMEHTOB M MHBIX HOCHUTENEH KOH-
(duneHIaTbHBIX CBEACHUH.

[IpoBenenue cinyxeOHOTO paccieAoBaHus MO (akTaM HapylIeHHs TpeOOBaHUM pexHuMa

KOH(HICHITMATBHOCTH.

IloHATHE U BUIBI IOPUIUYECKON OTBETCTBEHHOCTH 3a HApYLIECHUE IIPABOBBIX HOPM II0 3allUTe
nHpopmanuu.
Meps! IUCHUILUIMHAPHON OTBETCTBEHHOCTH corlacHO Tpynosoro koxekca PO.
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7.  AJIMUHUCTpaTHBHAs OTBETCTBEHHOCTb 33 MIPABOHAPYIICHUS B OOJIACTH 3alIUTHl HH()OPMAIIH.

8. YrosoBHas OTBETCTBEHHOCTH 3a IPABOHAPYLICHUS U MPECTYIUICHNS B 00JacTH KOH(DUICHIH-
IbHOM MH(pOpMAIIHH.

9. VYrosoBHas OTBETCTBEHHOCTb 3a IIPAaBOHAPYIIEHUS M NPECTYIUIGHUs B  o00JacTu

rOCyIapCTBEHHOW TAHBI.

10. TIloaroroBka momarrHei paOOTHI 1O 33JaHUIO MPEToAaBaTENs.

MeTtoauyeckue yKkazaHus 110 OPraHU3alii U POBEJCHMIO JJAa00PaTOPHBIX padoT

JlabopaTopHas padora Ne 1. Pazpabomka knuenm-cepeepnozo npunoxcenus é Delphi.

Lenb pabotsr: M3yunTh COBpeMEHHBIE CPENICTBA CO3aHUS KITMEHT-CEPBEPHBIX MPUITOKEHHM
B cucreme Delphi. Hayuntbces npaktudeckoil paboTe 1o opraHu3aluy U pelieHuto 3aaad uHpop-
MAaIMOHHOHN 0€30MacHOCTH B CETH.

3aoanue na n1adbopamopuyro padonty

1. V3yuuTh TeopeTruecKuii MaTepua 1o JaHHOU J1abopaTopHOil padoTe.

2. O3HaKOMUTKCS C YKa3aHUSAMU [10 IpOrpaMMUpPOBaHuUIO B Ha si3bike Pascal B cpene Delphi.

3. PazpaboraTh mporpaMMHBIH KOMIUIEKC, MPEICTABISIONINI c000i KIMEHT-cepBepHOe
npuiiokenue B cpezie Delphi, ocymecTBisioniee nepefady JaHHBIX MEXKAY ABYMS XOCTaMU B CETH.

4. BemonmaUTs MpoOHOE mudpoBaHue/pacinPOBKY JTaHHBIX, MEPEIaBaeMbIX MO CETH B
paMKax KOMIBIOTEPHOTO Kjacca. BCTaBUTh B OTYET NOJyUYEHHBIE JaHHBIE, ONIUCATh METOAMKY BbI-
NIOJIHEHUS 3aJaHUsl.

5. OTBEeTUTH Ha KOHTPOJIbHBIE BONIPOCHI B KOHIIE 3a/1aHUS.

Teopemuueckuit mamepua.

PaccmoTpuM nporueaypsl Co31aHus PUIIOKEHHUH 1t 0OMeHa COOOIEHUSIMH B CETH T10 IPO-
tokonam TCP/IP.

Pazpaborka TCP-cepBepa B Delphi.

1. Hanecem Ha popmy Delphi komnonenty TidServer ¢ Bkimagku IndyServer.

2. B ero coiictBe Bindings ykaxem IP-anpec njaHHOro KOMIbrOTEpa MU HOMEP MOPTA, Ha
KOTOPOM cepBep OyJeT 0XKHIaTh BbI30Ba OT KJIMEHTA (HOMEP MopTa — MPOU3BOJILHOE YUCIIO OT 1 10
65767, HO KenaTeIbHO MCIIOIB30BaTh HOMepa Bhimie 1024, T. K. MOPTHI C MEHBITUMHA HOMEpPaMU 3a-
pe3epBUPOBAHBI JIJIsl CTAHJIAPTHBIX CIYXk0),

3. B cBoiictBe MaxConnections ykaxkxute 5 (MaKCUMaJIbHOE YMCIIO COETUHEHUH K CEPBEPY),
B cBoiicTBO Default Port 3anummTe 3HaueHne opTa 0 yMOJYaHMIO, @ B CBOMCTBO Active 3aluIIu-
Te true.

4. Jlo6aBbTe Ha dopmy ieMeHT Tuna TMemo ajis BEIBOJA B HETO COOOICHUH, TOTyUeH-

HBIX OT KJIMCHTA,
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5. Tlpm BbI3OBe KJIMEHTa BhIpabaThiBaeTcsi coobiTrie OnExecute snemenTta IdServerl. [ns

ero o0paboTka oTkpoiite BKiIaaky Events IHcriekTopa 0OBbEKTOB U IEIKHUTE ABAKIBI B MOJIE TIPO-

uenypsl OnExecute.

6. B oTkphIBIIICH TIpolIeIype BBEAUTE CIASAYIOIINI KO/ :
Procedure TForm1.IdTCTServerl Execute(Athread: TidPeerConnection);
Begin

with Athread. Connection do

begin

Memol.Lines. Add(CurrentReadBuffer);
Writeln(‘Coo0mieHue nomydeHo’);

Disconnect;

end;

End;

ITpunoxenne TCT-knauent B Delphi.

1. Hanecure Ha dopmy anement TidTCPClient ¢ manenmu IndyClient, aBa >nmemeHTa THITA

Tedit nyist BBOIa COOOIIIEHMI cepBepy M MOTyUeHHUs OTBETa, M KHONKY TButton.

2. B cBoiictBe Host anmementa TidTCPClient ykaxxute IP-agpec cepBepa, a B cBoiictBe Port

3az1aiiTe HOMEp MopTa (TOT XKeE, YTO y CEPBEPA).

KOJI:

3. IlenkHuTe nBaXKabl o 31eMeHTYy Buttonl U B mosiBUBIIEMCSI OKHE BBEIUTE CJIEIYIOLIUN

Procedure TForm1.Buttonlclick(Sender: TObject);

Begin

IdTCPClient1.Connect;

IdTCPClient1.Writeln(Edit1.Text);

Edit2.Text:= IdTCPClient1.ReadLn;

IdTCPClient1.Disconnect;

End;

4. Ho6aBwTe Ko ¢yHKIMu MDS, B3sTHIN U3 onMcaHust 1abopaToOpHOM padoThl Ne3.
5. 3amyctute 00a IPUIIOKEHUS U MPOTECTUPYNUTE NOTYUYEHHYIO IPOTPAMMY.
KoHTposabHbIe BONpockl

1. Ha xaxoit Bknanke Delphi HaxoasTcss KOMOOHEHTBI AJsi CO3AaHUS KIMEHT-CEPBEPHOTO

MPUITIOKEHUA?

2. Kakue ocHOBHBIE CBOMCTBA HAJI0 YCTaHOBHUTH B KomnoHeHTe Indy Server?

3. Kakue oCHOBHBIE CBOWCTBA Ha/10 yCTaHOBUTH B KomnoHeHTe Indy Client?
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4. Kaxko# mpoTokoi ucnoib3ytoT komnoHeHTs! Indy Server u Indy Client qyist ycraHoBiIeHUS
CBSI3M T10 JIOKJIbHOU ceTH? MO0>KHO JIM NCII0JIb30BaTh NpUiIokeHue B cetu HTepHer?

JlabopaTopHasi pabora Ne 2. Peuienue ¢ 10KaibHOU cemu 3a0a4u aymeHmupurayus
nonv3oeameneil.

enb. O3HAKOMUTBHCSA C OCHOBHBIMU QJITOPUTMAMH ayTeHTH(PHUKAIIMU MOJIb30BaTeNel B ce-
TH, DJIEKTPOHHOHN moanucH, ceptudukanuu. Paspadorars koMruieke nporpamm B Delphi ns nepe-
CBUIKHU M TIPOBEPKHU MJIEHTH(PHUKATOPOB MOJIb30BATENCH, pEIICHHS 3a1a4H PacIpeIeICHUsI CeKPETHO-
ro KJIro4a, UIeHTU(UKALUY TOCTaHUi Ha OCHOBE 3JIEKTPOHHO - IU(POBOM MOANKCH U cepTU]UKa-
TOB.

[TporpammHuo-annapaTHbie cpeacTBa. KommbroTepHast 1abopaTopusi, COCTOANIAS U3 KOMIIb-
I0TE€POB, COEIMHEHHBIX B JIOKAIbHYIO ceTh, makeT Delphi 7 (Delphi 2005).

3aoanue na n1adbopamopuyro padonty

1. V3yuuTh TeopeTruecKuii MaTepua 1o JaHHOU J1abopaTopHOil padoTe.

2. Pazpabortath nmporpaMMHbIii KomIuieke B cpeze Delphi renepanuu mapamerpoB MeTona
RSA u nepecbuiku (IyO0auKaum) OTKPHITOTO KIF0Ya B CETH.

3. Peanu3oBarh alropuTM I€HEPAIMHU JIEKTPOHHO - MUGPOBOM MOAMKUCH C UCIIOJIH30BAHUE
3aKpBITOTO KiIo4a Metoga RSA u ¢pyHkiuu xemmposanus MDS.

4. Peanu3oBaTh aNrOpUTM MPOBEPKHU AIIEKTPOHHO - HU(POBOM MOAMUCH C UCHOIH30BAHUE
OTKpBITOro Kitoya Metofa RSA u ¢pynkuuu xemmposanus MDS.

5. BbImosHUTE TPOOHYIO MEPECHUIKY JTaHHBIX B paMKax JIOKaJbHOW CETH KOMIBIOTEPHOIO
kiacca, cHa0xeHHbIx DLII. BcTaBUTh B OTYET MOJTydeHHBIC JaHHBIC, OMMCATh METOJIUKY BBITTOJIHE-
HUS 3aJ]aHUsl.

6. OTBETUTH HAa KOHTPOJIbHBIE BOMPOCHI B KOHIIE 3aJaHUsl.

Teopemuueckuit mamepuan.

OpnHoit 3 HamboJiee BAXKHBIX CIY)KO O€30MacCHOCTH SIBISETCS ayTeHTH(UKAIUs. AyTeHTH-
duKays — 3T0 MOATBEPKIAECHUE MOJIb30BaTeIeM WH(OPMAIIMOHHBIX YCIYT CBOETO MACHTU(UKATO-
pa. AyTeHTU(UKAIHS BBITOIHACTCS C TOMOIIBIO Pa3HBIX METO/I0B, U3 KOTOPBHIX MPOCTEUIIINM SIBIIS-
eTCsl MpEeAbIBICHUS TOJb30BAaTEIEM CEPBEpPY CEKPETHOrO CJIOBAa — MapoJjisi, U3BECTHOTO TOJBKO
M0JIb30BATENIO U CEPBEPY.

Xew-hynkuyuu

Xem-pyHKIIMKA WUTPAlOT B WH(GOPMAIMOHHON 3allMTe BaXKHYIO POJIb, CO3JaBast JJIS DIIEK-
TPOHHOTO JOKYMEHTa €r0 «MOMEHTAJIbHBII CHUMOK» U TE€M CaMbIM 3alllUdIas JOKYMEHT OT Jajb-
Helmen MoK WU TTOIMCHBI.

B mupokxom cmeicnie GyHKIMeH xemmpoBanus HaszbiBaeTcs GpyHkus H, ynosnerBopsiromas

CJICAYIOUM OCHOBHBIM CBOICTBaM:
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1. Xem-dyakuus H MokeT mpuMEHATHCS K OJIOKY JaHHBIX JTFOOO0M JITTHHBI.

2. Xem-¢pyukuus H co3gaer BbIxon (pPUKCHpOBAaHHOW UIMHBI (paBHO, Hampumep, 128 Out
JUIs KJaccudeckoit pynkuuu xemupoBanust MDS, u 160 Out s pynkmuu SHATL).

3. H (M) BeuucnsieTcss OTHOCUTENBHO OBICTPO (32 MOJMHOMUAILHOE BPEMS OT JIJTMHBI CO-
obmenusa M).

4. Jlns 1:000ro JaHHOI'O 3HAUCHMS XEII-KOJa h BRIUMCIMTEIHLHO HEBO3MOXKHO HaiTH M Ta-
koe, uto H (M) = h.

5. Jyst mo60oro JaHHOTO X BRIYHUCIUTENHHO HEBO3MOXKHO HAaUTH ¥ X, uTo H(y) = H(X).

6. BeruncauTenbHO HEBO3MOXKHO HAaWTH MPOM3BOIBHYIO Mapy (X, y) Takyio, uro H(y) = H
(x).

TepMHUH BBIYMCIUTENIBHO HEBO3MOXXHO O3HAYAeT 3/1eCh, YTO B HACTOSILEE BPEMs pEIICHUE
9TOM 3amauu Ju00 TpeOyeT CIMIIKOM OOJIBIIOrO WHTEpBajia BPEeMEHH (Hampumep, 0ojiee COTHH
7eT), 1100 UCIOIB30BaHUS CIUIIKOM OOJIBIINX BBIYMCIUTENIBHBIX PECYpPCOB, UTOOBI pelIeHue 3aa-
YU UMEJIO CMBICII.

IlepBbie Tpu cBO¥CTBA TPEOYIOT, YTOOBI XEII-(DYHKIHS CO3aBalia Xel-KoJ| AJIs JF00ro co-
obmenus. YeTBepToe CBOMCTBO ompeeiseT TpeOOBaHUE OJHOCTOPOHHOCTH XelI-(DYHKIIMH: JIETKO
CO3/aTh XEUI-KOJI 110 JaHHOMY COOOIIEHHIO0, HO HEBO3MOXHO BOCCTAHOBUTH COOOIIEHUE 110 JaHHO-
MY XEeLI-KOAY.

Cxembl aymenmugpukayuu.

[TockonbKy mpH mepefade JaHHBIX MO CETH HUKTO HE 3aCTPaxoBaH OT BO3MOXHOCTU YTEHHUS
JAHHBIX HA MPOMEXKYTOUHBIX y3jaX, TO Tepefada Mapojisi MO CETH B OTKPBHITOM BUE SIBISETCA
omacHbIM. [loaToMy IS HaAE)KHOUM ayTeHTU(DHUKAIIMKY U COXPAHECHUS MapoJisi OT B3JIOMa HCIIONB3Y-
I0TCSI Pa3HbIE CXEMBI CETeBON ayTeHTU(UKANU. 3/1ECh MBI PACCMOTPUM CJIEIYIOIIHE TPH CXEMBI:

Cxema aymenmuukayuu Ha 0CHOBe C/108A-8b13084 U XeUl-CEEPMKU.

B sToli cxeme moJsib30BaTeNib 3apErUCTPUPOBABIIMCH HA CEpPBEpE, MOJYy4aeT CEKPETHBIN
KJIt04 P, KOTOpBI coxpaHsieTcs Takke Ha cepBepe. [Ipu BbIXojie Ha CBSA3b MOJIB30BATENb MOCHLIACT
cHavana cBoil ujeHTHuduKarop. [lomydyuB MHICHTHPHUKATOP, CEpBEp MPOBEPSET HATUYUU TAKOTO
M0JIb30BaTENsl 1O CBOEH 0a3e MaHHBIX M 3aT€M BO3BpalllaeT IOJb30BaTENIO clydyailHoe OoJblIoe
guciao N (00br9HO MIuHBI 16 0aiiT), Ha3pIBaeMOE CIIOBOM—BBI30BOM. [lob30Baresb, MOTYIUB 3TO
yrcio, Gopmupyert napy <N, P, TS>, rae P o603nauaer napons nonb3oBarens, TS — Tekymuid Mo-
meHT BpemeHu (Time Stamp), moaBepraer ee xem-npeoOpazoBaHUIO M OTIPABISAET MOIYYEHHOE
sHauenne h=h(<N, P>) cepBepy. CepBep, moayunB cCBEpTKY h, u3BiIekaeT u3 0asbl JaHHBIX MMAPOJIb
MOJIB30BAaTEJIs, BBITIOJIHSET TO K€ npeodpazoanue h(<N, P) u cpaBHHBaeT 1Ba MOJIydYeHHBIX 3HaYe-
Hus h. Eciiu oHu coBnanu, To mporeaypa ayrTeHTu(GUKAIUs CUUTAETCS YCIICITHOM.

Cxema aymenmugpukayuu na ocnoee 3nekmpounoii noonucu (J1I).
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B aT0i1 cxeme mosb30BaTeNb 3apETMCTPUPOBABIINCH HA CEpBEpe, MOJydyaeT Mmapy OTKpbI-
ThIi/cekpeTHbIN Kitou P. OTKpBITHIN KIItOU coXpaHseTcs Takke Ha cepsepe. [Ipu BbIxoae Ha CBS3b
nonb3oBarens Gopmupyet Habop < Id, M, Ts>, rae Id o6o3HadaeT uneHTUGUKATOP TOTH30BATENS,
M - cooOmienue mosdb3oBatens, 1Ts — Merka BpemeHu (Time Stamp), moaBepraeT ero xemi-
npeoOpazoBannio h=h(< Id, M, Ts>) u mmdpyer 3akpeiteiM KitouoM EncKz(h). [Tonyuennsiit koxa
HA3BIBACTCSI SJIEKTPOHHO-IU(DPOBOI MOAMUCHIO U CIYXKHUT IS TIOATBEPKICHUS HEM3MEHHOCTH CO-
o0IIeHUsT ¥ MPOBEPKHU aBTOPCTBA IMOciaHus. DiaekTpoHHO-uupposas noanuck EncKo(h(< Id, M,
Ts>)) mpuknagsiBaeTcs ¢ ucxogHomy coodmienuto < Id, M, Ts> u ornpaBnsercst Ha cepsep.

Cepsep, nmomyuuB maket, pacmmdposeiBaeT DI, u3snekas ceptky h(< Id, M, Ts>), na-
paJIJIeNIbHO BBIUUCIISIET TaKyo ke cBepTKy h= h(< Id, M, Ts>), ucnons3ys Te k€ UCXOIHbIE JaHHbIE
U Xell (YHKINIO, U CPAaBHUBAET JIBa MOJyUYEeHHBIX 3Ha4eHus h. Ecnu oHU coBmanu, TO mporeaypa
ayTeHTU(UKalKs cuuTaeTcs ycrenHoi. Bpemennas metka TS BBINONHSET poJib CEAHCOBOIO KIIIOYa
JUTSI IPEIOTBPAILIEHUS aTaK BOCTIPOU3BEICHMUSI.

Hcnonb3oBanue xen-(QOyHKIUKA B ’TOM METOJIEC HE SIBISIETCS 00S3aTEIbHBIM U CIY>KUT JTUIIIb
JUTSL YMEHbBIIICHUs 00beMa BBIYUCIICHUHN I IIH(PPOBAHUS U COKPAIICHUS CETEBOTO TpaduKa.

DneKTpoHHO-II(POBas MOAMUCH MOXKET ObITh CPOPMUPOBAHA HA OCHOBE PA3TUYHBIX METO-
JIOB IBYXKIIFOUEBOM KpunTorpaduu, Hanpumep, RSA, Dnb-I"amans, s37MnTuieckux KPUBBIX.

Cxema aymenmuukayuu Ha ocHose cepmuguxkama.

JlaHHas cxeMma IpearonaraeT Hajludue TPeTbel CTOPOHBI, HaspiBacMou YI[ — ymocrose-
pstomuM 1eHTpoM win L{C — nentpom ceptudukanuu, KOTopas BbIaeT yI0CToBepeHus (cepTudu-
KaThl) BCEM YYaCTHHUKaM CETEBOTO JOMEHA, BXOJAIIEro B 30HY AelctBusa nanHoro L[C. IIpu peru-
CTpalliy HOBOTO IOJIb30BaTeNs wiu cepBepa B fomeHe [[C BriTaeT HOBOMY y4acTHUKY cepTU(UKAT,
COCTOSILUMIA U3 OTKPBITOM YaCTH, CONEPKALLNN TAKUE TAHHBIE KaK:

1. Unentudukarop Bragenpiia ceprudukara,

2. Anpec Bianensiia cepTudukara,

3. OTKpBITHIN KJIIOY BiajeNbla cepTudukara,

4. Kareropus Brnajaenblia cepTudukara (Hampumep, moab30BaTeNb ¢ OTPAHUYCHHBIMU TIOJI-
HOMOYHSIMH WM aJIMUHHUCTPATOP MPOEKTA).

5. HammenoBanwue 1IC u ero aapec,

6. ANTOpPUTMBI, UCIIONB3yEMbIE JJIs TeHepauuu Kiodei u popmupoanus DI, u ux Bep-
CHH, U 3aKPBITON YacTH, COACPKALIUHI Ty e MHPOPMALIUIO, 3aKPEIUIEHHON 3JIEKTPOHHO-IU(POBOH
noanuckio 1[C (T. €. moABEprHyTOro Xemr - MpeoOpa30BaHUI0 U TOCIEAYIOIIEMY IHGPOBAHUIO C
MOMOIIBI0 3aKpeITOro kioyva L[C).

O0e yacTH BBIJAIOTCS COMICKATEINI0 B DJIEKTPOHHOM BHUJE B BUJAE OAHOTO (haiina. 3akpsiTas

4acTh CIYXKUT JJIsl TOTO, YTOOBI HEllb3s1 ObUIO MO IeTaTh CepTH(UKAT.
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Kpome Toro, couckarens moiydaer OTAEIBHO 3aKPBITHIM K04, COOTBETCTBYIOIIUM OTKPHI-
TOMY KJIIOUY, HAXOJAIIEMYCs B CepTU(UKATE, KOTOPBII cOMCKaTeNb 0043yeTCs XpaHUTh B CEKPETE.

Kpome Toro, oTkpbITast 4acTh cepTu(UKaTa MOKET BbIJaHa B BUIE OYMa)XHOTO JOKYMEHTA,
noATBepKaeHHOoro nevyatsio L[C.

[Tpu oOMeHe cooOmIeHHST KaX bl YYaCTHUK COMPOBOXKIAET CBOE MOCTAaHNE METKOM BpeMe-
HU, 3JIEKTPOHHO-IIU(PPOBON MOANHUCHI0, CHOPMUPOBAHHOM HA OCHOBE CBOETO 3aKpPBHITOTO KIIOYa, U
cepruduxaroM, BeiganHbM emy L[C. Ceptudukar 3aech ciyxut ains yaocroBepenus DLIT ornpa-
BUTEJISI: TIOJy4yaTellb MOAMKUCHIBAET CBOMM 3aKPBITHIM KIIFOUOM IMOCJTAaHMS, a MOIydareiasb pacmud-
poBbiBaeT DI, ncronabp3yst OTKPBITHIA KITIOU OTIPABUTENS, W3BJICUCHHBIN U3 cepTudukara. [loa-
JMHHOCTh cepTU(UKaTa MOATBEPKIACTCA 3IEKTPOHHO-IMppoBoii nmoanuckio L[C, koTopast Moxer
OBITH IPOBEPEHa C IOMOIIBIO pacIM(pPOBKU 3aKPBITOM YaCTH cepTH(UKATa C UCIOIB30BAHUEM OT-
KkpbiToro kiatoda L{C, KoTopslii SBISIETCS OOIIETOCTYITHBIM.

Ilpozpammuposanue xew-pynxyuit ¢ Delphi

Cuctema Delphi obpamaercs Kk BCTpOSHHBIM CpeACTBaM OmeparoHHol cucteMbl Windows
JUTSL TIPOTPAMMHUPOBAHUS PA3TUYHBIX (DYHKIUN XEUTUPOBAHUS, METOJOB MIU(POBAHUS C UCTIOIB30-
BaHUEM KJIACCUYECKON U IBYXKIIIOUEBOI Kpunrorpaguu. bonbIIMHCTBO 3TUX CPEACTB COJEPIKUTCS
B Oubnmortekax advapi32.dll u crypt32.dll, koTopbie TOHKHBI OBITH TIOJIKIIOYEHBI K TpoekTy Delphi.
Jlist 3TOr0 B MPOEKT MPUIIOKEHUS Ha/lo J00aBUTh MOAyidb Wcrypt2.pas, KOTOPBIH MOXKHO CKadaTh
0 ajpecy

http://www. delphikingdom. com/zip/headerCryptoAPI. rar. Kak Bocmonap30BaThCsi 3TUM
MoayseM B mpoekte Delphi MoxxHO mpounTaTh B cTathe FO. Ciekropa

http://www. delphikingdom. com/asp/viewitem. asp? catalogID=1271.

Ecnu Her HE0OXOMUMOCTH HCIONIB30BaTh BCE BO3MOXKHOCTH ITHX OHOTMOTEK, TO MOXKHO
BOCITOJI30BaThCS TOTOBOM MTporpamMmoit ais xem-gyakiuun MDS (cM. ipuil. B KOHIE).

VYkazaHusl K BBITIOJIHEHUIO JTa0OpaTOPHOM padoTe.

JlabopaTopHasi padoTra 4 cOCTOMT M3 ABYX YacTeil, Kaxaasi U3 KOTOPbIX BbINOJIHAETCS
B 0/1HOii opme Delphi.

B niepBoit yactu cienyet pa3paboTaTh KIMEHT-CEPBEPHOE MPUIIOKECHHUE TSl YAAICHHON ay-
TeHTU(UKALMY MOJIb30BaTeNe Ha KOMIIBIOTEpPE-CEPBEPE COTJIaCHO HOMEpY CBOero Bapuanrta. Jlis
ATOTO MCIIOJIb3YHTE pa3paboTKy, BHITOJHEHHYIO B JaOOpaTopHOi padboTe 2.

Bo BTOpOI#i yacTH HagO BBHIOJHUTH HANKCATh MPUIOKEHHUE, TpeAcTaBisonee padory Llen-
Tpa Ceprudukanuu X.509 no Beinaye cepruduxaroB X.509 npyrum mosib30BaTessiM CETH MO UX
3arpocam.

Bapuanmu 3a0anuii

45



YerHble BapuanThl. Pa3paborarh npuioxeHue, oCyIlecTBIsAONee ayTeHTU(DUKAIINIO TOJIb-
30BaTeliel Ha OCHOBE CJIOBA-BbI30BA.

Heuernsle BapumanTtbl. Pa3zpaGoTaTh mpuiiOKEHHE, OCYLIECTaBISIOIMIEee ayTCHTU(UKALIUIO
MOJIB30BATEJICH HA OCHOBE JJICKTPOHHO-ITU(POBOM MOANKCH, TEHEPUPYEMOH C IMOMOIIBI0 METO/a
RSA.

KoHnTposabHbIe BONpockl
Uro takoe ayrentudukamnus? [lepeuncianre oOCHOBHbIE METO/IbI ayTEHTU(DUKALINY.

Yro Takoe xemnr-npeodpazoBanue? [lepeuncinte OCHOBHBIC CBONCTBA XeII-(PyHKITAMN.
B uem 3akmrouaeTcst ayreHTH(UKAIMS HA OCHOBE CJIOBa-BhI30Ba?

Uro Takoe 3nekTpoHHO-1MdpoBas noanuck? Kak ona popmupyerca?

A o e

Kak Beimonssiercs nposepka nocianus, nognucanoro JLI1?

6. Uro takoe ceprudukanus X.509? KakoBbie mpenmyIecTBa uMeeT ayTeHTH(GUKAIUS Ha
OCHOBE CepTU(UKATOB MO CPABHEHUIO C IPYTUMH BUAaMU cepTUduKarmm?

7. YTO BXOAUT B cOCTaB cepTudukara?

8. Kakwue ocHoBHbIe QyHIMM BhinonHsAeTcs Llentp Ceprudukanum X.5097

9. CKONbKO pazNUYHBIX KIIIOYEH MCIOJIB3YeTCsl B MpoLeaype ayTeHTHU(UKALKUS Ha OCHOBE
cepTudHUKATOB, U KAKUM 00pa30M pacIpOCTPAHSIOTCS ATH KIt0un?

10. Kakum 00pa3oM ocymecTBIseTcs IpoBepKa MOUTMHHOCTU cepTrdukara’?
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9.2. MeTonuueckre peKOMEH/IAIMH 10 TTOATOTOBKE MMCbMEHHBIX padoT (pedepatos,
JIOKJIaJI0B)

Pedepar, noxjiaa — nNpoaykT caMOCTOSITEIbHOM padOThI CTYAEHTA, NPEACTABISIIOIUN CO-
00if HanMcaHue y4eOHbIN paboThl M MyOJUYHOE BRICTYIJICHUE IO TIPEICTABICHHUIO TTOTYYECHHBIX pe-
3yJbTATOB PEIICHUs OMPEACICHHOW Y4eOHO-TIPAKTUYECKON, yueOHO-HCCIIeIOBATEILCKON WU Ha-
YYHOU TEMBI.

IIpuMepHBIH nepedyeHb TeM pedepaTos, 10KIAT0B
1. OcHOBHBIE METOJIUKH, UCIIOJIb3yEMBbIE IS OLICHKH PHCKOB.

2. Ilpouemypa hpopMupoBaHUs FIEKTPOHHON MTOATHCH.

3. OcHoBHble KaHalbl HecaHKIOHUpoBaHHOTO noctyna (HCHO x nnpopmarmu npu ee oOpa-
00TKE C NCTIOJIB30BAHNEM TEXHUYECKHX CPE/ICTB.

4. Mertonpl, crocoObl HecanknuonupoBanHoro pocryna (HCI) x wuHbopmaruu mnpu ee
obpabotke Ha CBT (AC).

5. OcHoBHBIE YPOBHU ObOecrieueHus1 HHPOPMAITMOHHON OE30MaCHOCTH.

6. Knaccuduxamus yrpo3, HCTOUHHKOB YIpo3 HHPOPMAILMOHHOM Oe30macHoCTH ipu 00padoTke

nH(pOpPMaLIUU C UCTIONb30BAHUEM TEXHUUECKUX CPEICTB.

7. Ocuosuble nonoxeHnss O3 «O6 napopmannn, HHPOPMAIMOHHBIX TEXHOJIOTHIX U O 3alIUTE
UHpOpMALIUN».
8.  KonuenryansHble HOpMAaTUBHO-IIPABOBBIE aKThl Poccuu B 001acTu 3a1uThl HHGOpMAaLUH.
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10.
11.

12.
13.
14.
15.
16.
17.
18.

19.

20.

21.

22.

23.
24.
25.
26.

27.
28.
29.
30.
31.
32.
33.
34.

Pons B Poccun MexBe1OMCTBEHHOM KOMHCCHU TIO 3aIMTE TOCYJAapCTBEHHOHN TailHBI B (op-
MHUPOBAHUU MEPEUHS CBEACHUH, COCTABIIAIONINX FOCYJapCTBEHHYIO TaliHY.

Buns! u kiaccudukanys KOMIbIOTEPHBIX TPECTYIUICHUH.

Buapl KOMIBIOTEPHBIX MPECTYIUIEHUM, METObI IPOTUBOACUCTBUS KOMIBIOTEPHBIM IPECTYII-
JICHUSIM.

[NonuTrka nHMOPMAIIMOHHOMN 6E30MaCHOCTH, OCHOBHBIE TIOJIOKEHUS U ATalbl €€ pa3padoTKH.
[Iporpamma nH(pOpMaLIMOHHOM 6€301TaCHOCTH, OCHOBHBIE TIOJIOXKEHUS U 3TaIbI €€ pa3padoTKH.
OcHOBHBIE YTPO3bl KOMIIBIOTEPHBIM CUCTEMAaM.

MeToauKH OLEHKH PUCKOB 7151 HH(QOPMAIIMOHHBIX CUCTEM.

Cranaaptsl B 061acTH pa3pabOTKH MOJUTHKH HH()OPMAITMOHHON 6€301acHOCTH.
HNHcTpyMeHTabHBIE CPEACTBA JJIsl aHATTN3a PUCKOB U YIIPABJICHUS HMH.

3aKoHOMATENbHBIN  ypOBEHb HWH(POPMAIMOHHON 0€30MacHOCTH, OCHOBHBIE HOPMATHBHO-
MPaBOBbIC JTOKYMEHTBHl HEOOXOIUMBIC MJisi OOecredeHHs Oe30macHOCTH HWHGOpMAIuu Ha
IPEIIPHUITHH.

AJMUHUCTPATUBHBIA ypOBeHb WH(GOPMAIMOHHON O€30MacHOCTH, TMOJUTHKA U IMporpaMma
nH(pOpMaIMOHHOM 0€30MacCHOCTH.

AJIMUHHCTPAaTUBHBIA YPOBEHb HHPOPMAIIMOHHON 0€3011aCHOCTH, aHAJIN3, YUET U YIpaBICHUS
pHUCKaMHU.

[IpouenypHslii ypoBeHb MHGOPMAIMOHHON 0€30MaCHOCTH, Ha3HAYCHHE, IIENId U peliacMble
3aJlauH.

[IporpaMMHO-TEXHUYECKHI ypOBEHb MH(OPMAIIMOHHONW 0€30MMacHOCTH, Ha3HAYCHHE, IEIH U
peliaemble 3a7auu,

[TpuHIHIBI TOCTPOCHUS APXUTEKTYPHOU 0€30MaCHOCTH HHPOPMAITMOHHBIX CUCTEM.
OCHOBHBIE TPYMIIBI MPOIEAYPHBIX MEP MO 00ECTICYeHHU IO HH(POPMAITMOHHOM 0€301MacCHOCTH.
bazoBbie HampaBIeHUs MOAACPKKH pab0OTOCTIOCOOHOCTH HH(POPMAITMOHHBIX CHUCTEM.
OCHOBHBIE CEPBHCHI IPOrPAMMHBIX CPEJICTB 3Tl HH(pOpMayu B HUHPOPMAIIMOHHBIX CUC-
TeMax.

bazoBble rpynmbl METOA0B ayTeHTU(DUKAIIUH.

OcHOBHBIE NpaBUJIa NAPOJILHOM 3aIIUThl B KOMIIBIOTEPHBIX CHCTEMAaX.

Buomerpuueckue cucTeMpl HACHTU(DUKAIIMH TTOJIb30BATEICH.

OcHoBHBIE BUBI YIIPABICHHSI TOCTYIOM K HH(OpMAaLIHH.

Knaccudukanus nporpaMM-BUpYCOB.

ba3oBble BUIbI aHTUBUPYCHBIX IPOrPAMM.

Knaccudukarus BpeZJOHOCHBIX POTPaMM.

OcHOBHBIE CBOMCTBa aHTUBHPYCHOTO ITPOTpaMMHOT0 rpoaykTa Jlaboparopuu Kacnepckoro.
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35.
36.
37.
38.
39.
40.
41.
42.
43.
44.

45.
46.
47.
48.

Knaccudukamnms MeTo10B Kpunrorpadguueckoro npeodpa3oBaHus JaHHBIX.

brounoe u moTokoBoe mudpoBaHue.

OCHOBHBIE METO/IbI ITN(PPOBAHUSA JAHHBIX.

bazoBsie kpunrorpadguyeckrie CTaHIaPTHI.

CHUMMETpPUYHBIC U ACCUMETPUYHBIC KPUIITOCHCTEMBI.

Creranorpaduyeckre CUCTEMBI IPU Niepeaaye HHGOPMAIMH [0 KaHaIaM CBSI3H .

BazoBeie pecypchl HHPOPMALMOHHBIX CHCTEM, MOUIEKAIIUX 3aIUTE.

OCHOBHBIE TIPUHITUITBI APXUTEKTYPHOI 0€30macHOCTH MH(POPMAITMOHHBIX CHCTEM.

CepBuHCHI 0€30MTaCHOCTH JIJIsl peaTU3alliK 3alUTHBIX (YHKINH BIYUCIUTEIHHON CETH.
I/Iepapxml CCPBUCOB 6630HaCHOCTI/I B I/IH(l)OpMaI_II/IOHHLIX TCIICKOMMYHUKAIIMOHHBIX CUCTEMAX
(UTC).

IOpunnveckast OTBETCTBEHHOCTD 3a HAPYIICHHE TIPABOBBIX HOPM TI0 3aIIATE HH)OPMAITIH.
Mepsb! AMCIUTUIMHAPHON 32 HApyIICHHE TIPABOBBIX HOPM TI0 3aIIUTE HH()OPMAIIHIH.
AJMHMHUCTpaTHUBHAs OTBETCTBEHHOCTD 33 IPABOHAPYIICHUS B O0JIACTH 3alUTH HH()OPMAIIH.
VYTro0BHasE OTBETCTBEHHOCTD 3a MPABOHAPYIICHUS U MPECTYILICHHU B 00JaCT KOH(UIACHIIH-

aTbHOUN HHPOPMAITIH.
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Ipunoorcenue 1
AHHOTAIUA JTUCHUITJIMHBbI

Juctumumza «MHpopmaronHas 6€30MacHOCTh M 3aIIyUTa HHPOPMALIUU» SIBJISIETCS 4aCThIO
o0s3aTenpHOro 1uKia (010Ka) TUCIUIUIMH LKKIA y4eOHOro IJlaHa MO HAMpaBJICHUIO MOJTOTOBKU
6akanaBpoB 46.03.02 «/[okyMEHTOBEICHUE U apPXUBOBEIACHUE».

JlucuuiuinHa peanusyercs Ha (akynbTeTax JJOKyMEHTOBEAECHUSI M TEXHOTPOHHBIX apXHWBOB
U apxuBHOTO fena kadeapoit KommnexcHoit 3amuts nHGpopmanuu MMHTH PITY.

Copep:xaHue AMCLUUIUIMHBI OXBATHIBAET KPYr BOIPOCOB, CBA3AHHBIX C HMH(OPMALMOHHON
Oe30macHOCThIO U 3amuTol nHpopmarmu B Poccuiickoit deneparumn.

IHenv oucyunaunwl:

M3yueHHE TEOPETUUYECKUX U NMPHUKIATHBIX BOMPOCOB MH(POPMAIIMOHHON O€30MacHOCTH U 3a-
Tl HHPOpMaIUK B cepe TOKyMEHTO000pOoTa U apXUBHOTO nena B Poccuiickoit denepamnmm.

3aoauu oucyuniuHbL:

M3YYUTh UCTOPHUECKUE STalbl Pa3BUTHS WH(POPMALMOHHON O€30MacHOCTH M 3AIIUTHI MH-
dopmanuu;

OCBOWTH TEPMUHOJIOTHIO U TMOHATUMHBINA anmapar B 00JacTH MHPOPMAIIMOHHON 0€301acHO-
CTH U 3alUThI HH()OPMALIUH;

M3YYUTh HOPMATUBHO-TIPABOBYIO 0a3y, perynupyromuryio chepy nadpopmannonHoit 6e3omnac-
HOCTH ¥ 3aIIUTHI HH(GOPMALIMN; U3YYUTh OCHOBHBIE CPEICTBA U METO/ABI 00ecrieueHns nHHopMaIu-
OHHOI1 0€30ITaCHOCTH;

HAy4YUTh OMpPENEsITh YIPo3bl, YI3BUMOCTU M PUCKU UH(DOPMALIMOHHON 0€30MacHOCTH; 00Y-
YUTHh HaBBIKAM 3aIUThI HH()OPMAIINN;

HAY4YUTh MPUMEHATH MOJy4YCHHbIC 3HAaHUS U HABBIKK 10 MH()OPMAIIMOHHON 0€30MacHOCTH U
3anTe HHPopManuu B chepe JOKyMEHTOO00pOTa U ApXUBHOTO JeTIa.

BrinmyckHUK, OCBOMBIIHI TporpaMMmy OakaiaBpuaTa, JOJKEeH 00J1a1aTh:

00U eKYTbMYPHBIMU KOMNEMEHUUAMU:

— CMOCOOHOCTBIO MCIIOJIB30BAaTh TEOPETUYECKHE 3HAHUS U METOMABI MCCIIEJOBAHUS Ha MPaK-
tuke (OIIK -1);

— BiIaJieHueM 0a30BBIMH 3HAHUSAMHU B 00JIaCTH MH(DOPMALIMOHHBIX TEXHOJIOTHH (IIporpamm-
HbIE MPOAYKTHI, UCIOJIb3yEMbIE B YIIPABICHUH JOKYMEHTaMH, CUCTEMBI 3JI€KTPOHHOTO JOKYMEHTO-
000poTa, TEXHOJIOTUU CKaHUpOoBaHUs 10KyMeHTOB) (OITK-2);

B pezynomame oceoenua Oucyuniunovl 00y4arowuiica 00NIHcen:

3name:
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— HUCTOPHIO, COBPEMEHHOE COCTOSTHUE, MPOOJIEeMbl U TEHJEHIIUU PAa3BUTHUS CUCTEM HHQOp-
MaIMOHHOH 0€3011aCHOCTHU U 3alIUThl HHPOPMAITUN

— HOPMAaTHBHO-TIPAaBOBYIO 0a3y oOecrnedeHuss HHPOPMAIIMOHHOW 0€301aCHOCTH U 3aIUTHI
uHpopmarun

— CHCTEMY OpPraHOB BJIACTH, OMPEIEISAIONINX U PEATU3YIOIINX FOCYAAPCTBEHHYIO TOTUTHKY
B 00s1acTH HH(GOPMAIIMOHHON 0€30IaCHOCTH | 3alUTHl HH()OpMAIIH

— CHUCTEMY JOKYMEHTAIMOHHOTO oOecreueHus: HH(POPMAIIMOHHON O€30MaCHOCTH M 3aIIUTHI
uHpopmaruu

— MECTO W poJib MHPOPMAIIMOHHON 0€30MacHOCTH M 3allUThl HHGOPMAIMK B 00J1acTH J10-
KYMEHTO000pOTa U apXMBHOTO JIeNIa

— METOJIbI M CpeZICTBA obecreueHus: HH(OPMAIIMOHHON 0€30MacHOCTH U 3alUThl HHpOpMa-
U

Ymems:

— aHAJIM3UPOBATH MPOOIEMBI HHPOPMALMOHHON 0€30NaCHOCTH M 3alUThl UHPOPMALIUU B
cucTeMax JOKYMEHTO000pOTa U apXUBHOM JIeNIe

— IPUMEHSTh OTEUECTBEHHBIE M 3apyOeKHbIEe CTaHIApThl B 00JaCTH MH(YOPMAIIMOHHOM
0€30MacHOCTH | 3alTUThI HHPOpMaITUN

— OIpeNeNATh YIPO3bl, YA3BUMOCTH U PUCKU MH(POPMAITMOHHON 6€30M1aCHOCTH

— pa3pabaThiBaTh KOMIUIEKC Mep Mo oOecriedeHno NHPOPMAITMOHHON 0€30MacHOCTH U 3a-
Tl HHPOpMaIUu B cepe TOKyMEHTOO00pOTa U apXHUBHOTO Jieja

Bnaoemy:

— TEpMHUHOJIOTHEH M MOHATUHHBIM aImapaToM B 00JIACTH WH(OPMAIIMOHHON 0€301macHOCTH
U 3aIIUTHI THPOPMALUU

— HaBBIKAMHU HCIIOJB30BaHMSI METOJIOB M CPEJCTB oOecnedeHus: WH(OopMaImoHHOW 06e30-
MaCHOCTH U 3aIIUTHI HHPOpMALUH

— HaBBIKaMH Pa3pabOTKU TOKYMEHTALMOHHOTO oOecreyeHns MHPOpPMaLMOHHONW Oe3omac-
HOCTH U 3alIUTHl HPOPMAITUU

Paboueit mporpaMMoii TpeayCMOTPEHBI CISAYIOIIME BHUABI KOHTPOJIS: TEKYIIUH KOHTPOJIb
ycneBaeMocTu B (popme 0030pa, goknana, pedepara, KOHTPOIbHOM pabOTHI, Ompoca.

Hrorosas arrecranus B Gpopme 3ayera. OOIIast TpyJOEMKOCTh OCBOCHUS AMCLUUIUINHBI CO-

CTaBJIIET: 2 3a4ETHBIX €IUHUIILI, 72 Jaca.
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JIUCT UBMEHEHUI

Ilpunosxcenue 2

No | Tekct akTyanuzanuu win npuiaraeMbiid Kk PIT]]
JIOKYMEHT, COJICPKAIINN U3MECHEHUS

ata

Ne poto-
KOJIa

3 ObHos1eHa OCHOBHAS U OONOJIHUMEIbHAS UM e-
pamypa

4 | ObHos8IEHA CIMPYKMYPA OUCYUNTIUHBL 0151 OYHOU
dopm 0OyueHus

29.06.2017

Neb6

5 Obnoenena ocHo8HAsL U OONOAHUMEIbHASL JIUme-
pamypa

6 | Obnosnena cmpykmypa OUCYuniuHsl 0as O4HOU
Gdopm 06yuenus

26.06.2018

Neo5

7 | Obnoenen cocmas npoepammno2o obecneyeHus
(I10), cospemennbix npogeccuonanrbhvix 6a3
oannwvix (B/]) u ungpopmayuonno-cnpasounvle
cucmem (UCC)

Ilpunooscenue 2.1.

22.06.2020

Nel0

Ipunoocenue 2.1.

CocraB nporpammHuoro ooecnedenus (II0), coBpeMeHHBIX MPO(ecCHOHATBLHBIX
0a3 nanubix (B/1) u undopmanuonno-cnpaBounbie cucrem (MCC) (2020 r.)

1. Mepeuens 11O

No Haumenosanue 110 [TpousBogutensy | Crmocob pacmpoctpa-

/o HEHMUS (IUYEH3UOHHOE
unu c60600HO pac-
npocmpamsiemoe)

1. | Adobe Master Collection CS4 | Adobe JINIICH3UOHHOE

2. | Microsoft Office 2010 Microsoft JINLEH3UOHHOE

3. | Windows 7 Pro Microsoft JIMLEH3UOHHOE

4. | Microsoft Office 2013 Microsoft JIMLEH3UOHHOE

5. | Windows 10 Pro Microsoft JINIICH3MOHHOE

6. | Kaspersky Endpoint Security | Kaspersky JIUIIEH3UOHHOE

7. | Microsoft Office 2016 Microsoft JInien3nonHoe

8. | Zoom Zoom JIMIICH3UOHHOE
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. Iepeuens B/l u UCC

No
/1

HaumenoBaunue

1

Mexaynapoansie pedeparuBHbie HaykoMmeTpuueckue b/, moctynHbie B
paMKax HanuMoHaJIbHOM noanucku B 2020 r.
Web of Science

Scopus

[IpodeccronanbHbie MOTHOTEKCTOBBIE bJl, MOCTYIIHBIE B paMKax HaIHO-
HanbHOM moanucku B 2020 r.

Kypuansr Cambridge University Press

ProQuest Dissertation & Theses Global

SAGE Journals

Kypuaius! Taylor and Francis

[TpodeccronanbHbie MOTHOTEKCTOBBIE B/]
JSTOR
W3nanus mo oO1IeCTBEHHBIM U TYMaHUTAPHBIM HayKam
OnekTpoHHas oudnmoreka Grebennikon.ru

KomribroTepHbie ClipaBOUYHbBIE MIPABOBBIE CUCTEMBI
Koncynsrant [1ntoc,
["apanT
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