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1. HosicHUTEILHAA 3aTHCKA
1.1. Lens u 3a7a9u AUCIUTIINHBI

[lenb IUCHUIUIMHBI — TEOPETUYECKOE U3YUEHHE U MPAKTUYECKOE OCBOEHHUE MPUHIUIIOB MOCTPOE-
HUS U QYHKIIMOHUPOBAHUSI COBPEMEHHBIX CETEH U CUCTEM Iepeiayul IaHHBIX.

3anayu TUCUUIUIMHBIL:

— (QopmupoBaHue 3HaHUN B 00JIaCTH BbIOOpA, aHalIM3a U MPUMEHEHHUs CeTel U CUCTEM Iepesa-
YM JaHHBIX;

— ysICHEHHE OCHOBHBIX MOHSTHI U ompesesieHui nepenayd MHGOpMalLUHU, STAIOHHOW MOJAETU
B3aUMOJICHCTBUSA OTKpHITHIX cucteM (Mozenb ISO/OSI, momens TCP/IP), apXuTekTypbl u
CPEICTB B3aUMO/IEUCTBHUS MTPOLIECCOB B CETSAX;

— pacCMOTPCHUC COBPCMCHHBIX TEHICHLIMI pPa3BUTHUA ceTel CBS3M.

1.2. ®opmupyemble KOMIETEHIIMH, COOTHECEHHBIE C IJITAHUPYEMBIMU pe3yIbTaTaMU 00y4eHHUS

IO JUCIUIIIINHEC!

Koabi Conep:xxanue IlepedyeHb mIaHUPyeMbIX pe3yJbTaTOB
KOMIIETCHIIUH | KOMIIeTeHIIUH o0y4eHHUs 0 AUCHMUILIMHE
OIIK-7 CHOCOOHOCTh  OTIPENEJNATh | 3HATh: OCHOBHBIC MPUHIMIIBI TOCTPOCHUS, apXH-

uH(popMaMOHHBIE pecyp-
CBl, TOJJICKAIINE 3alIHTE,
yIpO3bI Oe3omacHoCcTH
UHPOPMALIUK U BO3MOXK-
HBIE MYTH UX pear3aluu
Ha OCHOBE aHaJIM3a CTPYK-
TYppl ¥ COJICP)KaHHSA
UH(POPMALMOHHBIX

IPOLIECCOB M OCOOECHHO-
CTe (PYHKIIMOHUPOBAHUS
00BEeKTa 3aIHTHI.

TEKTYpYy U TOMNOJI0rui0 coBpeMeHHbIx JIBC, TexHo-
norun Ethernet (FastEthernet, GigabitEthernet),
TokenRing, FDDI-crangapTsl, NpUHIHUIBI pa-
OOTBI, CPABHUTEIIbHBIE XaPAKTEPUCTUKHU, MPEHMY -
IIeCTBa M HEIOCTAaTKH, OCHOBHBIE CpEJICTBA IIO-
ctpoenust coBpemeHHbIX JIBC, knaccudukammm,
BHYTPEHHIOIO apXHUTEKTYpY, PEXKUMBI PpadOThI,
MIPOTOKOJIBI ceTeBoro ypoBHsi moznenu ISO/OSI;
MYJIbTH-CEPBUCHBIE CETH, TEXHOJOTHH IMeperadyu
ronocoBoro tpaduka VolP, IP-renedonnn.

YMeTh: HacTpauBaTh 0a30BbIe HACTPOUKH CETEBBIX
YCTPOMCTB 2-r0 M 3-r0 ypoOBHS; OOHapyXUBaTh
OIIMOKM B HACTPOIKE MapLIpyTH3alUU; yMETb
II0JIB30BaThCs HAY4YHO TEXHUYECKOU JIMTEpaTypou
B 00J1aCTH KOMITBIOTEPHBIX CETEH.

Bnagers: 6a30BOii TEPMUHOJIOTHEHN TIO TUCITUILIH -
HE, HaBbIKAMU HACTPOMKM U OIKCIUIyaTalluu
KOMMYHMKAIIMIOHHOTO 000pY/1I0BaHMUsI.

1.3. MecTo AMCHUIUINHBI B CTPYKTYpe 00pa30oBaTeIbHOM MPOTrpaMMBbl

JucturnuHa «CeTn ¥ CUCTeMBI Tepefadd MH(OpMAIu» OTHOCHTCS K 0a30BOW YacTH OJioka
JUCLUIUINH Y4eOHOI O TUIaHa.

Jl1g OCBOEHMS JUCLMIUIMHBI HEOOXOJMMBI 3HaHMS, YMEHUS U BJaJIeHUS, CPOPMUPOBAHHBIE B
XOZI€ U3yUYeHMs CIEAYIOUIMX TUCHUIUIMH M NPOXOKIEHUs NpakTHK: « M HpOopMalnoHHbIE TEXHO-
noruu. OrnepanyoHHbIE CHUCTEMBI», «MaTemMaTuyecKue OCHOBBI 3alllUThl HMH(pOpMaLMNy,
«VH(popMalMOHHbIE TPOLIECCHI U CUCTEMBI. BBIUMCIUTEIBHBIE CETHY.

B pesynbrare OCBOGHUS IUCHUIUIMHBI (OPMHUPYIOTCS 3HAHUS, YMEHUS W BIaJeHHs, HEOOXO-
JMMBbIe JUIsl U3Y4YeHHUs CIeIyIOIUX TUCHMIUIMH U MPOX0XKJIeHHs MpakTHk: «MHbopManroHHbIe
TEXHOJIOTMH. AJMUHUCTPUPOBAHUS IMOJACHUCTEM 3alIUTHl HUHpopManum», «be3onacHOCTh
IPOrPaMMHOTr0 obecrieueHus», «ATrectanus 00beKTOB HHPOPMATU3ALIUI.



2. CTpyKTypa AUCHHUILIMHBI

CTpyKTypa AUCHUIIHHBI VISt 04HOH (opMBbI 00ydeHu st

OO6mas Tpy10€MKOCTh AUCITUIUINHEI cocTaBisier 4 3.e., 144 4., B TOM 4HCIie KOHTAaKTHas padoTa
oOyJarouuxcs ¢ npenogaparenaeM 56 4., MpoMeXyTo4yHas arTectanus 18 4.,
caMocTosTenbHas pabora oOyuatommxcs 70 4.

Bunel yueOHolt paboThI

(B yacax)
KOHTaKTHas %
= & 5 S DopMBI TEKY-
g = 5 5 = g IIEr0 KOHTPOJISI
e | 2| 3§ & ° S | ycrieBaeMocTH,
N S| 195 |2 |g| 2| dopwa
Tembl AUCIUTIITHBL/ S » A 2 o
n/m 5 0 5 = = IIPOMEXKYTOU-
© = = 2 S HOIi arTecTa-
g §“ E 3 UK (10
E S =1 2 cemecmpam)
g |E|”
= = E
<
1 |Obwue  nomamusa  cemeu.| S5 | 2 4 | Onpoc
Mooen»  OSI/ISO, unxancy-
YU
2 | Ilepedauu cucnana uepez kanan | S | 2 4 8 | Ompoc, BbINOII-
C6A3U, husuyecKull ypogeHs. HEHUE MMPaKTH-
YECKOro 3a/1a-
HUS
3 | Kananvnolii yposeHs nepedauu 5 | 4 6 12 | Ompoc, BbIION-
ungopmayuu HEHUE MMPaKTH-
YeCKOro 3a/1a-
HUS
4 | Cemesoii yposenn, popmam 5 | 4 8 12 | Ompoc, BbIION-
3azon06ka npomoxoaa IP, HEHHE MIPaKTH-
NPOMOKONbL MAPWPYMU3AYUU YeCKOTro 3a/1a-
HUs
5 | Tpancnopmuoiii ypogens, 5 | 4 6 10 | Ompoc, BbITION-
npomoxoavt TCP u UDP HEHHE NPaKTH-
YeCKOTo 3a/1a-
HUS
6 | Paspewenue aopeca. I[lpomo- 5 |2 4 10 | Ompoc, BbITION-
xonwt ARP, DNS. HEHHE NPaKTH-
YEeCKOro 3a/1a-
HUS
7 | [Ipomokonvl npuxiaonozo 5 |2 8 18 | Ompoc, BbITIOIN-
yposua. HITP, FTP, noumo- HEHME NPAKTH-
8ble cepeuUcyl YEeCKOro 3a/1a-
HUS
9K3aAMEH 5 18 9K3AMEH No
ounemam
UTOTO: 20 36 | 18 | 70




3. Copep:xkanue JUCHUNIHHBI
Tema 1. Ocnoevl nocmpoenus cemeil

TenexoMMmyHuKanmoHHble ceTH. Apxurektypa. Cooduienue. JIunus u kanan nepenauu. Kommy-
Taiusl KaHaioB. KommyTtanus mnakeTtoB. MynbTUCEpBHCHBIE ceTH. MapuipyTusamus. 3aaadu
Mapuipytuzauuu. Merpuka. MyJIbTUIIIIEKCUPOBAHUE U IEMYJIbTUIUIEKCUpOBaHUE. Buabl cerei.
OcHoBHbIe Mojenu ceTeil. DtamonHas moaens OSI/ISO. Exuanna nanueix npotokona (PDU).
Mogens TCP/IP. Unkancynsauus, neuHkancynsius. CpaBHenue mopaeneit. [Ipotokon nepenauu
JTAHHBIX.

Tema 2. Ilepedauu cuznana uepe3 Kanan cea3u, huzuueckuil ypoeems

Cpenpl nepenaun JaHHBIX. OpraHuzanuy N0 CTaHAapTU3aluu. MenHble kKaOenu, KaTeropHH.
Crannapt noxakimtouenust TS68A u T568B. [Ipsimoit u kpoccoBblit kabenb. KoHCoIbHBIN Kabemb.
BonokonHo-ontrueckue kabenu. MHOroMo10BbIe M OJHOMOJIOBBIE Kabenu. becnipoBonHas cpe-
na nepenaun nanHeiX. Crangapt IEEE 802.11. Tononoruu ceteil. Jlornueckue u gusuveckue
Tonojoruu. TexHonoruu JokanbHbIX BerarcauTenbHbix ceteil (JIBC). Token Ring, FDDI, Ether-
net.

Tema 3. Kananvuulii yposens nepedavu ungopmayuu

Texnonorus Ethernet. ®opmar kagpa. Texnonorus CSMA/CD. I[loxypoBHU KaHAIBHOTO ypPOB-
Hs. KommyTtaropsr B nokanbHbix ceTsix. Ethernet-coBmectumbie Texnonoruu. Kagper LAN u
WAN. Anpecanust. Bunst MAC-aapecos. KommyTtaropsl. Cisco 10S. Packet Tracer.

Tema 4. Cemesoit yposens, hopmam 3a20106ka npomokona IP, npomokonel mapuwipymu3sa-
yuu

[IpuHnuner mapmpyTtuzannu. Mapmpyrtusaropsl. Jlornueckue aapeca sepcun [Pv4. Macka non-
cetu. @opmuposanue noxacereii. Gparmentuposanue IP-nakeros. MTU. Hasnauenue IP-anpe-
coB. [Iporoxosnn DHCP. CeteBrie nporokoibl. @opmat nakera npotokoia IP. [Iporokosnsr mapi-
pytuzauu. Kondurypupoanue MappyTU3aTOpOB.

Tema 5. Tpancnopmnuwtii yposenn, npomoxoavt TCP u UDP

MynbpTUIUIEKCUPOBAHUE U AEMYJIBTUIIEKCUPOBAHUE MPUIIOKEHUN. [IpOTOKOIIBI TpaHCIIOPTHOTO
ypoBHA. CerMeHThI U JertarpaMmbl. Jlorndeckue coenrnHeHus. MeToibl KBUTUPOBAHMUS.

Tema 6. Pazpewenue aopeca. IIpomoxonvt ARP, DNS.

[Iporoxon paspemenus anpecos. [Iporokon Proxy-ARP. Ataku na ARP. Cucrema DNS. Ilpo-
ctpancTBO DNS-nMéH. Ataku Ha DNS.

Tema 7. IIpomoKo1bl npuUKIaA0OH020 YPOBHAL.

[Ipuxnannoit yposens. lIpotokonst HTTP, HTTPS, FTP. Hacrpoiika npotokonos HTTP na
npumepe Apache um Nginx. [louroBas cmyx6a. IIporokonsr IPOP3 u IMAP. IP-tenedonus.
VoIP. Crangaptst H.323. be3onacnocts VolP-Tpaduka. 3amuménHblii KaHal CBS3U C UCHOIb30-
BaHueM npotokoia SSL/TLS.

4. O0pa3oBaTesibHbIE TEXHOJIOTHH

Ne |HaummenoBanmue

Buabi yueOnbix 3anaTuii |O0pa3zoBare/ibHbIE TEXHOJIOT U
n/n |pasaena

1 |2 3 4
1. |Obwue nonsamus Jlexyus 1. Tpaouyuonnas nexyus ¢ UCNOIb306a-
cemetl. Mooenv OSI/ HUuem npezenmayuil

1SO, unkancynayus
Camocmosmenvuas pa-  |I[lo0comoeka K 3aHAMUAM ¢ UCNONbL3O-
boma sanuem ObC




Ilepeoauu cuenana
uepes KaHa cesisu,

Jlexyus 1.

Tpaouyuonnas nekyus ¢ UCNOIb308a-
HUuem npezenmayuii

@uzuueckuii yposeHo.
Jlabopamophoe 3anamue  |3aHAamus ¢ UCNOIb308AHUEM CEYUATU-
2. suposannozo 110 — Cisco Packet
Tracer
Camocmosmenvras pa-  |[lodcomoeka k 3aHAmMUAM ¢ UCHONbL3O-
boma sanuem I5C
Kananvnwiii yposenv |Jlekyus 3. 1. Tpaouyuonnas nexyus ¢ UCNOIb308a-
nepeoaydu ungopma- |Jlexyus 3.2. HUeMm npe3eHmayutl

yuu

Jlabopamopnoe 3anamue
3.

3anamus ¢ ucnonvb308aHuem cheyuanu-
suposannoeo 110 — Cisco Packet
Tracer

Camocmosmenvuas pa- Iloozomoska k 3auamusam ¢ UCHONb30-
boma sanuem ObC
Cemesoil yposenn, Jlexyus 4.1. Tpaouyuonnas nexyus ¢ UCnOIb306a-
@opmam 3azonoska |Jlexyus 4.2. HUem npesenmayuii

npomoxona IP,
NPOMOKONbL MAPUIPY-
musayuu

JlabopamopHoe 3anamue
4.

3anamus ¢ ucnonvb306aHueM cneyuanu-
suposannoeo 110 — Cisco Packet
Tracer

Camocmosmenvras pa-  |I[lo0comoeka K 3aHAMUAM ¢ UCNOTb3O-
boma sanuem I5C
Tpancnopmmuuwiti Jexyus 5.1. Tpaouyuonnas rekyus ¢ UCNOIb308a-
Vyposens, npomokoawvl |Jlexyus 5.2. HUem npesenmayuil
TCP u UDP

Jlabopamopnoe 3anamue
5.

3ausamus ¢ ucnonvzoeaHuem cneyuanu-
suposannozo 110 — Cisco Packet
Tracer

Camocmosmenvhas pa- Iloocomoska Kk 3aHamusM ¢ UCNONIbL3O-
boma sanuem I5C
Paspewenue adpeca. |J/lexyus 6 Tpaouyuonnas nekyus ¢ UCNOIb308A-
IIpomoxkonvt ARP, HUem npesenmayuil
DNS.

Jlabopamopnoe 3anamue
6.

3anamus ¢ ucnonrv3oeanuem cneyuanu-
suposannozo 110 — Cisco Packet
Tracer

Camocmosmenvras pa- Iloozomoska Kk 3auAmMusAM ¢ UCHONbL30-
boma sanuem I5C
Ilpomoxonwt npu- Jexyus 7.1 Tpaouyuonnas nekyus ¢ UCnOIb308a-
KIAOHO20 YPOBHSL. Jlexyus 7.2 HUuem npezenmayuii

HTTP, FTP, noumo-
8ble CepsuUChl

Jlabopamopnoe 3anamue
7.

Camocmosimenvrnas pa-

3anamus ¢ ucnorv308anuem cneyuaiu-
suposannozo 110 Cisco Packet Tracer,
Apache u Nginx




boma

Tloozomoeka k 3aHAMUAM C UCNOIB30-
eanuem IbC




5. OueHka IVIaHNPYeMbIX pPe3yJIbTATOB 00y4YeHHs

5.1. Cucrema o1leHUBaHHUSA

HepequL KOMHeTeHI_II/Iﬁ C YKAa3aHUECM IOTAIlIOB UX Q)OpMHpOBaHI/ISI B ITpOLECCC OCBOCHUA JUC-

dopma KOHTPOJIS Makc. KoJIu4ecTBO 0aJ-
JIOB
3a ogny pa- |Bcero
0oty
Texymmi KOHTPOIIb:
— onpoc (memul 1-3) 4 6anna 12 bannos
— onpoc (memvl 4-7) 3 banna 12 bannos
— npakmuyeckoe 3auamue (memvl 2-6) |6 bannos 36 bannos
[IpomexyTounas arrecranus 40 6annoes
9K3AMEH
Hroro 3a nucuunjinny 100 6annos
9K3AMEH

UITJIMHBI OPCACTABIACTCA B BUAC Ta6JII/IIIBII

Ne n/ | Konmponupyemuwie pazoenwvt | Koo Haumenosanue ouyenounozo
n OUCUUNIUHBL KOHmMpOoupyemoui cpeocmea

KomnemeHnyuu
l. 1-7 OIIK-7 [1nan 1abOpaTOPHBIX 3aHITUN

ITosrydeHHBIM COBOKYIHBINA PE3YyJbTAaT KOHBEPTUPYETCS B TPAJULUOHHYIO IIKalTy OLCHOK U B
mKany oneHok EBpomeiickoil cuctembl mepeHoca u HakoruieHus kpeautoB (European Credit

Transfer System; nanee — ECTS) B cooTBeTCTBHM C TaOIHIICH:

100-6amipHad 1IKa- TpaionHas mkana IIxana
J1a ECTS
95 —-100 A
2304 OTJIMYHO B

68 — 82 XOpOIIO 3a4TE€HO C

56 — 67 D
5055 YIOBJIETBOPUTEIIHEHO E

20 - 49 FX
0-19 HEYJIOBJICTBOPUTEILHO HE 3a4YTEHO F
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5.2. KpI/ITepI/II/I BBICTABJICHUSA OLICHKHU 110 JUCIHHITIIIMHEC

Banael/
Ixkana
ECTS

OneHka 1o auc-
IMUILIHHE

Kpurepumu oneHkn pe3yjbTaToB 00yUYeHHs IO JUC-
HUILIHHE

100-83/
A.B

«OTIHYHOY/
«3a4TeHO (OTINY-
HO)»/

«3aYTEHO»

BricTaBisiercs 00yJaromemMycs, €ciii OH TITy00KO U Mpoy-
HO YCBOWJI TEOPETUYECKUHN M MMPAKTHYECKUI MaTepHall,
MO>KET TPOJAEMOHCTPUPOBATH 3TO HA 3aHATHUSIX U B XOJIE
NPOMEKYTOYHOU aTTECTAIINH.

OO0yuaromuiicss UCUEPIBIBAIOIIE U JOTUYECKU CTPOMHO U3-
Jaraet y4eOHbI MaTepuall, yMEeT yBSI3bIBATh TCOPHUIO C
NPaKTUKOM, CIIPABIISIETCS C peIIeHHEeM 3aa4 npodeccuo-
HAJILHOW HAIPaBJICHHOCTH BBICOKOTO YPOBHS CIIOKHOCTH,
MPABIJILHO 00OOCHOBBIBACT MPHUHSTHIC PEIICHUS.
CB00OOIHO OpHEHTHPYETCS B Y4eOHOU U TpodecCHoHalb-
HOM JUTEpaType.

OrneHka 1Mo JUCHUIUIMHE BBICTABIISIOTCS 00YYaIOIMEMYCS C

y4€TOM pe3ysbTaToOB TEKYIEH 1 MPOMEKYTOYHON aTTecTa-
U,

Komnerenuuu, 3akperui€HHble 3a IUCUUIUIMHOMN, cPopMu-

pPOBaHbI HA YPOBHE — «BBICOKHIN.

82-68/

«XOPOIIo»/
«3a4TeHo (Xo-
po1IIo)»/
«3a4TCHOY

BrictaBnsiercs oOyuaromemMycs, €Ciid OH 3HaeT TeopeThuye-
CKMI M MPAKTUYECKUI MaTEpHUaJl, TPAMOTHO U I10 CYIIECTBY
U3JIaraeT €ro Ha 3aHATHAX U B XOJ1€ IPOMEXYTOUHOM aT-
TECTalllU, HE JOIyCKasl CyLIECTBEHHBIX HETOYHOCTEM.
OOyuarouuiicss NpaBUIbHO NPUMEHSET TEOPETUUECKHE T10-
JIOKEHUS TIPU PEHICHUH MPAKTHYECKUX 3a7a4 mpodeccuo-
HaJIbHOHM HAIpPaBJICHHOCTH PAa3HOTO YPOBHS CIIOKHOCTH,
BJIaJieeT HEOOXOAUMBIMU JIJISl 3TOTO HABBIKAMU U MPHE-
MaMH.

JloCcTaTouHO XOPOIIO OPHUEHTHPYETCS B y4eOHOU U MPOo-
(eccuoHaIbHOM JIUTEpaType.

OneHka Mo JUCLUIUIMHE BBICTABIIIOTCS 00YYaIOIEMYCS C
Y4ETOM pe3yJIbTaTOB TEKYIEH U MPOMEKYTOYHON aTTeCTa-
LUH.

Komnerenuuu, 3akperi€éHHble 3a AMCHUIUTMHON, chopMu-
POBaHbI HA YPOBHE — «XOPOLIHNY.

67-50/
D.E

«yJIOBIIETBOPH-
TEIbHOY/

«3a4teHo (ymoBiie-
TBOPUTEIHHO)»/
«3a4TEHO»

BricraBnsiercs oOyuaromemMycs, €Ciii OH 3HaeT Ha 6a30BOM
YPOBHE TEOPETUYECKUI U IPAKTUYECKUN MaTepual, J0ILycC-
KaeT OT/IeIbHbIE OIMOKH MPH €r0 M3JI0KEHUH Ha 3aHATHAX
U B XOJI¢ TPOMEKYTOUYHOH aTTECTALMH.

OOyuarouiicss UCTIBITHIBACT ONpeAEIEHHBIE 3aTPYAHEHUS
B IPUMEHEHNN TEOPETUYECKUX ITOJI0KEHUN ITPU PEIIEHUN
NpPaKTUYECKUX 3a/1a4 PO eCcCHOHATLHON HANPaBIEHHOCTH
CTaHJAPTHOI'O YPOBHS CJIOKHOCTH, BJIaIe€T HEOOXO-
JUMBIMH U1 3TOT0 0a30BBIMU HAaBBIKAMH U IPUEMAMH.
JleMOHCTpUpYET JOCTaTOYHBIM YPOBEHb 3HAHUS yUeOHOI
JUTEPaTypBl 10 TUCLUIUINHE.

OneHka o JUCLUIUIMHE BBICTABIIIOTCS 00YYarOIEMYCS C
Y4ETOM pe3yJIbTaTOB TEKYILEN U IPOMEKYTOUHON aTTeCcTa-
LIUH.
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Banasl/ Ouenka no auc- Kpurtepun oneHkH pe3yibTaTOB 00y4eHHUs 11O ANC-
Ixaja LHILIMHE LHILIMHE
ECTS
Komnerennuu, 3akpeni€Huble 3a JUCUUIUIMHON, chopMu-
POBaHbI HA YPOBHE — «IOCTaTOUYHBINN.
49-0/ «HEYyJIOBIIETBOpPHU- | BricTaBnsgercs oOy4darolemycsi, €Cii OH He 3HaeT Ha Oa-
F,FX TEIBbHOY/ 30BOM YPOBHE TEOPETUUECKUI U IPAKTUYECKUNA MaTepual,
HE 3a4TECHO JIOITyCKAeT TpyOble OIIMOKYU MU €ro N3JI0KEHUN Ha 3aHs-

THUSIX U B XOJI€ POMEKYTOYHOM aTTECTALINH.
OOyuaronuiics UCTIBITHIBAET CEPhEIHBIC 3aTPyAHEHUS B
MIPUMEHEHUN TEOPETUUYECKUX MOJIOKEHUIN IPU PEILICHUU
MPaKTHYECKUX 3a7a4 MpodecCHoHaNbHON HaIPaBICHHOCTH
CTaHJIapTHOI'O YPOBHS CII0)KHOCTH, HE BJa/ieeT HE00XO-
JUMBIMU JJI 3TOTO HAaBBIKAMH U MIPUEMAMH.
JemoHcTpHpyeT (hparMeHTapHbBIE 3HAHUS YUSOHOU ITH-
TepaTyphl MO JUCHUILIIUHE.

OneHka no JUCIUILIMHE BBICTABISAIOTCS 00ydaromemMycs ¢
Y4ETOM PE3yIbTATOB TEKYILIEH U MPOMEXKYTOUHOM aTTeCTa-
117078

Komnerenuuu Ha ypoBHE «JIOCTaTOUYHBII), 3aKPEIUIEHHbBIE
3a TUCITUIUTNHOM, HE COPMUPOBAHBI.

5.3. OneHouHble CpeACTBA (MaTepHalibl) 1Ji TEKYIIEr0 KOHTPOJIS YCIEBAEMOCTH, IPOMEXKYTOU-
HOM aTTeCTaluy 00yYaroIuXCs M0 JUCIUILTHHE

Yemmuouii onpoc

YCTHBIH 0IPOC — 3TO CPEACTBO KOHTPOJIS, OPraHU30BaHHOE KaK CreluaibHas Oecesia mpernoja-
BaTellsl C 00YJaIONIMMCS Ha TEMBI, CBSI3aHHBIE C U3yJaeMOl TUCIUITIMHOMN, U paCCUNTAHHOE Ha
BbISICHEHHE 00bEMa 3HaHU, 00yUaIoIIerocs Mo ONpeeIEHHOMY pa3zeiy, TeMe, podsieMe U

T.IL
Ilepeuens ycmuvix 60npocoe 011 npoGepKu 3HAHUIL
Ne | Bonpoc Peanusyemast
KOMIIETECHLIMS
1. | KommyTanus KaHaJIOB U TIAKETOB. OIIK-7
2. | MynbrucepBucHsle cetd. Mapmpytusanusa. 3agaun Mapupyrtusanuu. | OIIK-7
Mertpuka. MyJIbTUIUIEKCUPOBAHUE W JIEMYJIBTUIUIEKCHpOBaHUE. Bubl
ceteil. OCHOBHBIE MOJIETN CETEM.

3. | Exquanna nanseix npotokosa (PDU). OIIK-7
4. | Paznmuue moaeneit OSI/ISO u TCP/IP OIIK-7
5. | Mennsie kabenu, KaTeropuHu. OIIK-7
6. | Cranmapt noakitoueHuss TS68A u T568B. OIIK-7
7. | MHOrOMOJOBBIE U OJHOMOJOBEIE KaOEIIH. OIIK-7
8. | Crangapt IEEE 802.11. OIIK-7
9. | ®opmar kagpa Ethernet. OIIK-7
10. | ITonypoBHM KaHAJILHOTO YPOBHSI. OIIK-7
11. | Kagpet LAN 1 WAN. OIIK-7
12. | Aapecanua MAC OIIK-7
13. | IlpuHIMOBl MapuIpyTU3ALIKH. OIIK-7
14. | Jlornueckue agpeca Bepcun [Pv4. OIIK-7
15. | ®parmentupoBanue [P-nmakeros. OIIK-7
16. | IIporokoa DHCP. OIIK-7
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17. | MyJIbTUILIEKCUPOBAHUE U IEMYJIbTUILIEKCUPOBAHUE MPUITIOKESHHIA. OIIK-7
18. | IIpOoTOKOJIBI TPAHCIIOPTHOTO YPOBHS. OIIK-7
19. | MeTon CKOJNB3SIIIET0 OKHA. OIIK-7
20. | CerMeHTBI U JIeUTarpaMMmabi. OIIK-7
21. | IIpoTOKOJI pa3peleHus aJpecos. OIIK-7
22. | Tabnua ARP OIIK-7
23. | Cuctema DNS. OIIK-7
24. | [IpoctpanctBo DNS-uméEH. OIIK-7
25. | IIpOTOKOJIBI MTOYTOBOM CITYKOBI. OIIK-7
26. | [IpoTtokomsl nepenaun (aition OIIK-7
27. | Ilepenaua rosoca o cetu Ethernet OIIK-7
28. | Cranmaptel H.323 OIIK-7

N —

bl

=0 0w

1.
12.
13.
14.

15.
16.
17.
18.
19.
20.
21.
22.
23.
24.

0.

Ilpomesricymounas ammecmayus (npumepHsle 60nPOCHL K IK3IAMEHY) —
npoeepka chopmuposannocmu komnemenyuii — OINK-7

. ApXHUTEKTypa KOMIIBIOTEPHBIX CETEN.
. Mogens OSI/ISO. YpoBHU B3aUMOACHCTBUS B paMKaxX KOMITBIOTEpHBIX ceTeil. [lonsTre

MIPOTOKOJIOB ¥ UHTEP(EICOB.
Crex nporokosioB TCP/IP. Ipouenypa HHKANCYJISITAH.
@usnueckuit u  KaHanpHble ypoBHHM Mozaenn OSI/ISO. Tomonorus cerei.
KoMMmyHuKaImonHoe 060py10BaHie KaHAJILHOTO YPOBHSL.
®opmar kazapa Ethernet. Texnonorus CSMA/CD.
[IpuHIMITBI TOCTPOEHUS CETeH, CErMEHTUPOBAHHBIX HA KAHAIBHOM YPOBHE.
Haznauenue u npuniunsl padots! nmporokoiaoB ARP/RARP. Ataka ARP-spoofing.
OyHKIMY ¥ NPUHLMIBI peain3anuu nporokosa [P. ®opmar 3aronoska IP.
®parmentuposanue IP nakeros. MTU.
Hacrtpoiika cereBoro wuHTepdeiica B OC Microsoft m Unix. Craruueckas
MapLIpyTU3aLus.
Hacrpoiika cTaTudaeckoil MapuipyTu3auy Ha mpumepe ooopyaoBanus Cisco.
IIpOTOKOIIBI IMHAMUYECKOW MAPLIPYTU3ALUH.
[IpoToko:sl ynpasneHus cetbto Ha npumepe [CMP u SNMP.
OyHKIMN W TPUHLUIB PabOThl MPOTOKOJOB TPAHCIIOPTHOTO YPOBHA. 3aroJiOBKU
npotokosioB TCP u UDP.
Jlornueckue coenuHeHus. MeToasl KBUTHPOBAHUS
Haznauenne u nmpuHIUIB paboThI MpoTokoiaa DNS.
Artaku Ha DNS
Hasnauenne u npuHIums! padbotel npoTtokoa FTP.
[Tpotokon HTTP, nactpoiika HTTP-cepBepa Ha npumepe apache u nginx.
ITpotokomsl mouToBoi cBsi3u Ha mpumepe POP3 (IMAP) u SMTP.
IP-teneonus. VolP.
Crangaptel H.323.
beszonacnocts VolP-tpaduxka.
Opraau3anys 3alMIIEHHOT0 KaHaJla CBSI3U ¢ UCIIOJIb30BaHueM npoTokojia SSL/TLS.

Hpomeafcymouuaﬂ ammecmauun (npumepnbte npakmuu4eckue 3a0aHus K 3K3ameny) -

=

nposepka cpopmuposannocmu komnemenyuit — OIIK-7

Brruncnuts anpec noaceTu U ajapec ysna B Hell it 3anucu 192.168.3.20/26.
Brraucnuth agpec mojaceTu u aapec y3ia B He s 3armmcu 192.168.3.12/21.
Brruncnuts anpec noaceTu U agpec ysna B Helt it 3anucu 192.168.253.20/25.
Breraucnuth anpec mojaceTu u aapec y3ia B Her s 3anucu 192.168.3.6/30.
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15.

16.

17.

18.

19.

20.
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Pa36ute cerp 192.168.12.20/26 Ha Tpu cermeHTa ¢ kKomudecTBoM y3ios 10, 20 u 8.
VYka3aTh quana3oH aJpecoB y3JI0B B KaXKIOM CETMEHTE.

Pa36uts cetb 192.168.12.20/24 Ha Tpu cermenTa ¢ konuyectBoMm y3ios 100, 20 u 110.
VYka3arh quamna3oH aJpecoB y3JI0B B KaXKIOM CETMEHTE.

Pa36ute cetp 192.168.12.20/25 Ha Tpu cermeHTa ¢ KOIU4ecTBOM y310B 43, 60 u 10.
VYka3aTh quana3oH aJpecoB y3JI0B B Ka)KIOM CETMEHTE.

Pa36ute cerp 192.168.12.20/28 Ha TpW cerMeHTa ¢ KOJIMYECTBOM Y3J0B 2, 3 u 4.
VYka3aTh [uana3oH aJpecoB y3JI0B B KaXKIOM CETMEHTE.

Kakoii otBer BhigacT komanaa ping 192.168.12.31 mus cetn 192.168.12.20/28 (mpu
YCJIOBHH, YTO BCE Y3JIbI B CETH pabodme).

Kakoii otBer BhigacT komanaa ping 192.168.12.30 mus cetn 192.168.12.20/28 (mpu
YCJIOBHH, YTO BCE Y3JIbI B CETH pabodme).

Kakoi#i otBeT BhigacT komanaa ping 192.168.12.16 mus cetn 192.168.12.20/28 (mpu
YCJIOBHH, YTO BCE Y3JIbI B CETH pabodme).

Kakoii otBeT BhIgacT komanaa ping 192.168.12.23 mus cetn 192.168.12.21/30 (mpu
YCJIOBHH, YTO BCE Y3JIbI B CETH pabodme).

B cumynarope CPT coemunute aBa cermeHta cetu 192.168.15.0/26 uepes
Mmapupytuzarop. [IpogemoncTprupoBats paboTy ceTu.

B cumynsarope CPT coemunute 1Ba cermeHta cetu 192.168.18.12/27 uepes
Mmapupytusarop. [IpogemoncTprupoBats paboTy ceTu.

B cumynarope CPT coemunute aBa cermeHta cetu 192.168.19.0/26 uepes
Mmapupytuzarop. [IpogemoncTprupoBats paboTy ceTu.

B cumymsarope CPT coemunute 1Ba cermenta cetu 192.168.20.10/28 uepes
Mmapupytuzarop. [IpogemoncTprupoBats paboTy ceTu.

B cumymnstope CPT paznenuts cets 192.168.20.10/28 Ha 1Ba BUPTyalbHBIX CErMEHTA
yepe3 kommyTaTop. [IpogemoHcTprpoBaTh paboTy CETMEHTOB.

B cumymnstope CPT paznenuts cets 192.168.20.10/28 Ha 1Ba BUPTyalbHBIX CErMEHTA
yepe3 kommyTaTop. [IpogemoncTprpoBaTh paboTy CETMEHTOB.

B cumymnstope CPT paznenuts cets 192.168.20.10/28 Ha 1Ba BUPTyalbHBIX CErMEHTA
yepe3 kommyTaTop. [IpogemoncTprpoBaTh paboTy CETMEHTOB.

B cumymnstope CPT paznenuts cets 192.168.20.10/28 Ha 1Ba BUPTyalbHBIX CEIMEHTA
yepe3 kommyTaTop. [IpogemoHcTprpoBaTh paboTy CETMEHTOB.

Ilpumepnuvie mecmoswvie 3a0anusn npogepka chopmuposanHocmu KOMnemenyuil —
OIIK-7

1. IIporoxoa ARP —3T0:
a) IPOTOKOJI AMHAMHUYECKONW MapUIpyTU3aLluU
0) npomoxon pazpeuienus aopeca

B) MPOTOKOJ «OXBATHIBAIOIIETO JIEPEBA»
I') IPOTOKOJI CUCTEMBI IOMEHHBIX UMEH
2. Aapecom cetu y3aa 175.25.63.58/26 siasiercs aapec:

a) 175.25.63.33
6) 175.25.63.40
6) 175.25.63.0

r) 175.25.63.28
) 175.25.63.52

6. YueOoHO-MeToqMYecKoe U MH(OPMALIMOHHOE o0ecnedeHne JUCITUTNIMHBI

6.1. Criucok UCTOYHUKOB M JIUTEPATYpPhl

Jlutepatypa

OcHoBHasA
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1. Onugpep B.I'. KomnblOTEpHBIE CETH : MPUHIMIBI, TEXHOJIOTHH, IpoToKoisl / B. T'. Onudep,
H. A. Omudep. — 3-e uzn. — M. [u ap.] : [lurep, 2008. — 957 c.

JononauTenpHas
1. Cemu mnogoeo nokxonenuss -- NGN: YuebHOe mocobue ans By3oB / B.M. butnep, LI.LI.
MuxaiinoBa. — Mocka : ['op. aunms-Tenekom, 2011. — 226 c.: wn.; 60x88 1/16. —

(CnenmansHocTth). (06m0kKka) ISBN 978-5-9912-0149-0, 500 5k3. — TeKCT : 31EKTPOHHBIHU. -
URL: https://new.znanium.com/catalog/product/308917

2. bupiokos, A. A. InpopmaronHas 6€30MacHOCTb: 3amuTa U HanajaeHue / A.A. Buprokos. —
2-e m3., nepepad. u gom. — Mocksa : JIMK Ilpecc, 2017. — 434 c. - ISBN 978-5-97060-435-
9. — Texkcr : anexktponnsbIil. — URL: https://new.znanium.com/catalog/product/1028060

3. PHP. Illpakmuka co30anuss Web-caiimos: Ilpaktnueckoe mocobue / Kysnermor M.B.,
CumpasinoB U.B., - 2-e uzn., nepepad. u gon. — CI16:bXB-ITerepOypr, 2008. — 1251 ¢. ISBN
978-5-9775-0203-0 — Teker : 3JIEKTPOHHBIN. — URL:
https://new.znanium.com/catalog/product/350502

6.2. IlepeueHn pecypcoB HHPOPMAIIMOHHO-TEIEKOMMYHUKAMOHHON ceTH «IHTepHeT.

1. Cemesas axademusa Cisco Networking Academy [DaexkTpoHHBbIN pecypc] : Pexxum goctyna :
https://www.netacad.com/ru, cBOOOTHBII.

2. Nginx.org — [DnexktponHsIil pecypc] : Pexxum goctyma : https://nginx.org/ru, cBOOOHBIA.

3. Wireshark  Developer’s  Guide  [DnexktpoHHslii  pecypc]:  Pexum  gocryna:
https://www.wireshark.org/docs/wsdg_html chunked/, cBo6oaHBII.

6.3.1lepeuenv 5/l u UCC

Noerr/ HaumenoBanue
II

1 MexnyHapoansie pedepaTUBHbIE HayKoMeTpuueckue bJl, 1ocTymHple B paMKax Hallu-
oHabHOM moanucku B 2017 1.

Web of Science

Scopus

2 | KomnproTepHble CIPaBOYHBIE PABOBBIE CUCTEMBI
Koncynsrant Ilmtoc,
["apaHT

7 MarepuajabHO-TeXHUYECKOe o0ecredeHne JUCHUTITHHbI

I[J'Ii[ MaTCpUAIBHO-TCXHUYCCKOI'O o0ecrieueHns JUCHUITIINHBI HGO6XOILI/IMO:
1) nnst NTEKIMOHHBIX 3aHSATHH — JICKIIMOHHBIA KJIacC C BHUICONMPOCKTOPOM M KOMITBIOTEPOM, Ha
KOTOPOM JIOJKHO OBITh ycTaHOBJIEHO cienytomiee [10:

Neni/m Haumenosanue 110 [IpousBoaurens Cnoco0 pacmpocTtpane-
HUS

1 Microsoft Office 2010 Microsoft JIMIIEH3UOHHOE

2 Windows 10 Pro Microsoft JIMLIEH3UOHHOE

3 Kaspersky Endpoint Security Kaspersky JIMIIEH3MOHHOE

2) Ui MIPaKTUYECKHUX 3aHATUN — KOMIBIOTEPHBIN Kilacc, 000pyI0BaHHBI COBPEMEHHBIMH TEp-
COHAJIbHBIMU KOMITBIOTEPAMU JIJISl KQXKJIOTO CTyneHTa. Ha KoMIbIOTepe JTOJDKHBI OBITh YCTaHOB-
neHo ciuenytomiee [10:

Neri/mt Haumenoanue 110 [TpousBoauTenn Crnoco6 pacrpocTpane-
HUS
1 Microsoft Office 2010 Microsoft JIUIIEH3UOHHOE
Windows 10 Pro Microsoft JTUIICH3UOHHOE
3 Kaspersky Endpoint Security Kaspersky JIUTIEH3MOHHOE
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4 Cisco Packet Tracer v.7.2 Cisco Systems CBO0OOJTHOE

5 Apache 2.0 Apache Software Foun- | cBo6ogHOE
dation

6 Nginx NGINX, Inc cBOOOIHOE

7 WireShark Wireshark Foundation | cBoOogHOE

8. Obecneyenne 00pa3oBaTeIbHOIO MpoIEcca s JUL ¢ OTPAHUYEHHBIMH BO3MOKHO-
CTSIMH 3/10POBbSI 1 HHBAJIM/I0B

B xozae peanuzanuy IUCUUILIMHBI UCIIOJIB3YIOTCS CIEAYIOLIUE TOMOTHUTEIBHBIE METOIBI
00y4eHMsI, TEKYIIEro KOHTPOJIA YCIEBAEMOCTH M MPOMEKYTOYHOM aTTECTAIIMU OOYyJarOIINXCS B
3aBHCHMOCTH OT X WHAMBHIYaIbHBIX OCOOCHHOCTEH:

® A CIeNbIX U CIa00BUASIIMX:

— NeKIUH O(QOPMIISIOTCS B BHJE 3JIEKTPOHHOTO JIOKYMEHTa, JOCTYHHOTO C TIOMOIIBIO
KOMIIbIOTEpA CO CIEIMAIM3UPOBAHHBIM IIPOrPAMMHBIM 00€CIICUEHUEM;

— NMCbMEHHBIE 3aJaHUsl BBIIOJHSIOTCS Ha KOMIIBIOTEpE CO CHEUUaIN3UPOBAaHHBIM
IIPOrpaMMHBIM 00€CIIeYeHUEM, HJIM MOTYT OBbITh 3aMEHEHBI YCTHBIM OTBETOM;

— o0ecreunBaeTcs MHIUBUAYyaIbHOE paBHOMEpHOE ocBeleHune ne meree 300 mrokc;

— JUIsL BBINOJIHEHMS 3aJaHus IpPU HEOOXOJUMOCTH IPEJOCTaBIIAETCS YBEIWYHMBAIOLIEE
YCTPOKCTBO; BO3MOXHO TAaK)KE€ MCIIOJIb30BAaHHE COOCTBEHHBIX YBEIMYMBAIOIINX YCTPOUCTB;

— IMCbMEHHBIE 33JaHHUs OPOPMIISIOTCS YBEJIIMYEHHBIM HIPUPTOM;

—9K3aMEH M 3a4€T MPOBOJATCA B YCTHOM (popMe MIIM BBIMOJIHSIOTCS B MUCbMEHHOH (opme
Ha KOMIIBIOTEDE.

® IS TIYXMX M C1a00CIbIIIANINX:

— JIEKIUUA O(OpMIISAIOTCA B BHJIE DJIEKTPOHHOTO JOKYMEHTA, JIHOO0 MpPEelOoCTaBIsAETCS 3BYKO-
YCUJIMBAIOLLAs amnapaTypa MHANBUYAJIbHOTO I10JIb30BAHMSI;

— NMCbMEHHBIE 33/1aHUS BBIIOJHSIOTCS HA KOMITbIOTEPE B MUCbMEHHOHU (opMe;

— 9K3aMEH U 3a4€T MPOBOJATCS B MUCBMEHHOH (hopMe Ha KOMIIbIOTEPE; BO3MOXKHO MIPOBEIE-
HUE B OopMe TECTUPOBAHUS.

e Ul JIUL] C HAPYLIEHUSIMHU OIIOPHO-ABUTATEIBHOTO aIapara:

— NeKIUH O(QOPMIISIOTCS B BHJE 3JIEKTPOHHOTO JIOKYMEHTa, JOCTYHHOTO C TIOMOIIBIO
KOMIIbIOTEpA CO CIEIMAIM3UPOBAHHBIM IIPOrPAMMHBIM 00€CIICUEHUEM;

— NMCbMEHHBIE 3aJaHUsl BBIIOJHSIOTCS Ha KOMIIBIOTEpE €O CHEUUaIN3UPOBAaHHBIM
IIPOrpaMMHBIM 00€CIIEUEHHEM;

—9K3aMEH U 3a4€T MPOBOJATCA B YCTHOM (popMe MIIM BBIMOJIHSIOTCS B MHCbMEHHOH (opme
Ha KOMIIBIOTEDE.

[Ipu HEOOXOIMMOCTH NpEAYCMATPUBAETCS YBEITMUEHNE BPEMEHHU ISl TIOATOTOBKH OTBETA.

Ilponenypa  mpoBeAeHUS  NPOMEXKYTOUHOW  arrecTalMu Ui OOydaroLuxcs
YCTaHABIMBACTCS C Y4YETOM UX HMHIMBHIYaJbHBIX ICUXO(PU3MUYECKUX OCOOCHHOCTEH.
IIpomexyTouyHas arrecTanust MOXKeT IIPOBOIUTECS B HECKOJIBKO ATAIIOB.

[Ipu mpoBeneHNH MPOIEAYPHl OLEHUBAHUS PE3YIBTATOB OOYyUCHHS MPEAyCMaTpHBACTCS
UCIOJIb30BAaHME TEXHUYECKUX CpEACTB, HEOOXOAMMBIX B CBS3M C HMHIUBUAYaJIbHBIMU
0COOEHHOCTSIMH 00YyYaromuXxcsi. T CPEACTBa MOTYT OBITh NPEIOCTABICHBI YHHBEPCHTETOM,
WJINA MOTYT MCIIOJIb30BAThCSl COOCTBEHHbBIE TEXHUYECKHE CPEICTBA.

[IpoBenenne mpoueAypbl OLEHUMBAHUS  pE3yJabTaTOB  OOyuyeHHUs  JIOIYCKaeTcs C
UCIIOJIb30BaHUEM JAUCTAHIIMOHHBIX 00pa30BaTeIbHbBIX TEXHOIOTUH.

ObecneunBaetcs 0CTyn K MHGOOPMAIMOHHBIM U OMOIHOrpadMuecKuM pecypcam B CETH
WuTepHeT ans kaxxaoro odyuvaromerocst B (popMax, aanTUPOBAHHBIX K OrPaHMYEHUAM UX 3710-
POBbS U BOCHPUATHS HH(OPMAIHH:

®  JUIS CIIEIBIX U CIIA00BUISIINX:
— B [1e4aTHOU (hopMe yBEIIMUEHHBIM HIPUPTOM;
— B (popMe 3JIEKTPOHHOTO IOKYMEHTA;
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— B hopme ayanodaiina.
e ISl DIIYXHUX M CIIA0OCITBITIANINX
B IIeyaTHOH popme;
B (hopMe IIIEKTPOHHOTO JOKYMEHTA.
TSt O0YYArOIIUXCSl C HAPYIICHUSIMHU OMTOPHO-/IBUTATEIBHOTO aIapara:
B Tie4aTHoOU (opwme;
— B (popMe JIEKTPOHHOTO JIOKYMEHTA;
— B hopme ayanodaiina.

VYdeOHble ayIUTOPHH Il BCEX BHIOB KOHTAKTHON M CAMOCTOSITEIILHON paOOTHI, HAydHAas
O6ubsMoTeKa M HMHBIE TOMEIIEHHs JUIs 00y4YeHMs OCHAIIEHBI CHEelHalIbHBIM 000pyIOBaHUEM H
Y4eOHBIMH MECTaMHU C TEXHUIECKHMHU CPEICTBAMHU O0YUCHUSI:

® s CIENbIX U CIa0OBUASIIMX:

— YCTpPOHCTBOM JJIsl CKaHUpoBaHus U uteHus ¢ kamepoil SARA CE;

— nuctuieem bpaiing PAC Mate 20;

— npuntepoM bpaiinst EmBraille ViewPlus;

® IS TIIYXHX U CIa00CITBIMIANTNX:

— aBTOMAaTHU3MPOBAHHBIM pabodYMM MECTOM Ui JIIOJIed C HapylIeHHeM ciayxa M ciabo-
CITBIIIAIINX;

— aKyCTHYECKUH YCHIINTENb U KOJIOHKH;

® s OOYYarOIIUXCS C HAPYIICHUSIMH ONIOPHO-/IBUTATEIILHOTO amnmapaTra:
— MepeBUKHBIMU, PETYIUPYEMBIMU SproHoMudeckuMu napramu CH-1;
— KOMITBIOTEPHOM TEXHUKOM CO CHEIMAIbHBIM MPOTPAMMHBIM 00€CIICUEHUEM.

9. Meroauyeckue MaTepuabl
9.1. Inans! 1abOPaTOPHBIX 3aHATUN — POBEepKa chopMupoBaHHOCTH KomreTeHuuit — OITK-7

Tembl yueOHOM TUCIUTUIMHBI PEIyCMaTPUBAIOT MPOBEACHNUE Ta00OPATOPHBIX 3aHITHIA, KOTOpHIE

CIIy>aT Kak IIeJIIM TEeKYIEro U MPOMEKYTOUHOTO KOHTPOJIA 3a MOJATOTOBKOW CTYACHTOB, TaK U

LEesIM TIONyYeHHUs] TMPaKTUYECKHMX HaBBIKOB TNPUMEHEHUS METOJIOB BBIPAOOTKU pEIlIeHUH,

3aKpEIUICHHUs] U3YYEHHOTO MaTepuaia, pa3BUTUS YMEHUN, MPUOOPETEHUS OIbITA PEIICHUS] KOH-

KpPETHBIX MpoO0JieM, BeACHHUS IUCKYCCHUM, apryMEHTAIlMM W 3aIMThl BBHIOPAHHOTO pEIICHUS.

[Tomomb B 3TOM OKa3bIBAIOT 3aJlaHUs I JIAOOPATOPHBIX 3aHATHM, BbIJaBacMble MpeErNoja-

BaTeJIeM Ha Ka)XJIOM 3aHSATHH.

Heabio 1a0OpaTOPHBIX 3aHATUN SIBISICTCS 3aKPEIUICHUE TEOPETUYSCKOTOo MaTepuasna U mpuoo-

peTeHHe MPAaKTUYECKUX HABBIKOB PaOOTHI C COOTBETCTBYIOIIUM 00OOPYJOBAaHUEM, MPOTPAMMHBIM

obecrieueHneM U HOPMATHBHBIMU TIPABOBBIMU JIOKYMEHTAMH.

TemaTuka 1a00paTOPHBIX 3aHATHI COOTBETCTBYET MPOTPaMMe TUCIUTUINHBI.

Tema 2 (4 u.) llepeoauu cucnana uepe3 Kaman ceAa3u, uauyeckuil ypoeeHv — NPoepKa

chopmuposannocmu komnemenyuit — OINK-7

3anaHus:

1. M3ydenne mraTHbIX cpeacTBa OC HaCTPOWKHU CeTEeBBIX HHTEP(EICOB.

2. YcranoBka (mpu Heooxoaumoctw) IITIT Cisco Packet Tracer (CPT) u Wireshark.

3. Uzyuenue pexxumoB CLI HacTpoek ceTeBbiX ycTpoiicTB B CPT.

4. Uzyuenwne I[I1I1 Wireshark.

5. BBINOTHUTH TPACCUPOBKY M MOCBUIKY 3X0-3aPOCOB B CeTh. [IpHIIOKUTH CKPUHIIOTHI BBITION -
HEHHBIX 33/IaHUI C BBIBOJIAMU TI0 paboTe.

6. CocTaBUTh OTYET O TAOOPATOPHOM 3aHSATHUH.

VYkazaHus 10 BBINOJHECHHIO 3aaHUN:

1. V3yunth TeopeTudeckuii MaTepual mno Teme.

2. Wsyuuts ucnionb3oBanue koMau ipconfig, ping, traceroute (tracert), nslookup u netstat 8 OC

Windows 1 Unix-nogo0HBIX.

[IpemogaBaTens BEIAET KaXIOMY CTYICHTY MPOCTpaHcTBO IP-anpecoB st paboThI.

4. OTBETUTH Ha TEOPUTHUYECKHUE BOIPOCHI B KOHIIE JaOOPAaTOPHOTO 3aHATHUS

(98]
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Crincok nurepartypsl:
1. Onughep B.I'. KomnbloTepHbI€ CETH : MPUHIUIBI, TEXHOJIOTUH, poTokoibl / B. T'. Onudep,
H. A. Omudep. — 3-e uzn. — M. [u ap.] : [urep, 2008. — 957 c.
MatepuanbHO-TEXHUYECKOE 00eCIIeUeHHE 3aHSTHS:
1. Kommbrotepsl 1o koiauyecTBy odyvaronmxcsi ¢ pa3Bépuyroit OC MS Windows, IIITIT Cisco
Packet Tracer u Wireshark.
Tema 3 (6 u.) Kananonulit yposensv nepedauu ungopmayuu — npoepKa chopmuposanHocmu
kKomnemenyuit — OIIK-7
3agaHus:
1. U3yuenue ctpyktypsl kaapa Ethernet B CPT u B Wireshark.
2. OrcnenuTs NpOX0XKAEHUE Kaapa yepe3 kommyTtaropsl B CPT.
3. IIpoananu3upoBats BUsibl MAC-aapecos.
4. CoctaBUTh OTYET O JIAOOPATOPHOM 3aHATHH.
Vka3aaus 1o BBITIONTHEHUIO 3aIaHUH:
1. V3y4uuth TeOpeTH4ECKUil MaTepral o TeMe.
2. TlpenogaBatens BEIAAET KAXKIOMY CTYJIEHTY pocTpaHcTBO [P-anpecoB mis paboThI.
3. OTBeTUTH Ha TEOPETUUECKUE BOIIPOCHI B KOHIIE JIAOOPATOPHOTO 3aHATHSL.
Cnucok mrepaTyphl:
1. Onugpep B.I'. KoMnbIOTEpHBIE CETH : MPUHIMIIBI, TEXHOJIOTHH, IpoToKoisl / B. I'. Onudep,
H. A. Omudep. — 3-e uzn. — M. [u ap.] : [Tutep, 2008. — 957 c.
MarepuanbHO-TEXHUYECKOE 00eCTIeUeHNE 3aHATHS:
1. Kommbrotepsl o koiaudecTBy odyuatonuxcs ¢ pa3sépuytoir OC MS Windows, IIIIII Cisco
Packet Tracer u Wireshark.
Tema 4 (8 u.) Cemesoii yposens, hopmam 3azonoexa npomoxona IP, npomokoivt mapuipy-
musayuu — npogepka cpopmuposannocmu komnemenyuii — OIIK-7
3angaHus:
Nzyuenne ctpyktypsl IP-nakera B CPT u B Wireshark.
®opMHpOBaHUE MOJICETEN.
HccnenoBanue craTHUeCKON U IMHAMUYECKOW MapIIpyTU3ALUH.
KondurypupoBanue mMapuipyTiu3aTopoB
UcnonszoBanue nporokona DHCP u DHCP-cepgepa.
. CocTaBuTh OTYET O TAOOPATOPHOM 3aHSATHUH.
YKazaHI/m IO BBINIOJTHEHUIO 3aJaHHM:
1. M3yunTth TE€OpETHUECKUI MaTEpHAII 110 TEME.
2. IlpenonaBatesb BBLAAET KAXKIOMY CTYJICHTY MpocTpaHcTBO IP-anpecoB /i paboThI.
3. OTBeTUTH HAa TEOPETHUUECKHE BOMPOCHI B KOHIIE JIAOOPATOPHOTO 3aHSITUS
Crincok nurepartypsl:
1. Onughep B.I'. KomnbloTepHbI€ CETH : MPUHIUIBI, TEXHOJIOTUH, poTokoibl / B. T'. Onudep,
H. A. Omudep. — 3-e uzn. — M. [u ap.] : [lurep, 2008. — 957 c.
MatepuanbHO-TEXHUYECKOE 00eCIIeYeHUE 3aHSTHS:
1. KommbroTeps! o koiauuecTBy oOyyaromuxcs ¢ pazsépayroir OC MS Windows, IIIIT Cisco
Packet Tracer u Wireshark.
Tema 5 (6 u.) Tpancnopmmuwtii ypoeenn, npomoxoavt TCP u UDP — nposepka cpopmuposan-
nHocmu komnemenyuii — OIIK-7
3agaHus:
1. Uzyuenue ctpykrypsl npotokosnoB TCP u UDP B CPT u B Wireshark.
2. Pa3nenenue cetn Ha 2...3 VLAN B CPT.
3. CocTaBuTh OTYET O TAOOPATOPHOM 3aHSATHUH.
VYka3aHus 110 BBIIIOJIHEHUIO 33/JaHUIL:
1. V3yunTts TEOpETHUECKUI MaTEpHAII 110 TEME.
2. IlpenonaBaresb BBLAAET KAXKIOMY CTYJICHTY MpocTpaHcTBO IP-anpecoB /i paboThI.
3. OTBeTUTH HAa TEOPETHUUECKHUE BOMIPOCHI B KOHIIE JIA0OPATOPHOTO 3aHSITUS

O L
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Crincok nurepartypsl:

1. Onughep B.I'. KomnbloTepHbI€ CETH : MPUHIUIBI, TEXHOJIOTUH, poTokoibl / B. T'. Onudep,
H. A. Omudep. — 3-e uzn. — M. [u ap.] : [urep, 2008. — 957 c.

MatepuanbHO-TEXHUYECKOE 00eCIIeUeHHE 3aHSTHS:

1. KommbroTepsl o koiauuecTBy oOyyaromuxcs ¢ pazsépaytoir OC MS Windows, IIIIT Cisco

Packet Tracer u Wireshark.

Tema 6 (4 u.) Pazpewenue aopeca. Ilpomoxonvt ARP, DNS — npoeepka cghopmuposannocmu

kKomnemenyuit — OIIK-7

3agaHus:

1. V3yyeHne npoTOKOJa pa3pelieHus aJpecoB.

2. Ilo ucxonnoii rononoruu cetu B CPT n3yunts coznanue u pacnpoctpaHenue nakeroB ARP u

ICMP.

3. U3yuenue npoctpanctBa DNS-umMéER.

4. N3zyuenue arak Ha DNS

5. CocraBuTh OTUET O TAOOPATOPHOM 3AHITHH.

Vka3aaus 1o BBITIONTHEHUIO 3aIaHUH:

1. V3y4uTh TEOPUTUYECKUI MaTepHall IO TEME.

2. TlpenogaBaTtens BEIAAET KAXKIOMY CTYJIEHTY TpocTpaHcTBO [P-anpecoB ms paboThI.

3. OTBeTUTH HAa TEOPUTHUECKUE BOIIPOCHI B KOHIIE JIAOOPATOPHOTO 3aHATHS

Cnucok mrepaTypsl:

1. Onugpep B.I'. KoMnbIOTEpHBIE CETH : MPUHIMIIBI, TEXHOJIOTHH, IpoToKoisl / B. I'. Onudep,
H. A. Omudep. — 3-e uzn. — M. [u ap.] : [Tutep, 2008. — 957 c.

2. bupiokos, A. A. InpopmaronHas 6€30MacHOCTb: 3amuTa 1 HanajaeHue / A.A. Buprokos. —
2-e m31., nepepad. u gom. — Mocksa : JIMK Ilpecc, 2017. — 434 c. - ISBN 978-5-97060-435-
9. — Texkcr : anexktponnsbIil. — URL: https://new.znanium.com/catalog/product/1028060

MatepuanbHO-TEXHUYECKOE 00eCIIeUeHNE 3aHSTHS:

1. KommbroTepsl o koiauuecTBy oOyuaromuxcs ¢ pazsépaytoir OC MS Windows, Cisco Packet

Tracer.

Tema 7 (8 u.) H3yuenue npomoxonoe HTTP, SMTP, POP3 u DNS — npoeepxa cghopmupoean-

nHocmu komnemenyuii — OIIK-7

3agaHus:

1. TIo ucxoaHoi Tononoruu cetu B CPT npucBONUTH ajfpeca y3inaMm CeTH, HACTPOUTh MOYTOBBIE

CEpPBEpHI.

HccnenoBaTh MOYTOBBIE MPOTOKOJIBI

Hactpouts DNS-cepsep.

Nzyuenne cepBepoB Apache unu Nginx u HacToika nmpotokosoB HTTP.

Pa6ora ¢ [P-teneponueii B CPT.

. CocTaBuTh OTYET O TAOOPATOPHOM 3aHSATHUH.

YKazaHmI IO BBITIOJIHEHHIO 3a/IaHUM:

1. VI3y4nTh TEOPUTHYECKUI MaTEPHAII ITO TEME.

2. IlpenogaBarenb BBIAET KAKIOMY CTYJCHTY NMPOCTpaHCTBO [P-aapecoB amns paboThI.

3. OTBeTUTHh HA TEOPUTHUUECKHE BOIIPOCHI B KOHIIE JJA0OPATOPHOTO 3aHSITHS

Crincok nurepartypsl:

1. Onughep B.I'. KomnbloTepHbI€ CETH : MPUHIUIBI, TEXHOJIOTUH, poTokoibl / B. T'. Onudep,
H. A. Omudep. — 3-e uzn. — M. [u ap.] : [lurep, 2008. — 957 c.

2. PHP. Ilpakxmuxa cozoanus Web-cauimos: Ilpaktuueckoe mocoobme / KysznenoB M.B.,
CumpasHoB U.B., - 2-e uzn., nepepad. u gon. — CI16:bXB-ITerepOypr, 2008. — 1251 ¢. ISBN
978-5-9775-0203-0 — Teker : 3JIEKTPOHHBIN. — URL:
https://new.znanium.com/catalog/product/350502

MatepuanbHO-TEXHUYECKOE 00eCIIeUeHNE 3aHSTHS:

1. KommbroTepsl o KoiauuecTBy o0yvaromuxcs ¢ pazsépaytoit OC MS Windows, BUpTyalibHON

mamuHo#, [ITIIT Cisco Packet Tracer, NGINX u Apache?.

RS
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Ipunoowcenue 1
AHHOTAIUA JUCHUITJIUHBbI

Hucuumimaa «CeTn M cUCTeMBI NepeAayd nHbopMalum» peaausyercs: Ha (akynbreTe
WHupopMalmOHHBIX CHUCTeM U 0€30MacHOCTH Ui CTYACHTOB 3-TO Kypca, OOydarommxcs IO
nmporpamMMme OakanaBpuata mo HampasiieHuto noarotoku 10.03.01 Mudopmanmonnas 6e3omnac-
HOCTh (Tpodmau moAroToBku — Ne 2 OpraHu3aiiusi ¥ TEXHOJIOTHS 3aruThl nHopmaruu u Ne 3
KommnekcHast 3amuTa 00beKTOB HH(pOpMaTU3aLuH) Kadeapoil KOMIUIEKCHOM 3amuThl HHpOopMa-
1117078

[{enb TUCIUIUIMHBL: TEOPETUYECKOE U3YUEHHE U MIPAKTHUECKOE OCBOSHUE MPUHIUIIOB 10-
CTpoeHUSI U (PYHKIIMOHUPOBAHUS COBPEMEHHBIX CETEH U CHCTEM Mepeaun JaHHBIX.

3agaun:

— ¢dbopmupoBaHue 3HAHUN B 00JIaCTH BBHIOOpPA, aHATHM3a W MPUMEHEHHS CETeH U CH-
CTEeM Iepeayvu JaHHBIX;

— ySICHEHHE OCHOBHBIX TMOHSATHI U OMpesesieHui nepeaayu nH(OpMaluy, STaloH-
HOM MOJIENTH B3aUMOICUCTBUS OTKPBITHIX cucteM (Monenb [ISO/OSI, monens TCP/IP), apxuTek-
TYPbI U CPEJICTB B3aUMOJEHCTBHSI POLIECCOB B CETSIX;

- paccMOTpPEHHE COBPEMEHHBIX TCHJICHIIUN Pa3BUTHS CETEH CBSI3H.

JucuunnuHa HanpasieHa Ha (GOPMUPOBAHUE CIEIYIOMINX KOMIIETEHIIUH:

. OIIK-7 criocoOHOCTH OmpeneisTh HHPOPMAIIMOHHBIE PECypChI, MOANEKAIUE 3a-
IIUTE, YTPo3bl O€30MaCHOCTH MH(POPMAIIUK U BO3MOXKHBIE IyTH UX peaJn3allii HAa OCHOBE aHa-
JM3a CTPYKTYpPHI U COAep KaHus WH(GOPMAIIMOHHBIX MPOILIECCOB U 0COOCHHOCTEH (DYyHKIIMOHHPO-
BaHHUsA 00BEKTA 3aI[UThI

B pe3ynbTaTe 0OCBOSHHS IUCHUIUIMHBI 00YYaIOUIHICs TOJKEH:

3HaTh: OCHOBHBIE NPHUHIMIBI MOCTPOEHUS, APXUTEKTYPY M TOIOJOTHUI0 COBPEMEHHBIX
JIBC, Ttexnonorun Ethernet (FastEthernet, GigabitEthernet), TokenRing, FDDI-cTtannaptsi,
MIPUHLIUIIBI Pa0OTHI, CPABHUTEIbHBIE XaPaKTEPUCTUKHU, IPEUMYIIECTBA U HEJOCTATKH, OCHOBHbIE
cpenctBa mocTpoeHus coBpemeHHbIX JIBC, kinaccudukaiuy, BHYTPEHHIOI apXHUTEKTYpY,
PEKUMBI PaOOTHI, IPOTOKOJIBI ceTeBOro ypoBHs Mojenu ISO/OSI; MyabTH-CepBUCHBIE CETH, TeX-
HOJIOTHH Tiepeaayu rojocoBoro Tpaduka VolP, IP-renedonnn.

YMeTh: HacTpanBaTh 0a30Bble HACTPOUKH CETEBBIX YCTPOUCTB 2-T0 U 3-TO YpOBHS; 0OHa-
pPY>KHBaTh OUIMOKH B HACTpPOIKE MapUIpyTH3aIH; YMETh MOJIb30BaThCS HAYYHO TEXHUYECKOM
JUTEPATypoil B 001aCTH KOMIIBIOTEPHBIX CETEH.

Bnagets: 6a30Boii TEpMUHOIOTHEN MO TUCUUILUIMHE, HABBIKAMU HACTPOMKH M DKCIUTyaTa-
MU KOMMYHHUKAIIMOHHOTO 000PYAOBaHHUS.

ITo pucruniaune npeayCMOTpCHA IIPOMCIKYTOUYHAA aTTCCTAllUA B (bopMe OK3aMCHa.
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O6H_[a}1 pr,Z[OéMKOCTL OCBOCHUA JUCIUIIIMHBI COCTABJISACT 4 3a4€THEIC CAWHUIIBI.



21

Ipunoowcenue 2

JUCT UBMEHEHMHA
No | Texkcr aktyanuzanuu wiau npuiaraeMbii kK PIT/ nokymeHr, Hara Ne mpoto-
COJIep KAl U3MEHEHUS KOJa
1 | Obnosnen cocmas npocpammuozo obecneuenus (110), 29.06.2017. 10
COBPEMEHHBIX NPpOogeccuonatbhblix 6asz oannvix (/) u
ungopmayuonno-cnpasounvie cucmem (MCC)
2 | Obnosnena cmpykmypa oucyuniunsl (Mo0ys) 0si OUHOU 26.06.2018 11
dopmvt 006yuenus (2018 2.)
3 | Obnosnen pazoen 9. Memoouueckue mamepuanvt 26.06.2018 11
4 | ObHosneHa 0CHOBHAS U OONOIHUMENbHAS IUMepaAmypa 26.06.2018 11
5 | Obnosnen cocmag npoepammuozo obecnevenus (110), 26.06.2018 11
COB8pPeMeHHbIX npogeccuoHatvbublix 6asz oannvix (/) u
unghopmayuonno-cnpasounvie cucmem (MCC)
6 | Obnosnena ocHo8HAs U OONOTHUMENbHAS TUMePaAmypa 29.08.2019 a. 1
7 | Obnosnen cocmaes npocpammuozo obecnevenus (110), 29.08.2019 a. 1
COBPEMEHHBIX NpogeccuoHatbhbix 6asz oannvix (/) u
ungopmayuonro-cnpasounvie cucmem (MCC)
8 | Obnosnena cmpykxmypa oucyuniunvl (Mo0ys) OJist O4HOU 23.06.2020 14
dopmvt 006yuenus (2020 2.)
9 | Obnosnena ocnosnas u donornumenvHas aumepamypa 23.06.2020 14
10 | Obnosnen pasoen n.4 Obpazosamenvhble MexHONIOSUU 23.06.2020 14
11 | Obnosnen cocmag npoepammuozo obecneuenus (I10), 23.06.2020 14
COB8pPeMeHHbIX npogeccuonanvhblx 6asz oannvix (/) u
ungopmayuonno-cnpasounvie cucmem (MCC)
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[Ipunoxxenue 1
K JINCTY U3MEHEHUH

1. CocrtaB nporpammuoro odecnieyenusi (I10), coBpeMeHHbIX IpodeccHOHATBHBIX 0a3 1aH-

HbIX (B/1) 1 nnpopmaunonno-cnpasounsie cucrem (MCC) (2017 r.)

Ilepeuyens 11O

Tabauya 1
Nont Haumenosanue [10 [TpousBogutens | Crocob pacmpocTpaHeHUs

/i (ruyensuonnoe unu c600600-
HO PACNPOCMPAHAEMOE)
1 MicrosoftOffice 2013 Microsoft JUIEH3HOHHOE
2 Windows XP Microsoft JIMLIEH3UOHHOE
3 KasperskyEndpointSecurity Kaspersky JUIICH3UOHHOE
4 OC «Anbt ObpazoBanue» 8 000 «ba3zansT | TUIEH3UOHHOE
CIIO

Ilepeyens B/l u UCC

Tabauya 2
Neri/mt HanmenoBanme

Mesxaynapoansie pedeparuBHbie HaykomeTpuueckue bJl, moctymnHbie B paMkax Ha-
MUOHAJILHOHU mmoamucku B 2017 1.

Web of Science

Scopus

[MpodeccrnonansHbie MOMHOTEKCTOBBIE b/, MTOCTyMHBIE B paMKaX HaIlMOHATHHON
noamucku B 2017 r.
Kypnansr Oxford University Press

KommnbroTepHsie cripaBOYHbIE TPABOBBIE CUCTEMBI
Koncynsrant Ilmtoc,
l"apaHT

CocTaBUTEND:

K.T.H. JI.A. MuTiomux
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[Ipunoxenune 2

K JIUCTY W3MEHEHUI

2. O0HOBJICHHE CTPYKTYPBI AUCHHUILIMHBI (MOAYJIs1) 1JIst 04HOM opmbl 00y4uenus (2018 r.)

CTpyKTypa AUCHUIIHHBI ISl 04HOH (opMBbI 00ydeHu st

OO61mas TpyI0EMKOCTh JUCIUILIMHBI cocTaBisier 4 3.e., 144 4., B TOM YHCJIe KOHTAKTHas paboTa

o0yyJaromuxcs ¢ npenojanarenieM 56 4., MPOMEKyTouHas aTrectanust 18 .,
camocTosTeIbHag padbora oOydatormxcs 70 4.

Bunsl yueOHoii paboThl

(B yacax)
KOHTaKTHAas g
=] & = © DopmBI TEKY-
g 2 5 5 = g« IIEr0 KOHTPOJISI
o = 3| & = o 8 | ycreBaeMocTH,
Ne 3 ©l 5 = 2z | 2 hopma
Tembl AUCIUTIITTHB/ S & & 5 B
n/m 5 2 ) s = MIPOMEKYTOY-
o 2 = 2 S HOM aTTecTa-
g § E 3 U (10
é S = 2 cemecmpam)
= o) & O
2 g | &
= = 5]
5
1 |Obwue  nowamus  cemeu.| S | 2 4 | Ompoc
Mooenv  OSI/ISO, unxancy-
JAYus
2 | Illepeoauu cuenana uepes kanan | S | 2 4 8 | Onpoc, BeITION-
ces3U, husuyecKull ypogeHs. HEHHE MPaKTU-
YECKOro 3a/1a-
HUS
3 | KananvHulil yposenv nepedadu 5 | 4 6 12 | Ompoc, BeImOJI-
ungopmayuu HEHHE MPaKTU-
YECKOro 3a/1a-
HUS
4 | Cemesoii yposenn, popmam 5 | 4 8 12 | Ompoc, BeIIOJI-
3azonoexa npomokoaa IP, HEHHE NIPAKTH-
NPOMOKONbL MAPUWPYIMU3AYUU YECKOro 3a/1a-
HUS
5 | Tpancnopmmuuwiii yposeHny, 5 | 4 6 10 | Ompoc, BeIIOJI-
npomoxoavt TCP u UDP HEHUE IIPaKTU-
YECKOro 3a/1a-
HUS
6 | Paspewenue aopeca. I[lpomo- 5 ]2 4 10 | Ompoc, BeITOJI-
konvt ARP, DNS. HEHUE MPaKTu-
YECKOT0 3a/1a-
HUS
7 | Ilpomokons npukiadHo2o 5 |2 8 18 | Ompoc, BeIOIN-
yposus. HITP, FTP, noumo- HEHHE NIPaKTH-
8ble CepsuUchl YeCcKOro 3ajia-
HUS
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IK3AMEH

18

IK3AMEH NO
ounemam

HUTOTO:

20

36

18

70




3.00H0BIeHHE pa3gena 9. MeToanyeckne MaTepHaJibl

B paznen 9 BHecTu cnenyromye n3MeHEHUs.
1. 3aMeHHUTh POU3BOIHBIC CJIOBA OT CIIOBA «JIa0OPATOPHBII Ha COOTBETCTBYIOLINE MTPOU3BO/I-
HBIE CJIOBA OT CJIOBA «IIPAKTHUECKUI».
2. B cnmcok JuTepaTypbl KaKJ0r0 IPAaKTHYECKOTO 3aHATUS 100aBUTh:
Cemesas 3awuma Ha 6aze TexHonoruit pupmel Cisco Systems. [Ipaktuueckuii kypc: YueOHoe
nocobue / Aunponunk A.H., Komnepos A.C., Cunanckuii H.U., - 2-e u3a., crep. - Mocksa :
®muaTa, 2018. - 178 c.: ISBN 978-5-9765-3523-7 - Texkcr : anextponnbiii. - URL: https://
new.znanium.com/catalog/product/965101
3. B teme 4 3agaHue U3I0KUTh B PEAAKIINU:
«1. Usyuenue ctpykrypsl kagpa Ethernet B CPT.
2. Otcneauts NpOXoKIeHHE Kajapa uepe3 kommyTaTopsl B CPT.
3. IlpoananusupoBats Buabl MAC-agpecos.
4. MHM3yuarp VLAN-TEXHOJIOTHIO.
5. CocTaBUTb OTYET O JTAOOPATOPHOM 3aHATHH.).
4. B teme 4 3a1aHU€ U3JI0KUTh B PEIAKIIUU:
«1. Usyuenue crpykrypsl [IP-makera B CPT u B Wireshark.
DopMHUpOBaHKE MTOACETEN.
HccnenoBanue craTuueckoid MapIpyTU3aLNH.
Hccnenoanue npoTokoyioB AuHaMudeckoit Mapupytuzauuu RIPv2 u OSPF.
Hacrpoiika DHCP-cepBepa. Hcnons3oBanne npotokona DHCP.
6. CocTaBHUTh OTYET O MPAKTUYECKOM 3AHITHH.).
5. B teme 7 cTpoKy:
«4. Nzyuenue cepBepoB Apache mmm Nginx u HacTolika mpoTokosioB HTTP.».
3aMEHHUTh Ha CTPOKY:
«4. Hactpoiika HTTP-cepsepa. Pabota ¢ mpotoxomom HTTP B CPTy.

R

4.00HOBJICHHE OCHOBHO U J0NOJHUTEIbHOH JuTepatypsl (2018 r.)

B pazgen 6. YuedHo-MeTOAMUYeCKOe U UH(POPMALMOHHOE olecriedeHre TUCHUIIMHBI BHO-
CATCS CIEAYIOIINE U3MEHEHUS:

JlononHuTe paznen Ochoenasn numepamypa

Cemesas 3awuma Ha 06a3e TexHomorund ¢upmbl Cisco Systems. IlpakTuyeckmii Kypc:
Yuebnoe mocooue / Auaponuuk A.H., Komrepos A.C., Cunaackuit H.U., - 2-e u3z., crep. -
Mocksa :®@aunta, 2018. - 178 c.: ISBN 978-5-9765-3523-7 - Tekcr : anektpoHHbIid. - URL:
https://new.znanium.com/catalog/product/965101

5. Cocras nporpammuoro odecnevyenust (I10), copeMeHHbIX MPo(hecCHOHATBHBIX 0a3
nanubIX (b/1) u undpopmaunonno-cnpaBsounbie cucrem (MCC) (2018 r.)

IMepeuens 1O
Tabnuya 1
Nent Haumenosanue I10 [Mpoussomutens | Cnocob pacnpocTpaHeHUs
/m (ruyensuonnoe unu c60600-
HO pacnpocmpansiemoe)
1 Adobe Master Collection CS4 Adobe JIAIICH3UOHHOE
2 Microsoft Office 2010 Microsoft JIATCH3UOHHOE
3 Windows 7 Pro Microsoft JIMLIEH3UOHHOE
4 AutoCAD 2010 Student Autodesk cBOOOJTHO pacmpocTpaHs-
eMoe
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5 Archicad 21 Rus Student Graphisoft CBOOOJIHO pacmpocTpaHs-
eMoe

6 SPSS Statisctics 22 IBM JINLEH3UOHHOE

7 Microsoft Share Point 2010 Microsoft JIMLIEH3UOHHOE

8 SPSS Statisctics 25 IBM JIALIEH3UOHHOE

9 Microsoft Office 2013 Microsoft JIMIIEH3HOHHOE

10 OC «AnbsT O6pazoBanue» 8 00O «bazanbT | IUIEH3UOHHOE

CIIO

11 Microsoft Office 2013 Microsoft JIMLIEH3UOHHOE

12 | Windows 10 Pro Microsoft JINLEH3UOHHOE

13 | Kaspersky Endpoint Security Kaspersky JIUTIEH3MOHHOE

Iepeuens B/l u UCC
Tabauya 2

Nori/mt HanmenoBanue

MexnyHapoanslie pedeparuBHbie HaykoMeTpuueckue b/I, nocrynusie B pamkax Ha-

HMUOHAILHOM noanucku B 2018 r.
Web of Science
Scopus

HpO(l)eCCI/IOHaJ'IBHBIC INOJHOTCKCTOBBIC BI[, JOCTYIIHBIC B paMKax HaHHOHaHBHOﬁ

noamnucku B 2018 r.
Kypnanel Cambridge University Press
ProQuest Dissertation & Theses Global
SAGE Journals
XKypnans! Taylor and Francis

DJeKTpoHHbIC U3aHUs U3AaTeIbCTBA Springer

[IpodeccrnonanbHbie MOTHOTEKCTOBBIE B]]
JSTOR

I/I?;ILaHI/ISI 110 O6HIGCTBCHHI)IM 1 T'YMAaHHUTAapHBIM HayKaM

KomMIbroTepHsle CripaBOYHbIE IIPABOBBIE CUCTEMBI
Koncynsrant I lmtoc,
l"apaHT

CocraBuTenb:

K.T.H. [[.A. MuTomux
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[Ipunoxxenue 3
K JINCTY U3MEHEHUH

6. OOHOBJICHHE OCHOBHOM U 10NOJTHUTEIbHOM JuTepaTypsl (2019 r.)

B pazgen 6. YuedHo-MeTOAMUYeCKOe U MH(POPMALMOHHOE olecriedeHre TUCHUIIMHBI BHO-
CATCS CIEAYIOIINE U3MEHEHUS:
Jomnonuuts paznen Jonornumenvhas aumepamypa

Jlucwes, I'.A. TIporpamMmHOe OOecrieYyeHHE KOMIBIOTEPHBIX CETeH W Web-CepBepoB :
yue0. mocodue / I'.A. Jluckes, I1.1O. Pomanos, F0.W. Ackepko. — Mocksa : MTHOPA-M, 2019.

145 C. —

(Bricmiee

oOpasoBaHue:

bakanaBpwuar).

www.dx.doi.org/10.12737/textbook 5a93ba6860adc5.11807424. - ISBN 978-5-16-013565-6. -
Texkcr : anextponnslif. - URL: https://znanium.com/catalog/product/1002586.

Mepeuens 11O
Nent Haumenoanue 110 [IpousBoaurens Crnioco6 pacmpocTtpane-
/m HUS (UyeH3uoHHoe uiu
€680000H0 pacnpocmpa-
HAEeMOe)
1 Adobe Master Collection CS4 Adobe JULEH3UOHHOE
2 Microsoft Office 2010 Microsoft JINLIEH3UOHHOE
3 Windows 7 Pro Microsoft JIULEH3UOHHOE
4 AutoCAD 2010 Student Autodesk CBOOOJTHO pacIpOCTpaHsI-
eMoe
5 Archicad 21 Rus Student Graphisoft CBOOOJIHO pacIpoCTpaHs-
eMoe
6 SPSS Statisctics 22 IBM JIMIICH3UOHHOE
7 Microsoft Share Point 2010 Microsoft JINIICH3UOHHOE
8 SPSS Statisctics 25 IBM JIULEH3UOHHOE
9 Microsoft Office 2013 Microsoft JIMLIEH3UOHHOE
10 | OC «Anbt O6pazoBanue» 8 000 «bazanst CIIO | AM1IEH3HOHHOE
11 Microsoft Office 2013 Microsoft JIMLIEH3UOHHOE
12 | Windows 10 Pro Microsoft JINIICH3UOHHOE
13 | Kaspersky Endpoint Security Kaspersky JUIEH3UOHHOE
14 Microsoft Office 2016 Microsoft JINLIEH3NOHHOE
15 | Visual Studio 2019 Microsoft JIULEH3UOHHOE
16 Adobe Creative Cloud Adobe JIMLIEH3UOHHOE
Ilepeuens B/l u UCC
Nomr HammenoBanme
/m

7. CoctaB nporpammHuoro odecneuenus (I10), coBpeMeHHbIX NPodeccHOHATIBLHBIX 0a3

naunbixX (B/1) u undopmanunonno-cnpaBounsie cucrem (MCC) (2019 r.)

1 | MexnyHnapoansie pedepatuBHble HaykoMeTpuueckue b/l, nocTynHeie B pamkax Halu-

OHaJIbHOM moanucku B 2019 r.
Web of Science
Scopus

2 | Ilpodeccronansubie OMHOTEKCTOBBIE b]l, TOCTymMHBIE B paMKaxX HallMOHATHHOM

noamucku B 2019 r.
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XKypnanst Cambridge University Press
ProQuest Dissertation & Theses Global
SAGE Journals

Kypnainsr Taylor and Francis

3 | [Ipodeccuonanbubie monHOTEKCTOBBIE B/

JSTOR

N3nanus mo oOMECTBEHHBIM U TYMaHUTAPHBIM HAyKam
OnekrpoHHas oubamuorexa Grebennikon.ru

4 | KoMmnbloTepHbI€ CIIPAaBOYHBIE IPABOBHIE CUCTEMBI
Koncynsrant [lnroc,
l"apant

CocraBuTEND:

K.T.H. [[.A. MuTomux
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[Ipunoxenue 4

K JINCTY U3MEHEHUH

8. OO0HOB/IeHHE CTPYKTYPHI AUCHHUILIMHBI (MOYJIs1) A5 04HOM (popmbl 00yuenus (2020 r.)

CrpykTypa iMcuMnIuHbl (MOAYJIs) A O4HOI (POPMBI 00ydeHH A

OO0mmast TpyJ0EMKOCTh JUCITUIUIMHBI cOCTaBisieT 4 3. €., 152 4., B TOM uMclie KOHTaKTHas

pabota oOywaromuxcs ¢ mpenojaBaresaeM 56 4., caMOCTosTeNbHasT paboTa oOydaromuxcs 78 4.

Bunet yueOHoi paboTh

(B yacax)
KOHTaKTHas g
=] & = © DopmBI TEKY-
g = 5 5 = 24 IIEr0 KOHTPOJISI
o | 2| 3| & & o 8 | ycreBaeMocTH,
Ne - 3 Oz o ” 2 dopma
€MbI JUCIUTLITUHBI/ = A 5 ) 3}
/I 5 0 ) S & IPOMEKYTOY-
o 2 = 2 S HOM aTTecTa-
g § E 3 HUH (70
é g, =1 2 cemecmpam,)
= ) < ©
& | '§ 3
= = O
5
1 |Obwue  nouwsmus  cemeu. | 5 | 2 4 | Onpoc
Mooenv  OSI/ISO,  unxancy-
YU
2 | Ilepeoauu cuenana uepes kanan | S5 | 2 4 10 | Ompoc, BbITION-
ces3U, husuyecKull ypogeHs. HEHHE MPaKTU-
YECKOro 3a/a-
HUS
3 | KananvHulil yposenv nepedadu 5 | 4 6 10 | Ompoc, BbITION-
ungopmayuu HEHUE MPaKTU-
YECKOro 3a/1a-
HUS
4 | Cemesoii yposenn, popmam 5 | 4 8 12 | Ompoc, BeImOJI-
3azon06xa npomoxona IP, HEHHE MPaKTU-
NPOMOKONbL MAPUPYMU3AYUU YECKOro 3a/1a-
HUS
5 | Tpancnopmmuuwiii yposeHnw, 5 | 4 6 10 | Ompoc, BeImOJI-
npomoxoavt TCP u UDP HEHUE IIPaKTU-
YECKOro 3a/1a-
HUS
6 | Paspewenue aopeca. I[lpomo- 512 4 12 | Ompoc, BbIIOJI-
konvl ARP, DNS. HEHUE MPaKTU-
YECKOTo 3a/1a-
HUS
7 | IIpomokonvl npukiaonozo 512 8 12 | Ompoc, BITOJI-
yposus. HITP, FTP, noumo- HEHHE NIPAKTH-
8ble Ccep8uUchl YECKOT0 3a/1a-
HUS
9K3AMEH 5 18 8 | skzamen no
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ounemam

HUTOTO: 20 36 18 78

9. O0HOBJIEHNE OCHOBHOM M JONOJTHUTEILHOM JuTepaTypsl (2020 r.)

B paznen 6. YueOHo-MeTOAM4YECKOe M NH(OPMALIMOHHOE o0ecredeHue UCHUTTIHHBI
BHOCSITCSI CIIEAYIOIUE U3MEHEHHUS:

1. JlonoauuTk pazaen OCHOBHAA JUTEpPaTypa
Kypasnes, A. E. UnpokoMMyHHKaIIMOHHBIE CUCTEMBI. ATmapaTHOEe o0ecredeHre : yueOHoe 1mo-
cobue ms By3oB / A. E. XKypasnes, A. B. Makmanos, A. B. UBanumes. — Cankr-IlerepOypr :
Jlansp, 2020. — 392 c¢. — ISBN 978-5-8114-5342-9. — TekcT : anmekTpoHHbIH // JlaHb : 27ek-
TpoHHO-OMbOMoTeuHas cucrema. — URL: https://e.lanbook.com/book/147334.

2. JlonoaHuTk pasnen JlonoaHUuTeIbHAS JUTEpaTypa
Ampakcun, 0. K. Ynpasnenne uHQOpMAMOHHBIM B3aMMOJICHCTBHEM B PACIpEe/IeHHBIX TeX-
HUYECKUX CHUCTEMaxX: KOHEYHO-aBTOMAaTHbBIM momxox : Monorpadus / FO.K. AnpakcuH. —
Mocksa : By3osckuii yueonuk : UTHOPA-M, 2020. — 184 ¢. — (Hayunas kuura). - ISBN 978-
5-9558-0554-2. - Tekcr : anekrponnsIil. - URL: https://znanium.com/catalog/product/1028962.

10. B snemenT paboueii mporpammbl m.4 OOpa3oBaTejibHbI€ TEXHOJOTHH BHOCATCS
CJIEYIOIINE U3MEHEHUS:

B mepuon BpeMEHHOTOo MPUOCTAHOBJICHUS TMOCEHICHHS OOYYaIOUMMUCS MOMEIICHUH U
tepputopun PITY. mns opranmsamuu y4eOHOrO Tporecca ¢ NMPUMEHEHHEM JIIEKTPOHHOTO
oOydeHuss W JAMCTAHIIMOHHBIX OOpa30BaTENbHBIX TEXHOJOTHH MOTYT OBITh HCIOJB30BaHBI
clieyIonme o0pa3oBaTebHbIE TEXHOIOTHH:

— BUJICO-JICKIIHH;

— OHJIAMH-JIEKLIMU B PEKUME PEaIbHOI0 BPEMEHH;

— DJIEKTPOHHbIE YUeOHUKH, yueOHbIE TOCOOUS, HAyYHbIe HU3aHUS B AJIEKTPOHHOM BHJIE U
JIOCTYT K MHBIM 3JIEKTPOHHBIM 00pa30BaTEIbHBIM pecypcaM;

— CHCTEMBI JIJIs 2JIEKTPOHHOTO TECTUPOBAHUS;

— KOHCYJIbTALIUU C UCTIOIb30BAHUEM TEJIEKOMMYHUKAIIMOHHBIX CPEJCTB.

11. B snemeHt paboueil mporpamMmbl 7. MaTepuajbHO-TeXHHYeCKoe olecrevyeHue
AUCHMILINHBI/MOYJIs BHOCSATCS CIEIYIONNE U3MEHEHMSL:

Ilepevyens Bl u UCC
Nen/nt HaumeHnoBanue
1 MexnyHaponnbsle pedepatuBHble HaykoMmerpuueckue bJ[, noctymHble B pamkax
HallMOHaJbHOM noamnucku B 2020 T.
Web of Science
Scopus
2 [Ipodeccuonansupie monHOTEKCTOBbIe bBJI, mOoCTymHble B pamkKax HallMOHAJIbHOU

noamucku B 2020 T.

Kypnanst Cambridge University Press
ProQuest Dissertation & Theses Global
SAGE Journals

Kypnuanst Taylor and Francis

3 [Tpodeccnonanbhpie MOHOTEKCTOBBIE B/
JSTOR
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I/ISI[aHI/ISI 110 O6IJ_ICCTB€HHBIM U T'YMaHHUTapHbBIM HayKaM
OnektponHas 6ubimoteka Grebennikon.ru

Koncynprant Inroc,
["apanT

KOMHBIOTepHBIe CIIPaBOYHBIC IIPABOBBIC CUCTCMBI

B oanementr paboueit mporpaMmbl

7. MartepunaibHo-TeXHHUYeCKOe olecneyeHne
AUCHUILUITMHBI/MOAYJISA BHOCATCS CIEIYIOIINE U3MEHEHUS:
CoctaB nporpammuoro odecnedyenus (I1I0)

Nerr Haumenosanue I10 [TpousBoautens Crioco0 pacrpocTpaHe-
/m HUA (1UYyeH3UOHHOe UlU
€60000HO pacnpocmpa-
HAEeMOe)
1 Adobe Master Collection CS4 Adobe JIULIEH3UOHHOE
2 Microsoft Office 2010 Microsoft JIMLIEH3UOHHOE
3 Windows 7 Pro Microsoft JINLEH3UOHHOE
4 AutoCAD 2010 Student Autodesk CBOOOJTHO PacIpPOCTpaHsI-
eMoe
5 Archicad 21 Rus Student Graphisoft CBOOOJTHO PacCIpPOCTpaHs-
eMoe
6 SPSS Statisctics 22 IBM JIMLIEH3UOHHOE
7 Microsoft Share Point 2010 Microsoft JIMLIEH3HOHHOE
8 SPSS Statisctics 25 IBM JIULIEH3UOHHOE
9 Microsoft Office 2013 Microsoft JIMLIEH3UOHHOE
10 | OC «Anbt O6pazoBanuey 8 000 «bazanst CIIO | nH1IeH3MOHHOE
11 Microsoft Office 2013 Microsoft JIMLIEH3UOHHOE
12 | Windows 10 Pro Microsoft JINIEH3UOHHOE
13 | Kaspersky Endpoint Security Kaspersky JIULEH3UOHHOE
14 Microsoft Office 2016 Microsoft JIMLIEH3UOHHOE
15 | Visual Studio 2019 Microsoft JINLEH3UOHHOE
16 Adobe Creative Cloud Adobe JIMLIEH3UOHHOE
17 | Zoom Zoom JINIICH3UOHHOE
CocraBuTelb:

K.T.H. [[.A. MuTonux
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