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1. IlosicHUTENLHASA 3aNIHCKA
1.1. Ilens u 3a1a9M TUCIUTIIIAHBI

Llenb MUCHUIIIMHBI — 03HAKOMJICHHE CTYJIEHTOB C OCHOBHBIMH MOHSATHSIMH B 00JIACTH MEKCETe-
BOT'O SKPAaHUPOBAHUS U CUCTEM OOHApY>KEHUs BTOP)KEHHUS; OCO3HAHUE MOHMMAHUS MeCTa JlaH-
HBIX MEXaHU3MOB B 00IIEH apXUTEKType MOJCUCTEMBI 3alUThl HH(pOpMaUK UHOPMAITMOHHON
cucTeMbl; (OPMUPOBAHHE HABBIKOB YCTAHOBKH, HACTPOMKUM M PEKOHPUTYPUPOBAHUS ITHUX
CPeACTB 3alMThl WH(GOpPMAIUK; 3HAKOMCTBO ¢ HOPMAaTHBHO-METOJMUYECKOW 0a30i B 4acTH MX
MIPUMEHEHUS.

3agaun QUCUUIUIMHBL: M3Y4YeHHWE MPUHIUNOB (GuibTpanmuy WH(GOPMAIIMOHHBIX ITOTOKOB Ha rpa-
HUILE ceTel, NACHTU(PUKAIIMOHHBIX MPU3HAKOB MOTEHIIUAIBHO OMACHBIX MH()OPMAILIMOHHBIX TO-
TOKOB, CUTHATyp CETEBBIX aTakK (BTOPKEHUH), CUCTEM IMAKETHOW (QHIBTPAIlH, KpUTEpUEB (DUITb-
TpalMy IMaKeTOB, YIpaBiIeHUS MUH()OPMALMOHHBIMU MOTOKAMU MOCPEACTBOM (UIBTPALIUHU, CO-
NPSOKEHUST 1 COBMECTHOM AKCIUTyaTaIlil CUCTEM MEXCETEBOTO SKPAHHPOBAHUS M CUCTEM OOHa-
PYKEHHUSI BTOPKEHUH.

1.2. ®opmupyemMbie KOMIIETEHIIUH, COOTHECEHHBIE C TUIAHUPYEMBIMH PE3yIbTaTaMH 00ydeHUs
10 JUCLUIUIMHE:

Konsl Conep:xanue komnereHunii | [lepedyeHb muIaHupyemMbIX pe3yJbTaTOB
KOMIIETEHI] 00y4eHHUsI MO AUCHUILINHE
H
OIIK-3 JOJDKEH o0JazaTh CHoCOOHO- | 3HATH: TPEOOBAHMS, MPEAbIBISEMbIE K CHCTEMaM
CTbIO NPUMEHSATH IMOJIOKEHHUS | MEKCETEBOIO JKPAHUPOBAHHUS U OOHAPYXKEHHS
INEKTPOTEXHUKH, SJICKTPOHU- | BTOPKCHUS OTECUYECTBCHHOM HOPMAaTHUBHO-
K U CXEMOTEXHHUKHU JJIsl pe- | MeToAnuYecKoil 0a3oi; 6a30Bble (PYHKIIMH U MECTO
meHusT  NpogecCHOHANbHBIX | B 00mIel crucTtemMe MHPOpPMAIMOHHON Oe3omacHo-
3aaq CTH;
YMeTh. OCYIIECTBISTh YCTAHOBKY WM HACTPOUKY
TUIIOBBIX CHCTEM MEXCETEBOI'O DKPAHUPOBAHUS U
OOHapyXeHHS BTOP)KEHUH KaK YPOBHS y3Jia, Tak U
YPOBHS CETH.
Brnajers: HaBBIKAMH OIIEHKH CETEBOTO Tpadmuka c
[EeNbI0 BBIACNEHUS MOTEHIIMAIbHO OIMACHBIX HH-
(hopMaIMOHHBIX TOTOKOB.
OIIK-7 JOJHKeH 007aiaTh CHoCOOHO- | 3HATH: apXUTEKTYpPY U MPHHIMUIBI (YHKITHOHUPO-
CTBIO OTpENEATh HH(POpPMa- | BAHUSI MEKCETEBBIX SKPAHOB U CHUCTEM OOHApyKe-
[IMOHHBIE PECypChl, TMOJJe- | HHsI BTOPKECHUH.
JKaIUe 3alluTe, Yrpo3bl 0e3- | YMETh. BBHIMOJIHATH HACTPOWKY CHUCTEM MaKETHOU
omacHocTH wuH(popManuu " | GUIBTpalUK, BCTPOCHHBIX B KOMMYHHKAIMOHHOE
BO3MOJKHBIE TIYTH WX pealid- | 000pyI0BaHuUE.
3allMd Ha OCHOBE aHalu3a | BrmageTsh: HaBBIKAMH OMpeIelIeHHs IPU3HAKOB T0-
CTPYKTYphl ¥ COJICpP)KaHHS | TCHITUAIBHO OITACHBIX TOTOKOB M (POPMHUPOBAHUS
MH(OPMAIIMOHHBIX MTPOIECCOB | MPABUI MEKCETEBOTO YKPAaHWPOBAHUS, TaKUE TO-
1 ocoOeHHOCTeH (PYHKIIMOHU- | TOKH UCKITIOYAIOIIHX.
poBaHMsI 00bEKTA 3aIUTHI

1.3. MecTo IMCHUIUIMHBI B CTPYKTYpe 00pa3oBaTeIbHON TPOTrPaMMBI

Hucuumuna «lIporpaMMHo-anmapaTHbIe CpeCTBa 3alMThl WHpopManuu. MexceTeBoe 3Kpa-
HUpOBaHUE, 0OHAPYKEHHE BTOP)KEHUI» OTHOCUTCS K 0a30BOI 4acTH OJIOKA TUCIHUIUIMH Y4eOHO-
IO IUIaHA.

st ocBOeHMSI TUCUUIUIMHBI HEOOXOAMMBI 3HAHUS, YMEHHSI U BIafeHus, copMHpOoBaHHBIE B
X0/ U3YUEHHsI CIEAYIONNX AUCIHUIUIMH U MPOXOXKICHUS NpakTuK: «MH(OopMamoHHbIe TEXHO-
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aorumny, «VMH(popMaMOHHBIE MPOIECCHl U CUCTeMbl. BeruucnutensHble cetun», «lIporpammuo-
anmnapaTHble CpeJCcTBa 3aluThl HH(popMauu. OCHOBHAsI YacTby.
B pesynbTare 0cBOSHHS ITUCHHUILIMHBI (POPMHUPYIOTCS 3HAHUS, YMEHHUS U BIaJeHUs, HEOOXOau-
MBI JUISl U3yUEHUs CIENYIOUMX AUCHUIUIMH U NIPOX0XKAeHHs npakTuk: «KomiiekcHoe odecre-
yeHue 6e3onacHocT 00beKkTa nHpopMaTH3auum», «IIpoekTupoBaHUE CUCTEM 3aIUTHl OOHEKTOB
UHpOpMATU3ALUN.

2. CTpyKTYypa IMCUMILIMHBI

CTpyKkTypa IMCUMIJIMHBI JJIS 04HOI opMbI 00yUeHMsI

OO0mas Tpy10€MKOCTh AUCIUTUIMHBI COCTABIISACT _2_ 3.€., _[2_ 4., B TOM YHUCJIC KOHTaKTHas pabora 00y-
YaIOIIMXCsl ¢ IpenoaaBaTeneM _28_ 4., caMocTosTenbHas paboTa oOyvaromuxcs _44_ 4.

Bunsr yue6HoI paboThI

(B yacax) ®DopMbI TEKY-
KOHTAKTHast I1€r0 KOHTPOJIS
No R o , = é YCIIEBaCMOCTH,
n/_n TeMbl TUCIMIUTUHBL/ & = E g € « dhopma npome-
= o
ol 8 & | > &l & 5| xyrounoii ar-
Bl = S Ex| 55|82 8%
5 S E EE|&E|2 = % S | Tecrauun (no
> 5) ®
2 % =2 5|¢ & 2 = 8 % | cemecmpam)
2]
O | 5lo=E8IS8FEg*~T
1 | Ilpeomem u 3a0auu npoepamm-| 6 | 2 8 | Omnpoc
HO-annapamuoll 3auumsl UH-
dopmayuu
2 | Yoanénuvie cemesvie amaxu 6 | 2 2 10 | Omnpoc, oTuér
1o jaboparop-
HOU paboTe
3 | Meoccemesuie skpanvl u anna- | 6 | 4 6 8 | Ompoc, oT4ér
pamuvle Kpunmozpaguyeckue o jaboparop-
ULTIO3bL HOM paboTe
4 | Bupmyanuzayus u ooniaumnbvie 6 | 2 4 8 | Omnpoc, oTuér
mexHono2uu. Bupmyanvhoie 1o jaboparop-
yacmuule cemu HOW paboTe
5 | Cucmemul obuapysicenus u 6 | 2 4 8 | Ompoc, oTyér
npeoomepauyeHust BMOPIHceHUll 1o Jraboparop-
HOM paboTe
3auem 6 3auem no o6u-
Jlemam
UTOTO: 12 16 44




3. Conep:xkaHue THCHUTLTUHBI

Ne

HaunmenoBaHmue pa3xeja amc-
IUIIJIMHbBI

Conepxanue

IIpenmer m 3agaum mporpam-
MHO-aNNapaTHOM 3alUThI
uHpopmanuu

[Mpenmer 3amutel. CBoiicTBa uHpOpMammu u e
neHHocTh. OOBEeKT 3amuThl HHpOpManU. Bums
uHpopmanuu. YTeuka nnpopmanuu u e€ usl. Ce-
TEBOE M MexcereBoe B3ammojeiictue. [lonutuka
0€30MaCHOCTH.

BpenonocHble mporpaMmmbl M
yAaJIéHHbIE ceTeBble aTAKN

BpenonocHble mporpamMmsl.

Kowmnerorepusie Bupychl. TposiHckue koHu. Cere-
Bble yepBU. [loTaliHble XOABl U PYTKUTHL. BPEAOHOC-
HBIE TIPOTPAMMBI JUISI MOOMJIBHBIX YCTPOUCTB. [Ipo-
Yue BPEJOHOCHBIE POIPAMMBI. HaumenoBanue
BUPYCOB. JJIEMEHTHI 3alllUThl OT BPEIOHOCHOTO
nporpammHoro obecnedenus. Texnonorus Black u
Whitelisting.

Y 1anéHHbIEe CETEBbIE aTAKU.

CereBble ataku. OOOOWIEHHBIN CIICHApHH AaTaKw.
ATaku «0TKa3 B 00CTy>KMBaHUWY». ATaKku Ha MPOTO-
koiel [P, ICMP, UDP, TCP. I'eneparopsl araxk.
Ataka K. Murtnuka. Krnaccuduxamum ynanéHHbBIX
aTax.

Me:xceTeBble IKPaAHBbI

Pa3zBuTne TEXHOJOrMI MEKCETEBOIO IKPAHHPOBA-
Hus. PuibTpanuus MakeToB. MexceTeBble DKpaHbl
YPOBHSI COEOWMHEHUS. MexceTeBble SKpaHbl MpU-
KJIAIHOTO YpOBHs. MexceTeBble dKpaHbl C JUHAMHU-
yeckoil ¢uibTpanueil nakeroB. MexcereBble dKpa-
HbI UHCIIEKLIUM COCTOSIHUM. MEKCEeTeBbIE DKpPaHbI
ypoBHS sapa. IlepcoHanbHbIe MEXKCETEBBIE SKPaHBI.
Pacnipenenénnpie MexcereBble dKpaHbl. Mexcere-
Bble dKpaHbl Web-npunoxxenuii. HoBoe noxonenue
MEXKCETeBbIX JKpaHOB. OO0X0J MeEXKCETEeBBIX JKpa-
HoB. Ilocrenenuepii mnonaxon. TyHHEIUpOBaHHE.
TpeboBanust U MOKa3aTeny 3aAMUIIEHHOCTH MeEXKCe-
TEBBIX 3KpPaHOB. TecTUpOBaHME MEXKCETEBBIX dKpa-
HOB. [IpriMepbl MEXCETEBBIX IKPAHOB.

BupTtyajbHble YaCTHbIE CETH

Bupryanuzanus u oOnaunble TexHonoruu. TyHHe-
muposanue. [Iporokonsr VPN kaHanbHOTO ypoBHS.
[Iporokon IPSec. Accommanus obecriedeHus: 6e3-
ONacHOCTU. TyHHEIbHBIN U TPAHCIIOPTHBIN PEKUMBI
npotokosa IPSec. Ilporokonm oOmeHa WHTEpHET-
kmogaMu. [IpoTokon ayTeHTH(UKALUU 3arojoBKa.
[IpoTokon Ge30macHOi WHKAMNCYISAIUNA COACPIKUMO-
ro nakera. IIpumep npumenenus nporokona IKE.
CoBMecTHOe HcCIONb30BaHHE NpoTOKoiIoB ESP u
AH. OcHoBHBIE THUIBI 3alIUIIEHHBIX CBsizei. [Ipo-
Tokoisl VPN TpancmoptHoro ypoHs. I[{udpossie
ceptudukatsl. [IpuMepsl 0OTEUECTBEHHOTO IOCTPOE-
Hust VPN. Kpunronutossl. Undpactpykrypa PKI
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CucreMbl 00HAPYKEHUS U
npeaoTBpPALieHUsI BTOPKEHU i

Mopenu cuctem oOHapyKEHUs BTOpKeHU. Moiens
A. Hennunr. Moaens CIDF. Knaccudukanus cu-
cteM oOHapyxeHHs BTopkeHud. OOHapyKeHue
curHatyp. Cucrema oOHapyXeHHS BTOPIKECHUI
Snort. [lekomep mnaketoB. IIpenporeccopst. Ilpe-
nporeccopel  cOopku makeroB. Ilpemporeccops
HOpMalM3aluu MpoTokosioB. [Ipempoueccopsr 006-
HapyxeHHus: aHomanuii. [Ipoueccop oOHapyKEHHS.
Moaynmu BeiBoga. IlpaBuna Snort. IIpumepsr mpa-
Buin. OOHapyxkenwe aHomanuid. Meroasl Data
Mining. MeToapl TEXHOJOTUHA MOOWMIIBHBIX aréHTOB.
Meroasl OCTpPOEHUSI UMMYHHBIX cucTeM. IIpume-
HEHUE TIEHETUYECKUX alroputMmoB. llpumenenue
HEUPOHHBIX ceTel. S3pIkM omucaHus arak. pyrue
METOJbl OOHapykeHus BTOp:keHuUU. CHucTeMbl aHa-
au3a 3auuiéHHocTi. CrucTeMbl aHanu3a 1eJI0CTHO-
cTi. BcmomoraTenbHble cpencTBa OOHApPYKEHHS.
MeTtonbl 00x0/1a cucTeM OOHApPYKEHUsI BTOPKEHUH.
Metonel 00X0/1a CETEBBIX CHUCTEM OOHApPYKEHHUS
BTOp)KEeHUI. MeToibl 00X0/1a XOCTOBBIX CHCTEM 00-
Hapy>KEHUs BTOpPKEHUU. J[MHAMUYECKHE METOJIbI
o0xonma. TecrtupoBaHue cucreM OOHApyKEHUs
BTOp>keHMI. TecTupoBaHWEe KOMMEPUECKUX CUCTEM.
TectupoBaHue HccaeI0BATENbCKUX MPOTOTHUIIOB.
MeTtonsl GpopMUpOBaHUS TECTOBBIX HAaOOpoB. Mart-
puna HecooTBeTcTBUM. CHCTEMBI NMpEeAyNpeKICHHUS
BTOP’KECHUI

4. Ob6pa3oBaTe/ibHbIE TEXHOJIOTHH

Ne |HaumeHoBaHue pas- .
Buabl yueonbix 3anatuii  |Q0pa3oBaTte/ibHbIe TEXHOJIOTHH
n/m |gena
1 (2 3 4
1. |llpeomem wu 3adauu|/lexyus I. Tpaouyuonnas nekyus ¢ UCNOIb308a-
npoOCPAMMHO- HUeMm npe3enmayutl
annapamuou  3auu-
moul UHpopmayuu Camocmosmenvras paboma |l[lo0comoska k 3auamusim
2 Yoanéunvie cemesvie |Jlexyus 2. Tpaouyuonnas nekyus ¢ UCNOIb308A-
amakxu HUeMm npe3enmayutl
Jlabopamopnas paboma 2. |3ansamus ¢ UCnoIb308aHuemM cneyua-
ausuposarnoco 110
Camocmosmenvrnas paboma|lloocomosxa k 3auamusim
3 |Meowccemesvie sxpa- |Jlexyus 3.1. Tpaouyuonnas nekyus ¢ UCnOIbL308a-
Hbl u annapamusle  |Jlexyus 3.2. HUem npe3eHmayuil
Kpunmozpaguuecxue
uLI0361 Jlabopamopuas paboma 3. |3anamus ¢ ucnoiv3o8anuem cneyua-

CamocmosmenvHas pa60ma Iloocomoska Kk 3ausmusim

nuzuposannoeo 110 u o6opyodosanus




4  |Bupmyanuzayus u Jlexyus 4. Tpaouyuonnas nekyus ¢ UCNOIb308a-
obnauHble MexHo10- HUueM npezenmayuii
euu. Bupmyanvuole
yacmmuovle cemu Jlabopamopnas paboma 4. |3anamus ¢ ucnonvb308anuem cneyua-
ausuposannoeo 110 u obopyoosanus
Camocmosmenvras paboma |l[loocomoska k sauamusam
5 |Cucmemst 00napy-  |Jlexyus 5.1. Tpaouyuonnas nexyus ¢ Ucnoab306a-
JHCEHUSL U NPeOOm- Jlexyus 5.2. HUemM npe3eHmayuil
8paujeHUs 8Mopaice-
HUU Jlabopamopuas paboma 5. |3anamus ¢ ucnoiv3o8anuem cneyua-
nuzuposannoeo 110 u o6opyodosanus
Camocmosmenvras paboma|lloocomoeka Kk 3aHAMUAM € UCNONB30-
eéanuem ObC
5. OrueHka IIaHUPYEMBIX pe3yabTaToB 00yueHus. CrucreMa OlleHUBaHUS

®opma KOHTPOJISA Makc. KoJn4ecTBO 0aJ1JI0B
3a onny pa- |Bcero
ooty
Texymuilt KOHTPOJIb:
— onpoc (memvi 1-5) 4 banna 20 b6annos
— nabopamopuvie pabomul (memvi 2-5) |10 6annos 40 b6annos
[IpomexyTouHas aTTecTanus 40 6annos
IK3AMEH
HToro 3a nucuuninny 100 6annos
IK3AMEH

ITomy4eHHBI COBOKYITHBIN PE3YJIbTAT KOHBEPTUPYETCS B TPAJAUIMOHHYIO KAy OLIEHOK U B
HmIKany oueHok EBporeiickoii cucteMsl nepeHoca 1 HakorieHus kpeautos (European Credit
Transfer System; nanee — ECTS) B cooTBeTCTBHM € TabIUIIEH:

100-6amnbHas mKa- TpaimonHas mkana IIkana
Ia ECTS
95 -100 A

83 94 OTJINYHO B

68 — 82 XOpOIIIO 3a4TEHO C

56 — 67 D

50 55 YIIOBJIETBOPUTEIHLHO E

20 —-49 FX
0_19 HEY/IOBJICTBOPUTEIILHO HE 3a4YTEHO F
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5.2. Kputepuu BbICTaBIIEHUS OLIEHKH 10 TUCIUTUIMHE

Banany/
HIkaJuaa
ECTS

OueHka mo guc-
HUILINHE

KpnTeplm OLICHKH PE3yJbTAaTOB oﬁyqe}mﬂ mo JucCuu-
IJIMHE

100-83/
AB

«OTIIHYHOY/
«3a4TeHo (OTJINY-
HO)»/

«3aYTEHOY

BeicTaBnsercs oOyuaromemycs, €Ciii OH ITyOOKO U IIpoY-
HO YCBOWJI TEOPETUYECKHUN U NPAKTUYECKUN MaTepHall,
MOJKET IIPOJAEMOHCTPUPOBATH ITO HA 3aHATHUAX U B X0
MIPOMEKYTOYHOM aTTECTALUU.

OO0yyaromuiicst KCUYEPIBIBAIOIIE U JIOTHYSCKH CTPOMHO U3-
Jaraet yuyeOHBI MaTepHrall, YMEET yBSI3bIBATH TEOPHUIO C
IPaKTUKOMH, CIIPaBIIseTCs C pellieHueM 3ajad npodeccuo-
HaJIbHOM HalpaBJIE€HHOCTH BBICOKOTO YPOBHS CIOKHOCTH,
IPaBUIbHO OOOCHOBBIBAET NPUHSATHIC PEILICHUS.
CB000IHO OpHUEHTHPYETCS B YUeOHOH 1 podecCHOHATb-
HOI1 JIuTepaType.

OneHka 1o JUCHHUIUIMHE BBICTABIIAIOTCSA 00yYaromeMycs C
y4€TOM PE3YJIBTATOB TEKYILEH U IPOMEKYTOUHOM aTTe-
CTaLlUH.

Komnerenmyu, 3akperiiéHnble 3a JUCUUIUIMHON, chopMu-
POBAHbI HA YPOBHE — «BBICOKHID.

82-68/

«XOpOMIO»/
«3a4TeHo (Xopo-
110)»/
«3a4TEHO»

BricTaBnsiercst o0y4aromemMycsi, €Clii OH 3HaeT TeopeTHye-
CKHI Y MPAaKTUYECKUN MaTepuall, FpaMOTHO U 110 CYIIECTBY
M3JIaraeT ero Ha 3aHATHSIX U B XOJ€ MPOMEKYTOUHOM aTTe-
CTallMM, HE JOIyCKasl CYIIECTBEHHBIX HETOUHOCTEH.
OO6yyaromuiics MpaBUJIbHO IPUMEHSAET TEOPETHUUECKUE T10-
JIOKEHUS TIPU PEIIeHUH NMPaKTHUECKUX 3a7a4 npodeccuo-
HaJIbHOM HAIIPAaBJIEHHOCTH Pa3HOI'O YPOBHS CII0KHOCTH,
BJIaJieeT HEOOXOAMMBIMU JIJIsl 3TOTO HaBBIKAMU M ITpUEMa-
MHU.

JIoCTaToO4uHO XOPOIIO OPUEHTUPYETCS B y4eOHOH U Mpo-
(heccuoHanbHOM JIUTEpaATYpE.

OneHka 1Mo JUCHUIUIMHE BBICTABIISAIOTCS 00YJaIOIEMYCs C
Y4€TOM PE3YJIbTATOB TEKYIIEH U MPOMEKYTOUHON aTTe-
CTallUH.

Komnerenium, 3akpeniéHHbie 3a JUCHUILTUHON, CHOPMU-
pOBaHbl Ha YPOBHE — «XOPOLIHIIY.

67-50/
D,E

«YIOBJICTBOPH-
TEIBHOY/

«3a4TeHo (ymoBie-
TBOPUTEIIHHO)»/
«3aUTEHOY

BricTaBnsiercs oOy4aromemMycsi, €cii OH 3HaeT Ha 0a30BOM
YPOBHE TEOPETUUECKUI U MPAKTUYECKUIN MaTepual, 10-
MyCKAaeT OT/AENbHbIE OMNOKU MPH €ro U3JI0KEHUH Ha 3aHs-
TUSAX U B XOJI€ IPOMEKYTOUYHON aTTECTALIUH.
OOyyaromuiics UCIBITHIBAET ONPeIeIEHHbBIE 3aTPYAHCHUS
B IPUMEHEHUH TEOPETUUECKUX MOJIOKEHUM NPU PELIEHUH
MPaKTUYECKHX 3a7a4 MpodeccnoHaNbHOM HallpaBIeHHOCTH
CTaHJApTHOT'O YPOBHS CIIO’KHOCTH, BJIajIeeT HEOOXOMMBbI-
MU JUIs 3TOr0 0a30BBIMU HaBBIKAMU U IPUEMaMH.
JIeMOHCTpHpYET 10CTaTOYHBIN YPOBEHb 3HAHUS y4eOHOM
JUTEPATYypPBI IO TUCLUIUINHE.

OreHka 1o JUCHHUIUIMHE BBICTABIISIOTCS 00YJaIOLIEMYCS C
Y4ETOM PE3YIbTATOB TEKYIIEH U MIPOMEKYTOYHOM aTTe-
CTallUH.
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banabl/ Ouenka no auc- Kpurepum oueHku pe3yjbTaToB 00yUYeHHS MO JUCHH-
Hlxana HMILTHHE TUIMHE
ECTS

Komnerenmuu, 3akpeniéHnble 3a JUCUUIUIMHON, chopMu-
POBaHbI Ha YPOBHE — «IOCTAaTOYHBINY.

49-0/
F.FX

«HEYJOBIETBOPH- | BricTaBisieTcst oOydaronieMycs, €ciid OH He 3HaeT Ha 6a30-
TEIbHOY/ BOM YPOBHE TEOPETHUECKHI U MPAKTUUECKUN MaTepual,
HE 3a4TEHO JOTyCKaeT rpyOble OMMOKY MPU €ro U3JI0KEHUU Ha 3aHsI-

TUSIX U B XOJI€ IPOMEXKYTOYHOH aTTecTaluy.
OOyyaromuiics UCIIBITHIBAET CEPHEZHBIE 3aTPYIHEHUS B
HNPUMEHEHUU TEOPETUYECKUX MOJIOKEHUH IPU PEIIeHUuN
NPaKTUYECKUX 3a/1a4 TPO(PECCHOHATLHON HAIPABICHHOCTH
CTaHJApTHOI'O YPOBHS CII0’KHOCTH, HE BiIaJieeT HeoOX01u-
MBIMH JUUISl 5TOTO HAaBBIKAMU M TPUEMaAMH.
JleMoHCTpHpYeT (parMeHTapHble 3HaHUs yUeOHOHI JuTe-
paTyphbl 10 TUCIHILIINHE.

OneHka 1o JUCHUIUIMHE BBICTABIIAIOTCS 00YYaIOEMYCs C
y4€TOM PE3YJIbTATOB TEKYIEH U IPOMEKYTOUHOM aTTe-
CTaLlUU.

KomnereHyu Ha ypoBHE «I0CTaTOYHBIN», 3aKPETIIEHHBIE
3a AMCUUIUIMHON, HE COPMHUPOBAHBI.

Bupryanuzanus m oGnaunble TexHosoruu. TyHHenuposanue. IIporoxonsl VPN kananbHOTO
ypoBHs. IIporokon IPSec. Accommanus obecredenusi OezomacHOCTU. TyHHENbHBIH M TpaHC-
NOpTHBINA pexumsbl npoTtokoia [PSec. [Iporokon o6mena nntepuer-kimoyamu. [Iporokon ayren-
TUUKaK 3aroyioBka. [IpoTokon Oe3omacHOM MHKANCYIAUN COAep)KUMOro naketa. [Ipumep
npumenenus npotokona IKE. CoBmectHoe ncnonb3oBanue npotokoiaoB ESP u AH. OcHoBHbIe
TUIBI 3aIIUIIEHHBIX cBsized. [IpoTokonsl VPN tpancnoptHoro yposHs. Lludpossie cepruduka-
Th1. [Ipumeps! oteuecTBeHHoro noctpoenus VPN. Kpunrouuttossl. Madpactpykrypa PKI

5.3. OueHouHbIe cpeicTBa (MaTepuabl) 7S TEKYIIEro KOHTPOJIS YCIIEBAeMOCTH, POMEKYTOY-
HOM aTTeCTaIlui OOYYAIOIIUXCS 110 JUCITUTIIIHE

ITpumepHbIe BOMPOCHI K 3K3aMEeHY - nposepka cghopmuposannocmu komnemenyuti OI1K-3,

1.

N~ WN

9.

OIIK-T)
[Ipenmer u OOBEKT 3alIUTH MPOTrpaMMHO-amNNapaTHOM 3ammuTel. CBOWMCTBA, BUIBI
nH(pOpMaLIUY U €€ LIEHHOCTb.
VYteuka uapopmanuu u e€ Buasl. KaHansl yreuxu.
CeTteBoe 1 MEKCETEBOE B3aUMOJCICTBHE.
[TonuTHka 6€30MacHOCTH.
Bpenonocusle nporpammel. KomneroTepHbIE BUPYCHI.
TposiHCKHE KOHUM U CETEBBIE YEPBH.
Bpenonocusie nporpammel. [IoTaliHble X0l U PYTKUTHI.
BPEIOHOCHBIE TPOrpaMMbl JUIi MOOWJIBHBIX ycTpoiicTB. IIpoune BpemoHOCHBIE
MIPOrPaMMBI.
HaumenoBanue BUpPYCOB. OJIEMEHTHI 3alllUThl OT BPEIOHOCHOTO IPOrPaMMHOIO
obecreyeHus.

10. Texunomnorus Black u Whitelisting.

11. CereBble aTaku. O000MIEHHBIN ClICHAPUH aTaKH.

12. ATtaku «0TKa3 B 00CIIy)KHUBaHUMY.

13. Araxu Ha nnpotokonsl [P, ICMP, UDP, TCP. I'eneparops! atak. Ataka K. MuTHuka.
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14. Knaccudukannu ynaaéHHBIX aTak.

15. TexHOJIOrMM MEXCETEeBOI0 HIKPAHUPOBAHMUSL.

16. Metobl 00X0aa MEKCETEBBIX IKPAHOB.

17. TpebGoBaHMs 1 OKA3aTENN 3aAMIIEHHOCTH MEKCETEBBIX IKPAHOB.

18. TectupoBaHHE MEKCETEBBIX IKPAHOB.

19. CymHOCTh BUPTYAIH3alUKA U 00JIAYHBIX TEXHOJIOTHM.

20. Tynnenuposanue. [Ipotokosnsr VPN kaHaJIbHOTO yPOBHSL.

21. IIporokon IPSec.

22. TIportokon oOMeHa nHTepHEeT-KIt09aMu. [Ipumep npumenenus nporokona IKE.

23. Ilpotokon ayreHTuUKanuu 3aroyioBka. IIpoTokosn Oe30macHON WHKANCYJIALUU
coziepkuMoro nakera. CoBMeCTHOE HCI0JIb30BaHKEe IpoTokosioB ESP u AH.

24. OcHOBHBIE THIIBI 3aIIMIIEHHBIX CBsi3el. [IpoTokosabl VPN TpaHCTOPTHOTO YPOBHSI.

25. Kpunronuirossl.

26. Nudpacrpykrypa PKI

27. Mopenu cucteM 0OHapYKEHHUST BTOPIKEHUI.

28. Knaccudukarnus cucreM oOHapy>KEHUS BTOP>KEHUH.

29. OOnapyXeHHEe CUTHATYp U OOHApYyKEHHE aHOMAJIUH.

30. Cucrema oOHapyXeHUs BTOp>KEHUN Snort.

31. Metoasl Data Mining. MeToasl TEXHOJIOTUH MOOHMIIBHBIX areHTOB W MOCTPOCHHS
UMMYHHBIX CUCTEM.

32. Metoast Data Mining. [IpumMeHeHnEe reHETUYECKUX allTOPUTMOB U HEUPOHHBIX CETEH.

33. Metoasl oOHapy)XeHUS BTOPKEHUH Ha OCHOBE aHalM3a 3alUILEHHOCTH, aHaIM3a
LEJI0CTHOCTU. BenomorarenbHble cpelicTBa OOHAPYKEHHUSL.

34. Metoasl 00x0/1a crcTeM 0OHAPYKEHUSI BTOPIKEHUI.

35. TectupoBanue cucteM 0OHAPYKEHUST BTOPKEHHIA.

36. Cucrembl npeaynpexIeHUs] BTOPKEHUN

Ipumepnuie 3a0anusn 0ns mecmuposanus- nPoGePKa chopmupo8anHocmu KoOMnemenyui
OIIK-3, OIIK-7

1. Ilporokon IPSec padoraet Ha KokoMm ypoBHe Moaean OSI:
a) Ha cemegoM YpogHe.

0) Ha KaHAJILHOM YpOBHE.

B) Ha (PU3NYECKOM YPOBHE.

2. Pyrkur — 3710:

a) KOMITbIOTEPHBIN BUpYC.

0) Habop NpocpamMMHbIX Cpedcms (Hanpumep, UCNOIHAEeMbIX (allnos, ckpunmos, Konduaypayu-
OHHBIX (Paios), obecneyusaromux. MAackUposKy 00bekmos (npoyeccos, Qaiios, Kamdano2oe,
o0paiieepos),; ynpasieHue (CoobImusimu, NPOUCX0OAWUMU 8 cucmeme),;coop OaHHbIX (napamempos

cucmeMbl).

B) pEKJIaMHOE ITPOTpaMMHOE obecrieueHue.

6. YueOHO-MeTOAMYECKOE M HH(POPMALIMOHHOE o0ecnieyeHne TUCIUIIHHBI.
6.1. CriucoK NCTOYHHUKOB U JIUTEPATYPHI

Hcrounnku

OCHOBHBIE
1. Pykosooswuii 0okymenT. 3amuTa OT HECAHKIIMOHUPOBAHHOTO JOCTYMa K WH(GOpMAIUH.
TepMunbl 1 onpeneneHus. Y TBEPKACHO peleHreM npeacenarens ['octexkomuccun Poccun ot
30 mapta 1992 r. [DnekrponHnsiii pecypc]| : Pexum mocryna : https://fstec.ru/tekhnicheskaya-
zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/386-
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rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-g3,
CBOOOJIHBIN. — 3aril. ¢ 3KpaHa.
2. Pyxoeooswuti 0okymenm. ABTOMaTU3UPOBAHHBIE CUCTEMBI. 3alUTa OT HECAHKIIMOHUPO-
BaHHOTO J0cTyna K nHdopmanuu. Knaccudukaius aBToMaTu3MpOBaHHBIX CUCTEM U TPeOOBaHUS
no 3ammre uHpopMalu. YTBEPKICHO pelieHreM mpexacenarens ['ocynapcTBEHHON TexHUYe-
ckoil komuccuu npu [Ipesumaente Poccuiickoit @enepanun ot 30 mapta 1992 r. [DnaeKkTpOoHHbIN
pecypc] : Pexum JOCTyTIa : https://fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/384-rukovodyashchij-
dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-g, cBoGoanbIil. —
3arii. ¢ ’KpaHa.
3. Pykoeooawuii 0okymenm. CpencTBa BBIYUCIUTEIHON TEXHUKH. 3aIUTA OT HECAHKIIHO-
HUPOBAHHOTO A0cTymna K nuHopmanuu. [lokazarenu 3amuEHHOCTH OT HECAHKIIMOHUPOBAHHOTO
JocTymna K uHpopmanuu. YTBEpKACHO pelieHueM Mpeaceaaress ['ocynapcTBeHHOW TeXHUYe-
ckoit komuccuu npu Ilpesunente Poccuiickori @enepanuu ot 30 mapta 1992 r. [DneKTpOHHbIN
pecypce] : Pexum JOCTyIIa : https://fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/385-rukovodyashchij-
dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-g2, cBoOoaHBIH. —
3ari. ¢ 3KkpaHa.
4. Pykosooswuii ookymenm. CpenctBa BbIUMCIUTEILHOW TEXHUKU. MeEKCETEBbIE SKpaHbI
3amuTa OT HECAaHKIMOHHPOBAHHOTO AocTyna K uHbopMmanuu. [lokazarenu 3amuinEéHHOCTH OT
HECaHKLMOHMPOBAHHOIO JIOCTyNa K HH(pOpMaluu. Y TBEpPKJIEHO pelieHneM npezacenaresns ['ocy-
JIapCTBEHHON TexHuuyeckol komuccuu npu IIpesunente Poccuiickoit denepaiuu oT 25 uroiis
1997 r. [Dnekrponnsiii pecypc] : Pexum mocryma : https:/fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/383-rukovodyashchij-
dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-25-iyulya-1997-g, cBoGoaHbIH. —
3ari. ¢ ’KpaHa.

Jluteparypa

OcHoBHas

1. Komnnexcnas 3awyuma nadopManiii B KOPIOpaTUBHBIX crcTeMax : yuel. mocobue / B.D.
Mlanerun. — M. : U1 «®OPYM» : UHOPA-M, 2017. — 592 c. — (Briciiee o6pa3oBanue: ba-
KanaBpuar). - Pexum nocryna: http://znanium.com/catalog/product/546679
2. Hlanveun B.®. 3amuTa KOMIbIOTEpHOH MHpOpManuu. JddeKTuBHbIE METOBI U CpE-
ctBa [Dnekrponnbiit pecypc] / B. @. lllanprun. - M.: JIMK Ilpecc, 2010. - 544 c.: un. - ISBN
978-5-94074-518-1. - Pexxum noctyna: http://znanium.com/catalog/product/408107
3. Meroapl U CpelcTBa 3alMTHl MPOTPAMMHOTO oOecredeHus: [DIeKTPOHHBIM pecypce] :
yueb.-MeTo/1. KOMIUIEKC : Ui OakaiaBpuara mo HampasieHuto noarotosku 090900 Uudopma-
IMOHHAsg Oe30macHOCTh : 1o npodwisim: OpraHuzanus U TEXHOJOTHs 3alMThl MHGOpMaIuy,
KommiekcHas 3ammura o0bekToB HHpopMaTH3auu / Munodbpuayku Poccun, ®enep. roc. 6101-
JKeTHOE 00pa3oBaT. yupexkaeHue BhIicHl. Tpod. oOpazoBanus "Poc. roc. rymaHuTapHbii yH-T"
(PITY), Un-t undopmai. Hayk U TexHonoruii 6ezonacHoctu, dak. nadopmail. cuctem u 6e3-
onacHoctH, Kad. kommberoTepHoit 6e3omacHocty ; [coct.: Kazapun O. B. ; oTB. pen. A. A. Tapa-
coB]. - DOmekrtpoH. paH. - Mocksa: PITY, 2013. - 30 c¢. - Pexum pocryna:
http://elib.lib.rsuh.ru/elib/000009341. - 3ari. ¢ skpana. - ISBN 978-5-7281-1789-6.

6.2. [lepeuens pecypcoB HHGOPMaIMOHHO-TEIEKOMMYHUKAIIMOHHOM ceTn «IHTepHET».

1. Bapnosckuii H.I1. Kypc nekuuit mo maremarndeckoit kpunrorpaduu [ DIeKTpOHHBIH pecypc].
— Pexxum mocryma: http://cryptography.ru/wp-content/uploads/2014/11/varn_lectures_long.pdf
2. Goldreich O. Foundations of cryptography. [9nexTponHslit pecypc]. — Pexxum pocryma:
http://www.twirpx.com/file/493751/

6.3.1lepeuens B/l u UCC

Neri/ Haumenosanmue
1T



http://znanium.com/catalog/product/408107
http://cryptography.ru/wp-content/uploads/2014/11/varn_lectures_long.pdf
http://www.twirpx.com/file/493751/
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1 MexnayHapoanbsie pedepaTuBHbIE HaykomeTpuueckue b/, mTocTymnHple B paMKax Hallu-
oHayIbHOU moAnucku B 2017 1.

Web of Science

Scopus

2 | KomnbroTepHble cripaBOYHbIEC TPABOBBIE CHCTEMBbI
Koncynsrant Ilmtoc,
l'apanTt

7 MarepuajibHO-TEXHUYECKOe o0ecriedeHne T CHHTITHHbI

Jiis mpoBeieHust 3aHATUI HEOOXOMMO CIIEAYIOIIee MaTepUaIbHO-TEXHHYECKOE 00ecIieYeHue:
1) JeKIHMOHHBIN KJIACC C BHICOMPOECKTOPOM M KOMITBIOTEPOM, HAa KOTOPOM JOJDKHBI OBITh yCTa-
HOBJICHBI:

— munienzuonHoe [10 MS Windows 7 u crapie;

— munensnonHoe 110 MS Office 2010 (¢ o6s3aTensubiM HamuneM MS PowerPoint) u crapmie

2) KOMITBIOTEPHBINA KJIACC, 00OPYIOBAHHBIA COBPEMEHHBIMH IEPCOHATBHBIMH KOMITBIOTEpAMU
JUTSL KaXJIOTO CTyJeHTa. Ha koMmbroTepe JOKHBI OBITh YCTaHOBIICHBI:

— munienznonHoe [10 MS Windows 7 u crapie;

— ymnensuonHoe [10 MS Office 2010 u crapie;

— cucTeMa ympasieHus BUpTyaabHbiMu MammHamu (BM) VMPlayer wiu VirtualBox (cBo6osa-
Hoe [10) ¢ ycranoBnenasimu BM MS Windows 7 1 MS Windows Server 2008.

— CpEeICTBO OOHAPYKEHHsI BTOPXKEHUN SNort;

— OpenVPN (c ycraHOBJICHHBIMH MTApaMeTpaMK KOHPUTYPAIIMH U CEPTUPHUKATOM);

— Habop MeXceTeBbIX IKpaHOB (MD)

Ilepeuens ITO
Nen Haumenoanue [10 [TpousBoauTensb Crnoco0 pacrpocTpaHeHHs
/m (JIU1IEH3MOHHOE UJTU CBOOOTHO
pacrpocTpaHsieMoe)
1 Microsoft Office 2010 Microsoft JIMIIEH3UOHHOE
2 Windows 7 Pro Microsoft JIMIEH3UOHHOE
3 Microsoft Share Point 2010 | Microsoft JIMIIEH3UOHHOE
4 Microsoft Office 2013 Microsoft JIMIEH3UOHHOE
5 Windows 10 Pro Microsoft JINIIEH3UOHHOE
6 Kaspersky Endpoint Security | Kaspersky JIueH3noHHOE
7 Vmware Player 15.5 VMWare Ceob6oanoe I10,
+ Pexxum gocryna:
I'octeras OC CentOS 7 https://www.vmware.com/prod
ucts/
Hemo-Bepeust
OtxpsrToe [10
Pexxum nocryna:
https://www.centos.org/download/
WNucTannsamuoHHbIN 1ucTpudy-
tuB Linux
8 Snort Snort CsoOognoe 10,
Pexxum nocryna:
https://www.snort.org/downloa
ds



https://www.vmware.com/products/
https://www.vmware.com/products/
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9 Ha6op MD: CsoOognoe 10,
Avast firewall Avast Pexum nocryna:
Avira firewall Avira https://www.avast.ru/f-firewall
Comodo firewall Comodo https://www.avira.com/ru/dow
DrWeb Security suite DrWeb nloads
Zone Alarm firewall Zone Alarm https://www.comodo.com/hom
OutPost firewall Agnitum OutPost e/internet-security/firewall.php
McATffe Total Security McAfee https://products.drweb.ru/enter
Avg-internet-security prise_security_suite/

AVG https://www.zonealarm.com/so

ftware/free-firewall
http://www.agnitum.ru/product
s/outpost/index.php
http://download.mcafee.com/
https://www.avg.com/ru-ru/
Jemo-Bepcuu

10 | Open VPN OpenVPN Csoboanoe I10,
Pexxum nocryna:
https://openvpn.net/

11 | Wireshark 3.0 Wireshark Cso0oxnoe I10,
Pexxum nocryna:
https://www.wireshark.org/

I[J'IH IMPOBEACHUA 3aHATHI JICKIMOHHOI'O THIIA NPEJIararoTCda TEMaTUICCKUEC UILTIOCTPpAllun

B (hopmare npesenrauuii PowerPoint.

8. Obecneuenue 00pa3oBaTeIbLHOIO MpoIecca IS JIUI ¢ OTPAHUYEHHBIMH BO3MOKHOCTSI-
MH 310POBbSI

B xozae peanuzanuy IUCUUIIIMHBL KCIIOIB3YIOTCS CIEAYIOLIUE TOMOJIHUTEIBHBIE
METOJIbl 00Y4YEeHHMsI, TEKYIIET0 KOHTPOJS YCIEBAEMOCTH U IMPOMEXKYTOUHOM arTecTanuu ody4da-
IOIIMXCS B 3aBUCUMOCTH OT MX MHJUBHYaJIbHBIX OCOOCHHOCTEH:

® IS CJICIIBIX U CIIA0OBUIAIINX:

— JIeKUuu oOPMIISIOTCS. B BUJE DJEKTPOHHOTO JOKYMEHTA, JIOCTYITHOTO C MOMOIIBIO KOM-
NBIOTEPA CO CIENUATU3UPOBAHHBIM MPOTPAMMHBIM 00€CTICUEHUEM;

— IMCbMEHHBIE 33JaHMSI BBINOJHAIOTCA HA KOMIBIOTEPE CO CHEUUAIN3UPOBAHHBIM IIPO-
IPaMMHBIM 00€CTieYeHUEM, UITU MOTYT OBITh 3aMEHEHBI YCTHBIM OTBETOM;

— o0ecneurBaeTcs MHANBUAYyAIbHOE paBHOMEpPHOE ocBeleHne He MmeHee 300 Jrokc;

— 17 BBIMOJHEHMs] 3a/aHus MpPH HEOOXOJMMOCTHU IMPENOCTABIAETCS YyBEJIWYHUBAIOLIEe
YCTPOMCTBO; BO3MOXHO TAK)K€ HCII0JIb30BaHNE COOCTBEHHBIX YBEIMUUBAIOIINX YCTPOUCTB;

— MUCbMEHHbIE 3a7aHusI 0(OPMIISIOTCS YBETUYEHHBIM IIPUPTOM;

—9K3aMeH U 3a4€T MPOBOJATCS B YCTHOH (pOpMe WMIIHM BBIIOJHSIIOTCS B MUCBMEHHOM (popme
Ha KOMIIBIOTEPE.

® Ui TIYXHX U CIa0O0CTBIIIAIHX:

— JIeKUUU OQOPMIISIOTCS B BHJE AJIEKTPOHHOTO JOKYMEHTA, OO MPEJOCTaBIISETCS 3BYKO-
YCWJIMBAIOIIAs ammapaTypa HHAUBUIYAIBHOTO MOIb30BaHUS;

— MMChMEHHBIE 3a/1aHU BBITOIHAIOTCS HAa KOMIIBIOTEpPE B MUCBMEHHOM (hopMe;


https://www.avast.ru/f-firewall
https://www.avira.com/ru/downloads
https://www.avira.com/ru/downloads
https://www.comodo.com/home/internet-security/firewall.php
https://www.comodo.com/home/internet-security/firewall.php
https://products.drweb.ru/enterprise_security_suite/
https://products.drweb.ru/enterprise_security_suite/
https://www.zonealarm.com/software/free-firewall
https://www.zonealarm.com/software/free-firewall
https://openvpn.net/
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—9K3aMEH M 3a4€T MPOBOJSATCS B MMCbMEHHOH (hopMe Ha KOMITbIOTEPE; BO3MOKHO MPOBEJIe-
HUe B (hopMe TeCTUPOBAHUS.

e JUIs JIML C HAPYLIEHUSIMU OIIOPHO-/IBUTaTEILHOIO anapara:

— JIeKUUU O(OPMIISIOTCS. B BUJE JIEKTPOHHOIO JOKYMEHTA, JOCTYIIHOIO C MOMOILIBIO KOM-
IBIOTEPA CO CIIELUATIN3UPOBAHHBIM IIPOrPAMMHBIM 00ECIIEUEHUEM;

— IMUCbMEHHBIE 3aJaHMs BBINOJIHAIOTCS HAa KOMIIBIOTEPE CO CIELUAIN3UPOBAHHBIM IIPO-
rPaMMHBIM 00eCIIeYCHUEM;

—3K3aMeH U 3a4€T MPOBOJATCS B YCTHOH (pOpMe MM BBIIOJHSIOTCS B MUCBMEHHOH (popme
Ha KOMIIBIOTEPE.

ITpu HeoOXoMMMOCTH NpelycMaTpUBAETCs yBEJIUUYEHUE BPEMEHHU AJIs IIOATOTOBKU OTBETA.

[Ipouenypa  mnpoBeneHHs  NPOMEXYTOYHOW  arTecTaluu A oOydarolmuxcs
YCTaHABIMBAeTCSI C Y4€TOM UX MHIUBHIYaJbHBIX ICUXO(PU3MUECKUX OCOOEHHOCTEH.
[TpomexxyTouHast arTecTals MOXKET IIPOBOJUTHCS B HECKOJIBKO 3TAIlOB.

IIpu npoBeneHUM NPOLEAYPHl OLCHUBAHUS PE3YNbTaToOB OOYUYEHHUs IPEAyCMaTpUBACTCS
UCIIOJIb30BAaHUE TEXHUYECKUX CPEACTB, HEOOXOAMMBIX B CBSI3U C HHIUBUAYAIbHBIMU
0COOEHHOCTSAMHU O00yYaroIuxcs. DTU CPEeACTBA MOIYT ObIThb IPEAOCTABIEHbl YHUBEPCUTETOM,
WJIA MOTYT HCIIOJIb30BAThCSI COOCTBEHHBIE TEXHUYECKHE CPEACTBA.

[IpoBeneHne mpoueAypbl OLIEHUBaHMUA  pe3y/lbTaroB  OOydeHHUs JIONyCKaeTcss ¢
MCIIOJIb30BaHUEM JUCTAHIIMOHHBIX 00Pa30BaTEIbHBIX TEXHOJIOTUH.

ObecneunBaeTcs A0CTYN K MH(GOPMAIMOHHBIM U OMOIHOrpad)uueckuM pecypcaMm B CETH
WuTepHeT ans kaxjaoro odyvaromerocs B opmax, aJaTHPOBAHHBIX K OIPaHMUYCHUSM UX 3/10-
POBBSI U BOCIIPHSITUS HH(POPMAITUH:

® IS CJICIBIX U CIa0OBUIAIINX:

— B IleyaTHOU popme yBeTMUeHHBIM HIpUdTOM;
— B (popMe 3IIEKTPOHHOTO IOKYMEHTA;

— B ¢popMe ayauodaiina.

® Ui TIYXHX M cIa00CTBIIIAIHX:

— B 1e4aTtHoi (opme;

— B (hopMe JIEKTPOHHOT'O IOKYMEHTA.

e Ui o0yYaroIuXxcs ¢ HapyIIEHUsIMU ONIOPHO-ABUTaTeIbHOIO arnmapara:
— B 11e4aTtHoi (opme;

— B (hopMe 3JIEKTPOHHOT'O IOKYMEHTA;

— B opme ayaunodaiina.

Y4eOHble ayAUTOpUU Ui BCEX BUIOB KOHTAaKTHOW M CaMOCTOSITEIbHOM paboThl, Hay4dHAsI
6ubnMoTeKa M MHbIE MOMEIICHUS ISl 0OyYeHHs] OCHAILICHbI CIEIHaIbHBIM 000pYZIOBaHHEM U
y4eOHBIMU MECTaMH C TEXHUUECKUMHU CPeJICTBAMU O0yUEHUSI:

® IS CJICIIBIX U CIIA0OBUIAIINX:

— YCTPOMCTBOM JJi cKaHupoBaHus U ureHus ¢ kamepor SARA CE;

— muctieeM bpaiinsg PAC Mate 20;

— npuntepoM bpaiins EmBraille ViewPlus;

e JUIS TIIYXUX U CIa0OCTBIIIAIINX:

— aBTOMAaTU3UPOBAHHBIM pabOYMM MECTOM JJISl JIIOJIeH C HapyIIEHHWEM CliyXa U Cl1aboCibl-
IIAITHX;

— aKyCTUYECKUN YCUTTUTEIb U KOJIOHKU;

e Ui 00yYaroImuXcs ¢ HapyIICHUSIMU ONIOPHO-ABUTaTeIbHOIO armapara:
— MepeBUKHBIME, PETYIHPYEMBIMU SproHoMudeckumu napramu CU-1;
— KOMITBIOTEPHOM TEXHUKOM CO CHEMaIbHBIM IPOrPaMMHBIM 00€CIIEYEHUEM.

9. MeToauyeckue MaTepUAaJIbI

9.1. [Tnans! 1a00OPATOPHBIX 3aHATUH - nposepka chopmupogannocmu komnemenyuui OIIK-3,
OIIK-7
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TeMbl yueOHON MUCHMIUIMHBI NPEAYCMAaTPUBAIOT MPOBEIEHHE JIAOOPATOPHBIX padoT, KOTOPHIE

CIIy’KaT Kak IeJIIM TEKYILEro U MPOMEKYTOYHOI'0 KOHTPOJIS 32 MOJATOTOBKOM CTY/IEHTOB, TaK U

HENISIM TIOJTYYeHHsS] MPAKTHYECKUX HABBIKOB MPHMEHEHHMS METOJOB BBIPAOOTKH pPELICHUH, 3a-

KpEIUICHUS M3y4YEeHHOTO0 MaTepuaya, pa3BUTHUS YMEHUI, IpUOOpETEHUsS OMbITa PElIeHUs KOH-

KPETHBIX Mpo0seM, BEICHUS IUCKYCCUH, apryMEHTAIlMH U 3aIIUThl BbIOpaHHoTO pemeHus. [lo-

MOIIb B 3TOM OKa3bIBAIOT 3a/IaHUs IJIsl TaOOPAaTOPHBIX PadoOT, BhIJaBaeMbIe MperogaBaTeieM Ha

KaXJIOM 3aHSATHUH.

Leabio 1a60paTopHBIX padOT SBIAETCS 3aKpeIIEHUE TEOPETHUECKOro MaTepuana u npuoopere-

HUE TNPAKTHYECKUX HABBIKOB PAaOOTBHl C COOTBETCTBYIOIIUM OOOPYJOBAHHWEM, MPOTPAMMHBIM

o0ecrieueHreM U HOPMATHUBHBIMU IIPABOBBIMH JIOKYMEHTAMHU.

TemaTuka 1a00paTOPHBIX PadOT COOTBETCTBYET MPOrpaMMe AUCHUTUINHBL.

Jlabopamopuasa paooma 1 (2 u.). Hccneoosanue mpaghghuxa c nomouivto cnugpghepa - npo-

éepka cipopmuposannocmu komnemenyuii OIIK-3

3ajanus:

1. Ilpoananu3upoBaTh BO3MOXHbIE yrpo3bl 1 ataku Ha AVC opranuzanuu.

2. Uzyuenue tpadduka c momompro WireShark.

VKa3aHus 110 BBIIIOJIHEHHIO 33JaHUN:

1. V3yuuTh TEOPUTHUECKUN MaTepUaI [0 TEME.

2. OTBEeTUTH HAa TEOPUTHUYECKUE BOIIPOCHI B KOHIIE JTAOOPAaTOPHOH pabOTHI

Criucok nuTeparypsl:

[IpuBenén B 1. 6 nannoi PI1/]

MatepuanbHO-TEXHUYECKOE 00eCIIeYCHUE 3aHITHS:

1. KoMmmbioTephl M0 KOJHUECTBY oOyuaromuxcs ¢ pa3sépuyroir OC MS Windows, cauddep
WireShark, Bupryanbnas mamuna CentOS 7, ITIIIT MS Office v.2007 u Bbiiie. 3aHATHS ITPO-
XOJIAT B CHELMAIILHO 000PYA0BAHHOM KOMIIBIOTEPHOM KJiacce.

Jlabopamopuasa paooma 2 (6 u.). Uccnedosanue memoooe cemeeoii hurompayuu Ha npume-
pe naoopa mexccemesnix Ixkpanos OC Windows - nposepka cghopmuposannocmu Komnemen-
yuu OIIK-7

3agaHus:

1. Hactpoiika u koHdurypupoBanue mexcereBoro 3kpana st OC Windows.

2. Co3pmanue IeMIITUTApU30BAHHON 30HBI.

3. TectupoBanue GyHKINOHATBHOCTH.

VYKa3aHus 10 BBIIIOJIHEHHIO 33IaHUN:

1. ByuuTth TEOPUTHUECKUI MaTEepUa IO TEME.

2. OTBeTUTH HAa TEOPUTHUYECKHE BOMTPOCH! B KOHIIE JTAOOPAaTOPHOH pabOTHI

3. Odopmuth 0T4ET 1O TabOpaTOpHOI padoTe.

Cnucok mrepaTypsl:

[IpuBenén B n. 6 nannoi PI1/]

MatepuanbHO-TEXHUYECKOE 00eCIIeUeHNE 3aHSTHS:

1. KomnbroTepsl 1o koiauuecTBy oo0yvaromuxcs ¢ pa3pépuyroir OC MS Windows, BUPTyalIbHOM

mammnoH, [T MS Office v.2007 u Beie, Habop MO no yka3aHuio mpernojaBaTens. 3aHs-
THUS IPOXOJAT B CHEIMATIBHO 000PYA0BAaHHOM KOMITBIOTEPHOM KJIacce.

Jlabopamopuasn paboma 3 (4 u.). Hecnedosanue 3awgumiennocmu OC Linux na npumepe ip-

tables - nposepka cghopmuposannocmu komnemenyuu OIIK-3, OIIK-7

3amanus:

1. Hactpouts Oe3omacHoe B3auMoaeicTBue AByx IP-ceteit mexy coboii yepe3 ceTh o01ero
nonb3oBanus (MHTEpHET), cpeacTBamMu porpaMmmHoro npoaykra OpenVPN.

2. Co3aaTh KJIH0YH ¥ cepTU(PHUKATH O€30MacHOCTH.

3. Hactpouts kondurypanuonssiii gaitn VPN-knuenra.
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4. HactpouTs iptables.[IpoBeputh npuMeHeHHe TpaBHi (UITBTPAIIH.

VYka3zaHus 10 BBHITIOJTHCHUIO 33 JaHUN:

1. V3yunTh TEOPUTHUECKUI MATEPUAI 10 TEME.

2. OTBEeTUTH Ha TEOPUTUYECKUE BOIIPOCHI B KOHIIE JIAOOPATOPHOH pabOTHI

3. Odopmuts oTUET MO TAbOpaTOPHOU padoTe.

CIUCOK JTUTepaTyphI:

[IpuBenén B . 6 nannoi PI1/]

MarepuaabHO-TEXHHYECKOE 00CCIICYCHUE 3aHSTHS:

1. KommbroTepsl o KoymuecTBy oOydaromuxcs ¢ pazsépayroit OC MS Windows, BUpTyalnbHOM
maruHo#, [T MS Office v.2007 u Boime, OpenVPN,Buptyansaoi Mamunoi CentOS 7 .
3aHATUS POXOAT B CHEIMAIBHO 000PYI0BAHHOM KOMITBIOTEPHOM KJIacce.

Jlabopamopnasn paboma 4 (4 u.). Cpedcmeo oonapyscenusn emopiicenus SNOrt - nposepka

chopmuposannocmu komnemenuuii  OIIK-7

3agaHus:

1. YcranoBuTh cucreMy OOHapyKeHUsl BTOpKEHUI Snort

2. Hactpoutsb Snort noj 3ajauu opraHu3alyu.

VKa3aHusI 110 BBIIIOJIHEHHIO 33JaHUN:

1. V3yuuTh TEOPUTHUECKUN MaTepHUaI [0 TEME.

2. OTBEeTUTH HAa TEOPUTHUYECKUE BOIIPOCH! B KOHIIE JTAOOPAaTOPHOH pabOTHI

3. Odopmuts oTuéT MO TabOpaTOpPHOI padoTe.

Cnucoxk nureparypsl:

IIpuBenén B n. 6 nannou PI1/]

MarepuanbHO-TEXHHUUECKOE 0OecTieueHNe 3aHATHS:

1. KoMmnbroTepsl 1o konuyecTBy oOyuatommxcs ¢ pa3sépuyroir OC MS Windows, BupTyanbHOU
mamuHoH, [T MS Office v.2007 u Bbime, Snort, Bupryansaas mamuHa CentOS 7. Sanstus
IPOXOJAT B CIIEUAIEHO 000PY/JOBAaHHOM KOMITBIOTEPHOM KJIacce.
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Ipunoocenue 1
AHHOTALUSA JUCHUTTJTIMHBI

HuctumummHa «lIporpaMMHo-anmapaTHble CpeAICTBa 3aIlIUThl WHpopManuu. Mexcere-
BOE JKpaHUpPOBaHUE, OOHApYKEHHE BTOPKEHUI» peanusyercs Ha Qakynbrere MHpopmanuron-
HBIX CHUCTEM M 0€30MacHOCTH AJI CTYACHTOB 3-TO Kypca, 00yJaromMxcs Mo mporpamme Oaka-
naBpuata mno HampasiaeHuto noarotopku 10.03.01 Mudopmanmonnas 6e3omacHOCTh (Ipoduiu
noaroToBku — Ne 2 OpraHuzanusi ¥ TeXHOJIorus 3amuThl nHbopmaruu 1 Ne 3 KomruiekcHas 3a-
muTa 00beKTOB HH(pOpMaTH3aKn) Kaeapoil KOMIUIEKCHOM 3aliThl HH(OPMAIIH.
JucuuiuimHa peanusyercs Ha gaxkynprere MH(DOpMAIIMOHHBIX CUCTEM H 0€30MacHOCTH
Kadeapoil KOMIUIEKCHOW 3aIIUTHI HH(POPMAIUN
Lenp AMCUMIIIMHBL: O3HAKOMJIEHHE CTYAEHTOB C OCHOBHBIMU IMOHSTHSIMH B 00JIACTH
MEKXCETEBOr0 IKPAHUPOBAHUS M CUCTEM OOHApYKEHHsI BTOPKEHHUS; OCO3HAHUE MTOHUMAHUS Me-
CTa JAaHHBIX MEXaHU3MOB B O0IIEH apXUTEKType MOJCUCTEMBI 3alIUThl HH(popManuu uHbopMa-
[IMOHHON CHCTEMBbI; ()OPMUPOBAHUE HABBIKOB YCTAHOBKH, HACTPONKU U PEKOH(GUTYPUPOBAHUS
STUX CPEJICTB 3alIUTHl HHPOPMAIMH;, 3HAKOMCTBO C HOPMAaTUBHO-METOUYECKON 0a30ii B 4acTu
UX IPUMEHEHHUS.
3anaum:
—  W3y4YCHHE NMPHUHLIUIOB (QHUIbTpAlK HH()OPMAIIMOHHBIX TOTOKOB HA TpaHUIIE Ce-
Tel, UIeHTU(PUKALMOHHBIX MPU3HAKOB MOTEHIMAIBHO ONAaCHBIX MHPOPMAIMOHHBIX MOTOKOB,
CUTHATYp CETEBbIX aTakK (BTOPXKEHUM), CUCTEM MaKEeTHON (UIbTPALUK, KpUTEPHEB (PUIbTpALIN
MIAKeTOB, yIpaBieHUs] HHYOPMAIIMOHHBIMU OTOKAMHU MTOCPEICTBOM (DUIBTPALIUU, CONPSIKEHHS
U COBMECTHOW 3KCILTyaTalluM CHCTEM MEKCETEBOI'O SKPaHMPOBAHUS U CUCTEM OOHApyKEHHS
BTOPKECHUM.
JlvcuuIuinHa HanpaBieHa Ha (OpMUpOBaHUE CIETYIOIUX KOMIIETEHIINIA:
o OIIK-3 — criocOOHOCTBIO MMPUMEHSATH MOJIOKEHHSI AIEKTPOTEXHUKH, FIEKTPOHUKH U CXE-
MOTEXHHUKH JJIsl pelIeHus Mpo(ecCHOHANbHBIX 33/1a4.
. OIIK-7 — crnocoGHOCTHIO OmpenemsiTh MHPOPMAITMOHHBIE PECYPCHI, TIOITICKAIIHUE 3aAIIUTE,
yrpo3bl 0€30MacHOCTH MH(OPMAIMU U BO3MOXKHBIE IYTH HUX pealu3allii Ha OCHOBE aHalln3a
CTPYKTYPBI U COZep>KaHusl MH()OPMAIIMOHHBIX MPOIIECCOB U OCOOEHHOCTEN (YyHKIIMOHUPOBAHUS
00BEKTa 3alTUTHIL.
B pe3ynbrate 0CBOGHUS TUCIUILTMHBI 00YYaIOLIHICs JOIKEH:
3HaTh: TpeOOBaHUS, NMPEABSABISAEMbIE K CUCTEMAM MEKCETEBOT0 IKPAaHUPOBAHUS U 00-
HapyKeHUsI BTOPKEHHsI OTEYECTBEHHONM HOPMAaTHBHO-METOAMYECKON 0a30ii; 6a3oBble (pyHKUINU
U MecTo B o011eil cucteme HHPOPMAIIMOHHON 0€30MaCHOCTH; apXUTEKTYPY M MPUHIMIIBI PYHK-
IUOHUPOBAHUS MEXKCETEBBIX SKPAHOB U CUCTEM OOHApYXEHHs BTOP)KEHUH; Ha3HAUYEHHE U CYyII-
HOCTh KOHTPOJIBHBIX MPOBEPOK CUCTEM (DUIIBTpAIIMM MAKETOB U CHCTEM OOHApYXKEHHUs BTOpKe-
HUM
YMeTh: OCYLIECTBIIATh YCTAHOBKY U HACTPOWKY THMIIOBBIX CHCTEM MEXKCETEBOTO JKpa-
HUPOBaHMUA M OOHAPYKEHHUS BTOPKEHHUH KaK YPOBHS y3/1a, TaK U YPOBHS CETH; BBINOJHATH
HACTPOIKY cHCTeM MakeTHOW (QUIIbTpallui, BCTPOCHHBIX B KOMMYHUKALIMOHHOE 000pYyI0BaHUE.
Brnaners: HaBbIKaMHM OLIEHKHM CETEBOTO TpaduKa C IENbI0 BBIIEICHUS MOTEHIIMATIBHO
OMAaCHbIX MH(POPMAIMOHHBIX MOTOKOB; HAaBBIKAMM OIpEAENECHUS TNPU3HAKOB IOTEHIUAIBHO
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OIACHBIX MOTOKOB U (hOPMUPOBAHMS MPABHII MEXKCETEBOIO 3KPaHWPOBAHUS, TaKHE MOTOKHU HC-
KJIFOYAOIIIKX.

[To nucuuIuIMHE IpeTycMOTpeHa MPOMEKYTOUHAs aTTecTauus B popme 3ayera.

OOw1ast TpyA0EMKOCTh OCBOCHHUS AUCIUIUIMHBI COCTABIISCT 2 3a4ETHBIC €TUHHIIBI.
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Ilpunooicenue 2

JIUCT UBMEHEHMMI
No | Tekcr akTyanuzanuu uiau npuiaraembiil kK PII nokymenr, Hara Ne npoto-
COZIEPIKAILNI U3MEHEHHUS KoJa
1 | Obnosnen cocmag npoepammnozo obecnevenus (110), co- 29.06.2017 e. 10
8peMeHHbIX npogheccuonanrbrulx 6a3 oannvix (/) u un-
Gdopmayuonno-cnpasounwvie cucmem (MCC)
2 | Obnosnen cocmas npoepammnozo obecnevenus (110), co- 26.06.2018 e. 11
8pemeHHbIX npogeccuonanvuvix 6as oannvix (/) u un-
Gopmayuonno-cnpasounvle cucmem (MCC)
3 | ObHnosnena cmpykmypa oucyuniunsl (Mo0ys) O OUHOU 29.08.2019 a. 1
Gopmor 0d6yuenus (2019 2.)
4 | ObHosnen cocmas npoepammuozo obecnevenus (I10), co- 29.08.2019 a. 1
8peMeHHbIX npogheccuonanrbhulx 6a3 oannvix (b)) u un-
Gopmayuonno-cnpasounwvle cucmem (MCC)
5 | Obnosnena cmpykxmypa oucyuniunvl (Mo0yst) Oist OUHOU 23.06.2020 2 14
Gopmvl 0oyuenus (2020 2.)
6 | Obnosnena ocnosnas u donoanumenvHas AuMepamypa 23.06.2020 2 14
7 | Obnoesnen pazoen n.4 ObpazosamenbHvle MEXHOI02UU 23.06.2020 2 14
8 | Obnosnen cocmas npocpammnozo obecneuenus (110), co- 23.06.2020 2 14
8pemeHHbIX npogeccuonanrvuvix 6az oannvix (bB/]) u un-
popmayuonno-cnpagoynvle cucmem (MCC)
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[Tpunoxenue 1
K JINCTY U3MEHEHUI

1. CocraB nporpammuoro odecnedenus (II0), coBpeMeHHBIX NpodecCHOHATBHBIX 023 1aH-

HbIX (B1) 1 undopmannonno-cnpaBounsnie cucrem (MCC) (2017 r.)

Ilepeuens I1O
Tabnuya 1
Neni/mt Haumenosanue [10 [IpousBoauTens Crnioco6 pacripocTpaHeHUs
(ruyensuonnoe uru c60600-
HO pacnpocmpamsiemoe)
1 MicrosoftOffice 2013 Microsoft JIMICH3UOHHOE
2 Windows XP Microsoft JIALIEH3UOHHOE
3 KasperskyEndpointSecurity Kaspersky JIMIIEH3UOHHOE
4 OC «AnbsT O6pazoBaHue» 8 000 «bazansT JIMICH3UOHHOE
CIIO
Iepeuens B/l u UCC
Tabnuya 2
Neni/mt HaumenoBanue

MexayHnaponansie pedeparuBHbie HaykomeTpuueckue bJ1, noctymHbie B paMkax
HaIIMOHAJILHOM moamnucku B 2017 1.

Web of Science

Scopus

[Tpodeccuonanbubie moHOTEKCTOBBIE BJI, JOCTYIHBIE B paMKax HaIlMOHAIbHOU
noxmucku B 2017 T.
XKypuaner Oxford University Press

KomnproTepHbl€ CIpaBOYHBIE IPABOBBIE CUCTEMBI
Koncynsrant Ilmtoc,
l"apanTt

Cocraputens: K.1.H, gouieat, A.C. MoskoB
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[Tpunoxenue 2
K JINCTY U3MEHEHUI

2. CocraB nporpammuoro obecnedenus (I10), coBpeMeHHBbIX NPOdeccCHOHAIBLHBIX (a3
nanHbIX (b/1) u undpopmaunonno-cnpaBounbie cucrem (MCC) (2018 r.)

Ilepeuens 11O
Tabauya 1
Nent Haumenosanue [10 [IpouzBoautens | Cnocob pacnpocTpaHeHus
/i (ruyenszuonnoe unu c60600-

HO pacnpocmpatsiemoe)
1 Adobe Master Collection CS4 Adobe JIMICH3UOHHOE
2 Microsoft Office 2010 Microsoft JIMICH3UOHHOE
3 Windows 7 Pro Microsoft JIALIEH3UOHHOE
4 AutoCAD 2010 Student Autodesk CBOOOJIHO pacnpocTpaHse-

Moe
5 Archicad 21 Rus Student Graphisoft CBOOOJIHO pacnpocTpaHse-
Moe
6 SPSS Statisctics 22 IBM JIMIIEH3UOHHOE
7 Microsoft Share Point 2010 Microsoft JIMIICH3UOHHOE
8 SPSS Statisctics 25 IBM JIALIEH3UOHHOE
9 Microsoft Office 2013 Microsoft JIMIICH3UOHHO®
10 OC «Anbt ObpazoBaHue» 8 00O «bazanpT | TUIECH3UOHHOE
CITIO
11 Microsoft Office 2013 Microsoft JIALIEH3MOHHOE
12 | Windows 10 Pro Microsoft JIALEH3MOHHOE
13 | Kaspersky Endpoint Security Kaspersky JIMIIEH3MOHHOE
Ilepeyens B/l u UCC
Tabnuya 2

Neni/mt HaunmeHnoBanue

MexnyHapoanbie pedepaTuBHbIe HaykoMmeTpuueckue bJl, 1ocTymHbIe B paMKax
HaITMOHAJILHOM moamucku B 2018 1.

Web of Science

Scopus

HpO(I)eCCI/IOHaJ'ILHBIC IIOJIHOTEKCTOBBIC BI[, AOCTYIHBIC B paMKax HaLII/IOHaJIBHOI\/'I
noamucku B 2018 T.

Kypnansr Cambridge University Press

ProQuest Dissertation & Theses Global

SAGE Journals

XKypuaner Taylor and Francis

DJIEKTPOHHBIC U3JaHUS U3JaTeIbCcTBa Springer

[Tpodeccuonanbubie MOTHOTEKCTOBBIC B/
JSTOR
W3nanus no oO1eCTBEHHBIM U TYMaHUTAPHBIM HayKam

KomnbroTepHbl€ CIpaBOYHBIE IPABOBBIE CUCTEMBI
Koncynbrant Ilmoc,
lapanTt

Cocrapurens: K.1.H, goriear, A.C. MomsikoB
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[punoxenue 3
K JINCTY U3MEHEHUH

3. O0HOBJIEHHE CTPYKTYPbI IHCHHUILIHHBI (MOAYJI5) 1151 04HOi (hopmbl 00yuenust (2019 r.)

CrpykTypa AMCIMILUIMHBI (MOAYJIS) AJ1s1 04HOH (pOpMBI 00yUeHH s

OO6nias Tpy10EMKOCTh JUCIMIUIHHBI COCTABISACT _2_ 3.€., _{2_ Y., B TOM YHCJe KOHTaKTHas paboTa o0y-
YarOIIUXCS ¢ TIpernoiaBareneM _28 4., mpoMexyTodHas artectanus 18 4., camocTosTenbHas pabora
oOydatomuxcs _26_ .

Bunpr yueOHOM paboThI
(B yacax) ®DopMbI TEKY-
KOHTAKTHast HIETO KOHTPOJIS
No 9 2 A é yCIIEBAEMOCTH,
e TeMbl TUCIHUIUIUHBL/ = E- 5 E 5 dhopma mpome-
ol | & o g S 3 ;n § g Lc% YKYTOYHOH at-
§ =} E E = § < g E % S | Tecrauun (no
= 2 S| E3=5| 35|88l 85 cemecmpam)
S| 2|8 8| S5|=g 0=
1 | Ilpeomem u 3a0auu npoepamm-| 6 | 2 5 | Omnpoc
HO-annapamuol 3auumsl UH-
dopmayuu
2 | Yoanénuvle cemesvie amaxu 6 | 2 2 5 | Onpoc, oTuér
1o jaboparop-
HOU paboTe
3 | Meoxccemesuie skpanvl u anna- | 6 | 4 6 6 | Ompoc, oTuér
pamuvle Kpunmozpaguyeckue o aboparop-
ULTIO3bL HOM paboTe
4 | Bupmyanuzayus u ooniaumnbvie 6 | 2 4 5 | Onpoc, oTuér
mexHono2uu. Bupmyanvhoie o naboparop-
yacmuule cemu HOM paboTe
5 | Cucmemul obuapysicenus u 6 | 2 4 5 | Ompoc, oT4ér
npeoomepauyeHus BMOopPIHceHUl 1o Jraboparop-
HOM paboTe
9K3aMeH 6 18 9K3aMeH no
ounemam
UTOTO: 12 16 | 18 | 26

4.CoctaB nporpammHoro odecnedenusi (II0), coBpeMeHHBIX MpodeccHOHATBHBIX 0a3
nanubix (b/1) u undopmanuonno-cnpaBounbie cucrem (UCC) (2019 r.)

Ilepeuens 11O
Nort Haumenosanue [10 [TponsBoauTenb Crnoco6 pacrmipoctpane-
/i HUS (TUYeH3UOHHOe Ulu
Cc680000HO pacnpocmpa-
Hsemoe)
1 Adobe Master Collection CS4 Adobe JIMIICH3UOHHO®
2 Microsoft Office 2010 Microsoft JIMIIEH3UOHHOE
3 Windows 7 Pro Microsoft JIMIICH3UOHHO®
4 AutoCAD 2010 Student Autodesk cBOOOIHO pacmpocTpa-
HSIEMOE
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5 Archicad 21 Rus Student Graphisoft cBOOOIHO pacmpocTpa-
HSIEMOE
6 SPSS Statisctics 22 IBM JIALIEH3MOHHOE
7 Microsoft Share Point 2010 Microsoft JIMLEH3MOHHOE
8 SPSS Statisctics 25 IBM JIALIEH3MOHHOE
9 Microsoft Office 2013 Microsoft JIMLEH3MOHHOE
10 OC «AnpT O6pazoBanue» 8 000 «bazanet CIIO | munes3noHHOe
11 | Microsoft Office 2013 Microsoft JIMIEH3HOHHOE
12 | Windows 10 Pro Microsoft JIMIIEH3UOHHOE
13 | Kaspersky Endpoint Security Kaspersky JIMIIEH3UOHHOE
14 | Microsoft Office 2016 Microsoft JIMIIEH3UOHHOE
15 | Visual Studio 2019 Microsoft JIALEH3NOHHOE
16 | Adobe Creative Cloud Adobe JIMIEH3MOHHOE
Iepeuens B/l u UCC
Nent HaumenoBanue
/n
1 | MexnayHapoaubie pedepaTuBHbIe HayKoMeTpudeckue b/, mocTymHbie B paMKkax Hallu-
oHaJpHOU moanucku B 2019 r.
Web of Science
Scopus
2 | Ilpodeccuonanbubie momHoTekcToBbIe B/I, mocTynHbIe B paMKkax HallMOHAIBHOM MOJI-
nucku B 2019 1.
Kypuansr Cambridge University Press
ProQuest Dissertation & Theses Global
SAGE Journals
XKypuansr Taylor and Francis
3 | [IpodeccrnonanbHbie MOHOTEKCTOBBIC B]]
JSTOR
N3nanns mo o01ecTBEHHBIM U TYMaHUTAPHBIM HayKaM
DnektpoHHas oudnroreka Grebennikon.ru
4 | KoMIbIOTEpHBIE CITPABOYHBIE TTPABOBBIE CUCTEMBI
KoncynsranT Ilntoc,
I'apanT

Cocraputens: K.1.H, goriear, A.C. MoskoB
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[Ipunoxenue 4
K JIUCTY U3MEHEHUI

5. O0HOBJIEHHE CTPYKTYPHI TUCHHIIMHBI (MOIYJIs1) 115t 04HOM popmbl 00yuenus (2020 r.)

CrpykTypa AucHMILUIMHBI (MOYJI5) AJ1s1 04HOM (popMBbI 00yUeHust
OOw1ast TpyA0E€MKOCTb AUCLUUIUIMHBI COCTABISIET 2 3. €., 76 4., B TOM YUCJIe KOHTAKTHas pa-

0oTa o0yuaronuxcs ¢ mpernojaanareseM 28 4., caMocTosTenbHas padora oOyvarommxcs 30 u.

Bunpl yueOHOM paboThI
(B yacax) ®DopmbI TEKY-
KOHTAKTHast IIET0 KOHTPOJIS
No 9 2 L Z é yCIIEBAEMOCTH,
e Tembl AUCIHUIUTAHBL/ z E 5 g E 5 dbopma mpome-
. ol 5 ;» § S § KYTOUHOH ar-
S| S| E| 22|82 O £| 8§ recraumu (no
2| g S| % E S E S : = % cemecmpam)
Ol SIS S8/ FE|CA
1 |IIpexnmer u 3agauu mporpamMm-| 6 | 2 6 | Ompoc
HO-aIIAPAaTHOW 3alUTHl HH-
dhopmaruun
2 | Ynan€HHbIe ceTeBbIC aTaKu 6 | 2 2 6 | Ompoc, oTuér
1o jaboparop-
HOU paboTe
3 | MexceTeBple DKpaHbl U anmna- 6 | 4 6 6 |Omnpoc, oTuér
paTHbIe KpUNTOTpaguIecKe o aboparop-
IIUTIO3BI HOM paboTe
4 | Bupryaymzanus u 00JlauHbIe 6 | 2 4 6 |Omnpoc, oTuér
TexXHoJoruu. BupryansHeie o jaboparop-
YaCTHBIC CETH HOU paboTe
5 | Cucrembl oOHapyKEeHUS U 6 | 4 4 6 | Ompoc, oTuér
MPEJOTBPAICHHUS BTOPKEHUH o aboparop-
HOM paboTe
9K3aMeH 6 18 9K3aMeH T10
ouneram
UTOTO: 12 16 18 | 30

6. O0HOBJIEHHE OCHOBHOW U I0NIOJTHUTEIbHOIM JuTepaTypsI (2020 r.)

B pazgen 6. YueOHO-MeToaM4Yeckoe U MHPOpPMalMOHHOE O0ecneyeHue TUCIUTIITHHbI
BHOCATCA CIEAYIONINE U3MEHEHUS:

Homnonuauts pazaen OCHOBHas IUTEpaTypa

Kazapun O. B. IIporpammHo-anmapaTHbie CpeCTBa 3aUTH HH(pOpMaIuy. 3anuTa mpo-
rpaMMHOro obecrieueHust: y4eOHUK U mpakTukyM i By30B / O. B. Kazapun, A. C. 3a6a0ypuH.
— Mocksa : U3marensctBo FOpaiit, 2020. — 312 c. — (Bricmiee o6pazoBanue). — ISBN 978-
5-9916-9043-0. —  Tekctr: omektponnbii  //  DObC  HOpait [caiit]. — URL:
https://urait.ru/bcode/452368
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JononHuts pasznen JonmoJHuTEIbHASA TUTEPATypa
Hlernos, A. 0. 3ammra nHGOpPMAIMK: OCHOBBI TEOPHUHU: y4eOHHK A OakaigaBpuaTa M Maru-
crpatypsl / A. 1O. Illernos, K. A. IllernoB. — Mocksa: M3narensctBo FOpaiit, 2020. — 309 c.
— (bakanaBp u maructp. Akagemudeckuii Kypc). — ISBN 978-5-534-04732-5. — Tekcr : anek-
tponnsii // DBC IOpaiir [caiit]. — URL: https://urait.ru/bcode/449285

7. B snemeHnt paboueil mporpammbl m.4 OOpa3zoBaTejibHbIE TEXHOJOTHMH BHOCSATCS
CJIETyIOIINE U3MEHEHUS:

B mepuon BpeMEHHOTr0 MPHOCTAHOBICHUS MOCEHICHUS OOYYAIOIIMMUCS MOMEIICHUN U
tepputopun PITY. ans opranuszanmu ydeOHOro mpolecca ¢ HPUMEHEHHEM 3JIEKTPOHHOTO
oOydeHHsT W JUCTAHIMOHHBIX OOpPa30BaTENbHBIX TEXHOJOTHH MOTYT OBITh HCIIOIH30BAHBI
cienyomue o0pa3zoBaTelibHbIE TEXHOJIOTHH:

— BUJICO-TICKIIHH;

— OHJIAMH-TIEKLIMU B PEKUME PEaTbHOTO BPEMEHH,

— DJICKTPOHHBIC YICOHUKH, YIeOHBIC MOCOOUS, HAYYHBIC H3TAHUS B AJICKTPOHHOM BHJIC H
JOCTYT K HHBIM 3JIEKTPOHHBIM 00pa30BaTeIbHBIM peCcypcaM;

— CUCTEMBI JIJIsl SJICKTPOHHOT'O TECTUPOBAHNS,

— KOHCYJBTAIIUU C UCTIOIb30BAaHNUEM TEJICKOMMYHHUKAIIMOHHBIX CPECTB.

8. B amement pabodeit mporpammbl 7. MaTepuajibHO-TeXHHYeCKOe o0ecrevyeHHe
AUCHHUILIMHBI/MOIYJIA BHOCSTCS CJICIYIONINE U3MEHEHUSI:
Iepeyens B/l u UCC

Nori/in HauMmenoBanue

HalMoHaILHOM noanucku B 2020 T.
Web of Science
Scopus

1 MexnyHaponnbsle pedepaTuBHbIE HaykoMmeTpuueckue bJl, moctymHble B pamKax

noxamnucku B 2020 T.

Kypuaner Cambridge University Press
ProQuest Dissertation & Theses Global
SAGE Journals

XKypuaner Taylor and Francis

2 [Ipodeccuonanphpie monHOoTEKCTOBBIE BJl, JOCTynHBIE B pamMKax HallMOHAJIbHON

3 [Tpodeccuonanpubie MOTHOTEKCTOBBIE B[

JSTOR

W3nanus o oOMeCTBEHHBIM U TYMAaHUTAPHBIM HayKam
OnektponHas 6ubnroreka Grebennikon.ru

4 KommbrotepHbie cripaBOYHbIE TIPABOBbIE CHCTEMBI
Koncynprant [lntoc,
I"apanT

B osnementr paboueit mnporpammbl 7. MaTepuajibHO-TeXHHYeECKOe olecrevyeHue
AUCHHUILIMHBI/MOAYJISAA BHOCATCS CIIEAYIOIINE U3MEHEHUS:
CoctaB nporpammuoro oboecneuyenus (II0)

Nent Haumenosanue 110 [IpousBogurens Crioco6 pacmpocTtpane-
/m HUS (1UyeH3uoHHoe unu
€80000HO pacnpocmpa-
Hsiemoe)
1 Adobe Master Collection CS4 Adobe JIMIICH3UOHHOE
2 Microsoft Office 2010 Microsoft JIMIIEH3MOHHOE
3 Windows 7 Pro Microsoft JIMIICH3UOHHOE
4 AutoCAD 2010 Student Autodesk CBOOOJTHO pacmpocTpa-
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HIEMOE
5 Archicad 21 Rus Student Graphisoft CBOOOJTHO pacmpocTpa-
HIEMOE
6 SPSS Statisctics 22 IBM JIALIEH3UOHHOE
7 Microsoft Share Point 2010 Microsoft JTUIEH3NOHHOE
8 SPSS Statisctics 25 IBM JIMLIEH3UOHHOE
9 Microsoft Office 2013 Microsoft JTUIEH3NOHHOE
10 | OC «AnbsT O6pazoBanue» 8 00O «bazanpt CIIO | nurneH3noHHoe
11 | Microsoft Office 2013 Microsoft JIUIEH3HOHHOE
12 | Windows 10 Pro Microsoft JIMLEH3UOHHOE
13 | Kaspersky Endpoint Security Kaspersky JIMIICH3UOHHOE
14 | Microsoft Office 2016 Microsoft JTUIEH3NOHHOE
15 | Visual Studio 2019 Microsoft JTUICH3NOHHOE
16 | Adobe Creative Cloud Adobe JTUICH3NOHHOE
17 Zoom Zoom JINIEH3UOHHOE

CocraBuTenb:

K.1.H. notent, A.C. MoiskoB



