MHWHOBPHAYKHU POCCHUHN

denepanbHOE TOCYIAPCTBEHHOE OIOKETHOE 00pa30BaTEbHOE YUPEKICHHIE
BBICITIIETO 00pa30BaHUs

«Poccuiickui rocy1apcTBeHHbII T'YMAHUTAPHBIH YHUBEPCUTET)

(PITY)

HUHCTUTYT UHOOPMAIJMOHHBIX HAYK U TEXHOJIOI'MH BE30IIACHOCTH
PAKVIIBTET HHDOOPMALIHOHHBIX CUCTEM 1 BE3OIIACHOCTH

Kagheopa xomnaexcnoii 3auumot ungopmayuu

KPUIITOI'PAODHYECKHE METO/IbI 3ALIIHTBI HHOOPMALITUH

PABOYAS [TPOT'PAMMA JJUCHHUITJIMHBI
Hanpasnenue noocomosxu 10.03.01 Hughopmayuonnas 6ezonacnocmo
Hanpasnennocmo (npogpunu) noocomosxu
No 2 Opeanuzayus u mexnono2ust 3auumol UHGOPMAyUU,

Ne 3 Komnnexcnas 3awuma o6vekmog ungopmamuzayuu
YpoBeHb KBATH(DHUKAITNH BBITYCKHUKA — OaKaIaBp

dopma 00ydeHUs1 — OUHas

PIIJl amanTtupoBaHa s nu1l
C OTPAaHUYEHHBIMU BO3MOXHOCTAMH
3710pOBbSl U UHBAIUOB

Mocksa 2017



Kpunmoepagpuueckue memoowl 3awumuol ungopmayuu

Pabouas npoepamma oucyuniunul

Cocmasumenyw:

Kanouoam mexnuueckux nayk, ooyenm xagheopor K3U A.C. Monsaxos

Omeemcmeennblil pedaKxmop
Kanouoam mexnuueckux nayx, u.o. 3as. kageopoii K3U J[.A. Mumrwouwiun

YTBEPXJIEHO
[Tporoxon 3aceqanus kKapeapsl
KOMILIEKCHOH 3aIIUTHI HHPOPMALUU

No 6 or__24.01.2017r.




OT'JIABJIEHHUE

1. ITosicHuTe/ILHAS 3aIMCKA

1.1. llens u 3a1aun TUCHHILINHBI

1.2. ®opmupyemble KOMIIETEHLIUH, COOTHECEHHBIE C INITAHUPYEMBIMU pe3yiIbTaTaMu OO0y4YeHUS
10 TUCITUTUINHE

1.3. MecTo IUCUUIUIMHBI B CTPYKTYpE 00pa30BaTeIbHOM MPOrpaMMBbl

2. CTpyKTYypa AUCHHUILIMHBI

3. Conep:xkanue TUCHUILINHBI

4. O0pa3oBaTesibHbIE TEXHOJIOTHH

5. Ouenka nJIaHUPyeMbIX Pe3yJbTATOB 00y4YeHU s

5.1. Cucrema onieHUBaHUS

5.2. Kputepun BBICTaBJICHHS OLICHOK

5.3. OueHouHbIe cpeACcTBa (MaTepUalIbl) AJIsl TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH, TPOMEKYTOY-
HOU aTTecTanuy 00yJaroIIUXCs 10 JUCHUIUITMHE (MOOY110)

6. YueOHO-MeTOAMYECKOE M HH(POPMALMOHHOE 0O0ecneuyeHue TUCIHILIMHBI

6.1. CirCOK HCTOYHUKOB U JINTEPATYPHI

6.2. [Tepeuens pecypcoB HHGOPMAIMOHHO-TEIICKOMMYHHKAITMOHHOH ceTn « THTepHEeT»

7. MaTepuajibHO-TEXHHYECKO€E o0ecnevyenne JUCUUIIMHBI

8. Obecneuenne 00pa3oBaTEILHOIO MpoLECCa AJsl JHUI ¢ OTPAHUYEHHBIMU BO3MOKHOCT SI-
MM 310POBbSI U HHBAJIW/IOB

9. MeToau4eckue MaTepuaJbl

9.1. IlmaHpl TPaKTUYECKHUX 3AHATUI

IIpunoxenns
[Tpunoxxenue 1. AHHOTAIMS TUCIUILIAHBI
[Tpunoxenue 2. JINCT n3MeHEHUI



1. ITossicHUTEALHAS 3alIHCKA
1.1. Ilens u 3aga9u AUCIUATLIAHBI

Lenv oucyuniumsl: MOTyYSHUE OCHOBHBIX 3HAHUH 00 MCIIOJIb30BaHUH KPUNITOIPAPUIECKUX Me-
TOJIOB JUIS 3alIUTHl HH(OPMAIMK MPH €€ XPaHEHUH, 00pabOTKe M TUCTAHIIMOHHOW Iepeaaye dJIeK-
TPOHHBIX JTAHHBIX.

3adauu oucyunnunbl: OBIAICHUE CTYACHTaMU OCHOBHBIMU NOHATHUSMU, MAaTEMATUYECKUMHU MO-
JeTSIMA M METOJIaMH COBPEMEHHOU KpUNTOrpadyu, yMEHUE CTYIECHTaMH. PEIIaTh THIIOBBIE KPHUIITO-
rpaduveckue 3a1aud; paboTaTh co CHennaIbHON MaTeMaTHUECKOH JINTEpaTypoi, UCIIOIb30BaTh Ma-
TEeMaTHYECKUI ammapaT Ul PelIeHUs] MPUKIAJAHBIX KPUOTOTpaduiecKuX 3aaad 3amuThl nHpopMa-

IIUH B Pa3JINYHBIX chepax YeIOBEUECKOH 1A TeTbHOCTH.

1.2. ®opmupyemble KOMIETEHIINH, COOTHECEHHBIE C TUIAHUPYEMBIMH pe3yJbTaTaMu O0y4eHUs IO

JUCHHUIIIINHE

Koanl komne-

Coaep:xxaHnue KoMIeTeHUM i

Ilepeuyens nuIaHNpyeMBbIX pPe3yJIbTATOB

TeHIUH 00y4YeHHs 10 TUCIUTIINHE
OIIK-2 CHOCOOHOCTBIO MPHUMEHSTh COOT- 3HaTh: OCHOBHBIE TOJOXEHHUS MaTrema-
BEeTCTBYIOIIMA  MaTEeMAaTHYECKHI | THYECKOTO ammapaTta, METOAbl KOAMPOBAHUS
ammapar s perieHus npodeccu- | uHGopMaIK; OCHOBHBIC MOJICIH, METOJIbI U
OHAJILHBIX 337124 CpeICTBa KPHUMNTOrPahUUSCKON 3aIlUThl WH-
dbopmaruu
YMeTh: pemaTrh THIIOBBIE KPHUIITOTPa-
¢dbudeckue 3a1a4u 3aUIUThl HH(OPMAIIHH;
Brnagers: MeTomamMu CHHTE3a W aHAIM3a
KPUNTOTPaQHUUECKUX CHCTEM U MPOTOKOJIOB,
croco0amMu  pemeHus] KpHUNTorpadhuIecKux
3aja4 3amUThl UHGOPMALUMU B Pa3IUYHBIX
chepax 4enoBeueCKOn ACSITEIILHOCTH.
OIIK-4 CHOCOOHOCTBIO TMOHUMATh 3HAUYe- 3HaTh: MaTeMaTUYeCKUe MOJENH KO-
HUEe MHPOPMAIUU B PA3BUTHH CO- | POBAHHUS CHCTEM HH(POpPMAIIHUH,
BPEMEHHOr0 O00IlecTBa, MpuUMe- YMeTh: NpUMEHSITh WHGOPMAIMOHHBIE
HATh WH(OPMAIMOHHBIE TEXHOJIO- | TEXHOJIOTHU JJIT TIOMCKa W O0OpaOOTKH WH-
THH TS TIOMCKA U 00paboTKU MH- | popMaIuiy,
dbopmaru Brnagers: HaBBIKAMH  JKCIDTyaTalluu
KpUnTorpaguueckux MPOTOKOJIOB M CXEM,
MOJTYYMBIITUX IMUPOKOE TIPUMEHEHUE B Kade-
CTBE HMHCTPYMEHTapusi B CHCTEMax »JJeK-
TPOHHBIX TUTATEKEH M CHCTEM 3JICKTPOHHOTO
JIOKYMEHT0000poTa
OIIK-5 CIOCOOHOCTBIO WCII0JIb30BaTh 3HaTh. HOPMATHUBHO-TIPABOBBIE TPeOO-
HOPMAaTUBHBIE TMPABOBBIE aKThl B | BaHHs B 00JacTU pa3paOOTKH U MPUMEHEHUS
npodeccuoHanbHO  gestenbHO- | CK3U
CTH YMeTh: IPUMEHSTh TEOPETUUYECKUE 3Ha-

Hus npu pazpadorke OPJ]

Brnaners: HaBbIKAMH TIOMCKa HY)KHOM
nH(popMalid B HOPMATHBHBIX 0azax M HcC-
TOYHUKAX

1.3. MecTo AMCHMILTAHBI B CTPYKTYPE OCHOBHOM 00pa30BaTeIbHON MTPOTPaMMBI

I[I/ICI_II/IHJII/IHa «KpI/IHTOl“pa(I)I/ILICCKI/Ie METOJbI 3alIUThI I/IH(I)OpMaI_II/II/I» OTHOCHUTCS K 0a30BOM Ya-

CcTH OJIOKa MUCHIMIUIMH y4eOHOTO IiaHa 1o HampasieHuto nmoarotoBku 10.03.01 MudopmarmonHas
Oe3omacHOCTh. JlucruruinHa peanu3yercs Ha (akyiabTeTe HHHOPMAIMOHHBIX CUCTEM U 0e30IacHo-
cTH Kadeapoil KOMIJIEKCHOM 3aIiuThl HH()OPMALIUK.
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Ji1 OCBOCHMSI TUCIMITIIMHBI HEOOXOUMBI KOMIIETCHIIUU, CPOPMHUPOBAHHBIE B XOA€ M3Y4YEHUS
cieayomux auctuminH: «Teopus nHpopmanuny», «MaTeMaTH4eCKue OCHOBBI 3alUThI MH(pOpMa-
1y, «TexHuueckoe peryImpoBaHue B 00JacTy 3alUThl HH(POPMAITHI.

B pesynbraTe 0CBOCHHS AUCHUILTUHBI (POPMUPYIOTCS KOMIIETEHIIMH, HEOOXOAUMBIE ISl U3yde-
HUS CIIEAYIOIIMX AUCLUIUIMH U IPOXOKIeHUs NpakTHK: «KoMIulekcHoe obecnieueHne 0e30nacHOCTH
00beKTa MHPOPMATU3ALUNY, «3alMTa HHYOPMAITMOHHBIX MPOIECCOB B aBTOMAaTH3UPOBAHHBIX CH-
creMax», «OpraHu3anus BUPTYyaJbHBIX YacTHBIX cereil», «[lpakTuka mo momydeHuro npodeccuo-
HAJIbHBIX YMEHHH M ONbITa MPO(PECCHOHATBHON NEATENPHOCTH M0 TEXHUYECKOH 3amuTe nHpopMa-
nuy, «IIpenoumiomuas npakTuka.

2. CTpyKTYpa JUCUMILIIUHBI

CTpyKTypa JUCHUNIMHBI VISl 04HOH ()OpMBI 00yUeHUsI

OO0mmas TpyA0eMKOCTh AUCHUIUINHBL — _3 3.€., _108 wyacoB, B TOM uuciie KOHTaKTHas paboTa
oOyJaromuxcsi ¢ mpenojaaBaresieM 42 4., mpoMexxyTouHas arrectanus 18 4., camocrosiTenbHas
pabora oOyqaronuxcs 48 u.

Bunsr yue6HoIi paboTh
(B wacax) DopmbI TEKyIIIEe-
KOHTaKTHAas T'0 KOHTPOJISI
|
No Pa3nen qucnuruiu- ° o § % YCHEBACMOCTH,
/1 HBI/TEMBI 2 2 2 & B $opya HpOME-
3 s S g S 8 | XyrTouHoii arTe-
g = 5 E 5 S % 5 5 8 & | craumu (no ce-
% g % é E chc E é § Z2 5 mecmpam)
ol |8 By S8 |5 |OF
1 BBenenue B qUCIUILIN- 6 2 2 Onpoc
HYy
2 Hctopus xpuntorpadpuu | 6 | 2 4 4 OueHka BbINOJ-
HEHUS TpaKTHYe-
CKHX 3aJIaHuM
3 bazoBeie kpunirorpadpu- (6 | 4 4 14 OrneHka BBINOJ-
YEeCKHE METO/IbI i CXEMBI HEHUS TpaKThye-
KpunTorpaduueckoin CKHX
3amuThl HHQOpMALIUU U BHEAYTUTOP-
HEIX 3aJIaHUNI
4 Kpunrorpaduueckue 6 |4 4 8 OneHka BBINOI-
MIPOTOKOJTBI HEHUS TIpaKTHYe-
CKUX
U BHEAYTUTOP-
HBIX 3aJIaHUN
5 | HopmaruBHbIe aKThl, 6 |4 4 10 OneHka BBINOJ-
perJaMeHTHpYIOIIUe Je- HEHUS TpaKTHye-
ATEILHOCTH B 00J1aCTH CKHX
KpunTorpaduueckoi U BHEAYTUTOP-
3anU Tl HHGOPMAITUN HBIX 3aJJaHUH
6 Cpencrsa u yciiyru B 6 |4 6 10 OrueHka BBINOJ-
obnactu kpuntorpadu- HEHUS TIpaKTHYe-
YeCKOMU 3a1uThl HHPOP- CKUX 3a/IaHU
MaITiy, MpeICTaBlIcHHBIC
OTEYECTBEHHOM PBIHKE
7 DK3aMeH 6 18 DK3aMeH 1o Ou-
JeTaM / UTOroBast
Hroro: 20 22 18 48




3. Conep:kaHue QM CHUTIINHBI

Ne

HanmenoBanmue pa3jesa q1ucuu-
IJIMHBI

Conepxanue

BBenenue B TUCHUIIMHY

OO01mure noIoKeHusl KpUMNTOoNOrun. ba3oBbie Kpwur-
Torpaduyeckue TePMHUHBI, TOHATHUS 1 OTPEICIICHUS.
Knaccudeckast 1 MaTemMaTH4ecKasi KpUIITOTpa-

¢us. CToHKOoCTh KpUNTOrpaguIecKux cxeM (He-
(dhopMaapHOE BBEJICHUE).

Hcropus kpunrorpadpuu

Opa nonayunoit kpunrorpapuu. llnpp «Cruransy,
mudpsl Lesaps, [Tonubus, Tpuremus, Kapnano,
[opTsl, Bikenepa, 6071b11101 1 Manbiid udp
Hanoneona. ®opMbl BU3aHTUICKOW TATHOIIUCH.
HpeBuepycckue mudpsl «Ilepmckas azoykay,
«[Ipocras u mynpas nutopes», «OuoTh 1 XBUOTHY,
«Yronkuny, «Tapabapimnay. [lugp Bepnama.
udposanbubie MamuHbl «Lorenz» u «Enigmay.

ba3oBble kpunrorpapuyeckue
METO/bI M CXeMbl Kpunrorpagu-
YyecKo 3amuThl HHGOpMAUKT

Kpunrocucremsl ¢ CEKPETHBIM KJIFOYOM, aTaKH Ha
KPUIITOCUCTEMBI C CEKPETHBIM KiItouoM. Kpunrocu-
CTEMBI C OTKPBITBIM KJIFOUOM, OTKPBITOE pacrpese-
nenwue kiouei Juddu-Xemmvana, ataku Ha KpHUTI-
TOCHCTEMBI C OTKPBITBIM KIItOUOM. TeopeTnueckas u
MIpaKTU4eCcKasi CTOMKOCTh KpunrocucreM. Cxembl
J1eKTpoHHOU noanucu. Kpunrorpadguuecku croii-
KHe X31-QyHKIUU. MeTo1bl TOMCKa KOJUTU3UH.
DNEeMEHTHI TEOPUH BBIYMCIUTEIBHON CII0KHOCTH.
OpnnocTopoHHHE QYHKIUU U QYHKIIMU C CEKPETOM.
IIceBnocnyuaiinble reHepaTopsl. IHTEpakTUBHBIE
CUCTEMBI JI0Ka3aTeIbCTB U MHTEPAKTUBHBIE CHUCTE-
MBI JIOKa3aTeNNbCTB C HYJIEBBIM pa3IIalICHUEM.
CxeMbl ¢ COKPBITHEM CBUJIETENIHCTBA U C HEPA3IIU-
YUMBIMU CBUAETENLCTBAMU. CXEMBI BEPOSTHOCTHO-
ro HHU(PPOBaHUSL.

PasHoBHHOCTH CcX€M 271€KTpOHHOM noanucu. Cxe-
MBI KOH(UIeHIIMATbHON oanucH. CXeMbl TPyIIo-
BoM nognucu. CxeMel MysnbTUnoaAnucu. Cxemsl 3a-
TeMHEHHOU noanucu. CXxeMbl MOAMKUCH JUIsl UHTE-
JIEKTyalIbHBIX KapToueK. CXeMbl OAMUCH BUAA
«odd-naita/on-naita». (N,t)-moporossie cXeMbl MO/~
nucu. [Iponenypsl apouTpaka B cxemax 3JIeKTpOH-
HOM noanucH. [IpakTuueckure cxeMbl HHTEPAKTUB-
HOMW ayTeHTH(UKALINH.

Kpunrorpaguyeckune nporokoisl

OcCHOBBI TEOPUH KPUNITOTPAPUUIECKUX TPOTOKOJIOB.
CBoiicTBa M OCHOBHBIE TapaMeTpbl KpUNTOrpaduye-
CKHX MPOTOKOJIOB. Knaccudukaius 0oCHOBHBIX BU-
JIOB aTaK Ha Kpunrorpaduyeckre NpoTOKOJIBI.
[Iporokosnbl ayrenTHdUKanuu. TpeboBaHus K Mpo-
ToKoJaM ayreHTH(ukanuu. [laponbHas ayreHTHDU-
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Karust (TPOTOKOIBI ¢ (PUKCUPOBAHHBIMU TAPOJISIMU,
MIPOTOKOJIBI ¢ OIHOPA30BbIMU MaposisiMu). [IpoToko-
JIbI TUTIA «3aIIPOC — OTBET» (OAHOCTOPOHHSIS ayTEH-
TU(UKaLKsI, OCHOBaHHAsl HA METKE BPEMEHH, OJTHO-
CTOPOHHSISI ayTeHTU(DHUKAIIHS C UCIIOJIb30BAHUEM
CIIy4alHBIX YUCEN, IPOTOKOJIbI C UCIIOJIb30BAHUEM
ACUMMETPUYHBIX KPUIITOCUCTEM, TPOTOKOJIBI C UC-
10JIb30BAHUEM AJIEKTPOHHON noanucH). [IpoTokosl
ayTeHTU(UKAINY, OCHOBAaHHBIC HA MCIIOIH30BAHUH
MHTEPAKTUBHBIX CUCTEM J0KA3aTEIbCTB C HYJIEBBIM
pasrianieHueM 3HaHusl.

[IpoTokomsl pactipeaenenns kaoueit. Chepor npu-
MEHEHHsI IPOTOKOJIOB pacipeieNieHUs KITF0YeH.
Krnaccudukanus npoTokosoB pacpeeieHus KITo-
yel. [IpoToKOsIbI, OCHOBaHHBIE HA KPUITOCUCTEMAX
C CeKpeTHBIM Kir04oM. [IpoTokoiibl pacnpenenenus
KJIFOUEH, OCHOBAaHHBIX Ha KPUIITOCUCTEMAX C OTKPHI-
THIM KJIFOUOM.

[IpoTokosbl 00pa3zoBaHus 3aIIMIIEHHBIX KAaHAJIOB
nepeaadu JaHHbIX. OCHOBHBIE UCIIOJIb3YEMbIE Ha
MPAKTUKE METOJIbI OPraHU3alMK 3aIIUIIECHHBIX Ka-
HaJIOB Mepenavyu JaHHbIX. [ uOpuaHbIe cXeMbl mug-
poBanws. [IpoTOKOIIBI, OTHOBPEMEHHO 00eCIeUH -
BaroIre KOHPUACHIINATHLHOCTD U AyTEHTHYHOCTD
nHpOpMaNny.

bankoBckue kpunrorpapuieckie npoTOKONbI.
DNEeKTPOHHBIE MOHETHI U TIEPEBOIUMBIE JIEKTPOH-
HbI€ MOHETBI. DNEKTPOHHBIA OYMaKHHUK. DJIEKTPOH-
HBIE TUIATEXKU.

[IpoTokosbl KOHPHUIESHITUATBHBIX BEIYUCICHUHN U
KOH(PHUACHITUATHHOTO BBIYUCICHUS (DYHKIIHH.

HopMmaTuBHBI€ aKTBI, perjiaMeH-
THpYIOLIHE AeSITeIbHOCTh B 00-
JIACTH KpUNITOrpagu4ecKoi 3a-
U T HHGOPMaALUH

®enepanbhble 3aKkoHbI «O0 nHGOpMaIUU, UH-
(opMaIMOHHBIX TEXHOJOTHSIX U O 3alllUTe UH-
dhopmaruny, «O IepCOHANBHBIX TAHHBIX», «O0
ANEKTPOHHOU NOAIUCHY, «O TEXHUUECKOM pEryiu-
POBaHUM.

ITocranosnenue IlpaBurenscrea Poccuiickon
®enepaunu ot 23 centsaopsa 2002 roga Ne691 «O6
YTBEPKACHHUHU MTOJIOKEHUH O JTULICH3UPOBAHUU OT-
JIEJIbHBIX BUJIOB JI€ATEIbHOCTH, CBSI3aHHBIX C MIHU(-
POBaJIBHBIMH (KPUNTOTrpapUUECKUMH) CPEACTBAMU.
[Tonoxxenue o pazpaboTke, NPOU3BOA-CTBE, Peau-
3alUU U SKCIUTyaTaluy HH(PPOBATbHBIX (KPHUIITO-
rpagu4ecKux) cpeacTB 3amuThl HH-hopmaruu (I1o-
noxenue [1K3-2005), yrs. IIpukazom Jupexropa
®CB Poccum ot 09 derpas 2005 roga Ne66.

OrteuectBennsble (kpunrtorpapuueckue) [OC-
ThI: TOCT 28147-89, 'OCT P 34.10-2012, I'OCT
P 34.11-2012, 'OCT P 34.12-2015 u I'OCT P
34.13-2015.
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6 | CpeacrBa u ycJyru B 00J1acTH
KpUNTorpaguyecKoi 3amThI
HH(pOPMAIUH, IPEACTABJIEHHbIE
HA 0Te4eCTBEHHOM pPbIHKE

dhopmanuu.

OpFaHI/I3aI_II/II/I, OCYIICCTBJIAOIINC OCATCIIb-
HOCTh B 00J1aCTH KpUTNITOTpadUIeCKON 3aIIUThl NH-

JIuneiika npoayktoB «Kpunrtollpoy». JInneiika
npoaykToB «Secret Disky». 3amuiieHHpiii aboHEHT-
CKHI IMYHKT CUCTeMBbI «ATnacy (uznenue M-468P).
Pemenusa ®I'VII «HTILI «Atmacy mo co3manuto 3a-
niieHHbIX (10 kiacca AK3) aBromaTu3npoBaHHBIX
cucreM Ha atpopme Maiikpocopt. CK3U
«Kpunro BJI». JIpyrue npoaykTsl U yciyru B o0ia-
CTH KpUNTOTpapuUECKON 3aUThl HHPOPMALIUH.

4. Obopa3oBaTe/ibHbIE TEXHOJIOTHH

[Tpu peanuzanuu pabodeld MporpaMMbl AUCUUIUIMHBI «Kpunrorpapuueckue METObl 3alUThI
UH(pOPMAaLIMK» UCTIONB3YIOTCS CIEAYIoIUe 00pa30oBaTeIbHbIE TEXHOIOTUU:

OO0pa3oBaTte/ibHbIE TEXHOJIOTHH

Buabl yued- |OOpa3oBaTeibHbIE
HaumenoBanue TemMbl N
n/n HBIX 3AHATHH | TEXHOJIOTHH
Beeoenue 6 oucyunnumny Jlexyus. Tpaouyuonnas c ucnonrv3osanuem npe-
3eHmayuil
HUcmopus kpunmoepaguu Jlexyus. Jlexyus-ouckyccus
Ilpaxmuue- Tpaouyuonnas

cKoe 3ausamue
1

Jlexyusi.

3anamue 5.

ba3zosvie kpunmoepaguueckue me- Jlexyus-ouckyccus
MOoObL U cXembl KpUnmozpaguuecxor
3auumsl UHGopmayuu Tpaouyuonnas
Ilpaxmuue-
cKoe
3aHsamue 2.
Kpunmoepaguueckue npomoxonvr  |Jlexyus. Ilpobnemnasn nexyus
Ilpakmuue- Tpaouyuonnas ¢ ucnonrv3oeanuem npe-
CKue 3enmayuil
sauamus 3.
Hopmamuesnvie akmeoi, pecnamenmu- |Jlexyusi. Jlexyus ¢ pazbopom
pyrowue KOHKPEMHbIX CUMYayutl
OessmenbHOCMb 8 001ACU KPUNMO-
epaghuueckoti Ilpaxmuue- Tpaouyuonnas
3auumul UHGopmayuu cKoe
sanamue 4.
Cpeocmesa u ycnyeu Jlexyus. Jlexyus-ouckyccus
6 obracmu Kpunmoezpaghuueckot
3awumul ungopmayuu, npeocmas-  |lIpaxmuue- Tpaouyuonnas
JIEHHblE HA OMeYeCMBEHHOM PblHKe — |cKoe




5. OneHka mJIaHMpPYyeMbIX Pe3yJIbTATOB 00y4YeHHs

5.1. Cucrema OLlecHUBAHUS

®opMa KOHTPOJISI Makc. K0J1M4ecTBO 0aJJI0B
3a oany pado-|Bcero
Ty
Texymuil KOHTPOJIb:
- onpoc (memwi 1-6) 5 6annos 30 6annos
- yuacmue 8 OUCKYCCUU HA CeMUHAape 5 6annos 10 bannos
- npakmuyeckue 3a0anus (memul 2-3) 10 b6annos 20 bannos
- npakmuyeckue 3a0anus (memol 4-6) 10 b6annos 30 6annos
[IpomexxyTouHas arrecraius 40 6annos
IK3ameH
HToro 3a cemectp 100 6annos
OK3amen

Ilomy4eHHBIM COBOKYIHBIN PE3YJIbTAT KOHBEPTUPYETCA B TPAJAULHUOHHYIO IIKAIY OLEHOK U B LKAy
orleHOK EBpomeiickoil cuctembl mnepeHoca u HakorueHusi kpeautoB (European Credit Transfer
System; nanee — ECTS) B COOTBETCTBUU C TaOIUIICH:

100-6autpHas mkana | TpaaWIiMOHHAS IIKaIa Ixana ECTS
95 -100 A

83 94 OTJIINYHO B

68 — 82 XOpOIIIO 3a4TEHO C

56 — 67 D

50 55 YIIOBJICTBOPUTEIHHO E

20-49 FX

0_19 HEYJIOBIETBOPUTEIHHO HE 3a4TEHO =

SzKpI/ITepI/II/I BBICTABJICHUA OLCHKU 11O JUCIHUITIIINHC

Banusbl/ Onenka mno auc- | Kpurepnn oneHku pe3yibTaToB O0y4YeHHMs 1O AUCIHU-

Mxana LMILIMHE MJIMHe

ECTS

100-83/ «OTITUIHOY/ BrictaBnsiercs o0y4aromemMycs, €ciii OH IIyOOKO W TpOd-

AB «3aYT€HO  (OTJIMY- | HO YCBOMJ TEOPETHYECKHH W TNpakTHUECKUil MaTepuall,
HO)»/ MOXKET MPOJEMOHCTPUPOBATH OTO HA 3aHATUAX U B XOI€
«3aYTEHO» MIPOMEKYTOUHON aTTEeCTAIUH.

OO0yuaromuiicsi UCUEPIBIBAIOIIE M JIOTUYECKH CTPONHO W3-
Jaraet y4eOHBIH Marepuain, yMeeT YBA3BIBaTh TEOPHIO C
MIPaKTUKOM, CIIpaBisieTcs ¢ pelleHneM 3ajad Npogeccro-
HaJIbHOM HAIpPaBJIEHHOCTU BBICOKOI'O YpPOBHS CIIOKHOCTH,
MIPaBIWJIBHO OOOCHOBBIBAET NMPUHSATHIE PELLICHUS.

CB00OO/IHO OopueHTHpYeTCS B y4eOHOUH M MpodecCHOHATb-
HOW JIUTepaType.

OrneHka Mo JUCHUIUIMHE BBICTABISIOTCS 00Y4arOIEMYCs C
Y4E€TOM pe3yJbTaTOB TEKYyIIEH M NPOMEKYTOYHOM arre-
CTaLMH.
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Banany/
HIxanaa
ECTS

Ounenka mno jauc-
HUMIIJIMHE

Kpurepun oneHku pe3yiabTaToB 00y4eHHMs MO JAMCLH-
IJIMHE

Komnerenium, 3akperui€Hnble 3a TUCHUILIMHON, chopMu-
POBaHbI HA YPOBHE — «BBICOKHI».

82-68/

«XOpOII0Y/
«324TEHO
110)»/
«324TEHOY

(xopo-

BeicTaBisiercs 00ydaroliemMycsi, €Clid OH 3HAeT TeopeThye-
CKMI U IIPAKTUYECKUN MaTEpHall, IPAMOTHO U I10 CYILECTBY
U3JIaraeT ero Ha 3aHATUSAX U B XOJ€ POMEKYTOYHOU aTTe-
CTalMU, HE JOIYCKasl CYLIECTBEHHBIX HETOYHOCTEH.
OOyuaromuiics NpaBUJIBHO MPUMEHSAET TEOPETUUYECKUE T10-
JOKEHUS NP PEIICHUH MPAKTHYECKUX 3a/1a4 Mpodeccro-
HaJIbHOM HANpPaBIECHHOCTU PAa3HOIO YPOBHS CIIOKHOCTH,
BJIaJIe€T HEOOXOJUMBIMH JUIsI 3TOTO HAaBBIKAMH M NpHEMa-
MHU.

JlocTaTOYHO XOpOLIO OPUEHTHPYETCS B Y4eOHOU M Ipo-
(beccuoHaIbHOM JIUTEpaType.

OueHka 1o JUCHUILIMHE BBICTABIIIOTCS 00yJaromeMycs ¢
y4€TOM pe3y/lbTaTOB TEKYIIEW M NPOMEKYTOYHOW arTe-
CTaLlWH.

Komnerennuu, 3akperui€éHHble 3a IUCLHUILIMHOMN, chopmu-
pPOBaHbI HA YPOBHE — «XOPOILIHIY.

67-50/
D,E

«yJOBJIETBOPH-
TEJIBbHOY/

«3a4reHo (yaoBie-
TBOPHU-TEIIHHO)»/
«3a4TEHO

BeicTaBisiercs oOyuaromiemycs, eciid OH 3HaeT Ha 6a30BOM
YPOBHE TEOPETUYECKUH M IPAKTUYECKHM MaTepuall, I10-
IyCKAeT OT/JeJIbHbIEC OIIMOKHU IPU €ro U3JI0’KEHUH Ha 3aHs-
TUAX U B XOJI€ IPOMEKYTOUHOHN aTTECTALUH.
OOyuaronuiicss UCHBITHIBAET OINpe/eIEHHbIE 3aTPyIHEHUS
B IIPUMEHEHUU TEOPETHUUYECKUX MOJOKEHUM IIPU PELICHUU
MPAKTUYECKHX 3ajjau IPOQPecCHOHaIbHON HApaBIEHHOCTH
CTaH/IapTHOT'O YPOBHS CJIOKHOCTH, BIIaJic€T HEOOXOANMBbI-
MU JUIs 3TOr0 6a30BBIMU HaBBIKAMU M ITPUEMaMH.
JleMOHCTpUpYET OCTaTOYHBIM YpPOBEHb 3HAHUS Y4eOHOM
JIUTEpaTypsl 110 AUCLUILIVHE.

OmneHka Mo JUCLUIUIMHE BBICTABISIOTCS 00Y4arOIEMYCS C
y4€TOM pe3yJabTaTOB TEKYLIEH MU MPOMEXYTOYHOM arTe-
CTaLlWH.

Komnerenuu, 3akperui€éHHble 3a TUCHUILIMHON, chopmu-
pPOBaHbI HA YPOBHE — «JIOCTaTOYHBINY.

49-0/
F,FX

«HEY/IOBJIETBOPH-
TEIBHOY/
HE 3a4TE€HO

BricTaBisiercss oOyuaromieMycs, eciii OH He 3HaeT Ha 6a30-
BOM YpPOBHE TEOPETUYECKMM M IPAKTUYECKHU MaTrepual,
JIOMyCKaeT TpyOble OIMOKU MPU €ro M3JI0KEHUH Ha 3aHs-
THSAX U B X0JI€ TPOMEKYTOUYHOM aTTECTALUH.
OOyuaronuiicss UCHBITBIBAET CEPbE3HBIE 3aTPyIHEHHS B
IIPUMEHEHUH TEOPETHUYECKHX IIOJIOKEHUN TNPU PELICHUH
MPAaKTUYECKHX 3aj1ad IPOoPecCHOHATBHON HAaNpaBIeHHOCTH
CTaH/IaPTHOT'O YPOBHS CJIOXHOCTH, HE BiaJieeT HEOOXOu-
MBIMHM ISl 3TOTO HaBBIKAMU U TPUEMAMHU.

JlemoHCTpUpyeT (pparMeHTapHBIC 3HAHUS YYeOHOW JTUTe-
paTypsl 0 JUCLHUILINHE.

OneHka o JUCIHUILIMHE BBICTABISIOTCS O0ydaromemycs ¢
y4€TOM pe3yJbTaTOB TEKYIIEH MU MPOMEXKYTOYHOM arre-
CTalUU.

KomMmniereHiun Ha ypoBHE «OCTAaTOUYHBIN», 3aKPEIJIEHHBIE
3a TUCIUIUIMHOM, HE CPOPMUPOBAHBI.
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5.3. OueHouHbIE cpeAcTBa (MaTepUabl) s TEKYIIEro KOHTPOJIS yCIEBAEMOCTH, IPOMEKYTOUHON
aTTecTaluy o0yJaroImuxcs N0 AUCHUIUINHE

Tunosvie KOHMpPOIbHBIE 3A0AHUS UNU UHbIE MAMEPUATbl, He0OX00uMbvle Ol OYEeHKU 3HAHUL,

VMeHULl, HABLIKOG U (UNU) Onvlma 0esmerbHOCMU - NPOBePKa CHOPMUPOBAHHOCIU KOMNEmMeH YUl
OIIK-2, OIIK-4,0I1K-5

1. KakoBbl OCHOBHBIC CBOMCTBA KpPUNTOTPaUUECKOM CHUCTEMbI M KPUITOTPaPHUECKOTO
npotokosa? [IpuBenuTe npumepsl nporesryp oOMeHa COOOLECHUSMU, KOTOPBIE SBISAIOTCS payHAaMu
U IIaraM¥ KPUNITOrpauIeCcKUX MPOTOKOJIOB.

2. B uem 3aKioyaroTCsl CBOWMCTBA IOJHOTBI W KOPPEKTHOCTH MHTEPAaKTUBHOTO
JoKa3areiabcTBa’?

3. B uem omiMyMe MHTEPAaKTUBHBIX CHCTEM J0Ka3aTeJIbCTBA C HYJEBBIM pasIJallleHueM
3HaHMSI OT MHTEPAKTUBHBIX CHUCTEM JoKa3arenbcTBa? CoxpaHsAeTcs JM CBOHCTBO HYJIEBOIO
pasriameHust py Mocae10BaTeIbHOM U apajlyieIbHOM BbIIOJIHEHUH ITPOTOKOJIOB?

4. Yto nmoHMMaeTcsl MojA KoMIpoMmeTauuen kpunrorpagpudeckoro nportokona? Ilpusenure
HpUMEPHI:

aTaKy 110 U3BECTHBIM KIIIOUaM;

CJIOBapHOM aTaKH.

5. Nmeercs cxema otkpbiToro mmdpoBanus RSA. d — cekperHblil ko4 yyactHuKa P, e —
OTKPBITBIN KIIF0Y, COOTBETCTBYIOLIHUI 3TOMY CEKPETHOMY KIIIOUy, N — MOAYJb cXeMbl udpoBanus. P
umeeT mmdprexct C. P xoueT mokazare V 3HaHUE CEKPETHOTO Kitoua 0, HO Tak, 4ToObl V He y3HAI
ATOT KJIIOY, U YTOOBI OH HE cMOTr pacmudpoBarh Kakoh-muoo mudprekct (B Tom uucie u C). Kak
3T0 MOXHO caenarh? (Ilpemioxure TpOTOKON 10Ka3aTeIbCTBA C HYJEBBIM pa3riIallieHUEM 3HaHMUSL.)
BeruucnurensHblie Bo3MoxxHOCTH P 1 V B niporiecce 0OMeHa NOJIMHOMHUAIBHO OTPaHUYEHBI.

6. M3BectHa opMynia AHAEpCeHa ONPEIeICHHS UTHHBI TIapOJIs:

1 L

S, ==N*-—
2 T

'

rie St — BpeMs 0e30MacHOCTH (pacKpbITHs) Mapois (B T€YEHUE 3TOT0 BPEMEHM MapoJib
COXpaHseT TaliHy);

T — ckopocThk BBOJIA TAPOJIsl, CAMB./MUH. ;

X — IJIMHA TIapOJIsi, CUMB.;

N — MomHOCTh andaBuTa;

L — 49mcno BBOAMMBIX CHMBOJIOB W JIp. 3HAKOB, HEOOXOMWMBIX U WHHIIMAIA3ALUU
OTO3HaHM (MOXKET ObITh OOJIbILE ITHHBI TAPOJIS).

[Toctpoiite rpaduku 3aBUCUMOCTH BPEMEHU O€30MaCHOCTH:

a) PIN-xona;

0) uudpo-andaBuTHOrO Napois (Pycckuii angaBur)

OT JJIUHBI TAPOJIst TP YCIOBUU:

PYYHOTO BBOJIa CUMBOJIOB Ha kiaBuarype (T=120);

aBTOMATHU3UPOBAaHHOTO 1o100pa napoeit (T=1200),
cuMTasi, 9YTO YHCIO TIOMBITOK BBOJA MAapoJisi HE OrpaHUYEHO, a IS BBOJA MapoJisi HEOOXOIMMO
HaOpaTh €ro Ha KJIaBHaType U HaxkaTh KiaBuury <Enter>.

7. IlpoBenuTe CpaBHEHUE MPOTOKOJIOB ayTEHTHU(HKAIMKA, OCHOBAHHBIX Ha JI0KA3aTEIhCTBAX
C HyJIeBbIM pasriameHueM 3Hanus (Puara — [llamupa, ['nitto-Kuckatepa, [lInoppa), no cneayromum
napaMerpaMm: BBIYUCIUTEIbHONW CIIOXKHOCTH NPOTOKOJA JUIS JIOKa3bIBAIOLIEr0 U MPOBEPSIOLIETO,
KOJIMYECTBY TepefaBaeMblX OalTOB JaHHBIX, JOMOJHUTEIBLHOW mamsaTH, HeoOxomumoun P u V.
Cnenaiite BBIBOJL O CpaBHUTEIBHOM A(PQPEKTUBHOCTH MNpoTokojoB. (HeoOxomumble mapamerpsl
BbIOEpPUTE CAaMOCTOSATEIHHO.)

8. Kak mpeobpa3oBare mnporokon ayreHTHukanuu IIlHOppa B cxemy 3JI€KTPOHHOM
MOAmucHu?
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9. Ilpennonoxum, 4TO K JAHHBIM, PEAHA3HAYCHHBIM JIJIS TIepeladud B KaHaJ CBSI3U, COTJIACHO
TEXHUYECKUM YCIIOBHUSM, OTIPABUTEIIO HEOOXOAMMO MPUMEHHUThH: aITOPUTM OJIOYHOTO IIH(PPOBAHKS
(mudp cyuTaTh UACATHHBIM), aJITOPUTM MOMEXOYCTOWYMBOTO KOIAMPOBAHUS, aITOPUTM CKaTus. B
KaKOM TMOPSJIKE CJEeAyeT MPUMEHSATh 3TH AITOPUTMBI W modeMmy? Ha kakom srtame B ciydae
HEOOXOAMMOCTH HY)KHO CT€HEPHPOBAThH JICKTPOHHYIO MOANUCH OoTIpaBuTensa? Mmeer im 3Ta 3amava
OJIHO3HAYHOE pellieHue?

10. TlosicHuTe, B KaKUX CIydasx IJis oOecredeHus MOJIMHHOCTH COOOIICHUH HEOOXOIUMO
MPUMEHSTH 3JIEKTPOHHYIO TOJIMUCH, @ B KAKUX — X3MI-QYHKIMK ¢ KIro4oM? B uem mpeumytiecTsa
Y HEJOCTATKH Ka)KI0ro Metona?

11. [puBeaute ocHOBHBIC monoxeHUs DenepanbHoro 3akoHa «O0 AIEKTPOHHOW MOAIHCHY,
I'OCT P 34.10-2012 u I'OCT P 34.11-2012. Pacckaxxute 00 MPUHIMIIAX WCIIOJIB30BAHUSA, BHJIAX H
CPEICTBAX OJIIEKTPOHHBIX TOJIMUCEH, 00 YHAOCTOBEPSIOMMX IEHTpaX U cepTudHKaTax KIroven
MIPOBEPKH AJICKTPOHHOM TOJIIHCH.

Ilpomesicymounas ammecmayusi (KOHMPOIbHbIE B0ONPOCHL) - NPOBEPKA CHOPMUPOBAHHOCMU
komnemenyuti OIIK-2, OIIK-4,0I1K-5

1. ITycts (E,D) — cxema cummerpuynoro mudposanus, MAC — kpunrorpaduyeckas Xdiii-
¢yskus ¢ kaodoM. [lycts A u B umeror obmue ximoun: Ky — s mmdposanus, K, — mas xorm-
byakuu. OHU XOTAT mepeAaTh cOoOOIeHne M TakuM 00pa3oM, 4yToObI OblIa oOecredyeHa CeKpeT-
HOCTb, IIEJIOCTHOCTh M TIOJUTHHHOCTh COOOIIeHUs. VIM MpeIIoKeHbI CIeTYIOIIHE CIIOCOOBI BBITTOTHE-
HUS IPOTOKOJIA:

a) M:MAC,, € W .
5) Ex. M/MAC, W =
p) B, M.MAC, W

") Eq, W ,E, MAC, W :;
o Ex M. MAC € W _

¢ Ex MAC,, M ,MAC €, W _.
x) Ex M,MAC, W MAC, W .

1) Ey, W, A, rae A — unentudukarop ornpasutens (B pacmmpposeiBaer mmdprexct

U TIPOBEPSIET, YTO BTOPAsk 4aCTh OTKPHITOIO TEKCTA COBMAJAET C UACHTU(PUKATOPOM OTHPABUTENS).

s kaxaoro cnoco6a 00bICHUTE, 00eCIIeUnBaET JIU OH TpeOyeMble CBOMCTBA (CEKPETHOCTH,
IIEJIOCTHOCTH, NMOUIMHHOCTH)? Kakue u3 3Tux cnocoboB mpeamnoututenbHee? Kakue He MPUTOIHBI
Juts ucrionb3oBanus? [louemy?

2. HazoBure wu3BecTHhle Bam pexuMbl paboThl OJIOYHBIX MIM(PPOB, MO3BOJSAIOLINE
00ecreynTh:

TOJIbKO CEKPETHOCTh COOOIIICHUI;

TOJILKO MOJIJTMHHOCTb COOOIIEHUH;

OJIHOBPEMEHHO CEKPETHOCTb U MOJAIMHHOCTh COOOIIEHUH.

Kakue u3 3Tux pe’KuMOB CUUTAIOTCS JTYYIIUMH [0 COOTHOIIEHUIO «CTOMKOCTB/CKOPOCTH»?

3. Kakue pexxumbl anroputmoB mudposanus 'OCT 28147-89 u DES npeanouturensHee
UCTOJIb30BaTh A MU(pOBaHUS ToJel 6a3bl JaHHBIX aBTOMATU3MPOBAHHOW OAHKOBCKOM CHCTEMBI
C UHTEJUIEKTYalbHON KapTOUKOMU, coiepKalleil CBeIeHUs 0 KIUEeHTaxX (MACHTU(PUKATOPBI, OTKPHITHIE
KJIIOYM, HOMEPA HHTEIUIEKTyaJbHbIX KapTOUYE€K, COCTOSHUE CueTa, OTMETKAa O BKJIIOYEHUU
MHTEJJIEKTYaJIbHBIX KapTOUYeK B CTON-JIUCT M T.I.), HOCTYIl K KOTOPOH OCYIIECTBIISIETCS B PEKUME
pEAIbHOTO BPEMEHH, U MOYeMYy?

4. PaccmaTpuBaeTcs cxeMa JJICKTPOHHOW TMOAMKHCH C BOCCTAHOBJIEHHEM COOOIIEHUS W3
craaapta ISO/IEC 9796. Kakoii MmakcuManbHOU ATUHBI (B 0aiiTax) MOXKeT OBITH COOOIIEHHE, eCln
TpedyeTcs, YTOOBI MOAMUCh UMeNa JUHY 512 6uToB?

5. Kakue (QyHKIMH MOXET BBINOJHATH LEHTP JOBEpUs B MPOTOKOJIAX paclpe/eieHus
kimoueii? [IpuBenute mpuMepsl.
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6. B yem pasHuIla MEXIy MOHSATUSMHU: CIOCOOBI PACIPOCTPAaHEHUS KIIOYEH M MPOTOKOJIBI
pacrnpeeneHus Kirodei?

7. Onumure cxemy J[. Yoma co cinenyromumu mapaMerpaMu: OaHKHOTBI MMEIOT Pa3HOE
JIOCTOMHCTBO, CyMMa, OIlJIayMBaeMas IpOJIaBIly, COCTaBisieT 7 pyOieil, MakcuMaiabHas CymMMa,
orlayrBaemasl okymnaresnem, coctanisier 21 pyob.

8. IlpuBemuTe mNPOTOKON KOH(MUICHIMAIBLHO pEAM3yeMO Omepalid  yMHOXKCHUS
HepEeMEHHOI Ha KOHCTAHTY ¢ McIob3oBaHueM (t,n)-moporosoii cxemsl [llamupa.

9. IlpuBenute OpuUMEpbl  pealu3aluu CUCTEM  3aIlUIIEHHOTO AJIEKTPOHHOTO
JIOKYMEHTO000pOTa U 3alUIIEHHOMN 371€KTPOHHON MOYTHI.

10. [IpuBeanuTe MpUMEPHl peaU3alMA CUCTEM JIHUCTAHIIMOHHOTO OAHKOBCKOTO OOCTY)KUBaHUS
U CHCTEMBI IUIaTexel mo OaHKOBCKUM KapTam. Pacckaxkure 00 OCHOBHBIX monoxeHusx Crangapra
banka Poccuu CTO BP UBBC 1.0.

Ilpumepnuie 3a0anusa ona mecmupoeanusn- nposepka cpopmuposannocmu komnemenyuii OIIK-
2, OIIK-4,0IIK-5

1. Jnuna xkaouya aaropurma DES:

a) 56 oum.
0) 48 Owur.

B) 512 Owur.

2. KpunTocToiikocTh — 3T0:

a) YCTOMYMBOCTH K BHEIIHUM U3JTYYCHUSIM. .

0). cnocobHocmb Kpunmozpaguiecko2o areopumma nPOMuUEOCMoAMsb KPUNMOAHAIU3Y
B) YCTOMYUBOCTH K JIehopMariusim.

6. YueOHO-MeTOAMUYECKOE M HH(POPMALIMOHHOE 00ecnedeHne THCIUTITHHBI
6.1. Criucok UCTOYHUKOB U JIUTEPATyphl
Uctounuku
OCHOBHbIE
1. ®eoepanvhuviti 3axon ot 27 utona 2006 r. Nel49-d3 «O06 undopmaiuu, UHPOPMAITMOHHBIX
TEXHOJIOTUSX M O 3ammre uHQopMauuu» [DnekTpoHHBI pecypc]: Pexum nocrtyna
http://www.consultant.ru/document/cons_doc LAW 61798/, ceo00oaHbIi. — 3ari. ¢ SKpaHa.
2. Deoepanvroiii 3akon o1 27 utong 2006 r. Nel52-03 «O nepcoHalbHBIX AAHHBIX» [DJek-
TPOHHBIN pecypc] : Pexnm JIOCTyIIa :
http://www.consultant.ru/document/cons_doc LAW 61801/, cBoGoiHbIN. — 3ari. ¢ 3KpaHa.
3. @eoepanvhuiii 3axon oT 6 ampenst 2011 r. No63-D3 «O0 3IEeKTPOHHON TIOITUCH [SJIeKTpOH-
HBIN pecypc] : Pexum JocTyna :
http://www.consultant. ru/document/cons doc LAW 112701/, cBoGoHbIHi. — 3ari. ¢ s3kpaHa.
4. Deoepanvruiii 3akon ot 27 nexabdbps 2002 r. Nel84-03 «O TeXHUYECKOM PEryIUpOBaHUN»
[DneKTpOHHBII pecypc] : Pexum J0CTyIa :
http://www.consultant.ru/document/cons_doc LAW 40241/, cBoGoHbIN. — 3ari. ¢ 3KpaHa.

JIureparypa
OCHOBHast

1. Meronsl U cpeAcTBa 3alIMTHI IPOrPAMMHOT0 obecriedueHus [DneKTpoHHbIH pecypce] : yuel.-
METOJI. KOMIUIEKC : JUIsl OakanaBpuaTa mo HampaieHHto noarotoBku 090900 Mudopmaru-
OoHHas Oe3zomacHOCTh : 1o npoduisiM: OpraHuszanus U TEXHOJIOTUS 3aIIUThl MH(POpMAIUH,
KommiekcHast 3amura 00bekToB MHpOpMaruzanuu /| Munoopuayku Poccuun, ®denep. roc.
Oro/KeTHOEe 00pa3oBar. yupexaeHue BbIcHL. mpod. oOpa3oBanus "Poc. roc. rymMaHUTapHBIHA

™ (PITY), Un-T nndopmall. Hayk U TexHoJoruit 6e3omacuoctu, Pak. uHpOpMAaIl. CUCTEM

u Oe3omnacHoctH, Kad. komnbroTepHoit 0ezomacHocty ; [coct.: Kazapun O. B. ; oTB. pen. A.
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A. TapacoB]. - OnexktpoH. maH. - Mocksa: PITY, 2013. - 30 c. - Pexxum pnocrymna:
http://elib.lib.rsuh.ru/elib/000009341. - 3ara. ¢ skpana. - ISBN 978-5-7281-1789-6.

2. Komnnexcnas zawuma vHGOPMAIUU B KOPIOPATHBHBIX cHUcTeMax : y4e0. mocobue / B.D.
[Manbrun. — M. : U] «DOPYM» : UHOPA-M, 2017. — 592 c. — (Boiciee obpa3oBaHue:
bakanaBpwuar). - Pexxum gocryna: http://znanium.com/catalog/product/546679

3. Ulanveun B.@. 3ammra KoMnbloTepHOW mH(popMaruu. JhheKTuBHBIE METOIBI U CPENCTBA
[DnexTponnsiit pecype] / B. ®@. lllansrun. - M.: JIMK Ilpecc, 2010. - 544 c.: un. - ISBN 978-
5-94074-518-1. - Pexxum poctyna: http://znanium.com/catalog/product/408107

6.2. Ilepedens pecypcoB MH(POPMAITMOHHO-TEIIEKOMMYHHKAIIMOHHON ceTH «MHTepHeT», HeoO-
XOJIUMBIN JIsI OCBOCHUS JUCIIUILTUHBI

Anpeca pecypcoB UnTepHer

1. Anoxun M. U. KoHcriekT sekiuii kypca. BBejeHne B MareMaTnuecKyr Kpuntorpaduto /
MaremaTHnueckas KpUnTorpagus [DneKTpOHHBIH pecypc] /I Pexum JOCTyTa!
http://cryptography.ru/wp-content/uploads/2016/04/math_crypto_lecture_ notes.pdf.

2. Bapaosckwuit H.II. Kypc neknuii mo maremaTudeckoil Kpunrorpapuu [DIEKTPOHHBIA pe-
cypc]. — Pexxum mocrymna: http://cryptography.ru/wp-content/uploads/2014/11/varn_lectures long.pdf

3. Beenenue B kpunrorpaduro/ [lox o6mr. pex. B.B. fAmenko. [DnekrpoHHbIi pecypc]. — Pe-
xuM fgocryna: http://nature.web.ru/db/msg.htmI?mid=1157083&uri=book.html

4. Goldreich O. Foundations of cryptography. [Daektponnslii pecypc]. — Pexum mocryma:
http://www.twirpx.com/file/493751/

6.3. Ilepeuens bJ{ u UCC

Nori/it HauMmenoBanue

1 MexayHnapoansie pedepaTuBHbIE Haykomerpudeckue bJl, mocrymble B pamkax
HanuoHaJIbHOU moanucku B 2017 .

Web of Science

Scopus

2 [Tpodeccuonanpupie mnonHoTekcToBole bBbJl, HocTynHble B paMkKax HalMOHAlIbHOM
noxmucku B 2017 T.

Kypuaner Oxford University Press

ProQuest Dissertation & Theses Global

SAGE Journals

Xypuaner Taylor and Francis

3 KomnbroTepHble cipaBOYHbIE PABOBBIE CUCTEMBI
Koncynerant [Lmtoc,
I'apanT

7. MaTtepuajibHO-TeXHHYeCKoe ofecrnevyeHne TUCIMIIHHBI

Jlnis mpoBeieHust 3aHATUI HEOOXOMMO CIIeIyIollee MaTepUalbHO-TEXHUYECKOe 0OecieueHue:

1) TeKIMOHHBIN KIacC C BHICONPOCKTOPOM U KOMIIBIOTEPOM, Ha KOTOPOM JIOJKHBI OBITh yCTa-
HOBJICHBI:

— munenzuonHoe [10 MS Windows 7 u crapie;

— nmunensuonHoe [10 MS Office 2010 (¢ obs3atenbHbM Hanuunem MS PowerPoint) u ctapime

2) KOMITBIOTEPHBIN KJ1acC, 000PYIOBaHHBI COBPEMEHHBIMHU TIEPCOHATIBHBIMU KOMITBIOTEpAMU
JUISL KaXJI0TO CTYJIeHTa C BBIXO/IOM B HHTepHET. Ha KoMmbroTepe 10KHBI ObITh YCTAHOBJIECHBI:

— munenzuonHoe [10 MS Windows 7 u crapie;

— munensnonHoe 110 MS Office 2010 u crapie;

— mporpaMMHbIi runepsuszop Vmware Player;

— nemo-auctpudytussl CK3U c caiita komnanuu «Kpunrollpoy.

ITepeuens ITO


http://cryptography.ru/wp-content/uploads/2016/04/math_crypto_lecture_%20notes.pdf
http://cryptography.ru/wp-content/uploads/2014/11/varn_lectures_long.pdf
http://nature.web.ru/db/msg.html?mid=1157083&uri=book.html
http://www.twirpx.com/file/493751/
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Nent Haunmenoanue [10 [IpousBoguTens Crnioco6 pacripocTpaHeHus
/m (JIMLIEH3UOHHOE HUJIU CBOOOTHO
pacrpocTpaHseMoe)

1 Microsoft Office 2010 Microsoft JIUIEH3HOHHOE

2 Windows 7 Pro Microsoft JIULEH3UOHHOE

3 Microsoft Share Point 2010 | Microsoft JIUIEH3HOHHOE

4 Microsoft Office 2013 Microsoft JIULEH3UOHHOE

5 Windows 10 Pro Microsoft JIMLIEH3UOHHOE

6 Kaspersky Endpoint Security | Kaspersky JIuieH3noHHOE

7 Secret Net Studio 8.4 Kop 6e3onacuocTr Csobognoe IO,

Pexxum pgocryna:
https://securitycode.ru
Jemo-Bepcus

8 Dallas Lock 8.0 Kondunent Csobognoe IT1O,
Pexxum pgocryna:
https://dallaslock.ru/
Hemo-Bepcus

9 Vmware Player 15.5 VMWare Csoboanoe I10,

Pexxum pocryna:
https://www.vmware.com/prod
ucts/

Hemo-Bepcus

10 | memo-muctpudyruset CK3M | Kpunro-Ilpo Cob6oanoe 110,
«Kpunro-IIpo». Pexxum pocryna:
https://www.cryptopro.ru/use
r?destination=node%2F148

Hemo-Bepcus

I[J'ISI IMPOBCACHUA 3aHATHI JICKOMOHHOT'O TUIIa MpeayiaratoTCsa TEMAaTUYCCKUE WIIIIOCTpAlluU B

dbopmarte npesenraiuit PowerPoint.

8. Obecneyenue 00pa3oBaTe/ILHOIO MpoOLECca ISl JIUI ¢ OTPAHUYEHHBIMH BO3MOXKHOCTS-
MH 310POBbSI

B X0[€ peain3daiuu AUCHUIIIIMHBI UCITOJB3YIOTCA CICAYIOMUEC NOIMOJTHUTCIIBHBIC
MCETO/JbI O6y‘I€HHH, TCKYLICTO KOHTPOJIA YCIICBAEMOCTHU U HpOMC)I(YTOLIHOI‘/JI aTTeCTallnu 06yanO—
HrXCA B 3aBUCUMOCTU OT UX MHAWBHUAYAJIbHBIX 0COOCHHOCTEH:

® IS CIENBIX U CTa00BHISIINX:

— JICKIIUHN O(bOpMJ'ISIIOTCS[ B BHUJIC JJICKTPOHHOI'O JOKYMEHTA, JOCTYITHOI'O C IMOMOIIBKO KOMIIBIOTC-
pa co CrennaaTu3uPOBAHHBIM MPOTPAMMHBIM 00ECTICUeHUEM;

— NHUCBbMCEHHBIC 3a/JaHN A BBITIOJIHAIOTCA Ha KOMIIBIOTEPE CO CIICHUAIM3UPOBAHHBIM IPOI'PaAaMMHBIM
obecreyeHrneM, WK MOTYT OBITh 3aMEHEHBI YCTHBIM OTBETOM;

— obecreunBaeTCsi MHAUBUIYaTbHOE paBHOMEpHOE ocBerieHne He MmeHee 300 mokc;

— I BBITIOMTHEHUS 3aJaHusl TpU HEOOXOIUMOCTU TMPENOCTABISCTCS YBEIMUMBAIOIIEE yCTPO-
CTBO; BO3MOYKHO TaK>Ke€ MCIOIb30BaHNE COOCTBEHHBIX YBEIIMUMBAIOUINX YCTPOICTB;

— MUChbMEHHBIE 3aaHus 0(OPMIISIOTCS YBETUYCHHBIM IIPUPTOM;


http://securitycode.ru/
https://dallaslock.ru/
https://www.vmware.com/products/
https://www.vmware.com/products/
https://www.cryptopro.ru/user?destination=node%2F148
https://www.cryptopro.ru/user?destination=node%2F148
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—93K3aMeH M 3a4€T MPOBOJATCS B YCTHOW (pOpME MIIM BBINOJIHSIOTCS B MUCHBMEHHOW (opme Ha
KOMITBIOTEPE.

® Ui TIYXHX U CIa0O0CTBIIIAIIHX:

— JIeKUUu 0(hOPMIISIOTCS B BUIE SJIEKTPOHHOTO TOKYMEHTA, 00 MPEAOCTaBIISETCS 3BYKOYCHIIHU-
BAIOLIas anmapaTypa UHAUBUIYAIBHOTO 110JIb30BaHMS;

— MMChMEHHBIE 3a/IaHUS BBITIOIHAIOTCS HAa KOMIIBIOTEPE B MUCBMEHHOM (hopMe;

— 3K3aMEeH U 3a4€T NMPOBOJAATCS B MUCbMEHHON (popMe Ha KOMITBIOTEPE; BO3MOXKHO IIPOBEACHUE B
dbopMe TecTUpOBaHHSI.

e JUIs JIUL C HAPYILIEHUSIMH OMIOPHO-/IBUTATEILHOTO alnmapaTra:

— JIeKUUU 0(hOPMIISIFOTCS B BHJIE JIEKTPOHHOIO JOKYMEHTA, JOCTYITHOI'O € IOMOILBIO KOMIIBIOTE-
pa co ClelMaJIu3uPOBAHHBIM IPOrPaMMHBIM 00ECIICUEHUEM;

— MMMCbMEHHBIE 3a/1aHUS BBIIOIHIIOTCA HAa KOMIIBIOTEPE CO CIIEUAIN3UPOBAHHBIM IPOIrPAMMHBIM
00eCIICUCHHEM;

—3K3aMeH M 3a4€T MPOBOJATCS B YCTHOW (pOpME MIIM BBIIIOJIHAIOTCS B MMUCBMEHHOM (opme Ha
KOMIIBIOTEPE.

ITpu HeoOXoMMOCTH NpeycMaTpUBaeTCs yBEJINUYEHUE BPEMEHHU AJIs IIOATOTOBKU OTBETA.

[Iponiemypa nmpoBeAeHUs TPOMEKYTOYHOM aTTeCTaUU ISl O0YJaIOIIMXCS YCTAaHABIMBACTCS C
yu€TOM HX HMHIUBUAYAIbHBIX Icuxoduznueckux ocobeHHocTel. IIpomexyrouHas artecranus
MOJKET NMPOBOAUTHCS B HECKOJIBKO JTAIOB.

IIpu npoBeneHHM NpPOLEAYPbl OLEHUBAHUS PE3yIbTaToB OOy4YeHMs MpeaycMaTpUBaeTCs
UCIIOJIb30BaHUE TEXHUUECKUX CPEJICTB, HEOOXOAUMBIX B CBSI3U C MHJIMBUYaJIbHBIMA OCOOEHHOCTIMHU
oOyJarolxcsi. OTH CpeAcTBa MOTYT ObITh IPEJOCTABICHbl YHUBEPCUTETOM, MM MOTYT
HCIIOJIb30BaThCs COOCTBEHHbIE TEXHUUYECKHUE CPEICTBA.

[TpoBeneHue npoueaypbl OLIEHUBAHUS PE3YJIbTaTOB O0Y4YEHUs JOIMYCKAETCs C UCIOJIb30BaHUEM
JVCTaHITUOHHBIX 00pa30BaTENLHBIX TEXHOJIOTHIA.

ObecnieunBaeTcs AOCTyN K MHGOPMAIMOHHBIM U Oubnuorpaduyeckum pecypcam B cetu UH-
TEpHET JUIA KaXI0ro oOydaromerocss B popMax, aaanTUPOBAHHBIX K OTPAaHUYEHUSIM HX 3I0POBBS U
BOCIIPHUSATHS MHPOPMALIUH:

® JUIs CIENbIX U CIa00BUIAIINX:

— B Ile4yaTHOU (popme yBeTHMUEeHHBIM HIpUPTOM;
— B (popMe 3IIEKTPOHHOTO IOKYMEHTA;

— B popMe ayauodaiina.

® Ui TIYXMX M cIa00CTBIIIAIHX:

— B 1e4aTtHoi (opme;

— B (hopMe JIEKTPOHHOT'O IOKYMEHTA.

e Ui o0yYaroIuxcs ¢ HapyIIEHUsIMU ONIOPHO-ABUTaTeIbHOIO arnmapara:
— B 1e4aTtHoi dopme;

— B (hopMe DJIEKTPOHHOT'O IOKYMEHTA;

— B opme ayaunodaiina.

Y4eOHble ayJUTOPHH AJISl BCEX BUIOB KOHTAKTHOM U CaMOCTOSITENIbHON padoThl, HayyHast 61o-
JMOTEKa ¥ MHbIE MOMELIEHUs [l 00yueHHs OCHAILIEHBI CIIeIUaIbHBIM 000PY/I0BaHHEM U y4EOHBIMU
MECTaMM C TEXHUYECKUMU CPEJCTBAMH 00yUYECHHUS:

® IS CJIENIBIX U CIIa0OBUIAIINX:

— YCTPOMCTBOM /Ji cCKaHUpoBaHus U ureHus ¢ kamepor SARA CE;

— muciieeM bpaiinsg PAC Mate 20;

— npunHtepoM bpaiins EmBraille ViewPlus;

e JUIS TIIYXUX U CIa0OCTBIIIAIINX:

— aBTOMAaTU3UPOBAHHBIM PabOYMM MECTOM JUIsS JIIOJIeH ¢ HapyIIeHHEM ciyXxa M cliabocibliia-
LIUX;

— aKyCTUYECKUN YCUTTUTEIb U KOJIOHKU;

e Ui 00yYaroIuXcs ¢ HApYIICHUSIMU ONIOPHO-ABUTaTeIbHOIO arnmapara:
— MepeBUKHBIMU, PETYIHPYEMBIMU SproHoMudeckumu naptramu CU-1;
— KOMIIBIOTEPHOMN TEXHUKOM CO CHeMaIbHBIM TPOrPaMMHBIM 00€CTIEYeHHEM.
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9. MeToauyeckue MaTepUAaJIbl

9.1. [Inanpl MpaKTUYECKUX 3aHATHH. MeToanyeckue yka3aHus 10 OpraHW3alud U MpOBeJe-
HUIO - nposepka chopmuposannocmu komnemenyuti OIIK-2, OIIK-4,0I1K-5

IpakTuuyeckoe 3auatue 1 (4 yaca). Uctopus kpunrorpaguu. OCHOBHBbIE MOJIOMKEHHUS
kpunrorpaduu (nposepka cpopmuposannocmu xomnemenyuti OITK-5)

Bonpocs! 1st u3ydeHust 1 00CyKICHUS:

Kpunrocunres u kpunroananus. Kpunrorpaduueckas cucrema (IoacucTeMsl IH(poBaHus,
UACHTU(HUKAIIMYA, UMUATO3ALIUTHI, JIEKTPOHHON moxanuck). Kpuntorpaduueckuit nporokon. Kpumn-
TorpaduyecKkuii IPUMHUTHB.

Kpunroananutuk (mpoTuBHUK). KpunToaHanuTUK aKTUBHBINA U IACCUBHBIN.

Teoperuko-nH(popMalMOHHAs CTOMKOCTh (COBEpLIEHHAss KpUNTorpaguueckas CTOMKOCTb, 0e3-
YCJIOBHAsI CTOUKOCTb, IEHHOHOBCKAsI CTOMKOCTD). TeOpeTHKO-CI0KHOCTHASI CTOMKOCTb.

OnektponHas noamnuch. udp, xmou, [Hudbposanue/nemudponanue. Hludpprekct (kpumro-
rpamMma). Kpunrorpaguueckasi cuctema ¢ ceKpeTHbIM KitodoM. biiounas kpunrtocucrema. Ilorou-
Has kpunrocucrema. Kpunrorpapudeckas cucrema ¢ OTKpbITHIM KitouoM. Mmuroszamura. Crerano-
rpagwusi.

Ponp u MecTo kpunTorpauueckux METOJOB B 3aIllUTE COBPEMEHHBIX MH(POPMALMOHHBIX CH-
CTEM.

KoHTpoJIbHBIE BOIIPOCHL:

1. OnuiuTe B3aUMOCBA3b KPUNITOrpauu U KPUIITOJIOTMH U UX OCHOBHBIX COCTaBJISIFOILIUX JIMC-
LTIV H.

2. IlpuBenute mnpumepbl  KpUNTOrpaUUYeCKUX  CHCTEM C  CEKPETHBIM  KIHOYOM
U KPUNITOTPAQUIECKUX CUCTEM C OTKPBITHIM KITFOUOM.

3. Onumute TpeOOBaHUS, KOTOPbIE TOJIKHBI ObITh MPEABABICHBI K KPUITOrpahUUECKUM CHUCTe-
MaM.

4. BeInosiHuTe KJIACCU(PMKALMIO OCHOBHBIX BHJIOB aTaKk KPHUNTOAHAIMTUKA (MIPOTUBHHUKA) Ha
KpunTorpauueckue CUCTEMBI.

5. Jaiite ompeneneHusi TEOPETUYECKONM U MPAKTUYECKOH CTOMKOCTH KpUNTOrpaduyecKux CH-
CTEM U NOSICHUTE UX pa3Inyusl.

6. B uem omiinume kpunrorpaduu ot creranorpaduu? IIpusenure npumepsl.

Cnucok nurepaTypsl:
[TpuBenén B m1. 6 nannoi PI1/]

Mamepuanbno-mexnuueckoe obecneueHue nPaAKMUYecKo20 3anHAmus; ayJauTOprs, OCHAIIEHHAs
MPE3CHTAIIMOHHONW TEeXHUKOW (IIPOEKTOp, IKpaH, KOMIbIOTep/HOYTOYK). KoMIbloTepsl mo Konuye-
cTBY oOyuaromuxcs ¢ pa3sépayroit OC MS Windows, BupTyanshoit Mammuoi VMPlayer

IIpakTuyeckoe 3ansitue 2 (4 4yaca). basoBble kpunrorpaguyeckue MeTOIbl M CXEMbI
kpunrorpapuyeckoii 3amuThl uHpopMamuu (nposepka c@opmuposanHoCmuU KOMNEmeHyull
OIIK-4,0I1K-5)

Bonpocs! 1t u3ydeHust 1 00CyKIaeHuUs:

1. KpunrocucreMsl ¢ CEKpeTHbIM KJIIOYOM, aTaKd HA KPUITOCUCTEMBI C CEKPETHBIM KIIIOYOM.
Kpunrocuctemsl ¢ OTKPBITHIM KITFOYOM, OTKpPBITOE pacnpeaeneHue kmoueil Auddu-Xennmana, ata-
KM Ha KPUNITOCUCTEMBI C OTKPBITBIM KI0UOM. DOpManbHOE ONPEAEICHUE TEOPETUIECKON U TPAKTH-
4eCKOI CTOMKOCTH KpUITOTpapUUECKUX CHCTEM.

2. CXeMblI 2JIEKTPOHHOM MOMUCH. ATaKH U YTPO3bI U CXEM DIIEKTPOHHON noanuc. [Ipumepsr
cxeM aekTpoHHoM moanucu: RSA, Dnp-I'amans, @uata-lllamupa, [llroppa, TOCT P 34.10-2012.
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3. Kpunrorpadudecku croiikue xsmi-QyHkuuu. MeToabl MOUCKa KOJUTH3UH. MeTo bl 3aIuThI
oT noucka kosumsuil. Xom-pyakauu P.PuBecra 1 MKKTT X.509.

4. JneMeHTBl TeOPUH BBIUYMCIUTENBHONW CIOKHOCTH. OIHOCTOPOHHHME (YHKUUU U (YHKIUHU C
cekperoM. IlceBnociyuaiinple reHepaTopbl. MIHTEpakTUBHBIE CHCTEMBI J10KA3aTEIbCTB U MHTEpPaAK-
THUBHBIE CUCTEMBI JI0KA3aTENBbCTB C HYJEBBIM pasriamieHrieM. CXeMbl ¢ COKPBITUEM CBUETENbCTBA U
C HEPA3JIMYMMbIMU CBUAETEIbCTBAMM.

5. Cxemsl BeposiTHOCTHOTO ImuppoBanus. Cxema ["omaBaccep-Mukanu.

6. PazHOBUIHOCTH cXeM 3JIeKTpOHHOU moanucH. CxeMbl KOH(GUACHIHATEHOU moanucH. Cxembl
rpymnmnoBoy noanucu. Cxemsl MynbTUIOANUCH. CXeMbI 3aTEMHEHHOU noanucu. CxeMbl NOJIMUCH TS
MHTEJUICKTYaJIbHBIX KapToyeK. CXeMbl MOJMUCH BUIA «OQd-TaitH/oH-1aiHy. (N,t)-MoporoBble CXeMBbI
noanucu. [Iponenypsl apbutpaxka B cxemax 3JIEKTPOHHOM MOJIHUCH.

7. llpuknanubie cxeMbl UHTEpakTUBHOW ayTeHTu¢uKammu. Cxemsl IHoppa, ®@uara-Ilamupa,
I'niiro-Kuckarepa.

KoHTponbHbIE BONIPOCHI:

1. MaTeMaTH4eCK! ONMUIINTE KPUNTOrpapUIeCKUe CUCTEMBI C CEKPETHBIM M OTKPBITHIM KITIOYa-
MU, CXEMBI JIEKTPOHHON IOJITUCH.

2. Jlaiite (hopMabHBIC ONPEACIICHUSI OJHOCTOPOHHEH PYHKIIMH U (YYHKITUH C CEKPETOM.

3. Jlaiite (hopmasibHOE OTIpeieeHue IICEeBAOCIYyYaiiHOMY FeHepaTopy.

4. OnumuTe CBOMCTBA MOJTHOTHI, KOPPEKTHOCTU U HYJIEBOI'O PA3TJallleHus s UHTEPAKTUBHBIX
CHUCTEM JI0KA3aTeNbCTB C HYJIEBbIM Pa3IJIaIICHUEM.

5. [louemy cxema uHTEepakTUBHOHN ayreHTH(uKauuu llIHOppa sBiISEeTCA CXEMON C COKpPBITHEM
CBUJIETEIILCTBA, 4 HE CUCTEMOM J10KA3aTeIbCTBA C HYJIEBBIM pasrialieHueM?

Cnucok JurepaTypsl:
[IpuBenén B 1. 6 nannoi PI1/]

Mamepuanbro-mexnuueckoe obecneuenue NPAKMuyecko2o 3aHAmus: ayIuTOPHs, OCHALICHHAS
NPE3CHTAIIMOHHON TEXHHUKOW (IMPOEKTOp, 3KpaH, KOMIbIOTEp/HOYTOYK). KOMIBbIOTEpHI 10 KOJHYe-
cTBY oOyuaromuxcs ¢ pa3sépayroit OC MS Windows, BupTyanshoit Mammuoit VMPlayer

IMpakTuyeckoe 3ausaTue 3 (4 yaca). Kpunrorpaduueckue nporokoibl (nposepra cihopmu-
posannocmu komnemenyuti OIK-2, OIIK-4)

Bompocs! 11t usyueHust 1 00CyKIeHU:

1. OcHOBBI TeopuH KpunTorpapuueckux npoTokonoB. CBoMCTBa U OCHOBHBIE MTapaMeTPhl KPUII-
TOrpapuuecKrX MpOTOKOJIOB.

2. Knaccugukaius OCHOBHBIX BHJIOB aTak Ha KpUNTOrpapuuecKue MpoTOKOIbI.

3. Ilpotokonel ayreHTH(UKanmu. TpeOoBaHus K TpoTOKosiaM ayTeHTH(uKaruu. [lapompHas
ayTeHTH(UKanus (MPOTOKOJBI C (PUKCUPOBAHHBIMU HApOJISIMH, MIPOTOKOJBI ¢ OJHOPA30BBIMHU MaPO-
asmu). [IpoToKoIBI THIIA «3aTIPOC — OTBET» (OJHOCTOPOHHSS ayTEeHTU(UKAIIMSA, OCHOBAaHHAs HA MET-
K€ BPEMEHHU, OJJHOCTOPOHHSS ayTeHTU(UKAIMS C UCIOJIb30BAHUEM CIIyYalHBIX YHCEI, TPOTOKOJBI C
MCIIOJIb30BAaHUEM AaCUMMETPUYHBIX KPUNTOCHUCTEM, MPOTOKOJIBI C HCIOJB30BAHUEM 3JIEKTPOHHOU
noanucu). [IpoTokossl ayTeHTU(UKAIIMN, OCHOBAHHbIE HA MCIIOJb30BaHUH MHTEPAKTHBHBIX CHCTEM
JI0KA3aTeNbCTB C HYJEBBIM pa3rilallieHueM 3HaHMUSL.

4. Ilpotokonel pacnpenenenust kiaroded. Cdepbl MpUMEHEHHs NPOTOKOJIOB pacHpeeseHus
kiroueil. Kinaccuduxaims npoTokosioB pacrpeaeneHus kitoueil. [IpoTokossl, O0CHOBaHHbBIE HA KpHUII-
TOCHCTEMAX C CEKpETHBIM KJIouoM. [IpoTOKOIIBI pacnpeneneHus KIrouel, OCHOBaHHBIX Ha KPHIITO-
CUCTEMAaX C OTKPBITHIM KJIFOUOM.

5. bankoBckue kpunrorpaguueckue IpoTOKOJIbL. DIEKTPOHHBIE MOHETHI U MEPEBOAUMBIE JJICK-
TPOHHBIE MOHETBI. DIEKTPOHHBINA OYMaKHUK. DJIEKTPOHHbIE TJIATEXKHU.

KoHTpoIIbHBIE BOITPOCHI:
1. KakoBbl OCHOBHBIE CBOWCTBA KPUITOIpapUUECKOM CUCTEMBI M KPUITOTPapUUECKOro mpoTo-
kousia? YTo Takoe mar, payH] U C€aHC B KPUIITOrpahuuecKoM IpOTOKoJIE?
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2. B uem 3aki1touaroTcsi CBOMCTBA MOJHOTHI U KOPPEKTHOCTH MHTEPAKTUBHOIO JIOKA3aTeJIbCTBA?

3. B 4em oTiMuMe MHTEPAKTUBHBIX CUCTEM JI0KA3aTENbCTBA C HYJIEBBIM pa3rialleHUEM 3HaHUs
OT UHTEPAKTUBHBIX CUCTEM Jl0Ka3aTesibcTBa? CoXpaHseTcs Jin CBOMCTBO HYJIEBOTO pa3TiallieHust Ipu
MOCJIEIOBATEILHOM U MapauIeIbHOM BBIITOJIHEHUH MPOTOKOJIOB?

4. Yto moHMMaeTCs 1Mo KoMIIpoMeTalueil kpunrorpaduueckoro nporokona? [lpusenure npu-
MEpBHI:

aTaKH 110 U3BECTHBIM KJIH0YaM;

CJIOBapHOM aTaKw.

5. IlpoBeauTte cpaBHEHHE MPOTOKOJIOB ayTeHTU(UKAIIMK, OCHOBAaHHBIX HA JOKa3aTelbCTBAX C
HyJIEBbIM pasriamieHueM 3HaHus (®Puarta — amupa, ['nitto-Kuckarepa, IHoppa), 1o cnenyromum
rapamMeTpaM: BbIYUCIUTEIbHON CII0KHOCTH MPOTOKOJIA ISl I0KA3BIBAIOLIErO U IMPOBEPSIOLIEr0, KO-
JUYECTBY TiepeaBaeMbIX 0alTOB JaHHBIX, TOTIOJHUTEIBLHOW MaMsITH, Heooxoaumoi P u V. Cnenaii-
T€ BBIBOJI O CpaBHUTEIbHOU 3(dexTrBHOCTU MpoTOoKOoNOB. (Heobxoaumbie mapaMerpsl BhIOEpUTE
CaMOCTOSTEIIHHO. )

6. Kak mpeoOpazoBare npotokos ayreHTudukanuu [IIHoppa B cxemy nudpoBoi moamnucu?

Cnucok nurepaTypsl.
[IpuBenén B 1. 6 nannou PI1/]

Mamepuanvho-mexnuueckoe obecneuenue npaKmu4ecko20 3aHsamus; ayJuTOPHs, OCHAILICHHAS
NPE3CHTAIMOHHON TEXHHUKON (IPOEKTOp, SKPaH, KOMIbIOTEP/HOYTOYK). KOMMbIOTEphl M0 KOJIHYe-
cTBY oOyu4arommuxcs ¢ pa3sépayroit OC MS Windows, BupTyaishoit Mammnoi VMPlayer

IIpakTuyeckoe 3ansatue 4 (4 yaca). HopMaTuBHBIE aKThbl, perjaMeHTHPYIOIHE Jes-
TEeJbHOCTH B 00J1acTH KpunTorpaguyeckoi 3amurbl HHGopMauun (nposepka cpopmuposanio-
cmu komnemenyuit OITK-5)

Bonpocul onsa usyuenus u o6cyscoenus:

1. depepanbubie 3akoHbl PO «O6 mHpOpManum, THPOPMALMOHHBIX TEXHOJIOTHSIX U O 3aIlH-
Te uHpopmanun», «O nepcoHaNbHBIX AAHHBIX», «OO0 3MeKTpOHHON MoAnucu», «O TEXHUYECKOM pe-
TYJIMPOBAHUI.

2. IlocranoBnenue IlpaBurensctBa Poccuiickoit ®denepanuu ot 23 centsops 2002 rona
Ne691 «O06 yTBepKIeHNUU MOT0KEHUM O JIMIIEH3UPOBAHUH OT/ICIBHBIX BHIOB JIEATEILHOCTH, CBSI3aH-
HBIX ¢ MIU(POBATBHBIMU (KPUNITOTpaPUUECKUMHU) CPEICTBAMU.

3. [TomoxkeHne o pa3pabOTKe, MPOU3BOJCTBE, pPeATH3AIMN U IKCIUTyaTaIlluu MH(pPOBATBHBIX
(xpunTorpaduueckux) cpeacts 3amuTsl uHGopmanuu (ITonoxenue I1K3-2005), yrs. [Ipukazom u-
pexropa @Cb Poccum ot 09 pespains 2005 roga Ne66.

4. OteuectBenHble (kpunrorpaduueckue) 'OCTsi: I'OCT 28147-89, I'OCT P 34.10-2012
u 'OCT P 34.11-2012, TOCT P 34.12-2015, 'OCT P 34.13-2015.

Buinonnenue 3aoanusi:

B xome mpaktudeckoil pabOThI UMHUTHPYETCS MpOIecC CepTH(UKANNU M IKCILTyaTalluu
cpeacts kpunrorpaduueckoit 3amutsl MHMopMmanuu (CK3U), peann3oBaHHBIX B COOTBETCTBHU
cTTOCT TOCT 28147-89, T'OCT P 34.10-2012, TOCT P 34.11-2012, T'OCT P 34.12-2015,
['OCT P 34.13-2015 u paccmaTpuBaeTcs HakeT JOKYMEHTOB, HEOOXOMUMBIN i cepTU(UKALUU U
skcruryaTaiun CK3U u cobetBenHo ceptudukar coorserctBus CK3UM HOpMaTHUBHBIM TOKyMEHTaM
w/mwm TY.

Koumponvnvie 6onpochwi:

1. llpuBenute ocHOBHBIE MTONOXKeHU DenepanbHbIX 3akOHOB PD «O06 nHbopmanmu, nHbOP-
MAI[MOHHBIX TEXHOJIOTHUSX U O 3aluTe HHpopMaumy, «O MepcoHaNbHBIX JaHHBIXY», «O0 AMEeKTPOH-
HOM moamucH», «O TEXHUYECKOM PETYJIMPOBAHUN» B YaCTHU KPUNITOTpadUuecKOn 3aluThl HHPOpMa-
1007078

2. OnummuTe CTPYKTYpPY M OCHOBHBIE (DYHKITUU Y IOCTOBEPSIOIIETO IIEHTPa B COOTBETCTBHH
nonoxkeHussMu PeepabHOTO 3akoHa «O0 dMEKTPOHHOM MOMHCH).
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3. Pacckaxute 00 OCHOBHBIX THUIIAX JIEKTPOHHON MOJANKMCH, HA3HAYCHUH, CTPYKTYPE U TOJSIX
cepTU(UKATOB OTKPHITHIX KJIIOYEH B COOTBETCTBUU MONOkKeHUsMH DenepanbHOro 3aKoHa
«O0 IIEKTPOHHON TIOIITUCH.

4. OnumuTe OCHOBHBIE 3Tambl ceprudukanuu u skcrmryatamu CK3U B cooTBeTcTBUUM
¢ nonoxenuem [1K3-2005.

5. OnumuTe ocHOBHBIC MOJs ceprudukaTta coorBeTcTBus Ha CK3U, peanu3oBaHHbIE B COOT-
BerctBuu  ['OCT 28147-89, T'OCT P 34.10-2012, ’'OCT P 34.11-2012, T'OCT P 34.12-2015,
['OCT P 34.13-2015.

Cnucok nurepaTypsl:
[IpuBenén B n. 6 ganunou PIIJ]

MamepuanvHo-mexnuyeckoe  obecneuenue  NPAKMUYECKO20 — 3aHAMUsA:  AyTUTOPUS,
OCHAIIIEHHAs] IPE3CHTAIIMOHHON TEeXHUKOW (IIPOEKTOp, dKpaH, KOMIbIOTEP/HOYTOYK). KommbroTeps
0 KOJIMYeCTBY oOyuarmmxcs ¢ pa3BépHyrodr OC MS Windows, BHUpPTyaJlbHOW MAaIIMHOM
VMPlayer.

IMpakTnyeckoe 3ansaTue 5 (6 yacos). CpeacTBa M yCJIyrd B 00J1acTH Kpunrorpaduye-
CKOIi 3aIUTHI HH(pOPMAIMHU, MPEICTABJIEHHbIE HA 0TEe4YeCTBEHHOM pbIHKe (nposepra chopmu-
posannocmu komnemenyuii OINK-2, OITK-5)

Bonpocul onsa usyuenus u obcysrcoenus:

1. Poccuiickre opraHu3aiyy, OCYIIECTBISIONINE ACATEIbHOCTh B 00JacTH KpunTorpaduye-
CKOM 3alIMTh HHPOPMAIIUH.

2. Jluneiika npoaykros «Kpunrollpoy, murelika mpoaykToB «Secret Disky», «TrueCrypty

3. 3amumieHHbIi aOOHEHTCKUN MYHKT CUCTeMbl «ATinacy (u3genue M-468P). Pemenus
OI'VII «HTL «ATtnac» o co3gaHuIo 3alMIIeHHbIX (10 kiacca AK3) aBToMaTu3upoBaHHBIX CUCTEM
Ha T1atdpopme MalkpocodT.

4. CK3U1 «Kpunro B/I».

5. Jlpyrue npoAyKThl U YCIYTU B 00JAaCTH KPUNITOrpadruiecKon 3aiuThl HHGOpMAIUH.

Buvinonnenue 3a0anus:

B xoxe mpaktudeckoil pabOTHI OCYyIIECTBISETCS MonydeHue aemo-auctpudyruBa CK3U
c caiita komnanuii «Kpunrtollpo», BBINOJIHEHHE YCTAHOBKM W peanu3alisi OCHOBHBIX (DYHKIMN
CK3M.

Konumponvnvie gonpocwi:
1. HazoBute ocHoBHble ¢yHKIMHU cymecTByromux CK3U, npeacraBieHHBIX HAa OT€YECTBEH-
HOM DBIHKE NMPOJYKIUHU U YCIYT B 00J1aCTH KpUNTOrpaduyeckoit 3amnuThl HHPOPMALIUH.
2. Kakue @yHkimn 6e30macHOCTH peanu3yrores cymectBytommmvu CK3U:
e oOecrnieueHre KOH(PHUIECHIIMATLHOCTH;
e obecneueHue LEeI0CTHOCTH;
e ayTeHTH(UKaIUI HHPOPMALIUY;
e ayTeHTU(]UKAIUS MOJIb30BaTENEH.
3. Haiitn B cetn UnTepner CK3U, He mpencraBieHHble B BhIeykazanHoM ciricke CK3U,
OIHKCaTh €r0 Ha3HAYEHHE U OCHOBHBIE (DYHKIIMH.

Aopeca pecypcoe Unmepnem:
1. Undopmarus u mporpamMMHoe obecriedeHune ¢ caiitoB kommnanuii OOO «Kpunrollpoy,
3A0 HUII «Mudopm3amuTa» u ap..

Cnucok nurepaTypsl.
[TpuBenén B . 6 gannou PIIJ]
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MamepuanbHo-mexnuueckoe  obecneueHue — NPAKMUYECKO20 — 3AHAMUA:  AyTUTOPHA,
OCHAIIICHHAs MPE3CHTAIIMOHHON TEXHUKOW (IIPOEKTOp, IKpaH, KOMILIOTEP/HOYTOYK). KoMIbroTepsl
no KoimuecTBy oOydaromuxcst ¢ pas3Bépayroi OC MS Windows, BUpPTyalbHON MaNIMHON
VMPlayer, nemo-mguctpudyrussl CK3U «Kpumnro-ITpoy.
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Ipunoowcenue 1
AHHOTALUS JMCHUTIJIMHBI

Jucuumnuna «Kpunrorpadguueckue MeTo bl 3aliUThl HTHPOPMALUU» peaau3yeTcs Ha (akylib-
TeTe NH(POPMAIMOHHBIX CHCTEM U 0€30MIaCHOCTH Kadeapoil KOMIUIEKCHOW 3aIIUThl HHPOPMALIUH.

Llenb MUCHMIIMHBL: MOJYyYEHHE OCHOBHBIX 3HAHUN 00 MCIOJIb30BAaHUM KPHUIITOTPahUIECKUX
METOMOB JUIsl 3alIMThl MH(POpPMALUU NPH €€ XpaHeHWH, oOpaboTKe M JUCTAHIIMOHHOW Ieperade
AIIEKTPOHHBIX JAHHBIX.

3agauu: OBJIAJIEHUE CTYIAEHTAaMH OCHOBHBIMU KPHUITOIPA(pUUECKMMH MOHATUSAMH, YMEHUE CTY-
JICHTaMU: pelaTh TUIIOBbIE KpUNITOrpaduueckue 3a1a4u, BOCTpeOOBaHHbIE IPAKTUKOI; paboTaTh cO
crenuanbHOM Kpunrorpadpuyeckoil JUTepaTypoil U HOPMAaTUBHBIMU JTOKYMEHTAaMH; HCIOJIb30BATh
HOJIy4YEeHHBIE 3HAHUS JUISl pELICHUs IPUKIIAJAHBIX 33/1a4 COBPEMEHHOM Kpunrorpaduu.

JucuumvHa HarpaBieHa Ha (OPMUPOBAHUE CIETYIOIIUX KOMIIETEHIIHIA:

OIIK-2 — cnocoOHOCTHIO MPUMEHATH COOTBETCTBYIOUINI MaTeMaTHUYECKU ammapar Jjs pelie-
HUS IPO(hEeCCHOHANIBHBIX 3a/1a4;

OIIK-4 — cnocoOHOCTHIO TOHUMATh 3HAUYE€HUE WH(OpPMAIMK B PA3BUTHU COBPEMEHHOIO O0IIIe-
CTBa, IPUMEHSATHh HH(OPMALIMOHHBIE TEXHOJIOTUH [T TOUCKA U 00paboTKU MH(OpMaIH;

OIIK-5 — cnocoOHOCTBIO HMCIIOJIb30BaTh HOPMATHUBHBIE MPABOBbIE aKThl B NPOQEeCcCHOHATBHON
NEeSITEbHOCTH.

B pesynbprate 0CBOGHHS AMCLUILIMHBI OOYydYaIOUIMHCS JOJKEH JAEMOHCTPUPOBAThH CIEIYIOLIUE
pe3yNbTaThl 00pa30BaHUS:

3HATH!

MaTeMaTHYECKUE MOJEIH KOAUPOBAHUS CHCTEM MH(OpPMAIIHH;

OCHOBHBIE MOJIEJIH, METO/BI M CPEJCTBA KPUIITOTpapUUECKON 3alIUThl HHPOPMALINH;

YMETh!

pelaTh TUIOBbIE KpUNITOrpaduuecKue 3a1auu 3alluThl HHPOPMALIUY;

OPUMEHATHh HH(POPMALIMOHHbIE TEXHOJIOTHH [T OUCKa U 00paboTKH HH(pOpMAIINH;

BJIAJICTh:

HaBBIKAMU TMOMCKA HY>KHOM MH(pOpMaIMM B HOPMATUBHBIX 0a3aX U MCTOYHHMKAX;

HaBBIKAMHU DIKCIUTYaTallid KPUNTOTPAPHUECKUX MPOTOKOJIOB M CXEM, IMONyYUBIIUX HIMPOKOE
NpUMEHEHHEe B KaUeCTBE MHCTPYMEHTApPHS B CHCTEMaX DJIEKTPOHHBIX IIIaTEXEH U CUCTEM DJIEKTPOH-
HOTO JOKYMEHTO000pOTa;

METOJaMH CHHTE3a M aHAIN3a KPUNTOrpaUIecKuX CHCTEM M MPOTOKOJIOB, CIIOCOOAMH perie-
HUSl KpUNTOrpauyeckux 3ahay 3alluThl MHGOpPMALMU B Pa3IMYHBIX c(epax dYeroBedecKoil nes-
TEJIbHOCTH.

Paboueit mporpamMMoil npexycMOTpeHs! CEYIONIe BUIbl KOHTPOJIS: TEKYIIHH KOHTPOJIb ycCIie-
BAaeMOCTH B (hopMe ompoca, KOHTPOJIbHOM paboThl, pedepaTa, TECTUPOBAHUS, IPOMEKYTOUHAs! aTTe-
cTanus B popme 3K3aMeHa.

OO01mast Tpy10eMKOCTh OCBOSHUS IUCIIUTUIMHBI COCTABIISIET 3 3a4eTHBIC equHuUIbl, 108 gacos.
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Ipunoowcenue 2

JUCT UBMEHEHUI
No | Texkcr akTyanuzanuu uiau npuiaraembiil kK PII nokymenr, Hara Ne nipoTo-
COZIEPIKAILNI U3MEHEHHUS KOJIa

1 | Obnosnen cocmag npoepammnozo obecneuenus (110), co- 29.06.2017 e. 10
8peMeHHbIX npogheccuonanrbrulx 6a3 oannvix (bB/) u un-
Gopmayuonno-cnpasourwvle cucmem (MCC)

2 | ObHosnen cocmas npoepammuozo obecneyenus (110), co- | 26.06.2018 e. 11
8pemMeHHbIX npogeccuonarvruvix 6az oawnvix (B/]) u un-
Gopmayuonno-cnpasounwvie cucmem (MCC)

3 | Obnosnen cocmas npoepammnozo odecnevenus (110), co- | 29.08.2019 2. 1
8pemenHbIX npogheccuonanvhvix 06az oannvix (B/) u un-
Gopmayuonno-cnpasourwvle cucmem (MCC)

4 | Obnosnena cmpykmypa oucyuniunvt (Mooyns) ons ounou | 23.06.2020 2 14
Gopmvl 0oyuenus (2020 2.)

5 | Obnosnena ochosHas u OONOIHUMENbHASL TUMEPAMYPA 23.06.2020 2 14

6 | O6nosnen pazoen n.4 ObpazosamenbHvle MEXHOIO2UU 23.06.2020 2 14

7 | Obnosnen cocmas npoepammuozo obecneuenus (I10), co- | 23.06.2020 2 14
8pemMeHHbIX npogeccuonarvuvix 6az oawnvix (B/]) u un-
Gopmayuonno-cnpasounvie cucmem (MCC)
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[Ipunoxenue 1
K JINCTY U3MEHEHU I

1. CocraB nporpammuoro odecnedyenus (IO), coBpeMeHHbIX podeccHOHATBHBIX 023
nanHbIX (b/1) u undopmaunonno-cnpaBounbie cucrem (MCC) (2017 r.)
Ilepeuens I1O

Tabnuya 1
Neni/mt Haumenosanwue [10 [IpousBoauTens Crioco6 pacripocTpaHeHUs
(ruyenzuonnoe unu c60600-
HO PACnpoCmpansiemoe)
1 MicrosoftOffice 2013 Microsoft JIMICH3UOHHOE
2 Windows XP Microsoft JIALEH3NOHHOE
3 KasperskyEndpointSecurity Kaspersky JIMIIEH3UOHHOE
4 OC «AnwsT O6pazoBanue» 8 000 «bazaneT | TUIIEH3UOHHOE
CIIO
Iepeuens B/l u UCC
Tabnuya 2
Neni/mt HaumenoBanue

MexayHnapoansie pedepaTtuBHble Haykomerpuaeckue b/l, mocrymabie B pamkax

HanuoHaJIbHOU moanucku B 2017 .
Web of Science
Scopus

[Ipodeccuonanbubie momHOTEKCTOBBIE BJl, TOCTYyHBIE B paMKax HallMOHAIHHOU

noanucku B 2017 r.
XKypnaner Oxford University Press

KomMmnproTepHble CIpaBOYHbIE IPABOBBIE CUCTEMBI
Koncynsrant Ilmroc,
l'apanT

Cocraputens: K.1.H, gouieat, A.C. Moskos
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[punoxenue 2
K JINCTY U3MEHEHU I

2. CoctaB nporpammuoro oboecnedenus (I10Q), coBpeMeHHBIX MPO(decCHOHAIBLHBIX 023 TaH-
HbIX (B1) 1 undopmanunonno-cnpaBounsnie cucrem (MCC) (2018 r.)

Ilepeuens 11O
Tabnuya 1

Nenn Haumenosanue [10 [IpousBonutens | Crocod pacnpocTpaHEHUs

/i (ruyenszuonnoe unu c60600-

HO PACNPOCMPansiemoe)
1 Adobe Master Collection CS4 Adobe JIMIIEH3UOHHOE
2 Microsoft Office 2010 Microsoft JTUIICH3UOHHOE
3 Windows 7 Pro Microsoft JIALEH3UOHHOE
4 AutoCAD 2010 Student Autodesk CBOOOJIHO  pacrpocTpaHse-
Moe
5 Archicad 21 Rus Student Graphisoft CBOOOJIHO  pacrpocTpaHse-
Moe
6 SPSS Statisctics 22 IBM JULEH3UOHHOE
7 Microsoft Share Point 2010 Microsoft JUIICH3UOHHOE
8 SPSS Statisctics 25 IBM JIALEH3UOHHOE
9 Microsoft Office 2013 Microsoft JUIICH3UOHHOE
10 OC «AnwsT O6pazoBanue» 8 OO0 «ba3aneT | TUIIEH3UOHHOE
CIIO
11 Microsoft Office 2013 Microsoft JIALEH3UOHHOE
12 | Windows 10 Pro Microsoft JUIEH3MOHHOE
13 | Kaspersky Endpoint Security Kaspersky JIMLEH3MOHHOE
Ilepevens B/l u UCC
Tabauya 2

Neni/ HaunmenoBanme

HAIIMOHAJIBHOM noamucku B 2018 T.
Web of Science
Scopus

MexayHaposiHble pedepaTuBHbIE HayKOMETPHUECKHUE

b/l, moctynmHele B paMKax

moamucku B 2018 T.

SAGE Journals
XKypuaner Taylor and Francis

HpO(i)eCCI/IOHaJ'IBHHe IMOJTHOTCKCTOBLIC BI[, JOCTYIIHBIC B paMKax HallMOHAJIbHOM

XKypuansr Cambridge University Press
ProQuest Dissertation & Theses Global

DJIeKTPOHHBIC U3JIAHUS U3JaTeNbCTBA Springer

JSTOR

[Ipodeccuonanbabie MOHOTEKCTOBBIE B/

W3nanus no oO1IECTBEHHBIM U TYMaHUTAPHBIM HayKam

Koncynsrant Ilmroc,
l'apanT

KOMHBIOTCpHLIC CIIPAaBOYHBIC IIPABOBBIC CUCTCMBI

Cocraputens: K.1.H, gouent, A.C. Momskos
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[punoxenue 3
K JINCTY U3MEHEHU I

3. CocrtaB nporpammuoro odecneuenusi (II0), coBpeMmeHHbIX MPO(ecCHOHAIBHBIX 0a3 JaH-
HbIX (B/]) 1 undopmanmnonno-cnpaBounsie cucrem (MCC) (2019 r.)

Ilepeuens I1O
Nont Haumenosanwue [10 [IpousBoauTenn Crnoco6 pacripoctpane-
/m HUS (TUYyeH3UOHHOe Ul
Cc80000HO pacnpocmpa-
HsemMoe)
1 Adobe Master Collection CS4 Adobe JIMIIEH3UOHHOE
2 Microsoft Office 2010 Microsoft JTUIICH3UOHHOE
3 Windows 7 Pro Microsoft JIALEH3UOHHOE
4 AutoCAD 2010 Student Autodesk CBOOOJHO  pacrpocTpa-
HIEMOE
5 Archicad 21 Rus Student Graphisoft CBOOOJHO  pacIpocTpa-
HSEMOE
6 SPSS Statisctics 22 IBM JUIEH3MOHHOE
7 Microsoft Share Point 2010 Microsoft JUIICH3UOHHOE
8 SPSS Statisctics 25 IBM JIALEH3UOHHOE
9 Microsoft Office 2013 Microsoft JUIICH3UOHHOE
10 OC «AnpT OOpazoBanue» 8 000 «ba3zanst CIIO | 1uIeH3HMOHHOE
11 | Microsoft Office 2013 Microsoft JUIEH3UOHHOE
12 | Windows 10 Pro Microsoft JIALEH3UOHHOE
13 | Kaspersky Endpoint Security Kaspersky JIMIIEH3UOHHOE
14 | Microsoft Office 2016 Microsoft JUIEH3MOHHOE
15 | Visual Studio 2019 Microsoft JIALIEH3UOHHOE
16 | Adobe Creative Cloud Adobe JUIICH3UOHHOE
Ilepeuens B/l u UCC
Nemr HanmenoBanue
/i

1 | MexnayHaponnslie pedepaTuBHble HaykoMeTpuueckue bJl, tocTynHble B paMKax HallM-

oHaJpHOU moanucku B 2019 r.
Web of Science
Scopus

2 | IlpodeccuonanbHble TOTHOTEKCTOBBIE BJl, JOCTYNmHBIE B paMKax HAIlMOHAIBHOMW MOJI-

nucku B 2019 .

SAGE Journals

Kypuansr Cambridge University Press
ProQuest Dissertation & Theses Global

Kypnanst Taylor and Francis

3 | [IpodeccrnonampHbIe MOHOTEKCTOBBIC B]]

JSTOR

W3 nanus o o0IIeCTBEHHBIM U TYMaHUTAPHBIM HAayKaM
OnekTponHas oubimoreka Grebennikon.ru

4 | KoMmmnbroTepHbIe CIIPAaBOYHBIE TIPABOBBIE CHCTEMBI

Koncynpranrt [ltoc,
I'apanT

Cocraputens: K.1.H, goriear, A.C. MosikoB
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[Tpunoxenue 4

K JIICTY U3MEHEHUI

4. O0HOBJIEHHE CTPYKTYPBI AUCHHUILIMHBI (MOAYJIs1) 1Jis1 04HOM (popmbl 00yuenust (2020 r.)

CrpykTypa McuMIJIMHbI (MOAYJISA) AJI O4HOI (pOPMBI 00yYeHH
OO6m1ast TpPyA0€MKOCTh JUCITUIUIMHBI COCTaBIIsCT 3 3. €., 114 4., B TOM 4mcClie KOHTaKTHas pa-
6ota oOyuarommxcs ¢ npenojanarenem 42 4., caMocTosITelIbHas padota oOyuarommxcs 54 4.

Bunpl yueOHoI paboThI

(B Hacax) dopmbI TEKyIIEe-
KOHTAKTHasi W T'O KOHTPOJIA
S = YCIIEBa€MOCTH,
Ne Pa3nen nucnuriu- N o o =
/1 HBI/TEMBI g = g g Qopwma HTpOME-
3 s = 2 5 J)KYTOYHOH aTTe-
& = §‘ E = é = 5 E{ § s | cTaun (no ce-
S| 3 5 2§ g & Z 3 %8 Mecmpam)
o | o 5 |&% s |=E O 3
ol=s o =8 =8 F§ -
1 Beenenne B mucrumum- | 6 | 2 6 Omnpoc
HYy
2 Uctopus kpunrorpaguu | 6 | 2 4 8 OneHka BBINOJ-
HEHUSl TpaKThye-
CKHX 3aJIaHUU
3 | bazoBeie kpumnrtorpadu- (6 |4 4 10 OneHka BBINOJ-
YECKUE METObI U CXEMBI HEHUSl TpaKThye-
KpUNTOTpaguuecKon CKUX
3alUThl HH(OPMAITHN U BHEAyIUTOp-
HBIX 3aJIaHUN
4 Kpunrorpaduueckue 6 |4 4 10 OneHka BBINOJ-
MIPOTOKOJIbI HEHHsI TpaKTHYe-
CKUX
U BHEAyIUTOp-
HBIX 3aJIaHUN
5 | HopmaruBHble akTel, | 6 | 4 4 10 OneHka BBINOJ-
periaMeHTHpYIoLHe HEHMsI MpaKTHye-
EeATENILHOCTE B 00J1acTH CKHUX
KpUnrorpaduueckon U BHEayJIuTOp-
3alUTHl HH(OPMAIHN HBIX 3aJIaHUH
6 CpenctBa u ycayru B (6 |4 6 10 OneHka BBINOJ-
oOnactu Kpunrorpagu- HEHHsI TpaKTHYe-
4ecKol 3amuThl UHDOP- CKUX 3a/IaHU
Maluy,  MpeaCTaBIIeH-
HBIE OTE€YECTBEHHOM
pBIHKE
7 OK3ameH 6 18 DOk3aMeH 1o Owu-
JeTaM / UTOroBast
Hroro: 20 22 18 54

5. OOHOBJIeHME OCHOBHOW U J0NOJIHUTeIbHOM JuTepaTypsbl (2020 r.)
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B pazmen 6. YueOHo-MeTOnMuyeckoe U MHPOPMANMOHHOEe olecmevyeHHe AUCHHUIINHBI
BHOCSITCS CIIETyIOIIHE H3MEHECHHUS:

Jomnomauts pazaen OCHOBHas IUTEpaTypa

Kpunrorpadguueckrie MeToap! 3amuTel HHGOpMAIK: y4eOHUK JJIs aKaJeMHYeCKOro Oaka-
naspuara / C. B. 3anmeunukos, O. B. Kazapun, A. A. TapacoB. — Mocksa : U3narensctBo HOpaii,
2019. — 309 c. — (Bricmiee obpazoBanne). — ISBN 978-5-534-02574-3. — TeKcT : 2JI€KTPOHHBII
// BC Opaiit [caiit]. — URL: https://urait.ru/bcode/433133

JlonoHUTh pasjen JonoJHuTe IbHAS JIUTEPaTypa

ba6enko, JI. K. Kpunrorpaduueckas 3amura WHPOpMAIMU: CHMMETPUYHOE HIH(pPOBAHUE :
yueOHoe nocobue aist By30B / JI. K. babenko, E. A. MmykoBa. — Mocksa : M3narensctBo KOpaiiT,
2020. — 220 c. — (Bwicmiee obpazoBanme). — ISBN 978-5-9916-9244-1. — TekcT : 2JI€KTPOHHBII
// BC Opaiit [caiit]. — URL: https://urait.ru/bcode/452871

6. B oamemenTt pabGoueit mporpammbl m.4 (QOpa3oBaTejibHbIE TEXHOJOTHMH BHOCSTCS
CJIETyIOIINE U3MEHEHUS:

B mepwon BpPeMEHHOTO TPUOCTAHOBICHHS TOCEHICHUS OOYYAOIIMMUCS TOMEIICHUH W
tepputopuu PITY. nns opranuzanuu yyeOHOTO mpoliecca ¢ IPUMEHEHUEM 3JIEKTPOHHOTO 00y4YeHUs
W JUCTAHIIMOHHBIX OOPa30BATEIBHBIX TEXHOJOTHA MOTYT OBITh HCIIOJIE30BAHBI CIICIYIOIINC
o0pa3oBaTeNbHbIe TEXHOJIOTHH:

— BUJICO-TICKIINH;

— OHJIAMH-TIEKLIUU B PEKUME PEaTbHOTO BPEMEHH;

— DJICKTPOHHBIC YYEOHHMKH, y4ueOHbIE MOCOOHMs, HAYYHBbIC M3JaHUS B DJICKTPOHHOM BHUIEC U
JOCTYT K HHBIM 3JIEKTPOHHBIM 00pa30BaTeIbHBIM pecypcaM;

— CUCTEMBI JIJIsl SJICKTPOHHOT'O TECTUPOBAHUS;

— KOHCYJBTAIIUU C UCTIOIb30BAaHNUEM TEJICKOMMYHHUKAIIMOHHBIX CPECTB.

7. B oamemenT paboueit mnporpammbl 7. MaTrepuajibHO-TeXHHYECKOe olecrneyeHune

AUCHHUILINHBI/MOAYJISAA BHOCATCS CIEIYIOIINE U3MEHEHUS:

Ilepeuens B/l u UCC
Nori/mi HaunmenoBanue
1 MexnyHaponsbsle pedepaTuBHbIE HaykoMmeTpuueckue bJl, moctymHble B pamkax
HaoHaILHOHM moanucku B 2020 T.
Web of Science
Scopus
2 [Ipodeccuonanbupie monHOTEKCTOBBIE BJl, AOCTynmHBIE B pamMKax HallMOHAIbHON
noamnucku B 2020 T.
XKypuaner Cambridge University Press
ProQuest Dissertation & Theses Global
SAGE Journals
Xypuaner Taylor and Francis
3 [Tpodeccuonanpabie MOTHOTEKCTOBBIE B[
JSTOR
N3nanus mo o01ecTBEHHBIM U TYMaHUTAPHBIM HayKaM
DnektponHas 6ubnnoreka Grebennikon.ru
4 KommbrorepHbie cripaBOYHBIEC TPABOBHIE CHCTEMBI
Kouncynsrant Ilntoc,
I"apanT

B osnmement  paboueit  mporpammbl 7.  MarepuajibHO-TeXHMYecKoe  oOecrneuyeHue
AUCHHUILINHBI/MOAYJISAA BHOCATCS CIIEIYIOIINE U3MEHEHUS:
CocraB nporpammHuoro odecneyenus (ITO)


https://urait.ru/bcode/433133
https://urait.ru/bcode/452871
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Neni/m Haumenoanue 10 [IpousBoauTenn Crnioco0 pacrpocTpane-
HUS (TUYEH3UOHHOE UTU
€80000HO pacnpocmpa-

Hslemoe)
1 Adobe Master Collection CS4 Adobe JTUIICH3UOHHOE
2 Microsoft Office 2010 Microsoft JIMIIEH3UOHHOE
3 Windows 7 Pro Microsoft JUIEH3UOHHOE
4 | AutoCAD 2010 Student Autodesk CBOOOJHO  pacmpocTpa-
HIIEMOE
5 | Archicad 21 Rus Student Graphisoft CBOOOJHO  pacIpocTpa-
HIIEMOE
6 SPSS Statisctics 22 IBM JULEH3UOHHOE
7 Microsoft Share Point 2010 Microsoft JIMIIEH3UOHHOE
8 SPSS Statisctics 25 IBM JULEH3UOHHOE
9 Microsoft Office 2013 Microsoft JIMIIEH3UOHHOE
10 | OC «Anbt OGpazoBanue» 8 000 «bazanpt CIIO | nuiieH3MOHHOE
11 | Microsoft Office 2013 Microsoft JIALEH3UOHHOE
12 | Windows 10 Pro Microsoft JIALEH3UOHHOE
13 | Kaspersky Endpoint Security Kaspersky JIMLEH3MOHHOE
14 | Microsoft Office 2016 Microsoft JIALEH3UOHHOE
15 | Visual Studio 2019 Microsoft JUIICH3UOHHOE
16 | Adobe Creative Cloud Adobe JIALEH3UOHHOE
17 | Zoom Zoom JINIICH3UOHHOE
CocTaBUTENb:

K.1.H, nouent, A.C. MoJsskoB




