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1. [losicHUuTEIbLHAA 3aANIMUCKA

1.1. Lenp u 3aga4yu AUCIUILINHBI

Lenp quctuminHel — GopMupoBaHKe 0A30BBIX 3HAHHN B 001acTU oOecriedueHuss NHPOPMAIUOH-
HOW 0e30MacHOCTH aBTOMATU3MPOBaHHBIX cucTeM (AC); HaBBIKOB OpraHu3anu padoTHI 10
orieHKe (PPEKTUBHOCTH CHCTEM O€30MacHOCTH, ONTHMAJIHLHOTO BBIOOpA W WHTETpAIMHM MeXa-
HU3MOB o0ecrieueHus: HHHOPMaIMOHHOM 0€3011acCHOCTH.
3ajaun JUCHUTIIINHBI:
—paccMOTpEHHUE MOHATHHHOTO 0a3uca B o0yacTu odecrieueHust nH(HOPMAIIMOHHON 0€301acHOCTH
ABTOMATHU3MPOBAHHBIX CHCTEM, KJIACCOB Y THITOBBIX MOJIETICH aBTOMAaTU3UPOBAHHBIX CUCTEM;
—paccMOTpEHUE MPUYMH HAPYIICHUS! 0€30IIaCHOCTH CHCTEM, CYIIECTBA MTPOOJIEMBbI 00SCIICUCHHUS
nH(OPMAIIMOHHON 0E30MaCHOCTH, KOHIENTYAITBHON MO 0€30MacHOCTH, (OPMUPOBAHUS
TpeboBaHUH K 0€3011aCHOCTH,
—HU3Yy4YE€HHE OCHOBHBIX MEXaHU3MOB OOecreueHus: THPOPMAILMOHHOM 0€3011aCHOCTU CUCTEM;
—U3y4eHHre 0E3011aCHOTO JIOCTyNa K HH(GOPMAIIMOHHBIM pecypcaM, GOpMHUPOBAHUE TOBEPEHHBIX

cpen.

1.2. CDOpMI/IpyeMBIe KOMIICTCHII WU, COOTHECEHHEIE C IUIaHUPYEMbIMU PE3YyJIbTaTaMU 06y‘leHI/Iﬂ
IO JUCHUITIJIINHE!

Koabl kom-
NeTeHINN

Coaep:xxanue KoMIeTeHUH i

Ilepedenn niIaHMpyemMbIX pe3yJIbTaTOB 00y-
YeHHs M0 JMCHUIIIHHE

I1K-13

CIIOCOOHOCTh TMPHUHUMATH y4Ya-
ctue B (OpPMHUPOBAHMM, Opra-
HU30BBIBaTh U TOJJIEPKUBAThH
BBINTOJIHEHNE KOMIUIEKCa Mep
no obecrnedyeHno MHpopMalu-
OHHOM 0€e30macHOCTH, YIpaB-
JSATh TMPOLECCOM HUX peanu3a-
1012031

3HaTh: METOAOJOTHYECKHE U TEXHOJOTUYECKHE
OCHOBBI KOMIIJIEKCHOTO obecrieyeHus: Oe3ormac-
HocTu AC; yrpo3sl M1 METOJIbl HapyleHHs 0e3-
onacHoct AC; dopmanpHble MOAENH, JIeXka-
11e B OCHOBE cucTeM 3amuThl AC; cTaHIapThl
1o oueHke 3amuméHHocTh AC U Ux TeopeTu-
YECKUE OCHOBBI;

VYmersb: npoBoauTh aHanu3 AC ¢ TOUKU 3pEHHS
o0ecrieyeHHss KOMIIBIOTEpHOW 0€30MacHOCTH;
pa3palaTheiBaTh MOJENIM M HOJUTHKY Oe3omac-
HOCTH, HMCIIOJIb3Ys U3BECTHBIE MOIXOJbI, METO-
JIbl, CPEJICTBA U UX TEOPETUUYECKHE OCHOBBI,
Brnaners: HaBbikamu pabotel ¢ AC pacmpene-
NEHHBIX BBIUMCICHUH M 00paboTku uHpOpMa-
IIMH; HaBbIKaMU paboThl ¢ fokyMmeHTanuei AC;

[1CK-2.2

CIIOCOOHOCTh dbopMupoBaTh
pPEKOMEHAIMN 110 ONTUMH3a-
1y (QYHKIUMOHAJIBHOTO IPO-
necca oObekTa HH(popMaTH3a-
MU U pa3pabarbiBaTh KOM-
TUIEKC OpraHu3aIMOHHO-
TEXHUYECKUX Mep 1o obecrie-
YEeHUI0 MH(OPMAIIMOHHON Oe3-
OITACHOCTH OOBEKTA 3alIUTHI, C
OCYILIECTBIICHUEM €0 TeXHUKO-
SKOHOMHYECKOT0 00OCHOBAHUS.

3HaTh: METOABI U CPEACTBA peau3aluM, 3a-
muméHHEIX AC; METOABI U cpeicTBa Bepuu-
KalluM M aHajJu3a HaJaEKHOCTH, 3alIUIIEHHBIX
AC.

YMeTh: MPUMEHATH CTAHJIAPTHI MO OLEHKE 3a-
nmnéHHoct AC npu aHanu3e CUCTEM 3allUThI
uHpopmanuu B AC; peann3oBbIBaTh CUCTEMBI
3anuThl uHGopmanyu B AC B COOTBETCTBUU CO
CTaHapTaMH MO oleHKe 3amuiméHHocTh AC.
Biagers: mpuémaMu UCIOJIB30BaHUS KPUTEPU-
€B OlleHKH 3amuiéHHocTn AC; mpuéMamu 1mo-
CTpOoeHHUSI (POPMAIBHBIX MOJIENEH CUCTEM 3a-
ITUTH THPOPMAIIHH.
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1.3. MecTo TUCHMITIMHEI B CTPYKTYpe 00pa30BaTENbHOM MPOrpaMMbl

Jucnuniuna «Mudopmanonnas 6e30mMacHOCTh aBTOMAaTU3UPOBAHHBIX CHUCTEM» OTHOCHUTCS K
JTUCLUTUTMHAM T10 BBIOOPY BapMaTHBHOM YacTH OJIOKa JUCHUIUIMH y4eOHOTO TUIaHa.

Jlns oCBOGHMS AMCIMIUIMHBI HEOOXOAWMBI 3HAHUS, YMEHUS W BIAJACHUS, CPOPMUPOBAHHBIC B
X0JIe M3YYEHUS CIEAYIOMIMX NUCIHILIMH U IPOXOXKACHUS NMPaKTUK: «OpraHn3alMoHHOE U Tpa-
BOBOe obecrieyeHne MH(MOPMALMOHHON Oe3omacHoCcTY, «TexHuueckas 3amuTa UH(POPMALII,
«[IporpammHO-anmapaTHbie CpeACTBa 3aUTHl HHPOpMaLUn», «CHCTEMBI IEKTPOHHOTO JTOKY-
MEHT0000pOTa», «ABTOMAaTH3UPOBAHHBIE CHCTEMBI.

B pesynbTare 0cBOSHHS TUCHUILIMHBI (POPMHUPYIOTCS 3HAHUS, YMEHHUS U BIaJleHUs, HEOOXOau-
MBIC JJIS1 U3YYCHHUS CIEAYIOIINX AUCIMIUIMH U MPOXOKACHHUS MPAKTHK: «AyIuT MH(OpMannoH-
HoU 6e3onmacHocTHY, «MHpOopManmonHas 6€30macHOCTs B 0aAHKOBCKOU cdepey.

2. CTpyKTYypa QM CUMILIHHBI

CTpyKTypa JTUCHUIIMHBI 1J1sl 04HOH (pOPMBbI 00yUeHUsI

OO6mas Tpy10EMKOCTh AUCITUTUIMHBI COCTABIsIET 2 3.e., /2 9., B TOM YHUCIIe KOHTAaKTHas paboTa 00y-
YaIOIMINXCS ¢ TIpernoaBaTeneM 28 4., IpOMeKyTO4Hast aTTecTalus - 4.,

camocCTosITeNbHAs paboTa o0yvaromuxcsi _44 .

Bunsl yaeOHOI paboThI
(B yacax) dopmel TEKyLIEe-
KOHTAKTHAas . ro KOHTPOJIS
Ne Paznen nucrumnnum- e 2 O ;'% yCIIeBaeMOCTH,
/1 HEI/TEMBI = g a <§ 5 £ | ¢opma nmpome-
ol o | & % = % = |58 g L§ )KYTOYHOM aTTe-
S| E | E |EE &8 z 5 s s cranun
AEEEREEREIEEREGE:
O | B o =8 =8 F 8
1 | Bseoenue 6 unghopma- |7 |2 4 Omnpoc.
yuonHyto besonac-
HOCMb A8MOMaAmu3u-
POBAHHBIX CUCTEM
2 Opeanuzayuonuo- 7 |2 4 Omnpoc.
npagosvie 0CHOBbL
obecnevenus: uHpop-
MayuonHou besonac-
HOCMU A8MOMamu3u-
POBAHHBIX CUCTEM
3 Obecneuenue 6ezonac- |7 |2 2 4 Ompoc.
HOCMU A8MOMamMu3u- OreHka BBIMOJ-
POBAHHBIX CUCmEM HEHUS TIPaKTHYe-
CKUX 3aJaHui
4 Cpeocmesa 3awumoi 7 |2 2 4 Ompoc.
ungpopmayuu om HC/J OueHka BBINOJ-
HEHUS TIPaKTHYe-
CKUX 3aJaHui
5 Obecneyenue 6ezonac- |7 |2 2 8 Ompoc.
HOCMU KOMNbIOmep- OreHKa BHITOJ-
HbIX cemell HEHUS MpaKkTuye-
CKUX 3aJaHui
6 OcHosbl mexnonocuu 7 |2 2 10 Ompoc.
BUPMYATbHBIX 3AUjU- OrieHKa BBINOJ-




wénnolx cemeu VPN HEHHMS TTpaKkTHye-

CKHMX 3aJIlaHHI
7 3awuma na xanans- 7 |4 4 8 10 Ompoc.

HOM, CeaHCO80M U ce- OreHka BBINOJ-

mesom yposHsx. Ac- HEHUS MpaKkThye-

nexkmul 3aujumol 8eo- CKHX 3aJIaHUi

nopmanos

squém 7 3auém no obune-
mam

UTOTO: 16 12 44

3. Conep:xkaHue THCHUTLIUHBI

Tema 1. BBenenue B MHGOPMAIHOHHYIO 0€30IACHOCTH ABTOMATU3HPOBAHHBIX CHCTEM

AKTyanbHOCTh HpoOsembl 3amuThl AC B COBPEMEHHBIX yCIOBHUSX. PaKTOphl, €€ olpenemsto-
e, 3amura AC Kak Npouecc ynpaBieHHs puckaMu. AHanu3 puckoB. OCHOBHBIE MOJIXOJbI K
aHAJIM3Y PUCKOB. DTallbl AHAJIN3a PUCKOB U YIPABICHUS UMU.

Mertoabl oLieHKH Lienecoobpa3HOCTH 3aTpaT Ha obecnieuenue Mb. Bunbl 3aTpat Ha oOecrnieueHue
NB. Ocobennoctu coBpeMeHHBIX AC KaK 00BEKTOB 3aIUTHI.

Ocnosuble nousatust B Ub AC. bezonacuocts undopmanuu. Mudopmanus u e€ croiicrpa. Llens
3anuThl AC 1 UPKYIUpPYIOMIeH B Hel HHPOPMAaLIUH.

VYrpo3sl 6e3onacHocTd AC. OCHOBHBIE CTPYKTYpHO-(pyHKIMOHanbHbIe 3eMeHThl AC. Tumbl
yrpo3 6e3omnacHocTd. HecaHKIIMOHMPOBAaHHBIA JOCTYN M HECAHKIIMOHUPOBAHHOE BO3/EHCTBHE
Ha UH(OPMAIHIO.

OcHoBHbIe HCTOUHUKH yrpo3 6e3omacHocTr AC. Kiaccuduxarus yrpo3 no MCTOYHUKY BO3HUK-
HoBeHus. Kpurepun xiaccudukanuu u knaccuukanus KaHanoB NpoHUKHOBEeHUS B AC u yTeu-
k1 uHpopmanuu. HedopmanbHas Mozaens Hapymutens. Kpurepun kiaccupukaluy U KiaccH-
¢ukanus Hapymmreneid. Tema 2. OpraHu3alMOHHO-PABOBbIe OCHOBbI OOecneYeHUs] WH-
(popManoOHHON 0€30MACHOCTH ABTOMATH3HPOBAHHBIX CHCTEM

Buasl Mep mpoTuBOAeicTBUS yrpo3aM 0€30MacHOCTH, MX B3aUMOCBS3b, IOCTOMHCTBA M HENO-
ctatku. [lpuHUUOB MOCTpoeHHsl cucTeMbl obecrnieueHus: Oe3zomacHocTH HH(opmanuu B AC.
Crparerus pa3BuTusa HHGOpMaLMOHHOTO obmiecTBa B Poccuiickoit @enepanuu, yTBepxkaEHHON
[Tpesunentom PD ot 07.02.2008 Ne I1p-212. Ctpareruu HalMOHAIBLHOW Oe3o0macHOCTH Poccwmii-
ckoit Penepanuu 10 2020 roga. HopmatuBHo-MeTonnueckue nokymMeHTel PCTOK Poccun no
obecnieueHnto 6e3zonacHocTH nHpopManuu. Bunel nnpopmanuu no denepansHomy 3akoHy «O0
uHpopManry, UHOOPMAITMOHHBIX TEXHOJIOTUAX U O 3amuTe nHpopmarmu» oT 27.07.2006 Ne
149-@3.

[ToHsATHE MHUIIEH3UU U JTUIEH3UPOBaHUA. BUIBI 1eATENbHOCTH B 00JIACTH 3aIUTHl HH(OpPMAIHH,
noJJIeXalux JuieH3upoBanuio. CepTudukanus CpeAcTB 3alUThl HHPOPMAIIMM U aTTeCTaIus
00BeKTOB HHPOpMaTu3auu. TepMUHbI 1 onpenaenenus. HopMaTHBHO-TIpaBOBBIE aKThI B 00JIaCTH
3alUThl MHQOPMALIUK OT HECAHKIIMOHUPOBAHHOTO A0ocTyma. Kiiacchl 3aUThI CPeACTB BHIUYMCIIH-
TesnbHOM TexHUKH, AC, MexceTeBbIX dKkpaHoB. HenekmnapupoBanubsie Bo3MoxHOCTH. Kinaccugu-
Kallisg IPOrpaMMHOT0 0OecTeyeH sl 0 YPOBHIO KOHTPOJISl OTCYTCTBUS B HEM HEJEKIapUpOBaH-
HBIX BO3MOKHOCTEH.

Tema 3. O0ecnieuenue 0€30MACHOCTH ABTOMATU3HMPOBAHHBIX CHCTEM

OpranuzanuoHHas CTpyKTypa cucteMbl obecrieuenusi 6e3omacHocTi AC. TexHomorus ymnpasie-
HuUs O0e3omacHOCThIO (0bOecieucHus Ge3omacHocTH) nHbopMaruu u pecypcoB B AC. TpeboBanus
K TEXHOJOTHH YIpaBleHUs O€30MacHOCThIO. MepOonpusTus TpU peaTu3aliid TEXHOJIOTUU
yOpaBiIeHUsT 0€30MacHOCThI0. MHCTUTYT OTBETCTBEHHBIX 3a oOOecreueHre WH(OpMaImOHHON
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6e3onacHocT. Biusaue Ha 6e3onacHocts UT pasubix cyobektoB opranuzanuu Mb. Lemn pe-
IJIaMEeHTaIluu JCHCTBUN ToJIb30BaTenel u obcaykuBaromiero nepconana AC. CocraBisromniye
s dexTuBHOrO GyHKIHOHUpOBaHUs cucTeMbl Oe3omacHocTH UT. Tlonutruka Ge30macHOCTH Op-
ranu3anuu B oonactu UT, e€ uenb, ycinoBUs OCyliecTBICHHS U IPOOIeMbl. Y POBHH 3peNIOCTH (B
cdepe obecnieuenust Ib). Bunbl opraHM3aiimOHHBIX U OPraHU3aIMOHHO-TEXHUICCKUX MEPOIPH-
ATUN TIO0 CO3/IaHUIO U o0ecreueHuI0 (YHKIIMOHUPOBAHUS KOMILJIEKCHOM CHUCTeMBbI 3amuThl. Pac-
npenenenne  QyHKOw 1o oOecmeuenuto  OezomacHocth AC.  OpraHu3anuoOHHO-
pacnopsiiuTeIbHbIe TOKYMEHTHI Mo obecnieueHuto 0ezonacHoctu AC. OOsA3aHHOCTH MOJIb30Ba-
TeJe M OTBETCTBEHHBIX 3a obOecrneueHue b B moapasnenenmsx. [Ipobiema denoBedeckoro
daktopa. O0mue npaBuiia odecnedeHus: 6e3omacHocTd. OOSI3aHHOCTH OTBETCTBEHHOTO 3a 00ec-
nevYeHne 0e30mMacHOCTH HHQpOpMAIUK B moapa3aeiacHu. OTBETCTBEHHOCTh 32 HAPYIIECHUS Tpe-
OoBaHul obecrieueHus 6e3onacHOCTH. [lopsiok paboOThI ¢ HOCUTEISAMHU KIIFOUE€BOM HH(POPMAIIUH.
SIBHas U HesiBHash KoMIpomeTauus Kirodei. [[pu3sHaku u JeicTBUs MPU KOMIIPOMETALMU KITFO-
yeil. PermaMeHTanus npaBuil MaposibHOM M aHTUBUPYCHOM 3alllUThl. PeriiameHtanus nmopsjka
JoTycKa K paboTe ¥ M3MEHEHUs NoJIHoMouMii nosib3oBareneit AC. PernmamenTtanus nmopsiika u3-
MEHEHHS KOH(PUTypaluu anmnapaTHO-MporpaMMHbIX cpenctB AC.

Tema 4. CpencrBa 3ammTsl uHpopmanuu ot HCJ/I

OcHOBHBIE MEXaHU3MBI 3aIIUTHI aBTOMaTU3UpoBaHHbIX cucteM oT HCJ/I. CymHocTs 1 Ha3Haue-
HUE HISHTH()UKAINU U ayTeHTU(UKAIMH TT0Ib30BaTeNneil. Bumsl u crocoObl ayTeHTH(UKAIIUH.
Pasrpannuenue nocryna nosns3oBatenedl k pecypcam AC. ucneruyep nocryna. CyIHOCTh U3-
OMpaTeNnbHOrO U MOJIHOMOYHOTO pa3rpaHUyYEHUs J0CTyIa. 3aMKHYTas IporpaMmHas cpeza. Pe-
THCTpalys U ONEepaTHBHOE OINOBEIIEHUE O coObITUAX Oe3omacHocTH. Kpunrtorpapuueckue me-
TOJIBI 3a1UTHl HH(OopMaru. Kpunrorpadgust ¢ CHAMMETpHYHBIMU M OTKPBITBIMH KIIFOYaMH. JJICK-
TpoHHas 1udposas noanuck. Peanuzanus DLUII. [IpuHIMIB KOMOMHHUPOBAHHOTO IU(POBAHMUS.
JloBepue K OTKpBITOMY KJtOUYy U IIU(ppoBble cepTudukarsl. CrucreMa 0OHapyKEeHUs aTak. 3aliu-
Ta IIEPUMETPA KOMIIBIOTEPHBIX CETEN U YIIPABICHNE MEXAHU3MAaMHU 3alLUTHI.
AnmnapaTtHo-iporpammHbie cpenicTBa 3amuTel nHGopmanyu ot HCJI. Pekomennanuu no Beidopy
C3U HC/I. Bunsl 6nomeTpudeckoil naeHTu(pUKam, IpeuMyIiecTBa U He0CTATKH.
[Tpumenenue mratHbiX U gononHuTenbHbIX C3W HCJ. Ctparerust 6€30macHOCTH KOMITAHUU
Microsoft. 3amura OT BMemaTenabcTBa B Mpolecc HopMmaibHOro (yHkuuoHupoBanus AC.
Berpoennbie MexaHu3Mbl pasrpannueHus nocryna Ha npumepe OC Windows. YpoBHU noBepust
MEXAHMU3M LEeJI0CcTHOCTH. ONepaTUBHOE OINOBEIICHHE O 3aperucTpupoBaHHbIX nombiTkax HC/I.
Cnyx06p1 ACS. Cuctrema 3amutsl uadopmaruu ot HCJ Secret Net 6. 3amura 1aHHBIX OT He-
CaHKIIMOHUPOBAHHOM MOU(UKAIIMH, KOIMPOBAHUS U NIepexBaTa CpeCTBaMU MU(PPOBAHUS

Tema 5. O6ecneyenue 6€30MaACHOCTH KOMIILIOTEPHBIX ceTeil

[Tpobnemb! obecrieueHust 6€30MaCHOCTH B KOMITBIOTEPHBIX CETSX.

YpoBHU MH(GOPMALIMOHHON UHPPACTPYKTYPhl KOPIOPATUBHOM CETH. YSA3BUMOCTH M UX KJIaCCH-
¢ukanus. Tunel ySa3BUMOCTH C TOYKH 3pEHMS TeXHMUYECKMX ocoOeHHocTed. Knaccupukanms
ysI3BUMOCTeH 1o crenenu pucka. [lomydyenue nnpopmanuu no ysa3BUMOCTIM. «CTaHIapTHBIE»
o0o3HaueHus ys3Bumocteil. Knmaccudukanus atak.

3aimuTa nepuMeTpa KOprnopaTuBHON CETH.

VYTrpo3bl, CBA3aHHBIE C IEPUMETPOM KOPIOPATUBHOM ceTH. COCTaBIISIOIIME 3alIUThl IEPUMETPA.
MesxcereBble 3KpaHbl UX BUABL. JleMunuTapuzoBaHHas 30Ha. AHAIU3 COJAEPKUMOIO OYTOBOIO
u BeO-Tpaduka. BupTyanbHble YacTHbIE CETH.

VYnpaBieHue ysS3BUMOCTSAMHU. APXUTEKTypa CUCTEM YIpaBJIeHUs Ys3BUMOCTAMHU. OcoOeHHOCTH
CETEBBIX areHTOB ckaHupoBaHusA. CpencTBa aHanM3a 3alUILEHHOCTH CUCTEMHOIO ypoBHSA. Mo-
HUTOPHUHT COOBITHI Oe3onacHocTH. Kareropun xypHanos coobituii. MHGpacTpykTypa ymnpasiie-
HUS KypHaiamMu coObITui. OcOOEHHOCTH 3aIUIIEHHOCTH AIEKTPOHHOTO JOKYMEHTO000pOTA.

Tema 6. OCHOBBI TEXHOJIOTHN BUPTYAJIbHBIX 3aIIMIIEHHBIX ceTeid VPN
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Konuemnmus noctpoeHust BUPTyaIbHBIX YacTHBIX ceTeil — VPN. OcHOBHBIC MOHATHS U (DYHKIMH
cetu VPN. 3ammra wHpopmanuu B mporecce e€ nepenaun mo tyHHeao VPN. VPN-knueHr,
VPN-cepBep u nuo3 6ezonmacHoctu VPN. Peanmzanms mexannsma VPN. Bapuantsl noctpoe-
HUS BUPTYaJIbHBIX 3alIMIIEHHBIX KaHAIOB. CpenctBa obecneuenus: 6e3omacHoctd VPN. Kpute-
pun 0€30MacHOCTH JaHHBIX MPUMEHHUTENbHO K 3amadam VPN. VPN-pemenus s nmoctpoeHHs
samuménHbIX ceteil. Knmaccudukanus cereit VPN. Kpurepun kiaccudukanuu. OCHOBHBIE Ba-
puanThl apxutekTypbl VPN. /loctonHcTBa npuMeneHus TexHonorui VPN.

Tema 7. 3amuTa HA KAHAJIBLHOM, CEAHCOBOM M CETEBOM YPOBHSIX. ACNEKTHI 3allIUTHI Be0-
MopTajioB

[TpoTokomnsl popMHUpOBaHUS 3ANIMIIEHHBIX KaHAJIOB Ha KaHalbHOM ypoBHe. [Ipotokxon PPTP.
Crpykrypa nakera. [Ipotokon L2TP, ero npeumymiecta. @opMupoBaHue 3alUIIEHHOTO BUP-
TyalpHOTO KaHaja B npotokosie L2TP. Ilpotokosnsl GpopmupoBaHus 3alIMIIEHHBIX KaHAIOB Ha
ceancoBoM ypoBHe. [Ipomemypa ycranosnenusi SSL-ceccun. Hemocratkm mportokonoB SSL u
TLS. TIporokon SOCKS, ero ocobenHoctu. CxemMa yCTaHOBJICHUS COCIUHEHHS IO MPOTOKOIY
SOCKS v5. 3ammra 6ecripoBoabix cereid. [Iporokonsr WEP, TKIP, WPA u WPA2.

3amuTa Ha KaHAJIBHOM, CEAaHCOBOM U CETEBOM YPOBHSIX. APXHUTEKTypa CpelCTB 0e30MacHOCTH
IPSec. KomnoneHThl peanm3anuii mpoTtokoia IPSec mmeroT cremyromue. ApXUTEKTypa CTeKa
npoTtokoioB IPSec. 3amura nepenaBaeMbIXx HaHHBIX ¢ ToMolplo mpotokosioB AH u ESP. Ilpo-
TOKOJI ayTeHTH(PUIMPYFOIIero 3arojoBka. [Ipumenenne npotokona AH B TpaHCIIOPTHOM U TYH-
HEJIbHOM pexuMax. [IpoTokos MHKancCyaupyroliel 3aliuThl, NpUMEeHeHHe npotokosa ESP B
TPAHCIIOPTHOM M TYHHEJIBHOM pPEeKUMax. AJITopuTMBbI ayTeHTrukarm u mudposanus B [PSec.
Crpykrypa aniroputma HMAC. Ilpotokon ynpasnenus kpunroxmodyamu IKE. 3agaun, pemae-
Mmble npotokoiamu IKE. Ycranosnenue 6e3omacHoit accounanuu. bassl nanaeix SAD u SPD.
OcHoBHble cxembl npuMeHeHust [PSec. [IpakTtudeckue acnekThl 3alIUTHl BEO-MOPTAIOB OT HH-
dbopMalMOHHBIX aTak. TUMOBas apXUTEKTypa BeO-MOpTaia. MOJCUCTEMbl aHTUBUPYCHOM 3alllu-
ThI, KOHTPOJIS IEIOCTHOCTH, pa3rpaHUYeHUs IOCTyIa, OOHApYKEHUs BTOPKEHHI, aHaln3a 3a-
NIUIIEHHOCTH, KpUNTOrpaduyecKon 3aniuThl HHGOPMAIUH, TTOJACUCTEMY YIPABICHUS 3alIUTON
BEO-TIOPTAJIOB.

4. Obpa3oBaTejibHbIE TEXHOJIOTHH

Ne |HaumeHoBaHme pazje- .
Buabl yueOnbIx 3ansaTuii  |O0pa3oBaTe/ibHbIC TEXHOJIOTHH

n/m|jaa

1 |2 3 4

1 |Bseoenue 6 ungpopma- |Jlexyus 1. Tpaouyuonnas ¢ ucnorv3osanuem
YUOHHYIO OE30NACHOCTb npeseHmayuii
aA8MoOMamu3upoB8aAHHbIX
cucmem Camocmosmenvras paboma|H3yuenue mamepuanos nexyuti

2 |OpeanuzayuonHo- Jlexyus 2. Tpaouyuonnas ¢ ucnorv3osanuem
npasogvie 0CHOB8bL 0DecC- npeseHmayuii

neuenus UHGopmayuon-
Hotl 6e3onacnocmu ag- |Camocmosmenvras paboma|H3yuenue mamepuanog ieKkyuti

MOMAMU3UPOBAHHBIX
cucmem

3 |Obecneuenue b6ezonac- |Jlexyus 3 Tpaouyuonnas ¢ ucnorv3osanuem
HOCMU A8MOMAMU3UPO- npesenmayuii

BAHHbBIX cUCmeEM
Ilpakmuueckoe 3auamue 1. |Bvinoanenue 3a0amnust

Camocmosmenvras paboma|H3yuenue mamepuanog iekyuti

4 |Cpeocmea 3awumol un- |Jlexyus 4. Tpaouyuonmnas ¢ ucnonv3oeanuem
dopmayuu om HCJ{ npesenmayuil




Ipaxmuueckoe 3anamue 2.

Camocmosmenvnas paboma

Buinonnenue 3aoanus

Hs’ylteHue mamepuaios JZQKI/;MI;Z

5 |Obecneuenue bezonac-
HOCMU KOMNbIOMEPHBIX
cemetl

Jlexyus 5

IIpaxmuueckoe 3anamue 3.

Camocmosmenvnas paboma

Tpaouyuonmnas ¢ ucnonv3osanuem
npeseHmayuil

Buinonnenue 3aoanus

Hs’ylteHue mamepuaios JZQKI/;MI;Z

6 |Ocrosvr mexnonocuu
BUPMYATLHBIX 3aAUU-
wéHnvlx cemeu VPN

Jlexyus 6

Ilpakmuueckoe 3anamue 4.

CamocmosmenvHas paboma

Tpaouyuonmnas ¢ ucnonv3osanuem
npeseHmayuil

Buinonnenue 3aoanus

H3yquue mamepuaios ]Z@KL;ML?

7 |3awuma na xananvHom,
CeaHcoBOM U Cemesom
Vpoeusx. Acnexmol 3a-
wumul 8e6-nOpmManos

Jlexyus 7.1
Jlexyus 7.2

Ilpaxmuueckoe 3ansmue 5.

CamocmosmenvHas paboma

Tpaouyuonnas ¢ ucnonv3osanuem
npesenmayuii

Bvinonnenue 3aoanus

H3yquue mamepuaios ]Z@KL;ML?

5. OneHka MmIaHMPyeMbIX pPe3y/JIbTAaTOB 00y4eHHUs

5.1. Cucrema OLleHUBaHUA

DopmMa KOHTPOJIA Makc. K0JIM4ecTBO 0aJ1710B
3a onny pa- |Bcero
ooty
Texymuit KOHTPOJIb:
- onpoc (memwt 1-7) 7 6annos 35 bannos
- npakmuyeckoe 3anamue (memwvt 3-71) |5 6anos 25 bannos
[IpomexyTouHas aTTecTanus 40 6annos
3auem
Htoro 3a cemectp 100 6annos
3a4ém

[lepeueHs KOMIETEHLIN C YKa3aHHEM 3TanoB UX (OPMUPOBAHHUS B MTPOLIECCE OCBOCHUS UCIIH-
IUIMHBI IPEJICTABISIETCS B BUIE TaOJIHIIbBL:

Ne KonTponupyemsie paziess Kon xorTponupye- HaumMmenoBanue oieHOYHO-

/1 (TeMBI) TUCIUTIIMHBI MOM KOMITETEHIINHU IO CpeJICTBa

1. Tema 1-2 T1K-13, IICK-2.2 YCTHBIN onpoc Ha 3aHATUSIX

3. Tema 3—7 IK-13, [ICK-2.2 YCTHBIN ONpOC Ha 3aHATUAX
[Tnan nabopaTopHBIX 3aHs-
THH

[TosrydeHHBINM COBOKYITHBIN pe3yJbTaT KOHBEPTUPYETCS B TPAAULMOHHYIO IIKAJIy OLIEHOK U B
IIKay olleHOK EBporieiickoii cucteMsl nepeHoca 1 HakoruieHust kpeautos (European Credit
Transfer System; nanee — ECTS) B cooTBeTCTBUM C TaOIUIICH:
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100-6annbHast mka- TpajiHoNHas mKaa Hlkana
1a ECTS
95— 100 A
8394 OTIINYHO B

68 — 82 XOPOIIIO 3a4TEHO C

56 — 67 D
5055 YIIOBJICTBOPUTEIILHO E

20 —49 FX
0_19 HEYJIOBJICTBOPUTEIHLHO HE 3a4TCHO F

5.2. Kputepuu BbICTaBJICHUS OLEHKH 110 TUCIHUILIMHE

Banany/
HIxkanaa
ECTS

Onenka mo auc-
UIJINHE

Kpurepun oueHku pe3yjbTaTroB 00y4eHHs 10 AUCIH-
IJINHE

100-83/
AB

«OTIIHYHOY/
«3a4TeHo (OTINY-
HO)»/

«3a4TEHO»

BrictaBnsiercst o0y4aromemMycs, €Ciii OH TITyOOKO U IPOY-
HO YCBOMJI TEOPETUUYECKUHN U MPAKTUYECKUI MaTepHuall,
MOYET MPOJAEMOHCTPUPOBATH 3TO HA 3aHATHAX U B XOJI€
MPOMEKYTOUYHOM aTTECTAIINH.

OO0yuaromuiicst HCUEPIBIBAIOIIE U JIOTUYECKU CTPOMHO U3-
jaraeT y4eOHbII MaTepuall, yMeeT YBSI3bIBaTh TEOPHUIO C
NPaKTUKOH, CIIPABIISIETCS C pelIeHHEM 3aa4 Ipodeccro-
HAJILHOUN HAMPaBJICHHOCTH BBICOKOTO YPOBHS CIOKHOCTH,
MPAaBUILHO OOOCHOBHIBAET MPHUHSTHIC PEIICHUSI.
CB000HO OpHUEHTHpYeTCs B yueOHOH U mpodeccroHalb-
HOW JIUTEpaType.

OneHka o JUCLUIUIMHE BBICTABIISIOTCS 00YYaIOMEMYCS C
y4€TOM PE3YNbTATOB TEKYIIEU U IPOMEKYTOUHOU aTTe-
CTalLlVH.

Komnereniuu, 3akpeniéHnble 3a JUCUUIUIMHON, chopMHU-
pOBaHbI HA YPOBHE — «BBICOKUI.

82-68/

«XOpOLIO»/
«3a4TeHO (XOpo-
110)»/
«3aYTCHOY

BricTaBisiercs oOyyaromemMycs, €Ciii OH 3HaeT TeopeTHye-
CKMI U NIPAKTUYECKUI MaTEpHUAII, TPAMOTHO H I10 CYIECTBY
M3JIaraeT €ro Ha 3aHATUAX U B XOJ€ IIPOMEKYTOYHOU aTTe-
CTalMU, HE JOIYCKasl CYIIECTBEHHBIX HETOYHOCTEH.
OOyuaronuiics IpaBUIbHO MPUMEHSET TEOPETHUECKHE MO-
JIOKEHUS TPU PELICHUH NMPAaKTUYECKUX 3a/1a4 podeccuo-
HaJIbHOM HAIIPAaBJICHHOCTH Pa3HOI'O YPOBHs CII0KHOCTH,
BJIaJieeT HEOOXOUMBIMHU JJI TOTO HAaBbIKaMU U NMpuéma-
MH.

JlocTaTOYHO XOpOIIO OPUEHTUPYETCS B y4eOHOI U mpo-
(beccuoHambHON JIUTEpaATYypE.

OneHka o JUCHUIUIMHE BBICTABIISAIOTCS 00YYaIOIEMYCS C
Y4ETOM PE3YJIBTATOB TEKYILEH U IPOMEKYTOUHON aTTe-
CTalLlMH.

Komnerenmuu, 3akpeniéHnble 3a JUCUUIUIMHON, chopMu-
pPOBaHbI HA YPOBHE — «XOPOLIMIN.

67-50/
D,E

«yIOBIETBOPH-
TEIBHOY/

«3a4TeHo (ynoBie-
TBOPHUTEIHHO)»/

BricTaBisiercs 00y4aromeMycsi, €Cii OH 3HaeT Ha 0a30BOM
YPOBHE TEOPETUUYECKUH 1 MPAKTUYECKUI MaTepual, 10-
MyCKacT OTACIIbHBIC OH_II/I6KI/I IIpU €T0 U3JIOKCHUU Ha 3aHs-
TUSX U B X0JI€ MPOMEXKYTOYHON aTTECTALINH.
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Banany/
HIxkana
ECTS

OneHka o auc-
IUIJINHE

Kpurepum oueHku pe3yjbTaToB 00yUYeHHS MO JUCHH-
TUIMHE

«3a4YTCHO»

OOyuaronuiicss UCTIBITHIBACT ONPEICIEHHBIC 3aTPYAHEHUS
B IIPUMEHEHUHU TCOPETUYECKUX MTOJO0KEHUN IIPU PEIICHUN
MPAKTUYECKHX 3a/1a4 MPO(eCCHOHAILHON HAPaBIEHHOCTH
CTaHJAPTHOI'O YPOBHS CJIOKHOCTH, BJIaJIeeT HEOOXOMMBbI-
MU JJIs1 3TOr0 0a30BbIMU HaBBIKAMH U IPUEMAMH.
JIeMOHCTpHUpYET TOCTATOYHBIN YPOBEHBb 3HAHUS yUSOHOM
JUTEPATYpPhl 110 TUCLUIUIMHE.

OneHka 1o JUCLHUIUIMHE BBICTABIIAIOTCS 00YYaIOEMYCs C
y4€TOM PE3YJIBTATOB TEKYIEH U IPOMEKYTOUHON aTTe-
CTaLlUH.

Komnerenmyu, 3akperiéHnble 3a JUCUUIUIMHON, chopMu-
POBAHbI HA YPOBHE — «JI0CTATOYHBINY.

49-0/
F.FX

«HEY/IOBJIICTBOPH-
TEJIBHOY/
HE 3a4TEHO

BrictaBnsiercst oOy4aromemMycs, €Ciii OH He 3HaeT Ha 0a3o-
BOM YPOBHE TEOPETHUUECKUM U IPAKTUUECKUNA MaTEpHal,
JOTyCKaeT rpyOble OMMOKY MPHU €ro U3JI0KEHUN Ha 3aHsI-
TUSAX U B XOJI€ IPOMEKYTOYHON aTTECTALIUH.
OOyyaromuiics UCIIBITHIBAET CEPHEZHBIE 3aTPYIHEHUS B
IIPUMEHEHNU TEOPETUUECKUX TOJI0KEHUH NPU PELICHUH
NPaKTUYECKUX 3a/1a4 PO(PECCHOHATLHON HAIPABICHHOCTH
CTaHJAPTHOI'O YPOBHS CJIOKHOCTH, HE BJIaJieeT He0OX01u-
MBIMHM ISl 3TOTO HaBBIKAMU U TPUEMaMHU.

JleMoHCTpHpYeT (parMeHTapHble 3HaHUs yueOHOI JnTe-
paTypsl IO JUCIUIUIMHE.

OneHka 1Mo JUCHUIUIMHE BBICTABIISAIOTCS 00YJaIOIEMYCs C
Y4€TOM PE3YJIbTATOB TEKYIIEH U TPOMEKYTOUHON aTTe-
CTalLlMH.

KomnereHum Ha ypoBHE «IOCTATOYHBIN), 3aKPEIVIEHHBIE
3a AMCLUUIUIMHON, HE COPMHUPOBAHBI.

5.3. OneHouHbIe CpesicTBa (MaTepUaibl) IS TEKYIIET0 KOHTPOJIS YCIIEBA€MOCTH, TPOMEXKYTOY-
HOM aTTecTanuu 00yJaromuXCcs MO AUCHUTIINHE

Yemmuouii onpoc

YceTHBIN 0MPOC — 3TO CPECTBO KOHTPOJIS, OPraHU30BaHHOE KaK crienuaabHas Oecea nmpemnoia-
BaTessl ¢ O0yJaroNIUMCsl Ha TEMBI, CBSI3aHHBIE C M3Y9aeMOU TUCIUTUIMHOMN, B paCCIYMTAaHHOE HA
BBISICHEHHE 00bEMa 3HAHUH, 00yJaroIerocs 1Mo onpeAenEHHOMY pa3ieny, TeMe, mpodiieMe u

T.IL.
Ilepeuens ycmuuix 60npocog 014 nposepKu 3HAHUTL
Ne | Bonpoc Peanusyemas
KOMITCTEHIHSI
1. | Kpurepuu knaccupukayy 1 KIacCUpHUKaIMs HapyIIUTeIeH. I1K-13, [ICK-2.2
2. | OcHoBusbie noustus B b AC. I1K-13, TICK-2.2
3. | Hens 3amutel AC W IUPKYIHPYIONICH B HEH HH(POPMAITHH. ITK-13, TICK-2.2
4. | Knaccugukanus yrpo3 1o HICTOYHHUKY BOSHUKHOBEHHUSI. I1K-13, [ICK-2.2
5. | Drambl aHaNMM3a PUCKOB U YIIPABICHUS UMH. ITK-13, TICK-2.2
6. | Buasl mep mpoTuBojaeHCTBHA yrpozam Oe3omacHocTH, ux B3ammo- | [IK-13, [ICK-2.2
CBSI3b, JOCTOMHCTBA U HEJOCTATKH
7. | Bugsl unpopmanmu no ¢enepansHomy 3akony «O0 unpopmarum, | [TK-13, [ICK-2.2
MHQOPMAIIMOHHBIX TEXHOJOTUSAX M O 3amure HHQOpMAanuu» OT
27.07.2006 Ne 149-@3.
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8. | IloHsiTHE NUIICH3WUU W JTUIICH3UPOBAHUS. IIK-13, [ICK-2.2
9. | Buasl gesaTenbHOCTH B 00sacTH 3amuThl HHGopManuu, noiexanmx | [TK-13, [ICK-2.2
JIMIICH3UPOBAHUIO.
10. | Knaccel 3amuThl cpeAcTB BeruucuTenbHou Texauku, AC, mexcere- | [1K-13, TICK-2.2
BBIX KPaHOB.
11. | HegexnapupoBaHHbIE BO3MOYXKHOCTH. I1K-13, [ICK-2.2
12. | Knaccudukamus nporpaMMHOro odecrnedenus mo ypoBHwo kontpois | [1K-13, [ICK-2.2
OTCYTCTBHSI B HEM HEJCKJIAPHUPOBAHHBIX BO3MOKHOCTEH
13. | OpranuzanuonHas CTpykTypa cuctembl obecrnieuenusi 6e3omacHoctu | [1K-13, [ICK-2.2
AC.
14. | Texnonorust ynpasieHusi 6e3omnacHocThio (ob0ecneyenus: 6ezomacHo- | [1K-13, IICK-2.2
cti) nHbopmanuu u pecypcos B AC.
15. | Biusnue na 6e3onacaocts VT pa3ubix cyobexToB opranuzanun Ub. | T1K-13, TICK-2.2
16. | Ilopsmok paboTHI C HOCUTENSIMU KITIOYEBOM MH(OpMALIUU. I1K-13, TICK-2.2
17. | SIBHast 1 HesIBHAS. KOMIIPOMETAIUS KITFOUEH. I1K-13, IICK-2.2
18. | IIpu3Haku u AeWCTBUS TPU KOMIIPOMETAIIUU KITIOUEH. I1K-13, TICK-2.2
19. | PermaMeHnTanus npaBuiI NapoJbHOW U aHTUBUPYCHOH 3aIlIUTHI. I1K-13, [ICK-2.2
20. | OcHOBHBIE MEXaHM3MBI 3alIUTHI aBTOMaTH3MpoBaHHBIX cuctem ot | [IK-13, [ICK-2.2
HC/.
21. | Bunpl v criocoObI ayTeHTU(DUKAIIAH. I1K-13, [ICK-2.2
22. | Pasrpannuenue nocryna noisb3oBareneit k pecypcam AC. ducneruep | [TK-13, [ICK-2.2
JOCTyHaA.
23. | CyurHocTh U30MPaTENbHOTO U MOJHOMOYHOTO pa3rpanndenus gocty- | [IK-13, [ICK-2.2
mna.
24. | 3aMKHyTas IporpaMMHas cpesa. I1K-13, [ICK-2.2
25. | Ilpumenenne mratHbIX 1 gononauTenbHBIX C3U HC/I. ITK-13, TICK-2.2
26. | YA3BUMOCTH U MX KIacCHU(pUKAIUS. I1K-13, IICK-2.2
27. | Knaccudukamus arax. I1K-13, [ICK-2.2
28. | 3amMra nepuMeTpa KOpInopaTUBHON CETH. I1K-13, [ICK-2.2
29. | Jemmimrapu3oBaHHasl 30Ha. ITK-13, TICK-2.2
30. | BupryanipHble YacTHbIE CETH. I1K-13, [ICK-2.2
31. | OcoGeHHOCTH CETEeBBIX areHTOB CKAHMPOBAHHSI. I1K-13, [ICK-2.2
32. | MoHUTOPHUHT COOBITHIT OE€30TTACHOCTH. ITK-13, TICK-2.2
33. | Kareropuu xxypHano coObituil. Undpactpykrypa ynpasnenus xyp- | [IK-13, [ICK-2.2
HajaMu COOBITHH.
34. | OcobeHHOCTH 3aMIIEHHOCTH JIEKTPOHHOTO TOKYMEHTO000pOTa [1K-13, IICK-2.2
35. | VPN-kmment, VPN-cepBep u nutro3 6e3omacHoctr VPN, ITK-13, TICK-2.2
36. | Knaccuduxamms cereir VPN. [1K-13, IICK-2.2
37. | OCHOBHBIC BapHaHTHI apXUTEKTyphl VPN, ITK-13, TICK-2.2
38. | IIpotokox PPTP. CtpykTypa makeTa. ITK-13, TICK-2.2
39. | IIpotokon L2TP, ero npeumyiiecrna. I1K-13, [ICK-2.2
40. | Hemocratku nmpotokonoB SSL u TLS. ITK-13, TICK-2.2
41. | TIpotokon SOCKS, ero ocobeHHOCTH. [1K-13, IICK-2.2
42. | Bammra OecripoBoaHbIX ceTei. [Ipotokonsr WEP, TKIP, WPA wu | I1K-13, TICK-2.2
WPAZ2.
43. | ApxutekTypa creka nmpoTokosioB IPSec. ITK-13, TICK-2.2

IIpumepHbIe TecTOBbIE 3aJaHUSA

— npoBepka chopmupoBanHocTH komnerenumii — [IK-13, IICK-2.2

1. BoiOepute THNBI AreHTOB CKAHUPOBAHMS, KJACCH(PUUMPOBAHHBLIX MO PACIOJIOKEHHIO
OTHOCHTEJIbHO 00beKTAa CKAHUPOBAHUS:
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a) cemegvle

0) n1okanvHbIE

8) naccugnvie

I') aKTUBHBIC

1) ME)KCEITMEHTHBIE

2. Iucneruep gocryna — 3T1o:

a) cpedcmso, svicmynanujee 8 poiu HOCPeOHUKA-KOHMPOIEPA npu_obpaujenuy cyovLekmos 0o-

cmyna K o0vekmam 00cmyna

0) cpencTBO, OCYIIECTRIISIFOIIECEe MAHAATHBIN TOCTYI CYOBEKTOB JIOCTYIA K 00BEKTaM JOCTYIIa
B) CPEJIICTBO, OCYLIECTBIISAIONIEE AUCKPELIMOHHBIN 10CTYI CyOBEKTOB OCTyIa K 0OBEKTaM J10-
cTymna

IIpuMepHbIe BONPOCHI K 3a4€éTy — npoBepka copmupoBanHocTH kKomneTreHuuii — ITK-13,

ook wdE

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

IICK-2.2

AKTyanbHOCTb Ipo6seMsbl 3auThl AC B COBPEMEHHBIX YCIOBHSX.

3amura AC Kak Ipouecc ynpaBlIeHUs] pUCKaMHu.

Mertompbl O1IeHKH 1Liesiecoo0pa3HocTu 3aTpaT Ha obecrieueHue Ub.

Wudopmanus u e€ cpoiicta. Llens 3ammtsel AC u HUpKyIHpYOmIel B Hel nHPOopMaIuu.
OcHOBHBIE CTPYKTYpHO-(PYHKIIMOHATBbHBIE 37IeMeHThl AC.

Tunsl yrpo3 6e3onacHoCTH. HecaHKIIMOHUPOBAHHBIN JOCTYN U HECAaHKIIMOHUPOBAHHOE BO3-
JeicTBUE Ha MH(DOPMAIIHIO.

OcHoBHble UCTOYHHUKH yrpo3 6e3onacHocTi AC. Knaccudukaius yrpo3 1o HCTOYHUKY BO3-
HUKHOBEHUSI.

Kputepun knaccudukanuu 1 kiaccudukanys KaHaaoB NpoHUKHOBeHUs B AC U yTeuku
uH(pOpMaLIUH.

Hedopmansaas Monens HapymuTens. Kputepun kiaccuduxanuu u kiaccudukanus Hapy-
LIUTEICH.

Buzsl Mmep npotuBoeiicTBUs yrpo3aM 0€30MacHOCTH, UX B3aUMOCBS3b, JOCTOMHCTBA U HE-
JIOCTaTKH.

[TpuHIMIBI TOCTPOEHUS cUCTEMBI oOectieueHus 0ezonacHoctu nH(Gopmaruu B AC.
[ToHsiTHE TULIEH3UH U TULIEH3UPOBaHUs. BUbl fesTenbHOCTH B 00J1aCTH 3aIlUThl HH(OpMa-
UM, TIOJUIeXKAIUX JULeH3upoBaHui0. CepTruduKanus cpeicTB 3aluThl HHPOPMALIUHU U aT-
TecTalus 00beKTOB HH(OPMATU3ALINH.

HopmaTuBHO-ITpaBOBbIE€ aKThl B 00JIACTH 3alIUThl MH(YOPMAIIMK OT HECAHKIIMOHUPOBAHHOTO
noctyna. Kiacchl 3aiuThl CpeICTB BEIYUCIUTENbHON TeXHUKH, AC, ME@KCETEBBIX SKPAHOB.
HenexnapupoBanusie Bo3MOXHOCTH. Kitaccugukarys mporpaMMHOT0 00ecrieueHus 1o
YPOBHIO KOHTPOJISI OTCYTCTBHUS B HEM HeJIeKJIapUPOBAaHHBIX BO3MOKHOCTEH.
OpraHu3anroHHas CTPYKTypa cucteMsl obecriedenus 6e3onacHoctd AC. IHCTUTYT OTBeT-
CTBEHHBIX 3a o0ecrnieueHre HHPOpMaIMOHHOHN Oe3onacHocTH. BiusHue Ha 6e30macHOCTh
UT pasubix cyobekToB opranuzamuu Ub.

[lenm permameHTanuu ASHCTBUN TTOJIB30BaTENeH u oocmyxuBatomero nepconana AC. Co-
cTaBisone 3pGeKTUBHOrO GYHKIMOHUPOBAHUS cucTeMbl Oezonacnoctu UT.

[TonuTuka 6e3omacHocTH opranu3auuu B odnactu UT, e€ nenp, ycnoBust ocyliecTBIeHUS U
npobsieMbl. YpoBHH 3periocTH (B chepe obecnieuenus Ub.

O0s13aHHOCTH TTOJIB30BATENIEH U OTBETCTBEHHBIX 3a obecnieuenre b B moapazneneHusx.
[Tpobnema yenoBeyeckoro pakropa.

[Topsimok paGoTHI ¢ HOCUTENIAMH KJII0UeBON MHGOpMaIK. SIBHasI 1 HEsIBHAS. KOMITPOMETa-
U KITIOYUEH.

PernamenTanus npaBui mapojibHOM U aHTUBUPYCHOW 3aIIUTHI, TOPS KA AOMYycKa K paboTe u
U3MEHEeHMS TOJTHOMOYHH nosnp3oBateneit AC, mopsiika u3MeHeHUs KOH(PUrypaluy arnra-
paTHO-TIporpaMMHBbIX cpenctB AC.
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OcHOBHBIE MEXaHU3MBI 3AIIUTHI aBTOMATH3UpoBaHHbIX cucteM oT HC/I. ayrenTudukammm.
Pasrpannuenue nocryna.

Kpunrorpaduueckre MeToap! 3aIMThl HHPOPMALUHU. DIEKTPOHHAS HUPPOBAS MTOITUCH.
Peanmuzamus DI, [TpuHIUmel KOMOMHUPOBAHHOTO MU(POBAHHMS.

JloBepue K OTKpeITOMY KiTtouy U ippoBeie ceprudukarel. CucremMa oOHapyKEeHHUS aTak.
3amyra nepuMeTpa KOMIbIOTEPHBIX CETEH U yIpaBIeHUE MEXaHU3MaMHU 3allUThI.
AmnmapaTHO-TIporpaMMHBbIe cpesicTBa 3amuThl HHPpopmanuu ot HCJI. Buael 6nomerpuue-
CKOM MAEHTU(UKALMH, TPEUMYILECTBA U HETOCTATKH.

[Tpumenenue mratHbix U ponoaauTensHbix C3U HC/.

YpoBHM HH(POPMALIMOHHON HH(PACTPYKTYpBl KOPIIOPATUBHOM ceTH. Y I3BUMOCTH U UX
knaccuukanus. Knaccudukanus atak.

3amura nepumMeTpa KOprnopaTUBHON CeTU. YTPo3bl, CBSI3aHHbIE C IEPUMETPOM KOPIIOPATHUB-
HOM ceTu. CoCTaBIAIONIUE 3AIUTHI IEPUMETPA.

VYrpaBieHue y13BUMOCTAMU. APXUTEKTYpa CUCTEM YIIpaBIeHUs ys13BUMOCTAMU. OCOOEeHHO-
CTH CETEBbIX ar€HTOB CKaHUPOBAHMSL.

CpencTBa aHan3a 3alMIIEHHOCTH CUCTEMHOTO YPOBHA. MOHUTOPUHT cOOBITHI Oe30macHo-
CTH.

Cucremsl o6HapyxeHus atak. Knaccudukanus cucreM oOHapyKeHuUs aTak.

Konuenmus noctpoeHus BUpTyalibHbIX YacTHbIX ceTeil — VPN.

BapuanTbl HOCTpOeHNs BUPTYaJIbHBIX 3aLIUIIEHHBIX KAaHAJIOB.

CpenctBa obecnieuenust 6e3omacHoctu VPN.

VPN-perenus u1st moctpoeHus 3amuinéHubix ceteid. Kimaccudukanus cereit VPN. Kpure-
puH Kiaccudukanum.

OcHoBHble BapuaHThl apxUTeKTypbl VPN. JlocTonHcTBa npuMeHeHus TexHosoruii VPN.
[TpoToxosbl popMHupoBaHUS 3AIUIEHHBIX KAHAIOB HAa KAHAJIbHOM YPOBHE

[TpoTokoubl popMupoBaHUS 3aIUIIEHHBIX KAHATIOB HA CEAHCOBOM YPOBHE

3amuTa 6eCrpoOBOIHBIX CETEH

ApxutekTypa cpeacts 6e3omnacHocTH [PSec

3amura rnepegaBaeMbIX TAHHBIX ¢ MTOMOIIBIO TpoTokoioB AH u ESP

IIporokon ynpasinenus kpunroxiaoyamu IKE

Ocobennoctu peanu3zanuu cpeacts [PSec

3amurTa BeO-opTaaoB OT HH(POPMAIIMOHHBIX aTaK.

6. YueOHO-MeTOANYecKOe U HH(OpMaLIHOHHOE o0ecTieYeHre I CIMIIJIMHbI

6.1.

CHHCOK HCTOYHUKOB U JINTCPATyPhI

Uctounuku

OcHOBHbIE

1. PykoBoasmuii TOKYMEHT. 3amuTa OT HECAHKIMOHWPOBAHHOTO JOCTyma K HWHGOpPMAIIUH.
TepMmuHbl U onpeAeNieHus. Y TBEpKAEHO penieHueM mnpeacenarens ['ocrexkomuccun Poccun
or 30 wmapra 1992 1. [DnextpoHHbi pecypc] : Pexum  goctryna
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-
normativnye-dokumenty/386-rukovodyashchij-dokument-reshenie-predsedatelya-
gostekhkomissii-rossii-ot-30-marta-1992-g3, cBoO6o1HbIH. — 3arJ1. ¢ 3KpaHa.

. PykoBogsanmii JOKyMEHT. ABTOMaTU3UPOBAHHBIE CHCTEMBI. 3allIUTa OT HECAHKIIMOHUPOBAH-
HOro Aoctymna K uHpopmanuu. Kinaccudukamms aBToOMaTU3MpOBAaHHBIX CUCTEM M TPEOOBAHUS
1o 3ammure uHGOpMaIui. Y TBEPXKACHO pelieHneM npencenatens ['ocyaapcTBEeHHON TeXHU-
yeckoit komuccuu npu IIpesunente Poccuiickoit @enepaunn ot 30 mapra 1992 r. [Dnek-
TpoHHBIH pecypc] : Pexum gocryma : https://fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/384-rukovodyashchij-
dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-g, cBoboaHbIi. —
3ari. ¢ ’3KpaHa.
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3. PykoBomsmmii qokymeHT. CpeAcTBa BRIYMCIUTEIHLHOM TEXHUKU. 3allUTa OT HECAHKITHOHUPO-
BaHHOTO JocTyna K uHdopmamuu. [Tokazarenu 3amuimEHHOCTH OT HECAHKIIMOHUPOBAHHOTO
noctyna K nHGopMauu. Y TBEPKICHO pelieHneM npejacenatens ['ocyapcTBEHHOM TeXHUYE-
ckoit komuccuu nipu Ilpesuaente Poccuiickoit @enepannu ot 30 mapra 1992 r. [DnekrpoH-
HBIH  pecypc] : Pexmm  gocryma @ https://fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/385-rukovodyashchij-
dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-g2, cBo6oxHbIH. —
3arii. ¢ ’KpaHa.

4. PykoBojsiuii TokyMeHT. Cpe/IcTBa BBIYMCIUTEIBHOM TEXHUKU. MexKCceTeBbIe IKpaHbl 3alu-
Ta OT HECAaHKIIMOHUPOBAHHOIO A0CTymna K nHpopmanuu. [lokazaTenu 3amuiméHHOCTH OT He-
CaHKIMOHUPOBAHHOTO JOCTYyMa K MHPOpMaIMu. Y TBEPKIEHO pemeHueM npeacenarens ['oc-
yAApCTBEHHON TexHuuyeckol komuccuu npu Ilpesupente Poccuiickoit depepanuu ot 25
utonst 1997 r. [DnexrpoHHbIi pecype] : Pexxum moctyma : https:/fstec.ru/tekhnicheskaya-
zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/383-
rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-25-iyulya-1997-
g, CBOOOAHBIN. — 3ari. ¢ 3KpaHa.

5. ®enepanpublii 3akoH «O0 MHPOpPMaUU, HHPOPMALMOHHBIX TEXHOJOTUAX W O 3aAIIUTE HWH-
dopmaruu» ot 27.07.2006 N 149-03. [DnektpoHHbli pecypc] : Pexum pgocryma :
http://www.consultant.ru/document/cons_doc_LAW_ 61798/, cBo6oanbIii. — 3ari1. ¢ s3KpaHa.

JlonoJHuTENbHBIE
1. Vronosusiii koaekc Poccuiickoit @enepanuu ot 13.06.1996 Ne 63-D3. [DnekTpoHHBIH pe-
cypc] : Pexxum nocryma : http://www.consultant.ru/document/cons_doc  LAW 10699/, cBo-
00HBII. — 3ary. ¢ FKpaHa.
Jluteparypa
OcHoBHas
Epoxun, B. B. be3onacHocTh nHopMannoHHbIX cucTeM : yueOHoe nocodue / B. B. Epo-
xuH, [1. A. IToronsimea, . I'. Crenuenko. — 3-e u3f., crep. — Mocksa : ®JIMHTA, 2016. —
184 c. - ISBN 978-5-9765-1904-6. - Tekct : anekrponnsiid. - URL:
https://znanium.com/catalog/product/1140600
I'munckas, E. B. Undopmannonnas 6e3onacHocTh KOHCTpYKIuit OBM u cucrem: Yueob-
Hoe nocobue/I' muackasE.B., UnuBapuuH.B. - Mocksa : HUL[ UH®PA-M, 2016. - 118 c. (Bsic-
niee oopazoBanue: bakanaspuar) ISBN 978-5-16-010961-9. - Tekct : anekTponHbii. - URL:
https://znanium.com/catalog/product/507334

JlonosHUTENbHAS

1. Mooenv napywumens paB JOCTyIIa B aBTOMaTU3UPOBAHHOH cucteme [[IporpammHbIe TIpO-
OyKThl W cuctembl, Ne2 (98), 2012, crtp. -] - Tekcr : osnekrponnsni. - URL:
https://new.znanium.com/catalog/product/470655

6.2. [lepeuens pecypcoB nHGOPMAIIMOHHO-TEIEKOMMYHHKAITMOHHOM ceTu « THTepHET».

1. OXPAHA. ru. Poccuiickoe CMU o Ge3onacHOCTH. [ DieKTpoHHBIH pecypc] : Pexxum moctyma :
https://oxpaha.ru/, ceo6oaHbI. — 3ari. ¢ 9KpaHa.

2. Sec.ru. TTopran mo GezomacHocTH. [DnekTpoHHBIH pecype] : Peskum mocryma : http://sec.ru/,
HEeoOX0MMa perucTparys. — 3ari. ¢ 9KpaHa.

3. Bank nmaHHBIX yrpo3 Oe3zomacHocTu uHpopMarmu. [DnekTponnsiit pecype] / ®CTIK Poccun,
OAY «'HUUU NIT3U ®CTIK Poccumn» — Pesxum nocryna : http://sec.ru/, ceodbonnsrit. — 3ari.
C 9KpaHa.

6.3. Ilepeuens bJ{ u UCC

Neri/n HaumenoBanue

MexnyHapoanbie pedepaTuBHbIC HayKkoMmeTpuaeckue bJl, 1ocTyIHbIe B paMKax
HaloHaJILHOU mmoanucku B 2017 1.
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Web of Science
Scopus

[Tpodeccuonanbubie moTHOTEKCTOBBIC B/I, JOCTYITHBIE B paMKax HaIlMOHAIbHON
noamucku B 2017 1.

XKypuansr Oxford University Press

ProQuest Dissertation & Theses Global

SAGE Journals

XKypnaner Taylor and Francis

KomnbroTepHble cipaBOYHbIE TPABOBBIE CUCTEMBI
Koncynsrant Ilmtoc,
l'apanTt

7. MaTepuajibHO-TEXHHYECKOe 00ecredeHne T CIHTIITHHbI

I[J'ISI MaTCpraJIbHO-TEXHUYCCKOT'O O6€CH€‘I€HI/I$I JUCHUITIINHBI HCO6XOIII/IMO:
1) Ay ICKIMOHHBIX 3aHATHH — JIEKIMOHHBIN KJIaCcC C BHICOMPOCKTOPOM M KOMIIBIOTEPOM, Ha
KOTOPOM JIOJKHO OBITh ycTaHoBIeHO cienyroriee [10:

Nen/m Haumenosanue 110 [IpousBoaurenn Crioco6 pacmpocTtpane-
HU

1 Microsoft Office 2010 Microsoft JIMLIEH3UOHHOE

2 Windows 10 Pro Microsoft JIMLIEH3UOHHOE

3 Kaspersky Endpoint Security Kaspersky JIMIICH3UOHHOE

2) UTs TIPAKTHYCCKUX 3aHATHHA — KOMITBIOTEPHBIN Kiacc, 000pyI0BaHHbBIH COBPEMEHHBIMHU TIEp-
COHAJIbHBIMH KOMIIBIOTECpAMHU JIS KaXXJ0ro CTyACHTA. Ha KOMITBIOTEPE JOJIKHBI OBITH YCTaHOB-
neHo caexyroniee [10:

Neri/mt Haumenoanue [10 [TpousBoauTenn Crnioco6 pacmipoctpane-
HUs

1 Microsoft Office 2010 Microsoft JIMIIEH3MOHHOE

2 Windows 10 Pro Microsoft JIMIEH3UOHHOE

3 Kaspersky Endpoint Security Kaspersky JIMIIEH3UOHHOE

4 Cisco Packet Tracer v.7.2 Cisco Systems CBOOOTHOE

8. O0ecneuenne 00pa3oBaTeJBLHOI0 Mpolecca AJsi JUIl ¢ OTPAHMYEHHBIMU BO3MOYKHO-
CTSIMH 3/10POBbSI H HHBAJU/I0OB

B xoze peanuzanuu IUCHMIUIMHBI UCIIOJIB3YIOTCS CIAEAYIOLIME JONOJIHUTEIBHBIE METOIBI
00y4eHUs1, TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH M IIPOMEXKYTOYHOM aTTECTAIIMK 00YUYaIOIIUXCS B
3aBUCHUMOCTH OT UX UHIUBUAYATHHBIX OCOOCHHOCTEH:

® IS CJICIIBIX U CIIa0OBUIAIINX:

— JIeKUuH oOPMIISIOTCS. B BUJE DJEKTPOHHOTO JOKYMEHTA, JIOCTYITHOTO C MOMOIIBIO KOM-
NBIOTEPA CO CINENUATN3UPOBAHHBIM MPOTPAMMHBIM 00€CTIEUEHUEM;

— IMCbMEHHBIE 33JaHMSI BBINOJHAIOTCA HA KOMIBIOTEPE CO CIEHUAIM3UPOBAHHBIM IIPO-
IPaMMHBIM 00€CTIieYeHUEM, UITH MOTYT OBITh 3aMEHEHBI YCTHBIM OTBETOM;

— o0ecniedrBaeTcs MHANBUAYyAIbHOE paBHOMEpPHOE ocBeleHne He MmeHee 300 Jrokc;

— 17 BBIMOJHEHMs] 3a/aHus MpPU HEOOXOJMMOCTHU MPENOCTABIAETCS YyBEJIWYHUBAIOLIEe
YCTPOMCTBO; BO3MOXHO TAaK)K€ MCIIOJIb30BaHNE COOCTBEHHBIX YBEIMYMBAIOIINUX YCTPOUCTB;

— MUCbMEHHBIE 3a/1aHUs 0POPMIISIOTCS YBEIMUEHHBIM HIPUPTOM;

—9K3aMeH U 3a4€T MPOBOJATCS B YCTHOH (pOpMe WMIIM BBIIOJHSIOTCS B MUCBMEHHOM (popme
Ha KOMIIBIOTEPE.

® Ui TIYXHX U CIa0O0CTBIIIAIIHX:
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— JIeKUUU OQOPMIISIOTCS B BHJIE JIEKTPOHHOI'O JOKYMEHTa, JHOO MPEIOCTaBIsSETCS 3BYKO-
YCUJIMBAIOILAs anmaparypa MHIUBUYaJIbHOIO IOJIb30BAHUS;

— MUChMEHHBIE 3a/IaHUS BBITIOIHAIOTCS HAa KOMIIBIOTEPE B MUCBMEHHOM (hopMe;

— 3K3aMeH M 3a4€T IIPOBOJATCS B MMCbMEHHOH (hopMe Ha KOMIIBIOTEPE; BO3MOXKHO IIPOBEJIe-
HUE B (hOpMe TeCTHPOBAHUSI.

e JUIs JIUL C HAPYILIEHUSIMH OINIOPHO-/IBUI'ATEIBHOTO alapaTra:

— JIeKUuU 0(POPMIISIOTCS B BUZE DJCKTPOHHOTO JOKYMEHTA, JOCTYITHOTO C MOMOIIBIO KOM-
IBIOTEPA CO CIEUAIN3UPOBAHHBIM IPOrPAMMHBIM 00€CIIEYEHUEM;

— IMCbMEHHBIC 33JaHMSI BBIINOJHAIOTCA HA KOMIIBIOTEPE CO CIELUAIM3UPOBAHHBIM IIPO-
IpPaMMHBIM 00€ecIIeYeHUEM;

—9K3aMeH U 3a4€T MPOBOJATCS B YCTHOH (pOpME WMIIM BBINOJHSIOTCA B MUCBMEHHOH (popme
Ha KOMIIBIOTEpE.

[Ipu HEOOXOIMMOCTH MpENyCMaTPUBAETCS YBEIMUEHUE BPEMEHH I [TOJrOTOBKH OTBETA.

IIponenypa  mpoBeaeHHs  HPOMEXYTOYHOM — arTectauuu Uil OOy4aroImuxcs
YCTaHABIMBACTCS C Y4YETOM WX HMHIUBHIYaJbHBIX TCUXO(PHU3MUECKUX OCOOCHHOCTEH.
[TpomexyTouHas aTTecTalysi MOKET IPOBOAUTHCS B HECKOJIBKO 3TAIIOB.

[Ipu nmpoBeneHun npouesypsl OLIEHUBAHUS PE3YIbTATOB OOYUYEHHS MpPEAyCMaTpUBAETCS
UCIIOJIb30BAaHME TEXHUYECKUX CpEICTB, HEOOXOAMMBIX B CBS3M C HMHIMBUAYAJIbHBIMU
OCOOEHHOCTSAMHU OO0Y4YaIOIIUXCsl. DTU CPEACTBa MOTYT OBITh IPENOCTABIEHbI YHUBEPCUTETOM,
WJIA MOT'YT HCITOJIb30BaThCSI COOCTBEHHBIE TEXHUYECKHE CPEACTBA.

[IpoBeneHre mpoueAypbl OLIEHUBAaHMUS  pE3yIbTaroB  OOydeHHUs  JIOIyCKaeTcs ¢
MCIIOJIb30BaHUEM JTUCTAHIIMOHHBIX 00pa30BaTEIbHBIX TEXHOJIOTUH.

ObecnieunBaeTcs 10CcTyn K MHGOPMALMOHHBIM M OHOIHOrpaduuecKkuM pecypcam B CETH
WuTepHer ans kaxaoro oOydaromnierocss B GopMax, aJalTUPOBAHHBIX K OFPAaHUYEHUSIM HUX 370-
POBbS U BOCHPUATHUS HHOOPMAIIIH:

e JUIS CIENbIX U CIa00BUIAIINX:

— B 11e4aTHOM (hopMe yBEITMUYEHHBIM HIPUPTOM;
— B (hopMe DJIEKTPOHHOT'O IOKYMEHTA;

— B opme ayauodaiina.

e JUIS TIIYXUX U CIa0OCTBIIIAIINX:

— B IIeYaTHOM opme;

— B (popMe 3IIEKTPOHHOTO IOKYMEHTA.

e Ul 00yYaroIMXCs C HApYIIEHUSIMU OITOPHO-/IBUTaTENILHOTO anmapara:
— B IIeYaTHOM opme;

— B (popMe >IIEKTPOHHOTO IOKYMEHTA;

— B ¢popMme ayauodaiina.

VYyeOHble ayAUTOPUH Ul BCEX BUAOB KOHTAKTHOW M CaMOCTOSATENbHOM padoThl, Hay4dHas
O0uOIMoTEeKa W MHBbIE NOMEUICHUs NIl O0y4YeHHs] OCHAIIEHbI ClelHaIbHbIM 000pyIOBaHUEM U
y4eOHBIMH MECTaMHU C TEXHUYECKHUMHU CPEICTBAMU O0YUEHUS:

e JUIS CIENbIX U cIa00BUIAIINX:

— YCTPOMCTBOM JJI CKaHMpOoBaHUs U ureHus ¢ kamepoid SARA CE;

— muctuieem bpaits PAC Mate 20;

— npunTtepoM bpaitng EmBraille ViewPlus;

® JUIS TIYXHX U CIa0O0CTBIIIAITHX:

— aBTOMaTHU3UPOBAHHBIM pabOUYUM MECTOM JUIA JIIOJIEH ¢ HapylIeHHEeM cliyxa U Cl1a0oCibl-
HIALTHX;

— aKyCTHUYECKUH YCHIIUTENb U KOJIOHKHU;

e Ui o0yYaroIuXcs ¢ HApYIICHUSIMU OIIOPHO-ABUraTeIbHOIO anmapara:
— MepeBUKHBIMU, PETYIUPYEMBbIMU 3proHoMudeckumu napramu CHU-1;
— KOMITBIOTEPHOM TEXHUKOM CO CIEIMATIBLHBIM MPOrPAMMHBIM 00€CIIeUeHUEM.

9. MeroauvecKkue MaTepuaJibl
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9.1. Ilnanbl NPaKTUYECKUX 3aHATUN — IpoBepKa chopmupoBaHHOCTH KomreTeHuui — [TK-13,
I1CK-2.2

Tembl yueOHON TUCIUIUIMHBI TIPEyCMAaTPUBAIOT MIPOBEICHUE MTPAKTUICCKIX 3aHATHIA, KOTOPHIE

CIIy’KaT Kak IeJIIM TEKYILIEro U MPOMEKYTOYHOI'0 KOHTPOJISI 3a MOATOTOBKON CTYIEHTOB, TaK U

[EJSIM TIOJIYYCHUSI TMPAKTUYECKUX HABBIKOB MPHUMEHEHHUS METOJOB BBIPAOOTKU pELICHHM, 3a-

KpEIUICHUS M3y4YEeHHOro MaTepuana, pa3BUTHUs YMEHUM, IPUOOpPETEeHUs! OMbITa PElIeHUs KOH-

KPETHBIX MPOoOJIeM, BEICHUs TUCKYCCUM, apTyMEHTAIllMU U 3allUThl BRIOpaHHOTO pemieHus. [lo-

MOIIb B 3TOM OKa3bIBAIOT 3a/IaHUs JJIsl TaOOPAaTOPHBIX PadoOT, BhIJaBaeMbIe MpEIogaBaTeieM Ha

KaXJIOM 3aHSATHUH.

Leabio MpakTUYECKUX 3aHATUHN SIBISETCS 3aKpEIUIeHHE TEOPETUUECKOr0 MaTepuana u mpuoope-

TEHHE MPAKTUYECKHX HABBIKOB PabOTHI C COOTBETCTBYIOIIUM O0OPYIOBaHHEM, MPOTPAMMHBIM

o0ecrieueHreM U HOPMATUBHBIMU ITPABOBBIMH JIOKYMEHTAMHU.

TemaTHKa MPAKTUYCCKHUX 3aHATHH COOTBETCTBYET MPOTPAMME JTUCITUTIIIHEI.

Ilpakmuueckoe 3auamue 1 (2 u.) — nposepka chopmuposannocmu komnemenyuit — INK-13,

IICK-2.2

3agaHus:

1. Pa3zpaborarh aisi TPEUIONKEHHOW (DUPMBI BUABI OPTaHW3AIMOHHBIX W OpPraHU3aI[MOHHO-
TEXHUUYECKUX MEPOIPUATHI MO CO3JaHUI0 U oOecredeHro (HYHKIMOHUPOBAHUS KOMILJIEKC-
HOW CHCTEMBI 3aILUTHI.

VYka3aHusl 110 BBIIOJIHEHUIO 3a/IaHUM:

1. V3yuuTh TCOPETHUECKHUE MATEPUAITBI.

2. IlpenogaBarens BBIIAET KAXKIOMY MepeueHb 00BEKTOB aBTOMAaTU3UPOBAHHON CHCTEMBI,
CTPYKTYpY U IITAT OpraHU3aIUH.

Cnucok nuTepaTypsbl:

Epoxun, B. B. be3onacHocTh nHopMannoHHbIX cucTeM : yuebHoe nocodue / B. B. Epo-
xuH, [1. A. [Toronsimesa, . I'. Crenuenko. — 3-e u3f., crep. — Mocksa : ®JIMHTA, 2016. —
184 c. - ISBN 978-5-9765-1904-6. - Tekct : anekrponnsiid. - URL:
https://znanium.com/catalog/product/1140600

I'munckas, E. B. Undopmannonnas 6e3onacHocTh KOHCTpYKIuit OBM u cucrem: Yueo6-
Hoe nocobue/I muackasE.B., UnuBapuuH.B. - Mocksa : HUL[ UH®PA-M, 2016. - 118 c. (Bsic-
niee oopazoBanue: bakanaspuar) ISBN 978-5-16-010961-9. - Tekct : anekTponHbii. - URL:
https://znanium.com/catalog/product/507334

MarepuanbHO-TEXHHYECKOE 00eCTIeUeHHEe 3aHTHSL:
1. KommbroTepsl 10 KonuecTBy o0y4aroruxcs ¢ passépuyroit OC Microsoft Office 2010,
Windows 10 Pro

Ilpakmuueckoe 3anamue 2 (2 u.) — nposepka cghopmuposannocmu komnemenyuit — I1K-13,

IICK-2.2

3agaHus:

1. CocTaBUTh MaTpUILy pa3JIeIeHUs TOCTYIa K pecypcam IS IPEUI0KEHHON (DUPMEL.

2. BBINOTHUTH MaHJIATHOE pa3rpaHUYCHUE JOCTYIA K PECYpPCaM.

3. BeIOpaTs MOenh pa3rpaHUYEHUS TOCTYTIA.

YkazaHus 1O BHIMOJIHEHUIO 3aJaHUMN:

1. TIpemomaBatenb BBIIAET KAXKAOMY TIepedeHb 00bEKTOB aBTOMATU3UPOBAHHON CHCTEMBI,
CTPYKTYpY U IITAT OpraHU3aIUH.

Cnucok mrepaTypsl:

1. Epoxumn, B. B. be3onacHocTs HHPOpMAIIMOHHBIX cucTeM : yueOHoe nocobue / B. B. Epo-

xuH, JI. A. Iloronsmmesa, U. I'. Cremuenko. — 3-e u31., crep. — Mocksa : ®JIMHTA, 2016. —

184 c¢. - ISBN 978-5-9765-1904-6. - Tekcr : osnekrponned. -  URL:

https://znanium.com/catalog/product/1140600

2. I'munckas, E. B. Madopmannonnas 6e3onacHOCTh KOHCTpYKIuii 9BM u cucrem: Yueo6-

Hoe nocooue/I'muackasE.B., UnusapuaH.B. - Mocksa : HUI] UHD®PA-M, 2016. - 118 c. (Bsic-


https://znanium.com/catalog/product/1140600
https://znanium.com/catalog/product/1140600

19

mee obpazoBanue: bakamaBpuar) ISBN 978-5-16-010961-9. - Tekcr : anekrponssiii. - URL:

https://znanium.com/catalog/product/507334

3. Pykogoosuyuii 0okymenm. ABTOMATH3UPOBAHHBIC CHCTEMBI. 3aIllUTa OT HECAHKIIMOHUPOBAH-
HOro goctymna K uapopmanuu. Kinaccudukanus aBToMaTu3upoBaHHBIX CUCTEM M TPEOOBaHUS
1o 3amuTe HH(pOpMauu. YTBEpKACHO pelIeHneM npezacenareis ['ocyaapcTBeHHON TeXHU-
yeckoil komuccuu npu Ilpesumnente Poccuiickoit @eneparuu ot 30 mapra 1992 r. [Onek-
TpoHHBI pecypc] : Pexum goctyma :  https://fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/384-rukovodyashchij-
dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-g, cBoboaHbIiH. —
3arii. ¢ sKpaHa.

MarepuanbHO-TEXHUUECKOE 00eCTIeYeHUE 3aHATHSL:

1. KoMmmbroTepsl 1o KomuyecTBy odyuaronmxcs ¢ passépuyroit OC Microsoft Office 2010,
Windows 10 Pro.

Ilpakmuueckoe 3anamue 3 (2 u.) — nposepka chopmuposannocmu komnemenyuii — I1K-13,

IICK-2.2

3ajanus:

1. Pa3pabotarh cucreMy 3alllUThl IEPUMETPA CETU OpraHU3aLUU.

2. CrpoeKkTHpOBaTh IEMUIUTAPU30BAHHYIO 30HY C YKa3aHueM 000pyI0BaHUs BHIHECEHHOTO B
JAM3.

VYka3aHusl 110 BBIIOJIHEHUIO 3a/IaHUM:

1. IIpenogaBatenb BBIIAET KaXKIOMY IepedeHb 00bEKTOB aBTOMATU3UPOBAHHON CHCTEMBI,
CTPYKTYpY U LITAT OpraHU3all1u.

Cnucoxk nureparypsl:

Epoxun, B. B. bezonacHocTs HHQOpMaIIMOHHBIX cucTeM : yueOHoe nocobue / B. B. Epo-
xuH, [1. A. [Toronsimea, . I'. Cremuenko. — 3-e u3g., crep. — Mocksa : ®JIMHTA, 2016. —
184 c. - ISBN 978-5-9765-1904-6. - TekcT : anekrponHsIid. - URL:
https://znanium.com/catalog/product/1140600

I'munckas, E. B. Uadopmanmonnas 6e3onacHocTs KOHCTpYKLuit 9BM u cucrem: Yue6-
Hoe nocooue/l munckasE.B., UnuapunH.B. - Mocksa : HUL] UHOPA-M, 2016. - 118 c. (Bsic-
niee oopazoBanue: bakanaspuat) ISBN 978-5-16-010961-9. - Tekcr : snexTpoHHsIil. - URL:
https://znanium.com/catalog/product/507334

MarepuanbHO-TEXHHUECKOE 00eCTIeYeHNE 3aHATHS:

1. KomnbroTeps! o konuuecTBy oOydaromuxcs ¢ pazsépuyroit OC Microsoft Office 2010,
Windows 10 Pro..

Ilpakmuueckoe 3anamue 4 (2 u.) — nposepka cghopmuposannocmu komnemenyuit — INK-13,

IICK-2.2

Samanus:

1. Pa3zpaborars cucremy VPN s opranusanuu.

VYka3zaHus 1Mo BBINOJHEHUIO 3aJaHUI:

1. TIpenonaBarenp BBIIAET KaXA0MY IlepeueHb 00bEKTOB aBTOMATU3UPOBAHHON CHCTEMBI,
CTPYKTYpY U LITaT OpraHU3aliu.

Cnucok nureparypsl:

1. Komnnexcnas sawuma wHbOpPMAIIUU B KOPIOPATUBHBIX CHUCTeMax : y4eb. mocobue / B.D.
[Mauerun. — M. : U] «®OPYM» : UHOPA-M, 2017. — 592 c. — (Bsicmiee oOpa3zoBaHue:
bakanaspwuar). - Pexxum goctyna: http://znanium.com/catalog/product/546679

2. llanveun B.®. 3amura koMnbloTepHOW MHPOpMaruu. DPQPeKTUBHbIE METOABI M CPEACTBA
[DnexTponnslit pecypc] / B. @. lllanprun. - M.: IMK Ilpecc, 2010. - 544 c.: un. - ISBN 978-
5-94074-518-1. - Pexxum poctyna: http://znanium.com/catalog/product/408107

MatepuanbHO-TEXHUYECKOE 00eCIIeYeHUE 3aHSTHS:

1. Komnsioteps ¢ BeixogoM B uHTepHET ¢ OC Microsoft Office 2010, Windows 10 Pro.

Ilpakmuueckoe 3anamue 5 (4 4.) — nposepka cihopmuposannocmu Komnemenuuit — INK-13,
IICK-2.2


https://znanium.com/catalog/product/1140600
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3agaHus:

1. Chopmuposars B cumyisstope Cisco Packet Tracer mo 3agaHHO# TOMOIOTHH CETh (3a1aTh
ajJipeca y3JI0B ILUII030B)

2. Co3pnath 6e3omacHbIi yaanéHubeid goctyn (SSH) k ykazanHomy y3iy.

3. N3yunTh NpoxoxkIeHHe NaKeToB, OQHOPMUTH OTUET.

4. OTBEeTUTH Ha KOHTPOJIbHBIE BOMPOCHI

Yka3aHus 10 BBINOJHEHUIO 3aJaHUM:

1. 3y4uTh TEOPETUUYECKHUI MaTepual 1o TeMe.

2. IlpenogaBarenb BbIIAET KAKIOMY CTYACHTY aJpecHOE IPOCTPaHCTBO ceTH kiacca C.

Cnucok nureparypsbi:

1. Komnnexcnasa 3awuma wHQOpPMAIMA B KOPIOPATHBHBIX cHcTeMax : ydeO. mocobue / B.D.
[Manprun. — M. : Ul «®OPYM» : UIHOPA-M, 2017. — 592 c. — (Bricmee oOpazoBanue:
bakanaBpuar). - Pexxum pocryma: http://znanium.com/catalog/product/546679

2. lllanveun B.®. 3amuTa KoMmblOTepHON HHQOpManuu. DPGEeKTUBHbIE METOABI U CPEACTBA
[Dnextponnslii pecypc] / B. @. lllanbrun. - M.: IMK Ilpecc, 2010. - 544 c.: un. - ISBN 978-
5-94074-518-1. - Pexxum noctyna: http://znanium.com/catalog/product/408107

MarepuanbHO-TEXHUUECKOE 00eCTIeYeHHE 3aHATHSL:

1. KomnsroTepsl 1o konuyecTBy oOydarouuxcs ¢ pa3sépuyroit OC Microsoft Office 2010,
Windows 10 Pro, Cisco Packet Tracer

Pe3ynbraTel npakTHyeckux 3agaHuii oOydaromuecs: opopMIsIoT B Buae oTu€ToB. OTUéT 0hopm-
nsiercst ¢ ucnoiabzoBanreMm [IKIT MS Office 2007 u Bbime U nepenaércst mpernogaBaTesIo 1o-
CPEICTBOM OTOBOPEHHOTO CIIOCO0a CBSI3U.
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Ilpunooicenue 1

AHHOTAIMS JUCHMILINHBI

Hucuunnuna «MupopmanonHas 0e30MacHOCTh aBTOMAaTH3UPOBAHHBIX CHUCTEM» pea-
nu3yercs Ha (akynpTere MHDOPMAIMOHHBIX CUCTEM M OE30MACHOCTH ISl CTYJIEHTOB 4-T0 Kyp-
ca, oOydJaronmxcsi Mo nporpamme OakanaBpuara 1o HampasiaeHuto noarotosku 10.03.01 Ha-
dbopmarmonnasi 6e30macHoCcTh (Mpodriib MOAroToBKH — No 2 OpraHu3anus U TEXHOJOTHS 3alllH-
ThI HH(OpMaIKu) Kadeapoit KOMIJICKCHOW 3aIUThl HH(POPMAIHH.

Lenp aucuuruimHbl: GopMupoBaHue 0a30BBIX 3HAHWN B oOsiacTu obecrieueHust nHPOP-
MAalMOHHON 0€30IacHOCTH aBTOMAaTHU3WPOBAHHBIX CHCTEM; HABBHIKOB OpPraHU3alMU PAaOOTHI 110
onieHKe 3(P(PEKTUBHOCTH CHUCTEM 0€30MacHOCTH, ONTHUMAJIbHOIO BbIOOpAa M MHTErpaluyd Mexa-
HHU3MOB 00ecrniedeHus1 HH(POPMAIIOHHOH O€30IacCHOCTH.

3amaun: pacCMOTpEeHHE MOHATUHHOTO Oa3zuca B o0nacTu obecriedeHuss WHGOPMAIHOH-
HOM 6€30MacHOCTH aBTOMAaTU3UPOBAHHBIX CUCTEM, KIIACCOB M THUIOBBIX MOJIENIel aBTOMaTHU3UPO-
BaHHBIX CHCTEM; MPUYUH HAPYIICHUSI OE30MACHOCTH CUCTEM, CYIIECTBO MPOOIEMbI 00ecTieueHHs
MH(GOPMALIMOHHON 0€30MacCHOCTH, KOHIENTYalIbHYI0 MOJENh Oe30MacHOCTH, (opMHUpOBaHUE
TpeboBaHuil K 6€30MacCHOCTH, OCHOBHBIE MEXaHU3MbI OOecTieueHns] MHPOPMaIlMOHHON Oe3omac-
HOCTU cHuCTeM; 0e30MacHbIi JOCTYN K MH(OPMALMOHHBIM pecypcam, (OpMUPOBAHUE JTIOBEPEH-
HBIX Cpel.

HI/ICHI/IHHI/IHa HaIlpaBJICHA Ha q)OpMI/IpOBaHI/IC (S (59187 :0)11175,€ KOMHCTCHHHﬁZ

. [1K-13 — crocoOHOCTh MPUHUMATh y4acTHe B (POPMHPOBAHUHU, OPTaHU30BBIBATH M TIOI-
JIEp’KUBATh BBIMIOJHEHHE KOMILIEKCa Mep MO 00ecrnedyeHrni0o MHPOPMAIMOHHON 0e301acHOCTH,
YIPABIATH IPOLECCOM UX PEATN3ALINH;

. [ICK-2.2 — cnocoGHOCTE (hOpMUPOBATH PEKOMEHIAIIUH IO ONTUMH3AINN (DYHKIIHOHAIb-
HOro Tmpoliecca 00beKkTa HH(pOpMaTH3allMd U pa3padaTbiBaTh KOMIUIEKC OPTraHMU3alMOHHO-
TEXHUUYECKHUX Mep Mo oOecredeHno NHPOPMAIMOHHON 0e30nacHOCTH 00BEKTa 3alIUThI, C OCY-
IIECTBJIEHUEM €r0 TEXHUKO-I)KOHOMHUYECKOTO0 000CHOBAHHS.

B pe3ynbraTe 0cBOEHUS NUCHUIUIMHBI 00 YyYaOLIUICS TOJKEH:

3HaTh METOJIOJIOTMYECKHUE M TEXHOJOTHYECKHE OCHOBBI KOMILIEKCHOTO OOecredeHus
6e3zonacHoct AC; yrpo3sl U MeTonbl HapymieHus OezomacHoctu AC; GopmanbHbie MOJIENH,
JeKaniue B OCHOBe cucTeM 3ammuThl AC; crangapThl mo oreHke 3amuménnoctu AC 1 ux Teope-
TUYCCKHUE OCHOBBI; METOJbI U CPCACTBA pCaln3aluu, 3aHH/II_HéHHBIX AC, METOJBI U CPEACTBA BC-
pudUKaluy U aHaTu3a HAAEKHOCTH, 3amImEHHBIX AC.

Ymets npoBoauThk aHanu3 AC ¢ TOYKU 3peHust oOecrieueHus KOMIbIOTEpHOHN Oe3omac-
HOCTH; pa3pabaThIBaTh MOJEIU U MOJUTHKY O€30MaCHOCTH, HMCIIOJIB3Ysl U3BECTHBIE MOAXOJIBI,
METOJBbI, CPEACTBA U UX TCOPETUUYCCKUC OCHOBBI; IPUMECHATh CTAaHAAPTHI 110 OLCHKE SaHII/IHIéH-
HocTu AC mpu aHanu3e cucteM 3amuThl HHpopMaruu B AC; peann30BbIBaTh CUCTEMBI 3aLUThHI
uHpopmanuu B AC B COOTBETCTBUH CO CTaHAAPTAMU MO olLleHKe 3aiuinéHHoctd AC.

Brnanets HaBeikamu paboTsl ¢ AC pacnpeiei€HHBIX BBIYUCIEHUN U 00paboTKu HHpOp-
MallM{; HaBbIKaMU paboThl ¢ AokyMeHTanuei AC; npuéMaMu NCIOIb30BAHUS KPUTEPUEB OLICH-
k1 3ammiénHocT AC; npuémaMu nocTpoeHus: GopMalbHBIX MOJENEH CUCTEM 3alllUThl HHOP-
MaIuy.

[To nucnumnnHe MperycMOTpEeHa MPOMEXKYTOUHas aTTecTalus B popme 3auéra.

Oo6mas TpyA0EMKOCTh OCBOSHUS TUCIUTUIMHBI COCTABISIET 2 3a4ETHBIX MHUIIBL.
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JIUCT UBMEHEHUM

Ipunoowcenue 2

Ne | Teker akryanuzauuu win npuinaraeMbii Kk PIIJ[ nokymeHT, Hara Ne mporo-
COJICP KA N3MEHEHHSI KoJIa
1 | Obnosren cocmag npoepammnozo obecnevenus (110), co- 29.06.2017 e. 10
8pemeHHbIX npogeccuonanrvuvix 6as oannvix (bB/]) u un-
Gopmayuonno-cnpasounwvle cucmem (MCC)
2 | ObHosnen cocmas npoepammnozo obecnevenus (110), co- 26.06.2018 e. 11
8peMeHHbIX npogheccuonanrbhulx 6a3 oannvix (b)) u un-
Gopmayuonno-cnpasounvle cucmem (MCC)
3 | Obrnosnena ochosnas u 0ONOIHUMENbHASL AUMEPAMYPA 29.08.2019 .. 1
4 | ObHosnen cocmas npoepammuozo obecnevenus (I10), co- 29.08.2019 2. 1
8peMeHHbIX npogheccuonanrbhulx 6a3 oannvix (b)) u un-
Gopmayuonno-cnpasounwvle cucmem (MCC)
5 | Obnosnena cmpyxmypa oucyuniunsl (Mo0ys) 05l O4HOU 23.06.2020 2 14
Gopmvl 0oyuenus (2020 2.)
6 | Obnosnena ocnosnas u donoanumenvHas AuMepamypa 23.06.2020 2 14
7 | Obnoesnen pazoen n.4 ObpazosamenbHvle MEXHOI02UU 23.06.2020 2 14
8 | Obnosnen cocmas npocpammnozo obecneuenus (110), co- 23.06.2020 2 14
8pemeHHbIX npogeccuonanrvuvix 6az oannvix (bB/]) u un-
popmayuonno-cnpagoynvle cucmem (MCC)
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[Ipunoxenue 1
K JIUCTY U3MEHEHUI

1. CocraB nporpammuoro oboecnedenus (I10), coBpeMeHHbIX NPo(ecCHOHATIBLHBIX 0a3 1aH-

HbIX (b/1) 1 undpopmaunonno-cnpaBounsnie cucrem (MCC) (2017 r.)

Ilepeuens 11O
Tabauya 1
Neri/mm Haumenosanue [10 [IpousBoaurens Crnioco6 pacnpocTpaHeHus
(ruyenszuonnoe unu c60600-
HO pacnpocmparsiemoe)
1 MicrosoftOffice 2013 Microsoft JIALIEH3UOHHOE
2 Windows XP Microsoft JIMIIEH3UOHHOE
3 KasperskyEndpointSecurity Kaspersky JIMIIEH3UOHHOE
4 OC «AnbsT O6pazoBanue» 8 00O «bazanbt JUIEH3UOHHOE
CIIO
Hepeyens B/l u UCC
Tabnuya 2
Neri/it HaumeHnoBanue

Mexnynaponnslie pedeparuBablie HaykomeTpudeckue bJl, moctymnHble B paMkax
HAIMOHAJILHOM noamucku B 2017 T.

Web of Science

Scopus

HpO(i)eCCI/IOHaJ'IBHBIe INOJIHOTCKCTOBBIC BI[, AOCTYIIHBIC B paMKax HaI_II/IOHaJ'IBHOI\/'I
rmoamucku B 2017 1.
XKypuaner Oxford University Press

KomnbroTepHble cipaBOYHbIE PABOBBIE CUCTEMBI
Koncynprant [Lmtoc,
I'apanT

CocraBurensb: K.T.H. [[.A. Muttommx
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[Tpunoxenue 2
K JINCTY U3MEHEHUI

2.CocraB nporpammuoro ooecneyenus (I10), coBpemeHHbIX MpodeccHOHAIBHBIX 0a3 1aH-
HbIX (b/1) 1 undpopmaunonno-cnpaBounsnie cucrem (MCC) (2018 r.)

1. Ilepeuens I1O

Tabnuya 1
Nent Haumenosanue [10 [IpousBogutens | Croco0 pacnpocTpaHeHUs
/i (ruyensuonnoe unu c60600-

HO pacnpocmpamsiemoe)
1 Adobe Master Collection CS4 Adobe JIMICH3UOHHOE
2 Microsoft Office 2010 Microsoft JIALIEH3UOHHOE
3 Windows 7 Pro Microsoft JIMIIEH3UOHHOE
4 AutoCAD 2010 Student Autodesk CBOOOIHO pacmpoCTpaHse-

MOE
5 Archicad 21 Rus Student Graphisoft CcBOOOIHO pacmpoCTpaHse-
MOE
6 SPSS Statisctics 22 IBM JIALIEH3UOHHOE
7 Microsoft Share Point 2010 Microsoft JIMICH3UOHHO®
8 SPSS Statisctics 25 IBM JIMIIEH3UOHHOE
9 Microsoft Office 2013 Microsoft JIALIEH3MOHHOE
10 OC «AnwsT O6pazoBanue» 8 00O «bazanbT | IUIIEH3UOHHOE
CIIO
11 | Microsoft Office 2013 Microsoft JIMIICH3UOHHOE
12 | Windows 10 Pro Microsoft JIALIEH3UOHHOE
13 | Kaspersky Endpoint Security Kaspersky JIMIIEH3UOHHOE
ITepedyens B/l u UCC
Tabauya 2

Neni/n HaumenoBanue

Mexnynapoansie pedepaTuBHble HaykomeTpuueckue bJl, moctymHsie B paMkax
HaIIMOHAJILHOMN moamucku B 2018 T.

Web of Science

Scopus

[Ipodeccuonanbubie moTHOTEKCTOBBIE B/I, HOCTYITHBIE B paMKax HAITMOHAIBHON
noamucku B 2018 T.

Kypuaner Cambridge University Press

ProQuest Dissertation & Theses Global

SAGE Journals

Kypnanst Taylor and Francis

DJIeKTPOHHBIC M3/IaHMsI U3aTeIBLCTBA Springer

[TpodeccuonanpHbie MOIHOTEKCTOBBIE b/]
JSTOR

W3 nanust mo oO1iecTBEHHBIM H T'YMaHUTAPHBIM HayKaM

KomnbroTepHble ClIpaBOYHbIE TPABOBBIE CUCTEMBI
Koncynprant Ilntoc,
lapanTt

CocraBurensb: K.T.H. [[.A. Mutiommx
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[punoxenue 3
K JIUCTY M3MCHEHHI

3. OOHOBJIEHHE OCHOBHOI U J0MOJHUTEIbHOM JuTepaTypsl (2019 r.)

B paznen 6. YueOHO-MeTOoaMUYecKOe M HHPOPMALMOHHOE o0ecriedyeHue JUCHMUIJIMHBI BHO-
CATCA CIAEAYIOIINE U3MEHEHUS:

Hononuuts pasaen Ocnognas iumepamypa

Komnnexcnas 3auyuma vaGopmanmu B KOPIOPaTUBHBIX cHCcTeMax : yue0. mocooue / B.D.
[lanprun. — Mocksa : UJI «DOPYM» :

bakanaspuar). —

Texkcr

https://new.znanium. com/catalog/product/996789

I/IHq)PA M, 2019. — 592 c. — (Bsicmiee obpazoBaHue:
DIICKTPOHHBIH. -

URL:

4.CoctaB nporpammuoro odecneuenusi (II0), coBpeMeHHbIX npodeccHOHATBHBIX 0a3 1aH-
HbIX (b/1) 1 undopmaunonno-cnpapounsnie cucrem (MCC) (2019 r.)

IHepeyens I1O
Nort Haumenoanue [10 [IpousBoauTenn Crnioco6 pacripoctpane-
/m HUS (1UYeH3UOHHOE UIU
€c680000HO pacnpocmpa-
Hsiemoe)
1 Adobe Master Collection CS4 Adobe JIMIICH3UOHHO®
2 Microsoft Office 2010 Microsoft JIMIICH3UOHHO®
3 Windows 7 Pro Microsoft JIALIEH3UOHHOE
4 AutoCAD 2010 Student Autodesk CBOOO/THO pacmpocTpa-
HsIEMOE
5 Archicad 21 Rus Student Graphisoft CBOOO/THO pacmpocTpa-
HsIEMOE
6 SPSS Statisctics 22 IBM JIULIEH3UOHHOE
7 Microsoft Share Point 2010 Microsoft JIMIEH3UOHHOE
8 SPSS Statisctics 25 IBM JIALIEH3UOHHOE
9 Microsoft Office 2013 Microsoft JIMIICH3UOHHO®
10 | OC «Anbt O6pazoBaHue» 8 00O «bazanpt CIIO | nM1IeH3MOHHOE
11 Microsoft Office 2013 Microsoft JIALIEH3MOHHOE
12 | Windows 10 Pro Microsoft JINIEH3UOHHOE
13 | Kaspersky Endpoint Security Kaspersky JIMIIEH3MOHHOE
14 Microsoft Office 2016 Microsoft JINIEH3UOHHOE
15 | Visual Studio 2019 Microsoft JINIEH3UOHHOE
16 | Adobe Creative Cloud Adobe JIIICH3UOHHO®
IHepeyens B/l u UCC
Nen HaumeHnoBanue
/m
1 | MexnyHapoaHsle pedepaTUBHbIC HayKoMeTpuueckue bJl, 1ocTynHbIe B paMKax Hallu-
OoHaJILHOU moamucku B 2019 r.
Web of Science
Scopus
2 | Ilpodeccuonanbubie moaHoTekcToBbie B/I, mocTynHbIe B paMKax HallMOHAIBHOM MOJI-
nucku B 2019 1.
Kypuane Cambridge University Press
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ProQuest Dissertation & Theses Global
SAGE Journals
Kypuansr Taylor and Francis

3 | [Ipodeccrnonanbubie momHOTEKCTOBBIC B]]

JSTOR

W3manust Mo o0IIeCTBEHHBIM U T'yMaHUTAPHBIM HAyKaM
DnexTponHas oubimoreka Grebennikon.ru

4 | KoMIblOTEpHBIE CITPABOYHbBIE TPABOBBIE CUCTEMBbI
KoncynperanT Iroc,
I'apanT

CocTaBuTenb:

K.T.H. JI.A. MuTrommsa
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[Ipunoxenue 4
K JINCTY U3MEHEHUH

5. O0HOBJIEHHE CTPYKTYPbI JTUCUUILTHHBI (MOXYJIs1) AJ1s1 04HOi popmbl 00yuenust (2020 r.)

CTpykTypa AMcUMNIJIMHBI (MOXYJIs1) 1JIsl O4HOM (pOpMBI 00yUeHU s

OO6nias Tpy10EMKOCTh JUCIMIUIMHBI COCTaBIsAET 2 3.€., 76 4., B TOM YHCJIE KOHTaKTHas pabora o0y-

YaIOIMINXCS ¢ TIpernogaBaTeneM 28 4., IpoMeKyTo4Hast aTTecTanus - 4.,
camocCTosiITeNbHAs: paboTa o0yvaromuxcsi _48 .

Bunsl yueOHOM paboThI

(B Hacax) @OpMBI TEKYILETO
KOHTAKTHAA \ KOHTpOJIsI yCIeBa-
Ne Paznen qucrmmu- o 2 = % eMOCTH,
/11 HBI/TEMBI = g a § & & | dopma mpoMexy-
ol o | § % w S = 59 g LC% TOYHOIT arTecTa-
5|5 |5 |E§ gE|z5 &2 n
5| £ |3 |25 S22 S¢g
(O = O By H & = =
1 | Beeoenue 6 unghopmayu- |7 |2 4 Ompoc.
OHHYI0 bezonacnocmbo
A8MOMAMU3UPOBAHHBIX
cucmem
2 Opeanuzayuonuo- 7 |2 4 Ompoc.
npagosvie 0CHOBbL 0bec-
neyeHus UHPOPMayuoH-
HoOU 6e30nacHocmu as-
MOMAMU3UPOBAHHBIX CU-
cmem
3 Obecneuenue 6ezonac- 7 |2 2 4 Ompoc.
HOCMU asmomamu3supo- OreHKa BBIMOTHE-
BAHHBIX cUCMEM HUS TIPaKTHYC-
CKMX 3aJJaHUI
4 Cpeocmea 3awyumol un- |7 | 2 2 4 Ompoc.
gopmayuu om HC/{ OneHka BBINOIHE-
HUS TIPaKTHYC-
CKUX 3aJIaHui
5 Obecneuenue 6ezonac- 7 |2 2 8 Ompoc.
HOCMU KOMNbIOMEPHBIX OreHKa BBIMOTHE-
cemetl HUS NIpaKTHYe-
CKUX 3aJIaHuM
6 OcHosbl mexunonozuu 7 |2 2 12 Ompoc.
BUPMYANbHBIX 3AUJUUYEH- OreHKa BBIMOTHE-
Hoix cemeui VPN HUS NIPaKTHYe-
CKUX 3aJIaHuM
7 3awuma na kananonom, |7 4 4 8 12 Ompoc.
Ceanco8oM u cemeeom OreHKa BBITTOTHE-
VposHsxX. Acnekmubl 3a- HUS IpaKTHYe-
Wumul 6e6-nopmanos CKUX 3aJaHU
. 7 3auém no bune-
3auém
mam
UTOTO: 16 12 48
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6. O0HOBJIEHHE OCHOBHOI ¥ JI0MOJTHUTEIbHOM JuTepaTypsl (2020 r.)

B pazgen 6. YuyeOHO-MeTOoaMUYeCKOe U MH(POPMAIIMOHHOE O0ecriedeHue TN CIUIINHbI
BHOCATCS CIEAYIOIINE U3MEHEHUS:

1. lonomuuTtk paznen OcHOBHAsS JUTepaTypa
lanprun, B. @. KomiuiekcHas 3ammra wHGOpMAaUi B KOPIOPATUBHBIX CUCTEMax : y4eOHOE
nocooue / B. @. Illanprun. — Mocksa : ®OPYM : UHDOPA-M, 2020. — 592 c. — (Bricuiee
obpaszoBanue: bakamaBpuart). - ISBN 978-5-8199-0730-6. - Tekcr : smektponHsbii. - URL:
https://znanium.com/catalog/product/1093695 (nara oopamenwus: 11.09.2020). — Pexxum gocry-
na: 1o MoJIucKe.

7. B snemeHT paboueil mporpammel m.4 OOGpa3oBaTesibHble TeXHOJOTHHM BHOCATCS
CIIEIYIOIIAE U3MECHEHHUSA:

B nepuoa BpeMEHHOTro NPUOCTAHOBJIECHMS IMOCELICHUS OOYyYarOUIMMUCSA MOMEUICHUN U
tepputopun PITY. nnsa opranumszanum ydeOHOro mpouecca ¢ IPUMEHEHUEM 3JIEKTPOHHOIO
o0y4yeHMs] W JAUCTAaHLIMOHHBIX OOpPa30BaTEIbHBIX TEXHOJIOTUH MOIYT OBITh HCIIOJIb30BaHbI
clleiyIole 00pa3oBaTesIbHbIC TEXHOJIOTUU:

— BUJICO-JIEKIINY;

- OHHaﬁH-HeKHHH B pCIKUMC pCAJIbHOT'O BPEMCHH,

— JIEKTPOHHbIC Y4eOHUKH, yueOHbIe T0COOUS, HayUHbIC U3AHUS B 3JEKTPOHHOM BUJIE U
JIOCTYT K UHBIM 3JIEKTPOHHBIM 00pa30BaTEIbHBIM PECYpCaM;

— CUCTEMBI JUJIs DJIEKTPOHHOI'O TECTUPOBAHUS;

— KOHCYJIbTalluU C UCITIOJIb30BAHUEM TCIICKOMMYHHUKAIITMOHHBIX CPEACTB.

8. B onement paboueii mporpammel 7. MaTepHaabHO-TeXHHYECKOe o0ecnedyeHue
AUCHHUILINHBI/MOAYJISAA BHOCATCS CJIEAYIOIINE U3MEHEHUS:

Ilepeuens B/l u UCC
Nerr/m HaumenoBanue
1 MexnyHaponnbsle pedepaTuBHbIe HaykomeTpuueckue bJl, mocTymHble B pamKax
HaMoOHAILHOM noanucku B 2020 r.
Web of Science
Scopus
2 [Ipodeccuonansupie monHOTeKCTOBBIE bBJl, AOCTymHBIE B pamMKax HalMOHAIBHON

nonamucku B 2020 T.

Kypnansr Cambridge University Press
ProQuest Dissertation & Theses Global
SAGE Journals

XKypuaner Taylor and Francis

3 [Ipodeccronanbuble MOMHOTEKCTOBBIE b1

JSTOR

W3nanus mo oOiecTBEHHBIM U T'yMaHUTApHBIM HayKaM
OnektponHas 6ubimoreka Grebennikon.ru

4 KoMIbroTepHbI€ ClIpaBOYHBIE IIPABOBBIE CUCTEMBI
Koncynsrant Ilnroc,
l'apanT

B osnement paboueit mporpammbel 7. MaTepuajibHO-TeXHHYeCKOe olecrieyeHHne
AUCIHHUILIMHBL/MOIYJIS BHOCSITCS CJIEIYIOLIUE U3MEHEHUS:
Cocras nporpammuoro odecnevenus (I10)

Nent Haumenosanue 110 [IpousBogurens Crioco6 pacmpocTtpane-
/m HUS (TUYEeH3UOHHOE UTU
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€c80000HO pacnpocmpa-
HAemMoe)
1 Adobe Master Collection CS4 Adobe JTUIEH3NOHHOE
2 Microsoft Office 2010 Microsoft JTUICH3NOHHOE
3 Windows 7 Pro Microsoft JIMLEH3UOHHOE
4 AutoCAD 2010 Student Autodesk CBOOOJTHO pacmpocTpa-
HIEMOE
5 Archicad 21 Rus Student Graphisoft CBOOOJTHO pacmpocTpa-
HIEMOE
6 SPSS Statisctics 22 IBM JIMLEH3UOHHOE
7 Microsoft Share Point 2010 Microsoft JTUICH3NOHHOE
8 SPSS Statisctics 25 IBM JIMLEH3UOHHOE
9 Microsoft Office 2013 Microsoft JTUICH3NOHHOE
10 | OC «Anwpt ObGpazoBanue» 8 00O «bazanst CIIO | nuneH3noHHoe
11 | Microsoft Office 2013 Microsoft JIUIEH3HOHHOE
12 | Windows 10 Pro Microsoft JIUIEH3HOHHOE
13 | Kaspersky Endpoint Security Kaspersky JIMIIEH3HOHHOE
14 | Microsoft Office 2016 Microsoft JIUIEH3HOHHOE
15 | Visual Studio 2019 Microsoft JIMLEH3UOHHOE
16 | Adobe Creative Cloud Adobe JTUICH3NOHHOE
17 | Zoom Zoom JINIEH3UOHHOE
CocTaBHUTENb:

K.T.H. J[.A. MuTiommsa



