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1. [TosicHUTEIbHAA 3aAIMCKA

1.1. Lens u 3agaun QUCHUILIMHBI

Llenb AMCUUTUIMHBL: SBISIETCS. O3HAKOMIJIGHHE CTYJEHTOB C COBPEMEHHBIMU TCHJCHIIUSMHU B 00-
JacTU 3aIIUTHl UHPOPMALIMU, HOBEUITUMH MOJXOAAMHU K TOCTPOCHUIO MOJCUCTEM HH(OpMAI-
OHHO 0€30MaCHOCTH M aKTYaJIbHBIMH H3MEHEHUSIMH B HOPMaTHBHO-METOINYECKOHN 0Oa3e B 3TOU
cepe.

3amaun: pacCMOTpPEHHE CIEAYIOMINUX aKTyalbHBIX TEHACHIMH B 00JACTH 3aIUThl HH()OPMAIIHH:
MHTETPUPOBAHHBIE PEUICHU IO 3aIlIUTe MHPOPMALUMK, yIpaBiIeHHe 0e30MacHOCThI0 HH(pOpMa-
uu 1 coobiTuii (SIEM-cucremsr); ynpasnerue yaeTHbiMU 3anucsiMu (IdAM-cucremsl), yaudu-
IIUPOBAHHBIA JOCTYN K MPUIOKEHUSAM Ha npuMepe EnuHON cucteMbl HACHTU(DHUKAIIMYA U ayTeH-
tudukannu (ECHUA), obecnieyerHre 6€301macHOro B3aUMOICHCTBHUS C BHEIIHUMH WH(OpMAIMOH-
HBIMU cHCTeMaMU Ha npumepe CUCTEMBbI MEKBEIOMCTBEHHOTO 3JIEKTPOHHOTO B3aUMOJCHCTBUS
(CMDB),TeHeHIIMN B TPUMEHEHUU CPEICTB KPUNTOTpaPUIecKoil 3aruThl WHOOpMaIun
(cpencTB JIerkoBeCHOM KpunTorpaduu), B TOM YHCIEe B CHCTEMax JIEKTPOHHOTO TOKYMEHTO000-
poTa, UCIOJIB30BaHNUE «OOAYHBIX» TEXHOJOTHUH MPH peaau3allii MEXaHU3MOB 0O€30MacHOCTH,
MHOT'OAreHTHBIE CUCTEMBI B cepe HHPOPMAIMOHHON Oe30macHoCTH; Oe3onacHocTh VHTepHeTa
Bemel (Internet of Things, IoT).

1.2. ®opMupyeMble KOMIIETEHIIUH, COOTHECEHHBIE C TUTAHUPYEMBIMH pe3yiibTaTaMu 00ydeHus
10 TUCLMILINHE:

Koowt komne- Cooeprcanue komnemeHyuil Ilepeuenv nnanupyemolx pezyioma-

menyuu mog 00yuenus no OucCyunIuHe

1IK-9 CIOCOOEH OCYIIECTBIIATh MOAOOD, 3HaTh: NEPCIEKTUBHBIC HAMPABICHUS
u3yueHue u 0000IIeHNe Hay YHO- pa3BuTHs HH(OPMAIIMOHHON Oe30mac-
TEXHUYECKOH JINTEepaTypbl, HOpMa- HOCTU;
THUBHBIX U METOJUYECKHX MaTepua- | HauOoJiee akTyalbHbIC PEIICHUS B 00-
JIOB, COCTaBIIATH 0030p MO BOMpOCcaM | JIJACTH KpUNTOTpaduidecKoid, HHKEHep-
obecriedeHrs: THPOPMALMOHHOM HO-TEXHMUYECKOHN U IPOTrpaMMHO-
0€30macHOCTH MO MTPOQUITIO CBOCH arnmapaTHOU 3aluThl HHpOpMaIuu;
npoeCCHOHATLHOMN IEATEILHOCTH HanboJsee akTyalbHbBIE TOKYMEHTHI,

CO3/1aBaeMble peryssTopamMu B 00ia-
CTH HHPOPMAIIMOHHOW 0€30IaCHOCTH;
0COOCHHOCTH MPUMEHEHHS] COBPEMEH-
HbIX C3U 17151 3a11UThl NEPCOHAIBHBIX
JAHHBIX ¥ UH(pOopMaIu, 00padbaTeiBa-
IOLIEICS B TOCYapCTBEHHBIX HH(DOP-
MAI[MOHHBIX CUCTEMaX.

YMeTh: OpueHTHPOBATHCS Ha PhIHKE
COBPEMEHHBIX CPEJCTB 3aIIUTHI HH-
dbopmanuu;

BBIOMpATh ONTUMAIBHOE PEIICHHUE TTPH
MPOEKTUPOBAHUU U MOJICPHU3AINH
MOJICUCTEMBI HH(OPMAIIMOHHON Oe3-
OIACHOCTH, BBIABUTaTh 00OCHOBAHHBIE
MPEJIOKEHUS TI0 TPUMEHEHHUIO TaKO-
BBIX PEIICHUN.

Brnaners: HaBbIKaMU WHTETPAITUH U
JKCILTyaTaluu Hanbosee akTyalbHbIX
CPEICTB 3alUThl HHPOPMAITUH, UC-
M0JIb30BAHUS COBPEMEHHBIX CPEJCTB




Kpunrorpaduaeckoit 3ammTsl nHPOp-
Maluu U CUCTEM KOHTPOJIA U YIIpaBJIC-
HUS IOCTYIIOM

1IK-14

OJDKEH 00JIa4aTh CIIOCOOHOCTBIO
CIIOCOOHOCTHIO OPTraHU30BHIBATH Pa-
60Ty MaJIOI'O KOJUJICKTHUBA UCIIOJIHU-
Tenel B MpoeCCHOHAIBHON Jesi-
TEIbHOCTHU

3HAaTh: METOJOJIOTHUCCKUE H TCXHOJIO-
TUYECKHE OCHOBBI PaOOTHI MAJIOTO
KOJIJIEKTHBA UCITOJTHHUTEIICH.

YMeTb: pa3pabaThIiBaTh MOJCIHU U TO-
JUTHUKY O€30TIaCHOCTH, UCIIONIb3YS U3-
BECTHBIE TIOJIXO/IbI, METOIbI, CPEICTBA
U UX TEOPETUUYECKHUE OCHOBBI.
BrnaneTs: HaBpIKaMu pabOTHI C CHUCTE-
MaM¥ 3allUIIEHHOTO JOKYMEHT0000-
poTa; HaBBIKaMH PaOOTHI C TOKYMEH-
Talue.

1.3. MecTo TUCHMIUIMHBI B CTPYKTYpe 00pa30BaTENbHOM MPOrpaMMbl

Jucuumnimna «AKTyalnbHble TEHIECHIIMH B O0JIACTH 3aLIUTHl HH(OpPMAIIMW» OTHOCUTCS K BapHua-
TUBHOM 4acTH OJIOKA TUCIUIIINH y4eOHOTO TUTaHa.
I[.H}I OCBOCHHA NUCHUITIIMHBI H€O6XO,Z[I/IMI>I KOMIICTCHIINU, (bopMpreMbIe B XOJ€ U3y4YCHHUA NUC-
nuIIuH: "be3omacHoCTh onepanuoHHbIX cucTeM', "MareMaTnueckrue OCHOBBI 3allUThl HHGPOP-

Manmu", "BerauciurensHeIe ceTh" .

B pe3ynbraTe 0CBOECHUS AUCHUILIMHBI (GOPMHUPYIOTCS KOMIETEHIIMH, HEOOXOAUMBIE IS U3yde-
HUS CIEYIONMX TUcHMIUIMH: "be3onacHocTs nporpamMmHoro obecrieuenus”, "ATtrecranust 00b-
€KTOB HH(popMaTu3auu'.

2. CTpyKTYypa JUCUMILIIHHBI

CTpyKkTypa AMCUMIIMHBI 1JIS 04HOI GopMbI 00yUeHHsI

OO01mas Tpy10EMKOCTh AUCIUIUIHHBI COCTABISET 3 3.¢., 108 4., B TOM 4rciie KOHTaKTHas paboTa o0y4a-
IOIIIAXCS C TIperroIaBaTesieM 42 9., caMOCTOSATeNIbHAs paboTa obyJarormxcs 66 .

Bunpr yue6HOM paboTh
(B yacax) @OpMBI TEKYILETO
KOHTAKTHast KOHTPOJIS yCIIeBa-
1
e €MOCTH
Ne Pasnen qucuuIum- Q 2 O = ’
> = = o dopma mpomexy-
/1 HBI/TEMBI 3] z 2 s =l pMa IIp Y
o |2 o) o 3) S o TOYHOM aTTeCTa-
&z | § 28 5|52 5 '8 _
5| E z £§ &8¢ > g 8 | uuu (no cemecm
o = < o 1) < = =
AEREREE R TR pay
ol= o =88 |F &

1 Tenoenyuu 6 pazeu- 8 |4 4 12 Omnpoc. Ouenka
MUY COBPEMEHHBIX BBITTOJTHEHUS TTPaK-
cpeocms 3auumsl UH- TUYECKUX 3a/laHUH
dopmayuu

2 | Hopmamueno- 8 |4 4 14 Omnpoc. Ouenka
Memoouueckas 6a3a 6 BBITTOJTHEHUS TTPaK-
obracmu npumMeHeHUsl TUYECKUX 3a/IaHUH
Kpunmozpaguueckoi,

UHIICEHEPHO-
MEeXHUYECKOU U Npo-




2PAMMHO-ANNAPAMHOLL
3auumol ungopmayuu

3 8 |6 8 20 Ompoc. Ouenka
Humezpuposannvie BBITTOJTHEHUS ITPAK-
pewenust no 3awume TUYECKUX 3aJIaHUH
ungopmayuu Tecr

4 | Ucnonvsosanue «o6- |8 |6 4 20 Omnpoc.

JAYHBIXY MEXHOL02UL
npu peaiuzayuu me-
XAHU3MOE be30nacHo-
cmu U MHo2oazcerm-
Hble cucmembul

O1ieHKa BBITIOTIHE-
HUS HpaKTI/I‘-I€CKI/IX
3aJaHuN

. 8 3auem c oyemnkoti
3auem c oyenkoll
no buremam
UTOTO: 20 22 66
3. Conep:kaHue QM CHUATIINHbBI

Ne HaumenoBanue pasgena amc- | Conepxanue
HUILITMHBI

1 TenneHuun B Pa3BUTHH CO- | AHaruzamop - aBTOHOMHBII MHCTPYMEHT, KOTOPBIN
BpPeMEHHBbIX CPeICTB 3alIMThI | TOAJEPKUBACT MOPOXKICHUE U YIPABICHHUE 30HJa-
HHpopManuu MH. AHanu3aTop COCTOMUT W3 0asbl (akToB, Oaza

JAHHBIX CILEHApUEB BTOPKEHHS, OCHOBAHHBIX Ha
COCTOSIHUM CHCTEMBI, 0JIOKa aHajau3a U JAUCIEeTYepa
nporpaMMbl KOHGUTYypanuu. AHaIU3aTop Ompese-
JSET, YISl KOTOPOTO COOBITHS TOJDKHBI OBITH TIPOBE-
pEHBI aHHbIE, TJ€ OHU JOJIKHBI ObITh MPOBEPEHBHI,
Kakas cereBast MH(pOpMaIUs O TOMOJIOTUU TpeOyeT-
cs, U Jap. s BBIMOJHEHUS STUX NEUCTBHM MCIOJb-
3yeTcss uH(popmanusi 00 HCHOIB30BAHUU CETEBBIX
pecypcoB, KoTopasi pacmoJiaraercs BMecTe ¢ 0a3oit
JaHHBIX CIeHapHs. DTa nH(pOopMaIHs 3aTeM Iepeaa-
€TCsl COCTaBUTEINIO MPOrpaMMbl KOH(pUTyparuu, Ko-
TOPBIN B CBOIO OYEpEb TeHEPUPYET KOHPUTypaIHIO
30H/IOB.

2 HopmaTtuBHo-MeTOAMYeCKas W3ydyeHre HOPMAaTUBHO-TIPABOBBIX JOKYMEHTOB
6a3za B obsactu nmpumenenusi | DCTOK u OCB, I'OCT P UCO/MIK 15408-1-
kpunrorpapudeckoii, wuHxke- | 2013. NudopmannonHas texHojorus. Meronbl u
HEPHO-TeXHUYECKOl W mpo- | cpencTBa obecrneueHust Oe3omacHocTH. Kputepuu
rpaMMHO-aNMNapaTHON 3alu- | OLEHKM 0€30IaCHOCTH MH(POPMALMOHHBIX TEXHOJO-
ThI HH(OPMALUHU ruii. Yacte 1. BBenenue u ob1ast Mosienb.

3.TOCT P UCO/M3K 15408-2-2013. Uudopma-
IIUOHHAs TEXHOJIOTUs. MeTobl M cpelcTBa obecrme-
yeHus1 6e3onacHocTH. Kpurepuu oreHku Oesorac-
HOCTM HMH(OPMAIIMOHHBIX TexHoNoruil. Yactp 2.
OyHKIIMOHATBHBIE TPEOOBaHUS OE30MTaCHOCTH.

4.TOCT P NCO/M3K 15408-3-2013. Nudopma-
IIMOHHAsI TeXHoJorus. MeTonbl U cpencTBa obdecme-
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yeHus: 6e3omacHocTH. Kpurepuu oreHku Oesorac-
HOCTHM HH(OPMAIIMOHHBIX TexHoyoruil. Yactp 3.
TpeboBanwus noBepus kK 6€30MaCHOCTH.

5. TOCT P UCO/M3BK 15408-2013. Undopmarnu-
OHHas TexHojorus. MeTozsl U cpencTBa obdecreye-
Hus OezomacHOCTH. MeTo0I0THs OLIEHKH Oe3o1ac-
HOCTH MH(OPMALIMOHHBIX TEXHOJIOTHUH.

6. 'OCT P MOK 61508-3-2012. dyHKuMOHAIbHAS
0€30MacHOCTh CHCTEM DJIEKTPUYECKHX, JJIEKTPOH-
HBIX, IPOTPAMMHUPYEMBIX AJIEKTPOHHBIX, CBSI3aHHBIX
¢ Oe3omacHocThio. Yacte 3. TpeboBanusi K Tpo-
IrpPaMMHOMY OOECIIEUCHHUIO.

7. TOCT P UCO/MDBK 12207-2010. Uudopmariu-
oHHas TexHojorus. CHcTeMHas W MpOrpaMMHast
uHxeHepus. Ilporueccel >KM3HEHHOTO IUKIA MpO-
TPaMMHBIX CPEJICTB.

8. PykoBogsiuuii  mokyment ®@CTOK Poccun. 3a-
IIUTa OT HECAHKIIMOHWPOBAHHOTO JOCTyNa K WH-
dbopmaruu. Yacte 1. [Iporpammuoe obecrnieueHune
cpeacts 3amuThl HHGopmanuu. Knaccuduxanus mo
YPOBHIO KOHTPOJIS HEAEKJIAPUPOBAHHBIX BO3MOXKHO-
CTEH.

9. PykoBomsamuii fokymeHT @CTOK Poccuu. bes-
OIMMAacHOCTh MH(OPMALMOHHBIX TeXHOJOorHi. Kpure-
pUU OLIEHKH 0€3011acCHOCTH MWH(POPMAIIMOHHBIX TEX-
nonoruit (Yacts 1, Yacte 2, Yacts 3).

10. PykoBogsiuuii nokymeHT ®CTOK Poccuu. bes-
OMAacHOCTh WH(OPMALMOHHBIX TEXHOIOTUH. Pyko-
BOJCTBO IO pa3paboTrke mnpoduiaeit  3aluThl
Y 3aJ]aHui 110 6€3011aCHOCTH.

11. PykoBogsiuuii nokymeHT ®CTOK Poccuu. bes-
OMAacHOCTh WH(OPMALMOHHBIX TEXHOIOTUH. Pyko-
BOJICTBO 110 (DOPMHUPOBAHHUIO CEMEHCTB mMpoduieit
3aIUTHIL.

12. PykoBogsiuuii nokymeHT ®CTOK Poccuu. bes-
OMacHOCTh MH(POPMAIMOHHBIX TEXHOJOTHHA. Pyko-
BOJICTBO TI0 PETUCTPALMU TPODUIICH 3aIIUTHI.

NHTerpupoBaHHble pelieHUus
1o 3a1MTe uHGopMauuu

Mobunvhvie acenmbi SBISIOTCS OAHOW W3 TIEPEIO-
BBIX TEM HCCJEIOBAaHUN B 00JacTH MH(OpPMAIHOH-
HBIX TEXHOJIOTHI B TeueHue psaa jer. OmaHako pe-
3YJNbTAaThl THX HMCCIEIOBAaHUM, TJIABHBIM 00pa3om,
OCTaBINCHh B Tpejenax jadopaTopuii U HE ObUIH
IIMPOKO UCTOIB30BaHbl. BMecTe ¢ TeM, nHTEHCUH-
Karust pabot mo cozmanuio Web-nipunoxxeHuii nme-
J1a KJII0YEBOE 3HAUYECHHE ISl B3PHIBHOTO POCTA 3aUH-
TEPECOBAHHOCTH K OOJIACTH MCCJICIOBAHHI CBONCTB
MOOUJILHBIX areHTOB, YTO CBS3aHO C BO3MOXKHOCTBIO
CO37IaHUsI HAa WX OCHOBE DPACIPEIEICHHBIX MPHIIO-
xKeHud g paborel B MuTepHer. Crana HIMPOKO
MIPUMEHATHCS TIPOIIEIypa 3allyCKka Ha BBITOJTHECHUE
MOOWJIbHBIX areHToB uepe3 Web-Opaysepsl s
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coopa mHbOpPMAITUU W B3aUMOJEHCTBUS C JIOOBIM
y3JIOM B CEeTH (TEXHOJIOTUS «HOYOOTOBY»). DUPMBI
IBM u General Magic sBAsIOTCS WHHUIMATOpPaAMHU
paboT B 9TOM HAIpaBICHHH WHTEPAKTHBHBIX CHU-
CTEM.

HUcnoab3oBaHue «00JaYHBIX)
TeXHOJIOTHIl NMPH peau3annu
MeXaHH3MOB 0€30MacHOCTH M
MHOT0areHTHbIE CHCTEMBI

CoBpemeHHbIe MHOTOAareHTHble cucteMbl b BkITIO-
gaeT HaOOp 30HIIOB, KOTOPHIE OTBEYAIOT 32 OOHApY-
KEHHE U OLICHKY BTOPKEHHI B TEX MOJCETAX, B KO-
TOpPBIX OHM (yHKIMOHHMPYIOT. Kaskasiit 30H7 0bec-
nevyeH (puiIbTpOM JAHHBIX C IEpecTpanuBaeMon KOH-
¢durypanmeii, 610KOM BBIBOJA U pelIaTeneM. 30H b
MOTYT JCHCTBOBaTh aBTOHOMHO. Eciu oOHapyKeHbI
KOMIIOHEHTHI BTOP)KEHUS, TO MHPOpMAIUs O cOObI-
THU MOXET OBITh OTIpaBlieHA IPYIMM 3aUHTEPECco-
BaHHBIM 30H/1aM, KOTOpPbIC MOIMUIIYTCS Ha HHQOP-
MaIlI0 O HNOJOOHBIX COOBITUSX, 3TO ITO3BOJUT IO-
ny4daTh Oojiee IMOJIHOE MOHUMAHUE CXEMBI BTOpPXKE-
HUS. DTUM CIIOCOOOM MOTYT OBITh MICHTHU(PHUITUPO-
BaHbI pa3HbIE MOJICETH, KOTOPHIE YYacCTBYIOT B OCY-
IIECTBJICHUU BTOpP>KEHUS. 30HIbI CBSI3aHBI C aHAJU-
3aTopaMu

Hnumepnem seweu (Internet of Things, IoT) — KoOH-
uenuust (GU3MYECKUX MPEAMETOB BbIYHUCIUTENbHOM
cetn («gewseti»), OCHANIEHHBIX BCTPOCHHBIMH TEX-
HOJIOTUSIMHU JJI B3aMMOJEUCTBUS JAPYr C JIPYyrom
WY C BHEUIHEH CpeloW, pacCMaTpUBaroIIas opra-
HU3ALMI0 TaKUX CEeTel Kak sBJIEHUE, CIOCOOHOE Te-
PECTPOUTH IKOHOMUYECKHE M OOIICCTBEHHBIE MPO-
LIECChI, UCKIIIOYAIOIIEEe U3 YacTH JCUCTBHUI U omnepa-
M HEOoOXOAMMOCTh y4acTHsi 4eloBeka. Mojenb
oe3onacHoro ¢yakuuonupoanus loT cocrout u3
CHEAYIOLIUX YPOBHEM:

o «Ymnvle» obvexmvl/6cmpoentvle cucmemvl:
3TOT YpPOBEHb BKJIIOYAaeT B ce0s CeHCop-
HbIE/MCTIOTHUTEIIbHBIE YCTPOUCTBA U JpyTHe
BCTPOEHHBIE CUCTEMBI HAa TPAHMIIE CETU. JTa
gacTh loT Hambonee ys3BuMa. YcTpoiicTBa
MOT'YT HaXxOJHUThCS B CpeJie, HE 3alllUILIEHHON
(U3UYECKH, U OT HHUX MOXKET TpeOOBaThCs
(YHKITMOHMPOBAHKUE B TEUYCHHE HECKOJIBKHX
jet. JIoCTYymHOCTh TOXKE SIBIISIETCSI Ba)KHOM
npobiemoii. Kpome Toro, MeHemkepam cetu
HEO0OXO0IMMO 3a00TUTHCS 00 ayTEHTHYHOCTH
U IEJOCTHOCTH JIaHHBIX, TE€HEPUPYEMBIX
CEHCOpaMH, M O 3allUTe HCIOIHUTEIbHBIX
YCTPOWCTB U APYIUX «YMHBIX» YCTPOUCTB OT
HECaHKLUMOHUPOBAHHOTO  HCIIOJIb30BAHMUSL.
Taxke MOTYT MPUCYTCTBOBATh Takue Tpedo-
BaHUA, KaK KOH(UICHIMAIFHOCTD U 3alIUTa
OT MOJCITYIITNBAHUS.




Tymannas/nepugheputinas cemv: 3TOT YpO-
BEHb MPEJCTaBISET MPOBOJHBIE U Oecmpo-
BOJIHbIE coenuHeHust ycrpoucts [oT. Kpome
TOTO, Ha STOM YPOBHE MOXET OCYIIECTB-
JIATBCS OTNPEACIICHHBI 00beM 00pabOTKH U
KOHCONUJAINKA JaHHBIX. KioueBoil mpo-
OsiemMoli siBIIsIeTCsl OOJbIIasi BapHATHBHOCTH
CETEeBBIX TEXHOJIOTUA W TPOTOKOJIOB, HC-
MOJIb3YEMbIX  Pa3JIMYHBIMH  YCTPOHCTBAMHU
IoT, u HeoO6XoIUMOCTh BBIPAOOTKH M BO-
TUTOIICHUS €TMHOMN TIOJTUTUKN OE€30MaCHOCTH.
A0po cemu: ypoBEHb s1pa CETHU MPEIOCTaB-
JSeT TMyTH JUIS Tepefaddl JaHHBIX MEXIy
miatrgopMamMu B IIEHTPE CETHU M YCTPOMCTBA-
mu loT. 3necy mpobieMbl 6e30macHOCTH Te
ke, 4TO B TPAAULUOHHBIX ceTsix. OmHako
OTPOMHOE KOJIMYECTBO OKOHEYHBIX Y3JIOB, C
KOTOPBIMH  HAJ0 B3aWMOJCHCTBOBATH W
VIPaBIATh HWMH, CO3JaeT 3HAYUTEIHHYIO
npoGyiemy Jiy1st 6€30MaCHOCTH.

4. O0pa3oBaTesibHbIE TEXHOJIOTHH

Ne . |OOpa3oBaTeJbHbIE TEXHOJIO-
HanmenoBanmue pasgena |Buabl yueOHbIX 3aHATHI
n/n THH
1 |2 3 4
1. |Tenoenyuu 6 pazeumuu  |Jlexyus 1.1 Tpaouyuonnas ¢ ucnorb306auu-
COBPEMEHHBIX CPedCma Jlexyus 1.2 eM npezeHmayuti
3awumol ungopmayuu
llpakmuueckoe 3ansmue 1. |H3yuenue mamepuanog nexyui
CamocmosmenvHas paboma
2 |Hopmamueno- Jexyus 2.1 Tpaouyuonnas ¢ ucnorb308auu-
Mmemoouueckas baza 6 00- |Jlexyus 2.2 emM npezenmayuii
Jaacmu npuMeHeHusl Kpun-
moepaguueckoul, unxce- |IIpaxmuueckoe 3anamue 2. |H3yuenue mamepuanos iekyuil
HEPHO-MEXHUYECKOU U
npozpammuo-annapamuoi | CamocmosmenvHas paboma
3auumol unpopmayuu
3 |Hmmeepuposannsie pewie- |Jlekyus 3.1 Tpaouyuonrnas ¢ ucnorb308aHU-
Hus no 3awume ungop-  |Jlexyus 3.2 emM npezeHmayuil
mayuu Jlexyus 3.3
Buvinonnenue 3a0anus
IIpakmuueckoe 3anamue 3.
H3yuenue mamepuanog nexyuti
CamocmosmenvHas paboma
4 |Ucnonvzosanue «oonau- |Jlexyus 4.1 Tpaouyuonnas ¢ ucnorv3o8auu-
HBIX» MEXHOI02UU Npu Jlexyus 4.2 eM npezeHmayuti
peanusayuu mexanusmos |Jlexyus 4.3

bezonacrocmu 1 MHO2O-
A2EeHNIHble cucnembl

Ilpaxmuueckoe 3anamue 4.

Bouinonnenue 3adanus

H3yyenue mamepuanos nexyuii
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| Camocmosmenvnas pabomal

5. Ouenka NJIaHUPYeMbIX Pe3yJIbTATOB 00y4eHM st

5.1. Cucrema OoLleHUBaHUA

®opMa KOHTPOJIS Makc. K0JM4ecTBO 0aJJI0B
3a onny pa- |Bcero
ooty
Tekyimuii KOHTPOJIb:
— onpoc (memvl 1-4) 5 6annos 30 6annos
— npakmuyeckoe 3adanue (memol 1-2) |6 6bannos 12 bannos
— npakmuueckoe 3aoanue (memvl 3-4) |7 6a1108 14 bannos
[TpomMexyTodHast aTTecTalus 40 6annos
IK3ameH
HToro 3a nucuuniauny 100 6annos
IK3ameH

[Tomy4yeHHBII COBOKYIHBIN pe3ylbTaT KOHBEPTUPYETCS B TPAAULIMOHHYIO IIKATY OLEHOK U B
mKany oreHok EBpomneiickoii cucteMbl mepeHoca u HakorieHus kpeautoB (European Credit
Transfer System; nanee — ECTS) B coorBeTcTBUM ¢ TaOnHIIEH:

100-6annpHas mKa- TpazmiHonHas mKaa [xana
Ja ECTS
95— 100 A
2304 OTIIUYHO B

68 — 82 XOPOIIO 3a4TE€HO C

56 — 67 D
5055 YIIOBJIETBOPUTEIHLHO E

20 — 49 FX
0-19 HEYIOBJIETBOPUTEIHLHO HE 3a4TCHO F

5.2. Kputepuu BbICTaBICHUS OLIEHKU MO JTUCIHUILIMHE

Banany/ OneHka 1o auc- Kpurepun oueHKH pe3yJibTaTOB 00y4eHHsI MO U CIU-

HIxana IHUIJINHE IJIMHE

ECTS

100-83/ COTIUIHOY/ BricTaBnsercst oOydaromemycs, eciu OH ri1y00KO U Tpod-

AB «3a4TeHo (OTINY- HO YCBOWJI TEOPETUYECKUM U MPAKTUYECKUN MaTepHall,
HO)»/ MOXET NPOJAEMOHCTPUPOBATH ITO HA 3aHATUAX U B XOJI€
«3a4TEHO» MIPOMEKYTOUYHON aTTECTAIUU.

OOy4Jaromuiicss UCYEPIBIBAIOIIE U JIOTHUECKHA CTPORHO H3-
JaraeTr yuyeOHbIN MaTepual, yMeeT YBSI3bIBaTh TEOPHIO C
MPAKTUKOH, CIIPABIISETCA C pelIeHUeM 3a1a4 Ipodeccuo-
HaJIbHOM HAIPABJIEHHOCTH BBICOKOTO YPOBHS CJI0KHOCTH,
MIPABIJIBHO OOOCHOBBIBACT MPUHSTHIC PEIICHUSI.
CBoOOaHO OpHEHTUPYETCS B Y4eOHOH U TpodecCHOoHAITb-
HOU JIUTEparype.

OreHka 1Mo JUCHUIUIMHE BBICTABIISIOTCS 00YYaIOMEMyCs C
Y4ETOM PE3YyIbTATOB TEKYIIEH U MPOMEKYTOUHOM aTTe-
CcTaluu.

Kommerenium, 3akperniéHubie 3a AUCIUIUTMHON, CHOPMHU-
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Banany/
HIxana
ECTS

OneHka mo auc-
IUILINHE

Kpurepun oueHkHu pe3yJbTaToOB 00y4eHHs MO IUCIHU-
TUINHE

POBaHBI HA YPOBHE — «BBICOKHII».

82-68/

«XOPOIIO»/
«3a4TeHO (XOpo-
110)»/
«3aYTCHOY

BricraBisiercss o0yyaromemMycs, €Clii OH 3HaeT TeopeTHye-
CKHMH M MPAKTUYECKHUI MaTepuaj, TpPaMOTHO U MO CYIIECTBY
U3JIaraeT ero Ha 3aHATHSAX U B XOJ€ IPOMEKYTOUHOM aTTe-
CTallMM, HE JOIyCKasl CylIECTBEHHBIX HETOYHOCTEH.
OOyuaronuiicst IpaBUIBHO PUMEHSET TEOPETHUECKHUE T10-
JIOXKEHUS IIPU PELICHNU MPAKTUYECKUX 3a]a4 Ipodeccuo-
HaJIbHOM HaIpaBJIEHHOCTU Pa3HOI'O YPOBHS CII0KHOCTH,
BJaJieeT HEOOXOAMMBIMHU AJISl 3TOTO HAaBbIKAMU U NMPUEMa-
MHU.

JlocTaTogHO XOPOIIO OPUEHTUPYETCS B YIEOHOU U TIPO-
(beccroHambHON JIUTEpaATYpE.

OreHka o JUCHUIUIMHE BBICTABIIAIOTCS 00YYaIOMEMyCs C
y4E€TOM pe3yIbTaTOB TEKYILEU U IIPOMEKYTOYHOM aTTe-
CTaLlUH.

Komnerenmuu, 3akpeniaéHnble 3a JUCUUIUITMHON, CPOpMHU-
POBaHbI HA YPOBHE — «XOPOLIUIY.

67-50/
D.E

«yIOBIETBOPH-
TETBLHOY/

«3a4TeHo (ymoBie-
TBOPHUTEIHHO)»/
«3aUTEHO»

BricraBisiercst o0yyaromemycs, €Ciii OH 3HaeT Ha 6a30BOM
YPOBHE TEOPETUUECKUN U MPAKTUYECKUNA MaTepHal, 10-
MyCKAEeT OT/AEIbHBIC OMNOKH MPH €r0 U3JI0KECHUHU Ha 3aHs-
THAX U B XOJI€ IPOMEKYTOUYHOM aTTECTALIUH.
OOyuaronuiicst UCTIBITHIBACT ONPEIEIEHHBIC 3aTPYAHEHUS
B IIPUMEHEHUH TEOPETUUECKUX TOJI0KEHUH NIPU PELICHUH
MPAaKTUYECKHX 3a/1a4 MPO(heCCHOHATLHON HAIPaBIEHHOCTH
CTaHJAPTHOT'O YPOBHS CJIOKHOCTH, BJIaIeeT HEOOXOMMBbI-
MHU JUIs 3TOT0 0a30BBIMU HaBBIKAMU M ITPHEMaMH.
JIeMOHCTpUpYET TOCTATOYHBIN YPOBEHb 3HAHUS yUeOHOM
JUTEPATypHI 110 TUCLUIIIINHE.

OreHka o JUCLUIUIMHE BBICTABIISAIOTCS 00YJarOMEMYCs C
Y4ETOM pe3yIbTaTOB TEKYILEU U IIPOMEKYTOYHOM aTTe-
CTaLlUH.

Komnerenmuu, 3akpeniéHnble 3a JUCUUIUITMHON, CPOopMHU-
POBaHbI Ha YPOBHE — «IOCTAaTOYHBINY.

49-0/
F,FX

«HEY/IOBJIETBOPH-
TEJIHLHOY/
HE 3a4TEHO

BricraBisiercst o0yyaromemMycs, €ClIi OH He 3HaeT Ha 0a3o-
BOM YPOBHE TEOPETUUECKUN U MPAKTUYECKUI MaTepual,
JIOMYCKaeT rpyOble OMMOKY MIPH €ro U3NI0KEHUH Ha 3aHsI-
THAX U B XOJI€ IPOMEKYTOUYHOM aTTECTALIUH.
OOyuaronuiicst UCTIBITHIBACT CEPbEIHBIC 3aTPYAHEHUS B
IIPUMEHEHUH TEOPETUYECKUX IOJIOKEHUH NPU PEIICHUU
MPAaKTUYECKHX 33/1a4 MPO(ecCHOHATLHON HAIPaBIEHHOCTH
CTaHJAPTHOT'O YPOBHS CJIOKHOCTH, HE BIIaJieeT HE0OX01u-
MBIMHM ISl 3TOT0 HaBBIKAMU U TPUEMaMHU.

JlemoHCTpUpYET (parMeHTapHbIC 3HAHUS YICOHOU JTUTE-
paTypsl 10 JUCLIUIUIMHE.

OreHka o JUCHUIUIMHE BBICTABIISAIOTCS 00YJarOMEMyCs C
y4ETOM pEe3yIbTaTOB TEKYILEH U IIPOMEKYTOYHOM aTTe-
CTaLlMH.

KoMneTeH1m Ha ypoBHE «OCTaTOYHBINY, 3aKPETVIEHHBIE
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Banany/ OneHka mo auc- Kpurepun oueHkHu pe3yJbTaToOB 00y4eHHs MO IUCIHU-
HIxana IHUIJINHE IJIMHE
ECTS

3a AMCUUIUINHON, HE C(OPMHUPOBAHBI.

5.3. OueHouHble cpencTBa (MaTepuasl) sl TEKYILIETO KOHTPOJIS yCIIEBAEMOCTH, IPOMEKYTOU-
HOM aTTecTaluu 00yJaroIuXxcs N0 AUCHUIUINHE

[IpumepHbIe KOHTPOJIBHBIE BOPOCHI JIsl aTTECTALUU - TPOBEPKa CHOPMUPOBAHHOCTH KOMIIE-
Tenmm 11K-9, T1IK-14
1. OpranuzammonHas cTpyktypa coBpemeHHbix ACO/I.
2. ®enepalibHBIE OPTaHbI [0 ATTECTAIUU U UX (QYHKITHH.
3. MexaHu3mbl peructpanuu u ayauta B coBpemeHHbix EMAC.
4. JesrensHocth EMAC.
5. IlpaBa, 00s13aHHOCTH ¥ OTBETCTBEHHOCThH OPT'aHOB MO 00pab0TKe KOH(PHUACHIIMAILHON WH-
¢dopmanuy B KpyImHBIX HHPOPMALIMOHHBIX CHCTEMaX.
6. AKKpeauTalus UCTIBITAaTeIbHBIX JIa00paTOPHUIl U OPraHOB MO CEpTUPHUKALIUU CPEJICTB 3aLTUTHI
uHopManuu no TpedoBanuio 6e30macHocTH HHpopMmarmu. [Topsiok akKpeIuTauy.
7. KoHTpousb 1 HaA30p 3a AEATEIbHOCTHIO AKKPEIUTOBAHHBIX UCIIBITATEIBHBIX JIA0OpaTOPHil U
OpraHoB 110 cepTU(UKALINY.
8. 3asBuTenu u ux QyHkIuu. 3asgBKa Ha poBeaeHue artectanuu OU.
9. Iopsinok mpoBeneHHs aTTecTalu 00beKTOB HHPopMaTuzaun. CoaepikaHue 3asBOK.
10. Tlopsimok B3auMOJEHCTBUSA 3aBUTENS U OpraHa Mo MPOBEACHUIO aTTECTAIINH.
11. OcHOBHBIEC TEHIEHIIMH B 00JIACTH 3aIIUTHl HHPOPMAIIH.
12. TSIEM B cOBpeMEHHOM MHpE.
13. Eaunas cucrema ueHTU(UKALUN U ayTeHTU(DUKALUH.
14. Hcnonb3oBaHKuEe «00JAYHBIX)» TEXHOJIOTHH IIPH peaTn3alii MEXaHU3MOB 0€30TIaCHOCTH H
MHOT'0aréHTHBIE CUCTEMBI.
15. NHTerpupoBaHHbBIE PEIICHUs 1O 3amuTe nHopmaluu Ha ¢ THTepHET Bemiei.
16. Hanpasnenue uccienoBanuii Ha npumepe npoektoB DARPA u AHB.
17. MoOuiibHbIE areHThl U UX UCIOJIb30BaHUE.
18. WHTennekTyaabHble CUCTEMBI PEAYIPEKICHUS BTOPKEHUH.
19. Tlonstue MHTEpHET BEILIEH.
20. Cospemennbie C3U. IIpumepsl HUCIIONB30BaHMSL.
21. AHTHUBHUpPYCHI KaK CPEIICTBO 3alIUTHI OT BpeaoHocHoro [10.
22. CpencrBa oOHapyXeHHS aTak Ha mpuMmepe Snort u Surricata.
23. Cucrema Enstein. Ee dyHkImmonan u Ha3HauYeHHE.
24. Wnrterpauus pazHbix komnonentos C3U EMAC.
25. Kpunrorpadus 8 EMAC.
26. Attecranus o6nexkToB EMAC.
27. Pernament padotst EMAC.
28. Metozsl nepexsara HH(popMaiuu u TexHosaorus nporusoaeiicreus CCUB.
29. llepcneKkTuBHBIE HAITPABICHUS PA3BUTHUS BBICOKOCKOPOCTHBIX CETEH M UX 3AIMTHI.
30. DTUYHBIN XaKUHT.
31. OcHoBHBIE pa3pabOTYMKH MMAKETOB JUIsI KBAHTOBBIX BBIUMCIICHUI.
32. TlpaBuia KOppessiuu COOBITHI O€30MaCHOCTH.
33. DLP-cucremsi.
34. TexHonorus HOyOOTOB.
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Ilpumepnoie 3a0anusn 013 mecmuposanus- RPoOGePKA cHopmMuposanHOCMU KOMnemeHyuil
IIK-9, IIK-14

1. IoT - 370:

a) Housmue “Hnmepnem-eewen”
0) MoOuibHOE yCTOUCTBO.

B) MHTEepHET-NIpHUIIOKEHHE.

2. DLP-cucTeMbl CJIy:KaT 1JIs:

a) 3antuThl OT BpeaoHnocHoro I10.

0) KOHMPOIA YMeuKU 3auuaemon UHpopmayuu.
B) noBepeHHou 3arpy3ku OC.

6. YueOHO-MeTOAN4YecKoe U MH(pOpMAaHOHHOE o0ecniedeHue AU CHMIIMHbBI

6.1. CIMCOK HCTOYHUKOB U JINTEPATYPhI

Hctounnku

OCHOBHBIC
1. Komnnexcnas 3awuma vHGOpMaUd B KOPIOPATHBHBIX cHCTeMax : ydeO. mocobue / B.D.
Hlansrus. — M. : U «©OPYM» : UHOPA-M, 2017. — 592 c. — (Bricmiee o6pazoBanue: ba-
KanaBpuar). - Pexxum moctyma: http://znanium.com/catalog/product/546679
2. Metonbl U CpeCTBa 3alIUTHI MPOTPAMMHOI0 OOecTeueHus [DIeKTPOHHBINA pecypc] : yueo.-
METO/1. KOMIUIEKC : /Il OakajmaBpuata 1o HampasiieHuto noAarotoBku 090900 Mudopmarnmonnas
0e30macHOCTh : Mo mpoduiasam: OpraHu3anus U TEXHOJIOTUS 3amuThl nHopManuu, Komriekc-
Has 3amuTa 00bekTOoB MHpopMaTuzanuu / MunoOpHayku Poccun, @enep. roc. 610xeTHOE 00-
paszoBar. yupexeHue Boicil. npod. oopazosanus "Poc. roc. rymanurtapusiii yu-t" (PITY), UH-T
nH(popmall. Hayk U TexHoyiorui 6e3omacHoctu, Mak. nHopmaril. cucrem u Oe3omacHoctu, Kad.
KOMIBIOTEpHOU Oe3omacHocTH ; [coct.: Kazapun O. B. ; oTB. pen. A. A. Tapacos]. - DnekTpoH.
naH. - Mocksa: PITYVY, 2013. - 30 c. - Pexxum gocryna: http://elib.lib.rsuh.ru/elib/000009341. -
3aru. ¢ 3kpana. - ISBN 978-5-7281-1789-6.
3. lllasprua B.®. 3ammura xommnboTepHOr MHMOpMaruu. DPdeKTUBHBIE METOABI U CPEACTBA
[DnexTponnslii pecype] / B. @. Hlansrun. - M.: JIMK IIpecc, 2010. - 544 c.: un. - ISBN 978-5-
94074-518-1. - Pexxum pocrtyna: http://znanium.com/catalog/product/408107

JlononaurenbHas

6.2. Ilepeuenpb pecypcoB HHPOPMAITMOHHO-TEIIEKOMMYHUKAITMOHHOM ceTn « HTEepHETY.

1. Odummanshoii caitir IBM, rnobanpHas cuctema cOopa maHHbIX 00 mHIUAeHTax X-Force
[DnexTponHbIit pecype]: Pexxum mocryna: https://exchange.xforce.ibmcloud.com/, cBo6oa-
HBII. — 3ary. ¢ sKkpaHa.

2. OdunmanbHBIA CAUT COOOIIECTBA O MPOBEACHUIO pa3BeaKH B ceTH HTepHeT [DIeKTpOH-
HBII pecypc]: Pexxum noctyna: http://osintframework.com/, cBoOOIHBIN. — 3ari. ¢ FKpaHa.

3. OdunmanbHpiii calT kommanuu Ineltechniques [DnekTponHbI pecypc]: Pexxum mocryma:
https://inteltechniques.com/services.html, cBoOomHBIHi. — 3ari. ¢ s3kpaHa.

7. MaTepuajibHO-TEXHUYECKOe o0ecnevyeHne JUCHUIINHBI

Jnist poBeieHusl 3aHSITHH HEOOXOIMMO CIIEIYIOIee MaTepUaTbHO-TEXHHYECKOE 00eCIIeYeHHE:
1) TeKIMOHHBIH KJIacc ¢ BUICONPOEKTOPOM U KOMITBIOTEPOM, Ha KOTOPOM JIOJKHBI OBITh yCTa-
HOBJICHBI:

— muuensuonHoe [10 MS Windows 7 u crapiie;

— munenzuonHoe [10 MS Office 2010 (c o6s3aTensHbIM HaTuuneM MS PowerPoint) u crapiie
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2) KOMITBIOTEPHBIH KJ1acc, 000pYyJOBaHHBI COBPEMEHHBIMU TIEPCOHANBHBIMUA KOMITbIOTEPAMU
JUTSL K&KJIOTO CTY/ICHTA C BBIXOJIOM B HHTEepHET. Ha KoMIIbIOTEpe JOIKHBI OBITh YCTAaHOBJICHBI:
— muuensuonHoe [10 MS Windows 7 u crapiie;

— murenzuonHoe [10 MS Office 2010 u crapie;

— crucTemMa OOHApYKEHUS BTOPYKEHHIA Snort

Ilepeuens 11O
Haunmenosanue I10 [TpousBoauTenn Crnioco6 pacripocTpaHeHus
Nert (JIMLIEH3MOHHOE HUJIU CBOOOTHO
/m pacrpocTpaHseMoe)

1 Microsoft Office 2010 Microsoft JIUIIEH3UOHHOE

2 Windows 7 Pro Microsoft JINLIEH3UOHHOE

3 Microsoft Share Point 2010 | Microsoft JIUIIEH3UOHHOE

4 Microsoft Office 2013 Microsoft JIMLIEH3UOHHOE

5 Windows 10 Pro Microsoft JTUTICH3UOHHOE

6 Kaspersky Endpoint Security | Kaspersky JluueHsnonHoe

7 Vmware Player 15.5 VMWare CsoOoanoe 110,

+ Pexum nocryna:
I'octeBas OC CentOS 7 https://www.vmware.com/prod

ucts/
Jemo-Bepcust
OrtxkpsiToe 10
Pexxum gocryna:
https://www.centos.org/downlo
ad/
WNHcTannsauuoHHbIi 1ucTpuly-
tuB Linux

8 Snort Snort Csob6oanoe 110,
Pexxum gocryna:
https://www.snort.org/downloa
ds

ILH}I IMPOBCACHU A 3aHATHMN JICKOMOHHOT'O TUIIAa NPCJIararoTCd TEMAaTUICCKUEC UIUTIOCTPALUA

B (hopmate npesenTanuii PowerPoint.

Ilepeuens B/l u UCC

Nenn Haumenosanue
/m

1 | KoMnbroTepHble ClIpaBOYHBIE IIPABOBBIE CHCTEMBI
KoncynpranT Ilntoc,
I"apanT

8. Ob0ecnevyenne 0Opa3oBaTeJIbHOIO MPOLECCA JISl JIMI] C OTPAHNYEHHBIMUA BO3MOKHOCTSIMH
310POBbS

B xone peanu3zanuu AUCHUIUIMHBI HCTIONB3YIOTCS CIEAYIOUTNE TOTOTHUTENbHbIE
METOBI 00YUYEHHsI, TEKYIIET0 KOHTPOJIS YCIIEBAEMOCTH M IIPOMEKYTOUHOM aTTecTaniu ooyya-
IOLIUXCS B 3aBUCUMOCTH OT UX MHIMBUAYAIbHBIX OCOOEHHOCTEH:

® IS CJEIBIX U CIAa00BUISIINX:

— IeKIUA OPOPMIISIOTCS B BUJIE JEKTPOHHOTO TOKYMEHTA, JOCTYITHOTO C IMOMOIIBI0 KOM-
NBIOTEPA CO CIEIMATU3NPOBAHHBIM MPOTPAMMHBIM 00ECTICUCHUEM;

— MIMCbMCHHBIC 3aJIaHMs BBIMOJHSAIOTCS Ha KOMIIBIOTEPE CO CHEIUATN3UPOBAHHBIM IIPO-
IPaMMHBIM 00€CTIeUeHUEM, HITH MOTYT OBITh 3aMEHEHBI YCTHBIM OTBETOM;
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— o0ecrnieunBaeTcs MHANBUAYAIbHOE paBHOMEpPHOE ocBenieHne He MeHee 300 Jrokc;

— 17 BBIMOJHEHMs] 3a/aHus MpH HEOOXOJMMOCTHU IMPENOCTABIAETCS YyBEJIWYUBAIOLICE
YCTPOHCTBO; BO3MOXHO TAK)K€ MCIIOJIb30BaHUE COOCTBEHHBIX YBEIMYUBAIOIIUX YCTPOUCTB;

— MUCbMEHHbIE 3a7jaHusI 0(OPMIISIOTCS YBETMYSHHBIM HIPUPTOM;

—9K3aMeH U 3a4€T MPOBOJATCS B YCTHOH (popMe MIIM BBIOJIHSIOTCS B MHUCBMEHHOH (opme
Ha KOMIIBIOTEPE.

® Ui TIYXHX U cIa0O0CTBIIIANTHX:

— JIEKIIMM OQOPMIISIFOTCSI B BUJE AJIEKTPOHHOTO JIOKYMEHTa, JTUOO MpEeoCTaBisieTcs 3BYKO-
YCUJIMBAIOILAS allaparypa HHIUBUAYATLHOTO OJIb30BAHNUS;

— MUChbMEHHbIE 3aJJaHKsI BHITTOJIHAIOTCS Ha KOMIIBIOTEPE B MUCbMEHHOU hopme;

—9K3aMeH M 3a4€T MMPOBOJAATCS B MUCbMEHHOH (popMe Ha KOMIIbIOTEpPE; BO3MOXKHO MPOBE/Ie-
HUE B (popMe TECTUPOBAHHS.

e IS JIUL C HAPYIIEHUSIMH OTIOPHO-/IBUTATEILHOTO amnmnapaTra:

— JIeKUuu OPOPMIISIOTCS. B BUJE JIEKTPOHHOTO JOKYMEHTA, JOCTYITHOTO C IMOMOIIbIO KOM-
NBIOTEPA CO CIELMATU3UPOBAHHBIM MPOTPAMMHBIM 00ECIICUEHHUEM;

— MMUCbMEHHBIE 3aJlaHMsl BBIMOJHAIOTCS HAa KOMIIBIOTEPE CO CHELUATM3HPOBAHHBIM IIPO-
TPaMMHBIM 00€CTIEUCHUEM;

—9K3aMeH U 3a4€T MPOBOJATCS B YCTHOM (popMe MIIM BBIMOJHSIOTCS B MHUCBMEHHOH (opme
Ha KOMIIBIOTEPE.

[Tpu HEOOXOIUMOCTH MpeyCMaTPUBACTCS YBEITUUYEHUE BPEMEHHU JJIsl TIOATOTOBKU OTBETA.

[Ipouenypa  mnpoBeneHHS  MPOMEXKYTOUHOM  arrecTaluud Uil  OOy4YaroIIUXCs
YCTaHABIMBACTCSI C Y4YETOM UX HMHIUBUAYAJbHBIX ICUXO(PHU3MUECKUX OCOOEHHOCTEH.
[TpomexxyTouHast aTTecTalusi MOXKET MIPOBOIUTHCS B HECKOIBKO ATAIOB.

[Tpu mpoBeneHNH TPOLEAYPHl OLEHUBAHUS PE3YIbTATOB OOYyUCHHsS MpeaycMaTpHBAETCS
UCIIONIb30BAaHME TEXHUYECKUX CPEACTB, HEOOXONMMBIX B CBSI3U C WHJIUMBUIYyaJIbHBIMU
0COOCHHOCTSAMHU O00yYaroIuXcs. DTU CPEACTBA MOTYT OBITh NPEIOCTABICHBI YHUBEPCUTETOM,
WJIM MOTYT MCIIOJIb30BAThCSl COOCTBEHHBIE TEXHUYECKUE CPEIICTBA.

[IpoBenenne mpomenypsl OICHHMBAHUS  PE3YJAbTATOB  OOy4YEHHMs JIOMYCKaeTcs C
HCIIOJIb30BaHUEM JTMCTAHIIMOHHBIX 00pa30BaTeIbHBIX TEXHOIOTHHA.

ObecneunBaeTcst AOCTYN K MH(POPMALMOHHBIM M OHOIMOrpaduyeckuM pecypcam B CETH
WnuTepHer ans kaxzaoro oOydaromierocs B (opMax, aJanTUPOBAHHBIX K OTPAHUYEHUSIM HX 3]10-
POBBSI U BOCIIPHUSTUS MHPOPMALIUU:

® JUIS CIENbIX U CIa00BUISIINX:

— B ITIeYaTHOU (popMe YBEITUUCHHBIM MIPUDTOM;
— B (popMe 3IIEKTPOHHOTO TIOKYMEHTA;

— B (hopme aynuodaiina.

® Ui TIYXHX U cIa0O0CITBIIIATHX:

— B 1e4aTtHoi (opme;

— B hopMe JIEKTPOHHOTO TIOKYMEHTA.

e Ui 00yYaroIuXcs ¢ HAPYIICHUSIMHU OMOPHO-IBUTaTEIbHOTO arapara:
— B 1e4aTtHo# opme;

— B hopMe JIEKTPOHHOT'O IOKYMEHTA;

— B opme ayauodaiina.

VY4eOHble ayAUTOpUH IS BCEX BUAOB KOHTAKTHOM M CaMOCTOSITENIbHOM paboOThl, HayuHas
OubnuoTeka W WHBIC TOMEIIEHUS JJisi OOyUeHUs] OCHAIICHBI CHEIHATLHBIM OO0OPYIOBAaHHEM U
y4eOHBIMU MECTaMH C TEXHHUYECKUMHU CPEJICTBAMU O0yUEHUSI:

® IS CIICIIBIX U CIa0OBUIAIINX:

— YCTPOMCTBOM /Ji cKaHupoBaHus U ureHus ¢ kamepoid SARA CE;

— nuctuieem bpaiing PAC Mate 20;

— npuHTtepoM bpaiinsg EmBraille ViewPlus;

® JUIS TIYXHUX U CIa0OCITBIIIAIINX:
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— aBTOMAaTHU3MPOBAHHBIM pabOUYMM MECTOM IS JIIOJIEH ¢ HapyIIeHHEeM cliyXa U ci1a0oCbl-
HIAIUX;
— aKyCTUYECKUN YCUIIUTEINb U KOJIOHKU;
e Ui 00yYaroIuXcs ¢ HAPYIIEHUIMU ONOPHO-/IBUraTeIbHOIO aniapara:
— IEPEABUKHBIMU, PETYIUPYEMBIMU dproHoMudeckumu napramu CHU-1;
— KOMITBIOTEPHOM TEXHUKOM €O CHEMAIbHBIM IPOrPAMMHBIM 00€CIIEYEHUEM.

9. MeroauvecKkue MaTepuaJibl

9.1. [Tnanel MpaKTUYECKHUX 3aHATHUH - TpoBepka chopmupoBanHocTH kommereHimii  [1K-9, ITK-
14

Tembl yueOHON AUCHUILIMHBI MPEAYCMATPUBAIOT MPOBEACHUE MPAKTHUECKUX(CEMHUHAPCKHX) 3a-
HATHH, KOTOpBIE CIIy’KaT KakK LEIsIM TEKYIIEro U MpOMEXYTOYHOI0 KOHTPOJIS 3a MOArOTOBKOM
CTYAICHTOB, TaK U LEJSAM IOJIYUYECHHUS MPAKTHUECKUX HABBIKOB MPUMEHEHHS METO/I0B BBHIPAOOTKU
pelLleHHH, 3aKpeneHnss U3y4eHHOro MaTepuasia, pa3BUTUs YMEHUH, NPUOOPETEHUs ONbITa pe-
IIEHUS] KOHKPETHBIX MpoOJeM, BEICHUS IUCKYCCUN, apryMEHTAIMH U 3aIIUThl BEIOPAHHOTO pe-
IHIEHUS.

IIpakTnyeckoe 3ansitue 1(4 4.).HopmaTuBHoO-MeTOAMUYeCKas 0a3a ucnoJb3oBanus. Kpar-
KHii 0030p pyKOBOISIIIMX JOKYMEHTOB (IIpoBepka chopmupoBaHHOCTH KommereHmii  [1K-9)

Bonpocwt ons obcyscoenus:

1.IlepeueHb OCHOBHBIX HOPMATUBHO-TIPABOBHIX IOKYMEHTOB.
2. CoBpeMeHHBIE CpeACTBAa OOHAPYKEHHS BTOP>KCHUIM.

3. [loHsiTHE MHOTOAr€HTHOM CHCTEMBI.

CHucOoK JIUTepaTyphl:

[IpuBenén B n. 6 nannout PI1/]

MamepuanbHo-mexnuueckoe obecneyeHue npaKmuiecko2o 3aHamus: Ay TUTOPUs, OCHAIEHHAs
MPE3CHTAIIMOHHON TEXHUKOM (MPOEKTOP, IKpaH, KOMITbIOTEP/HOYTOYK). KoMIbIOTEpHI O KOJH-
yecTBy oOy4aromuxcs ¢ pazpépuyroit OC MS Windows, BuptyanbHoit mamunoii VMPlayer.

IIpakTyeckoe 3ansaTue 2(4 4.). Crpykrypa EMAC. O3HakoM/IeHHs CTYAEHTOB ¢ MeXa-
HU3MaMU ayTeHTH(PUKANUM U WaeHTHPuKamum (mpoBepka chopMUPOBAaHHOCTH KOMIIETEHITUN
[1K-9)

Bonpocul onsa 0bcyscoenus:

1.ITonarue EMAC.

2. IlpyHIMN CUCTEMHOTO MOAX0/1a B opranu3anuu 3.
3. Bxox B cuctemy 1mo mapoJito u myoJIMIHOMY KITIOUY.
4. Kommmsuu B QyHKIUAX XCIIUPOBAHHUS.

CHuCOK JIUTepaTyphl:

[IpuBenén B n. 6 nannoit PIT/]

IIpakTuyeckoe 3ansaTue 3(8 4.). CoBpemennnie C3U. IlpnodpeTreHue HaBbIKOB IpH padoTe
¢ cucreMamu Tuna Snort (mpoepka chopmupoBaHHocTH KomrneteHuil [1K-14)

Bonpocul ons 0bcyscoenus:

1.Mopens OSI

2. Snort. OyHKIIMOHAIBHOCTH CUCTEMBI.

3. Ucnonw3oBanne Barnyard ms Buzyanuzanuu nHGOpMAIIIH.

Cnucok nurepaTypsl:

[IpuBenén B n. 6 gannou PIIJ]
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MamepuanbHo-mexHuueckoe obecneyeHue npaKmuiecko2o 3aHamus: Ay TUTOPUs, OCHAIEHHAs
MPE3CHTAIMOHHON TEXHUKOM (MPOEKTOP, IKpaH, KOMIBIOTEP/HOYTOYK). KoMmbrOTEphI MO KOJH-
yecTBY oOyuaronuxcs ¢ pazsépuyroit OC MS Windows, BuptyansHoit MmamuHoir VMPlayer ¢
onepanronHoi cucreMoit CentOS 7, cpencTBo 0OHAPYKEHHUST BTOPKEHHUI Snort.

IIpakTnyeckoe 3ansitue 4(6 4.). O030p coBpeMeHHBIX cpeacTB mMdppoBanus. Ucnosab3oBa-
HHe MOOMJIBbHBIX areHToB (IpoBepka chopmupoBaHHOCTH KomnereHuit 11K-14)

Bonpocul onsa 0bcyscoenus:

1.IToHsiTHE MOOUIIBHBIN areHT.

2.IIpumepbl anropuTMOB MG POBAHUS.

3. [loHsATHE KPUNITOCTOMKOCTH AJITOPUTMOB MU (PPOBAHUS.

Crnucoxk nurepaTypsl:

[TpuBenén B . 6 gannou PIIJ]

MamepuanvHo-mexHuueckoe obecneyeHue npaKmuiecko2o 3aHamus: Ay TUTOPUs, OCHAIEHHAs
MIPE3CHTAIIMOHHON TEXHUKOH (MPOEKTOP, IKpaH, KOMITbIOTEP/HOYTOYK). KoMmbIOTEphI MO KOJH-
yecTBY oOyuaronuxcs ¢ pazsépuyroit OC MS Windows, BuptyansHoi MmamuHoii VMPlayer.
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Ipunoowcenue 1
AHHOTALIUSA JMCHUTTJIIMHBI

JlucuumimHa «AKTyalnbHbIE TCHICHIIMK B 00JaCTH 3aIIUTH HHQOpPMAIMI» peaTnu3yeTcs
Ha ¢akynpTeTe MHDOpMAIIMOHHBIX CHCTEM U 0€30MacHOCTH ISl CTYJAEHTOB 4-ro Kypca, o0yda-
IOIIMXCS 110 Mporpamme OakanaBpuara 1o HarmpasieHuio noarotosku 10.03.01 Uudpopmanmon-
Has 0e3omacHOCTh (mpodunu noarotoBku —Ne 3 KomriekcHas 3anmura 00beKTOB HH(OpMaTH3a-
1[UH) KaQeapoil KOMITJIEKCHOU 3aIUThl HH()OPMALIUH.

Lenb TUCHMITIMHEL: SBJISETCS 03HAKOMJICHHUE CTYACHTOB C COBPEMEHHBIMU TEHICHIHSIMU
B 00JIacTH 3aluThl MHPOPMAIMK, HOBEUIIMMH MOJIXO0JaMHU K MOCTPOEHHUIO MojacucTeM HH)Op-
MAaIMOHHON 0€30MacHOCTH U aKTyaJbHBIMU M3MEHEHHUSIMH B HOPMaTHBHO-METOIUYECKOM Oa3e B
3TOM cdepe.
3agaun:

— PpaccMOTpEHHE CIENYIOIMINX aKTyaJbHBIX TEHJIECHIUH B 00JIaCTH 3alUTHl UHQOPMAIIUH:
MHTETPUPOBAHHBIC PEIICHUS I10 3aIluTe WH(POpPMALUY, YIpaBiIeHne 0€30MaCHOCThIO UH-
dbopmanuu u coowrtuii (SIEM-cuctemsr);,

— ympasneHue yuyeTHbIMH 3anucsiMu (IdAM-cucremsl), yHU(UIIUPOBAHHBIN AOCTYH K MPH-
J0xeHusM Ha nipuMmepe Eannoii cucrems! naentudukanuu u ayrenrudukanuu (ECHUA),

— o0ecrmeyeHue 0€30MMaCHOTO B3aMMOJICUCTBHUSI ¢ BHEITHUMU HH(GOPMAIIMOHHBIMU CHCTE-
MamMu Ha mnpumepe CucTeMbl MEXBEIOMCTBEHHOTO 3JEKTPOHHOTO B3aUMOJEHCTBUS
(CMDB),TeHieHIINH B IPUMEHEHUH CPEICTB KPUITOrpaduueckoi 3aiuThl HHGOpMAIUN
(cpencTB JIETKOBECHOM KpUITOrpaduu), B TOM YHCIE B CHCTEMAaX JJICKTPOHHOTO JIOKY-
MEHTO000pOTa, UCTIONH30BAHUE «OOJAUHBIX)» TEXHOJOTHHA NPU pearnu3aliil MEXaHU3MOB
0€30MacHOCTH;

— MHOTOAreHTHBIE CUCTEMBI B cdepe nHpopmarmonHoii 6e3onacHocTy; 6e3onacHocTs MH-
tepuera Bemiei (Internet of Things, [oT).

JucuumuvHa HarpasiieHa Ha (JOPMHUPOBAHUE CISAYIOIIUX KOMIETCHIIUI:

— TIK-9 — crioco0OeH oCymIecTBIATh MOA00p, U3yUeHHEe U 0000IIeHHE HAyIHO-TEXHUIECKOM
JUTEPATypbl, HOPMATHBHBIX  METOJAMYECKIX MaTEPUAIIOB, COCTABIISATH 0030p MO BOIPO-
cam obOecrieueHuss MH(HOPMAIMOHHONH OE30MacCHOCTH MO MPOQIII0 CBOEH mpodeccro-
HaJILHOH JIeSITENHLHOCTH;

— IIK-14 — nomxeH o61anaTh CIOCOOHOCTHIO OPraHU30BBIBATH PabOTy MaJIOTO KOJUIEKTHBA
UCTIOJIHUTEIEH B MPO(EeCCHOHAIBHON e TeTbHOCTH.

B pesynbrare 0CBOCHUS AUCHUILTUHBI O0YYAIOLIUICS JOKEH:

3HaTh: NMEPCIEKTUBHBIC HAPABJICHUS Pa3BUTHA MH()OPMAITMOHHON 0€30MacHOCTH, Hanbojee ak-
TyaJIbHBIC PELICHUS B 00JIACTH KPUNTOTpahuIecKor, NHKEHEPHO-TEXHUUECKON 1 MPOrpaMMHO-
anmapaTHOM 3amuThl MHPOpMauu, HauOoJee aKkTyalbHbIE JOKYMEHTHI, CO37[aBaeMble peryis-
TOpaM# B 00JacTH MH(OPMAIMOHHOW 0€30MacHOCTH; OCOOCHHOCTH MTPUMEHEHHUS COBPEMEHHBIX
C3U pans 3amuThl MEPCOHANBHBIX JaHHBIX W MH(OpMaIuu, oOpadaTkIBarolLIeiics B rocynap-
CTBEHHBIX MH()OPMALMOHHBIX CHCTEMaX; METOHOJIOTHYECKIE W TEXHOJIOTHUECKHE OCHOBBI pabo-
TBI MQJIOTO KOJJICKTUBA UCTIOJTHUTEIICH.

YMeTh: OpUEHTHUPOBATHCS HA PHIHKE COBPEMEHHBIX CPEACTB 3alIUTHl MH(OPMALUH, BHIOMPATH
ONTUMAJIHOE PelICHHE NMPH MPOCKTUPOBAHUHN M MOACPHHU3AIMHU MTOACUCTEMbI HH(POPMAITMOHHON
0€30MacHOCTH, BBIIBUTATh OOOCHOBAHHBIE NMPEJIOKCHUS 10 MPUMEHEHHIO TAaKOBBIX PELICHUH;
pa3pabarbIBaTh MOAETH U MOJUTHUKY OE30MACHOCTH, UCIONb3Ys M3BECTHBIE MOAXOJIbI, METOIHI,
CPE/ICTBA U UX TEOPETUYECKHIE OCHOBBI.
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BHaI[eTBZ HaBbIKaMW HMHTCIpallMi U JKCILTyaTallun HaI/I6OJIee AKTYaJIbHbIX CPCACTB 3alllUThl UH-
(dopmanuu, UCIOIB30BaHUS COBPEMEHHBIX CPEJICTB KpHUITOrpaduyecko 3amuThl HHPOPMALIUU
" CUCTCM KOHTPOJIA U yIPABJIICHUA JOCTYIIOM; HaBbLIKaAMU pa6OTI>I C CUCTeMaMi 3aluiICHHOTO
JIOKYMEHTOO0O0POTa; HaBBIKAMH Pa0OTHI C JOKYMEHTAIUEH.

[To mucnumInHe MpeIycCMOTPEHA MIPOMEXYTOUHASI aTTeCTalus B opMe 3a4era ¢ OIEHKOM.
OO0mast TpyA0EMKOCTh OCBOCHHUS AUCIUIUINHBI COCTABIISICT 3 3a4ETHBIC CIUHUIIBI.
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Ipunooswcenue 2

JUCT UBMEHEHUI
Ne | Texker akryanusauuu win npunaraeMmsii Kk PITJI tokymeHT, [Hara Ne iporo-
COJICpIKAINI U3MEHEHUS KoOJia
1 | Obnosnen cocmas npoepammuozo obecneuenus (I10), co- 29.06.20172.. 10
8peMeHHbIX NpogeccuonatvHvlx 6az oanuwix (B/]) u un-
dopmayuonno-cnpasounvie cucmem (MCC)
2 | ObHosnena cmpykmypa Oucyuniunsl (MoOyis) 0 OYHOLU 26.06.2018 2. 11
dopmot obyuenus (2018 2.)
3 | Obnosnen cocmas npoepammnozo obecneuenus (I10), co- 26.06.2018 2. 11
8pemenHbIX npogheccuonanvuvix 6az oannvix (B/]) u un-
dopmayuonno-cnpasounvie cucmem (MCC)
4 | Obrnosrena cmpykmypa Oucyuniunsl (MoOyis) 0is OYHOU 29.08.2019 2 1
dopmwi 006yuenus (2019 2.)
5 | Obnosnen cocmas npoepammnozo obecneuenus (I10), co- | 29.08.2019 2 1
8peMeHHbIX NpogeccuonatvHvlx 6az oanuwix (B/]) u un-
dopmayuonno-cnpasounvie cucmem (MCC)
6 | ObHosnena cmpykxmypa oucyuniunsl (Mooys) Ol O4HOU 23.06.2020 14
dopmot obyuenus (2020 2.)
7 | Obnosnena ochosHas u 0ONOIHUMENbHASL TUMEPAMYPA 23.06.2020 14
8 | Obnosnen pazoen n.4 Oopasosamenvrvle MeXHOI02UU 23.06.2020 14
9 | Obnosnen cocmas npoepammuoeo obecneuenus (I10), co- 23.06.2020 14
8peMeHHbIX npogeccuonanvvlx 6az oanuwix (B/]) u un-
dopmayuonno-cnpasounvie cucmem (MCC)
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[Tpunoxenue 1
K JINCTY U3MEHEHU U

1. CocraB nporpammHuoro oboecnedenus (I10), coBpeMeHHbIX PodeccHOHATIBLHBIX 043 T1aH-

HbIX (b/1) 1 undpopmannonno-cnpaBounsnie cucrem (MCC) (2017 r.)

Ilepeyens 11O
Tabauya 1
Neri/mm Haumenosanue [10 [IpousBonurens Crioco6 pacripocTpaHeHus
(muyensuonHoe unu c60600-
HO pacnpocmpansemoe)
1 MicrosoftOffice 2013 Microsoft JIMIIEH3UOHHOE
2 Windows XP Microsoft JIULEH3UOHHOE
3 KasperskyEndpointSecurity Kaspersky JIUTICH3UOHHOE
4 OC «Anbt O6pazoBanue» 8§ 00O «bazanbt JINLIEH3UOHHOE
CIIO
IMepeuens Bl u UCC
Tabauya 2
Neni/n HaumenoBanue

MexnayHaponnsie pedepaTuBHbIE HaykoMeTpudeckue bJl, mocTymnHbple B pamMkax
HaIlMOHAJILHOM nmoamucku B 2017 T.

Web of Science

Scopus

[Tpodeccuonanbubie moTHOTEKCTOBBIC B/I, HOCTYyHBIE B paMKax HaIlMOHATIbLHON
noamucku B 2017 T.
Kypuansr Oxford University Press

KomMmiproTepHble CripaBOYHBIE TIPABOBBIE CHCTEMBI
Koncynbrant Ilmoc,
l"apanT

Cocrapurens: K.1.H, gonenr, A.C. Momsakos
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[Tpunoxenue 2

K JINCTY U3MEHECHUI

2. O0HOBJICHHE CTPYKTYPBI AUCHHUILINHBI (MOAYJI51) AJis1 04HOM (popmbl 00y4uenust (2018 r.)

CrpykTypa AMcuUMNJIMHBI (MOXYJIs1) AJIsl O4YHOH (pOpMBI 00yUeHU s

O061mas Tpy10EMKOCTh AUCHUILUIMHBI COCTABIIACT 3 3.¢., 108 4., B TOM 4Kciie KOHTaKTHas paboTta o0y4a-
IOIUXCS C penojaBaTenieM 42 4., caMOCTOsATeNbHAs paboTa 00yJaroImuxcs 66 4.

Bunast yueOHoI paboThI

(B wacax) DOopMBbI TEKYIIETO
KOHTaKTHAas KOHTPOJIS yCIeBa-
1
= ) €MOCTH
Ne Pasnen qucuuIum- e 2 s 5 ’
> = o = © < | popma mpomexy-
/1 HBI/TEMBI 5 a, e S = o o
o > ) o © TOYHOM aTTecTa-
o, S T & E X 0O E©
5| E T (EE 8= g £ 8 & | umu (no cemecm-
| T 5= | Bl o |8« = w
= | = = |8 F © % |&w 8 2 pam)
o ) o g S5 =S O =z
(R = O E g5 & =
1 Tenoenyuu 6 pazeu- 8 |4 4 16 Ompoc. Ouenka
Muu CO8PeMeHHbIX BBITIOJTHEHUS TTPaK-
cpedcma 3auumaol UH- TUYECKUX 3a/1aHui
dopmayuu
2 | Hopmamueno- 8 |4 4 16 Ompoc. Ouenka
Memoouyeckas 6asa 6 BBITIOJTHEHUS TIPaK-
obracmu npuMeHeHUsl TUYECKUX 3a/IaHUi
Kpunmozpaguueckoti,
UHICEHEPHO-
MexXHu4eckou u npo-
2PAMMHO-ANNAPAMHOU
3auumol UHGopmayuu
3 8 |6 8 16 Ompoc. Ouenka
Humezpuposanuvie BBITIOJTHEHUS TTPaK-
peutenus no 3aujume TUYECKUX 3a/IaHUi
ungopmayuu Tect
4 Hcnonvzosanue «00- 8 |6 4 18 Ompoc.
JIAUHBIXY) MEXHON02Ul OreHKa BBITTOTHE-
npu peanuzayuu me- HUS MPAKTHYECKUX
XaHu3Mo8 be30nacHo- 3a/laHui
cmu U MHO20a2eHm-
Hble cucmembl
8 3auem no oune-
3auem
mam
UTOrO: 20 22 66

3. CocrtaB nporpammuoro odecneuenusi (I10), coBpemeHHbIX NpodecCHOHANBbHBIX 0a3
nanubIxX (b/1) u undopmanuonno-cnpaBounbie cucrem (MCC) (2018 r.)

Ilepeyens I1O

Tabnuya 1
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Nent Haumenosanue [10 [TpouzBogutens | Crmocob pacmpocTpaHeHuUs
/i (ruyensuonnoe unu c60600-

HO pacnpoCmpansiemoe)
1 Adobe Master Collection CS4 Adobe JIUICH3UNOHHOE
2 Microsoft Office 2010 Microsoft JIMIIEH3UOHHOE
3 Windows 7 Pro Microsoft JIUICH3UNOHHOE
4 AutoCAD 2010 Student Autodesk CBOOOJTHO pacIpoCTpaHse-

MoOe
5 Archicad 21 Rus Student Graphisoft CBOOOJTHO pacIpoCTpaHse-
MoOe
6 SPSS Statisctics 22 IBM JIUICH3HNOHHOE
7 Microsoft Share Point 2010 Microsoft JIMIIEH3UOHHOE
8 SPSS Statisctics 25 IBM JIUICH3HOHHOE
9 Microsoft Office 2013 Microsoft JIMIIEH3UOHHOE
10 OC «Anbt ObpazoBanue» 8 00O «ba3zanbT | TMIEH3UOHHOE
CIIO
11 | Microsoft Office 2013 Microsoft JIUIICH3UOHHOE
12 | Windows 10 Pro Microsoft JIUIICH3MOHHOE
13 | Kaspersky Endpoint Security Kaspersky JIUTIICH3UOHHOE
IHepevyens B/l u UCC
Tabauya 2

Nerr/mt HanmenoBanue

Web of Science
Scopus

MexnyHapoanbie pedepaTuBHbIC HayKoMeTpuaeckue bJl, 1ocTyIHbIe B paMKax
HaloHaJILHOU moanucku B 2018 r.

noanucku B 2018 1.

SAGE Journals

Kypuainsr Taylor and Francis
DJEeKTPOHHBIEC U3JJaHNS U3JaTeNbCcTBa Springer

Kypnaner Cambridge University Press
ProQuest Dissertation & Theses Global

[Ipodeccuonanpubie MOMHOTEKCTOBBIE b/, JOCTYIHBIE B paMKaxX HaIlMOHAJLHOU

JSTOR

[Tpodeccuonanbabie MOTHOTEKCTOBBIC BJ]

W3nanus no o01ecTBEHHBIM U TYMaHUTApHBIM HayKaM

Koncynbrant Ilmoc,
l'apanT

KOMHBIOTepHBIe CIIPpaBOYHBIC ITPABOBBIC CUCTCMBIL

Cocrapurens: K.1.1, qouenT, A.C. Mojsakos
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ITpunoxxenue 3

K JINCTY U3MEHEHU U

4. O0HOBJIEHHE CTPYKTYPbI JAUCUUIJIMHBI (MOXYJIs1) IJis1 04HOM (popmbl 00yueHus (2019 r.)

2. CTpyKTYpa IMCHUILINHBI (MOAYJIs1) VI 04HOM (JopMBbI 00y4YeHHUSs

OO01mas Tpy10EMKOCTh AUCIUIUIHHBI COCTABISET 3 3.¢., 108 4., B TOM 4Kclie KOHTaKTHas paboTa o0y4a-
IOLIUXCS ¢ TIpenogaBaTesieM 42 4., MPOMEXKyTouHas artecTaius 18 4., camocTosTenbpHas pabora o0yya-

formxcs 48 4.

Bunast yueOHoI paboThI

(B wacax) DOpMBI TEKYILETO
KOHTaKTHAas KOHTPOJIS yCIIeBa-
.
Ne Pasen AMcHuIuIm- e 2 O % eMoCTH,
n/m HBI/TEMBbI 3 & é ‘E & £ q)opMavaOMen(y-
ol - e % } % .28 g chs TOYHOM arTecTa-
S S |5 EEEE|EE || rmocamon
AEREREE TR pay
O | B o E8=8|F &

1 Tenoenyuu 6 pazeu- 8 |4 4 10 Ompoc. Ouenka
MUU CO8PEMEHHBIX BBITIOJTHEHUS TTPaK-
cpeocme 3auumaul UH- TUYECKUX 3a/IaHUi
dopmayuu

2 | Hopmamueno- 8 |4 4 10 Omnpoc. Ouenka
Memoouyeckas 6asa 6 BBITIOJTHEHUS TTPaK-
obracmu npumMeHeHUsl TUYECKUX 3a/IaHUi
Kpunmozpaguueckoti,

UHICEHEPHO-
MexHu4eckou u npo-
2PAMMHO-ANNAPAMHOU
3auumol uHGopmayuu

3 8 |6 8 10 Ompoc. Ouenka
Humeepuposanuvie BBITIOJTHEHUS TTPaK-
peulenus no 3aujume TUYECKUX 3a/IaHUi
ungopmayuu Tect

4 Hcnonvzosanue «00- 8 |6 4 18 Ompoc.

JIAUHBIX) MEXHON02Ul OreHKa BBITTOTHE-
npu peanuzayuu me- HUS MPAKTUYECKUX
XaHu3Mo8 be30nacHo- 3alaHui
cmu U MHO20a2eHm-
Hble cucmembl

8 18 Ox3amen no oune-
Ox3zamen

mam

UTOTO: 20 22 18 48
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5.CocraB nporpammuoro oboecneuernus (I1O), coBpemeHHbIX podeccHOHATBHBIX 0a3
nanHbIX (b/1) u undopmaunonno-cnpaBounbie cucrem (MCC) (2019 r.)

Ilepeyens I1O
Nont Haumenosanwue [10 [TpousBoauTenn Crnioco6 pacrpocTpane-
/m HUS (TUYyeH3UOHHOe Ul
€c80000HO pacnpocmpa-
Hsemoe)
1 Adobe Master Collection CS4 Adobe JIMLIEH3UOHHOE
2 Microsoft Office 2010 Microsoft JIUIICH3UOHHOE
3 Windows 7 Pro Microsoft JIMLIEH3UOHHOE
4 AutoCAD 2010 Student Autodesk CBOOOJHO pacmpocTpa-
HSEMOE
5 Archicad 21 Rus Student Graphisoft CBOOOJHO pacmpocTpa-
HSEMOE
6 SPSS Statisctics 22 IBM JIMIIEH3UOHHOE
7 Microsoft Share Point 2010 Microsoft JIUIICH3UOHHOE
8 SPSS Statisctics 25 IBM JIMIIEH3UOHHOE
9 Microsoft Office 2013 Microsoft JTUTEH3UOHHOE
10 OC «AnsT O6pazoBanue» 8 00O «bazanst CIIO | nUIIEH3UOHHOE
11 | Microsoft Office 2013 Microsoft JIUIICH3UOHHOE
12 Windows 10 Pro Microsoft JIMIIEH3UOHHOE
13 | Kaspersky Endpoint Security Kaspersky JIUTICH3NOHHOE
14 | Microsoft Office 2016 Microsoft JIUIICH3UOHHOE
15 Visual Studio 2019 Microsoft JIMLIEH3UOHHOE
16 | Adobe Creative Cloud Adobe JTUTIEH3UOHHOE
ITepeuens B/l u UCC
Nent HanmenoBanue
/m
1 | MexnayHnapoausie pedepatuBHble HaykomeTpuueckue b/l, toctynHbie B paMKax Halu-
OoHaJILHOU moamucku B 2019 1.
Web of Science
Scopus
2 | Ilpodeccuonanbuble MosHOTEKCTOBBIE B/], ToCcTymHbBIE B paMKax HallMOHAIBHOM MO/~
nucku B 2019 1.
XKypnanst Cambridge University Press
ProQuest Dissertation & Theses Global
SAGE Journals
Kypnansr Taylor and Francis
3 | [Ipodeccrnonanbubie momHOTEKCTOBBIC B]]
JSTOR
N3nanus mo oOmecTBEHHBIM U TYMaHUTAPHBIM HayKaM
OnektponHas oubimoreka Grebennikon.ru
4 | KoMnbproTepHbIE CLIPABOYHBIE IPABOBHIE CHCTEMBI
Koncynperant Ilmtoc,
l'apanTt

Cocrasutens: K.1.H, monenr, A.C. MoaskoB
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[Tpunoxenue 4

K JINCTY U3MEHECHUI

6. OOHOBJIEHHE CTPYKTYPbI IMCUUILTHHBI (MO1YJIs1) AJ151 04HOI (popmbl 00yueHus (2020 r.)

2. CTpyKTYypa IUCHHUILVIMHBI (MOYJIAA) 1 04HOM GOpMBbI 00yUeHHsI

OO0mast TpyA0eMKOCTh AUCIHILTUHBI COCTaBIsAeT 3 3. €., 114 4., B TOM 4HuClie KOHTaKTHas

pabota obOyuaroumxcs ¢ mpenojgaBatenem 42 4., IpoMeKyTouyHas arrectanus — 18 4., camocTto-

AaTeNbHas pabora oOydaromuxcs 54 d.

Bunpr yue6HOM paboTh

(B yacax) @OopMBI TEKYILETO
KOHTAKTHast KOHTPOJIS yCIIeBa-
.

Ne Pasen AucuuIuIm- e 2 O % eMocTH,

n/m HBI/TEMBbI 3 & é ‘E & £ Q)OpMavaOMe)I(y-
o - o o 42 L]E8 g 583 TOYHOU aTTecTa-
§ =} z E = % < g E g & 1IUH (N0 cemecm-
AEREREE TR Py
O | B o ES=8|F &

1 Tenoenyuu 6 pazeu- 8 |4 4 12 Omnpoc. Ouenka
MUY COBPEMEHHBIX BBITTOJTHEHUS TTPaK-
cpeocms 3auumsl UH- TUYECKUX 3a/IaHUi
dopmayuu

2 | Hopmamueno- 8 |4 4 12 Omnpoc. Ouenka
Memoouueckas 6a3a 6 BBITTOJTHEHUS TTPaK-
obracmu npumMeHeHUsl TUYECKUX 3a/IaHUi
Kpunmozpaguueckoi,

UHIICEHEPHO-
MexXHUYEeCKoU U npo-
CPAMMHO-ANNAPAMHOU
3awumol unpopmayuu

3 8 |6 8 12 Ompoc. Ouenka
Hnmezepuposannvle BBITTOJTHEHUS TTPaK-
pewenus no 3awume TUYECKUX 3a/IaHUi
ungopmayuu Tect

4 Hcnonvzosanue «00- 8 |6 4 18 Ompoc.

JIAYUHBIX» MEXHOI02UL OreHKa BBITTOTHE-
npu peanuzayuu me- HUS TIPAKTHYECKUX
XaHu3Mo8 be30nacHo- 3alaHui
CMu U MHO20A2eHN-
Hble cucmembl

8 18 Okzamen no obune-
Ox3zamen

mam

UTOrO: 20 22 18 54

BHOCATCA CICAYIOINE UBMCHCHUS:

7. O0HOBJICHHE OCHOBHOM M IONOJHUTEJIbHOI auTepatypsl (2020 r.)

B paznen 6. YueOHo-MeToqu4eckoe U HHGOPMALNIMOHHOE OfecnieyeHue TUCHUIINHBI
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2. Jlononuuthk pazaen OCHOBHas IuTepaTypa

Kazapun, O. B. IlporpaMmMHo-anmnapaTHble CpeAcTBa 3alUThl HH(OpMAIUU. 3alUTa IPOrpaMM-
HOTO oOecrmedeHus: ydeOHUK U npakTukym Juisi By3oB / O. B. Kazapun, A. C. 3a6abypun. —
Mocksa : UznatenbctBo FOpaiit, 2020. — 312 ¢. — (Bsicmiee oo6pazoBanue). — ISBN 978-5-
9916-9043-0. —  Tekcr: osmektponubii  //  ObC  HOpaiitr  [caiit]. —  URL:
https://urait.ru/bcode/452368

Kazapun, O. B. HagexxHocTh 1 6€3011acCHOCTh MPOrPaMMHOT0 oOecTieueHus : yueOHoe TTocodune
s By3oB / O. B. Kazapun, U. b. Illyounckuii. — Mocksa : M3narensctBo IOpaiit, 2020. —
342 c¢. — (Bricmiee o6pazoBanue). — ISBN 978-5-534-05142-1. — TekcT : 35eKTpOHHBIN //
OBbC KOpaiit [caiiT]. — URL: https://urait.ru/bcode/454453

2. lontonHuTh paszaen JonojaHuTebHAS JIUTEpPaTypa

[lernoB, A. FO. 3amura nHDOpMAIIMU: OCHOBBI TECOPUHU: yU4E€OHUK JjIs OakajaBpuaTta U Maru-
crpatypsl / A. 1O. Illernos, K. A. lllernoB. — Mocksa: M3narensctBo FOpaiit, 2020. — 309 c.
— (bakanaBp u maructp. Axkagemudeckuiit Kypc). — ISBN 978-5-534-04732-5. — Tekcrt: 2Jiek-
tpouHslil / DBC FOpaiit [caiiT]. — URL: https://urait.ru/bcode/449285

I'ocre, 1. M. OmnepalinoHHBIE CUCTEMBI : YI€OHHUK W TTPakTUKyM 1t By3oB / M. M. T'ocTeB. —
2-e u3n., ucnp. u gon. — Mocksa : U3natensctBo HOpaiit, 2020. — 164 ¢. — (Bsicinee o6pazo-
BaHne). — ISBN 978-5-534-04520-8. — Tekcr : anextponnsbiit / DbC HOpaiir [caiit]. — URL:
https://urait.ru/bcode/451231

8. B namemeHT paboueit mporpammel m.4 OOpa3oBaTebHbIe TEXHOJOTHHM BHOCSTCS
CJIETyIOIINE U3MEHEHHUS:

B nepuox BpeMEHHOTO NPUOCTAHOBIEHHS MOCEIIECHHUS O0YYalOIUMUCS TOMEICHHH U
tepputopun PITY. mna opranuszamuu ydeOHOTO Tpoliecca ¢ MPUMEHEHHEM AJICKTPOHHOTO
o0y4eHHsT W JMCTAHIMOHHBIX OOpPa30BaTENbHBIX TEXHOJOTUH MOTYT OBITH HCIIOJIb30BaHBI
cienyomue o0pa3oBaTeIbHbIE TEXHOJIOTUU:

— BUJICO-JIEKIINH;

— OHJIAMH-JIEKLMU B PEKUME PEalbHOI0 BPEMEHH;

— 3IIEKTPOHHBIC Y4eOHUKH, yueOHbIe TOCOOUs, HAyUHbIC U3aHUS B 3JICKTPOHHOM BUJIE U
JOCTYT K MHBIM 3JIEKTPOHHBIM 00pa30BaTeIbHBIM PECYpCcaM;

— CHCTEMBI JUIsl 3JIEKTPOHHOT'O TECTUPOBAHMSI,

— KOHCYJBTALIUU C UCTIOJIb30BAaHUEM TEIEKOMMYHUKAIIMOHHBIX CPEJCTB.

9. B amemeHnt pabodyeit mporpammbl 7. MaTepuajibHO-TeXHHYECKOe oOecnevyeHue
AMCUMILUIUHBI/MOAYJISI BHOCSATCS CIAEAYIOIINE U3MEHEHUS:

Ilepeuens B/l u UCC
Neri/it HaunmenoBanue
1 Mexnynapoansie pedepartuBHble HaykoMmeTrpuueckue bJl, mocTymHble B pamMkax
HamuoHaILHOM noanucku B 2020 r.
Web of Science
Scopus
2 [Tpodeccuonanbuble monHoTeKcTOBBIE B/, mocTymHble B pamMkax HalMOHATBHON

nonmucku B 2020 r.

Kypnaner Cambridge University Press
ProQuest Dissertation & Theses Global
SAGE Journals

Kypuainsr Taylor and Francis

3 [TpodeccrnonanbHbie MOMHOTEKCTOBBIE B/]
JSTOR

W3 nanust mo oO1iecTBEHHBIM M T'YMAaHUTAPHBIM HAyKaM
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OnektponHas 6ubimoreka Grebennikon.ru

Koncynbrant Ilmoc,
l"apanT

KoMmproTepHbI€ CLIpaBOYHBIE TIPABOBBIE CHCTEMBI

B oanement paloueil mporpammbl

7. MartepuajabHO-TeXHHYECKOe olecredyeHue
AUCHUTITUHBI/MOLYJSl BHOCSITCS CIEAYIOIINE U3MEHEHHUS:
CoctaB nporpammHuoro odecnedenns (IIO)

Nent Haunmenosanue 10 [IpousBoguTens Crnioco6 pacnpocTpane-
/m HUS (TUYeH3UOHHOe Ul
Cc80000HO pacnpocmpa-
Hsemoe)
1 Adobe Master Collection CS4 Adobe JIMLIEH3UOHHOE
2 Microsoft Office 2010 Microsoft JIAIEH3MOHHOE
3 Windows 7 Pro Microsoft JIULIEH3UOHHOE
4 AutoCAD 2010 Student Autodesk CBOOOJTHO pacmpocTpa-
HIEMOE
5 Archicad 21 Rus Student Graphisoft CBOOOJTHO pacmpocTpa-
HIEMOE
6 SPSS Statisctics 22 IBM JIMLIEH3UOHHOE
7 Microsoft Share Point 2010 Microsoft JIMIIEH3UOHHOE
8 SPSS Statisctics 25 IBM JINLIEH3UOHHOE
9 Microsoft Office 2013 Microsoft JULIEH3UOHHOE
10 | OC «AnbT OGpazoBanue» 8 00O «bazanst CIIO | 1M1IEH3MOHHOE
11 Microsoft Office 2013 Microsoft JINLIEH3UOHHOE
12 | Windows 10 Pro Microsoft JIMIIEH3UOHHOE
13 | Kaspersky Endpoint Security Kaspersky JIUTIEH3MOHHOE
14 | Microsoft Office 2016 Microsoft JIAIEH3MOHHOE
15 Visual Studio 2019 Microsoft JIMLIEH3UOHHOE
16 Adobe Creative Cloud Adobe JINLIEH3UOHHOE
17 Zoom Zoom JIMTIICH3UOHHOE
CocTraBuUTEIb:

K.1.H, nouent, A.C. MoisskoB




