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1. IHosicHUTEJBHAA 3AIMUCKA

1.1. llenp u 3a7a4n TUCIATLIMHBI

Llenb IUCHUIIIMHBI — O3HAKOMJIEHHE CTYJIEHTOB C MeToJaMM (OPMHUPOBAHMS KOMIIJICKCHOH CH-
cTeMbl MHPOPMALIMOHHON 0€30MaCHOCTH; OBJIaJCHUE METOJaMH MPOESKTUPOBAHUS U MOJAECPKKHI
KU3HEHHOTO IMKJIa CHCTeM HH(QOpMAIMOHHOW Oe3omacHOCTH, (HOpMHUpPOBAHUE MPAKTHUECKUX
HABBIKOB IO YIPABJICHUIO U aAMUHHUCTPUPOBAHUIO KaK OTAEIbHBIMU KOMIOHEHTaMH, TaK U I0/I-
CHCTeMOH 3al|Thl HH(POPMALIMHU B IIEJIOM, a TaKXKe MO pa3paboTKe M BHEAPCHUIO MPEAIOKCHUN
10 ONITUMM3AIMU KOMITJIEKCa CPEJCTB 3aIUTHl HH(OPMAIIH.

3ajaun AUCHUIUIMHBL
— paccMmoTpeHre 0a30BbIX MOHITUH B 00JIACTH JKU3HEHHOTO LMKJIA MOACUCTEMbI 3aIlUThl MH-

dbopmanmu;

— paccMOTpEeHHE HJIEMEHTOB MPOSKTUPOBAHUS TMOACUCTEMBI 3aIUTHl MHPOPMAIUU, BOMPOCOB
pa3pabOTKU MOJENH Yrpo3 U MOJENIN HAapYLIMTENs, IOCTPOCHUS U MOCIENYIOIeN 3K CITyaTa-
LIUY TIOACUCTEMBI 3aIIUThl HH)OPMALIUU C YIETOM 3TUX MOZEIEH;

— ONpeeNieHue MPUHIUIIOB aIMUHUCTPUPOBAHUS IOJCUCTEMBI 3aIUThl MH(OPMALUHU, 30HBI
OTBETCTBEHHOCTH U 0053aHHOCTEH aJMUHUCTPAaTOPa HHPOPMALIMOHHON O€3011aCHOCTH;

— (hopMHpPOBAHNE NOHUMAHMS CIOKHOCTH 33J]a4ll MHTErpalluy MOJICUCTEMBI 3aIllUThl HHPOpMa-
MM B MHGOPMALMOHHYIO CHCTEMY M aIMHHMCTpUpOBaHus e€ Oe3 ymepba uid IieneBoi
(YHKLIHMU CHUCTEMBI.

1.2. ®opmupyeMble KOMIETEHIINH, COOTHECEHHBIE C IUIAHUPYEMBIMH Pe3yJIbTaTaMU OOydeHUs

110 JUCHUIIJINHE!

Koanl komie-

Copep:xxanue KomIe-

Ilepeyenb NJIaHUPYEeMBbIX Pe3y/IbTATOB 00y4e-

TeHIUH TeHU Ui HUS N0 AUCUUILINHE

OIIK-4 CMOCOOHOCTh  MOHMMATH | 3HATh: COCTAB IMOJCUCTEM 3aIIUTHl HH(POPMALIUU U
3Ha4YeHHne MH(GOPMALUU B | IPHHIUITEI UX (YHKIIMOHUPOBAHUSI.
Pa3BUTUH COBPEMEHHOTO | YMETh: OCYLIECTBIIATh BEIOOP U HACTPOUKY MOJ-
o0IecTBa,  MPUMEHSTH | CHCTEM 3aLIUTHI HHPOPMALIUU B COOTBETCTBHH C
UHPOPMAIIMOHHBIE  TEX- | pelIaeMbIMHU 3a/Ja4aMHu.
HOJIOTMU IS TIOMCKa W | BrajeTh HaBBIKAMU YCTaHOBKHM, HACTPOMKHU W all-
00paboTKN HHOpMAIMK | MUHUCTPHPOBAHUS MOJCUCTEM 3aIUThl HHPOpMa-

WY,

I1CK-3.2 CroCcOOHOCTh  (hOPMHPO- | 3HATH: TPEOOBAHUS, PEIBIBISIEMbIC K IMOICUCTE-
BaThb MpPEIJIOXKEHUS 110 | M€ 3alUThl HMHPOpPMAaUM B  HOPMAaTUBHO-
ONTHMM3ALNN KOMIUIEKCA | METOAMYECKON JTOKYMEHTAIIMH, METOIBI M CIOCO-
TEXHHYECKUX  CPENCTB, | ObI aJMUHUCTPHPOBAHUS IIOACHUCTEMBI 3aIUTHI
NpUMEHSEMBIX B (yHK- | HHQOpMAMK; METOIUKHA OLIEHKH HaA&KHOCTH e
IIMOHAJILHOM  Ipoliecce | (yHKIMOHUPOBAHHUS.
3alMIIAeMOro 00beKTa C | YMETb: BBIIOJHATh IJAHUPOBAHUE BHEIPEHUS,
1enblo o0ecreyeHust ero | BHEAPEHHE M HKCIUTyaTallio CPEICTB 3alUThl HH-
uH(pOpMAIIMOHHOW  0€3- | popMali KaK BCTPOEHHBIX B OOIIECHCTEMHOE U
OMAaCHOCTH U OCYIIECTB- | IPUKJIAJHOE MPOrpaMMHOE OOecreueHue, Tak Hu
JATh TEXHUKO- | CHIeMAJIM3UPOBAHHBIX HAJIO)KCHHBIX.
SKOHOMMYECKOE O00OCHO- | BiazeTs: HaBbIKaMu  TOKYMEHTAJIBHOTO  COIpPO-
BaHUE IpeasiaraeMbIX | BOXKIECHHs AU CTBUH O SKCIUTyaTallud U aJMUHHU-
Mep 3alInTHI. CTPHPOBAHMIO KOMILIEKCA CPEACTB 3aIlIUTHl HH-

bopmaruun
I1K-3 CIIOCOOHOCTh ~ a/JIMUHU- | 3HATh: METO/IOJIOTHYECKUE U  TEXHOJOTHMUYECKHUEe

CTPUPOBAaTh MOJICHCTEMBI

NPUHLUIBI (OPMUPOBAHMS U IKCILTyaTalluu MO~
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uHdopmarmoHHon  6e3-
ONACHOCTH OOBEKTa 3a-
U THI.

CHCTEMBbI 3alIUTHI HHPOPMALINH HHPOPMALTMOHHON
CUCTEMBI.

YMeTh: yuacTBOBaTh B pa3paboTKe MOfeNel yrpo3
Y HapyLIUTEJEH, YYUTHIBATh MOJOXKEHHUS MOAEICH
Npyu  aJIMHUHUCTPUPOBAHUHU KOMIUJIEKCA CpEJICTB
3aIIUThI HHPOPMAIIUH.

Biiaziets: HaBbIKaMHU HACTPOMKHU U aIMUHUCTPUPO-
BaHMS, a TaKkXKe MOJEpHU3AIMN KOMILJIEKca
CPEICTB 3alUThl WH(POPMAIMH; YTPABICHUS CO-
MPSKEHUEM M COBMECTHOM HKCILTyaTalend pa3Ho-
POIHBIX CPEACTB 3aIIUTH HH(POPMAIIHH.

IK-11 CMOCOOHOCTh TMPOBOAMTH | 3HATH: CTPYKTYPY MOJCUCTEM 3aIIUThl HHDOpMa-
9KCHEPUMEHTHI 11O 33JIaH- | MU U OCOOCHHOCTH PabOThI C HUMH.
HOM Meroauke, 00paldoT- | YMEeTh: OCYIIECTBIATh BHIOOP M HACTPOWKY IMOJI-
Ky, OIIEHKY IOTPEIIHOCTH | CHCTEM 3alIUThl HH(POPMAIUH, TIPOBOJUTE OIEHKY
U JIOCTOBEPHOCTU WX pe- | HAAEKHOCTH UX (HYHKIIMOHUPOBAHMSL.
3yJIbTATOB Brnanets: Metonamu oueHkd 3¢G¢GeKTUBHOCTH pa-

OOTBI IOJICCTEM 3aIIUTHI HH(POpPMaLIUU.
IK-12 CIIOCOOHOCTh TMPUHUMATH | 3HATh: METOJBI TMPOBEPKH PabOTOCIOCOOHOCTH

ydyacTHe€ B HPOBEIEHUU
JKCIIEPUMEHTAIBHBIX HC-
CJIEIOBaHUM CUCTEMBI
3alUTHl THPOPMALUH

HOJICHCTEM 3aLUT HHPOPMALIHH.

VYMeTh: BBINOIHAT NPOBEPKY (PYHKIIMOHUPOBAHUS
MOJICCTEM 3alllMThl UH(OpMaLUU.

Brnaners: HaBbIKaMU TECTUPOBAHMS [TOJICUCTEM
3alUThl HTHPOPMALIUH.

1.3. MecTo U CIUIUIMHBI B CTPYKTYpe 00pa3oBaTeIbHOM MporpaMmbl

I[I/ICHI/IHJ'II/IHa ((I/IH(l)OpMaIII/IOHHbIG TCXHOJIOTHUH. AI[MI/IHPICTpI/IpOBaHI/Ie IIOACHUCTEM 3alUIUThI UH-
(dhopmanmm» 0THOCUTCS K 0a30BOM YacTu GJI0Ka TUCIUTUIMH Y9eOHOT O TIIaHa.

I[J'IS[ OCBOCHUA OUCHUITJINHBI HCO6XOI(I/IMI>I 3HaHUA, YMCHUA W BJIAaJICHUA, C(i)OpMI/IPOBaHHI)Ie B
XOJ/I€ U3YYEHHUS CIENYIONMX AUCIUIUTMH U TPOXOXKIEHUS MpakTuk: «MHpOpMaIllmoOHHbIE TEXHO-
norun», «CeTr U CHCTEMBI Iepeaadn HHPOPMAITUNY.

B pe3ynbpraTte 0cBOGHHUS OUCHUIUIMHBI (POPMUPYIOTCS 3HAHMS, YMEHHS M BJIQJACHUS, HEOOXOH-
MBIC IJISI U3YUYCHUA CICAYIOIINUX AUCHUINIMH U IPOXOXKACHUA IMPAKTHK: «FyMaHI/ITapHI)Ie aCIICK-
Thl WH(POPMAaIMOHHOW Oe3omacHocTHY, «KoMIiekcHoe oOecriedeHne 0e30macHOCTH OOBEeKTa
I/IH(bOpMaTI/IBaLII/II/I», ((HpOGKTI/IpOBaHI/Ie CHUCTEM 3alIUThI 00BEKTOB I/IHq)OpMaTI/ISaHI/II/I ».

2. CTpyKTypa IHCHHMITHHBI

CTpyKTypa TMCHHUIJIHHBI JAJs1 04HO# (pOpMBI 00yUeHHs

OO0mas TpyI0EMKOCTh AUCITUILINHEI cocTaBisier 3 3.e., 108 u., B TOM 4mcIiie KOHTaKkTHas pabora
oOyJaromuxcs ¢ mpenojgasatesnieM 42 4., MpOMeXyTodHas arrectanust 18 .,
caMmocTosITeNbHas paboTa oOyJaromuxcsi _48 u.

Bupl yaeOHOM paboThI
(B yacax)
DopMBbI TEKYIIIE-
KOHTaKTHAsI
, IO KOHTPOJIS
@] R =)
Ne Pazmen nucrmmim- g 3 = 5 5 yCIIE€BAEMOCTH,
n/n HBI/TEMBI 5 g g = & & | ¢opma nmpome-
a FJ 2,88 |88 i
| < g |Z = = = |3 E 59 | KYTOYHOM aTre-
8| 5 = |[E 8 && |2 S = CTaIUH
= X = o = o < = =
) 5 o L= I = =S O T
(ORI O E & =8 =




Mecmo u pons noocu-
cmembvl 3auumaol UH-
Gopmayuu 6 cospe-
MeHHbIX UHopMayu-
OHHbBIX CUCMEMAX

Omnpoc.

Yeposwi bezonacho-
cmu UHPOPMAYUOH-
HOU cucmemul

Omnpoc.

Mooenwv yepo3 u mo-
Oelb Hapywumes

Ompoc.

Cywnocmob aoMunu-
CmMpupo8aHus

Omnpoc.

Octoebl mexnono2uu
BUPMYANLHBIX 3AUU-
wennwix cemet VPN

Omnpoc.

3awuma na xanaib-
HOM, CeaHCcO80M U ce-
meeom ypoeHsx. Ac-
neKkmul 3auumol 6e0-
nopmanos

Ormpoc.

Aomunucmpuposanue
Medlccemesblx IKPAHO8

Omnpoc.

Oyenka s¢hghexmus-
HOCMU U HAOEICHOCMU
@yHKyuoHuposanus
noocucmemul 3auumbyl
unghopmayuu

Omnpoc.

Ipaxmuueckue 3ans-
mus 1. Paspabomka
MoO0enu yepo3 u Hapy-
wumensi

OT4€T 0 MpaKTU-
YECKOM 3aHITUU

10

Ilpakmuueckoe 3ams-
mue 2. AOmunucmpu-
posanue 6CmpoeHHbIX
cucmem 3awumol OC
Windows » Windows
Server

OTtuét 0 mpaKkTH-
YEeCKOM 3aHATHH

11

Ilpakmuueckoe 3ans-
mue 3. Hacmpotika
Mediccemesblx IKPAHO8

OTuéT 0 mpakTu-
YEeCKOM 3aHATUU

12

Ilpaxmuueckoe 3ansi-
mue 4. Cozoanue
VPN-kauana.

OTuéT 0 mpakTu-
YECKOM 3aHITHH

IK3AMEH

18

IK3aMeH no ou-
aemam

UTOoro:

20

22

18

48




3. ConeprxaHue TMCUUIIINHBI

Tema 1. MecTo U poJib MOJACUCTEMBI 3alIMTHI HHGOPMALIUM B COBPeMeHHBIX MH(pOpMAaIU-
OHHBIX CHCTEeMAaX

CtpykTypa aBTOMaTU3MpOoBaHHON MH(popMmairmonHoi cucteMbl (AMC). Ha3znauenue u 3amaum,
pemaemsie [I13U. Ctpykrypa II3U. Drtansl pazpaborku [13U. KommnekcHbIM moaxoa Kk paspa-
6otke [13U. TlouaTtue xu3HeHHOTO UK cucTeMbl. Kusznenubrii mukin [13U. Monenu sxu3HeH-
Horo 1ukia. Tpebosanus k [1311 B HOpMaTUBHO-METOIMYECKON JOKYMEHTALIUH.

Tema 2. Yrpo3sl 0e30n1acHOCTH HH(POPMALMOHHOMH CUCTEMBI

VYrpossl 6e3omacHocTd HHPOpMaIK. YTeuka nHpopmanuu. HecaHKIIMOHNPOBAHHBIA TOCTYII K
unpopmanuu. Knaccudukanus yrpos. YsazBuMocT MHGOpMAIMOHHBIX cucTeM. [loacucremsl
cuctemsl 3.

Tema 3. Moaennb yrpos u Moie/ b HaApyIIHTe sl

Pa3paboTka Mozenu yrpo3 1 MOAEIU HapyluTess. PykoBoasinye HopMaTUBHBIE JOKYMEHTHI IO
pa3paboTke Mozelnel u onpeeeHns akTyalbHbIX Yrpo3. DTalbl INIAHUPOBAHUS U BHEIPEHUS
CpeICTB 3aIlUThl HH(GOPMaLUH.

Tema 4. CymHocTh aIMMHUCTPHPOBAHNUS

[IpaBuiia, pernamMeHTsl U cTpaTterus aaMuHucTpupoanus B AVIC. OyHKuMuM U 3a1a4u aJMUHU-
crpupoBanus. [Tomutuka 6e3onacHocTd. O0A3aHHOCTH aJIMUHUCTPATOpa UHPOPMALTMOHHON 0e3-
onacHocTH. [IporpaMMel 6€30MaCHOCTH aMHUHHUCTPATUBHOIO M MPOLEAYPHOr0 ypOBHA. 3aliura
AC kak mpouecc ynpaBiaeHUs puckaMu. AHaiau3 puckoB. OCHOBHBIE NOJAXOMABI K aHAJIU3y PHUC-
KOB. OTallbl aHajJW3a PUCKOB M YyIpaBiaeHus uUMU. AamunuctpupoBanue B OC cemeiicTBa
Windows. AnmunucrpupoBanue B OC cemeiictea Windows Server.

Tema 5. OCHOBBI TEXHOJIOTUHM BUPTYAJbHBIX 3alHUIIEHHBIX ceTeil VPN

Konuenmust noctpoeHus BUPTyadbHbIX YacTHBIX ceTeil — VPN. OcHOBHBIE MOHATUS U (QYHKLIUU
cetm VPN. 3amura undopmanuu B mpomecce e€ nepegaun mo TyHHemo VPN. VPN -kmueHT,
VPN-cepBep u numo3 6e3onacHoctd VPN. Peanmnzanus mexannzma VPN. BapuanTsl mocrpoe-
HUS BUPTYaJbHBIX 3allMIIEHHBIX KaHaoB. CpencrBa obecneuenus 6ezonacHoctd VPN. Kpure-
puH 0e30MacHOCTH JaHHBIX MPUMEHHUTENbHO K 3amadamM VPN. VPN -perienus ans mocTpoeHus
sammuiéHHbIX cereil. Knmaccupukanus cereit VPN. Kpurepun knaccudukanuu. OcHOBHBIE Ba-
puaHThl apxuTeKTypbl VPN. JlocTonHCcTBa NpuMeHeHus TexHonoruii VPN.

Tema 6. SamnTa Ha KAaHAJILHOM, CCAHCOBOM U C€T€BOM YPOBHHAX. ACHEeKTHI 3a1IUThbI BeO-
nmoprajaoB

[IpoTokoasl GpopMUpOBaHUS 3aIIMINEHHBIX KaHAJIOB Ha KaHaibHOM ypoBHe. [Ipotokonm PPTP.
Crpykrypa nmaketa. [Ipotokon L2TP, ero npeumymiecrsa. @opMupoBaHue 3alUIIEHHOTO BU P-
TyalibHOr0 KaHana B nporokone L2TP. IIporokonsl hopMupoBaHus 3alIMIIEHHBIX KaHAJIOB Ha
ceancoBoMm ypoBHe. [Iporenypa ycranoBnenust SSL-ceccuu. Hemocratku mportokonoB SSL u
TLS. IIporokon SOCKS, ero ocobennoctu. Cxema yCTaHOBJICHHS COCIMHEHHUS MO MPOTOKOIY
SOCKS v5. 3amuta 6ecipoBoanbix cereit. [Iporokonst WEP, TKIP, WPA u WPA2.

3ammTa Ha KaHAJIbHOM, CEAHCOBOM M CETEBOM YPOBHSX. APXUTEKTYypa CPEICTB 0€30MacHOCTH
IPSec. KommonenTsl peanu3ainuii nporokosia IPSec umeroT cnenyrommue. ApXUTEKTypa CTEKa
npoTtokosioB IPSec. 3ammra nepegaBaemMbIx JTaHHBIX ¢ momoIbio potokosioB AH u ESP. Ilpo-
TOKOJI ayTeHTU(uIMpYytolero 3aronoska. [Ipumenenne nporokosna AH B TpaHCIOPTHOM U TYH-
HENbHOM pexumax. [IpoTokos MHKanCyaupyrowmen 3amuThl, NpUMeHeHue nporokosna ESP B
TPaHCIOPTHOM U TYHHEJIbHOM peXHMaX. AITOpUTMbI ayTeHTHUGHKanuu U mudposanus B IPSec.
Crpykrypa anroputma HMAC. Ilporokon ynpasnenus: kpunrokaodamu [KE. 3agaun, pemae-
Mmbie npoTokonamu IKE. YcranoBnenune 6e3omnacHoil accormanuu. baser qanasix SAD u SPD.
OcHoBHbIe cxembl npuMmeHenust [PSec. [IpakTideckne acreKkThl 3alIUTH BEO-MOPTANIOB OT WH-
(dopmanMoHHbIX aTtak. TUMoBas apXuTeKkTypa BeO-mopTaia. MoJACUCTEMbl aHTUBUPYCHOM 3alllu-
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ThI, KOHTPOJISI [IEIOCTHOCTH, pa3rpaHUYEHHs JOCTYNa, OOHAPYKCHUs BTOP)KCHMIA, aHaIM3a 3a-
IUIIEHHOCTH, KpUnTorpaguyeckoil 3amuTel MHPOPMALUY, MTOACUCTEMY YIPABJICHUS 3allldTON
BEO-TIOPTAJIOB.

Tema 7. ATMUHUCTPUPOBaAHUE MeKCeTEeBbIX IKPaHOB. CHCTEMbI 00HAPY:KEeHHSI aTaK
VYrpo3bl, CBSI3aHHBIE C IEPUMETPOM KOPHOPAaTUBHOM ceTu. COCTaBISIOLIME 3aIUThI IEpUMETpa.
MexceTeBble PKpaHbl UX BUJIbl. AJIMHUHUCTPUPOBAHHE MEKCETEBBIX AKpaHOB. [leMuimrapuszo-
BaHHas 30Ha. CHCTEMBI YIpaBJICHUS YSI3BUMOCTSIMU. AHAJIN3 COAEPKUMOTrO MOYTOBOTO M BeO-
Tpaduka. Cuctembl 0OHapyx eHus atak. Kimaccudukamnus cucteM oOHapyKEHHUS aTak.

Tema 8. Ouenka 3¢¢eKTUBHOCTH U HAXEKHOCTH GYHKIMOHHPOBAHUS NMOJACHCTEMbI 3allU-
Thl HHGOPMaLNHU

[Tonstue s dextuBHocTu. [lokazaTens n kputepuil 3¢pdekTuBHOCTH. MeToabl OlleHKH 3 dek-
TUBHOCTU. Mogenu oueHkH 3ddexTruBHOCTH. Hané&kHOCTh MOACHCTEMBI 3a1UTHI HHPOPMAIIHIH.
[Tonstue aynura nHpopmanronHoi 0e3onacHoctu. Tumsl aynuta. MTHCTpyMeHTaIbHBIE TPOBEP-

KH.

4. Obpa3oBarejibHbIE TEXHOJIOTHH

Ne |HaumenoBanme pas- N
Buabl yueOHbIX 3aHATHI Oo6pa3oBarte/ibHbIe TEXHOJIOTHHI
n/m |gejaa
1 |2 3 4
1 [Mecmo u poav noocu- |Jlexyus 1. Tpaouyuonrnas nexyus ¢ UCNONb-

cmembvl 3auumaol UH-
Gopmayuu 6 cospe-
MeHHbIX UHhopMmayu-
OHHbBIX CUCMEMAX

Camocmosmenvuas paboma

306AHUEM npe3eHmauub7

H3yuenue mamepuanog nekyuti

2 | Veposwl 6ezonacnocmu
UHPOPMAYUOHHOU CU-
cmembl

Jlexyus 2.

Camocmosmenvuas paboma

Tpaouyuonnas nexyus ¢ UCNONb-
308aHUeM npe3eHmayuil

H3yuenue mamepuanog nexkyuii

3 |Mooenw yepos u mooens
Hapywumers

Jexyus 3.

CamocmosmenvHas paboma

Tpaouyuonnas nexyus ¢ UCNONb-
308aHUeM npe3eHmayuil

H3zyuenue mamepuanog nekyuti

4  |Cywynocmov aomunu-
CMpupo8aHus

Jexyus 4.1
Jlexyus 4.2

Camocmosmenvuas pa6oma

Tpaouyuonnas nexyus ¢ UCnoib-
308aHuUeM npezeHmayuil

H3zyuenue mamepuanog nexyuii

5 |Ocnoevr mexuonocuu
BUPMYANLHBIX 3AUU-
wennvix cemet VPN

Jlexyus 5.

Camocmosmenvhas pa6oma

Tpaouyuonnas nexyus ¢ UCnHONb-
308aHuemM npezeHmayuil

H3zyuenue mamepuanog nexyuii

6 |3awuma na kanano-
HOM, CeaHCcOo8OM U ce-
megom yposeHsx. Ac-
nekmsl 3auumsl 6eo-
nopmanos

Jlexyus 6.1
Jlexyus 6.2

Camocmosmenvuas paboma

Tpaouyuonrnas nexyus ¢ UCNONb-
308aHUeM npe3eHmayuil

H3yuenue mamepuanog nekyuti

7  |Aomunucmpuposanue
Medlccemesvix IKPAHO8

Jlexyus 1

Camocmosmenvuas paboma

Tpaouyuonmnas nexkyus ¢ UCnoJib-
308aHUeM npe3eHmayuil

H3yuenue mamepuanoe nekyuti

8 |Oyenxa s¢ppexmueno-

Jlexyus 8

Tpaouyuonnas nexyus ¢ UCNONb-




Ccmu U HAOENCHOCMU
@DYHKYUOHUPOBAHUSA
noocucmemvl 3auUiumol
ungopmayuu

Camocmosmenvuas paboma

306AHUEM npe3eHmauuL7

H3yuenue mamepuanog nekyuti

9 |lpaxmuueckue 3ams-
mus 1. Paspabomka
Mooenu yepo3 u Hapy-
wumens

Jlabopamopnoe 3anuamue 1.

Camocmosmenvuas paboma

Buvinonanenue npakmuueckoeo 3a-
oaHnus

10 |I/Ipakxmuueckoe 3ana- |Jlabopamopuoe 3anamue 2. |Buinonnenue npaxmuueckoeo 3a-
mue 2. AOmMuHucmpu- O0aHus
posaHue 6CMpOeHHbIX
cucmem 3awumol OC  |CamocmosmenvHas paboma
Windows « Windows
Server
11 |IIpakxmuueckoe 3ana- |Jlabopamopnoe 3anamue 3. |Bvinonnenue npaxmuueckozo 3a-
mue 3. Hacmpotika oanus
Mmedccemesvix skpana | Camocmosmenvras paboma
12 |Ilpakmuueckoe 3ana-  |[Ipakmuyeckoe 3ausmue 4. |Bvinonnenue npaxmuueckozo 3a-

mue 4. Cozoanue VPN-

Karnana.

Camocmosmenvhas pa6oma

OaHus

5. OneHKa JIAHMPYEMBbIX Pe3yJbTaTOB 00y4eHHs

5.1. Cucrema olieHUBaHUSA

®opmMa KOHTPOJISA Makc. KoJIu4ecTBO 0A1JI0B
3a onny pa- |Bcero
ooty

Texynmii KOHTPOJIb:

—onpoc 3 bannos 24 6annos

— npakmuueckoe 3anamue (memwl 1,2.4) |10 6annos 30 6annos

— npakmuyeckoe 3ausmue (mema 3) 6 banos 6 bannos

ITpomexxyTouHas aTrecranus 40 6annos

9K3AMEH

Hroro 3a pucuumInny 100 6annos

9K3AMEH

[lepeueHb KOMIIETEHIIMI C YKa3aHMEM ITAIOB UX (OPMHUPOBAHUS B IIPOLIECCE OCBOCHUS AUCII -
IUTMHBI NIPE/ICTABIIIETCS B BUAE TAOJIUIIbL:

Ne Koumponupyemote pazoenvt | Koo konmpoaupyemoii Haumenosanue oye-
n/n (membt) oucuunIuHbl KomnemeHnuyuu HOYHO20 cpedcmea

1. Tema 1 OIIK-4 Ompoc

2. Tema 2 OIIK-4 Ompoc

3. Tema 3 OIIK+4, IICK-3.2 Onpoc

4, Tema 4 ITK-3 Ompoc

5. Tema 5 TIK-11, IICK-3.2 Ompoc

6. Tema 6 TIK-11, [1K-12 Ompoc

7. Tema 7 TIK-11, [1K-12 Onpoc
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8. Tema 8 ITK-11, ITK-12, TICK-3.2 | Onpoc

9. Ipaxmuueckue 3anamus 1. OIIK-4, TICK-3.2 [Tnan MPAKTUYECKOT O
3aHSTUS

10. | Ilpaxmuueckoe 3ansamue 2. IK-11, ITK-12 [Tnan MIPAKTUYECKOT 0
3aHSTUS

11. | Ilpaxmuueckoe 3anuamue 3. IK-11, ITK-12 [Tnan MPaAKTHYECKOT' 0
3aHSITUS

12. | Ilpaxmuueckoe 3ansamue 4. [IK-11, TTK-12 [Inan MPaKTUYECKOT 0
3aHSTUS

[Tony4eHHBIN COBOKYIHBIA pe3yIbTaT KOHBEPTUPYETCS B TPAJUIIMOHHYIO IIKAJTY OI[EHOK U B
1IKaJly oleHOK EBpomneiickoii cuctemsl epeHoca 1 HakorieHus kpeauTos (European Credit
Transfer System; nanee — ECTS) B cooTBeTcTBUU € TaOIMIIEH:

100-6amipHas mKa- TpazHonHas mKaa IIkana
J1a ECTS
95 -100 A
83904 OTJIMYHO B

68 — 82 XOPOIIIO 3a4TCHO C

56 - 67 D
5055 YIIOBJICTBOPHUTEIHHO E
20-49 FX
0_19 HEY/I0BJIETBOPUTEIBHO HE 3aYTEHO F

5.2. Kputepun BbICTaBJIICHHS OLICHKH 1O JUCITUTIIIMHE

Banasl/ Ouenka no aguc- Kpurtepun oueHku pe3ynbTaToB 00y4eHHs 10 JUCLU-
I kana HUILIHHE IVIMHE

ECTS

100-83/ «OTIUYHO» / BricTaBisercs o0y4aromemycsi, €Ciu OH TIyOOKO U poY-
AB «3auTeHO (OTINY- | HO YCBOMJI TEOPETHUUECKUN U MPAKTUYECKUN MaTepHual,

HO)» /
«3aYTCHO»

MOXET IPOJAEMOHCTPUPOBATH ATO HA 3aHATUAX U B XOJI€
MPOMEXKYTOUHON aTTECTAIUU.

OO0yuaromuiicst UCYEPIBIBAIONIE W JIOTHYECKH CTPONHO U3-
naraet yaeOHbIN MaTepHall, yMEeT yBS3bIBATh TEOPHIO C
MPaKTUKOU, CIPABIISIETCS C PEIIeHUEM 3a1a4 npodeccuo-
HAJIbHOW HAaIpPaBJIEHHOCTU BBICOKOT'O YPOBHS CJI0KHOCTH,
IPaBUJILHO 00OCHOBHIBAET MPUHSATHIE PEILICHUSI.

CB06OAHO OpHEHTHPYETCS B yueOHOI U mpodeccuoHamb-
HOH JIUTEpaTypE.

Or1eHka 1o AUCHHUILIMHE BBICTABISIIOTCA 00yJaromemMycs ¢
y4€TOM PE3yJIbTATOB TEKYILEH U IIPOMEKYTOUHOM aTTe-
CTaIlyH.

Kommierenuuu, 3aKperui€éHHbIe 3a U CIUTIMHON, chopMHu-
POBaHbI HA YPOBHE — «BBICOKHI.
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Banabl/
HIxkana
ECTS

Ouenka nmo auc-
HUILJITHHE

Kpurepun oneHku pe3yJibTaToB 00y4eHus! 10 JUCIH-
IJINHE

82-68/
C

«xopomioy /
«3a4TeHO (XOopo-
1o)» /
«3aYTCHO»

BeicTaBisercs o0yJaromemycsi, €Ciy OH 3HAeT TeopeTHYe-
CKUI M IPaKTUYECKHUI MaTepuall, F[paMOTHO U IO CYLIECTBY
M3JIaraeT ero Ha 3aHATHAX U B XOJ€ IPOMEKYTOYHOH aTTe-
CTallMM, HE JJOMyCKasl CyIIeCTBEHHBIX HETOUHOCTEM.
OOyuaronmiicst MpaBUIILHO IPUMEHSET TEOPETUYECKHE T10-
JIOKEHUS TP PEIIeHNH MPAKTUYECKUX 3a/1a4 podeccro-
HaJbHOI HaNpaBJIEHHOCTH Pa3HOIO YPOBHSI CIOXKHOCTH,
BJIa/Ie€T HEOOXOAUMBIMU JIJIsl 3TOrO HaBBIKAMM U TTpUEMa-
MHU.

JloCcTaTOYHO XOPOIIO OPUEHTHPYETCS B y4eOHOI U mpo-
(beccuoHambHOM U TEpaType.

OreHka 1o AMCLUUIUIMHE BBICTaBIISIIOTCS 00ydaromeMycs ¢
y4€TOM PE3yJIbTATOB TEKYIEH U IPOMEKYTOUHOM aTTe-
CTalLlUH.

Komnerenuuu, 3akperui€HHble 3a JUCLUIIIMHON, chOopMU-
POBaHbI HA YPOBHE — «XOPOIINNY.

67-50/
D,E

«yIIOBJIETBOPH-
TENBbHOY /
«3a4TeHo (yaoBie-
TBOPUTEIIBHO)» /
«324TEHO»

BeicTaBisercs o0ydaromemycsi, €ciy OH 3HaeT Ha 0a30BOM
YPOBHE TEOPETUYECKHI U PAKTUUECKUI MaTepHall, 10-
IIyCKAET OT/I€JIbHbIE OLUMOKH P €ro U3J10KEHUH Ha 3aH -
TUSX U B XOJI€ IPOMEKYTOYHOU aTTECTALUH.
OO0yuaromuiics UCOBITHIBACT ONPEEIEHHBIE 3aTPY/ IHEHUS
B IIPUMEHEHUU TEOPETUYECKUX MTOJIOKEHUM IIPU PELLIEHUU
MPAaKTUYECKUX 33724 Ipoeccu OHATbHON HaIlPaBIE€HHOCTH
CTaH/JapPTHOT' O YPOBHS CIOKHOCTH, BJaJieeT HEOOXOIUMBI-
MU JJIs 3TOr0 0a30BBIMU HaBBIKAMM U TIpUEMaMU.
JleMOHCTpUpyeT A10CTAaTOYHBIN YPOBEHb 3HAHUS Y4eOH O
JIUTEPATYPHI IO TUCHUTLINHE.

OreHka Mo AUCIUILIMHE BBICTABISIIOTCS 00yJaromemMycs ¢
y4€TOM PE3yJIbTATOB TEKYIIEH U IIPOMEKYTOUHOM aTTe-
CTaLluH.

Komnerenuuu, 3akperuiéHHble 3a JUCHUIUINHON, chopmu-
pPOBaHbI HA YPOBHE — «JIOCTaTOYHBINY.

49-0/
FFX

«HEYJIOBJICTBOPH -
TEJIBLHOY /
HE 3aU4TEHO

BricTaBnsiercs oOydaromeMycs, €Clii OH He 3HaeT Ha 0a3o-
BOM YPOBHE T€OPETUUYECKUN U NPAKTUYECKHUI MaTepual,
JIOITyCKaeT rpyoble OMMOKH NP €ro U3I0KEeHUH Ha 3aH -
TUSX U B XOJI€ MPOMEXKYTOYHOU aTTECTALIUH.
OOyuaromuiicss UCIBITHIBAET CEPbE3HBIE 3aTPYIHEHUS B
[IPUMEHEHUU TEOPETUYECKUX MTOJIO)KEHUM MIPU pelIeHUuU
NPaKTUYECKUX 3a/1a4 MpodecCHOoHaIbHON HANPaBIEHHOCTH
CTaHJAapPTHOTO YPOBHS CIIOKHOCTH, HE BJIaJIeeT HEOOXOI1-
MBIMH JIJI51 TOTO HaBBIKAMU U IPUEMAMU.

JlemoHCTpUpYeT PparMeHTapHbIC 3HAHUS yUeOHOM JIUTE-
paTypsl 1O JUCLHUILINHE.

OreHka 1o AUCUUIUIMHE BBICTABIISIIOTCS 00yJaroeMycs ¢
YYETOM pe3yJIbTATOB TEKYILEH U TPOMEKYTOUHOM aTTe-
CTallUH.

KomMmnereHnu Ha ypOBHE «J1OCTaTOYHBIN Y, 3aKPEIJIEHHbBIE
3a JUCLUMILIMHOMN, He ChOPMHUPOBAHBI.
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5.3. OueHounble  cpenctBa  (Martepwanbl) JJIsi  TEKYLIETO  KOHTPOJIS  YCIIEBaeMOCTH,
IPOMEKYTOYHON aTTeCTalli 00yYaOIIUXCS MO TUCIUIUINHE

Yemmuwuin onpoc
YeTHbIi 0npoc — 3TO CPEACTBO KOHTPOJIS, OPraHU30BaHHOE KaK CIenuanbHas Oecena mpemnoaa-
BaTelst ¢ 00y4aroIUMCs Ha TEMBI, CBI3aHHBIC C H3y4aeMOW TUCHUILTHHON, U pACCUUTAHHOE Ha
BBISICHEHHE 00bEMa 3HaHUH, 00y4aroIIerocs o onpeaeIEHHOMY pa3zelly, TeMe, podiaeme u
T.II.
Ilepeuens ycmuplx 6onpocoeé 0nsa npoeepKu 3HAHUU

Ne | Bompoc Peamuzyemas
KOMITCTCHIIHS
1. | Ha3HaueHue W 3amaud, penraeMble MOACUCTeMOl 3ammThl nHpopma- | OITK-4
ruu (I13N1).
2. | Ctpykrypa I131. OIIK-4
3. | Dramnsl pa3padotku [131. OIIK-4
4. | Yrpo3ssl 0e3onacHoctu nHpopmanuu. Knaccuduxauus yrpos. OI1K-4
5. | Yreuka unpopmauuu. HecaHkunoHupoBaHHbIM JocTyn K uHpopma- | OIIK-4
IIUH.
6. | YazBumoct nnpopmanmonssix cucreM. [loncucremsr cucremsr 31 OIlK-4
7. | Pa3paboTka Monmenu yrpos. OIIK-4, TICK-3.2
8. | Pa3pabotka Mojem HapyIIUTeNsl. OIIK-4, TICK-3.2
9. | PykoBoasiue HOpMAaTUBHBIE IOKYMEHTHI 1m0 pa3padoTke mozenei u | OITK-4, [ICK-3.2
OIpE/IeNICHHsI aKTYaJIbHBIX YTPO3.
10. | [MonuTHKa 6€30MaCHOCTH. [1K-3
11. | IIporpaMMbl ©€301IACHOCTH AJMUHUCTPATHBHOTO W mpomeaypHoro | ITK-3
YPOBHSL.
12. | Dranbl aHanM3a PUCKOB M YIIPABICHUS UMHU. I1K-3
13. | Peamm3anms mexanuzma VPN IIK-11, IICK-3.2
14. | VPN-kmuent, VPN-cepBep u nuiro3 6e3omacaoctd VPN. ITK-11, ITCK-3.2
15. | Knaccudukamus ceteit VPN. IK-11, I[1CK-3.2
16. | Ilpotoxosn PPTP. CtpykTypa nakera. IK-11, ITK-12
17. | Ilponienypa ycranosnenus: SSL-ceccun. I1K-11, I[TK-12
18. | ammuTa 6eCrIpOBOIHBIX CETEH. IIK-11, [1K-12
19. | CocraBisromue 3ayThl IEPUMETPA. IIK-11, IIK-12
20. | MexceTeBble KpaHbl MX BUABL AnmuHHCTpupoBaHue MexcereBbix | [1IK-11, [TK-12
HKPAHOB.
21. | lemMuiuTapu3oBaHHast 30HA, €€ MOHATHE U CTPYKTYpa [K-11, ITK-12
22. | Ilokazarens u kputepuit 3ppextnBHOCcTH pyHkunonnposanus [13U. | TIK-11, [TIK-12,
I1CK-3.2
23. | HapéxuocTp moxcucTeMsl 3amuthl uHGopmanuu. [lonstue ayamra | [TK-11, [TK-12,
nH(OPMaILIMOHHOM 0€301aCHOCTH. [1CK-3.2
24. | Monemu otieHKH 3¢ (HEKTUBHOCTH. IIK-11, TIK-12,
I1CK-3.2

IlIpumepnuie sonpocel K IK3ameny — npogepka cghopmuposannocmu komnemenyuit — OINK-4,
IIK-3, IIK-11, IIK-12, IICK-3.2

1. Crpyktypa aBTOMaTH3upoBaHHON nH(popManronHoi cucteMsl (AWC). Haznauenue u 3aa-
gy, pemaemsie [I3U. Ctpykrypa [13U.

2. Otansl pa3pabotku [13U. Komnnekcusiit noaxox k pazpadotke [131. [ToHsTHE )X M3HEHHOT O

IIUKJIA CHCTEMBI.

Kuznennsiit nuki [13UW. Moaenu »KnU3HEHHOrO IIUKIIA.

4. TpeboBanus x [1311 B HOpMaTHUBHO-METOUYECKON JTOKYMEHTAIIHH.

w




©ooNo O

11.
12.

13.
14.
15.
16.
17.
18.
19.
20.

21.
22.

23.
24.

25.
26.

27.

28.
29.
30.

31.
32.

33.
34.
35.

36.
37.
38.
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VYrpo3ssl 6e3onacHoctu nHpopmanuu. Knaccuduxamus yrpos.

VYreuka nnpopmanuu. Kanans yreuxu.

HecankuuonupoBanusliii 1octyn k uHpopmanuu. Buaet HC/I.

VYs13BUMOCTH HH(POPMAIIMOHHBIX CHCTEM.

[Toxcucremsl cuctemsl 3anThl HHGopManuu. Kinaccr 3amuménnocta CBT, AUC, mexce-
TEBBbIX 3KPAHOB.

. Otamnbl pa3paboTka MOJENN YIpo3 U MOJENN HapymuTensi. PykoBosiiiue HOpMaTUBHbBIE J10-

KyMEHTBI 110 pa3paboTKe MozeNell U OnpeaeeHHs aKTyallbHbIX YIpo3.

OTansl IUIAHWPOBAHUS U BHEJPEHUS CPEJICTB 3aLUTH HHPOPMAIIIH.

IIpaBuna, pernameHTsl U cTparerus agMuHUCTpupoBanus B AMC. @yHKkuuu u 3a1adu aj-
MUHUCTPUPOBAHUS.

[Tomutrka Oe3onmacHocTH. OOS3aHHOCTH aIMUHUCTpATOpa WHPOPMAIMOHHOW Oe30IacH o-
ctu. [IporpamMmMbl 6€30M1aCHOCTH BEPXHETO U NMPOLIETYPHOTO YPOBHSIL.

3amuta AUC kak mpoiiecc ympaBieHus: puckamu. AHanu3 puckoB. OCHOBHBIE MOAXOMBI K
aHaJIM3y PUCKOB. DTalbl aHAJIU3a PUCKOB U YIIPABJICHUS UMHU.

AnmunuctpupoBanne B OC cemerictBa Windows.

AnmunuctpupoBanue B OC cemeiictBa Windows Server.

Konnenuus nocrpoenus BUpTyalbHbIX yacTHbIX cereil VPN. 3ammra nndpopmanuu B npo-
necce e€ nepenayu no tynHemo VPN.

VPN-kmuenT, VPN-cepep u nutto3 6e3omacHoctu VPN. Peanuzanus mexanusma VPN. Ba-
PHAHTBI TOCTPOEHUSI BUPTYaJIbHBIX 3aLUILEHHBIX KAHAJIOB.

CpencrBa obecnieuenus 6ezonacioctu VPN. Kputepun 6e30macHOCTH JaHHBIX HPUMEH H-
TenbHO K 3aga4aM VPN. VPN-penienus it NOCTpOECHHUS 3aLUILEHHBIX CETEH.
Knaccudukanus cereit VPN. Kputepun knaccupukannyu. OCHOBHbIE BAPUAHTHI APXUTEKT Y-
pbl VPN. /locTronHcTBa mprMeHeHus TexHoaornid VPN.

[TpoTokon PPTP. CtpykTypa nakera.
[IpoTokon L2TP, ero npeumyiiecrtsa. @opMupoBaHue 3aUUIIIEHHOI0 BUPTYaJIbHOI'O KaHala
B nipotokose L2TP.

[Ipouenypa ycranoBnenus: SSL-ceccun. Hemoctatku nporokonoB SSL u TLS.

[Tpotokon SOCKS, ero ocobeHHocTn. CxeMa yCTaHOBIICHUS COCIUHEHHS IO MPOTOKOIY

SOCKS vbs.
3ammra 6ecipoBoaHbix cerel. [Iporokonst WEP, TKIP, WPA u WPA2.

Apxutekrypa cpenctB 6e3onmacHoctu [PSec. KommonenTs! peanmsanuii mporokona IPSec
UMEIOT clieAyrolme. ApXUTEKTypa cTeka npotokosos [PSec.

3amuTa nepegaBaeMbIX AaHHBIX ¢ omolkio mpotokosoB AH u ESP. [Ipumenenue mporo-
kosia AH B TpaHCIIOPTHOM U TYHHEJIBHOM PEXKHUMAX.

ITpumenenue nportokoaa ESP B TpaHCIIOPTHOM U TYHHEJIBHOM PEKHMAX.

Anroputmsel ayTeHTU pukanuu 1 mudposanus B IPSec. Ctpykrypa anroputma HMAC.
ITporokon ympasnenus kpunrtoxmouamu IKE. 3apaum, pemaembie npotoxkonamu IKE.
YcraHoBneHue 6e3onacHoil acconuanuu. bassl nanusix SAD u SPD.

ITpakTHueckue acreKThl 3alUThl BE€0-MOPTaI0B OT MH(POPMALMOHHBIX aTaK.

VYTpo3sl, CBA3aHHBIE C MIEPUMETPOM KOPIOpaTUBHOW ceTH. COCTaBJISIIOIIME 3aLIUTHI IIEPH-
MeTpa. MexceTeBble SKpaHbl UX BUIIBI.

Jemunutapr3oBaHHas 30Ha. AHAJIU3 COJEPKUMOTr0 MOYTOBOro U BeO -Tpaduka.

Cucrembl oOHapyxeHus atak. Kinaccuduxanus cucteM oOHapyKeHHs aTak.

[Tonsarue > ¢pexruBHocTu. [lokazarens u kpurepuil r3¢pdpekTuBHOCTH. MeTobl Ol €HKH 3 (]-
¢dextuBHOCTH. Monienu orieHKH 3()PEKTUBHOCTH.

Han&xHoCTh MOACKCTEMBI 32U TH HH()OPMAIUH.

[Tonstue aynuTta HHPOPMAIMOHHOM Oe30macHOCTH. THITBI ayanuTa.

HHcTpyMeHTaIbHbIE TPOBEPKHU.

ITpumepnvie mecmosoie 3a0anus — nposepka cpopmuposannocmu komnemenuyuii — OINK-4,

ITK-3, ITIK-11, ITK-12, TICK-3.2
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1. BupryanbHas 3amuménnas cetb VPN — 310

a) 00beAMHEHNE KOMIIBIOTEPOB B CETh Y€pe3 OTKPBITYIO BHEIIHIOK CpeAy nepenayu uHpopma-
LMY B €IUHYIO BUPTYyaJbHYIO0 KOPIIOPAaTUBHYIO CETh JJIsl o0ecneueHns 0e30MacHOCTH LHUPKYJIU-
PYIOILUX JTaHHBIX.

0) obvedunenue NOKATLHLIX cemel U OMmOelbHblX KOMNbIOMEPOos yepe3 OMKPbIMYI0 8HEWHIOn
cpedy nepedayu undopmayuu 8 eOuHylio 8UpmyanbHyl0 KOPHOPAMUBHYIO cemb, 0Decneyusaio-
Wy 6e30nacHoCcmb YUPKYAUPYIOUUX OAHHBIX.

B) 00beIMHEHNE JTOKAJbHBIX CETEH U OTJENbHBIX KOMIBIOTEPOB Yepe3 riodanbHyto ceTh MHTep-
HET B €JMHYIO0 BUPTYaJIbHYI0 KOPIIOPATUBHYIO CETh, 00ECIIEUNBAIOILYI0 O€30MaCHOCTh LIUPKYJIHU-
PYIOIUX JTaHHBIX.

r') 00ObeAMHEHNE OTAENIbHBIX KOMIBIOTEPOB U MOOUIIBHBIX YCTPOICTB uepe3 Iio0albHYI CETh
WHTepHeT B enuHYyI0 BUPTYyaJbHYI0 KOPIOPAaTUBHYIO CEThb, 00€CHEUMBAIOLIYI0 OE€30MaCHOCTb
LUPKYJIUPYIOILIHX TaHHBIX.

2. ITo npu3naky «padoudero» ypoHst moae;au OSI pasauuaror ciaenyomue rpynnst VPN:

a) VPN kananbno2o yposeHs;

0) VPN npukiagHoro ypoBHs;

8) VPN cearncosoeo yposHs.

2) VPN cemegoeo yposHsi;

1) VPN TpaHCIIOPTHOTO YPOBHS;

e) VPN npeactaBUTeIbCOro ypoBHS.

6. YueOHO-MeTOAUYECKOE H HH(POPMALIMOHHOE 00ecneyeHne TUCIUTITUHBI

6.1. CriMCOK MCTOYHMKOB U JIMTEPATYPbI

Hcrounuku
OcHoBHBIE

1. Bazosas modens yepo3 bezonacnocmu TIEPCOHAITBHBIX TAHHBIX MPU UX 00paboTKe B HHGOP-
MaIMOHHBIX CHCTEMaX MEPCOHATBHBIX JAaHHBIX. Y TBEP)K/ICHA 3aMeCTUTEIEM AUPEKTOpa
®CTDK Poccuu 15 dpespans 2008 r. [Dnekrponusiit pecype] / PCTIK Poccun. — Pesxxum
noctyna : https://fstec.ru/component/attachments/download/289, ceo6oansrit. — 3ari. ¢ skpa-
Ha.

2. I'OCT P 50922-2006. 3aumra uadopmaiui. OCHOBHbIE TEPMUHBI U ONpeeiaeHus. [DeK-
TpOHHBIH pecypc] / Pexxum gocryma :
http://www.consultant.ru/cons/cgi/online.cgi?req=doc&base=0OTN&n=25219#022100440472
959426, cBoOOaHBI. — 3ar. ¢ 3KpaHa

3. Memoouka onpedenenus akmyaibHbIX yepo3 6€30nacHocmu TIepCOHAIBHBIX JAHHBIX IIPH UX
00paboTke B MH(OPMAIIMOHHBIX CUCTEMAaX MEPCOHANBHBIX JaHHBIX. Y TBEpXKICHA 3aMeCTUTE-
aem qupektopa ®CTOK Poccun 14 deppans 2008 r. [Dnexktponnsiit pecype] / DCTIK Poc-
cun. — Pexxum noctymna : https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114
-spetsialnye-normativnye-dokumenty/380, cBoGoaHBI#. — 3ariL. ¢ 9KpaHa.

4. Memoouueckue pekomenoayuu no pa3pabomke HOPMATUBHBIX TIPABOBBIX aKTOB, OMPEIEIIsi-
IOIMX YIPO3bl 0€30MaCHOCTH MEPCOHATBHBIX JaHHBIX, aKTyaJbHbIE P 00paboTKe mepco-
HaJbHBIX JAHHBIX B MH()OPMAITMOHHBIX CHCTEMaX MEPCOHATBHBIX JAHHBIX, YKCITYaTHPYEMBIX
IIPU OCYILECTBIEHUH COOTBETCTBYIOIMX BUOB JI€ATEIIbHOCTU. Y TBEPXKAEHBI PYKOBOJICTBOM
8 Llentpa ®CB Poccuu ot 31 mapra 2015 rona Ne 149/7/2/6-432 [DnexkrponHsiii pecype] /
®CTOIK Poccun. — Pexxum goctyna: mo HepaboduM JTHSM, B JIF000E BpeMs TEKCT TOKYMEHTa
MOXKHO TOJTy4HTh Ha 3J1. mouty http://www.consultant.ru/document/cons_doc_LAW 185051/,
CBOOOHBIN. — 3ari. ¢ KpaHa.

5. Pykosooawuii 0oKymenm. ABTOMaTH3NPOBAHHBIE CHCTEMBI. 3aIIMTa OT HECAHKIIMOHUPOBAH-
HOTo AocTyna K nHpopmannu. Knaccudukaius aBTOMaTU3UPOBAHHBIX CUCTEM U TPeOOBAHUS
o 3anmTe nHpopMauu. Y TBEPKACHO pelieHrneM npeaceaatens ['ocy1apcTBeHHOM TeXH -
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yeckor komuccun npu [Ipesunente Poccuiickoit @enepannu ot 30 mapta 1992 r. [Dnek-
TpOHHBII pecypc] : Pexxum nocryna : https://fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/384-rukovodyashchij-
dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-g, ceo6oaHbIi. —
3ariL. ¢ 3KpaHa.

6. Pyxosooawuti dokymerm. CpeAcTBa BBIYUCIUTEILHON TEXHUKHU. 3alIUTa OT HECAHKI[MOHHUP O-
BaHHOTO JocTyna K nHpopmanun. [Tokazatenn 3amumEHHOCTH OT HECAHKITMOHUPOBAHHOT O
nocTyna K nHopMmanuu. Y TBEpkKAeHO peleHreM npenceaaTens ['ocyapcTBeHHOM TexHuYe-
ckoil komuccun npu [Ipesunente Poccuiickont @enepanuu ot 30 mapra 1992 r. [DnekTpoH-
HbIi pecypc] : Pexxum gocryma : https://fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/385-rukovodyashchij-
dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-g2, cBo0oaHbIiA. —
3ari. ¢ 3KpaHa.

7. Pyrosooawuti ookymerm. CpeacTBa BHIYHCIUTEIbHON TEXHUKU. MexceTeBble SKpaHbl 3alu-
Ta OT HECAHKI[MOHUPOBAHHOTO ocTyna K uHpopmaruu. [Tokazarenu 3aMIEHNHOCTH OT He-
CaHKIIMOHUPOBAHHOI'O 10CTYIa K HH(OpMaluu. YTBEpkKAeHO pelieHreM npenceaatens ['oc-
YAApCTBEHHOM TexHUYeCcKkor komuccuu npu [Ipesunenre Poccuniickon ®enepanuu ot 25
utoiist 1997 r. [Dnextponnslit pecypce] : Pexxum nocryna : https://fstec.ru/tekhnicheskaya-
zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/383-
rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-25-iyulya-1997-
g, CBOOOMHBIN. — 3ari. ¢ 3KpaHa.

JononHuTenbHbIe

8. Ilpuxaz @®CTIK Poccuu ot 11.02.2013 Ne 17 «O0 yTBepk1eHUN TPeOOBaHUI O 3aIIUTE HH-
dopmanum, He COCTaBIIOLIEH rOCYAapCTBEHHYIO TaliHY, COJIeprKalleiicsl B TOCYAapCTBEHHBIX
WH()OPMAITMOHHBIX CHCTEMaxX» [DIeKTpOoHHBIH pecypc] : Pexxum goctyna :
https://fstec.ru/normotvorcheskaya/akty/53-prikazy/702, ceobonHbIii. — 3ari. ¢ 3KpaHa.

9. Pyxoeooawuti 00KymMeHT. 3alluTa OT HECAHKIIMOHUPOBAHHOTO JTocTyna K nHdopmaruu. Tep-
MHUHBI U OIpeAecHus. Y TBEPXKIEHO pelieHneM npeacenarens ['octexkomuccuu Poceun ot
30 mapta 1992 r. [DnextponHsiii pecypc] : Pexum moctyna : https://fstec.ru/tekhnicheskaya-
zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/386-
rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-
g3, cBOOOIHBIN. — 3ari. ¢ YKpaHa.

10. Pyxogooawuil 0okymerm. 3alyTa OT HECAHKIIMOHUPOBAHHOTO JOCTYTA K HHPOPMAIIUH.
YacTs 1. [IporpamMuoe obecnieuenne cpeacTs 3anmThl nHGopmannu. Kinaccudpukamms mo
YPOBHIO KOHTPOJISI OTCYTCTBHS HEJIEKJIAPUPOBAHHBIX BO3MOKHOCTEH. Y TBEPKACHO pelICHUEM
npeacenaress ['ocyiapcTBeHHON TeXHUUYeCKoW komuccuu tipu [Ipesnaente Poccuiickoit Oe-
nepanuu oT 4 uroHs 1999 r. Ne 114, [DnektpoHHBIH pecypce] : Pexxum gocryna :
https://fstec.ru/component/attachments/download/294 cBoGoaubIii. — 3ari. ¢ 3kpaHa

11.  @eodepanvuwiii 3axon «O06 UHGoOpMaLK, NH(HOPMALIMOHHBIX TEXHOJIOTHSAX U O 3aLUTE
uHpopmarum» ot 27.07.2006 Ne 149-D3 (pexn. ot 19.07.2018). [DnexTpoHHbIN pecypc] : Pe-
*uM pocryma : http://www.consultant.ru/document/cons_doc_LAW_61798/, ceoboaHbIi. —
3aru. ¢ sKpaHa.

Jlutepatypa

OcHoBHas
1.I'sozneBa B.A., Undopmatuka, aBTOMaTH3UpOBaHHBIE HHPOPMAILIMOHHBIE TEXHOJIOTUU U CUCTE-
Mbl: YueOnuk / M.:11J1 ®OPYM, HULl UHOPA-M, 2015. - 544 c.
2.®enoroa E.JI. MadopmalimoHHbIe TEXHOJIOIMH U CUCTEMBI: YueOHoe mocodue / M.: UJ] ®O-
PYM: HUII Undpa-M, 2013. - 352 c.
3.3aTonckuii A.B. MHbopManimoHHble TEXHOJOTHH: pa3padoTka WH(DOPMAIMOHHBIX MOZENeH U
cucreM: Yue0. moc. / M.: 1| PUOP: HUL] UH®PA-M, 2014 - 344c.
4.I'Bo3neBa B.A. NndopmaTrka, aBTOMaTH3MpOBaHHbIE MH()OPMAIIMOHHBIE TEXHOJIOTUU U CHUCTe-
Mbl: YueOnuk / M.:11JI ®OPYM, HULl UHOPA-M, 2015. - 544 c.
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JlonmoaHUTEIbHAS
1. I'puwuna H. B. Opranusanusi KOMIUIEKCHON cucTeMbl 3aiuThl uH(opmanuuu / H. B. ['pumu-
Ha. - M. : 'emmoc APB, 2007. - 254 c. : puc., 1abmn. ; 20 cm. - Ox3. Ne 541-08 ¢ aBTorp. asr. -
bubmuorp.: c. 248-252 (45 na3s.). - ISBN 978-5-85438-172-7 : 150.00.

6.2. Ilepeuenn pecypcoB HH(DOPMAITMOHHO-TEJIICKOMMYHHUKAIITMOHHOM ceTn « THTepHeT».

1. OXPAHA. ru. Poccuiickoe CMU o 6e3omacHocTd. [ DNeKTpOHHBIN pecypc] : Pexum mocryna :
https://oxpaha.ru/, ceoboaHBIif. — 3ari. ¢ 3KpaHa.

2. Sec.ru. TTopran mo Ge3omacHOCTH. [DNeKTpoHHBIN pecype] : Pexxum mocryna : http://sec.ru/,
HeoOXOoaMMa perucTparus. — 3aril. ¢ SKpaHa.

2. banx oannvix yepos 6eszonacnocmu ungopmayuu. [dnexrpounsiii pecype] / ®CTIK Poccun,
DAY «'HUUU MT3U OCTIK Poccun» — Pexum moctyma : http://sec.ru/, ceobomnblii. —
3arn. ¢ skpana. Qyenka s¢hpexmusnocmu cucteM 3amuThl nHGopManuu // [DIeKTPOHHBIH
pecypc]: Pexxum noctyna: http://infoprotect.net/note/ocenka yeffektivnosti sistem zasccityi
informacii, ceo6oHbIIH

3. Buoeo ypoxu Cisco Packet Tracer. Kypc monomoro Oofina. [DyeKTpoHHBIH pecypc] : Pexxum
JI0CTyTIa https://www.youtube.com/playlist?list=PLcDkQ2Au8aVNY sqGsxRQxYyQijlLa
94T9, cBOOOHBIN. — 3arJL. ¢ 3KpaHa.

7. MaTepl/laJILHO-TeXHI/I‘leCKOC o0ecnevyeHHue JUCHHUIIHHDBI

Jl1st MaTepuaabHO-TEXHUYECKOT0 00ECIICUCHHS TU CITUTUTMHBI HEO0OXOAMMO:
1) njst ICKIMOHHBIX 3aHATHH — JICKIMOHHBIA KJIACC C BHACOMPOCKTOPOM M KOMIIBIOTEPOM, Ha
KOTOPOM JIOJKHO OBITh YCTaHOBJIEHO cienyroniee [10:

Nent HaumenoBanue [10 [IpousBonurens Crmocob pacnpocTpaHne-
/m HUS (TUYeH3UoHHOe Ui
c680000HO pacnpocmpa-
Hslemoe)
1 Microsoft Office 2010 Microsoft JIMICH3HOHHO®
2 Windows 10 Pro Microsoft JIMIIEH3UOHHOE
3 Kaspersky Endpoint Security Kaspersky JUIICH3HOHHOE

2) Uil IPaKTUYECKUX 3aHSATUH — KOMITBIOTEPHBIN Kiacc, 000pYyJIOBaHHBI COBPEMEHHBIMU IEp-
COHAJIbHBIMU KOMIIBIOTEPAMU JJISl K&KJI0ro CTyAeHTa. Ha KoMIbloTepe J0IKHBI ObITh YCTAHOB-

neHo cneayrouee I10:

Nent HaumenoBanue [10 [IpousBonutens Crnoco0 pacnpocrpaHe-
/m HUS (1UYyeH3UOHHOe UlU
c60000HO pacnpocmpa-
Hslemoe)
1 Microsoft Office 2010 Microsoft JIMIIEH3UOHHOE
2 Microsoft JIMIIEH3UOHHOE
3 Kaspersky Endpoint Security Kaspersky JIMIICH3MOHHOE
4 Cisco Packet Tracer v.7.2 Cisco Systems YCJIOBHO CBOOOHOE

(HEeoOXoauMa perucTpa-
II1S B CETEBOM aKaJIeMUU

Cisco)
5 VMware Workstation 15 Player u | VMware, Inc CBOOOIHOE
BBIIIC
6 wm VirtualBox 6.0 Oracle CBOOOIIHOE
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8. Obecnneuenue 00pa3oBaTeJILHOrO0  mpouecca Jias JUI €  OrPaHUYEHHBIMHU
BO3MO KHOCTSIMM 310POBbs 1 HHBAJIN/I0B

B xone peanu3anuu QUCIUTUIMHBI UCIIOIB3YIOTCS CICAYIOIIME TOMOJIHUTEIbHBIE METOIbI
00y4YeHHs], TEKYIIEr0 KOHTPOJIS YCIEBAEMOCTH U MTPOMEKYTOYHON aTTECTAI[uU O0YyJarOIINXCs B
3aBUCUMOCTH OT UX UHIUBUAYaJbHBIX OCOOEHHOCTEH:

® IS CIETIBIX U CITa0OBUISIINX:

— ek 0QOPMIIIOTCS. B BHJIE JIEKTPOHHOTO JTOKYMEHTA, JOCTYITHOTO C TOMOIIBIO KOM-
MBIOTEPA CO CIICIHATM3MPOBAHHBIM ITPOrPAMMHBIM 00 €CIIeUeHHEM;

— MUCbMCHHBIC 3aJIaHUs BBIMOJHIIOTCS HAa KOMITBIOTEPE CO CIEIUATN3HPOBAHHBIM IPO-
IPaMMHBIM 00€CIIE€ICHHEM, UIIH MOTYT OBITh 3aMEHEHBI YCTHBIM OTBETOM;

— o0ecneynBaeTcs UHIMBUAYaJIbHOE paBHOMEpHOE ocBelleHrue He Mmenee 300 Jokc;

— 7S BBIMIOJIHEHUS 3aJjaHUsl TPU HEOOXOAMMOCTH IPEAOCTaBISIETCS YBEIMUYMBAIOIICe
YCTPOMCTBO; BO3MOXKHO TAKXKE UCITOJIb30BAaHHE COOCTBEHHBIX YBEIMYHBAIOIINX yYCTPOHCTB;

— MUCbMEHHBIE 3a/1aHus 0POPMIIAIOTCS YBEIHYEHHBIM HIPUPTOM;

—9K3aMeH M 3a4€T MPOBOJATCS B YCTHOH (hopMe MM BBIMOJHAIOTCS B MUCbMEHHOU (opme
Ha KOMITBIOTEpE.

e JUIS TIIYXHX M CIA0OCTBIIIAIINX:

— JIEKIUU O(OPMIISIOTCS B BHUJE SJEKTPOHHOIO JOKYMEHTA, MO0 MPEqOCTaBIIsETCS 3BYKO-
YCUITMBAIOIIAs annapaTypa UHIUBUIYaJIbHOTO MOJIb30BAHHS;

— MUCbMEHHBIE 3a/1aHUS BBIMOJIHIIOTCS HA KOMIIBIOTEPE B MUCbMEHHOU (opMe;

— 9K3aMeH W 3a4€T MPOBOIATCA B MUCbMEHHOW (pOpME Ha KOMIIBIOTEpPE; BO3MOXKHO MPOB €1e-
Hue B (popMe TeCTUPOBAHUS.

® IS JIUI] C HAPYIICHUSIMU ONOPHO-ABUTaTEILHOTO alapara:

— JIeKIUHA OQOPMIISIOTCS B BUJIE AJIEKTPOHHOT'O TOKYMEHTa, TOCTYMHOTO C MOMOIIbI0 KOM-
MBIOTEPA CO CIIEUATU3HUPOBAHHBIM IIPOTrPAMMHBIM 00€CTIeUeHUEM;

— MUCBMCHHBIC 3aJIaHUS BBIMOJHIIOTCS HAa KOMITBIOTEpE CO CHEI[HAM3HPOBAHHBIM IPO-
IPaMMHBIM 00€CIICUCHHUEM;

— 9K3aMeH | 3a4€T MPOBOJATCS B YCTHOH (hOpMe WM BBIMOJHSAIOTCS B MHUCBMEHHOW (opme
Ha KOMITBIOTEpE.

[Tpu HeoOXOAMMOCTH TTPEeTyCMAaTPHBACTCS YBEIUYEHUE BPEMEHH JIJIsl TIOATOTOBKH OTBETA.

[Iporienypa  mpoBemeHUsT  MPOMEXKYTOYHOW  arTecTali s OOydYaroIuxcs
YCTAHABIIMBACTCS C YYE€TOM WX HWHIUBUIAYAJIBHBIX TMCHXO(DHU3MUECKUX OCOOCHHOCTCH.
[TpomexyTodHast aTTeCTalHsI MOXKET ITPOBOIUTHCS B HECKOJIBKO ITATIOB.

[Ipu mpoBemeHNH MpOLEAYphl OLIEHUBAHMS PE3YJIbTATOB OOYUEHHs MperyCcMaTpUBAETCS
WCIOIB30BAaHUE TEXHUYECKHX CPEICTB, HEOOXOAMMBIX B CBS3H C WHAWBUAYAILHBIMA
O0COOCHHOCTSIMH OO0yYaIOIUXCs. DTH CPEACTBA MOTYT OBITh MPEIOCTABICHBI YHUBEPCHTETOM ,
WJIM MOTYT HCIIOJIb30BaThCSI COOCTBEHHBIE TEXHHUECKHUE CPEJICTRA.

[IpoBenenue mpoleaypbl OILICHMBAaHUS  PE3yIbTaTOB OOy4YeHHS JIOMycKaeTcs C
UCIIOJIb30BAHUEM M CTAHIIMOHHBIX 00pa30BaTeNbHBIX TEXHOJIOTHIl.

ObecnieunBaeTcs 1OCTYN K MH()OPMAIMOHHBIM M OUOIHOrpaduUecKUM pecypcaM B CETH
WuTepHer nis kaxaoro odyyarouierocst B popmax, aaTUPOBaHHBIX K OTPAHUYEHUSIM HUX 37 0-
POBBS M BOCIPUSTHS UH(OPMAIIHH:

® IS CJICTIBIX M CIIA0 OBUISAIINX:

— B IIe4aTHOM (popMe yBeJIMYEeHHBIM IpU(TOM;

— B popMe PIEKTPOHHOT'O TOKYMEHTA;

— B popme ayauodaiina.

® IS TUIyXHX U CIa0OCTBIIANTIX:

— B IIeYaTHOU opme;

— B popMe DIEKTPOHHOTO TOKYMEHTA.

e I OOYYAIOMIUXCS C HAPYIISHUSIMH OMOPHO-IBUTATEILHOTO armapaTta:
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— B MIe4aTHOH opme;
— B (popMe IEKTPOHHOI'O JOKYMEHTA;
— B popme ayauodaiina.

YdeOHbIC ayTUTOPUU JIJISI BCEX BUIOB KOHTAKTHOH M CAMOCTOSITEIIBHOW pa0OThI, HaydHast
OMOJMOTeKa W WHBIC MOMEIIECHUs ISl O0Oy4EeHHsI OCHAIIEHBI CIICHHAIBHBIM 000pYJI0BaHUEM M
y4eOHBIMH MECTaMU C TEXHUYECKHUMH CPEACTBAMU OO0 yUCHUS:

® IS CIETIBIX U CITa0OBUISIINX:

— YCTPOMCTBOM JUIsl CKaHUpOBaHMs U uyTeHus ¢ kamepoil SARA CE;

— mucruieeM bpaiing PAC Mate 20;

— npunTtepom bpaiinsg EmBraille ViewPlus;

® JUIS TIIYXHUX M CIA0OCTBIIIAIINX:

— aBTOMATU3HWPOBAHHBIM PaOOYMM MECTOM JIJIs JIFOJICH C HApyIICHUEM CIIyXa U caadoCIbI-
AN X;

— aKyCTUYECKHUI YCHUIIUTEh W KOJIOHKH;

e It OOYYAIOMIMXCS C HAPYIISHUSIMHA ONTOPHO-IBUTATEILHOTO aIapaTa:
— HepeABIKHBIMU, PEryIUPyEeMbIMH 3proHoMudeckumMu napramu CH-1;
— KOMITbIOTEPHOM TEXHUKOM CO CrernalbHbIM IPOrPaMMHBIM 00eCTiedeHHEM.

9. MeToauyeckne MaTepuasbl

9.1. Ilmansl MaOOPATOPHBIX 3aHATUH — mpoBepka cpopmupoBanHOCTH KommereHnuid — OIIK-4,
IK-11, I1K-12, [ICK-3.2

Tembl yueOHOIN MU CHUIUTUHBI TPEAYCMATPUBAIOT IPOBEICHUE MPAKTHUECKUX 3aHITHI, KOTOPHIE

CIIy’)KaT KakK LeJIIM TEeKYIIEero U MPOMEKYTOUYHOIO0 KOHTPOJIS MOATOTOBKYU CTYJIEHTOB, TaK U I1e-

JISIM TIOJTyYEHUS TTPAKTUYECKUX HABBIKOB NMPUMEHEHHUS METOIOB BBIPAOOTKH PEIICHUMU, 3aKper-

JICHUS U3YYEHHOTO MaTepuala, pa3BUTUSI YMEHUH, TPUOOPETEHUs ONbITA PEIICHUS KOHKPETHBIX

mpobJieM, BeAeHUsl TUCKYCCHid, apryMEHTallud M 3alluThl BbIOpaHHOro pemieHus. [lomoms B

ATOM OKa3bIBAIOT 3aJ[aHUs JJISl MIPAKTHUECKUX 3aHATUH, BbIIaBaeMbIe MPENoaBaTeIeM Ha Kaxk-

JIOM 3aHSITUH.

Heabro 1a00paTOPHBIX 3aHATUHN SBJISETCS 3aKPEMIJICHHE TEOPETHIECKOT0 MaTeprasa u mpuoope-

TEHUE MPAKTUIECKUX HABBIKOB PA0OTHI C COOTBETCTBYIOIIMM O0OPYIOBAaHHUEM, MPOTPAMMHBIM

o0ecrieueHneM U HOPMATHBHBIMY ITPABOBBIMU JOKYMEHTaMHU.

TemaTuka 1a00paTOPHBIX 3aHSATHI COOTBETCTBYET IMPOTPAMME JH CITUTUINHEI.

Jlabopamopnoe 3auamue 1 (6 u) — nposepxa cpopmuposannocmu komnemenyuit — OINK-4,

ITICK-3.2

3amaHust:

1. TIpoanamusupoBath yrpo3sl 6e3onacHoctd AC opraHu3aluu.

2. Pa3paborath MOzenb yrpo3 Mo MpeaiokeHHol Gpopme ¢ yaéToM HOPMATUBHBIX JOKYMEHTOB
OCTDK.

3. Pa3paboratp Moaens HApyIIHTEIs

Yka3zaHus 10 BBIMOJIHEHUIO 3aJaHuil:

1. 3yunTth TEOpETHUCCKUI MaTepHa 1o Teme, HopmatuBHbie ToKyMeHT DCTOK Poccuu.

2. IlpenonaBareneM BhIIAETCS CTPYKTYpa aBTOMATU3MPOBAHHOW CHCTEMBI OpraHU3alun

3. OTBETUTH HA TEOPETHUYECKHE BOMPOCHI B KOHIIE MTPAKTUYECKOTO 3aHATHS

Cnucok JmTepaTypsl:

1. bazoBas mojens yrpo3 6€30MacHOCTH MePCOHANTBHBIX JAHHBIX TPH UX 00paboTKe B HH(POP-
MAI[MOHHBIX CHCTEMaX IMEPCOHAIBHBIX TAHHBIX. Y TBEpKIeHA 3aMECTUTEIEM JUPEKTOPa
OCTIK Poccuu 15 despans 2008 r. [Dnexkrponnsiii pecypc] / DCTIK Poccun. — Pexxum
nocrtymna : https://fstec.ru/component/attachments/download/289, ceoboaHBIH. — 3ari. ¢ 3Kpa-
Ha.

2. Meronuka onpeeneHns akTyalbHBIX YTPo3 0€30MacHOCTH TEPCOHABHBIX JTAHHBIX MPU UX
00paboTke B MH(MOPMAIIMOHHBIX CHCTEMAaX MEPCOHANBHBIX JaHHBIX. Y TBEPIK/IeHA 3aMECTHT e-
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nem pupektopa @PCTOK Poccun 14 deppans 2008 r. [Dnektponnsiit pecypc] / PCTIK Poc-
cun. — Pexxum moctyma : https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114
-spetsialnye-normativnye-dokumenty/380, cBoO0IHBIN. — 3aril. ¢ SKpaHa.

MartepuaiabHO-TEXHUYECKOE 00eCIIeueHNEe 3aHATUS:

1. KoMmmbroTepsl Mo KoaudecTBY oOydvarommxcsi ¢ pasBépuyroir OC Windows 10 Pro u
Microsoft Office 2010.

Jlabopamopnoe 3anamue 2 (6 u.) — nposepka chopmuposannocmu komnemenyui — ITK-11,

IIK-12

3agaHus:

1. Pa3paboTka moauTUKU 6€30MacHOCTH KOMITaHUH .

2. AnmunuctpupoBanue B OC Windows.

3. AnmunuctpupoBanue B OC Windows Server.

VYKa3zaHus 110 BBITOJIHEHUIO 3a1aHUN:

1. V3yuuTh TeOpeTUYEeCKHil MaTepHral o TemMe.

2. Pa3BepHyTh Ha BUPTyaJIbHOM MalmHe onepanuoHHbie cucteMbl Windows u Windows Server.

3. IlpernonaBarenb BBIAAET KAXKIOMY CTYAEHTY OpraHU3aIMOHHO-IITATHYIO CTPYKTYPY GUPMBI U
npoctpaHcTBO [P-anpecoB s paboThl.

4. OTBETUTH HAa TEOPETUIECKHE BOIPOCKHI B KOHIIE TPAKTHYECKOTO 3aHSATHS

Crincok nuTepaTypsl:

1. H]ecnog A.FO. 3ammTa nHhopMauu: OCHOBBI TEOPUH : yUeOHUK 11 OakajaBpuata U Maru-
crparypsl / A. 1O. Ilernos, K. A. llernos. — M. : U3narensctBo KOpaiit, 2019. — 309 c. —
(Cepus : bakanaBp m maructp. Axanmemuueckuii Kypc). — ISBN 978-5-534-04732-5. [Dnek-
TpoHHbIH pecype] : Pexxum mocrtyma : https://www.biblio-online.ru/book/zaschita-informacii-
osnovy-teorii-433715, cBoboaHbIi

2. Ulanveun B.@. KommiekcHas 3amuTta HHGOPMAIMKM B KOPIIOPATUBHBIX CUCTEMAX : y4uel. Mo-
cooue / B.®. lanprun. — M. : U] «®OPYM» : UHOPA-M, 2017. — 592 c. — (Bsicmee 00-
paszoBanue: bakanaBpuar). - Pexxum noctyna: http://znanium.com/catalog/product/546679

MartepuaabHO-TEXHUYECKOE 00ecIieueHne 3aHATUS:

1. KoMmbroTepsl 1o KOJMUECTBY oOyuaromuxcs ¢ pa3sépuyroit Windows 10 Pro u Microsoft
Office 2010, uptyanbroii mamuaoir VMPlayer.

Jabopamopnoe 3auamue 3 (4 u.) — nposepka chopmuposannocmu komnemenyuu — ITK-11,

ITIK-12

3amanus:

1. Pabora ¢ mexcereBsiM 9kpanoM Cisco ASA.

2. AIMWHHCTPHUPOBAaHUE MEKCETEBBIX SKpaHoB B mporpamme Cisco Packet Tracer.

Yka3zaHus 10 BBIOJIHEHUIO 3aJJaHuil:

1. V3yunTh TeOpeTUUYECKHI MaTepHall 1o TemMe.

2. BBIIOJIHUTE 3a7aHUS.

3. OTBETHTH Ha TEOPETHYECKUE BOMPOCHI B KOHIIE PAKTHYECKOTO 3aHSATHS

Crincok nuTepaTypsl:

[IpuBenén B 1. 6 nannoit PI1/]

MartepuanbHO-TEXHUYECKOE 00ecrieueHrne 3aHATUS:

1. KoMmmbroTepsl 1o KonmdecTBy oOyuarommxcs ¢ pa3sépuyroi Windows 10 Pro u Microsoft
Office 2010, Cisco Packet Tracer.

Jabopamopnoe 3anamue 4 (6 u.) — nposepka cghopmuposannocmu komnemenyuii — ITK-11,

IIK-12

3amanust:

1. Cosznate VPN-kaHan Mexay GuiananamMu U HEeHTPaIbHBIM 0(UCOM.

2. Hacrpouts nieHTp aBTOpu3anuu AAA.

VYka3zaHus 1o BBITOJIHEHUIO 3aIaHUM:

1. TIpenonaBaTenp BbIIAET KaXKAOMY CTYIEHTY aJJpeCHOE MPOCTPAHCTBO YaCTHBIX CETEH U aape-
COB «IIpoBamaepar.
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2. OTBeTUTh HA TEOPETHUECKUE BOMPOCHI B KOHIIE MPAKTHUECKOTO 3aHSTHS

Cnucok JmrepaTypsl:

1. Buoeo ypoku Cisco Packet Tracer. Kypc momogoro 6oiima. [Dnekrpornsiii pecype] @ Pexxum
noctyna :  https://www.youtube.com/playlist?list=PLcDkQ2Au8aVNY sqGsxRQxYyQijlLa
94T9, cBOOOIHBIN. — 3arI. ¢ 3KpaHa.

MarepuaabHO-TEXHHUYECKOE 00ECIICUCHUE 3aHSTHUS:

1. KommbroTepsl M0 KOJHUECTBY oOyuaromuxcs ¢ pa3pépayroit ndows 10 Pro u Microsoft
Office 2010, Cisco Packet Tracer.

ITo pe3ynbraTam 1a00paTOPHOrO 3aHATUS 00YUAIOIIUECS COCTABISIIOT OTUET, CTPYKTYpa KOTOPO-
ro npezacTasiieHa HIke. OT4ET COCTaBIISAETCS B JIEKTPOHHOM (popMe ¢ ucnoib3oBaHueM MS
Office 2007 u BpIIIe U IepenaéTcs MPENoAaBaTENIO MOCPEICTBOM OTOBOPEHHOM (DOPMBI CBSI3U
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Ipunoocenue 1
AHHOTANUS JUCHUIIJINHBbI

Hucuunnnaa «HpOpMaIOHHBIE TEXHOIOTUU. AJIMHUHHCTPUPOBAHUE MOJCUCTEM 3alIUTHl WH-
dopmarumny peanusyercs Ha Qaxynbrere MHPOpMAMOHHBIX cUCTeM U 0€30MacHOCTU ISl CTY-
JICHTOB 3-TO Kypca, 00yJaroIuxcs 1Mo nmporpaMmme O0axkagaBpuaTa 1Mo HANpaBICHHIO MOJITOTOBKH
10.03.01 Uuadopmarnmonnas 6e3omacHocts (mpoduib moarotoBku — Ne 3 KomruiekcHas 3amura
00beKTOB HH(pOpMATH3ANKH) KadeapOoil KOMILICKCHON 3aIUThl HH(OPMAIIHH.

[lenb AUCUMIIMHBI. O3HAKOMJIEHHE CTYAEHTOB C METOJaMHU (OPMHpPOBAHHUS KOMIUIEKCHOM CH-
CTeMbl MH(POPMALIMOHHON 0€30I1aCHOCTH; OBJIaJCHUE METOJaMH NMPOESKTUPOBAHUSA U MOJAEPKKHI
KU3HEHHOTO IMKJIa CHCTeM HHGOpPMAlMOHHON Oe3omacHOCTH, (GOpMUPOBaHHE MPAKTUYECKUX
HABBIKOB MO YIPABJICHUIO U aAMUHHUCTPUPOBAHUIO KaK OTAEIbHBIMH KOMIOHEHTaMH, TaK U T0/I-
cUCTeMOH 3alThl HH(GOPMALIMHU B 1IEJIOM, a TaKXKe M0 pa3paboTKe U BHEAPEHUIO MPEIIIOKEHUI
10 ONITUMH3AIMH KOMIIJIEKCa CPEICTB 3alUThl HHPOPMAaLIUH.

3ajaun: pacCMOTpeHHE 0a30BbIX MOHATUN B 00JIACTH JKU3HEHHOI'O IIMKJA MOJCUCTEMBI 3allUThI
MH(POPMALIUH; JIEMEHTHI TPOSKTHPOBAHUS MOJICUCTEMBI 3aIIMTHI HH(OPMALIUH, pa3padoTKa Mo-
JIeTM Yyrpo3 U MOJENN HapyIIUTeJNs, HOCTPOSHHUE U IMOCIEeNyIoIas SKCIUTyaTalus MOJCUCTEMBI
3alUThl MHGOpMALMK ¢ y4ETOM ITHX MOJIEJIeH; OnpeaeneHus IPUHIIMIIOB aIMUHUCTPHPOBAHUS
HOACUCTEMBI 3aLIUThl HH(OPMALIUHU, 30HbI OTBETCTBEHHOCTH M O0S3aHHOCTEH aJMUHUCTpPATOpa
nH(popMaMOHHON Oe30macHOCTH; POPMUPOBAHNE MOHUMAHHUS CIOXKHOCTH 3aJla4ll MHTErpaluu
MOJICUCTEMBI 3aIUThl HHOOPMALIMOHHON 0€30MacHOCTH B MH(POPMALMOHHYIO CUCTEMY U aIMHU-
HUCTpUpOBaHud e€ 0e3 ymepoa uisl LeJaeBOl PYHKIIMU CUCTEMBI.

JlucuuninrHa HarpaBiieHa Ha (OPMHPOBAHUE CIEAYIONUMX KOMITETEHIU:

e OIIK-4 — cnocoOHOCTh MOHUMATh 3HAUCHHE WH(GOPMAIUU B Pa3BUTHH COBPEMEHHOTO
o0mIecTBa, MPUMEHATh WH(OPMAIIMOHHBIE TEXHOJIOTHH I TOUCKAa U 00pabOTKH WH-
dbopmaruu

e [ICK-3.2 — crnocoOHOCTE (OPMHPOBATH MPEIIOKEHHSI IO ONTHUMH3AIUU KOMILIEKCa
TEXHUYCCKUX CPEJCTB, MPUMCHSICMBIX B (DYHKIMOHAJIHLHOM IPOIECCEe 3aIUINAEMOro
00BEKTa C 1ebI0 oOecnedeHus ero HHGOPMAIMOHHON 0€30MaCHOCTH U OCYIIECTBIIATH
TEXHHUKO-I)KOHOMHYECKOE 000CHOBAHHUE MPEATIaracMbIX Mep 3alUTHL.

e [IK-3 — cmocoOHOCTh aAMHUHUCTPHPOBATH MOACUCTEMBI HH(OPMAIIMOHHON Oe30macHo-
CTH O0BEKTa 3aIIUTHI.

e JIK-11 — cmocoOHOCTh TPOBOJUTH IKCIIEPUMEHTHI 110 33JJaHHOH METOAHUKe, 00paboTKYy,
OLIEHKY MOT'PEIIHOCTH U IOCTOBEPHOCTH MX PE3yIbTaTOB

o [IK-12 — ciocoOHOCTh MPUHUMATH yYacTHE B MPOBEIEHUU IKCIIEPHMEHTAIBHBIX HCCIIe-
JIOBAaHHI CUCTEMBI 3aIIUTH HH(POPMAIIHH

B pesynbTaTe 0CBOCHHSI TUCHUIUIMHBI 00 yYaIOUIHICS TOKEH :

3HaTh COCTaB MOJCUCTEM 3aIIUThI HH(OPMAIUHU, MPUHIUIBI UX (PYHKIIMOHHUPOBAHUS U OCOOEH-
HOCTU paboThl ¢ HUMH; METOJOJOTHYECKHE M TEXHOJOTMYEeCKHE MPUHLHUILI (popMUpOBAHUS U
AKCIUTyaTallMM TOJICHCTEMbl 3alIUThI WHPOpMAUU WH(DOPMAIMOHHONH CHCTEMBI; TPEOOBaHWUS,
MPEIbSABISEMbIC K IMOJCHCTEME 3alUTHl WH()OPMALIMA B HOPMATUBHO-METOUYCCKON JJOKYMECH-
TaI[M¥, METOJIBI ¥ CIIOCOOBI a/IMUHUCTPUPOBAHUS TIOJCUCTEMBI 3aTUTHI HH(OPMAIUU; METOUKN
OLICHKH HAJA&KHOCTH € (YHKIIMOHHUPOBAHMS, METOJbI IPOBEPKH PabOTOCIIOCOOHOCTH IMOJACH-
CTEM 3aluT HHPOPMAIUH.

YMeTh OCYIIECTBIISATh BHIOOP M HACTPOUKY MOJICHUCTEM 3aIIUTHI HH(OPMAIIUUA B COOTBETCTBUU C
pelaeMbIMU 3aJ1adyaMU, TPOBOJIUTH OLEHKY HAAEKHOCTH WX (PYHKIIMOHHUPOBAHUS; BBITOJHATH
TUTAHUPOBAHKUE BHEAPEHUS, BHEJIPCHHE M JKCIUTyaTallMI0 CPEACTB 3allUThl MHOOpPMANUU Kak
BCTPOCHHBIX B OOIIECHCTEMHOE U MPHKJIATHOE MTPOrpaMMHOE 00ecIiedeHre, Tak U CIeIHali3 i-
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POBaHHBIX HAJIOXKEHHBIX; y4acTBOBaTh B pa3pabOTKe MoOjeNeld yrpo3 M HapylIMTeled, yuuTbl-
BaTh MOJIOKEHUS MOJIENEN ITPU aJIMUHUCTPUPOBAHUM KOMIUIEKCA CPE/ICTB 3aIlUThl HH(OpMALINY;
BBIIOJHATH [JIAHUPOBaHUE BHEIPEHUS, BHEIPEHUE M IKCILIyaTal[MI0 CPEACTB 3alUThl UHPOP-
MallMy KaK BCTPOCHHBIX B OOIIECHCTEMHOE U NPHUKIAJHOE MpOrpaMMHOE oOecrnedeHue, Tak u
CIIEIHAIN3UPOBAHHBIX HAJIOKEHHBIX; BBINOIHATh NPOBEPKY (DYHKIMOHMPOBAHUS IOACUCTEM
3aIIUThI HHPOPMAIIHH.

BrnaneTs HaBBIKAMHU YCTAHOBKH, HACTPOMKHU M aJMUHUCTPUPOBAHMS TTOJACUCTEM 3aIUTHI HH(O p-
Malliy, a TaKKe MOJIEPHU3AIIMH KOMILIEKCAa CPEACTB 3alUThl HH(POpPMaLIUY; YIIpaBIeHUs CONpPs-
KEHHEM M COBMECTHOM 3KCILTyaTallMel pa3sHOPOJIHBIX CPEICTB 3alIUThl HH(GOpPMAIMU; HaBbIKA-
MU TECTUPOBAHUS U OLEHKH 3()HEKTUBHOCTH pabOTHI MOJCUCTEM 3alUThl UHPOPMALUU JTOKY-
MEHTAJIBHOTO COMPOBOXKJIEHUS NEUCTBUN IO AKCITyaTallui U aJMUHUCTPUPOBAHHIO KOMILIEKCA
CpPEICTB 3aIIMThl HH(POPMALIUH.

[To pucruIuinHe MpeyCMOTPEeHa TPOMEXYTOUHAs aTTeCTalus B (hopMe dK3aMeHa.

Ob61as Tpy10EMKOCTh OCBOSHHMSI U CIIUTUIMHBI COCTaBIISAET 3 3a4ETHBIX €IUHUIIBL.
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JIMCT USMEHEHUI

Ipunoowcenue 2

Ne | Tekct aktyanu3sanuu wim npuiaraeMbii K PITJ] nokyMeHT, [ara Ne mporo-
COJlepKAIMI U3MEHEHUS KOJIa
1 | Obnosren cocmag npoepammuoco obecnevenus (I10), co- 29.06.2017 2. 10
8pemMeHHbIX npopeccuonarvhvix 6az oannvix (BI) u un-
dopmayuonno-cnpasounvie cucmem (MCC)
2 | ObHogeHa cmpyKkmypa OUCYURIUHBL (MOOYIS) Ol OYHOU 26.06.2018 2. 11
dopmvl 06yuenus (2018 2.)
3 | Obnosnena ocHogHaAsl U OONOIHUMENLHAS TUMEPAMYPA 26.06.2018 2. 11
4 Obnosnenue pazoena 9. Memoouueckue mamepuansi 26.06.2018 2. 11
S5 | Obnosnen cocmaeé npoepammuozo obecnevenus (I10), co- 26.06.2018 2. 11
8pemeHHbIX npogeccuonanvuvix 6az oannvix (bJ) u un-
dopmayuonno-cnpasounvie cucmem (MCC)
6 | Obnosnena ochoenas u OONOIHUMENbHAS TUMepamypa 29.08.2019 2. 1
7 | ObHosnen cocmag npoepammuozo obecneuenus (I10), co- 29.08.2019 a. 1
8pemeHHbIX npogeccuonanvuvix 6az oannvix (BJ) u un-
dopmayuonno-cnpasounvie cucmem (MCC)
8 | Obnosnena cmpykmypa oucyuniunvl (MoOyis) 0is OUHOU 23.06.2020 14
dopmvl 06yuenus (2020 2.)
9 | Obnosrena ochosuas u OONOIHUMENbHAS TUMEPAMypa 23.06.2020 14
10 | Obnosnen pazoen n.4 ObpazosamenvHvle MEXHOIO2UU 23.06.2020 14
11 | Obnosnen cocmas npoepammmnozo obecneuenus (I110), co- 23.06.2020 14
8pemMeHHbIX npogeccuonarvuvix 6az oannvix (b) u un-
dopmayuonno-cnpasounsie cucmem (MCC)
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[Tpunoxenue 1
K JIMCTY U3MEHEHUN

1. CocraB nporpammuoro ooecnedenus (I10), coBpemeHHbIX NpodeccHOHAIBHBIX 023 1aH-

HbIX (B/]) 1 nHpopmannonHo-cnpaBounbie cuctem (MCC) (2017 r.)

lepeuens I1O
Tabnuya 1
Neri/mt Haunmenosanue I10 [TpousBoautens | Crocol pacrnpocTpaHeHUs
(muyenzuonnoe unu c60600-
HO pacnpocmpansiemoe)
1 MicrosoftOffice 2013 Microsoft JIMIIEH3UOHHOE
2 Windows XP Microsoft JIMIICH3MOHHOE
3 KasperskyEndpointSecurity Kaspersky JIMIICH3MOHHOE
4 OC «AnbT ObpazoBanue» 8§ 00O «bazaneT | JIUIEH3UOHHOE
CIIO
Ilepeyens B/l u UCC
Tabnuya 2
Neri/mt HaumenoBanue
1 MexayHnaponnsie pedepaTuBHble HaykomeTpuueckue b/, moctynHbie B paMkax

HaMoHaJIbHOM noamucku B 2017 1.
Web of Science
Scopus

2 [TpodeccronanbHble MOJHOTEKCTOBBIE b/, TOCTyMHBIC B paMKax HaIllMOHAJIbHON
noxnucku B 2017 r.
Kypuaner Oxford University Press
3 KommnbroTepHbie cipaBOYHBIE MPABOBBIE CUCTEMBI
Koncynprant [Limroc,
["apanT
CocraBuTelnb:

K.T.H. JI.A. MUTIOIIHH
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[Ipunoxenue 2
K JIMCTY U3MEHEHUN

2. O0HOBJIEHHE CTPYKTYPBI JUCIHILUIUHBI (MOIYJIs1) 1Jisl 04HOii popmbl 00yuenus (2018 r.)

CTpyKTypa IMCUHMILIHHBI (MOAYJISA) AJIs1 04HOH (popMbI 00yUeHUs

OO0m1as Tpy10EMKOCTh AMCIUTUTMHEI cocTaBisger 3 3.e., 108 4., B TOM umcne KoHTakTHas pabora
oOyJaromuxcs ¢ npenojgasatesieM 42 4., mpoMeXyTodHas arrectanust 18 .,

caMmocTosTeNIbHAs paboTa o0yJaronuxcs _48 u.

Bunel yue6HO# paboThI

(B Hacax) @opMBI TEKyILIE-
KOHTAKTHAas | I KOHTPOIA
Ne Pazngen nucrmmmim- g % L 5 ﬁ YCIIEBAEMOCTH,
n/n HBI/TEMBI 5 =, é g & 2| ¢dopma npome-
2l < | & dté « £« |%3 g Lc% KYTOYHOMH aTTe-
8| = = ;EgEgE s = cranuu
5|8 |3 |25 €2\ 85 | S8
O | B o =Es =8 K&
1 | Mecmo u ponv noocu- |6 | 2 4 Ompoc.
cmembl 3auumsl UH-
Gopmayuu 6 cospe-
MeHHbIX UHopMayu-
OHHBIX cUCmemax
2 Yeposul 6ezonacno- 6 |2 5 Ompoc.
cmu uHghopmayuon-
HOU cucmembl
3 | Mooenwv yepo3 u mo- 6 |2 5 Ompoc.
oelb Hapyuwumers
4 Cywnocmo aomuHu- 6 |4 5 Ompoc.
CMPUPOBAHUS
5 OcHosbt mexnonocuu | 6 | 2 5 Omnpoc.
BUPMYATTbHBIX 3AUYU-
wennvix cemeu VPN
6 3awuma na kanao- 6 |4 5 Ormpoc.
HOM, CeaHCO80M U ce-
meeom ypoeHsx. Ac-
nekmsl 3auumsl 6e0-
nopmanos
7 | AOmunucmpuposanue |6 | 2 5 Ompoc.
Medlccemesblx IKPAHO8
8 Oyenxa 3¢hghexmu - 6 |2 5 Ompoc.
HOCMU U HAOENCHOCTU
@DYHKYUOHUPOBAHUSA
noocucmemul 3auumal
ungopmayuu
9 | Ilpakxmuueckue 3ans- | 6 6 OT4€T O MpaKTHU-
mus 1. Paspabomxka YECKOM 3aHSITHHU
MoOenu yepo3 u Hapy-
wumesst
10 | Ilpakmuueckoe 3ans- | 6 6 OTtuéT 0 mpaKTH-
mue 2. AOmunucmpu- YECKOM 3aHSITHH
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posanue 6CMpoeHHbIX
cucmem 3awumuvl OC
Windows « Windows
Server

11 | Ilpakmuueckoe 3amns- 4 OT4€T 0 mpaKTU-
mue 3. Hacmpotika YECKOM 3aHSITHH
Medccemesblx IKPAHO8

12 | Ilpakmuueckoe 3amus- 6 9 OTtuéT 0 mpaKTH-
mue 4. Coz0oanue YECKOM 3aHSITHH
VPN-kanana.

KIAMEH 18 9K3aMmeH no ou-
Jaemam
UTOTO: 20 22 18 48




3.00HOBJIeHHE OCHOBHO M J0MOJHUTEIbHOM JuTepatypsl (2018 r.)

B paznen 6. YuebHo-Meroanueckoe U UHPOPMAITMOHHOE 00ECIICUeHNE TUCITUTIIIMHBI BHOCSTCS
CIIeAYIOLINE U3MEHEHUS:

Hononuutk pazaen OcHogHas numepamypa

3awuma ungpopmayuu : yaed. nocodue / A.Il. XKyxk, E.IL. XKyk, O.M. Jlenemkun, A.W.

TumomkuH. — 2-¢ u3a. — Mocksa : PUOP : UTHOPA-M, 2018. — 392 c. — (Briciiee odpa3oBaHue:
bakanaBpuat; Maructpatypa). — https://doi.org/10.12737/4868. -- TekcT : 3eKTPOHHBIA. —
URL.: https://new.znanium.com/catalog/product/937469

4.00H0B1eHMe pa3ena 9. MeToauueckne MaTepuabl

B paznen 9 BHeCTH crieqyronyie U3MEHEHUS.

3aMEHUTD MMpOU3BOJAHBIC CJIOBA OT CJIOBA «J1a60paToprH71» Ha COOTBCTCTBYIOIINEC MMPOU3BOJHBIC
CJIOBa OT CJIOBa ((HpaKTHHGCKHﬁ)>.

5.CocrtaB nporpammHuoro odecneuenusi (IIO), coBpeMeHHBIX NpodeccHOHATBHBIX 0a3
aanubix (b/1) u ungopmanuonno-cnpasounsie cucrem (MCC) (2018 r.)

1. Tlepeuens I10

Tabnuya 1

Nen Haunmenosanue I10 [Ipouzsoautens | Crnocob pacrpocTpaHeHus
/i (muyenzuonnoe unu c60600-

HO paAcnpocmpansiemoe)
1 Adobe Master Collection CS4 Adobe JIMIIEH3HOHHOE
2 Microsoft Office 2010 Microsoft JIMIIEH3HOHHOE
3 Windows 7 Pro Microsoft JUICH3UOHHOE
4 AutoCAD 2010 Student Autodesk CBOOOJIHO pacnpocTpaHse-

Moe
5 Archicad 21 Rus Student Graphisoft CBOOOJIHO pacnpocTpaHse-
Moe
6 SPSS Statisctics 22 IBM JIAIEH3NOHHOE
7 Microsoft Share Point 2010 Microsoft JUIICH3UOHHOE
8 SPSS Statisctics 25 IBM JIULEH3UOHHOE
9 Microsoft Office 2013 Microsoft JINIIEH3UOHHOE
10 OC «AnwsT Ob6pazoBanue» 8 00O «ba3anpT | JIMIEH3UOHHOE
CIIO
11 Microsoft Office 2013 Microsoft JINIIEH3UOHHOE
12 | Windows 10 Pro Microsoft JINIIEH3UOHHOE
13 | Kaspersky Endpoint Security Kaspersky JIMIICH3MOHHOE
2. Ilepeuens B/l u UCC
Tabnuya 2

Ner/it Haumenosanue

HalMOHAJbHOU moanucku B 2018 r.
Web of Science
Scopus

MexnyHaponHslie pedepaTuBHble HaykomeTpuueckue b/, moctynHbie B paMkax

IIpodeccrnonanbublie nosHOTEKCTOBBIE B/], HOCTYIHBIE B paMKax HallMOHAJIbHOM
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nmoamnucku B 2018 r.
KypuansiCambridge University Press
ProQuest Dissertation & Theses Global
SAGE Journals
XKypnanst Taylor and Francis
DeKTPOHHBIC U3aHUs M3AaTelIbCTBa Springer

[Tpodeccrnonanbubie MOMHOTEKCTOBBIE b]]
JSTOR

W3nanus mo o0IeCTBEHHBIM ¥ TYMaHUTaPHBIM HaAyKaM

KoMmbroTepHsle cripaBO4HbIE IIPABOBBIE CUCTEMBI
KoncynsTant ILmtoc,
l'apanT

CocTaBuUTEND:

K.T.H. JI.A. MUTIOIIHUH
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[Tpunoxenue 3
K JIMCTY U3MEHEHUN

6.00HOBIEHIE OCHOBHOM U JIONOJHUTENbHON uTepaTypsl (2019 1.)

1. B pa3nen 6. YueOHO-MeTOou4YecKoe M HH()OPMAIIMOHHOE 00€CIIeUeHNE JUCIUTIIMHBI BHOCST-
Csl CJIeIyIOIUE U3MEHEHHUS:

Jomnonuuts paznen OcHogHas numepamypa

L]eenos, A. 0. 3aumTa UHGOpPMAIIUU: OCHOBBI TEOPHH : y4eOHUK aJsi OakajaBpuata U Maru-
crpatypsl / A. 0. Hlernos, K. A. Illernos. — Mocksa : UznatensctBo FOpaiit, 2019. — 309 c. —
(bakanaBp u maructp. Akagemudeckuii kypc). — ISBN 978-5-534-04732-5. — Tekcr : 37€KTpOH-
ueiii // OBC Opaiit [caiir]. — URL: https://www.biblio-online.ru/bcode/433715 (nata obparie-
uus: 23.08.2019).

Hlanveun B.®. KomnekcHas 3amuta MHPOPMALMKM B KOPIIOPATUBHBIX cUcTeMax : yued. moco-
oue / B.®. lllanprun. — Mocksa : U] «®OPYM» : UHOPA-M, 2019. — 592 c. — (Bricmiee 00-

Pa3oBaHUC!

bakanaBpuar). -

TexkcT

https://new.znanium.com/catalog/product/996789

3JIEKTPOHHBIH. -

URL:

7.CocraB nporpammuoro obecrnedenus (I10), coBpeMmeHHBIX TPOoQeCCHOHANBHBIX 0a3 1aH-
ubix (bJl) n uapopmanuonno-cnpasounsie cuctem (MCC) (2019 1.)

[Tepeuens 10

Nent HaumenoBanue [10 [IpousBonurenn Cnoco0 pacnpoctpaHe-

/m HUsl (TUYyeH3UOHHOe UIU
€c680000HO pacnpocmpa-
Hsiemoe)

1 Adobe Master Collection CS4 Adobe JIMIIEH3HOHHOE

2 Microsoft Office 2010 Microsoft JUICH3UOHHOE

3 Windows 7 Pro Microsoft JUICH3UOHHOE

4 AutoCAD 2010 Student Autodesk CBOOOHOPACIIPOCTPaHSI-

eMoe
5 Archicad 21 Rus Student Graphisoft CBOOOJIHO pacnpocTpa-
HICMOE

6 SPSS Statisctics 22 IBM JIUIEH3UOHHOE

7 Microsoft Share Point 2010 Microsoft JUICH3UOHHOE

8 SPSS Statisctics 25 IBM JINIIEH3UOHHOE

9 Microsoft Office 2013 Microsoft JINIIEH3UOHHOE

10 OC «AnsT O6pazoBanue» 8 000 «bazanet CIIO | nuneH3uoHHOE

11 Microsoft Office 2013 Microsoft JINIIEH3UOHHOE

12 | Windows 10 Pro Microsoft JUICH3UOHHOE

13 | Kaspersky Endpoint Security Kaspersky JIMIIEH3UOHHOE

14 | Microsoft Office 2016 Microsoft JUIEH3UOHHOE

15 | Visual Studio 2019 Microsoft JUIEH3UOHHOE

16 | Adobe Creative Cloud Adobe JUIECH3UOHHOE

[lepeuens b/ u UCC

Nort HaumeHnoBanmue
/1
1 | MexayHapoansie pedepaTiBHbIe HayKoMeTpuueckue bJ/I, mocTymHbie B paMKax Hallu-
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oHaJIbHOU mmoamucku B 2019 r.
Web of Science
Scopus

2 | IlpodheccuonanbHbIe MOJHOTEKCTOBBIC B/, TOCTyIIHBIE B paMKax HaI[MOHAJIBHOM 10T~
nucku B 2019 1.

KypuansiCambridge University Press

ProQuest Dissertation & Theses Global

SAGE Journals

Kypuanst Taylor and Francis

3 | [Ipodeccuonanvubie monHOTEKCTOBBIEC b1

JSTOR

W3 nanus o o0IIEeCTBEHHBIM U TYMaHUTAPHBIM HayKaM
DnekrponHas 6ubamoreka Grebennikon.ru

4 | KoMnbloTepHbIE CIPaBOYHbIE IPABOBBIE CUCTEMBbI
Koncynbrant [Limtoc,
lapanT

CocTaBUTENb:

K.T.H. J[.A. MuTtiommna
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[Tpunoxenue 4
K JIMCTY U3MEHEHUN

8. O0HOBJIEHHEe CTPYKTYPbI TUCHHUILTUHBI (MOAYJIs) 11 04HOi popMbl 00yuenus (2020 r.)

CTpyKTypa AMCUMILIMHBI (MOAYJIs1) /ISl O4HOM (popMBI 00y4YeHUs

OO01mas TpyA0eMKOCTh IUCHUIIIHHBI COCTaBseT 3 3. €., 114 4., B TOM 4ucie KOHTaKTHas

pabora oOydaromuxcs ¢ npenoaaaTeiaeM 42 4., caMOCTOsTENbHAS padoTa oOydarommxcs 54 4.

Bunst yue6HOH paboThI

(B Hacax) @opMBI TEKYyIIIE-
KOHTAKTHAas | ro KOHTPOIA
o) ) =4
Ne Paznen mucrurm- 2 2 s 5 yCIIEBAEMOCTH,
/i HBI/TEMBI 5 z a § & €| dopma mpome-
el o = E . % = | % 8 g Lc% JKYTOUHOMU aTTe-
g = | § QE%EEE s = CcTalun
515 |3 |E53 82 55 | &8
ol |l =8 =58|F &
1 | Mecmo u poav noocu- |6 | 2 2 Ompoc.
cmembl 3auumsl UH-
Gopmayuu 6 cospe-
MeHHbIX UHopMayu-
OHHbIX CUCmMeMAax
2 Yeposul 6ezonacno- 6 |2 3 Ompoc.
cmu uHGhopMayuoH-
HOU cucmembl
3 | Mooenv y2po3 u mo- 6 |2 3 Omnpoc.
oelb Hapyuwiumers
4 Cywnocmo aomuHu- 6 |4 3 Omnpoc.
CMPUPOBAHUS
5 Ocnogvl mexnonoeuu | 6 | 2 3 Omnpoc.
BUPMYATLHBIX 3AUU-
wennvix cemeu VPN
6 3awuma na kanao- 6 |4 3 Ormpoc.
HOM, Ceanco8oM U ce-
megom yposHsx. Ac-
nekmsl 3auumsl 6eo-
nopmanos
7 | AOmunucmpuposanue |6 | 2 3 Ompoc.
Medlccemesbix IKPAHO8
8 Oyenxa 3¢hghexmu - 6 |2 3 Ompoc.
HOCMU U HAOENHCHOCMU
@ynKyuonuposanus
noocucmemul 3auumal
ungopmayuu
9 | Ilpakxmuueckue 3ans- | 6 6 5 OT4€T O MpaKTHU-
mus 1. Paspabomxka YEeCKOM 3aHATUU
MoOenu yepo3 u Hapy-
wumerst
10 | Ilpakmuueckoe 3ans- | 6 6 5 OT4€T O MpaKTU-
mue 2. AOmunucmpu- YECKOM 3aHSITHH
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posanue 6CMpoeHHbIX
cucmem 3awumuvl OC
Windows « Windows

Server

11 | Ilpakmuuecxoe 3ans- | 6 4 5 OT4€T 0 mpaKTU-
mue 3. Hacmpoiixka YECKOM 3aHSITHH
Mediccemesblx IKPAHO8

12 | Ilpakmuyeckoe 3ans- | 6 6 7 OTtuéT 0 mpaKTH-
mue 4. Coz0oanue YECKOM 3aHSITHH

VPN-kauana.

3K3aMeH no Ou-
aemam

IK3AMEH 3] 18 9

UTOTO: 20 22 18 54

9. O0HoOBJIEHHEe OCHOBHOI U /I0NOJTHUTENbHOM JuTepaTypsl (2020 r.)

B pazaen 6. YueOHO-MeTOoAM4YecKoe M HH(POPMaNIMOHHOE o0ecreyeHne QU CIUNINHBI
BHOCATCA CICAYIOIUC NU3SMCHCHUS !

1. Jomonauts paznesr OCHOBHAas JJUTepaTypa
Hernos, A. FO. 3ammTa nHpOpManuu: OCHOBBI TEOPHUH : y4eOHUK A OakanaBpuaTa U Marwu-
crpatypsl / A. FO. llernos, K. A. IllernoB. — Mocksa : M3narensctBo FOpaiit, 2020. — 309 c.
— (bakanaBp u mMaructp. Akagemuueckuii kypc). — ISBN 978-5-534-04732-5. — TekcT : a51ek-
tpouublii // OBC HOpaiit [caiiT]. — URL: https://urait.ru/bcode/449285 (nmata oOpamieHus:
11.09.2020).

2. JlonnonHuTk pasnen JonmosaHurenbHast Jureparypa
benoyc, A. U. Kubepopyxue u kubepoezonacHocTb. O CIIOKHBIX BelIaxX MPOCTHIMU CIOBAMH :
monorpacdus / A. U. benoyc, B. A. Cononyxa. — Mocksa ; Bonorna : Magpa-Unxkenepus, 2020.
— 692 ¢ - ISBN 978-5-9729-0486-0. — Tekctr : osnekrponnsii. — URL:
https://znanium.com/catalog/product/1167736 (mata o6pamenus: 11.09.2020). — Pexxum mocty-
Ta: Mo MOJIITHUCKE. .

10. B snemenT paboueid mporpammbl m.4 OOpa3oBaTesibHbIe TE€XHOJOTMH BHOCSTCS
CIEeNYIOIUE U3MEHEHUS:

B nepuon BpeMEHHOro MPUOCTAHOBIIEHUS MOCEUICHUs OOYYaroIMMUCS MOMELICHUH U
tepputopun PITY. nns opranmsanum ydeOHOro mporecca ¢ HPUMEHEHHEM 3JIEKTPOHHOIO
0o0y4yeHHss M JUCTAHIMOHHBIX OO0pa30BATENbHBIX TEXHOJIOIMH MOTYT OBITh MCIIOJIb30BaHbI
cienyromue oopazoBaTebHbIE TEXHOIOTUU:

— BUJICO-JIEKLIUN;

— OHJIAMH-JIEKIIMH B PEXKUME PeabHOr O BPEMEHU;

— JJIEKTPOHHbIE YUYEOHUKH, y4eOHbIE T0COOUSI, HAyUHbIE U3/IaHUS B JIEKTPOHHOM BUJE U
JOCTYI K HHBIM 3JIEKTPOHHBIM 00pa30BaTeIbHBIM pecypcam;

— CHUCTEMBI JUIsl 3JIEKTPOHHOI'O TECTUPOBAHMUS;

— KOHCYJIbTALlUU C MCIIOJIb30BAHUEM TEIEKOMMYHHUKAIIHOHHBIX CPEACTB.

11. B snemenT paboueil mporpammsl 7. MarepuajibHO-TeXHHMYecKoe oOecrevyeHne
IlI/IClII/[HJII/IHI)I/MOHyJIﬂ BHOCATCA CICAYIOINE U3MCHCHUA!

Ilepeuens B/l m UCC
Neni/mn HanmeHoBaHue
1 MexayHnaponusle pedepartuBHble HaykomeTpuueckue bJI, moctymHbie B pamikax
HanmoHaJILHOM nmoamucku B 2020 T.




33

Web of Science
Scopus

2 ITpodeccrnonansHple MoJHOTEKCTOBBIE bJl, nmocTymHbIE B pamMKax HallMOHAJIbHON
noxoucku B 2020 .

Kypuaner Cambridge University Press

ProQuest Dissertation & Theses Global

SAGE Journals

Kypuansl Taylor and Francis

3 [Tpodeccrnonansubie MOJHOTEKCTOBBIE b/

JSTOR

W3nanust mo o0IIECTBEHHBIM B T'YMaHUTaPHBIM HayKaM
DnexTpoHHas oubmmoreka Grebennikon.ru

4 KomMmmberoTepHsle cripaBOYHbIE IIPABOBBIE CHCTEMBI
Koncynbrant [Limtoc,
lapanT

Cocras nporpammuoro obecnedyenus (IIO)

Nent HaumenoBanue [10 [IpouzBonuTens Cnoco0 pacnpocrpaHe-
/m HUS (TUYyeH3UoHHOe UlU
c60000HO pacnpocmpa-
Hsiemoe)
1 Adobe Master Collection CS4 Adobe JTUIEH3UOHHOE
2 Microsoft Office 2010 Microsoft JIMIIEH3U OHHOE
3 Windows 7 Pro Microsoft JUIEH3UOHHOE
4 AutoCAD 2010 Student Autodesk CBOOOHO pacrmpocrpa-
HIEMOE
5 Archicad 21 Rus Student Graphisoft CBOOOHO pacmpocTpa-
HIEMOE
6 SPSS Statisctics 22 IBM JIMLIEH3UOHHOE
7 Microsoft Share Point 2010 Microsoft JIMIIEH3HOHHOE
8 SPSS Statisctics 25 IBM JIUIEH3HOHHOE
9 Microsoft Office 2013 Microsoft JIUIEH3HOHHOE
10 | OC «Anbt OGpa3oBanue» 8 000 «bazaner CI1O | nuueH3noHHOE
11 | Microsoft Office 2013 Microsoft JIUIEH3UOHHOC
12 | Windows 10 Pro Microsoft JIUIEH3UOHHOC
13 | Kaspersky Endpoint Security Kaspersky JIMIICH3MOHHOE
14 | Microsoft Office 2016 Microsoft JIMLEH3U OHHOE
15 | Visual Studio 2019 Microsoft JIMLEH3U OHHOE
16 | Adobe Creative Cloud Adobe JIMLEH3U OHHOE
17 Zoom Zoom JINIICH3HNOHHOE
CocraBuTeEb:
K.T.H. J.A. MuTromux




