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PABOYAS TIPOI'PAMMA JUCIUITIMHBI

1. IlosicHUuTeJIbHAA 3aNIMCKA
1.1. Ilenp u 3amaum AUCHMUILIAHBI
Lenv oucyuniunvl: puOOpPEeTeHNE 3HAHUK O 0a30BBIX METOJaX M CIOC00ax 3allUThl CETEBBIX
TEXHOJIOTHI 1 YMEHUI NPUMEHSATh Ha MIPaKTUKE CPEJICTBA 3aLUThI CETEBBIX MPOTOKOJIOB, B TOM YHC-
ne creka nporokonoB TCP/IP.
3adauu Ooucyuniunvl: U3ydeHHE MPUHIIUIIOB CETEBOTO B3aUMOJICHCTBUS; BHIpAOOTKA yMEHUI
HACTpaWBaTh M TPHUMEHATH CpPEJCTBA CETEBOTO B3aMMOJCHCTBUS, HCIOJIB30BaTh HHCTPYMEHTHI
HAaCTPOUKH CeTEeBON MH(MPACTPYKTYPHI, B TOM YHCIIe Ha 6a3ze creka mpoTokonoB TCP/IP.

1.2. ®opMupyeMble KOMIETEHIINH, COOTHECEHHBIE C TUIAHUPYEMBIMH pe3yJibTaTaMi 00y4eHHUs 10

JOUCLIATIIIMHE
Koanl komme-
TEeHIIUH

OIIK-7

I1K-3

Conep:xxanue KOMIeTeHIIH

OJDKEH 00J1aaTh CIIOCOOHOCTBIO
onpeneniaTh  WHGOPMAIMOHHBIE
pecypchl, MOANEKAINIUE 3alluTe,
yIpo3bl 0e30macHOCTH WH(pOpMa-
UKW U BO3MOXHBIC ITYTHU HUX pCa-
TU3alMM  Ha OCHOBE aHajm3a

CTPYKTYpBl ¥ COAEPXKAaHUS WH-
(hopMaIMOHHBIX ~ TPOLIECCOB U
ocoOeHHOCTeH  (PYHKIIMOHUPOBA-

HUS 00BEKTA 3aIUTEI

OJDKEH 00J1agartk CIoCOOHOCTH
aJIMUHUCTPUPOBATh TOJICUCTEMBI
nH(pOpMaITMOHHOW 0€30MMacHOCTH
00BEKTA 3aIIUTHI

Ilepeyenb MJIaHMPyeMbIX pe3yJIbTATOB
00y4YeHus 0 TUCUMUILINHE

3HaTh:

OCHOBHbIE TOJOXEHUS TEOPUU UH-
dbopMarmoHHON O0€30MacHOCTH U TMPAKTUKH
3alUThl MTHPOPMAIIUU B TEIEKOMMYHHKAIU-
OHHBIX CETSX;

MOJICNIA Yyrpo3 0e30macHOCTH UH)OP-
MaIu;

CTPYKTYpYy U cojepkaHue uH(opma-
IIUOHHBIX MPOIECCOB U OCOOCHHOCTEU (PyHK-
IIMOHUPOBAHUS OOBEKTa 3alIMTHI Ha 0aze
TCP/1P;

OCHOBHBIE CEPBUCHI U MEXaHHU3MBI
mudpoBaHus U ayTeHTU(UKAUN UHPOpMa-
muu 110 moaenu OSI/ISO.

YMmeTs:

OCYILECTBIATh 0a30Bble HACTPOUKH
CETEBBIX YCTPOMCTB 2-ro M 3-ro ypoBHS CO-
riaacHo moaenu OSI/ISO;

OoOHapy>KuBaTh OIIMOKH B HACTpPOIi-
Kax MapuIpyTH3alum;

Bnaners:

HaBbIKAMU HACTPONKHM M SKCILTyaTa-
[IUY KOMMYHUKAIIHOHHOTO 000PYIOBaHHUS.

3HaTh:

MOJICTT U METOJIbI 3alUTHl ceTell Ha
6aze TCP/|IP;

YmeTs:

pemath THUMOBBIE 33JaYd  aJMUHU-
CTPUPOBAHHMSI CHUCTEM 3alIUTHl HHPOPMAITUH;

IPUMEHSTh COBPEMEHHBIE METOJbI U
METOJIUKH 3aIUThI CETEBBIX TEXHOJIOTUH.

Bnaners:

METOJJaMU HUCIIOJB30BaHUSI CPENICTB
3amuThl TpoTokosoB creka TCP/IP;

HABBIKAMU JKCIUTyaTallM¥ 3allHIIeH-
HBIX NTpoTOKOJIOB cTeka TCP/IP.



[1IK-6

OJDKEH 00J1aaTh CIIOCOOHOCTRIO
NPUHUMATh Y4acTHEe B OpraHU3a-
UKW 1 OPOBCACHUNU KOHTPOJIBbHBIX
MPOBEPOK PabOTOCTIOCOOHOCTH U

3G (HEKTHBHOCTH  MPUMEHSIEMBIX
POTPaMMHBIX, IPOTrpaMMHO-
anmapaTHIX WM TEXHUYECKUX

CPEIICTB 3alIUThl UHPOPMAITUH

3HaTh:

HOPMAaTHBHBIE IIPABOBbIE JOKYMEHTHI
B 00JIaCTH 3alUTHl HH(OpMAIHIH;

YMers:

OpPraHU30BBIBATH MEPOIPHUATUS IO
arrecTanuu oObekTa HWH(POPMATH3AIUU TIO
TpeGoBaHUsAM 0€30IacCHOCTH UHPOPMALIUH.

Bnaners:

HaBBIKAMU OPraHU3allMM U CONpO-
BOKIECHHUU IIpolecca aTTecTalu OO0beKTa
uHpopMaTH3aluK 10 TpeOoBaHUsAM Oe3omac-
HOCTH UH(GOpPMAITIH.

1.3. MecTo TUCHMITIIMHBI B CTPYKTYpPE OCHOBHON 00pa30BaTeNbHON MPOTPaMMBI

JlucuuninHa OTHOCUTCS K BApUATUBHOM YacTH 4acThio OJI0KA IUCHUIUIMH y4eOHOro IJIaHa.

JIJist OCBOCHHMSI TUCHUTUIMHBI HEOOXOUMBI KOMIIETEHITUU, CPOPMUPOBAHHBIC B XO/I€ U3yUCHHS
CICNYIOMUX AUCIUIUIMH: "MareMaTnueckre OCHOBBI 3amuThl MH(popMmaruu", "BerauciurenbHbie
cetn", «CeTH M CUCTeMBbI Tepenadyu JaHHbIX», «MHpopManmroHHbIe TexHOMOTUNY, «TeXHUYecKoe
peryaupoBaHue B 00J1aCTH 3aIIUTH HHGOPMAITIN.

B pesynbTaTe 0CBOCHUS AMCHUILTUHBI (OPMUPYIOTCS KOMIIETCHIIMU, HEOOXOAUMBIE IS U3yde-
HUA CIEQYIOMMX IUCHMIUIMH U MPOXOXKACHUS NMpakTUK: «OpraHn3anus BUPTYyalbHbIX YAaCTHBIX Ce-
Teit», «[IpoekTUpoOBaHUE CHCTEM 3alIUThl 00BEKTOB MH(popMaTu3anmmy, «IIpenaumiomHas npakTu-

Kay».

2. CTpyKTYypa JUCUMILIIHHBI

CTpyKTYpa AMCUUILINHBI 1J151 04HOH (popMBbI 00yUeHHs

OO01mast Tpy10eMKOCTh AUCHHUILTUHBI — 3 3.€., 108 4acoB, B TOM uncie KOHTaKTHas paboTta 00y-
YAIOMUXCs ¢ mpenojaBareneM 42 4., caMoCTosITeIbHas padboTa oOyJaronmxcs 66 .

Bunsl yueOHoI paboThI
(B acax) DopMBbI TeKyIIIEe-
KOHTAKTHas o KOHTPOJIA
4 | yCHEeBaeMOCTH,
Ne P / o |2 LE| B )
w/n a3JieN JUCIUILINHBI/ TEMbI 2 |z 5| E ¢dbopma npome
o .12 | 8 | e g KyrouHoi arre-
Sl s | s |ExlSspb 8| 29 cramum (no ce-
3| = T |E Sl & =R E S ¢
S| 2| S |E588R5 | &Y Mecmpan)
Sl |8 IEgSEFE [
1 BBeneHue B TEOPHIO U IPAKTUKY 7 |2 Omnpoc
oOecrnieueHus 6€30MacHOCTH CeTe-
BBIX TEXHOJIOTHUI
2 ba3oBas sTanoHHas MoIeb 7 4 4 OI1IeHKA BEINOJI-
OSV/ISO. ApxHuTeKTypa 3aIlUuThI HEHHUsI PAKTH-
nHdopManuu YeCKUX 3a/IaHui
3 Crek nporokosnioB TCP/IP. Ka- 7 |4 8 8 OreHka BBINOJ-
HaJbHBIN, CETEBOM (MEKCETEBOM), HEHHUsI PaKTH-
TPAHCIIOPTHBIN U IPUKIIAAHON YECKUX
YpOBHU U BHEAyIUTOp-
HBIX 3aJJaHUN
4 Peanu3zanust mpoTOKOIOB CTEKA 7 4 6 8 O1eHKA BEINOJI-




TCP/IP, npotokonsr Ethernet, IP, HEHHUSI IPAKTH-
TCP, UDP. HTTP, FTP u npyrue YECKUX
U BHEAYTUTOP-
HBIX 3aJJaHui
5 Yrpo3bl, aTaku ¥ ySI3BUMOCTH B 4 4 16 | OueHka BbINOJI-
cetax Ha 0a3e TCP/IP, meToab! u HEHHUsI PaKTH-
MEXaHHU3MBbI 3aIUTHI OT HUX YECKHUX
Y BHEAYIUTOP-
HBIX 3aJIaHUHI
6 OteuecTBEHHBIC HOPMATHUBHBIE aK- 4 2 20 | OneHKa BEINOJI-
ThI, PETTIAMEHTHPYIOIIHUE JEATEIb- HEHUS IPAKTH-
HOCTB B 00JIaCTH 3aIIUTHI CETEBBIX YECKHX 3aJaHui
MIPOTOKOJIOB.
7 3auem 10 | 3auer mo Omite-
TaM
Hroro: 22 20 66

3ayer HA OJHOM M3 MOCJIETHUX 3AHATHI CEMUHAPCKOI0 THIIA.

3. Conep:kaHue QM CHUTIINHbBI

HAJILHBIH, ceTeBOH (MeKceTeBOM),
TPAHCHOPTHBIN U NPUKJIATHON
YPOBHHU

Ne [ HaumeHoBaHme pa3jaesia JUCUM- Conep:xkanue
TLUIHHBI

1 Beenenue B Teopuio u npakTuky | Cerb. O6mue nousarue. O030p CylIecTBYIOUINX ce-
o0ecrnieyeHus1 0€30MACHOCTH CeTe- | TEBBIX TOIIOJIOTUM.
BbIX TEXHOJIOTHH

2 Ba3oBas hTajToHHAs Moae/IL Onucanue 6a3zoBoi sratorHoir monxenu OSI/ISO.
OSI/ISO. ApxuTeKkTypa 3alluThl | 7 ypoBHEH (PYHKIIMOHUPOBAHUS. APXUTEKTYpPHBIE
I/IH(l)OpMaI[I/II/I MNPUHIHUIIBI pCaIN3allu 3allIUIICHHBIX CCTCBLIX B3a-

HUMOJEUCTBUM.
3 | Crexk mporokosaos TCP/IP. Ka- Crex npotokonioB TCP/IP. ITons u ¢uiaru nakeTos.

[Ipumenenue 4 ypoBHel TpHu pa3pabOTKe CPEACTB
3alIUTHI UH(OPMAITHH.

Ocobennoctu cemerictBa mpotokosioB TCP/IP u ce-
Teit Ha ero ocHoBe. Ctek nportokosos TCP/IP
BKJIIOYAET B ceOsl:

* [P (Internet Protocol) — MexkceTeBoii MPOTOKOI,
KOTOPBIN 00ecTieunBacT TPAHCIIOPTUPOBKY 0€3 110-
MIOJIHUTEIPHON 00paOOTKYU TaHHBIX C OJTHOM MaIlIH-
HBI Ha JPYTYIO;

» UDP (User Datagram Protocol) — mpoToko mojib-
30BaTEeNbCKUX JaTarpamm, 00ecreqrBaronuii
TPAHCIIOPTHPOBKY OTACIBHBIX COOOIIEHUH C ITOMO-
uipto [P 6e3 mpoBepku ommooK;

* TCP (Transmission Control Protocol) — mpoToxomn
yIpaBjIeHUs Tiepenadeii, 00ecIeuynBaroIuil TpaHC-
MIOPTUPOBKY ¢ nnomo1bko IP ¢ nposepkoit ycraHoB-
JICHUS] COeAMHEHMUS,

* ICMP (Internet Control Message Protocol) — mex-
CETEeBOW MPOTOKOJI YIPaBICHUs COOOIIEHUSIMH, KO-
TOPBII OTBEYACT 33 Pa3IMYHbIC BU]IbI HU3KOYPOBHE-
BOM mojiepkKku rpotokoia IP, Bkmrouas cooOrre-
HUS 00 ommOKax, CoeHCTBIE B MapIIPyTU3AIIUH,




MOATBCPIKACHUC B IOJTYYCHUN COO6H.[€HI/I}I;

* ARP (Address Resolution Protocol) — mpoTokon
npeoOpa3oBaHus alpecoB, BHIMOIHAIONIUN TpaHC-
JISIIAEO JIOTHYECKUX CETEBBIX a/IpECOB B arapar-
HBIC;

Peanu3zanus NpoToKo/I0B CTEKA
TCP/IP, nporoko.sl Ethernet,
IP, TCP, UDP. HTTP, FTP u
Apyrue

[Tpumepsnr peanu3zanus npoTokosioB cteka TCP/IP,
HCII0JIb30BaHUE CETEBBIX IPOTOKOIOB B COBPEMEH-
HBIX IPOrpPaMMHO-aIMAPATHBIX PEIICHUH.

Yrpo3bl, aTaKku U YAI3BUMOCTH B
ceTsix Ha 0a3e TCP/IP, meToabl 1
MEXAaHHN3MBI 3aIIUTELI OT HUX

CoBpemenHble yrpo3sl B ceTsax Ha 6aze TCP/IP.

* [Ipo6Gyiemsl ¢ cuctemamu mudpoBanus U nudpo-
BOM MMOJAMUCH — BO3MO)KHA HEKOppEKTHasi 00paboTka
JIaThI CO3/IaHUs 00pabaThIBAEMBIX COOOIICHHIA.

* OmmbOKu B paboTe CUCTEM AIEKTPOHHOU KOMMEP-
L[UU, CUCTEM DJIEKTPOHHBIX TOPTOB U PE3EPBUPOBA-
HUS 3aKa30B — HETIPaBWIIbHAsE 00pabOTKa aThI.

* [IpoGembl ¢ MOIYISIMU aBTOMATU3HPOBAHHOTO
KOHTPOJIs1 0€30MaCHOCTU CUCTEMBI M IPOTOKOIHPO-
BaHUs COOBITHIA — HETIPABUIILHOE BEJCHHE KypHAIIa
U €0 aHaJu3.

* [IpoGembl ¢ MOIYISIMU peaTu3aluu aBTOPU30-
BaHHOTO JIOCTYIA K pecypcaM CUCTEMBbI — HEBO3-
MO>KHOCTB JIOCTYIIa K CUCTEME B ONpeCTIEHHbIE a-
THI.

* [Ipo6nembl € 3armycKOM B OTIpeieIEHHOE BpeMs
MOJ1yJIell aBTOMAaTHUYECKOT0 aHalln3a 6€30MacHOCTH
CHCTEMBI U TIOMCKa BUPYCOB.

* [IpoGrembl ¢ cucTeMaMu 3alUThl OT HEJIEeTralbHOrO
KOIMPOBAHHUS, OCHOBAHHBIMU Ha BPEMECHHBIX JTH-
LEH3USX.

* [Ipo6nembl ¢ paboTOIl ONEpaIIMOHHBIX CUCTEM.

» HenpaBuiibHast 0OpaboTKa 1aThl anmapaTHbIMA
CpeACTBaMH 3aIlUTHI.

MeTob1 3a1IUTHI OT YAAJEHHBIX aTak B CETU
Internet. HauGonee mpocThiMu U NEMIEBBIMU SIBIISI-
I0TCS aIMUHUCTPATUBHBIE METO/IbI 3aILIUTHI, KaK TO
HCIIOJIB30BAHUE B CETH CTOMKOMN Kpunrorpaduu,
cratuyeckux ARP-tabmun, hosts ¢aiinoB BMecTo
BbIIeNIeHHBIX DNS-cepBepoB, NCIIOIb30BaHUE WIIN
HEHUCIOJIb30BaHUE ONPeACTIEHHBIX ONEPALIMOHHBIX
CHCTEM M JJPyTUe METOIBL.

Crnenyromias rpyrina METOIOB 3aIIUTHI OT yJaJIEH-
HBIX aTaK — MPOrpaMMHO-ammaparabie. K HUM 0THO-
cATCS:

* IPOTrpaMMHO-AMIapaTHbIe MH(PPATOPHI CETEBOTO
Tpaduka;

» meToauka Firewall;

* 3aIIMIIEHHBIE CETEBbIE KPUITOIIPOTOKOJIBI;

* IpOrpaMMHBbIe cpeacTBa oOHapyxeHus arak (IDS
— Intrusion Detection Systems uiu ICE — Intrusion
Countermeasures Electronics);

* IPOrpaMMHBIE CPEACTBA aHAJIN3a 3aUUIIEHHOCTH




Ip.).

(SATAN — Security Analysis Network Tool for
Administrator, SAINT, SAFEsuite, RealSecure u

CECTCBLIX NIPOTOKOJI0B

OteyecTBeHHbIC HOPMATHBHbBIE
aKThbl, perJiaMeHTHPYIOLIHe Jesi-
TeJIBHOCTh B 00JIACTH 321U THI

nHpopManuu.

I'OCT P UCO 7498-2-99 NndopmaninoHHas TeXHO-
sorusi. B3anmMocBs3p OTKpBITEIX cucTeM. bazoBas
ATajJoHHas Mozielb. HacTh 2. ApXUTEKTypa 3alIuThl

4. O0pa3oBaTeibHbIE TEXHOJIOTHH

J]j;')ﬂ HanmenoBanmue pasnena |Buabl y4eOHbIX 3aHATHH Oo0pa3oBaTte/ibHbIE TEXHOJIOTHHU
1 (2 3 4
1. |Bseoenue 6 meopuio u Jlexyus 1. Tpaouyuonrnas ¢ ucnoiv3oearuem
NpaKmuky obecneyenus npezenmayuii
bezonacnocmu cemeguix
TMexXHON02Ul Camocmosmenvnas paboma |U3yuenue mamepuanos nexyutil
2 |bazosas smanounas mo-  |Jlexyus 2. Tpaouyuonrnas ¢ ucnoiv3oeanuem
oenv OSI/ISO. Apxumex- npezenmayuii
mypa 3awumsl uHghopma-
yuu. Camocmosmenvnas paboma |U3yuenue mamepuanos nexyuil
3 |Cmex npomoxonoe TCP/IP. |Jlexyus 3.1 Tpaouyuonnas ¢ ucnorv3osanuem
Kananvnwiii, cemesoti Jlexyus 3.2 npezenmayuil
(medrccemesolt), mpamc-
NOPMHBLU U NPUKTAOHOU Ilpakmuuecxoe 3ausamue 1. |Bvinonnenue 3adarnus
VposHuU
Camocmosmenvras paboma |HM3yuenue mamepuanos nexyuil
4 |Peanuzayus npomoxonos |Jlexyus 4.1 Tpaouyuonnas ¢ ucnorv3osanuem
cmexa TCP/IP, npomokonbl npezenmayuil
Ethernet, IP, TCP, UDP.
HTTP, FTP u opyeue Ilpakmuuecxoe 3auamue 2. |Bvinonnenue 3adarnus
Camocmosmenvras paboma |HM3yuenue mamepuanos nexyuil
5 | Veposwi, amaxu u yazeumo- |Jlekyus 5.1 Tpaouyuonnas ¢ ucnorv3osanuem
cmu 6 cemsax Ha base npezenmayuii
TCP/IP, memoovt u mexa- |l[Ipakmuueckue 3anamue 3.
HU3MbL 3aUUmMbl OM HUX Buinonnenue 3a0anus
Camocmosmenvuas paboma
H3yyenue mamepuanos nexyuii
6  |Omeuecmeennvie nopma- |Jlexyus 6.1 Tpaouyuonnas ¢ ucnorv3osanuem

mueHble AKnivl, pecildMer-
mupyowue oessmenibHOCHb
6 obnacmu 3auumel cene-
6blX NPOMOKOJ086

CamocmosmenvHas paboma

npezenmayuil
Buinonnenue 3a0anus

H3yyenue mamepuanos nexyuii

5. OneHka nuIaHNpyeMbIX pe3yJIbTATOB 00yYeHH s
5.1. Cucrema orieHUBaHUA




®opMa KOHTPOJIS Makc. K0JI1M4ecTBO 0aJJI0B
3a onny pado-|Bcero
Ty
Texymuit KOHTPOJIb:
- onpoc 5 6annos 30 6annos
- yuacmue 6 OUCKYCCUU HA CeMUHape 5 6annos 10 6annos
- KonmponvHas paboma (memot 1-2) 10 6annos 10 6annos
- KOHmpoabHas paboma (memwvi 3-6) 10 bannos 10 6annos
[IpoMexxyTouHas arTecTanus 40 6annos
3auem
Hroro 3a cemectp 100 6annos
3auem

[Tony4eHHBIH COBOKYITHBIA PE3yIbTaT KOHBEPTHPYETCS B TPATUIIMOHHYIO IIKATY OIIEHOK U B IIKATY
orleHOK EBpomeiickoil cuctemsl nepeHoca u HakoruieHus KpeautoB (European Credit Transfer
System; nanee — ECTS) B cCOOTBETCTBUY ¢ TaOJIUIICH:

100-6amnpHas mkana | TpaguimoHHas IIKajga Ixama ECTS
95-100 A

2304 OTIINYHO B

68 — 82 XOpOUIO 3a4TE€HO C

56 — 67 D

50_55 YAOBJIETBOPUTEIHHO E

20-49 FX

0-19 HEYOBJIETBOPUTEIHHO HE 3aYTEHO F

5.2. Kputepuu BbICTaBICHUS OLIEHKU 1O TUCIUILIMHE

Banany/ Ounenka mno pauc- | Kpurepum oueHkM pe3yJibTaTOB OOyYeHUS MO JUCHH-

HIxana IHUIJINHE IJIMHE

ECTS

100-83/ «OTIUYHOY/ BricraBisiercss o0yyaromemMycs, eciii OH ITyOOKO U Ipod-

A,B «3a4TeHO (OTJIMY- | HO YCBOWJI TEOPETHYECKUN W TPAKTUYECKHA MaTepual,
HO)»/ MOXET MPOJEMOHCTPUPOBATH 3TO HA 3aHATUSX U B XOJE
«3a4TEHO» MIPOMEKYTOUYHON aTTECTALUU.

OOy4Jaromuiicss UCUEPIBIBAIOIIE U JIOTUYECKU CTPOMHO H3-
JaraeT y4eOHbIH Marepuain, yMeeT YBS3bIBaTh TEOPHUIO C
MPAaKTUKOH, CIIPaBISETCA C PELIeHneM 3ajaa4 npogdeccro-
HaJIbHOM HAIPABJIEHHOCTU BBICOKOI'O YPOBHS CIIOXKHOCTH,
MPAaBUIILHO OOOCHOBHIBAET MPUHSATHIC PEIICHUSI.

CB0OOAHO OpHEHTHpYETCS B yuyeOHOM M mMpodecCHOHATb-
HOH JIUTEparype.

OreHka 0 JUCLUIUIMHE BBICTABIAIOTCS 00Y4aroIEMycs C
y4€TOM pe3yJbTaTOB TEKYyLIEH M IIPOMEKYTOYHOH arTe-
CTaLlUH.

Komnerenmuu, 3akperui€éHHbe 3a TUCHMILIMHON, copmu-
pPOBaHbI Ha YPOBHE — «BBICOKHIIY.
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Bbanany/
HIxanaa
ECTS

Ounenka mno auc-
HMIJIMHE

Kputepun oneHku pe3yinbTaToB 00y4eHHMs IO JAUCLH-
MJIMHE

82-68/
C

«XOPOII0Y/
«324TEHO
110)»/
«3aUTEHO»

(xopo-

BricTaBnsiercs oOyuaroiemycs, eciii OH 3HaeT TeopeTHye-
CKM U NIPAKTUYECKUN MaTepHall, IPAMOTHO U I10 CYILLIECTBY
M3JIaraeT €ro Ha 3aHATUAX U B XOJI€ IPOMEKYTOYHOM arTe-
CTallMM, HE 0IyCKasl CYIIECTBEHHBIX HETOUHOCTEH.
OOyuaromuiicst MPaBUILHO MTPUMEHSET TEOPETUUECKUE TI0-
JIO’KEHUS TPU PEIICHUN MPAKTUYECKHUX 3a1ad mpogeccro-
HaJbHOM HANpaBJIEHHOCTH PA3HOTO YPOBHS CIIOKHOCTH,
BJIaJIeeT HEOOXOIMMBIMH JIJIsi TOTO HABBIKAMH W TpUEMa-
MU.

JIOCTaTOuHO XOpOIIO OPUEHTHUPYETCS B Y4eOHOH U Ipo-
(heccroHaIbHOM JIUTEpaType.

OreHka 1Mo JUCHUIUIMHE BBICTABISIOTCS 00YYaroImEeMycs C
YYETOM pe3yJIbTaTOB TEKYIIEH M MPOMEXKYTOUYHOM arTe-
CTaluu.

Kommnerenmum, 3akperui€éHabe 3a TUCHUTUINHON, chopMu-
POBaHbI HA YPOBHE — «XOPOIIUIY.

67-50/
D.E

«yIIOBJIETBOPH-
TEIHHOY/

«3a4teHo (ymoBiie-
TBOPUTEIBHO)»/
«3aYTCHOY

BricraBnsiercst oOyJaroniemMycsi, €l OH 3HaeT Ha 0a30BOM
YPOBHE TEOPETUYECKUM U IPAKTUYECKUU Marepuani, I0-
MyCKaeT OTJENbHbIE OMNOKU MPHU €ro U3I0KEHUH Ha 3aHs-
TUSAX U B X0J1€ IPOMEKYTOUHOM aTTECTALUH.
OOyuyaromuiics UCIBITHIBAET OMpPENEIEHHbBIE 3aTPYAHECHUS
B NPUMEHEHUHN TEOPETHUYECKUX IOJIO)KEHUN TPU PELIEHUU
MPAKTUYECKHX 3a/1a4 MPpo(hecCHOHATBLHOM HApPaBICHHOCTH
CTaHJAPTHOTO YPOBHS CJIOXKHOCTH, BJIaJIeeT HEOOXOIUMBI-
MU JJIs1 3TOr0 0a30BBIMU HaBBIKAMH U MIPUEMAMH.
JIeMOHCTpHUPYET JOCTAaTOYHBIM ypOBEHb 3HAHUS Y4E€OHOUH
JIUTEpaTyphl 110 AUCIUILIMHE.

OreHka 1Mo JUCHUIUIMHE BBICTABISIOTCS 00YYaloImeMycs C
YYETOM pe3yJIbTaTOB TEKYIIEH M MPOMEXKYTOUYHOM arTe-
CTaLlUH.

Kommnerenum, 3akperui€éHabe 3a TUCHUTUINHON, chopMu-
pPOBaHbI Ha YPOBHE — «10CTATOYHBINY.

49-0/
F,FX

«HEYJIOBJICTBOPH-
TEJILHOY/
HE 3aYTEHO

BricTaBnsercst oOy4qaroremMycsi, i OH He 3HaeT Ha 0a30-
BOM YypOBHE TEOPETUYECKHMM M IIPAKTUYECKHI Marepua,
JOTTyCKaeT TpyOble OMMOKHU TPH €ro M3JIOKEHUW Ha 3aHs-
TUSAX U B X0J1€ IPOMEKYTOUHOM aTTECTALUH.
OOyuaromuiicsi UCIBITHIBACT CEPbE3HBIC 3aTPYAHCHUS B
IIPUMEHEHUH TEOPETHUYECKUX IOJIOKEHUM IpHU pPELIEHUU
MPAKTUYECKHX 3a/1a4 MPpo(dhecCHOHATBLHOM HApPaBICHHOCTH
CTaHJAPTHOTO YPOBHS CJIOXHOCTH, HE BIIaJIEeT HEOOXO0u-
MBIMHM /ISl 3TOTO HaBBIKAMU U TPUEMaMHU.

JleMoHCTpHpYyeT (hparMeHTapHbIC 3HAHUS Y4eOHOH muTe-
paTypsl IO JUCIUIUIMHE.

OreHka 1Mo JUCHUIUIMHE BBICTABISAIOTCS 00YJaromEeMycs C
YYETOM pe3yJIbTaTOB TEKYIIEH M MPOMEXKYTOUYHOM arTe-
CTaLlUH.

KomnereHimn Ha ypoBHE «IOCTAaTOUYHBINY, 3aKpeIIEHHbIE
3a AMCUUIUINHON, HE C(OPMHUPOBAHBI.
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5.3. OueHouHbIe cpeacTBa (MaTepuaibl) s TEKYIIEr0 KOHTPOJIS YCIIEBAEMOCTH, IIPOMEKYTOU-
HOH aTTecTalyy 00ydJaroIuXxcs 1Mo JUCIUILTIHE

Konmponvnwvie sonpocwl k 3auemy - nposepka cpopmuposannocmu komnemenyuti OIIK-7,
1IK-3, IIK-6

1. ApXUTEKTypa KOMIbIOTEPHBIX CETEH.

2. Mogens OSVISO. YpoBHHM B3aUMOCHCTBUS B PaMKax KOMITbIOTEPHBIX ceTel. [lonsTue
MIPOTOKOJIOB ¥ HHTEP(EICOB.

3. Crek mpotokosioB TCP/IP. Ilpouenypa nHKanCyIIsIIUH.

4. Ousuyeckuid u  KaHambHble ypoBHM Moaenu OSI/ISO. Tomomorust  cereid.
KommyHuKkanmonHoe o60py0BaHuE KaHAJIBHOTO YPOBHSI.

5. ®opwmar kanpa Ethernet. Texanomorus CSMA/CD.

6. IlpuHIMIBI TOCTPOECHHUS CETEN, CErMEHTUPOBAHHBIX Ha KAHAJIbHOM YPOBHE.

7. Haznauenue u npuHIUIIEI paboThl TpoTokoJ0B ARP/RARP. Ataka ARP-spoofing.

8. @yHKIMU U NPUHIUIBI peanu3anuu nportokoia IP. ®opmar 3aronoska IP.

9. ®parmentuposanue [P makeros. MTU.

10. Hactpoiika cereBoro wuHTepderica B OC Microsoft m Unix. Craruueckas
MapIIpyTHU3ALIHSL.

11. HacTpolika cTaTH4€CKOM MapiIpyTu3auy Ha mpumepe ooopymoBanus Cisco.

12. IIpoTOKOIBI AMHAMUYECKON MapIIpyTHU3ALUH.

13. IIpoTokonsl ynpasneHus cetbio Ha mpumepe ICMP u SNMP.

14. ®yHKUMM M TOPUHOUNBI PabOTHl MPOTOKOJIOB TPAHCHOPTHOTO YPOBHS. 3arojoOBKH
npotokoioB TCP u UDP.

15. Cucremsl makeTHOM uibTpanuu Ha npuMepe ipfw.

16. HazHadeHune u mpuHIHUIIBI paboThI TpoToKosia DNS.

17. Haznauenue u npuHIUns! padboTsl mpotokona FTP.

18. ITporokon HTTP, nactpoitka HTTP-cepBepa Ha mpumepe apache u nginx.

19. IIporokonsl nouytoBoi cBsi3u Ha mpumepe POP2(IMAP) u SMTP.

20.Opranu3zanus 3anMIIeHHOr0 KaHasla CBS3H C UCIIOIb30BaHueM npoTokona SSL/TLS.

21. DNS-tynaenupoBanue. Vcrnonp3oBaHue JaHHOW TEXHOJOTHHU IS 00X0/1a MEKCETEBBIX

9KpaHOB.

22. XSS-araku Ha CaiThl.

23. [lonsitue dummHra.

24. Yruutsl nmap 1 hping3 11 30HAUPOBaHUS CETEH.

Ilpumepnuie 3a0anusn 011 mecmuposanus- nposepka chopmuposannocmu komnemenyuit OIIK-
7, IIK-3, ITK-6

1. DNS-TyHHeJnpoBaHue - 3T0:

a) mexHuxd, nO360A8I0UIASA Nepedasams NPoU3eoaAb bl Mpa@uK (haxmuyecku, NOOHAMb MYHHELb)
nosepx DNS-npomoxona. Moscem npumensms s, Hanpumep, 0. mo20 Ymoobl NOAYYUMb NOJIHOYECH-
Holll docmyn ¥k Uumepnem u3z mouku, 20e paspeuieno npeobpaszosanue DNS-umén

0) SSL-coenuHeHue.

B) KPHUIITOIILIIO3.

2. MAC-cnygp¢uHr — 310:

a) CTEK CETEBOr0 YCTPOMCTBA.

6)noooenusanue MAC-adpeca cemeso2o ycmpoucmaa.
B) HTTP 3anpoc.

6. YueOHO-MeTOAMYECKOE M HH(POPMALMOHHOE 00ecnieYeHHe U CHMILTHHBI
6.1. CnMcOK MCTOYHUKOB U JIUTEPATYPbI
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Hcrounuku
1. Pykosoosawuii 0oKkymeHT. 3anuTa OT HECAHKIIMOHUPOBAHHOTO J0cTyna K uHdopmaruu. Tepmu-
HBbl U OIpelleIeHNs. Y TBEpKIAEHO pelieHneM mnpeacenarens ['ocrexxkomuccnn Poccun ot 30 mapta
1992 r. [DnextponHsiii pecypc] : Pexum pocryma : https:/fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/386-rukovodyashchij-dokument-
reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-g3, cBo6oaHbIN. — 3ariI. ¢ 3KpaHa.
2.  Pykosooswuii 0okymenm. ABTOMaTU3UPOBAHHBIE CUCTEMBI. 3aIUTa OT HECAHKIIMOHUPOBAHHOTO
noctyna k uHpopmaruu. Krnaccudukanus aBToMaTU3MPOBAHHBIX CUCTEM M TpeOOBaHUS MO 3alllUTe
uHpopManuu. YTBEpPKICHO pelleHHeM Mpejaceaarens ['ocylnapcTBEeHHOW TEXHMUYECKOW KOMHCCHU
nipu [Ipesunenre Poccuiickoit @enepannu ot 30 mapta 1992 r. [DnekTponHbli pecypc] : Pexum no-
CTyma: https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-
normativnye-dokumenty/384-rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-
rossii-ot-30-marta-1992-g, cBoGoHbINA. — 3ari. ¢ 3KpaHa.
OcHOBHas nuTeparypa
1. Komnnexcnas 3awuma vHGOpMaK B KOPIIOPATUBHBIX cucTeMax : yuel. mocobue / B.®. Illa-
HbruH. — M. : UJ[ «®OPYM» : UHOPA-M, 2017. — 592 c. — (Bricuiee obpa3oBanue: baka-
naBpuar). - Pexxum nocryma: http://znanium.com/catalog/product/546679
2. Hlanveun B.@. 3aummra KoMIbOTepHOH nHopMaru. I (HEeKTUBHBIE METOIbI U CPEACTBA
[DnexTponnslit pecypce] / B. ®@. [llanprus. - M.: JIMK Ilpecc, 2010. - 544 c.: un. - ISBN 978-5-
94074-518-1. - Pexxum goctyna: http://znanium.com/catalog/product/408107

6.2. llepeuenb pecypcoB HHGPOPMANHOHHO-TEJEKOMMYHMKANMOHHON ceTH «WHTepHeT»,
He00XO0AMMBIH AJI1 OCBOCHHUS TUCIUIITUHDI
Anpeca pecypcoB HTEpHET
1. l'apanTt [DnekTpoHHBI pecypc]: HHOOPMAITMOHHO-IPABOBOM TOpTal. — DJIEKTPOH. JaH. —
M.: HIIIT "TAPAHT-CEPBUC”, 2018. — Pexxum goctyna: www.garant.ru.
2. Koncynwrant [Lmtoc [DnekTponHslil pecypc]. — OnektpoH. aad. — M.: KoncyneranT Iloc,
cop. 1997-2018. — Pexxum gocryma: www.consultant.ru.

7. MaTepuajbHO-TEXHHYECKOe o0ecrevYeHue 1 CHNIITTUHbI

1) IeKIMOHHBIN KJIacC ¢ BUACOMPOEKTOPOM M KOMIBIOTEPOM, Ha KOTOPOM JOJKHBI OBITH yCTa-
HOBJICHBI:

— munenznonnoe [10 MS Windows 7 u crapie;

— muuensuonHoe [10 MS Office 2010 (c obs3aTenbubiM Hanmuarem MS PowerPoint) u crapie

2) KOMIIBIOTEPHBIN KJIacC, 00OPYIOBaHHBIH COBPEMEHHBIMH MEPCOHATBLHBIMU KOMITbIOTEpAMU
JUTSL KQKJIOTO CTY/ICHTA C BBIXOJIOM B MHTEpPHET. Ha KoMIbIOTEpE JOMKHBI OBITh YCTAHOBIICHBI:

— munenznonnoe [10 MS Windows 7 u crapie;

— muuensuonHoe [10 MS Office 2010 u crapie;

— TIporpamMMHBIN runepBu3op Vmware Player;

—ckaHep ys3Bumocteit (XSpider);

— yrtunurta nmap, cauddep Wireshark.

Ilepeyens 11O
Haunmenosanue 10 [IpousBoguTens Crnioco6 pacripocTpaHeHus
Nert (JIMLIEH3UOHHOE HUJIU CBOOOTHO
/i pacmnpocTpaHsieMoe)

1 Microsoft Office 2010 Microsoft JIMIIEH3UOHHOE

2 Windows 7 Pro Microsoft JIMLIEH3UOHHOE

3 Microsoft Share Point 2010 | Microsoft JIMIIEH3UOHHOE

4 Microsoft Office 2013 Microsoft JIMLIEH3UOHHOE

5 Windows 10 Pro Microsoft JUALIEH3UOHHOE

6 Kaspersky Endpoint Security | Kaspersky Jlutien3nonHoe

7 Secret Net Studio 8.4 Kon 6e3omacHoCcTH CsoOognoe 110,
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Pexum nocryna:
https://securitycode.ru
Jemo-Bepcust

8 Dallas Lock 8.0 Kondunent CsoOoanoe I10,
Pexum nocryna:
https://dallaslock.ru/
Hemo-Bepcus

9 Vmware Player 15.5 VMWare Cob6onanoe I10,

Pexxum gocryna:
https://www.vmware.com/prod
ucts/

Hemo-Bepcust

10 XSpider 7.0 Positive CsoOoanoe 110,

Technologies Pexum noctyna:
https://www.ptsecurity.com/ru-
ru/

Jemo-Bepcust

11 | Nmap 7.8 Nmap Coboanoe I10,

Pexxum gocryna:
https://nmap.org/

12 Wireshark 3.0 Wireshark CsoOoanoe 110,
Pexum nocryna:
https://www.wireshark.org/

JInst IpOBEZICHUST 3aHATHH JICKIIMOHHOTO THIA MPEUIaraloTcs TEMaTHYECKUE WILTIOCTPAIMH B
dbopmarte mpesenraiuii PowerPoint.

Ilepeyens B/l u UCC
Nent HaumenoBanue
/m
1 | KomnberoTepHble cCripaBOYHBIE TPABOBBIE CUCTEMBI
Koncynperant Ilmroc,
l'apanT

8. Obecneyenue 00pa3oBaTe/JLHOIO MpoOLECCa IS JIUI ¢ OTPAHUYEHHBIMH BO3MOKHOCTS-
MH 310POBbSI
B X0[¢€ peajin3daliuu AUCHUIIMHBI UCITOJIB3YHOTCS CICAYIONNE JOIMOJIHUTCIIbHBIC
METOBI 00YYCHHsI, TEKYIIET0 KOHTPOJIS YCIIEBAEMOCTH M MTPOMEKYTOYHOM aTTeCTaIlK 00yJaro-
KUXCA B 3aBUCUMOCTU OT UX MHAWBUAYAJIbHBIX OCOGGHHOCTGﬁI

® JJIsA CJICIIBIX U cna60131/11[;11u1/1x:

— JICKIINU O(bOpMJ'DIIOTC}I B BUAC 3JICKTPOHHOT'O JOKYMCHTA, JOCTYITHOI'O C MOMOIIbKO KOMIIBIOTC-
pa co crenuaaTu3upOBaHHBIM IIPOTPAMMHBIM 00€CIICYCHUEM;

— NUCbMCHHBIC 3a/IaHN A BBITIOJIHAIOTCA HAa KOMIIBIOTCPEC CO CIICHUAIIM3UPOBAHHBIM ITPOTrPaAMMHBIM
o0ecrieyeHreM, HITH MOTYT OBITh 3aMEHEHBI YCTHBIM OTBETOM;

— o0ecnieunBaeTCs MHANBUAYAIbHOE paBHOMEpPHOE ocBenieHne He MeHee 300 Jrokc;

— TSI BBITIOJTHEHUSI 3aJaHHs MPH HEOOXOAMMOCTH TMPEIOCTABIISCTCS YBEIHMUYUBAIOIIEE YCTPOWi-
CTBO, BO3MOXKHO TaK>XC HCIIOJIb30BaHHUC CO6CTB€HHBIX YBCIMYHBAOIINX yCTpOﬁCTB;

— MUChMEHHBIE 3a1aHUS O(OPMIISIIOTCS] YBEITMYCHHBIM MIPU(TOM;
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—9K3aMeH M 3a4€T MPOBOJATCS B YCTHOM (pOpPME HMIIM BBINOJIHSIOTCS B MUCBMEHHOH (opme Ha
KOMIIBIOTEPE.

® Ui TIYXHX U cIa0O0CITBIIIANTHX:

— JIeKUuu 0(pOPMIISIOTCS B BUE JIEKTPOHHOTO TIOKYMEHTa, JTM00 MpeaoCTaBIseTCs 3ByKOYCHITH-
Baloll[as anmnapaTypa MHAUBUIYaIbHOTO MOJIb30BaHUS;

— MUChMEHHBIE 3a/1aHUS BBITIOIHIIOTCS HAa KOMIIBIOTEpE B MUCEMEHHOM opme;

— 3K3aMEH U 3a4€T MPOBOASTCS B MUCHbMEHHOU (pOpME Ha KOMITbIOTEpPE; BOZMOKHO MPOBE/ICHUE B
dbopMe TecTUpOBaHHSI.

e JUIs JIUI C HAPYLIEHUSIMU OMOPHO-/IBUTaTEILHOTO anrmapara:

— JIeKIIMK 0hOPMIISIOTCS B BUE 3JIEKTPOHHOTO JOKYMEHTA, JOCTYIHOTO C MMOMOIIBI0 KOMITbIOTE-
pa co crenuaaTu3upoOBaHHBIM IPOrPAMMHBIM 00€CIICUeHUEM;

— MUChbMEHHBIE 3aJJaHHsI BHITTOJIHAIOTCS Ha KOMIIBIOTEPE CO CIIEUATN3UPOBAHHBIM IIPOTrPAaMMHbBIM
obecreueHuEM;

—9K3aMeH M 3a4€T MPOBOJATCA B YCTHOH (popMe WM BBIMOJHSIOTCS B NMUCbMEHHOH (opme Ha
KOMITBIOTEPE.

[Ipu HE0OXOMMMOCTH MpenyCcMaTpUBAETCs YBEIMUYEHNE BPEMEHHU ISl IOATOTOBKU OTBETA.

[Tponienypa npoBeAeHUs MPOMEKYTOYHOM aTTeCTallMU Uil 00YJaIOLIMXCsl YCTaHABIMBAETCS C
yu4€TOM HUX UHAMBHAYAJIbHBIX MCUXOpU3NYECKUx ocobeHHocTel. IlpomexxyrouHas arrectanus
MOXET MPOBOAUTHCS B HECKOJIBKO 3TATIOB.

[Ipu mnpoBeneHuu NpoLETypbl OILCHUBAHUS PE3yJAbTaTOB OOyYEHHs MperlycMaTpUBaeTCs
UCTIOJIb30BaHNE TEXHUYECKHUX CPE/ICTB, HEOOXOJUMBIX B CBS3M C MHAWBUIYATbHBIMA OCOOCHHOCTSIMHU
oOyyaromuxcsi. OTH CpeACTBA MOTYT OBbITh TNPEAOCTaBICHbl YHUBEPCUTETOM, WJIM MOTYT
UCIIOJIb30BaThCsl COOCTBEHHBIE TEXHUYECKUE CPECTBA.

[TpoBenenue nporenypbl OLICHUBAHUS PE3YAbTaTOB 00yUEHUS JOMYCKAETCs C UCIIOJIb30BaHUEM
JMCTAHITMOHHBIX 00pa30BaTENbHBIX TEXHOJIOTHIA.

OO6ecneunBaeTcs TOCTYN K MHPOPMAIMOHHBIM U OMOIMorpaguiyeckuM pecypcam B cetu UH-
TEpHET JUI KaXI0Tro oOyuaronierocs B popMax, aJanTHPOBAHHBIX K OTPAHUYCHUSM HX 37A0POBBS U
BOCTIpUATHS UH(OPMALIUU:

® IS CIICIIBIX U CIa0OBUIAIINX:

— B I1€4aTHON (hopMe YBEIMYCHHBIM HIPUPTOM;
— B hopMe 3JIEKTPOHHOT'O IOKYMEHTA;

— B opme ayauodaiina.

® JUIS TIYXHUX U CIa0OCIBIIIAIINX:

— B IIeUaTHOM opme;

— B (popMe 3IIEKTPOHHOTO IOKYMEHTA.

e s O0YYarOMIMXCS C HAPYIIEHUSIMU OTIOPHO-/IBUTaTEeNIbHOTO anrmapara:
— B IIeUaTHOM opme;

— B (popMe 3IIEKTPOHHOTO TIOKYMEHTA;

— B (hopme aynuodaiina.

VY4eOHble ayAUTOPUH IJIs1 BCEX BUIOB KOHTAKTHOW M CaMOCTOSTENIbHOM paboThl, Hay4Hast 6uo-
JMOTEKa U UHbIE TIOMEUICHUS JJis1 00y4YeHHUs OCHAIIECHBI CIeIMaTbHBIM 000pyI0BaHUEM U Y4eOHBIMU
MeCTaMH C TEXHUYECKUMHU CPEACTBAMH 00YUEHUS:

e JUIS CIENbIX U cIa00BUISAIINX:

— YCTPOMCTBOM JIJIs1 CKAaHUPOBaHUS U uTeHus ¢ kamepoid SARA CE;

— nuctuieem bpaiing PAC Mate 20;

— npunTepoM bpaiins EmBraille ViewPlus;

® Ui TIYXHX U cIa0O0CITBIIIANTHX:

— aBTOMAaTHU3MPOBAHHBIM Pa0OYMM MECTOM JJIS JIIOJIEH C HapyIIEHUEM ClyXa U CIabocIblia-
IIHX;

— aKyCTHUYECKUH YCHIINTEINb U KOJIOHKU;

e s 00YYarOMIMXCS C HAPYLIEHUSIMU OTIOPHO-/IBUTaTENILHOTO afmapara:

— MepeBUKHBIMH, PETYIHUPYEMBbIMU dproHoMudeckiumu napramu CHU-1;
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— KOMITBIOTEPHOM TEXHUKOM CO CHEIMAIBHBIM MPOrPAMMHBIM 00€CIICUeHUEM.

9. MeroauvecKkue MaTepuaJibl
9.1. [li1aHbl NpaKTUYECKUX 3aAHATHI - nposepka cghopmuposannocmu komnemenyuii OIIK-
7, I1K-3, ITK-6

Tembl yueOHOM AMCUMILTUHBI PEAYyCMaTPUBAIOT MIPOBECHUE MPAKTUUECKUX(CEMUHAPCKUX ) 3a-
HATUH, KOTOPBIE CIY’KAT KaK LEISAM TEKYLIEro M MPOMEKYTOYHOIO KOHTPOJIS 3a MOArOTOBKOM CTY-
JICHTOB, TaK U IEJIIM MOJyYeHUs! MPaKTUYECKUX HABBIKOB MPUMEHEHHS METOJIOB BBIPAOOTKHU pelile-
HUH, 3aKperyIeHNs] U3YYeHHOT0 MaTepHasa, pa3BUTUS YMEHUH, TpUOOPETEHNUs OMbITa PEIIeHUs KOH-
KPETHBIX MPoOJIeM, BeIeHUS AUCKYCCUH, apr'yMEHTAI[MH U 3alllUThl BHIOPAHHOTO PEIICHUS.

IIpakTyeckoe 3ansitue 1(8 4.). HopmaTuBHO-MeTOoAN4YecKkasi 0a3a ucnosb3oBanus. Kpar-
KHH 0030p PYKOBOISIIIUX JOKYMEHTOB (nposepka cgopmuposannocmu xomnemenyuti OIIK-7,
1IK-3)

Bonpocul onsa 0bcyscoenus:
1.IlepeueHb OCHOBHBIX HOPMATUBHO-TIPABOBBIX TIOKYMEHTOB.
2. [Nonstue cers TCP/IP.
3. Tonosorust ceTeu.
Cnucoxk nurepaTypsl:
[IpuBenén B n. 6 gannou PIIJ]

Mamepuanvno-mexnuueckoe obecneuenue 3auamus. AyIJATOPHsI, OCHAIIICHHAS ITPE3EHTAlMOHHON
TEXHUKOH (IIPOEKTOP, FKPaH, KOMIBIOTEP/HOYTOYK). KOMIIBIOTEpHI IO KOJIMYECTBY 00YUaIOIIMXCS C
passépuayroit OC MS Windows, BupTyansHoit mammHoi VMPlayer.

IIpakTuyeckoe 3ausitue 2(6 4.). Mogeanr OSI. Ctpykrypa nakeroB IP (nposepxa chopmu-
posannocmu komnemenyuti 11K-3, [1K-6)

Bonpocul onsa 0bcyscoenus:
1.IToustue moxmenp OSIL
2. HazoBute ypoBHU (YHKIIMOHUPOBAHUS coraacHo mozaenu OSI.
3. OcHoBHble Gnaru maketoB IP. CTpykTypa 3aroyioBKoB.
4. Ha xakoM ypoBHe pabOTaeT MpOTOKOI icmp.
CHuCOoK JIUTepaTyphl:
[IpuBenén B n. 6 nannou PIT/]

MamepuanbHo-mexnuueckoe obecneueHue 3aHAMuUA. ayTUTOPHsL, OCHAIIIEHHAS MPE3EHTALlMOHHOM
TEXHUKOHU (ITPOEKTOP, IKPaH, KOMIBIOTEP/HOYTOYK). KOMITBIOTEPHI TTO KOJIMUECTBY OO YJAIOIITUXCS C
pa3sépuytoit OC MS Windows, BupTyansHoii MamnHoii VMPlayer, cauddep WireShark.

IIpakTyeckoe 3ansitue 3(4 4.). Yrpo3nl, aTaku M yA3BUMOCTH B ceTsix Ha 0asze TCP/IP
(nposepka cgpopmuposannocmu xomnemenyuii OIIK-7, I[1K-3, I1K-6)

Bonpocwt ons obcysrcoenus:
1.ITonsTHE yrpo3bl.
2. HazoBuTe Tpu cpeacTBa oOHApyKEHHS aTak.
3. Kakue araku Bbl 3HaeTe ? [lokakure Ha HAIJISIAHOM MPUMEPE CXEMY PEAIM3aLUN aTaKy.
4. Kakue ya3BUMOCTH SKCIUTYaTHPYIOT 3JI0YMBIIUICHHUKH JJIs1 pealIi3aliu aTak?
Cnucok nurepaTypsl:
IIpuBenén B . 6 gannou PIIJ]
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MamepuanvHo-mexHuueckoe obecneuenue 3auaAmMus: ayAATOPHs, OCHAIIEHHAs MPE3eHTAI[OH-
HOM TEXHUKOU (TIPOEKTOp, JKpaH, KOMIBIOTEP/HOYTOYK). KOMIBIOTEpPHI MO KOJUYECTBY OOydUaro-
muxcs ¢ pazsépayroit OC MS Windows, BupryansHoit MammnHoii VMPlayer, ckanep ys3BUMOCTeH
(XSpider), yrunuta nmap.
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Ipunooicenue 1
AHHOTAIUA JUCHUITJINHBI

JuctumumHa «be3onacHocTs HH(GOPMAIIMOHHBIX TeXHOJOTUN U cetel Ha 6aze TCP/IP» pea-
nusyetcs Ha pakynbTeTe MHPOPMAIMOHHBIX CHCTEM M 0€30MaCHOCTH IS CTYJICHTOB, O0YyJarOIINX-
cs Mo mporpamme OakanaBpuara mo HampasieHuto noarotoBku 10.03.01 Mudopmanuonnas 6e3-
onacHOCTh (mpodunu moarotToBku —Ne 3 KomrekcHast 3anura 00beKToB nH(popMaTuzamnmm) kade-
pO¥i KOMIIEKCHOH 3aIIUThl HHPOPMAIIUH.

[enb muCHUIUIMHBL: TpUOOpeTeHre 3HAaHUI 0 0a30BBIX METOJaX M CHOCO0ax 3alUThl CETEBBIX
TEXHOJIOTHI ¥ YMEHUH MPUMEHSATH Ha MIPAKTUKE CPEJICTBA 3aIUTHI CETEBHIX MPOTOKOJIOB, B TOM YHC-
ne creka mpotokoiaoB TCP/IP.

3amaun AUCUUIUIMHBL W3yYeHHE NMPHHIMIIOB CETEBOIO B3aMMOJEHCTBHS;, BHIPAOOTKAa yMEHUMH
HACTpauBaTh M MPHUMEHATH CPEJCTBA CETEBOTO B3aMMOJCHCTBUS, HCIOJIb30BaTh HHCTPYMEHTHI
HACTPOWKHU CeTeBOI MH(MPACTPYKTYpPHI, B TOM yHcie Ha 6a3e cTeka nporokosioB TCP/IP.

JlucuuriuHa HanpaBieHa Ha POPMUPOBAHUE CIIEIYIOMINX KOMIICTCHITHIA:

e OIIK-7 — mowkeH o0aaaTh CIIOCOOHOCTHIO OMPENEsATh HHOOPMAITMOHHBIC PECYPCHI,
MOJUIeXkKAIUE 3alUTe, Yrpo3bl 0e30MacHOCTH MH(OPMAIMM U BO3MOXHBIE IMYyTH UX
peaiM3allii Ha OCHOBE aHajlM3a CTPYKTYpPBI U coAepxaHus MH(OPMALMOHHBIX IIPO-
I[ECCOB U OCOOCHHOCTEHN (PYHKIIMOHUPOBAHUS OOBEKTa 3aIUTHI.

e JIK-3 — nomkeH ob6ysanaTh COCOOHOCTHIO AAMHUHUCTPUPOBATH MOJACHCTEMBI HHGDOP-
MAaIMOHHOM 0€30I1aCHOCTH 00BEKTA 3AIIIUTEL.

e [IK-6 — nomxen 061a1aTh CIOCOOHOCTHIO MPUHUMAThH YYaCTHE B OpPraHU3alUy U Ipo-
BEJICHUU KOHTPOJIBHBIX MPOBEPOK paboTOCIOCOOHOCTH U 3(h(hEKTUBHOCTH MTPUMEHSIE-
MBIX MPOTPaMMHBIX, IPOrPAaMMHO-AMNNapaTHRIX U TEXHUYECKUX CPEICTB 3aIUTHI HH-
bopmanuu.

B pesynbrare ocBOE€HUS JUCIUILIMHBI 00YYarOMIUics TOJKEH AeMOHCTPUPOBATD CIEAYIOIIHE
pe3yNbTaThl 00pa30BaHUS:

3HaThb.

OCHOBHBIC TIOJIOKEHUSI TEOpUU HH(OPMAIIMOHHONH OE30MacHOCTH W MPAKTHUKU 3aIIUTHI WH-
dbopMaiuu B TEIEKOMMYHHKAITUOHHBIX CETSIX;

MoJIeNu yrpo3 0e30macHoCTH HH(pOpMaIuy;

CTPYKTYPY U COAEp’KaHHe WH(POPMAIIMOHHBIX MPOIIECCOB U OCOOCHHOCTEH (PYHKITMOHMPOBA-
HHs 00BbekTa 3amuTel Ha 6aze TCP/IP;

OCHOBHbBIE CEPBHUCHI 1 MEXaHU3MBbI MIU(PPOBAHUS U ayTeHTU(UKAINKA UHPOPMAIUU 110 MOJe-
mu OSI/ISO;

MOJIEJI ¥ METOBI 3aIIMTEI ceTer Ha 6a3e TCP/IP;

HOPMAaTUBHBIC MTPABOBBIC JOKYMEHTHI B 00J1aCTH 3aIIUTHI HH(DOpMAIIHH;

YMers:

OCYIIECTBIATH 0a30BbIe HACTPOMKHU CETEBBIX YCTPOHCTB 2-T0 M 3-TO YPOBHS COTJIACHO MOJIE-
au OSI/ISO;

OoOHapy>KUBaTh OIMOKHU B HACTPOMKAX MapIIpyTH3AIUH;

pelaTh TUMOBBIE 3a]a4l aJJMUHUCTPUPOBAHUS CUCTEM 3aIIUThI HHPOPMALIHH;

IPUMEHATh COBPEMEHHBIE METO b M METOJMKH 3AIUTHI CETEBBIX TEXHOJIOTHA;

OpPraHU30BBIBATH MEPOIIPHUATHS MO aTTECTAMM 00bEeKTa MH(POpPMATU3AUU 10 TPeOOBaHUAM
0€301acHOCTH NH(OPMAIIHH.

Bnanets:

HAaBbIKAMU HACTPOWKH ¥ IKCILTyaTallid KOMMYHUKAITHOHHOTO 000pyI0BaHUSI.

METO/IaMH MCTIOJIb30BaHUS CPEJICTB 3alIUThI MPOTOKOJIOB cTeka TCP/IP;

HaBBIKAMU KCIUTyaTallMM 3alIMIIEHHBIX TPpoToKooB cTteka TCP/IP.

HaBbIKAMHU OpraHM3allMd U COMPOBOXACHHUU Ipolecca aTTecTaluu oObekTa nHpopMaTH3a-
IIUU TI0 TpeOoBaHMAM 0e30macHOCTH HHPOPMAITUH.
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Paboueii mporpamMmoii mpenycMOTpPEHBI CIEIYIOIIUE BUIBI KOHTPOJISA: TEKYIIUH KOHTPOIb
ycreBaeMocTd B opMe OIpoca, KOHTPOJIBHOW paboThl, pedepaTa, TECTUPOBAHUS, TIPOMEKYTOUHAS
arrectanus B opMme 3aueTa.

OO011ast TpyA0EMKOCTb OCBOEHHS AUCLUUIUINHBI COCTAaBIIAET 3 3a4ETHBIC €IUHUILIBI.
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JIUCT UBMEHEHUM

Ipunoowcenue 2

No TekcT akryanuzauuu Wi npuwiaraemeiii k PIT] noky- Hara Ne nipoto-
MEHT, COIep KAl N3MEHEHUS KoJIa

1 Obnosnen cocmas npocpammnozo ovecnevenus (110), co- 29.06.2017e. 10
8pemenHbIX npogheccuonanvuvix 6az oannvix (B/]) u un-
dopmayuonno-cnpasounwvie cucmem (MCC)

2 Ob6nosnen cocmag npoepammuozo obecneuyenus (I110), co- | 26.06.2018 2. 11
B8pPEMEHHbIX NpogheccuonanvHulx 6as Ooauuvix (BJ) u umn-
dopmayuonno-cnpasounvie cucmem (MCC)

3 Obnosnena cmpykmypa oucyuniuHvl (Mooyas) ona ounou | 29.08.2019 2 1
dopmot obyuenus (2019 2.)

4 Obnosnena ocHo8Has U OONOIHUMENLHAS TUMepamypa 29.08.2019 2 1

5 Obnosnen cocmas npoepammuozo obecnevenus (I10), co- | 29.08.2019 2 1
B8pPeMEeHHbIX Npogheccuonanvrulx 6a3 Ooauuvix (BJ) u umn-
dopmayuonno-cnpasounvie cucmem (MCC)

6 Obnosnena cmpykmypa Oucyuniunvl (Mooyns) oas ounou | 23.06.2020 14
dopmot obyuenus (2020 2.)

7 ObHo6eHa 0OCHOBHAS U OONOJIHUMENbHASL TUMepPamypa 23.06.2020 14
Obnosnen pazoen n.4 Obpazosamenvhvie MexHONIOSUU 23.06.2020 14

9 Obnosnen cocmas npoepammuoz2o obecneuenus (I10), co- | 23.06.2020 14
B8pPEMEHHbIX Npogheccuonanvrulx 6as Ooauuvix (BJ) u umn-
dopmayuonno-cnpasounvie cucmem (MCC)
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[Tpunoxenue 1
K JINCTY U3MEHEHU I

1. CoctraB nporpammHuoro odoecnieuenus (II0), coBpeMeHHbIX MpodeccuoHAIBHBIX 0a3
nanHbIx (b/1) u undopmanuonno-cnpaBounbie cucrem (MCC) (2017 r.)
Ilepeyens 11O

Tabauya 1
Neri/mm Haunmenoanue [10 [TpousBoauTenn Cnioco6 pacripocTpaHeHUS
(muyensuonnoe unu c60600-
HO pAcCnpoCmpaHsiemoe)
1 MicrosoftOffice 2013 Microsoft JIUIICH3UOHHOE
2 Windows XP Microsoft JIMLIEH3UOHHOE
3 KasperskyEndpointSecurity Kaspersky JTUTIEH3UOHHOE
4 OC «AnwsT O6pazoBanue» 8 000 «bazaneT | TUIIEH3UOHHOE
CIIO
Ilepeuens B/l u UCC
Tabnuya 2
Nori/mt HanmenoBanue

MexnyHapoaHbie pedepaTuBHble HaykomeTpuieckue b/l, nocTymnHeie B paMkax
HanuoHaJILHOU moanucku B 2017 .
Web of Science
Scopus

[Ipodeccuonanpubie noaHOTeKCTOBBIE B/I, TOCTymHBIE B paMKaxX HaIlMOHAIBHOM
noamucku B 2017 r.
Kypnansr Oxford University Press

KomnbroTepHble clipaBoOYHbIE IPABOBbIE CUCTEMBI
Koncynprant Ilntoc,
l"apanT

CocraButens: K.1.H, monenr, A.C. MoaskoB
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[Tpunoxenue 2
K JINCTY U3MEHEHU I

2. CocraB nporpammuoro odecnedenus (I10), coBpemeHHbIX NpodeccHOHAIBbHBIX 0a3
nanHbIxX (b/1) u undopmanuonno-cnpaBounbie cucrem (MCC) (2018 r.)

Ilepeyens I1O
Tabnuya 1
Neri/mm Haumenosanue [10 IIpousBonu- Crioco6 pacripocTpaHeHus
TeIb (uyensuonnoe unu c60000-
HO pacnpocmpamsiemoe)

1 Adobe Master Collection CS4 Adobe JIMLIEH3UOHHOE

2 Microsoft Office 2010 Microsoft | TAIIEH3MOHHOE

3 Windows 7 Pro Microsoft | nuneH3MOHHOE

4 AutoCAD 2010 Student Autodesk | cBOOOIHO pacmpocTpaHse-

Moe
5 Archicad 21 Rus Student Graphisoft | cBoOonHO pacmpocTpanse-
Moe

6 SPSS Statisctics 22 IBM JINLIEH3UOHHOE

7 Microsoft Share Point 2010 Microsoft | THIIEH3MOHHOE

8 SPSS Statisctics 25 IBM JIMLIEH3UOHHOE

9 Microsoft Office 2013 Microsoft | IUIEH3UOHHOE

10 OC «AnwsT O6pazoBanue» 8 000 «ba- | TuIEeH3NnOHHOE

3aneT CIIO

11 Microsoft Office 2013 Microsoft | nuneH3MOHHOE

12 Windows 10 Pro Microsoft | nuneH3MOHHOE
13 Kaspersky Endpoint Security Kaspersky JUIEH3UOHHOE

ITepeyens B/l u UCC
Tabnuya 2

Neri/in HanmenoBanwue

HaIIMOHAJILHOM nmoamucku B 2018 T.
Web of Science
Scopus

MexnyHnaponnsie pedepatuBHbie HaykomeTpuueckue b/, mocTymHbie B paMkax

noamucku B 2018 T.
Kypuaner Cambridge University Press
ProQuest Dissertation & Theses Global
SAGE Journals
Kypnansr Taylor and Francis

[Ipodeccnonanbubie MOTHOTEKCTOBBIE B/, TOCTymHBIE B paMKax HaIlMOHATBHOM

DNeKTPOHHBIC M3JaHUs U3JIaTeIbCTBA Springer

[IpodeccronanbHbie MOTHOTEKCTOBBIE B/
JSTOR

W3 nanust mo oO1iecTBEHHBIM M T'YMAaHUTAPHBIM HayKam

KomMmiproTepHble CripaBOYHBIE TIPABOBBIE CHCTEMBI
Koncynbrant Ilmoc,
l"apanT

Cocmasumens:

Kanouoam mexnuuecxkux nayk, ooyenm xageopot K3 A.C. Monaxog
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[Ipunoxenue 3
K JTUCTY H3MCHEHUN

3. O0HOBJIEHHE CTPYKTYPbI M CUUILTHHBI (MOIYJIf) AJis1 04HOI (popmbl 00yueHus (2019 r.)
CTpyKTypa AMCHUIJIMHBI (MOIYJIs1) AJIs1 O4HOH (pOpMBI 00yUeHU s

OO01mast Tpy10eMKOCTh AUCHHUILTUHBI — 3 3.€., 108 "4acoB, B TOM uncie KOHTaKTHas paboTta 00y-
YAIOMUXCs ¢ mpenojaBareneM 42 4., caMoCTosITeIbHas paboTa oOyJaronmxcs 66 .

Bunbl yueOHOM paboThI
(B "acax) DopmbI TEKYLIE-
KOHTaKTHas TO KOHTpOHfI
Ne 3 5 § YCIEBAEMOCTH,
W/ Pasnen mucruniinHbl/ TEMBI ° 2 5 5 dbopma nPome-
5 g c = 5 | KyTO4HOH arre-
& = §“ E § o § g § g CTaluH (10 ce-
3 2| 5|58 85|88| 2 mecmpan)
8|2 |8 |[E5SEmE©*
1 BBenenue B TEOpUIO U MPAKTUKY 7 12 10 | Omnpoc
obOecneucHus 0€30IIaCHOCTH CETe-
BBIX TEXHOJOTHH
2 bazoBas >TanmonHas MoJeb 7 4 4 O11eHKa BEBITIOJI-
OSI/ISO. ApxuTeKTypa 3aIIiThl HEHUS TTPAKTHU-
nHpopManuu YEeCKUX 3aJaHuN
3 Crexk nporokoios TCP/IP. Ka- 7 4 8 8 O1eHKa BEINOJI-
HaTBHBIN, CETEBOH (MEKCETEBOM), HEHUS IPAKTHU-
TPaHCHOPTHBIA U MPUKIATHON YECKUX
YPOBHH Y BHEAYAUTOP-
HEIX 3aJaHUN
4 Peanu3zanust mpoTOKOIOB CTEKA 7 4 6 8 O1eHKa BEINOJI-
TCP/IP, npotokonsl Ethernet, IP, HEHUS PAKTH-
TCP, UDP. HTTP, FTP u npyrue YECKUX
Y BHEAYAUTOP-
HEIX 3aJaHUNI
5 Yrpo3bl, aTaku U ySI3BUMOCTH B 7 |4 4 16 | OueHka BbINO-
cetax Ha 0a3e TCP/IP, meToab u HEHUS MPAKTH-
MEXaHHU3MbI 3aIUThI OT HUX YECKHX
U BHEAYAUTOP-
HBIX 3aJIaHUN
6 OrteuecTBEHHBIC HOPMATUBHEBIE ak- | 7 4 2 20 | OueHKa BBIIOJI-
ThI, PETJIAMEHTUPYIOLIUE JIesATEb- HEHUS PAKTH-
HOCTB B 00JIaCTH 3aIIUTHI CETEBBIX YEeCKHX 3aJaHui
MIPOTOKOJIOB.
7 3auem c oyenxou 7 3auer ¢ oyenxou
1o OujaeTaM
Hroro: 22 20 66

4. O0HOBJIECHME OCHOBHOM M JONOJHUTEILHOM JuTepatypsl (2019 r.)

B paszmen 6. YueOHO-MeToau4veckoe U HMH(OPMAINMOHHOE oOOecledeHUe TUCHMIIIHHBI
BHOCATCA cnez[yloume N3MCHCHMUSI:
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Hononuutk pasnen OCHOBHAs JIUTEpaTypa
T'aspunos, M. B. UnpopmaTrka 1 mHGOPMAITMOHHBIC TEXHOJIOTHH : YYCOHUK JIJIsl TPUKJIIATHO-
ro 6akanaspuara / M. B. I'aBpunos, B. A. Kinumos. — 4-e u3z., nepepad. u non. — Mocksa : U3na-
tenscTBO FOpaiit, 2019. — 383 c¢. — (Cepus :

00814-2.

— Texkct

online.ru/bcode/431772
[TporpammHuo-anapaTHast 3amura nHGopmanuu : yued. nocodbue / I1.b. Xopes. — 2-e u3.,

uctp. u gon. — Mocksa : ®OPYM : UHOPA-M, 2019. — 352 c. — (Bricmiee ob6pa3oBanue). -
Texct : anekTponHbIA. - URL: https://new.znanium.com/catalog/product/1025261 (nara obparieHus:
11.08.2019)
JononHuts pasnen JlonosHuTeNbHAs IuTepaTypa
Ll]ecnos, A. IO. 3anuta nHGOPMAIMKA: OCHOBBI TEOPHH : YICOHHK JjIsl OaKajgaBpuaTa U Marv-
crpatypsl / A. 1O. Ilernos, K. A. llernos. — Mocksa : U3garensctBo FOpaiit, 2019. — 309 c. — (Ce-
pus : bakanaBp m maructp. Axagemuuecknii kypc). — ISBN 978-5-534-04732-5. — Tekct : snek-
tpounblid // DBC IOpaiit [caiiT]. — URL: https://www.biblio-online.ru/book/zaschita-informacii-
osnovy-teorii-433715.

bakanasp. [Ipukmannoit xkypc). — ISBN 978-5-534-
anektpoHHslt // OBC HOpaiir [caiit]. — URL: https://www.biblio-

5.00H0BJIeHHE cocTaBa nporpaMmMHOro odecnedenns (IIO), coBpeMeHHBbIX pogheccno-
HaabHbIX 0a3 1aHHbIX (B/]) 1 undopmannonHo-cnpaBounbie cucrem (MCC) (2019 r.)

Ilepeuens 11O
No Haunmenosanue 10 [IpounsBoguTens Crnoco6 pacripoctpane-
/o HUS (TUYEH3UOHHOE UTU
Cc680000HO pacnpocmpa-
Hsemoe)
1 Adobe Master Collection CS4 Adobe JINLIEH3UOHHOE
2 Microsoft Office 2010 Microsoft JIMIIEH3UOHHOE
3 Windows 7 Pro Microsoft JIMLIEH3UOHHOE
4 AutoCAD 2010 Student Autodesk CBOOOJHO  pacrpocTpa-
HIEMOE
5 Archicad 21 Rus Student Graphisoft CBOOOJHO  pacrpocTpa-
HIEMOE
6 SPSS Statisctics 22 IBM JULIEH3UOHHOE
7 Microsoft Share Point 2010 Microsoft JIMIIEH3UOHHOE
8 SPSS Statisctics 25 IBM JIMLIEH3UOHHOE
9 Microsoft Office 2013 Microsoft JIULIEH3UOHHOE
10 OC «AnpT O6pazoBanue» 8 000 «bazanst CIIO | mUIIEH3UOHHOE
11 Microsoft Office 2013 Microsoft JIAIEH3MOHHOE
12 Windows 10 Pro Microsoft JIMLIEH3UOHHOE
13 Kaspersky Endpoint Security Kaspersky JIUTIEH3MOHHOE
14 Microsoft Office 2016 Microsoft JAIEH3UOHHOE
15 Visual Studio 2019 Microsoft JIMLIEH3UOHHOE
16 Adobe Creative Cloud Adobe JUALIEH3UOHHOE
Ilepevens B/l u UCC
Ne HammenoBanme
n/m
1 MexayHaponnsle pedepaTtuBHble HaykoMeTpudeckne bJl, moctynHbele B pamkax
HalMOHAJILHON nmoanucku B 2019 r.
Web of Science
Scopus
2 ITpodeccronanbuble TOTHOTEKCTOBbIE B/, 1OCTYnmHBIE B paMKax HallMOHAJIbHOU
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noamnucku B 2019 r.
Kypnansr Cambridge University Press
ProQuest Dissertation & Theses Global
SAGE Journals
XKypnans! Taylor and Francis

3 [Tpodeccuonanpabie TOTHOTEKCTOBBIE b1

JSTOR

W3nanust o oOLIECTBEHHBIM M TYMAaHUTAPHBIM HayKam
OnekrponHas 6ubanoreka Grebennikon.ru

4 KomnbroTepHbie cripaBOYHBIE TPABOBBIE CUCTEMBI
Koncynprant Ilntoc,
I"apanT
Cocmasumensw:

Kanouoam mexnuuecxkux nayk, ooyenm xageopot K3 A.C. Monsxos
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[Tpunoxenue 4

K JINCTY U3MEHEHU I

6. O0OHOBJIEHHE CTPYKTYPbI JUCHMILIMHBI (MOXYJIsA) 1J1st 04HOH popmbl 00ydenus (2020 r.)

CTpyKTYypa AMCUUILINHBI A/ 04HOH (popMBbI 00yUeHHs

OO6mas Tpy10eMKOCTh AUCIUIUIMHBI — 3 3.€., 114 yacoB, B TOM 4mClie KOHTaKTHas pabora 00y-
YaIuxcs ¢ npenojgasareneM 42 4., caMoCToATeNbHas paboTta obyydaronmxcs 72 4.

Bunpl yue6HO# paboThI
(B yacax) @opMBI TEKyILIE-
KOHTaKTHas r0 KOHTPOJIS
L | yCIIEeBa€MOCTH,
Ne Pasnen mucuIuInHel/ TEMBI z 2 kg 5 dbopma ipome-
n/m S |E BH| @ p P
o .18 |5 BE| 2 JKYTOYHOH arTe-
El =z | 8|2 x5=52 | 83 crammu (no ce-
8|5 | E|EZEEEE | 21
S| E|Z|Egg g |8 e
O |5 | = 8K 8F =
1 BBenenue B TEOpUIO U MPAKTUKY 7 12 10 | Ompoc
obecrnieueHus 6€30MaCHOCTH CeTe-
BBIX TEXHOJIOTHUI
2 bazoBas aTanoHHast MOJIe)Ib 7 |4 4 OreHka BBINOJ-
OSI/ISO. ApxuTeKTypa 3aIIiThl HEHUS MTPAKTHU-
nHpopManuu YEeCKUX 3aJaHui
3 Crex nporokoios TCP/IP. Ka- 7 4 8 8 OI1IeHKA BEINOJI-
HATBHBIN, CETEBOH (MEKCETEBOM), HEHUS NIPAKTHU-
TPaHCHOPTHBIA U MPUKIIATHON YECKUX
YPOBHH Y BHEAYJIUTOP-
HEIX 3aJJaHui
4 Peanuzanus mpoTokonoB creka 7 |4 6 10 | OueHka BbINOJI-
TCP/IP, nporoko:sl Ethernet, IP, HEHHUsI PaKTH-
TCP, UDP. HTTP, FTP u npyrue YECKUX
U BHEAyIUTOp-
HBIX 3aJJaHUN
5 Yrpo3bl, aTaku ¥ ySI3BUMOCTH B 7 14 4 18 | OueHka BbION-
cersax Ha 6aze TCP/IP, meTonsl u HEHUS IPAKTU-
MEXaHHU3MBI 3aIIUThl OT HUX YEeCKUX
Y BHEAYIUTOP-
HBIX 3aJaHui
6 OrteyecTBEeHHbIE HOPMATUBHbBIC ak- | 7 | 4 2 22 | OueHka BbINOJI-
ThI, pETJIAMEHTUPYIOIINE JeSATEIb- HEHUS IPaKTH-
HOCTH B 00JIACTH 3aIIUTHI CETEBHIX YECKUX 3a/IaHuM
MIPOTOKOJIOB.
7 3auem c oyenxou 7 3ayeT ¢ OIEHKOHU
1o Ouieram
Uroro: 22 20 72

7. O0OHOBJIEHHEe OCHOBHO M IONOJHUTEJIbHOI JuTepatypsl (2020 r.)

B paszmen 6. YueOHO-MeToan4veckoe U HMH(OPMAINMOHHOE oOOecledeHUe TUCHMIIIIHHBI
BHOCATCA cnez[yloume N3MCHCHMUSI:

Hononuute pasnen OCHOBHAs JIUTEpaTypa
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CeTH ¥ TENEKOMMYHHKAIIUHY : Y4€OHHUK U TpakTukyM Jutst By3oB / K. E. Camyiinos [u ap.] ; mox
penakumeit K. E. Camyitnosa, 1. A. llanumona, J[. C. Kyna6oBa. — Mocksa : M3gatenbcTBoO
IOpaiit, 2020. — 363 c¢. — (Bsicmiee obpa3oBanue). — ISBN 978-5-534-00949-1. — Tekcr : amek-
tpouHbI // DBC FOpaiit [caiit]. — URL: https://urait.ru/bcode/450234

Hubpos, M. B. Ceru u tenekommyHukanuu. Mapmpytuzanust B [P-cersix B 2 u. Yactp 1 :
y4eOHHK W TIpakTUKyM 1iJ1s By30B / M. B. JInbpoB. — Mocksa : U3narensctBo FOpaiit, 2020. — 333
c. — (Bricmiee o6pazoBanue). — ISBN 978-5-9916-9956-3. — Texkct : anexkrponnsiii // 3bC KOpaiit
[caiiT]. — URL: https://urait.ru/bcode/452430

Hubpos, M. B. Ceru u tenekommyHukanuu. Mapmpytuzanust B [P-cetsix B 2 u. Yactp 2 :
y4eOHMK W TTpakTUKyM 1i71s By30B / M. B. JIubpoB. — Mocksa : U3marensctBo FOpaiit, 2020. — 351
c. — (Bricmiee o6pazoBanue). — ISBN 978-5-9916-9958-7. — Texkct : anexrponnsiii // 3bC KOpaiit
[caiiT]. — URL: https://urait.ru/bcode/453063

HononHutk pazaen JdonoaHuTe/bHAs JUTEpaTypa

Hlernos, A. FO. 3ammra nHdopMau: OCHOBBI TEOpUU: y4yeOHUK JUIs OakanaBpuaTta U Maru-
crpatypsl / A. 1O. llernos, K. A. llernoB. — Mocksa: U3narensctBo FOpaiit, 2020. — 309 c¢. —
(bakanmaBp u maructp. Axagemuueckuii kKypc). — ISBN 978-5-534-04732-5. — TekcT: 37eKTpOH-
ueiii // DBC KOpaiit [caiiT]. — URL: https://urait.ru/bcode/449285

8. B omemenTt paboueit mnporpammbl m.4 (QOpa3oBaTebHbIe TEXHOJOTHMH BHOCSTCS
CJIETyIOIINE U3MEHEHUS:

B mepuon BpeMEHHOrO NPHUOCTAHOBJICHUS IOCCIICHHUS OOYYaIONIMMHUCSA TOMEIIEHUH U
tepputopuu PI'TY. nns opranuzaiuum yaeOHOTO Mporiecca ¢ MpUMEHEHUEM JIEKTPOHHOTO 00yJYeHUs
U JIUCTAaHLIMOHHBIX O0OpPa30BaTENbHBIX TEXHOJOTUH MOTYT OBITh HCIIOJB30BAHBI CIICAYIOIINE
o0pa3oBaTesibHbIe TEXHOJOTUU:

— BU/ICO-JIEKIINH;

— OHJIAMH-JIEKLMU B PEKUME PEalbHOTO BPEMEHH;

— JJICKTPOHHbBIC YYEOHHKH, y4eOHbIE MOCOOMs, HaydyHble M3JaHHUS B SJIEKTPOHHOM BHJE H
JOCTYT K MHBIM 3JIEKTPOHHBIM 00pa30BaTeIbHBIM PeECypcaM;

— CHCTEMBI JUIsl 3JIEKTPOHHOT'O TECTUPOBAHMSI;

— KOHCYJBTALIUU C UCTIOJIb30BAaHUEM TEJIEKOMMYHUKAIIMOHHBIX CPEJCTB.

9. B oamemenTt paboueit mporpammbel 7. MarepuajibHO-TeXHHYECKOe olecreyeHune
AMCUMILIUHBI/MOAYJISl BHOCSATCS CIAEAYIOIINE U3MEHEHUS:

Ilepeuens Bl u UCC
Ne HaumenoBanue
/11
1 Mexnynapoanbie pedeparuBHbie HayKomMeTpuieckue bJl, qocTymHble B pamkax
HanuoHaILHOM noanucku B 2020 r.

Web of Science
Scopus

2 [Ipodeccuonanpabie MOTHOTEKCTOBBIE bJl, 1OCTYymHBIE B paMKaxX HAallMOHAIBLHON

noxamnucku B 2020 1.
Kypuaner Cambridge University Press
ProQuest Dissertation & Theses Global
SAGE Journals
Kypnans! Taylor and Francis
3 [TpodeccuonanpabIie TOTHOTEKCTOBBIE b1
JSTOR
W3nanus no o01ecTBEHHBIM U TYMaHUTApHBIM HayKaM
OnektponHas 6ubianoreka Grebennikon.ru
4 KomnbroTepHbie CripaBOYHBIE TPABOBBIE CUCTEMBI
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Koncynprant Ilntoc,
l"apanT

B

9JeMEeHT  paboueit

MIPOrpPaMMBbI

7. MarepuajibHO-TeXHHYECKOe

AMCUMILIUHBI/MOAYJISl BHOCATCS CIAEAYIOIINE U3MEHEHUS:
Cocras nporpammuoro odecnedenus (I1O)

ob0ecreueHue

Ne Haumenosanue [10 IIpousBoaurens Crioco6 pacripocTpane-
/T HUSA (TUYeH3UOHHOe UTU
€60000HO pacnpocmpa-
HslemMoe)
1 Adobe Master Collection CS4 Adobe JIULIEH3UOHHOE
2 Microsoft Office 2010 Microsoft JIMLIEH3UOHHOE
3 Windows 7 Pro Microsoft JIMLIEH3UOHHOE
4 | AutoCAD 2010 Student Autodesk CBOOOJHO  pacmpocTpa-
HIEMOE
5 | Archicad 21 Rus Student Graphisoft CBOOOJHO  pacmpocTpa-
HIEMOE
6 SPSS Statisctics 22 IBM JIMIIEH3UOHHOE
7 Microsoft Share Point 2010 Microsoft JINLIEH3UOHHOE
8 SPSS Statisctics 25 IBM JUALIEH3UOHHOE
9 Microsoft Office 2013 Microsoft JINLIEH3UOHHOE
10 | OC «Anbt OOGpa3zoBanue» 8 000 «bazanest CIIO | mUIIEH3UOHHOE
11 | Microsoft Office 2013 Microsoft JIMIIEH3UOHHOE
12 | Windows 10 Pro Microsoft JIMLIEH3UOHHOE
13 | Kaspersky Endpoint Security Kaspersky JUIEH3MOHHOE
14 | Microsoft Office 2016 Microsoft JINLIEH3UOHHOE
15 | Visual Studio 2019 Microsoft JIAIIEH3MOHHOE
16 | Adobe Creative Cloud Adobe JULIEH3UOHHOE
17 | Zoom Zoom JINIEH3UOHHOE
CocraBuUTelb:

K.1.H, nouent, A.C. MoisskoB



