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1. HosscHUTEABHAA 3AIMUCKA

1.1. Ilens 1 3a7a4n IUCIUATIINHEI

Hens auctummebl — GOPMUPOBAHKWE 3HAHWKW M YMEHHUH IO oOecredeHUu0 WH(OpMAaIMOHH O
0€30MacHOCTH KOMITBPIOTEPHBIX CHUCTEM M HH()OPMAIMOHHBIX IPOIECCOB, U HABBIKOB IO HX
OIpENIETICHUIO JIJISI KOHKPETHBIX YCIOBUH.
3agauy TUCHUIIIINHBL:

— OBJIaJICHUE METOAAMHU MOHHUTOPHUHTA W ayAWTa, BBIABICHUSA yrpo3 MH(OPMAIMOHHOH Oe3-
ONACHOCTH MH(OPMALIMOHHBIX CUCTEM;
— (opMHpOBaHME HABHIKOB aHaIM3a MH(GOPMALMOHHOM HH(PACTPYKTYpbl WH(GOPMALMOHHBIX
CHCTEM U ee 0€30MacHOCTH.

1.2. ®opmupyemble KOMIETEHIIMH, COOTHECEHHBIE C MIJIAHUPYEMBIMU pe3yIbTaTaMH 00y4eHuUs
10 TUCLUILIINHE:

Koanl koMm-
neTeHI

Conep:xxanue KoMIeTeHUHl

Ilepeyens niIaHUPyeMBbIX pe3yJbTaTOB
00y4eHMs 110 TMCUMILIMHE

OIIK-3

CIIOCOOHOCTBIO TIPUMEHSAThH OJIOXKE-
HUS 3JICKTPOTEXHUKH, SJICKTPOHUKU U
CXCMOTCXHUKN I PCHICHUA TIPO-
(heccuoHaNbHBIX 33724

3HaTh:

- TIOJIOKEHUSL DJIEKTPOTEXHUKH, BJIEKTPO-
HUKH W CXEMOTEXHHKH [IJIsl pelIeHUs
NPAKTHYECKUX 3a7ad 1o  pa3paboTke
CTPYKTYP JJIEKTPOHHBIX CXEM, IMaiKe MOo-
JYTPOBOJIHUKOB U CBapKE METAJUIOB.
YMeTh:

- pacCUMTHIBaTh IMapaMeTpbl KOMIIOHEH-
TOB AJICKTPOHHOH CXEMBI U OCYIIECTBIIATH
uX BbIOOD;

- CO3/1aBaTh MAaKET JJIEKTPOHHOW CXEMBI
JUTIL TIPOBEPKU €€ KOHCTPYKIUU M (PYHK-
IIUOHUPOBAHHS;

-0 pe3yiabTaTaM TECTUPOBAHUS KOH-
CTPYKIIMM HCIIOJb30BaTh MAasJIbHUK U
CBApOYHBIN ammapar s JopaboTKu
3IIEKTPOHHOW CXEMBI.

Brnanets:

- HABBIKAMH TTPOEKTUPOBAHUS, CO3TAHUS
W OTMaaKu (CHMHTE3a W aHaim3a) dJIeK-
TPOHHBIX CXEM M YCTPOWCTB Pa3UYHOIrO
Ha3HAYECHUS.

I1CK-3.1

CIIOCOOHOCTBIO TIPOBOJMTH AHAJIN3
(GYHKIIMOHAIBHOTO Tpolecca 00beK-
Ta UHPOPMATU3AIUHU C LEJIBIO BbISB-
JIEHHUS BEpOSITHBIX Yrpo3 HHQOpMa-
[MOHHOW OE€30MacHOCTH, Ompeaese-
HHUS UX UCTOYHHUKOB N Heneﬁ

3HaTh:

- KITaCCU(UKAIUIO yrpo3 HHPOPMALIUOH-
HOU 06€30M1acHOCTH

- BUJIBI U1 BO3MOKHBIE METOJBI peajm3a-
MU yrpo3 HHPOPMaLMOHHOI Oe3omacHo-
CTH

YMeTs:

- omnpenessATh BUABI U (popmbl mH(pOpMa-
LIMH, IOABEPKEHHON yrpo3am

- aHAJIM3UPOBATh CTPYKTYpy W COCTaB
o0beKTa HHPOpMaTH3ALUU

- ONIPEJeNIATh BUJBI U BO3MOXHBIC IYTH




peanmzanud  yrpo3  HMHPOPMALMOHHON
0e30macHOCTH

Bnaners:

- HABBIKAMH OIPENICIICHHS BUIOB H (GopM
uH(pOpMaIH, OJIBEP>KEHHOHN yrpo3am

- HAaBBIKAMH aHAJH3a CTPYKTYpPHI U COCTa-
Ba 00BbEKTa MHPOPMATU3AIINH

- HABBIKAMH OMpPEJENCHUs BUIOB U BO3-
MOXKHBIX IyTEH peajn3aluu yrpo3 HWH-
dbopManMoOHHOM 6€30MacHOCTH

I1CK-3.3 CIOCOOHOCTBIO yYacCTBOBATh B pealiv- | 3HATh:

3allMd KOMIUIEKCA OpPraHU3alMOHHO- | - OPraHU3aIMOHHO-TEXHUYECKHE MEPHI 110
TEXHUYECKUX Mep Mo olecmedeHuto | odecrieueHu0o MHGOPMAIMOHHONW  0e3-
MH(POPMALITMOHHON 0e30MacHOCTH | OMacCHOCTH 00bEKTa HH(POPMATH3ALNH
o0beKTa  MH(pOpPMaTHU3aLMM, OCY- | YMETh:

IECTBIIATh YCTAHOBKY, HACTPOWKY M | - OCYIIECTBISTh yCTAaHOBKY, HACTPOHKY U
00CITy’KUBaHHE 3JIEMEHTOB 3allUTHl | OOCIIy’)KUBAaHUE CPEACTB M MOJCHCTEM
3alIUTHI

Bnanetn:

- HABBIKAMH HACTPOWKH CPEACTB 3aIIUTHI
uH(popManuu

1.3. MecTo AUCHUILIMHBL B CTPYKTYpE 00pa30oBaTeIbHON PO paMMBbl

JucuunniHa «3amuTta 1H(HOPMAIMOHHBIX MPOLIECCOB B aBTOMATH3MPOBAHHBIX CHCTEMaX» OTHO-
CHUTCS K TUCHUIUTMHAM 0a30BOi yacTy 0JI0Ka JUCIUIUIMH Y4eOHOrO TUIaHa.

JIisi OCBOGHUS JMCHUILUIMHBI HEOOXOJIMMBI 3HAHMS, YMEHUS M BIIQJCHUS, cHOPMUPOBAHHEIC B
XO0J1€ M3YYCHUS CICIYIOMMX TUCHUTUIAH U TPOXOKICHHS MPAKTUK: « ATIIapaTHBIE CPEICTBA BHI-
YUCITUTENLHON TEXHUKNY, «be30MacHOCTh OMepalnoOHHBIX cucTeM», «CeTH U CHCTEMBI Iepenadn
unpopmaruny, «MHbDOpPMALMOHHBIE TEXHOJIOTHUH. AJIMHHHUCTPHPOBAHUE IOJICUCTEM 3allUThI
unpopmaruny, «Kpunrorpapudueckue MeToAbl 3ammThl  WHGpopManun», «lIporpammHo-
amrmapaTtHble CPEACTBa 3aIIUTHl WH(POpPMAaNUU. MeXceTeBoe SKpaHHpOBaHHE, OOHapYKEeHHE
BTOPXKEHUN Y.

B pesysnbraTte 0CBOCHUSI TUCHUIUIMHBI (POPMUPYIOTCS 3HAHHS, YMEHUS M BJIAJCHUS, HEOOXOI M-
MBbI€ JUJISL U3YYCHUS CIICAYIOMINX AUCIHILTIH U MPOXOXKACHUS MpakTuk: «[IpenmuniaomHas mpak-
THKa.

2. CTpyKTypa IHCHHIJIHHBI
CTpyKTypa IMCUUILIHHBI 1JIA 04HOH (popMBbI 00yUeHU st
O61as TpyA0EMKOCTb AUCHUILTUHBI COCTaBIsIET 4 3.€., 144 4., B TOM 4Hclie KOHTaKTHas paboTa o0yya-

IOIMXCS € TIperoiaBaTenieM 56 4., camocTosiTenbHas padora o0yyaromnwxcs 70 4., mpoMeKyTouHas aTTe-
cramys — 18 4.

Bupl yaeOHOM paboThI
(B yacax)
DopMBbI TEKyIIIE-
KOHTaKTHAsI
, r'0 KOHTPOJISA
0] R A
Ne Paznen qucnummm- 3 g = = 5 YCIIEBAEMOCTH,
n/n HBI/TEMBI Z |5 g s & € | dopma mpome-
184 5|83 | €8 i
§ = = =25 8|5 E 58 JKYTOUHOM aTTe-
8| & Ex £ ) H E g 5 S = cTaiuu
= ™ © T8 3 = & w S <
() o) S 5| &g 0 =S O]
(ORI B SIE & O =




IIJIMHC

1 OcHosHbie nons- 2 8 Ompoc.
musi, KOHYenyuu u
NpUHYUNsL UHGOpP-
MayuoHHou be3s-
onachocmu
2 Texnonocuu 4 6 8
aymenmugurayuu, OrieHKa BBIOJ-
asmopuzayuu u HEHUS TIPaKTHYe-
VIpaesenuss 00Cmy- CKHX 3aJIaHUH
nom
3 Texnonozuu b6e3- 4 4 8 O11eHKa BBIOJI-
onacHocmu Ha oc- HEHWSI TPaKTUIe-
Hoge Qurbmpayuu u CKHUX 3aJIaHu
MOHUMOPUHEA
mpaguxa
4 Amaku Ha mpanc- 2 4 10 O1eHKa BBIOJ-
NOpMHYIO UHPpa- HEHUs MTpaKTUYe-
CmMpyKmypy cemu CKHX 3aJIaHHH
5 4 6 10 Ompoc. Ouenka
BBINIOJI-HEHUS
Yazeumocms npo-
MPaKTHYE-CKUX
2PAMMHO20 KOOQ. .
3aJIaHu i
6 4 4 16 O11eHKa BBINOJI-
bezonacnocmu npo-
HEHUS IIPaKTHYe-
2PAMMHO20 KOOQ. .
CKUX 3aJIaHUH
7 4 4 10 O1ieHKa BBIOJI-
bezonacrnocmo ce-
HEHUS MIPaKTHYe-
meewIxX CYHCO .
CKHX 3aJJaHHH
2 18 Dx3ameH no ou-
Ox3amen
Jlemam
Hroro no nucru- 24 | 32 18 70

3. Coaepixanue TMCUUINJIMHBI

0e3omacHOCTH

H NPUHIHANBI HHGOPMATMOHHOM

Ne | HaumeHoBaHue pa3jeJia IuCI M- Conep:xanue
TUTHHBI
1 OcHoBHbBIE MOHATHS, KOHIenuun | neatudukanus, ayreHTH QUKALINS U aBTOPU3ALIHSL.

Monenu nunpopmanronHoi 6e3onacHoctu. Tpuanga
«KOH(UEHIINAIBHOCTb, TOCTYIHOCTb, LIEJI0CT-
HocTh». I'excana [lapkepa u mogens STRIDE. Vsa3-
BHMOCTb, YI'P0O3a, ataka. Yiiepd u puck. YIpasie-
Hue puckamu. Tunsl u npumepsl atak. [laccuBHbie n
akTuBHBIC aTaku. OTKa3 B oOciyxuBaHuu. Buenpe-
HUE BPEIOHOCHBIX ITporpamM. Kpaxka nmuaHoCTH,
¢ummnar. Mepapxus cpeacTs 3alIUThl OT HHpOpMa-
IIMOHHBIX yrpo3. CpencTBa 6€30MacHOCTH 3aKOHO-
JATEIBHOI'0 YPOBHS. AJIMUHUCTPATUBHBIA YPOBEHb.
[Mommutuka 6e3omacHocT. CpencTBa 6€30MacHOCTH
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npouexypaoro yposus. Cpencrsa 6€30mMacHOCTH
TEXHUYECKOro ypoBHA. [IpuHIHUIIBI 32U THI HHDOP-
MaIMOHHOM cucTeMbl. [loaxon cBepXy BHU3. 3allu-
Ta Kak Impoiiecc. D1ieloHupoBanHas 3amnmra. Coa-
JaHCHPOBaHHAs 3ammTa. KOMITPOMUCCHI CUCTEMBI
6e3onacHoctu. llIudpoanne — 6a3zoBast TEXHOJIO-
rust 6e3omacHocT. OCHOBHBIC TIOHSTHS M OTIPe]e-
nenus. Cummerpuunoe mmppoBanue. [Ipodrema
pacnipenenenus kimoueit. Meron Iuddu-Xenmana
nepesayu CeKpeTHOro KIoya Mo He3alluIIeHHOMY
ka"ary. KoHmenius acumMmmMeTpruaHOro mudposa-
HUS. AJTOPUTM aCUMMETPUYHOTO MK (QPOBaHUS
RSA. Xem-¢pynkiuu. OnHocropoHHUE GYHKIMH
ummdpoBanus. [IpoBepka 11e10CTHOCTH.

TexHoJi0OrMu ayTeHTH(PUKALUH,
aBTOPU3allUM U YIIPaBJICHHS 10-
CTYNIOM

Texnonorun ayrentupukanuu. GakTopsl ayTeHTH-
¢bukanuy yenoBeka. AyTeHTU(UKALMS HA OCHOBE
naposiei. AyTeHTH(puKalys Ha OCHOBE alIapaTHbIX
ayTeHTH(UKaTOpoB. AyTeHTU(UKaLMsI HHPOpMa-
1uu. DJIEKTPOHHAsA NOANUCh. AyTeHTUHUKALUs Ha
OCHOBE UPPOBBIX cepTUPUKATOB. AyTeHTHUDUKA-
11 IPOrPaMMHBIX KOJOB. TEXHOJIOrMH yIpaBJIEHUS
JOCTYIIOM U aBTOpU3anu. PopMsl IpeCcTaBICHUS
orpannyeHuii qocryna. Cucremsl ayTeHTU(GUKALIMK
U YIIPaBJIEHUS JOCTYIIOM ONEPALIMOHHBIX CUCTEM.
Aytentuukanuu nouszoBareneid OC. Ayrentudu-
karus B OC cemerictBa Unix. [Tporokon SSH.
VYnpaieHue 10CTyIIOM B OIEpalliOHHBIX CUCTEMAX.
LlenTpanu3oBaHHbIE CUCTEMBI ayTeHTU()UKALIUHN U
aBTopu3anuu. KoHuenmus ea1nHoro J0ru4yeckoro
Bxoza. Cuctema Kerberos.

TexHoJi0rnu 6€30MaACHOCTH HA
OCHOBE (PWJIBTPALUH U MOHUTO-
puHra rpaguka

Ounprpanus. Bunel punsrpanuu. CTaHgapTHRIC U
JIOTIOJTHUTENIbHBIC TIPaBUIa (PUIBTPALIMA MAPIIPYTH-
3atopoB Cisco. ®aiiepBosbl. DyHKIIMOHATEHOE
HazHadeHue ¢pairiepBona. Tumsl dpaiiepponos. [Ipok-
cu-cepeepbl. DyHkuuu npokcu-cepsepa. «lIpokcu-
¢bukanus» npuwioxennid. daiiepBoinsl ¢ pyHKLIKEH
NAT. Tpanuunonnas texuonorust NAT. bazoBas
TPaHCIISILIMS CETEBBIX aApecoB. TpaHcuanus ceTe-
BBIX aJipecoB U opToB. [Iporpammubie (aiiepBobl
xocTta. TUnoBble apXUTEKTYphI CETEH, 3alMIIaeMbIX
¢ariepsoiaamu. MOHUTOPUHT TpaduKka. AHAIN3ATO-
PBI IPOTOKOJIOB. AHAIM3aTOPHI MPOTOKONIOB. CH-
crema mouutopunra NetFlow. Cucremsl oOHapy-
JKEHUSI BTOP)KEHUN. APXUTEKTypa CETH C 3aIUTON
NEepUMETPa U Pa3AejIeHUEM BHYTPEHHUX 30H. AyJIUT
coOBITHI 0€30MacCHOCTH.
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ATaKM Ha TPAHCIIOPTHYI0 HH(pPa-
CTPYKTYPY CeTH

TCP-ataku. ICMP-ataku. UDP-ataku. [P-ataku.
CereBas pa3Beqka. 3a/1a4un U pa3HOBUIHOCTH CETe-
BOH pa3Benku. CkanupoBaHue ceTi. CKaHUPOBaHUE
noptoB. Ataku Ha DNS. TexHosioruu 3amuiineHHo-
ro ka"ayna. CriocoOsl 00pa30BaHUS 3AMUIIICHHOT O
kaHana. Mepapxus TeXHOIOTUiA 3aIUIIEHHOT0 Ka-
Hana. Pacnipenenenune GyHKIUNA MKy MPOTOKOJIA-
mu [PSec. be3onachas accomnuanus. TpaHcnopTHBIN
U TYHHENBHBIH pexkuMbl. VPN Ha ocHOBe mmdpoBa-
HUSL.

YA3BUMOCTH NPOrPAMMHOI0 KO-
aa.

VYA3BUMOCTH IPOrPaMMHOI0 KOJa U BPEIOHOCHBIE
IIPOrpaMMBl. YS3BUMOCTH, CBSI3aHHBIEC C HAPYILEHU -
€M 3aIUThl ONIEPATUBHON NaMATH. Y I3BUMOCTH
KOHTPOJIs1 BBOJUMBIX JaHHBIX.

Be3onacHocTh MPOrpaMMHOTO
Koaa.

BHenpenue B KOMIbIOTEPHI BPEJOHOCHBIX ITPO-
rpamM. TposiHckue nporpaMMbl. CeTeBble YEPBH.
Bupycsl. [IporpammHble 3aki1agku. AHTUBUPYCHBIE
nporpaMMsl. boTHer.

Be3onacHocTh ceTeBBIX CJIYKO

bezonacHocTh BeO-cepBuca. bezonacuocts BeO-
Opaysepa. [IpuBaTtHOCTH M KyKkH. [IpoToxor HTTPS.
besonacHocTh cpeAcTB co3gaHusl AMHAMUYECKUX
cTpaHul. be3onacHOCTh 3JEKTPOHHOU MOYTHI.
YTpo3bl IPUBATHOCTH IMOYTOBOTO cepBUCA. AYTEH-
tudukanus ornpasutend. [upposanue conepxu-
MOI'0 IMChMa. 3aluTa METaJaHHbIX I10JIb30BATEIS.
Cnam. Ataku moYTOBBIX puiIoxkeHuH. O0nauyHbIe
CEpBUCHI U UX Oe3omacHocTh. KoHIenus 001auHbIX
BbIuMciIeHu. Onpezenenrne o0JauHbIX BbIUKCTIe-
Huil. Monenu cepBucoB 001a4HbIX cepBUCOB. O0-
JayHble BHIYUCICHUS KaK HCTOYHHK yrpo3bl. O0-
JayHble CEPBHUCHI KaK CPEICTBO MOBBIIIEHUS CETe-
BOI 0€30MTaCHOCTH.

4. Obpa3oBare/ibHbI€ TEXHOJIOTHH

Oo6pa3oBaTejibHbIEe TEXHOJOTHH

Ne N OO0pa3oBarte/ibHbIE TEXHO-

u/n HanmenoBanue pa3zaena |Buabl yueOHBIX 3aHATHI PN

1 |2 3 4

1 |Ocnosnbie nowsmus, xon-  |Jlexyus 1. Tpaouyuonnas nexyus c uc-
yenyuu u NPUHYUNvL UH- NOJIb308AHUEM NpEe3eHMAYUll
Gopmayuonnotl 6e3onacHo-
cmu Camocmosmenvhas paboma |Paboma c rumepamypoii

2 Jlexkyus 2. Tpaouyuonnas nexyus c uc-

Texuonozuu aymenmugu-
Kayuu, agmopuzayuu u
ynpaenenuss 00Cmynom

Jlabopamopuas paboma 1  |Bvinonanenue 3adanuil

Camocmosmenvras paboma |Paboma c numepamypou

noJjib306AHUEM npe3eHmaquL7




Texuonozuu 6ezonacHocmu
Ha ocHoge urempayuu u
MOHUmMOpuHea mpaguka

Jlexyus 3.
Jlabopamopuas paboma 2

Camocmosmenvras pa6oma

Tpaouyuonnas nexyus c uc-
NOJIb308aAHUEM Npe3eHmAayull

Buinoanenue saoanui

Paboma ¢ numepamypoii

Amaku Ha mpancnopmuyio
uH@pacmpykmypy cemu

Jlexyus 4.
Jlabopamopuas paboma 3

Camocmosmenvnas paboma

Tpaouyuonnas nexyus c uc-
NOJIb308aAHUEM NPEe3eHMAYUll
Buinoanenue 3adanuii

Paboma c numepamypoii

Vsazeumocms npoecpammmo-
20 K0OdQ.

Jlexyus 5.

Jlabopamopuas paboma 4

Camocmosmenvnas paboma

Tpaouyuonnas nexyus c uc-
NOJIb308AHUEM NPEe3eHMAYULL

Buinoanenue saoanui

Paboma ¢ numepamypou

bezonacnocmo npoepamm-
HO20 K0Od.

Jlexyus 6.
Jlabopamopuas paboma 5

Camocmosmenvuas paboma

Tpaouyuonnas nekyus c uc-
NO1b308aHUEM NPE3eHMAYULL

Buinonnenue saoanui

Paboma c numepamypou

besonacnocms cemesvix
cnyocoh

Jlexyus 7.
Jlabopamopuas paboma 6

Camocmosmenvras paboma

Tpaouyuonnas nexkyus c uc-
NOJIb308AHUEM NPe3eHMAayUll

Buinoanenue saoanui

Paboma ¢ numepamypoii

5. OuneHka NJIAHUPYEMBIX Pe3yJ1bTaTOB 00y4eHH

5.1. Cucrema oreHUBaHUS

®opmMa KOHTPOJIHA Makc. KoJIu4ecTBO 0a1JI0B
3a onny pa- |Bcero
ooty

Texymmii KOHTPOJIb:

7 cemecmp

- npakxmuyeckas paboma Nel 15 6annos 15 6annos

- npaxmuyeckas paboma Ne2 15 b6annos 15 6annos

- npakmuyeckas paboma Ne3 15 b6annos 15 b6annos

- npaxmuyeckas paboma Ned 15 6annos 15 6annos

8 cemecmp

- npaxmuyeckas paboma Ne5 20 b6annos 20 b6annos

- npakxmuyeckas paboma Ne6 20 b6annos 20 b6annos

- npakxmuyeckas paboma Ne'l 20 bannos 20 b6annos

[IpomexyTouHas aTTecTauus

3auem 60 b6annos

3auem 60 6annos
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Hroro 3a nucuumiInny
3ayem

100 6annos

[Tony4yeHHBIM COBOKYIHBIN pe3yJIbTaT KOHBEPTUPYETCS B TPAAULUOHHYIO KAy OI[EHOK U B
IKay oleHok EBpomeiickoii cuctembl mepeHoca u HakorieHus kpeauto (European Credit
Transfer System; nanee — ECTS) B cooTBeTCTBUM € TaOIHIICH:

100-0ajupHag 1mIKka- TpajuumosHas mKana Ixamna
na ECTS
95 - 100 OTJINYHO A
83-94 B

68 — 82 XOpOILIO 3a4TE€HO C

gg : g; YIIOBJICTBOPUTEIHHO [E)
20-49 FX
0_19 HEY/I0BJIETBOPUTEIHHO HE 3a4TEHO F

5.2. Kputepun BBICTaBJICHUSI OIEHKH 11O JUCITUTIIINHE

Banael/
Ixana
ECTS

OneHka mo auc-
HUTLIHHE

Kpurepuu onenku pe3yabTraToB 00y4eHHs MO JUCHHU-
IJInHe

100-83/
AB

«OTIIMYHO»/
«3a4TeHO (OTINY-
HO)»/

«324TEHO»

BricTaBnsiercs o0yuaromemycs, €Ciu OH TJIyOOKO U Mpod-
HO YCBOWJI TEOPETUUECKUI U MPAKTUYECKUI MaTepuall,
MOKET MPOJAEMOHCTPUPOBATE ITO HA 3aHATHUSIX U B XOJI€
MPOMEKYTOUHOM aTTeCTallNH.

OO0yuaromuiicst MCYEPIBIBAIONIE U JIOTHYECKH CTPONHO U3-
jaraet y4eOHbI MaTepHall, yMeeT yBI3bIBaTh TEOPHUIO C
MIPAKTUKOM, CIIPABIIIETCS C pPEIIeHUEM 3a/1a4 MPoQeccHo-
HaJIbHOM HaNpaBJIEHHOCTH BBICOKOTO YPOBHS CJIOKHOCTH,
MPaBIJILHO 0OOCHOBBIBAET MTPUHSTHIE PEIIICHHUS.
CB00OIHO OpHEHTHPYETCS B y4eOHOI U podeccuoHanb-
HOU JIUTEpATypeE.

OreHka Mo AUCHUILIMHE BBICTABISIFOTCS 00yUaroIeMycsl C
y4€TOM PE3yJIbTATOB TEKYILEH U IIPOMEKYTOUHOM aTTe-
CTaLluH.

Komnerenuuu, 3akperui€éHHble 3a JUCHUIUIMHON, chopmu-
POBaHbI Ha YPOBHE — «BBICOKHI».

82-68/

«xoporoy/
«3a4TeHo (Xopo-
1110) »/
«3a4TEHO»

BricTaBnsiercs o0ydaromeMycs, €CIi OH 3HaeT TeopeTuye-
CKUI M IPaKTUYECKHUI MaTepuall, TpaMOTHO U IO CYILIECTBY
U3JIaraeT ero Ha 3aHATUSAX U B XO/1€ IPOMEXYTOUHOM aTTe-
CTalllM, HE JJOMyCKas CyIlleCTBEHHBIX HETOUHOCTEH.
OO6yuaromuiics IpaBUIbHO NPUMEHSET TEOPETUUECKHE M10-
JIOKEHUS IIPU PELISHUH MTPaKTUYECKUX 3a1au podeccu o-
HaJIbHOW HAIIPaBJIEHHOCTH Pa3HOTO YPOBHs CIIOKHOCTH,
BIIa/Ie€T HEOOXOAUMBIMU JIJIsl 3TOTO HABBIKAMH U TTpUEMa-
MHU.

J1oCcTaTOYHO XOPOIIO OPUEHTHPYETCS B Y4eOHOM U TIpo-
(heccnoHaIbHON U TEPATYPE.

OreHka 1Mo AMCHUUIUIMHE BBICTABIISIOTCS 00yJaromeMycs ¢
y4€TOM PEe3yJIbTATOB TEKYIEH M IPOMEKYTOUHOM aTTe-
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Banabl/
HIxkana
ECTS

Ouenka nmo auc-
HUILJITHHE

Kpurepun oneHku pe3yJibTaToB 00y4eHus! 10 JUCIH-
IJINHE

CTallUH.
Komnerenuuu, 3akperiéHHble 3a JUCHUIUIMHON, chopmu-
POBaHBI HA YPOBHE — «XOPOILLUIY.

67-50/
D,E

«yIIOBJIETBOPH-
TEJIBbHO»/

«3a4TeHo (yIoBIe-
TBOPHUTEIHHO)»/
«3aYTEHO»

BricTaBnisiercs oOydaromemMycs, eciy OH 3HaeT Ha 6a30BOM
YPOBHE T€OPETUUYECKHUM U MPAKTUYECKUI MaTepHall, 10-
MyCKaeT OT/eJbHbIC OIINOKH MPU €ro U3J10KEHUH Ha 3aH -
THSIX U B XOJ/1€ IPOMEXYTOUHOM aTTeCTal1H.
OOyuaromuiicst UCTIBITHIBACT ONPEeIEHHBIC 3aTPYAHECHUS
B IIPUMEHEHUU TEOPETUUYECKUX MTOJIOKEHUH IIPU pEILIEeHUN
NPaKTHYECKUX 3aau MpoQecCHOHaTbHOM HalIPaBICHHOCTH
CTaH/JapTHOr' O YPOBHS CJIOXKHOCTH, BiaJieeT He00XO0AUMBI-
MM JUIsl 3TOTr0 0a30BbIMHU HAaBbIKAMU U MIPUEMaMHU.
JleMOHCTpUpyeT N1OCTaTOYHBIN YPOBEHb 3HAHUS Y4eOHOM
JUTEPATYPBI IO TUCLHUILIMHE.

OneHka 1o AMCHUIUIMHE BBICTaBIISIIOTCS 00yJaroeMycs ¢
y4€TOM pe3yJIbTaTOB TEKYIIEH U IPOMEXYTOUHOM aTTe-
CTalLlUH.

Komnierenuuu, 3aKperui€éHHbIe 3a U CIUTIMHON, chopMHu-
pPOBaHbI HA YPOBHE — «JIOCTaTOYHBINY.

49-0/
FFX

«HEYIOBJICTBOPH -
TEIBHOY/
HE 3aYTEHO

BeicTaBisercs o0ydaromemycsi, €Cy OH He 3HaeT Ha 6a3o-
BOM YPOBHE T€OPETHUYECKHI U MPAKTHYECKUI MaTeprall,
JIOMTYCKAEeT rpyOble OMMOKHU MPH ero N3JI0KEHUHU Ha 3aHsI-
TUSIX U B XOJ/1€ TPOMEXYTOUHOM aTTeCTaliu.
OOyuaromuiicst UCIIBITBIBACT CEPhEIHBIC 3aTPYIHEHUS B
IIPUMEHEHUHU TEOPETUUYECKUX MTOJIOKEHUH ITPU PEILIEHUN
MPaKTHYECKUX 33724 PO ecCHOHaTbHON HANIPABIEHHOCTH
CTaHJapPTHOTO YPOBHS CIIOKHOCTH, HE BlIaZieeT He00X011-
MBIMH ISl 5TOTO HAaBBIKAMU U MPUEMaMHU.

JleMoHCTpUpYyeT (hparMeHTapHbIe 3HaHHS Y4eOHOM TuTe-
paTypsl 1O JUCLUILIINHE.

OneHka 1o AMCHUUIUIMHE BBICTaBIISIIOTCS 00yJaroeMycs ¢
y4€TOM PE3yJIbTATOB TEKYIEH U IIPOMEKYTOUHOM aTTe-
CTallUH.

KomnereHnny Ha ypoBHE «1OCTaTOYHBIN», 3aKPEIIEHHBIE
3a IUCLUIUIMHOM, He COPMUPOBAHBIL.

5.3. OueHouHble cpeacTBa (MaTepUabl) s TEKYIIEro KOHTPOJIS yCIIeBAEMOCTH, IPOMEKYTOY-
HOU aTTecTaluu 00y4YaroIUXCcs M0 TUCIUILIUHE

Bomnpocs! k 3auery - npoBepka chopmupoBannoctu kommnerennuii OIMK-3, IICK-3.1,I1CK-3.3

cubkhwnhE

[Tonatue unentupukanyuu, ayTeHTUGUKALUN U aBTOPU3ALUH.
Monenu nHbOpMamOHHON 0€30MaCHOCTH.

[TonsiTHE YA3BUMOCTH, YT PO3Bbl, ATAKH.

Vuiep0 u puck. YopapjeHue puckamu.

ITaccuBHEBIE 1 AKTUBHBIC aTaKH.
Hepapxus cpeacTB 3alIUThl OT HPOPMAIMOHHBIX YTPO3.
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[ToHsTHE TOMUTUKH O€30MACHOCTH.
[TpuHLMIIBI 3a1UTHI UH()OPMALIUOHHON CHCTEMBI.
OcCHOBHbIE ITOHATHUS U ONPEEIeHUs] Kpunrorpaduu.

. CummMmeTpuyHOE MU PpOBAHUE.

. AcumMmerpudHOe muppoBaHUE.

. [IpobGiema pacnpeneneHus Kiro4e.

. Xem-(QyHKIUH.

. IIpoBepka 1enoCTHOCTH.

. TexHonmoruum ayTeHTH pUKAIUH.

. AyTeHTH(UKAIUS HA OCHOBE MapOJIei.

. AyTeHTH(UKAIMS HA OCHOBE aIlllapaTHbIX ayTEeHTU(UKATOPOB.

. AyreHTHQUKaALUA UHPOpMALUH.

. DJEeKTpOHHas! OAIHUCE.

. AyreHTHdUKaUs HA OCHOBE HU(POBBIX CEpTH(HUKATOB.

. AyTeHTHUKaIMs TPOrPaMMHBIX KOJIOB.

. TexHosioruu ynpaBjeHus 1OCTYyIIOM U aBTOPU3ALUH.

. Cucrembl ayTeHTH(PMKALUK U YIPABJIECHUS JOCTYIIOM OIEPALIMOHHBIX CHCTEM.
. Ayrentudukanuu noas3osateneit OC.

. Ayrentuduxanus B OC cemeiicrsa Unix.

. IIpoTokon SSH.

. YIpaBieHHE JOCTYIIOM B OIEPAI[MOHHBIX CUCTEMAX.

. LleHTpanu3oBaHHBIE CUCTEMbl ayTeHTU(UKAIMK U aBTOpu3anuu. KoHuenmus equHoro Jjo-

THYCCKOro BXxoaa.

29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44,
45.
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
S57.

Cucrema Kerberos

QunbTpanus. Buast punsrpanuu.

daiiepBoibl. DyHKIMOHATBHOE Ha3HAUeHHUE (aliepBosa. Turbl aiiepBoioB.
[Tpokcu-cepepbl. DyHKIIMU TpOKCH-cepBepa. «IIpokcrubuKamus MPUI0KESHHH.
daiieponsl ¢ pynkiueit NAT. Tpaguimonnas texnonorus NAT.

ba3zoBas TpaHCIALMS CETEBBIX aApecoB. TpaHCIALINS CETEBBIX aAPECOB U MOPTOB.
[TporpammuBIe (haiiepBoibl XOCTa.

TunoBble apXUTEKTYpPBI CETEH, 3alUINAEMBbIX (aiiepBoIaMu.

MonuTtopuHr Tpaduka. AHaIN3aTOPbl IPOTOKOJIOB. AHAJIN3aTOPbI IPOTOKOJIOB.
Cucrembl 0OHapYKEHUs BTOPKEHUH.

ApXUTEKTypa CETH C 3alUTON IEPUMETPA U Pa3/AeICHNEM BHYTPEHHHUX 30H.
Aynut coObITUil 6€30macHOCTH

ATaku Ha TPAHCIIOPTHYIO HHPPACTPYKTYPY CETH

3aga4u U pa3HOBUHOCTH CETEBOW pa3BEAKH.

CkanupoBanue cetd. CkaHUpOBaHUE OPTOB.

Araku Ha DNS.

TexHoJI0rnu 3alMIEHHOro0 KaHaa.

Pacnipenenenne GpyHkiuii mexxay nporokoiamu [PSec.

VPN Ha ocHoBe muppoBaHus

VYSA3BUMOCTH POrpaMMHOI'0 KOJIa U BPEAOHOCHBIE ITPOTr PaMMBbI.

VYS3BUMOCTH, CBSA3aHHBIE C HAPYILIEHUEM 3aIUThI ONEPAaTUBHOMN MaMSITH.
VYS3BUMOCTH KOHTPOJISI BBOJUMBIX JaHHbIX.

BHenpenue B KOMIbIOTEPBI BPEJOHOCHBIX TPOTPaMM.

TposiHckue mporpammbl. CeTeBbie YepBU. Bupychl.

[IporpamMmmubIe 3aKIagKH.

AHTUBHPYCHBIE IPOTPAMMBI.

boruer

bezonacHocTh BeO-cepBuca.

bezomacuocth BeO-Opaysepa.
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58. IIporoxox HTTPS.

59. Be30macHOCTh CPEACTB CO3MaHUS TMHAMUYCCKUX CTPAHHIL.

60. Be3zomacHOCTb 3JIEKTPOHHOM MOUTHI.

61. ATtaku MOYTOBBIX MPUIIOKEHUI.

62. Konuenius 001auHbIX BIYUCICHUH. Moenn 00J1auHbIX CEpBUCOB.
63. OOnauHbIe BHIYUCICHUS KaK HCTOYHHUK YIPO3bI.

64. OOnauHbIe CepBUCHI KaK CPEACTBO MOBHIIIICHUS CETEBOW 0€30MacHOCTH.

Ilpumepnuie 3a0anus 0131 mecmuposanus- NPOGEPKaA CHopmupoeannocmu KOMnem eHyuil
OIIK-3, IICK-3.1,IICK-3.3

1. Kpuntomapmpyrusarop - 310:

a) annapamuo-npoSPAMMHbLIIL KOMIIEKC KPURmo2pa@duieckoll 3auumsl_mpapurka_O0anHblx, 2010cd, 6U-
0eo Ha ocHose wu@dposanus nakemos no npomoxoiaam IPsec AH uw/unu IPsec ESP npu ycmamnosnenuu
COCOUHEHUS, COOMBEMCMBYIOWUL MPebO8AHUIM K_CDEeOCMEAM KPUNmo2pa@duyueckol 3auumsl uHGopma-
yuu DCH Poccuu u obecneuusarouwuii 6a308yio yrxkuuonaibrocns cospementozo NPN-yempoiicmsa..
0) MOOHITBHOE CPEJICTBO CBSI3H.

B) JIMCKOBOE yCTPOICTBO.

2. llLro3 0e3omacuoctu VPN — 3108

a) CeTeBOE YCTPOWMCTBO, MOAKJIOYAEMOE K JBYM M 0oJiee CETIM M BBINONHSIONMEe (QYyHKIUN
@ poBaHUs U ayTCHTH()HUKAINH TSI MHOTOYHCIICHHBIX XOCTOB, PACIIOJIOKCHHBIX 32 HUM.

0) cemesoe ycmpoucmeo, ROOKIIOYAeMoe K 08YM_CemsaM U 8blnoHsoulee QyuKyuu wudposanus
U aymeHmuurkayuy 015 MHO2OYUCACHHbIX XOCHO8, PACNON0NCCHHBIX 34 HUM.

B) CETEBOE YCTPOMCTBO, IMOJKIOYAEMOE K JIBYM W 0OOjee CEeTSIM W BBINMOJHSIONICe (DYHKIIHH
mUGPOBAHUSA ¥ aBTOPU3AIUH IS Pa3JIMYHBIX XOCTOB.

6. YueOHO-MeTOAMUYECKOE U HHPOPMAIIMOHHOE o0ecneyeHue TUCIUIIMHBI

6.1. CiucoK HCTOUYHUKOB U JIUTEPATYpPhI

Ucrounuknu
OcHOBHbIE

1. Pyxogoosiuuti 0oKkymeHT. 3aliuTa OT HECAHKIIMOHUPOBAHHOTO JOCTYMa K uHpopManuu. Tep-
MUHBI U OINpEIeNICHUs. Y TBEPKIAEHO pelieHreM npencenarens I'ocrexkomuccuun Pocenn or
30 mapta 1992 r. [DnekTponHBIN pecypc] : Pexxum mocryna : https://fstec.ru/tekhnicheskaya-
zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/386-
rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-
g3, cBOOOIHBIN. — 3arj. ¢ dKpaHa.

2. Pyrosooawuti 0okymenm. ABTOMaTU3MPOBAHHBIE CHUCTEMBI. 3alllUTa OT HECAHKI[MOHHUPOBAH-
HOro jfocTyna K uHpopManuu. Knaccudukanus aBTOMaTU3UPOBAHHBIX CUCTEM U TpeOOBaHUS
1o 3amuTte uHpopManuu. YTBEPKIECHO pelIeHreM mpenacenatess ['ocyaapcTBeHHONW TEXHU-
yeckor komuccuu npu [lpesunente Poccuiickoit @enepanuu ot 30 mapra 1992 r. [Onex-
TpoHHBIH  pecypc] : Pexum gocryma @ https://fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/384-rukovodyashchij-
dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-g, cBo0oaubIi. —
3ariL. ¢ 3KpaHa.

3. Pykosooawuti 0oxymenm. CpencTBa BBIYUCIUTEIbHON TEXHUKH. 3alUTa OT HECAHKI[MOHUP O-
BaHHOro jgoctyna K nHgopmauuu. [lokasarenu 3ammméHHOCTH OT HECAH KIIMOHUPOBAHHOTO
JIocTymna K nHpopManuu. Y TBEpKACHO peleHrueM npeaceaarens [ ocyqapcTBeHHON TeXHHY e-
ckoit komuccuu nipu [Ipesuaente Poccuiickoit @enepanuu or 30 mapra 1992 r. [DnekTpoH-
Heli  pecypc] : Pexum  moctyma  : https://fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/385-rukovodyashchij-


https://ru.wikipedia.org/wiki/IPsec
https://ru.wikipedia.org/wiki/%D0%A4%D0%A1%D0%91_%D0%A0%D0%BE%D1%81%D1%81%D0%B8%D0%B8
https://ru.wikipedia.org/wiki/VPN
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dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-g2, ceo0oaHbIi. —
3ari. ¢ sKpaHa.

4. Pyxosoosawuii ookymenm. CpelicTBa BRIYMCIUTEILHON TEXHUKU. MeXCEeTeBbIe IKpaHbl 3alu-
Ta OT HECAHKIIMOHMPOBAHHOTO JOCTyNa K nHpopmanuu. [TokazaTeny 3amMmEHHOCTH OT He-
CaHKIIMOHUPOBAHHOT'O JIOCTYMa K MHGOpMAIK. YTBEPKACHO pelieHneM npenceaarens ['oc-
yAapCTBEHHOW TexHU4eckod komuccuu npu llpesmnente Poccuiickoit ®denepamuu ot 25
utonss 1997 r. [DnexTponHBId pecype] : Pexxum nmoctyma : https://fstec.ru/tekhnicheskaya-
zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/383-
rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-25-iyulya-1997-
g, CBOOOTHBIN. — 3arJI. ¢ PKpaHa.

5. @edepanvuviii 3axkon «O0 mHbOpManuu, WHOOPMAIIMOHHBIX TEXHOJOTHAX M O 3alUTe MH-
¢dopmanun» ot 27.07.2006 N 149-®3. [DnexTpoHHBI pecypc] : Pexum nocryna :
http://www.consultant.ru/document/cons_doc LAW_61798/, cBoGoaHbIi. — 3aril. ¢ 3KpaHa.

JIutepatypa
OcHoBHas
1. Komnnexcnas 3awuma naOOPMAIIIU B KOPIIOPATHBHBIX cCHCTeMax : yueO. mocobue / B.D.
[Manbrun. — M. : Ul «®OPYM» : UHOPA-M, 2017. — 592 c. — (Bricmiee obpa3oBanue:
bakanaBpuar). - Pexxum noctyna: http://znanium.com/catalog/product/546679

2. llanveun B.®. 3ammTa KOMIBIOTEpHOH MH(pOpManuu. D PEeKTUBHBIE METOIBI U CPEICTBA

[Dnekrponnsiii pecypc] / B. @. [llanbrun. - M.: JIMK Ilpecc, 2010. - 544 c.: un. - ISBN
978-5-94074-518-1. - Pexxum nocryma: http://znanium.com/catalog/product/408107

6.2. Ilepeuens pecypcoB HH(HOPMAIIMOHHO-TEIEKOMMYHUKAITMOHHOU ceT « IHTepHEeTY.

1. Ocdunmanbupii caiit xommanuun Kpuntonpo [DnekrponHbiii pecypc]: Pexum nocrty-
na: http://www.cryptopro.com/, cBo0oaHbIi. — 3ari1. ¢ 3KpaHa.

2. llentp pa3pabotku Kpunrokom [DnekTponHslit pecypc]: Pexxum gocrymna:
http://www.cryptocom.ru/products/index.html/, ceo6oaHbIi. — 3ari. ¢ sKpaHa.

7. MarepuajibHO-TEXHHUYECKoOe o0ecredeHne TUCHUTLTHHbI

Jiist IpoBeieHHs 3aHATHI HEOOXOUMO CIENYIOIIee MaTePHAIbHO -TEXHUIECKOe 00eCIeUeHne:
1) TeKIMOHHBIN KJIACC C BHICOMPOSKTOPOM U KOMITBIOTEPOM, Ha KOTOPOM JTOJKHBI OBITh yCTa-
HOBJICHBI:

— muuen3uonHoe [10 MS Windows 7 u crapie;

— muuen3uonHoe [10 MS Office 2010 (c o6s3atensHbIM HanmuuueM MS PowerPoint) u crapuie
2) KOMIIBIOTEPHBIH Ki1acc, 000pyI0BaHHBIA COBPEMEHHBIMU MTEPCOHATBHBIMU KOMITBIOTEPAMU
JUTSL KQXJI0TO CTYJIEHTA C BEIXOJIOM B MHTEpHET. Ha KOMITbIOTEpe TOKHBI OBITh YCTAHOBJICHBI:
— muuen3uonHoe [10 MS Windows 7 u crapuue;

— muuensuonHoe [10 MS Office 2010 u crapue;

— mporpaMMHBIN runepsuzop Vmware Player;

— VPN-kimeHTs!

— IporpaMMHOE CPEICTBO CKaHUPOBaHHUs ceTH u moptos (XSpider,Nmap);

— cpenctia 3amuthl nHGopmaruu (Secret Net, Dallas Lock)

epeuens IO
Nenn Haumenosanue I10 [Ipouzsoautens | Crnocol pacnpocTpaHeHUs! (JTULIEH3U-
/m OHHOE WJI CBOOOJTHO pacHpoCTpaHse-
MOe€)
1 Microsoft Office 2010 Microsoft JMILIEH3UOHHOE
2 Windows 7 Pro Microsoft JMILIEH3UOHHOE
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Microsoft Share Point 2010

Microsoft

3 JINLIEH3MOHHOE
4 Microsoft Office 2013 Microsoft JINIEH3UOHHOE
5 Windows 10 Pro Microsoft JMIIEH3HOHHOE
6 Kaspersky Endpoint Securi- | Kaspersky JIMeH3nOHHOE
ty
7 Secret Net Studio 8.4 Kox Csob6onnoe I1O,
0e30macHOCTH Pexxum mocrtyma: https://securitycode.ru
HemMo-Bepcust
8 Vmware Player 15.5 VMWare Csob6oanoe 10,

Pexxum nocryna:
https://www.vmware.com/products/
Hemo-Bepcus

9 XSpider 7.0

Positive Tech-
nologies

Cso0Ooanoe I10,

Pexxum noctyna:
https://www.ptsecurity.com/ru-ru/
Hemo-Bepcus

10 | Nmap 7.8

Nmap

Csob6onnoe I10,

Pexxum pgoctyna:
https://nmap.org/
Jemo-Bepcust

11 | Open VPN

OpenVPN

Csob6onnoe I10,
Pexxum noctyma: https://openvpn.net/

12 SoftEther VPN

SoftEther

CsoOoanoe I10,
Pexum nocryna:
https://www.softether.org/

13 | Windscribe VPN

Windscribe

Csob6onnoe I1O,
Pexum nocryna:
https://windscribe.com/
Jemo-Bepcus

14 | TinyFEC VPN

Wangyou

Otxpsritoe I10,
Pexxum nocryna:
https://github.com/wangyu-/tinyfecVPN

HJ'ISI MMPOBCICHUA 3aHATUN JICKIUOHHOI'O TUIla IpCAJIarartoTCsa TEMaTUYCCKUC NUIIIFO CTPpAlIuH

B (hopmaTte npezentanuii PowerPoint.

Iepevens b/l u UCC

Nermn
/i

HanmenoBanue

Koncynsrant [Limroc,
lapant

1 | KoMnberoTepHsI€ ClIpaBOYHBIE IPABOBBIE CUCTEMBI

8. Obecneyenne 00pa3oBaTeJIbHOIO MpoOLECCa AJIf JHUIl ¢ OTPAHUYEHHBIMH BO3MOKHOCT si-

MH 3710POBbA

B xozne peanu3anyuy JUCHMILIMHBI UCIIOJIB3YIOTCS CIETYIOLIAE JOIOIHUTENBHBIE
METO/Ibl 00y4EHHUs, TEKYIIEro KOHTPOJIS YCIEBAaEMOCTH U MPOMEXYTOYHON aTTecTalluu ooyJa-
IOLUXCS B 3aBUCUMOCTH OT X MHJIMBHUIyaJIbHBIX OCOOCHHOCTEM:


http://securitycode.ru/
https://www.vmware.com/products/
https://www.softether.org/
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® IS CIIETBIX U CIa0OBUASIINX:

— JIEKIUHU OQOPMIISIOTCS B BUJE MIEKTPOHHOI'O JTOKYMEHTA, TOCTYIHOI'O C IOMOUIbI0 KOM-
MBIOTEPA CO CIIEUATU3UPOBAHHBIM MIPOrPAMMHBIM 00€CIEUCHUEM;

— IMCbMEHHBIE 3aJ]aHUs BBINOJHAIOTCA HAa KOMIIBIOTEPE CO CHEUUAIU3UPOBAHHBIM IPO-
IrPaMMHBIM 00€CIIE€YeHHEM, UJIA MOTYT ObITh 3aMEHEHBI YCTHBIM OTBETOM;

— o0ecrneunBaeTcs UHIMBUAYaJIbHOE paBHOMEpHOE ocBemienrne He menee 300 mrokc;

— 171 BBIOJIHEHUS 3aJaHUsl NP HEOOXOJUMOCTU IIPEIOCTABIIETCS yBEJIMYHUBAIOLIEe
yCTPONCTBO; BO3MOKHO TAaK)K€ HCIOJIb30BaHUE COOCTBEHHBIX YBEIMYUBAIOIIUX YCTPOKICTB;

— MUCbMEHHBIE 3a/1aHUs 0POPMIIIOTCS YBEIHYEHHBIM MIPU(PTOM;

—2K3aMeH | 3a4€T MPOBOJATCS B YCTHOH (hopMe MM BBIMOJHSIOTCS B MHUCBMEHHOW (opme
Ha KOMIIBIOTEPE.

e JUIS TJIyXUX U cIabO0CTbIIIaIuX:

— JIeKIUU O(OPMIISIOTCA B BHJIE 3JEKTPOHHOT'O JOKYMEHTa, JIMOO MPEeaOCTaBIseTCsl 3BYKO-
yCHJIMBAIOIIAs anmnapaTypa HHANBUIYaIbHOIO TOIb30BaHMUS,

— MUCHbMEHHBIE 33JJaHUs BBITIOJHAIOTCS HA KOMIIBIOTEPE B MU CHbMEHHOM (opMme;

— 3K3aMeH U 3a4€T NPOBOJATCSA B MUCbMEHHON (JopMe Ha KOMIIBIOTEPE; BOZMOXKHO IPOBEJ €-
HUE B (hopMe TecCTUPOBAHUS.

® IS JIMI C HAPYIIEHUSMH OIIOPHO-IBUIaTEIbHOrO anmnapaTa:

— JIEKIUHU OQOPMIISIOTCS B BUJE MIEKTPOHHOI'O JIOKYMEHTA, JOCTYIHOI'O C IOMOUIbI0 KOM-
MBIOTEPA CO CIIEUATU3HPOBAHHBIM IIPOrPAMMHBIM 00€CIIEUEHU EM;

— IMCbMEHHbIE 3a/laHUs BBINOJHIIOTCS HAa KOMIIBIOTEPE CO CIELHUAIM3UPOBAHHBIM IPO-
IrPaMMHBIM 0O€ecIiedeHHEM;

—9K3aMeH M 3a4€T MPOBOJATCS B YCTHOH (hopMe MM BBIMOJHSAIOTCS B MHUCbMEHHOU (opme
Ha KOMITIBIOTEPE.

[Ipu HeoOXoAMMOCTH IPeyCMaTPUBACTCS YBEINYEHNE BPEMEHH ISl TOATOTOBKH OTBETA.

[Iponienypa  mpoBeneHUss  HOPOMEXKYTOUHOM  aTTecTalMM  JUI  OOydaroluxcs
yCTaHABIMBAeTCsi C y4E€TOM MX HHIUBUAYAJIbHBIX ICUXO(DU3MUECKUX OCOOEHHOCTEH.
[IpomexxyTouHas arrecTanus MOXKET IPOBOAUTHCS B HECKOJIBKO HTAIOB.

[Ipn npoBeneHun mpoueaypbl OLICHUBAHUS PE3yJIbTaTOB OOyUEHHUs MPEAyCMaTPUBAETCS
WCIOJIb30BAaHUE TEXHUYECKUX CPElICTB, HEOOXOIMMBIX B CBSI3M C HHAUBUAYAJbHBIMU
O0COOCHHOCTSIMH O0y4arolmxcs. OTU CPEACTBA MOTYT OBITh NMPEAOCTaBICHBl YHHUBEPCUTETOM,
WJIM MOTYT UCIIOJIb30BaThCsl COOCTBEHHBIE TEXHUYECKHUE CPEJICTRA.

[IpoBeneHue mpoleaypbl OICHUBAHUS  PE3YIbTaTOB  OOY4YEHMsI  JOMYCKaeTCs C
HCIOJIb30BAaHUEM JIUCTAHIIMOHHBIX 00Pa30BaTEIbHBIX TEXHOJIOT .

ObecneunBaeTcs IOCTYN K WH()OPMAIIMOHHBIM M OHOIMOrpaguuecKuM pecypcaMm B CeTH
WNutepHeT nis kaxaoro odydaromnierocss B popmax, aJanTHPOBAaHHBIX K OMPaHUYEHUSM UX 3710-
POBbSI U BOCIPUATHSA UHPOPMALIUU:

® IS CIETBIX U CIa0OBUASIINX:

— B [Ie4YaTHOM (hopMe yBEIUUEHHBIM HIPUPTOM;
— B (popMe IEKTPOHHOI' O JOKYMEHTA;

— B popme ayauodaiina.

e IS TIIyXUX M CIabOCTbIIIAIINX:

— B MIe4aTHOH opme;

— B (popMe JIEKTPOHHOI' O JOKYMEHTA.

e Ui 00YYaroIMXCs C HapyLIEHUSIMH OIIOPHO-/IBUTaTEIbHOIO arapara:
— B mIeyaTHOU (popme;

— B opMe PIEKTPOHHOT'O TOKYMEHTA;

— B (hopme ayauodaiina.

VYueOHble ayTUTOPUH NIl BCEX BUIOB KOHTAKTHOM M CaMOCTOSITENbHON paboThl, HaydHAast
OnOIMOTeKa W WHBIC MOMEIIECHUsS sl O0OyYEHUsI OCHAIEHBI CIEIHAIBHBIM 000pPYIOBAaHUEM W
y4eOHBIMH MECTaMU C TEXHUYECKMMHU CPEACTBAMU OO0 yUEHHUS:

® IS CIETBIX U CITa0OBUISIINX:
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— YCTPOMCTBOM JJIs1 cCKaHupoBaHus v uTeHus ¢ kamepoil SARA CE;
— muctieem bpaiins PAC Mate 20;
— npunTtepoM bpaiing EmBraille ViewPlus;
® IS TUIyXHX U CIa0O0CTbIIANTIX:
— aBTOMATHU3UPOBAHHBIM PabOUYMM MECTOM IS JIFO/ICH C HApYILICHHEeM CiIyXa U ci1aboCibI-
AT X;
— aKyCTHYECKUHN yCHIIMTENh U KOJIOHKH;
e I 00YYarOMIMXCs C HAapYUICHUSIMU OMTOPHO-/IBUTATEJILHOTO armapara:
— TIepeIBIKHBIMHE, PETryIUPYEMbIMH dproHoMudeckumMu napramu CH-1;
— KOMITBIOTEPHOM TEXHUKOW CO CIEeUATBLHBIM ITPOrPaMMHBIM 00€CTIEUeHHEM.

9. MeTtoauyeckue MaTepHuaJIbl

9.1. [Inane!r 1aGoOpaTOPHBIX 3aHATUH - TpOBepKa chopmupoBaHHOCTH KommereHiuii OITK-3,
IICK-3.1,IICK-3.3

JlaboparopHoe 3ausTue 1 (6 4.) «TexHo/I0rNM ayTeHTU(PUKANNH, AaBTOPU3ANNHA H YIIPAB-
JieHus1 joctynmom» (poBepka copmupoBanHoctd komnerenuii OITK-3, TICK-3.1,I1CK-3.3)
3aganus:
1. Co3paHue HOBBIX MOJIB30BATENEH U HCCIEIOBAHNE MEXaHU3MOB PACIIMPEHHOM ayTeH-
tudukaimu Ha npumepe Secret Net Studio.
2. VYrmpaBieHHE JOCTYIIOM B OMEPAIMOHHBIX CUCTEMAaX C MOMOIIBI0 BCTPOSHHBIX M HAJI0-
KEHHBIX CPEJICTB 3alUThl HH(HOpMaLIUY.

Cnucok JmTepaTypsl:
[IpuBenén B 1. 6 nannou PII/]

MartepuaiabHO-TEXHUYECKOE 00eCreueHre 3aHATHs: ayJUTOPHS, OCHAIIIEHHAs TPEe3EH TallMOHHOM
TEXHUKOHN (ITPOEKTOP, IKPaH, KOMIBIOTEP/HOYTOYK). KOMIBIOTEPHI 10 KOIWYECTBY 00YYarOMINX-
cs ¢ pasBépuyroit OC MS Windows, BupryanbHoii mamuHoi VMPlayer, cpeacTsa 3amuThl H-
dopmanuu Secret Net Studio.

JlaboparopHoe 3ansTue 2 (4 4.) «TexHo/Iornu 6€30MACHOCTH HA OCHOBE (PUIIBLTPALIUU U
MOHHMTOpPHHTa Tpaduka» (nposepka chopmupoBanHoct komnerenmii [1CK-3.1,ITICK-3.3)
3amanus:

1. VYcranoBka u Hactpoiika VPN-kiueHTa.

2. OcyuiecTBieHNE MOHUTOPUHTIA Tpaduka.

3. OcymecTBiieHHE ayauTa COOBITHI 0€30ITaCHOCTH.

Crincok nuTepaTypsl:
[IpuBenén B n. 6 nannoi PII/]

MarepuaabHO-TEXHHYECKOE 00ECIICUeHUE 3aHITUS: ayIUTOPHUS, OCHAIIEHHAs MTPE3CHTAIIHOHHON
TEXHUKOMU (MPOEKTOP, IKPaH, KOMIbIOTEP/HOYTOYK). KOMITBIOTEpPHI 110 KOJIMYECTBY 00YYarOIIN X-
cs ¢ passépuyroit OC MS Windows, BupryansHoi Mammaon VMPlayer. VPN-kimeHT, BBIXO B
HuTepHeT ¢ BO3MOXKHOCTBIO A0cTyma k caiitam https://ipleak.net , https://www.perfect-
privacy.com/check-ip, https://ipx.ac/run, https://browserleaks.com/webrtc, https://www.perfect-
privacy.com/dns-leaktest.

JlaGopaTopHoe 3ansitue 3 (4 4.) «ccinenoBaHusi TPAHCIOPTHOW HHPPACTPYKTYPHI CETH
(mpoBepka chopmupoBanroctu kommereniui OINK-3, IICK-3.1,[TICK-3.3)
3agaHust:

1. Wsyuuts ctek npotokoia TCP/IP.


https://ipleak.net/
https://www.perfect-privacy.com/check-ip
https://www.perfect-privacy.com/check-ip
https://ipx.ac/run
https://browserleaks.com/webrtc
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2. TlomyuuTs y mpenojaBateiss METPHUKU 30HIUPYEMBIX CETEH.
3. CkanmpoBanue cetd. CKaHHpOBaHHE OPTOB.
4. TloaroroBka ot4eTa 00 ypOBHE 3aIIUILEHHOCTH TPOCKAHUPOBAHHBIX Y3II0B.

Cnucoxk auTepaTyphl:
[IpuBenén B n. 6 manuoit PI1/]

MartepunaiabHO-TeXHUYECKOE 00ecreueHre 3aHATUS: ayAUTOPHUs, OCHAILEHHAas! TPE3EHTAIllHOHH O
TEXHUKOH (MPOEKTOP, 3KpaH, KOMIIbIOTEp/HOYTOYK). KOMIBIOTEPHI 1O KOJIMYECTBY 00yUaIOLIHX-
cs ¢ pa3Bépuytoit OC MS Windows, Buptyanbroii mammuoir VMPlayer, ITporpamMHuoe cpe-
CTBO ckaHupoBaHus cetd u moptoB (XSpider, Nmap), VPN-kiuenT, Bbixoq B IHTEpHET ¢ BO3-
MOXKHOCTBIO MOJIKIIFoUeHUst kK cepBepam VPN-ycyr.

JlagopaTtopHoe 3aHsTHE 4 (6 4.) KYSI3BHMOCTH NPOrPaAMMHOTI0 KO/1a U BPEIOHOCHBIE MPO-
rpamMMbD» (rpoBepka chopmupoBannocty komnereniuii OITK-3, [TICK-3.1,I1CK-3.3)
3amaHust:

1. VYA3BUMOCTH IPOrPaMMHOT0 KOJA.
2. HccnenoBanue MeXaHM3MOB KOHTPOJIS LIEIIOCTHOCTH, KOHTPOJIS MPUIIOKEHUH U T.1I..
3. Hacrpoiika KOMIOHEHTOB 3aLUTHI.

Cnucok nuTepaTyphl:
[IpuBenén B n. 6 manuoit PI1/]

MartepuaiabHO-TEXHUYECKOE 00eCIeueHNE 3aHATUS: ayAUTOPUs, OCHAILEHHAs! IPE3EHTAIllMOHH Oi
TEXHUKOH (MPOEKTOP, IKpaH, KOMIIbIOTEp/HOYTOYK). KoMIbIOTEpHI 1O KOJIMYECTBY 00yUarOIIMX -
cs ¢ pazBépuyroit OC MS Windows, BuptyanbHoii mammHoir VMPlayer, cpenctBa 3aluThl HH-
dopmaruu Secret Net Studio.

JlaboparopHoe 3ansaTue 5 (4 4.) «[Iporpammubie 3akiagku. Padora ¢ n301upoBanHoil npo-
rpaMMHoii cpeaoii» (mposepka chopmupoarnoctu kommerennuii OTTIK-3, TICK-3.1)
3agaHus:

1. UccnenoBanue METOOB BHEAPEHUS IPOrPAMMHBIX 3aKJIaJIOK B BUPTYyaJIbHOH “niecouHure’.

2. Hactpoiika n301MpoBaHHON MPOrPaMMHON CPEIBI.

3. KondurypupoBanue KOMIOHEHTa KOHTPOJISI CheMHBIX MAIIMHOMMCHBIX HOCHTENEeH nHpopma-
IIHH.

CHucok JIMTepaTyphl:
[IpuBenén B n. 6 nannoit PI1J{

MatepuanbHO-TEeXHUYECKOE 00eCreueHNe 3aHATUSI: ayAUTOPUsI, OCHAILIEHHAS MTPE3EHTALMOHH Oif
TEXHUKOH (MIPOEKTOP, SKpaH, KOMIbIOTEP/HOYTOYK). KoMIBIOTEpPHI IO KOJMYECTBY 00YyYarOIIHNX-
cs ¢ pa3eépryroit OC MS Windows, BupTyanbHoi MamuHoii VMPlayer, cpencTBa 3aluThl WH-
dopmaruu Secret Net Studio.

JlaGopaTopHoe 3ansaTHe 6 (4 4.) «bBe3onacHocTh Bed-cepBuca» (IpoBepka cPOPMUPOBAHHO-
cru xomnerennui OITK-3, TICK-3.1)

3amanust:

1. N3yuuTh c1ocoObl MpoBEAEHUS TECTOB Ha TPOHUKHOBEHHE.

2. COop cBeneHuil B ceT HTEpHET 110 ysi3Bumoctsm Web-cepeepor Ha npumepe apache u
nginx.

3. VcraHoBuTh ckanepbl XSpider u Nmap.
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4, IIpousBecTy ckaHMPOBaHKE Ha 3alIUIeHHOCT, Web-cepBrcoB Ha mpumepe caiiToB
www.rsuh.ru, www.yandex.ru , www.ict.cn.

Cnucok JmTepaTypsl:
[IpuBenén B n. 6 manuoit PI1/]

MarepuaabHO-TEXHUUYECKOE 00eCTIeueHne 3aHATUS: ayIUTOPUs, OCHAIIIEHHAs! TPE3eHTAllMOHH O
TEXHUKOH (MPOEKTOP, IKpaH, KOMIIbIOTEp/HOYTOYK). KOMIIBIOTEpHI 1O KOTMYECTBY 00yUaIOIIHX -
cs ¢ pazBépuyroit OC MS Windows, BuptyanbHoil mammHoi VMPlayer.Cxanepst Nmap u
XSpider.


http://www.rsuh.ru/
http://www.yandex.ru/
http://www.ict.cn/
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Ilpunooicenue 1
AHHOTANUA ANCHUITJINHBbI

JucturumHa 3awuma uH@OPMAYUOHHBIX NPOYECCO8 8 ABMOMAMUUPOBAHHBIX CUCMeMax pea-
nu3yercs Ha (akyiaprere HHPOPMAIMOHHBIX CHCTEM M 0e30MacHOCTH Kadeapoi KOMITICKCHOM
3aIIUThI HHPOPMAIIHH.

Henp nucnumiuHel — (GOpMUpPOBAHHE 3HAHUNW U YMEHUH MO obecredeHuIo MH(GOPMAaIOHHOM
0e301acHOCTH KOMIIBIOTEPHBIX CHCTEM W HH(OPMAIMOHHBIX MPOIECCOB, U HABBIKOB IO MX
OIpENIETICHUIO /111 KOHKPETHBIX YCIOBUH.

3ajaun AUCHUIUIMHBL

— OBJIQJICHUE METOAAMU MOHHUTOPHHTA W ayAWTa, BBIABICHHUSA yrpo3 MH(OPMAIMOHHOH Oe3-
ONACHOCTH MH(OPMALIMOHHBIX CUCTEM;

— (opmupoBaHHe HABHIKOB aHaIM3a WH(OPMAaLMOHHOW HHQPPACTPYKTYpbl MH(YOPMALMOHHBIX
CHCTEM U ee 6€30MacHOCTH.

JlucuuriiHa HarpasiieHa Ha (OPMHPOBAHUE CIEAYIONMX KOMITETCHIU:

e OIIK-3 - cnocoOHOCTh TPUMEHATH MOJOKEHHUS HEKTPOTEXHUKH, JTEKTPOHUKH U CXEM O-
TEXHUKH JJIsSI pelieHus: mpodecCuoHaIbHBIX 3a1a4

e JICK-3.1 - ctocOOHOCTBIO TPOBOAWTH aHadM3 (PYHKIIMOHAIBLHOIO Ipolecca O0beKTa
nH(}OPMaTU3aLUU C 11€J1bI0 BBISBJIEHUS BEPOSITHBIX YIpo3 UHGOPMALIMOHHON O€e301acH0-
CTH, ONIPEIENCHUS X UCTOYHUKOB H LIEJeH

e [JICK-3.3 - cHOCOOHOCTBIO y4YacCTBOBAaTh B pealu3allMd KOMIIJIEKCa OpraHu3allMOHHO-
TEXHHUYECKUX MEp MO 00eCreYeHn0 HHPOpMaMOHHOM 0€30MmacHOCTH 00beKTa HH(O P-
MaTH3aIllH1, OCYIIECTBIIATh yCTAHOBKY, HACTPOWKY M 00CITY)KHMBaHHE SJIEMEHTOB 321U THI

B pesynbTaTe 0CBOSHUS JUCHMILIMHBI 00yYaIOUIMICS JOKEH::

3HaTh NPUHIMIBI U METOABI MPOTHUBOJCHCTBUS HECAaHKIMOHUPOBAHHOMY HH(OPMAIIMOHHOMY
BO3/ICHCTBUIO HAa BEIYUCIUTEIbHBIC CUCTEMBI U CHCTEMBI Iepeadun HHPOPMAaIIHH.

YMeTb OCyIIECTBIATh MEPBI IPOTUBOAEHCTBUS HApYLUIEHUSIM CETEBOI 0€30MaCHOCTH C MCIOJb-
30BaHUEM PA3JIMYHBIX IPOrPAaMMHBIX U aNMapaTHBIX CPEACTB 3alUThl; aHAJIU3UPOBATh U OLICHU-
BaTh Yrpo3bl HH(OpPMalMOHHOW OE30MaCHOCTH; MPUMEHATH OTEYECTBEHHBIE M 3apyOexHbIe
CTaHJapThl B 00JaCTH KOMITBIOTEPHOM 0€30MacHOCTH AJI MPOESKTUPOBAHUS, pa3pabOTKU U OLIeH-
KM 3aIHIIEHHOCTH KOMIIBIOTEPHBIX CHCTEM.

Brnanetrs MeTomaMu M cpencTBamMM BBISBJIEHHUS yrpo3 0€30MaCHOCTH aBTOMAaTU3UPOBAHHBIM CHU-
cTeMaM; MeToaMH (OpMHUPOBaHUS TpeOOBaHUM 10 3alUTE UHPOPMALIMK; METOAAMM aHAIN3a U
¢dopmanu3anuy MHOOPMALIMOHHBIX MPOLIECCOB O0BEKTa M CBS3ed MEXIy HUMM; METOAUKAMHU
IPOBEPKHU 3aIMIIEHHOCTH 00BEKTOB MH(OPMATU3aLUU Ha COOTBETCTBHE TPEOOBAHUSIM HOpMa-
THBHBIX JIOKYMEHTOB.

[To qucnummHe npeaycMoTpeHa MpoMeEKyTOUHas arTecTalus B popMe dK3aMeHa.

Ob1as Tpy10EMKOCTb OCBOSHMSI U CLIUIUIMHBI COCTaBIIAET 4 3a4E€THBIX €IUHUIIBL.
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Ipunooicenue 2

JIUCT U3BMEHEHUI
Ne | Tekcr aktyanusaunu win npuaraeMbii K PITJ] nokyMeHT, [ara Ne mporo-
COJIepKaIMK U3MEHEHUS KOJIa

1 | Obnosren cocmag npoepammuoco obecneuenus (110), co- 29.06.2017e. 10
8peMeHHbIX npopeccuonarvhvix 6asz oannvix (b/) u un-
gopmayuonno-cnpagounvie cucmem (MCC)

2 | ObHogneHa cmpyKkmypa OUCYURIUHBL (MOOYIS) Ol OYHOU 26.06.2018 a. 11
gopmer 00yuenus (2018 2.)

3 | Obnosnenue pazoena 9. Memoouueckue mamepuavl 26.06.2018 a. 11
(2018)

4 | ObHosnen cocmas npoepammnozo obecnevenus (I10), co- 26.06.2018 a. 11
8pemeHHbIX npogeccuonanvuvix 6az oannvix (b) u un-
dopmayuonno-cnpasounvie cucmem (MCC)

S | Obnosnena cmpykmypa oucyuniunsl (Mo0ys) OJisi OUHOU 29.08.2019 2 1
gopmor 00yuenus (2019 2.)

6 | ObHosnen cocmas npoepammnozo obecneuenus (I10), co- 29.08.2019 2 1
8peMeHHbIX npopeccuonarvuvix 6asz oarnnvix (BI) u un-
dopmayuonno-cnpasounvie cucmem (MCC)

7 | ObHosnena cmpykmypa OUCyunIuHbl (MOOYIA) Ol OUHOU 23.06.2020 14
dopmvl 06yuenus (2020 2.)

8 | ObHosnena ocnosnas u 0ONOIHUMENbHAS TUmepamypa 23.06.2020 14

9 | Obnosnen pazoen n.4 ObpazoeamenvHvle MEXHOIO2UU 23.06.2020 14

10 | Obnosnen cocmas npoepammmnozo obecneuenus (I110), co- 23.06.2020 14
8pemMeHHbIX npopeccuonarvhvix 6asz oannvix (b) u un-
gopmayuonno-cnpagounvie cucmem (MCC)
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[Tpunoxenue 1
K JIMCTY U3MEHEHUN

1. CocraB nporpammuoro ooecnedenus (I10), coBpemeHHbIX NpodeccHOHAIBHBIX 023 1aH-

HbIX (B/]) 1 nHpopmannonHo-cnpaBounbie cuctem (MCC) (2017 r.)

lepeuens I1O
Tabnuya 1
Neri/mt Hanmenosanue I10 IIponsBonureins Crioco6 pacnpocTpaHeHus
(muyenzuonnoe unu c60600-
HO pacnpocmpansiemoe)
1 MicrosoftOffice 2013 Microsoft JIMIIEH3UOHHOE
2 Windows XP Microsoft JIMIICH3MOHHOE
3 KasperskyEndpointSecurity Kaspersky JIMIICH3MOHHOE
4 OC «AnbT O6pazoBanue» 8 00O «ba3zansT JIMIEH3UOHHOE
CI1IO
Ilepeyens B/l u UCC
Tabnuya 2
Neri/mn HaumenoBanue

MexnyHapoHbie pedepatuBHbie HaykoMeTpuueckue b/, moctynHbie B pamkax
HalMoHaJIbHOH noamnucku B 2017 1.

Web of Science

Scopus

[TpodeccronanpHble MOJHOTEKCTOBBIE b]l, 1OoCTymHBIE B paMKaX HallMOHATIbHOM

noxnucku B 2017 .
XKypnanst Oxford University Press

KOMHBIOTepHI)Ie CIIPpaBOYHBIC ITPABOBBIC CUCTCMBI
Koncynbrant [Limroc,
I'apanT

CocraBurens: K.1.H, nonent, A.C. MoiskoB
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[Ipunoxenue 2

K JIMCTY U3MEHEHUN

2. O0HOBJIEHHE CTPYKTYPBI JUCIHILUIMHBI (MO1YJIs1) 1Jisi 04HOi (popmbl 00yuenus (2018 r.)

CTpykTypa IMCHMILUIMHBI 1JI51 O4HOH (POPMBI 00yYeHUs

O61as TpyA0EMKOCTh AUCIUITIIMHEI cocTaBisieT 4 3.€., 144 4., B TOM 4ynclie KOHTaKTHas padoTa o0yua-
IONIUXCS € TIpernoiaBaTenieM 56 4., camocTosTenbHas padora ody4arompxcs 70 4., MpOMeXyTOuHAas aTTe-

ctamus — 18 4.

Bunel yue6HOI paboThI

(B yacax)
@opMBI TEKyIIIE-
KOHTAKTHAas
\ ro KOHTPOJIS
(O] R =)
Ne Paznen nqucrumim- e = 2 = 5 yCIIEBAEMOCTH,
o
n/n HBI/TEMBI 5 = = & g popma rpome-
Q o) o o
o)) Q Ve _
8| < 2 = = g 5 E 5 'S YKYTOYHOM aTTe
S| 2| ESEs E 25 | gg  craum
= ~ < E O ; = o = S <
O 5 25 |IsS g 0 =S O =
ORI E SR & O T
1 OcHogHble noHs- 7 |2 8 Omnpoc.
mMust, KOHYenyuu u
npUHYUNvL UHGOP-
MayuonHou b6e3-
onacHocmu
2 Texnonocuu 7 |4 6 8
aymenmugpurayuu, OrieHKa BBIMOJ-
asmopuzayuu u HEHWSI TPaKTHYe-
ynpasnenus 00cmy- CKUX 3aJIaHui
nom
3 Texuonozuu 6es- 7 |4 4 8 O1eHKa BBIIOJI-
onacHocmu Ha oc- HEHUSI TPaKTUYEC-
Hose urbmpayuu u CKHUX 3aJIaHu
MOHUMOpUH2A
mpacguxa
4 Amaxu na mpauc- 7 |2 4 10 Oruenka BBINOJ-
nopmmyio ungpa- HEHWSI TPaKTUIe-
CmMpYKmypy cemu CKUX 3aJIaHUuN
5 7 |4 6 10 Ompoc. Ouenka
BBITOJI-HEHUS
Yazeumocms npo-
MPaKTUYE-CKUX
2PAMMHO20 KOOQ. .
3aJaHui
6 7 |4 4 16 OueHka BbINOJ-
beszonacnocmo npo-
HEHWUSI TPaKTUYC-
2PAMMHO20 KOOA. .
CKUX 3aJIaHu
7 7 |4 4 10 OreHka BBITOJ-
bezonacrnocmy ce-
HEHWUSI TPaKTUYIC-
meswvix cyHch .
CKUX 3aJIaHuN
Ox3amen 7 2 18 Dx3amen no ou-
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aemam

Wrtoro no nucru- 7 24
TUINHE

32

18

70

3. O0HoBJIeHHe pa3aea 9. MeToauvyeckue MaTepuaJibl
B paznen 9 BHecTu cneayromye u3MeHEHHUS.
3aMeHUTh NMPOU3BOJHBIE CJI0BA OT CIIOBA «JIA00PAaTOPHBII» HA COOTBETCTBYIOLIME MTPOU3BOIHBIE

CJIOBA OT CJIOBA (IIPAKTUYECKUI.

4. CoctaB nporpammHuoro odecneuenus (II0), coBpeMeHHBIX MPO(hecCHOHATIBHBIX 0a3
nanubixX (B1) u undgopmanuonno-cnpasounsie cuctem (MCC) (2018 r.)

Ilepeuyens I1O
Tabnuya 1
Nent Haunmenosanue I10 [Tpouzsogutens | Crocod pacpocTpaHeHUs
/i (ruyensuonnoe unu c60600-

HO PACnpOCMpaHsemoe)
1 Adobe Master Collection CS4 Adobe JIMIIEH3MOHHOE
2 Microsoft Office 2010 Microsoft JINIIEH3UOHHOE
3 Windows 7 Pro Microsoft JUICH3UOHHOE
4 AutoCAD 2010 Student Autodesk CBOOOJIHO pacrpoCcTpaHsie-

MO€e
5 Archicad 21 Rus Student Graphisoft CBOOOJIHO pacrpoCcTpaHsie-
Mo€e
6 SPSS Statisctics 22 IBM JUIEH3UOHHOE
7 Microsoft Share Point 2010 Microsoft JIMIIEH3UOHHOE
8 SPSS Statisctics 25 IBM JUIEH3UOHHOE
9 Microsoft Office 2013 Microsoft JUICH3UOHHOE
10 OC «Anbt ObOpazoBanue» 8§ 00O «bazanbT | IMLIEH3MOHHOE
CIIO
11 | Microsoft Office 2013 Microsoft JUICH3UOHHOE
12 | Windows 10 Pro Microsoft JUICH3UOHHOE
13 | Kaspersky Endpoint Security Kaspersky JMIIEH3HOHHOE
Ilepeuens Bl u UCC
Tabauya 2

Nori/it HanmenoBanmne

Web of Science
Scopus

MexnyHapoHbie pedepaTuBHbIe HaykoMeTpuieckue b/, noctymHbie B pamkax
HalMoHaJIILHOU nmoamucku B 2018 T.

nmoanucku B 2018 .

SAGE Journals

XKypnansr Taylor and Francis
DJIeKTPOHHBIC M3AHUS H3IaTeIbCTBA Springer

[Ipodeccuonanbupie nosHOTEKCTOBBIE B/I, JOCTYIHBIE B paMKax HallMOHAJIbHOM

Kypuansr Cambridge University Press
ProQuest Dissertation & Theses Global

JSTOR

[Ipodeccronanbubie MOHOTEKCTOBBIE b]]

W3nanus o o0IIeCTBEHHBIM ¥ TYMaHUTaPHBIM HaAyKaM




25

KommnbroTepHble clipaBOUHbIE IPaBOBbIE CUCTEMBbI
Koncynbrant Ilmoc,
l"apanT

Cocrasuteinb: K.1.H, nonenr, A.C. MoiskoB
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[Tpunoxenue 3
K JIMCTY U3MEHECHUI

5. O0HOBJIEHHE CTPYKTYPBI JUCIHILUIUHBI (MOIYJIs1) 1Jisl 04HOI (popmbl 00yuenus (2019 r.)

OO01mmas Tpy10éMKOCTb JUCIUITIIMHEI COCTaBIISIET 4 3.¢., 144 4., B TOM 4Hclie KOHTaKTHas paboTa o0yJa-
IOIIUXCS ¢ TIpenoiaBaTesieM 56 4., caMocTosTeNbHas pabora o0y4arommxcs 88 u.

Buner yueOHOM paboThI

(B "acax)
DopmbI TEKyLIE-
KOHTAKTHAas
, T'0 KOHTPOJIA
Ne | P v | 2 L S | B
0 a3Jien I CIHTLIN- Q = 55 5 yCIIEeBAEMOCTH,
n/n HbI/TEMBI 5 2 o= & g popma mpome-
0] o o o
o 9 -
% - 5 2 = = = 5 q[é g \© | KYTOYHOH aTTe
S| E|E |Eg SE |25 s = CcTanun
= o p= < E O E S w S <
o 5 o &g S 3 = s O =z
ORI (RN | = I =~ =
1 OcHosHbie nonsi- 7 |2 10 Ompoc.
musi, KOHYyenyuu u
NPUHYUNBL UHDOP-
MayuoHHoU be3-
onacHocmu
2 Texnonozuu 7 |4 6 10
aymenmugpurayuu, OneHka BBINOJ-
asmopuzayuu u HEHUS MPaKTUde-
ynpaenenus 00cmy- CKUX 3aJlaHui
nom
3 Texnonozuu 6e3- 7 |4 4 10 OrueHka BBINOJ-
onacHocmu Ha oc- HEHUS MMPaKTHIC-
Hose urbmpayuu u CKUX 3aJIaHui
MOHUmMOpUH2A
mpacguxa
4 Amaku Ha mpanc- 7 |2 4 14 O1ieHKa BBITIOJ-
nopmuyto ungpa- HEHUS MpaKTude-
cmpyKmypy cemu CKUX 3aJlaHui
7 2 3auem no bune-
3auem
mam
Uroro 3a cemectp: 12 16 44
5 8 |4 6 10 Ompoc. Ouenka
BBITIOJ-HEHUS
Yazeumocms npo-
IpaKTUYe-CKUX
2PAMMHO20 KOOQ. .
3alaHui
6 8 |4 4 20 OueHka BbINOJ-
beszonacnocmo npo-
HEHUS MPaKTUde-
2PAMMHO20 KOOQ. .
CKUX 3aJIaHui
7 8 |4 4 14 OueHka BbINOJ-
bezonacrnocmy ce-
HEHUS MMPaKTHIe-
meswvix cyHch .
CKUX 3aJIaHui
8 2 3auem no 6une-
3auem
mam
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Hroro 3a cemectp 12 16 44
Wroro no nucnu- 24 32 88
TUIMHE

6.CocTtaB nporpammHuoro odecneuenus (I10), coBpemMeHHBIX MpodeccHOHATBLHBIX 0a3
nanubIxX (b1) u undgopmanuonno-cnpasounsie cuctem (MCC) (2019 r.)

IHepeuens I1O
Nent HaumenoBanue [10 [IpousBonurens Cnoco0 pacnpoctpaHe-
/i HUsl (TUYyeH3UOHHOe UU
€80600HO pacnpocmpa-
Hslemoe)
1 Adobe Master Collection CS4 Adobe JMIIEH3HOHHOE
2 Microsoft Office 2010 Microsoft JUIEH3HOHHOE
3 Windows 7 Pro Microsoft JUIEH3HOHHOE
4 AutoCAD 2010 Student Autodesk CBOOOIHO pacmpocTpa-
HICMOE
5 Archicad 21 Rus Student Graphisoft CBOOOIHO pacrmpocTpa-
HICMOE
6 SPSS Statisctics 22 IBM JULEH3UOHHOE
7 Microsoft Share Point 2010 Microsoft JHUIECH3UOHHOE
8 SPSS Statisctics 25 IBM JINIEH3UOHHOE
9 Microsoft Office 2013 Microsoft JUIEH3UOHHOE
10 OC «AnbT O6pazoBanue» 8 00O «bazanst CIIO | auneH3noHHOE
11 | Microsoft Office 2013 Microsoft JUIEH3UOHHOE
12 | Windows 10 Pro Microsoft JHUIEH3UOHHOE
13 | Kaspersky Endpoint Security Kaspersky JIMICH3U OHHO®
14 | Microsoft Office 2016 Microsoft JTUIEH3UOHHOE
15 | Visual Studio 2019 Microsoft JUIEH3UOHHOE
16 | Adobe Creative Cloud Adobe JUIEH3HOHHOE
Ilepeuens B/l m UCC
Norr HaumenoBanme
/m

1 | MexnyHaponnsie pedepaTuBHbie HaykoMeTpudeckue b/, qocTynHbIe B paMKkax HaIu-

oHaLHON moamucku B 2019 1.
Web of Science
Scopus

2 | IlpodeccronanbHbie mOTHOTEKCTOBEIE B/, TOCTYmHBIE B paMKaxX HAIIHOHAJIBEHOH 10T~

nucku B 2019 1.

SAGE Journals

Kypuansr Cambridge University Press
ProQuest Dissertation & Theses Global

XKypuaner Taylor and Francis

3 | llpodheccuonanbHbie MOTHOTEKCTOBBIE BJ]

JSTOR

W3 nanus o 00IIEeCTBEHHBIM U TYMaHUTAPHBIM HaAyKaM
DnexTponHas oubmmoreka Grebennikon.ru
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4 | KoMIbloTepHbIE CIIPAaBOYHBIE IIPABOBBIE CUCTEMBbI
Koncynbrant Ilmoc,
["apanT

Cocrasuteinb: K.1.H, nonenr, A.C. MoiskoB
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[Ipunoxenue 4
K JIUCTY U3MEHEHUI

7. O0HOBJIEHHE CTPYKTYPbI JUCHUIIMHBI (MOAYJIsA) 11 04HOH popMmbl 00yuenus (2020 r.)

OOmmast Tpy10EMKOCTh TUCIUTIUIMHEI COCTaBIsIeT 4 3.¢., 152 4., B TOM uncie KOHTakTHas paboTta o0yda-
IONIUXCS ¢ TIpernoaBatesieM 56 4., camocTosTenbHas pabora oOydaromuxcs 96 u.

Bunsr yueOHOI paboThI

(B yacax)
@DopMBI TEKyILIE-
KOHTAKTHAast
, T'0 KOHTPOJIS
Ne | P v | 2 L S | B
0 a3JIeJT AU CIUILIN - 2 2 55 5 yCIIEBAEMOCTH,
n/n HbI/TEMBI 5 2 o= & g popma mpome-
0] o o o
o 9 -
% - 5 2 = = = X q[E:) § \© | XKYTOYHOMH aTTe
S| E|E |Eg SE |25 s = CTalun
= | = = |8 F 8 = & 2
o L | &%
o 5 o &g S 3 = s O =z
ORI O E5 B8 =
1 OcHognvie nomsi- 7 |2 10 Ompoc.
musi, KOHYyenyuu u
NPUHYUNBL UHDOD-
MayuoHHou bes-
onacHocmu
2 Texnonozuu 7 |4 6 12
aymenmugpurayuu, OneHka BBINOJ-
asmopuzayuu u HEHUS MPaKTUde-
ynpasnenus 00cmy- CKUX 3aJIaHui
nom
3 Texnonozuu 6e3- 7 |4 4 12 OrieHka BBITIOJ-
onacHocmu Ha oc- HEHUS MMPaKTHIe-
Hose urbmpayuu u CKUX 3aJIaHui
MOHUmMOpUHeA
mpacguxa
4 Amaxu na mpauc- 7 |2 4 14 Orenka BBINOJI-
nopmuyo ungpa- HEHUS MpaKTuIe-
CMPYKMypy cemu CKUX 3aJlaHui
7 2 3auem no bune-
3auem
mam
Hroro 3a cemecrp: 12 16 48
5 8 |4 6 14 Ompoc. Ouenka
BBIMOJI-HEHUS
Yazeumocms npo-
IpaKTUYe-CKUX
2PAMMHO20 KOOQ. .
3alaHui
6 8 |4 4 20 OueHka BbINOJ-
beszonacnocmo npo-
HEHUS MMPaKTUIC-
2PAMMHO20 KOOA. .
CKUX 3aJIaHui
7 bezonacnocmy ce- 8 |4 6 14 O1uieHKa BBITOJ-
mesvix cuyxHch HEHUS MPaKTHIC-
CKHX 3aJlaHui
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8 3auem no bune-
3auem
mam
Hroro 3a cemectp 12 16 48
Wroro no nucru- 24 32 96
[UIMHE

8. O0HOBJIEHUE OCHOBHOI M JOMOJHHUTEIBHOM JuTepatypsl (2020 r.)

B pasnen 6. YueOHo-MeTOAMYEeCKOEe U HH(POPMALMOHHOE O0ecnevyeHHe TUCUNIITIMHBI
BHOCSTCS CIIEAYIOLINE U3MEHEHNUS

Hononnutk pazaen OcHOBHAs IUTEpaTypa

Kazapun, O. B. IIporpamMMHo-anmapaTHBIE CpEACTBA 3alIUThl MH(GOpMAIMH. 3aIluTa
POrpaMMHOI0 o0ecredeHus : ydeOHHUK U npakTukyMm st By3oB / O. B. Kazapun, A. C. 3a6a0y-
puH. — Mocksa : M3narensctBo FOpaiit, 2020. — 312 ¢. — (Bricmee o6pazoBanue). — ISBN
978-5-9916-9043-0. — Tekct: onektponnwni // DObC Hpait [caiit]. — URL:
https://urait.ru/bcode/452368

Jubpos, M. B. Cetu u tenexkoMmmyHukauuu. Mapmpyrtuszanus B [P-cersax B 2 4. Yacts 1
: yueOHMK U mpakTUKyM ais By30B / M. B. JIuGpoB. — Mocksa : U3natensctBo FOpaiit, 2020.
— 333 c. — (Bwicmee obopazoBanue). — ISBN 978-5-9916-9956-3. — TekcT : 31eKTpOHHBIN //
OBC Opaiir [caiit]. — URL.: https://urait.ru/bcode/452430

Ju6pos, M. B. Certu u TenexkommyHnukanuu. Mapmpytusanus B [P-cersax B 2 4. Yacts 2:
y4eOHUK M NpakTUKyM Juis By3oB / M. B. Jlu6poB. — MockBa : U3narensctBo FOpaiit, 2020. —
351 c¢. — (Beicuiee o6pazoBanue). — ISBN 978-5-9916-9958-7. — Tekcr : 31eKTpOHHBIN //
OBC HOpaiir [caiit]. — URL: https://urait.ru/bcode/453063

Honomuutk pazaen JlomoJaHuTeIbHAS JJATEPATypa
Hlermo, A. 0. 3amuTa nHGOpMaNUU: OCHOBHI TEOPUH: Y4eOHUK i OakanaBpuaTa U Maru-
crpatypsl / A. 0. Hlernos, K. A. HlernoB. — Mocksa: U3natensctBo KOpaiit, 2020. — 309 c.
— (bakanaBp u maructp. Akagemuueckuit kypc). — ISBN 978-5-534-04732-5. — TekcT: amek-
tpouHubiit // DBC FOpaiit [caiiT]. — URL: https://urait.ru/bcode/449285
CeTtu ¥ TeleKOMMYHHMKAIUH : Y4eOHUK U mpakTukyM it By3oB / K. E. Camyiinos [u 1p.] ; moxg
penakiuenr K. E. Camyiinosa, U. A. [Hlamumona, 1. C. Kyns6oBa. — MockBa : U3narenscTBo
HOpaiit, 2020. — 363 c. — (Bsicmee obpa3zoBanue). — ISBN 978-5-534-00949-1. — Tekcr
anektponHbli // OBC FOpaiit [caiit]. — URL: https://urait.ru/bcode/450234 (mara oOpamieHwus:
09.09.2020).

9. B anement paboueii mporpammel n.4 OOpa3zoBaTesibHble TEXHOJOIHMH BHOCSTCS
CIIEAYIOLNE U3MEHEHUS:

B nepuon BpeMEHHOro MPUOCTAHOBIIEHUS IMOCEUICHUs OOYYarolMMHUCS MOMELICHUH U
tepputopun PITY. nns opranuzanuy y4deOHOro mporecca ¢ NPUMEHEHUEM 3JIEKTPOHHOIO
o0y4yeHUs M JAMCTAaHIIMOHHBIX 00pa30BATENBHBIX TEXHOJOTMH MOTYT OBITH HCIOJIb30BAHbI
creayromme o0pa3oBaTeNbHbIe TEXHOIOTHHU:

— BUJICO-JIEKIINU;

— OHJIAMH-JIEKIIMH B PEXKUME PEabHOrO BPEMEHU;

— DJICKTPOHHBIE YUeOHHUKH, yaeOHbIE MOCO0Hs, HAyYHbIC U3JaHUS B SJIEKTPOHHOM BHUJIE U
JIOCTYTI K MHBIM 3JIEKTPOHHBIM 00pa30BaTeNbHBIM pecypcam;

— CHCTEMBI JIs SJIEKTPOHHOT'O TECTHPOBAHUS;

— KOHCYJIbTALlUHU C UCIIOJIb30BAHUEM TEJIEKOMM YHUKAIIMOHHBIX CPEICTB.

10. B snemenT paboueil mporpammsl 7. MaTrepuajibHO-TeXHHMYecKoe olecrevyeHHe
I[I/ICIII/[HJII/IH])I/MO)IyJIH BHOCATCA CICAYIOINE U3MCHCHU A


https://urait.ru/bcode/452368
https://urait.ru/bcode/449285

Ilepeyens Bl u UCC
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Neri/i

HanmenoBanue

1

Web of Science
Scopus

MexnyHapoaHbie pedepaTHBHbIE HaykoMmeTpuueckue bJI, mgocTymHble B paMKax
HaroHaJbHOM moamucku B 2020 1.

noxnucku B 2020 r.

SAGE Journals

Kypuanst Taylor and Francis

XKypuanst Cambridge University Press
ProQuest Dissertation & Theses Global

ITpodeccronanbuple mosHOTEKCTOBbIe bBJ[, nmocTymHble B paMKax HalMOHAJIbHOMN

JSTOR

[TpodeccronanbHbIe TOTHOTEKCTOBBIE B/

W3nanus no o0IIEeCTBEHHBIM U TYMaHUTaPHBIM HayKaM
OnextponHas oubmmoreka Grebennikon.ru

Koncynbrant [Limtoc,
lapanT

KOMHBIOTCPHBIG CIIPpaBOYHBIC ITPABOBLIC CUCTCMbI

B oanmemeHT paboueli mporpamMmbl

7. MarepuajibHO-TEXHHYECKOe o0ecnevyeHue
AUCUHUIJIMHBI/MOYJISl BHOCSTCS CIEAYIOIINE N3MEHCHHUS:
CocrtaB nporpammuoro odecnedenus (I10)

Nent Haumenosanue 110 [IpouzBoauTtens Cnoco0 pacnpocrpaHe-
/m HUS (IUYyeH3uoHHOe UlU
€c680000HO pacnpocmpa-
Hsiemoe)
1 Adobe Master Collection CS4 Adobe JIUIEH3UOHHOE
2 Microsoft Office 2010 Microsoft JIMIIEH3MOHHOE
3 Windows 7 Pro Microsoft JIUIEH3HOHHOE
4 AutoCAD 2010 Student Autodesk CBOOOIHO pacrmpocTpa-
HIEMOE
5 Archicad 21 Rus Student Graphisoft CBOOOHO pacmpocTpa-
HIEMOE
6 SPSS Statisctics 22 IBM JIMLIEH3UOHHOE
7 Microsoft Share Point 2010 Microsoft JIUIEH3UOHHOE
8 SPSS Statisctics 25 IBM JIMLEH3UOHHOE
9 Microsoft Office 2013 Microsoft JIMLEH3UOHHOE
10 | OC «Anbt OGpa3oBanue» 8 000 «bazanpet CIIO | nuueH3MOHHOE
11 | Microsoft Office 2013 Microsoft JIMLEH3U OHHOE
12 | Windows 10 Pro Microsoft JIMLIEH3U OHHOE
13 | Kaspersky Endpoint Security Kaspersky JIMIICH3MOHHOE
14 | Microsoft Office 2016 Microsoft JIMLIEH3U OHHOE
15 | Visual Studio 2019 Microsoft JIMIIEH3MOHHOE
16 | Adobe Creative Cloud Adobe JIMIIEH3HOHHOE
17 Zoom Zoom JINIICH3NOHHOC
CocraBuTeb:

K.t.H, nouenr, A.C. MoaskoB




