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1. IlosicHUTeJIbHAA 3aIUCKA

1.1. lenr u 3aga9¥l JUCHUILINHBI

[lenp MUCIUIUIMHBI — 0O3HAKOMJICHHUE CTYACHTOB C MEeTOdaMH (pOpMHpPOBAHUS KOMILIEKCHOUM CH-
cTeMbl MHPOPMAITUOHHOHN OS30TIaCHOCTH; OBJIAJICHUE METOJAMH IPOSKTUPOBAHUS M TTOICPIKKH
KU3HEHHOTO ITMKJIA CHUCTeM WH(MOPMAaIMOHHON Oe30macHOCTH, (POPMHUpPOBAHUE MPAKTHICCKHX
HABBIKOB IO YITPABJIICHUIO M aJIMUHUCTPUPOBAHUIO KaK OTACITHHBIMA KOMIIOHCHTAMH, TaK H I10 JI-
CUCTEMOU 3aIUThl HH(QOPMAILIMHU B IEJIOM, a TaKXKe IO pa3paboTKe ¥ BHEIAPEHUIO TPEIOKCHHIMA
10 ONITUMHU3AIUU KOMILIEKCA CPEJCTB 3alIUThl HH()OPMAITHH.

3amaun JUCIHUILIMHEI:
— paccMoTpeHue 0a30BBIX MOHATHH B 00JACTH KM3HCHHOTO ITMKJIA TOJICUCTEMBI 3alIWTHl WH-

dbopmaruy;

— PacCMOTpPEHHE DIIEMEHTOB MPOCKTHPOBAHUS TOACHUCTEMBI 3aIUTHl WH(POPMAIIUH, BOIIPOCOB
pa3pabOTKK MOJIENN yrpo3 U MOJETH HAPYLIUTENs, MOCTPOSHUS U MOCIEAYIOUIeH dKCIuTyaTa-
IIUY TIOACHUCTEMBI 3aIIUTHl HHQOPMAIHH C YIETOM ITHX MOJIETICH;

— OompefeTieHHe TPUHIIUIIOB aIMHHUCTPUPOBAHUS TTOJCUCTEMBI 3alIUTHl WH(MOPMAINH, 30HBI
OTBETCTBEHHOCTH M 00S3aHHOCTEH aJIMUHHCTpAaTOpa HH(OPMAIIMHOHHOH 0€301TacHOCTH;

— (opMupoBaHHE MIOHUMAaHUS CIIOKHOCTH 3a7[aud MHTETPAIIMH TIOJICHCTEMBI 3allIUThI HHPOpMa-
uMu B MHGOPMAIMOHHYIO CHCTEMY M aJIMUHUCTpUpOoBaHMs €€ 06e3 ymepba Juisl 1eneBoit
(YHKIIMM CUCTEMBI.

1.2. ®opmupyemble KOMIIETEHIINH, COOTHECEHHBIE C IIAHUPYEMBIMU DPE3yJIbTaTaMU OOYYCHHS

10 AU CIHHUITIINHE:

Koabsl komne-

Conep:xanue Kome-

IlepedyeHb MIaHNUpPyeMbIX pe3yJabTATOB 00y4e-

TeHI[UH TeHI Ui HHSA 10 THCIUTIIHHE

OIIK-4 CIOCOOHOCTh ~ TIOHMMATh | 3HATH: COCTAB MOJICUCTEM 3aIIUTHl HHPOPMALIUU U
3HaYeHHUEe WHGOPMAIMH B | IPUHIIHUIEI UX (YHKIIMOHUPOBAHHUS.
pa3BUTHH COBPEMEHHOTO | YMETh: OCYLIECTBISTh BBIOOP U HACTPOUMKY T0I-
oOmiecTBa,  MPUMEHSATH | CHCTEM 3aIUThl HHPOPMAIUK B COOTBETCTBUU C
WH(POPMALMOHHBIE  TEX- | pEIIaeMbIMHU 3aaYaMH.
HOJIOTHH JIIsl TIOWCKa W | BiiajgeTs HaBbIKAaMHM yCTAaHOBKH, HACTPOWKH U al-
00paboTKKM MHPOPMALIMN | MUHUCTPUPOBAHHUSI MTOJCUCTEM 3alIUThl HH(pOpMa-

ITUH.

I1CK-3.2 CrocoOHOCTh  (opMuUpPO- | 3HATH: TpeOOBaHUS, MPEABSABIAEMbIE K MOACHUCTE-
BaTh TNPEMIOKEHHUS 110 | M€ 3aIluThl HMHGOpMAIMM B  HOPMATHUBHO-
ONTUMU3AIMHA KOMILUIEKCA | METOJIMYECKON TOKYMEHTAIIMH, METOJbl M CIOCO-
TEXHUYECKUX  CPEJICTB, | Obl aJIMUHUCTPUPOBAHHS TMOJCHUCTEMBI 3allIUThI
NpUMEHSeMbIX B (YHK- | HHQOpMaIK, METOJUKH OICHKH HaJAEKHOCTH ©&
IIUOHAIILHOM  TIpolecce | PyHKIIMOHUPOBAHUSL.
3alUIAEMOr0 00bEKTa C | YMETh: BBINOJIHATh IUIAHUPOBAHUE BHEIPEHMUS,
LeNbI0 00ecreueHusl ero | BHeIPEeHUe U 3KCIUTyaTalluio CPEICTB 3alllUThl MH-
UHPOpPMALMOHHOW ~ 0e3- | popMaluu Kak BCTPOEHHBIX B OOLIECHCTEMHOE U
OMACHOCTU M OCYILECTB- | IPUKIAJHOE MpOrpaMMHOE obecreueHue, Tak U
JSTh TEXHUKO- | CIIEIUAIN3UPOBAHHBIX HAJIOKEHHBIX.
HSKOHOMHYECKOE 000CHO- | BiageTs: HaBbIKaMH  IOKyMEHTAJIbHOTO  COIpO-
BaHUE MpeaaraeMblX | BOXKICHUS IEHCTBUIN MO AKCIUTyaTallii U aqMUHU-
Mep 3aIUTHI. CTPUPOBAHHIO KOMIUIEKCA CpPEACTB 3allUThl HH-

dopmarmu
I1K-3 CMOCOOHOCTh  aJMMHHU- | 3HATh: METOJIOJIOTHYECKHE M  TEXHOJIOTHYECKUE

CTPUPOBATH MOJACHUCTCMBI

OPUHIUIBL GOPMUPOBAHMS M HKCILTyaTallMM MO JI-
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nHpOopMaIMOHHON  0e3-
OIIACHOCTH OOBEKTa 3a-
IIUTEL

CHCTEMBI 3aIUThl HH(QOPMAIH WH(POPMALTMOHHOM
CHCTEMBI.

VYMeTb: yuacTBOBaTh B pa3paboTKe MOJAEIeH yrpos
U HapyIIUTENEH, YUUTHIBATh MOJIOXKECHUS MOJETIeH
Opd  aIMHUHHCTPUPOBAHUHM KOMILUIEKCA CpPEJCTB
3anIUThl HHQOPMAIIHH.

Bnaners: HaBbIKaMU HACTPOMKH U aJIMUHUCTPUPO-
BaHUS, a TaKKe MOACPHHU3AIMHA KOMILIEKCA
CpeACTB 3alMThl WH(OPMAIMH; YIPABICHUS CO-
NPSOKEHHEM M COBMECTHOM JKCIUTyaTaleld pa3Ho-
POJIHBIX CPEJICTB 3AIIUTH HH(POPMAITUH.

IK-11 CIOCOOHOCTh TPOBOJUTH | 3HATB: CTPYKTYPY TMOJCUCTEM 3alIUTHI UHPOpMa-
SKCIEPUMEHTHI IO 33JaH- | MU U 0COOEHHOCTH pabOThI C HUMHU.
HOU MeTOoJMKe, 00paboT- | YMETh: OCYIIECTBISATH BHIOOP M HACTPONKY TOJ-
KY, OLIEHKY IOTPEUIHOCTH | CUCTEM 3alUThl HHPOPMAIUH, TIPOBOJANUTH OLIEHKY
U JIOCTOBEPHOCTH HUX pe- | HaAEKHOCTH UX (PYHKLIMOHUPOBAHUSI.
3yJIbTaTOB Bnagers: merogamu oueHku 3¢ ¢GEeKTUBHOCTH pa-

00ThI MOACUCTEM 3aITUTHI HHPOPMAITHH.
IK-12 CrOCOOHOCTh TPUHHUMATH | 3HATh: METOJBI TPOBEPKH PabOTOCTIOCOOHOCTH

ydyaCTue B MPOBCACHUUN
OKCIICPUMCHTAJIBHBIX HC-

MOJICHICTEM 3aITUT HH(HOPMAITHH.
YMeTb: BBITIOJIHATH MPOBEPKY HYHKIIMOHUPOBAHUS

CJIEIOBAHMI CUCTEMBI | TOJICUCTEM 3aIUTh HHPOPMAITHH.
3alUThl HHQOpMAIUU Brnaners: HaBbIKaMM TECTUPOBAHUS MOACUCTEM
3amuTHl HHOOPMAITHIH.

1.3. MecTo IUCIUTIIIMHBI B CTPYKTYpe 00pa30BaTENbHOM MPOTPaMMBbI

JucnummmHa «HbOpMAIMOHHBIE TEXHOJIOTHH. AJMUHUCTPUPOBAHKE TIOJCHCTEM 3aIllMThl WH-
(dhopmarum» OTHOCUTCS K 0a30BOM YacTH OJIOKA TUCITUIIINH Y4EOHOTO TUTaHa.

JIJIss OCBOCHMS TUCIUIUIMHBI HEOOXOJAMMBI 3HAHUS, YMEHUS W BJAJICHUSA, CHOPMUPOBAHHBIC B
XOJIC U3YYCHHS CIACAYIONIMX JUCIUILIMH U IIPOX0XKICHUS NPaKTHK: «H(pOpManOHHBIE TEXHO-
sorum», «CeTH B CUCTEMBI Tiepeadun HH(HOPMALIAN).

B pe3ynbrare 0CBOCHHS MUCIUIUTHHBI ()OPMUPYIOTCS 3HAHMSI, YMECHHUS U BIIAJCHHS, HEOOXOIH-
MBIC JUIS U3YUCHUS CICAYIONUX AUCIMILIAH M MIPOXOXKIACHHUS MPAKTHK: «[ yMaHUTapHBIE acIeK-
Thl MHPOPMAIMOHHOHN Oe3omacHocThY, «KowmIiuiekcHoe obOecrnedeHne 0e30macHOCTH O0BbeKTa
uHpopmaruzanumny, «IIpoekTHpOBaHUE CUCTEM 3alUThI 00BEKTOB HH(POPMATHIAIIUHN .

2. CTpyKTYypa AUCHHUILINHBI
CTpyKTypa JTHCHUILIMHBI /151 04HOI (POPMBI 00ydeHH s
OO6mas Tpy10EMKOCTh UCIUIUIMHEL cocTaBisier 3 3.e., 108 4., B TOM umcie KOHTakTHas pabora

o0yJarommxcs ¢ rpernogasareneM 42 4., MpOMeXyTO4Has arrecranus 18 .,
caMoCToATeNbHAs padoTa obydatonmxcs _48 .

Bunasl yueOHOM paboThI
B Yacax
( ) @opMBI TEKYILE-
KOHTaKTHasl
. ro KOHTPOJIS
=
Ne Paznen aucrumiu- Q 2 > = 5 yCIIEBaEMOCTH,
o
n/n HBI/TEMBI 5 z E S & € | ¢opma npome-
= |2 2,88 |ES i
el = § 2 §Ex|582 5 & | XKYTOYHOM aTTe-
5|5 | fEESElzgs | 25|  craum
p= 4 = < E O § S = < §
o) 0 o) 2y S5 =S O =
1R O E 8B & o]




Mecmo u ponv noocu-
cmembl 3auumsl UH-
popmayuu 6 cogpe-
MEHHbIX UHpOopMayu-
OHHBIX CUCTEeMAX

Ormpoc.

Veposwvl bezonacho-
cmu UHGOPMAYUOH-
HOU cucmembl

Ormpoc.

Mooenwv yepo3 u mo-
deb Hapyuumens

Ormpoc.

Cywnocmos aomMunu-
CMPUPOBAHLUSL

Ormpoc.

OcHosbl mexHono2uu
BUPMYANBHBIX 3AUU-
wiennovlx cemeil VPN

Ormpoc.

3awuma na kanano-
HOM, CeaHCOB80OM U ce-
mesom ypoensx. Ac-
nexmol 3aujumol 6eo-
nopmanos

Ompoc.

Aomunucmpuposanue
Medccemesbix IKPAHOB

Ompoc.

Oyenka 3¢hghexmus-
HOCMU U HA0EHCHOCTU
@YHKYUOHUPOBAHUSL
noOCcUCmeMbl 3aujumsl
uHgopmayuu

Ompoc.

Ipakxmuueckue 3amus-
mus 1. Pazpabomxa
Mooenu yepo3 u Hapy-
wumens

OTtuér 0 mpakTu-
YEeCKOM 3aHSITHH

10

Ilpakxmuueckoe 3ams-
mue 2. AOmunucmpu-
PpOoBanue 6CMpoOeHHbIX
cucmem 3awumor OC
Windows u Windows
Server

OTtuér 0 mpakTu-
YEeCKOM 3aHSITHH

11

Ipaxmuueckoe 3aHs-
mue 3. Hacmpotixa
MedHccemesvlX IKPAHO8

OTt4€r 0 mpakTu-
YEeCKOM 3aHSITHH

12

Ipaxmuueckoe 3ams-
mue 4. Cozoanue
VPN-xanana.

OTuér 0 npakTu-
YEeCKOM 3aHSATUU

IK3AMEH

18

3K30MeEH No Ou-
nemam

HUTOT'O:

20

22

18

48




3. Conep:xkaHue TUCHUILIUHBI

Tema 1. MecTO M posib MOACHCTEMBI 3aIUUTHI HH(POPMALMH B COBPEeMEHHbIX HH(pOpMaLU-
OHHBIX CHCTEMAX

CrpykTypa aBTOMaTtu3upoBaHHON mH(popmanroHHOH cuctembl (AMC). Haznauenue u 3amaum,
pemaemsbie [I3U. Crpykrypa [13U. Oransr paspadotku [13U1. KommiekcHbiit moaxoa K paspa-
ootke [13U. [Tonsatue x)n3HeHHOrO 1uKia cucreMmsl. JKusnenusid mukn [131. Moaenn Xu3HeH-
Horo 1ukia. Tpeboanus k [I31 B HOpMaTUBHO-METOANYECKOHN TOKYMEHTAIUH.

Tema 2. Yrpo3sl 0e3o0nacHoCTH HH(POPMAIIMOHHON CHCTEMBbI

VYrpo3sl OezonmacHOCTH UHpOpMauu. YTeuka nHGopmanuu. HecaHKIIMOHUPOBAaHHBIM JOCTYI K
nnopmanuu. Knaccudpukamus yrpos. Ysa3BUMOCTH WHOOPMAIMOHHBIX cucteM. llomcucreMsl
cucremsl 3.

Tema 3. MojaeJib yrpo3 u MojieJib HApyIIUTest

PazpaboTka Monenu yrpo3 u Mojiesi HapymuTtens. PykoBoisiiue HopMaTHBHBIE TOKYMEHTHI 110
pa3paboTke Mojienel U onpeaeNeHus aKTyalbHbIX YIPO3. DTallbl INIAHUPOBAHUS U BHEIPEHUS
CPEICTB 3alIUThl HHPOPMAIHIH.

Tema 4. CymHOCTh aIMUHHCTPHPOBAHUA

[IpaBuma, pernamenTsl U cTparerus agmMuHuctpupoBanus B AVIC. @yHKIWK U 3a1a4u aIMAHU-
ctpupoBanusl. [losmTrka 6e3onacHocTr. O0S3aHHOCTH aIMUHHUCTPATOpa HHGOPMAITMOHHON Oe3-
onacHocTH. [IporpamMmMbl 6e30MacHOCTH aAMMHHUCTPATUBHOIO U MPOLEAYPHOTO YPOBHS. 3aliuTa
AC kak mporiecc ynpasJiieHHs puckaMu. AHaiau3 puckoB. OCHOBHBIE MOJXO/bl K aHAJIU3Y PUC-
KOB. OJTambl aHaM3a PUCKOB M yIlpaBieHus uWMH. AamubuctpupoBanue B OC cemeiicTBa
Windows. AagmunauctpupoBanue B OC cemeiictea Windows Server.

Tema 5. OCHOBBI TEXHOJIOTHH BUPTYAJbHBIX 3alIIUIIEHHBIX ceTeld VPN

Konnenmus noctpoeHusi BUPTyalIbHBIX 4acTHBIX ceTeil — VPN. OcHOBHBIE MOHATHS U (YHKITUH
cetu VPN. 3ammura napopmanuu B mporecce e€ nepenayn no tyHHenmo VPN. VPN-ximeHr,
VPN-cepBep u numo3 6e3omacioctd VPN. Peanuzanust mexanuzma VPN. Bapuantsl moctpoe-
HUS BUPTYaJIbHBIX 3alIMINEHHBIX KaHAIOB. CpeacTBa obecniedeHust 6e3onacHoct VPN. Kpure-
pun 0e30MacHOCTH JIaHHBIX MPUMEHUTENBHO K 3agadaM VPN. VPN-pemenus ais mocTpoeHus
3amuméHabx ceteil. Knmaccudukanusa cereit VPN. Kpurepun knaccudukannu. OCHOBHBIC Ba-
puanThl apxuTekTypbl VPN. JlocTonHcTBa npuMmeHeHust TexHosioruii VPN.

Tema 6. 3amuTa HA KAHAJIBLHOM, CEAHCOBOM M CETEBOM YPOBHSIX. ACIEKTHI 3allIMTHI Be0-
NMOpPTAJIOB

[Ipotokousbl opMuUpOBaHUs 3aUIUIIEHHBIX KaHAIOB Ha KaHajdbHOM ypoBHeE. IIpoTokonm PPTP.
Crpykrypa nakera. [Ipotokon L2TP, ero npeumymectsa. @opmupoBaHue 3aluuiEHHOTO BUP-
TyalpHOTO KaHana B mpoTokoie L2TP. [IpoTokosnsl popmMupoBaHus 3allMIIEHHBIX KaHAOB Ha
ceancoBoM ypoBHe. [Iponenypa ycranosnenusi SSL-ceccuu. Hemoctatku mportokosioB SSL u
TLS. IIpotokon SOCKS, ero ocobenHoctn. CxeMa YCTaHOBJIEHUS COEIMHEHMS MO MPOTOKOIY
SOCKS v5. 3amura 6ecripoBogubix cereid. [Ipotokonst WEP, TKIP, WPA u WPA2.

3ammTa Ha KaHaJbHOM, CEaHCOBOM M CETEBOM YPOBHSX. APXUTEKTypa CpeAcTB 0€30MacHOCTH
IPSec. KommnoneHTsl peanusaruii npoTtokoia IPSec umeror crnenyromue. ApXUTEKTypa CTeka
nmpotokoJioB [PSec. 3amura nepenaBaeMbix 1aHHBIX ¢ oMol npotokosoB AH u ESP. Ilpo-
TOKOJI ayTeHTU(UIMPYIOLIEro 3arojoBka. Ilpumenenue npotokona AH B TpaHCIOPTHOM U TyH-
HENbHOM pexkumax. IIpoTokon MHKamcynupymoomen 3amuThbl, NpuMeHeHue nportokosa ESP B
TPAHCIIOPTHOM M TYHHEIILHOM peKHUMax. ANTOpUTMBI ayTeHTUuKauu u mudposanus B [PSec.
Crpykrypa anroputma HMAC. TlpoTtokon ynpasienus kpuntoxmouamu IKE. 3agaun, pemae-
Mmele npotokonamu IKE. Ycranosnenue OezonacHoil accoumarnuu. bassl nanaeix SAD u SPD.
OcHoBHble cxembl puMeHeHus [PSec. [IpakTuyeckne acnekTsl 3amUThl BEO-MOPTAJIOB OT WH-
(dopMalMOHHBIX aTak. THIOBas apXUTEKTypa BeO-MopTaa. MOJACUCTEMbl aHTUBUPYCHOM 3alllu-
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Thbl, KOHTPOJI LIE€JIOCTHOCTH, Pa3sTpPaHUYEHUs JOCTYIa, OOHAPY)KEHUs BTOPXKEHMM, aHaIu3a 3a-
MUIIEHHOCTH, KPUNTOTpapuyuecKor 3amuTsl HHPOPMALKHU, TOJCUCTEMY YIPABJICHUS 3aIUTON
BEO-TIOPTAJIOB.

Tema 7. ATMMHUCTPHPOBaHUE MeKCeTeBbIX IKPaHOB. CHCTeMbl 00HAPY KEHUS aTaK
VYrpo3bl, CBA3aHHBIE C IEPUMETPOM KOPIOPaTUBHOM ceTu. COCTaBIISIIOIIME 3aUTHI IEPUMETPA.
MexceTeBbIe OKpaHbl UX BUIBI. AI[MI/IHI/ICTpI/IpOBaHI/IG MCKCETCBBIX 3KPaHOB. HGMI/IHI/ITapI/I?)O-
BaHHas 30Ha. CucTEMBI YIIpaBJICHUA YA3BUMOCTAMMU. Ananuz COACPIKMMOTI'0 IMOYTOBOI'O0 U BeO-
tpaduka. Cucremsl oOHapyxeHus arak. Kinaccudukamms cucteM oOHapy»XEHHS aTak.

Tema 8. Ouenka 3¢p(peKTHBHOCTH U HAAEKHOCTH (PYHKIHOHUPOBAHMS MOJACHCTEMBbI 3alIH-
Thl HHPOPMALMHU

[Tonstue a¢pdextuBHocTu. [lokazarens u kpurepuit 3¢pdexruBHOCTU. MeTobl OLIEHKU A ek-
TUBHOCTH. Mozenu oueHku 3¢ ¢dextuBHOCTH. HanéxHoCTh moacucTeMbl 3alllUThl HH(OpPMALINK.
[TonsTie ayaura nHpopMamoHHo# 6e3omacHocTy. Tumbl aynuta. MTHCTpyMeHTanbHbIE TPOBEP-

KH.

4. O0pa3oBaTe/ibHbIE TEXHOJIOTHH

Ne |HaumeHoBaHue pa3- .
Buabl yueOHbIX 3aHATHI Oo0pa3oBaTte/ibHbIE TEXHOJIOTHH
n/n |nenaa
1 |2 3 4
1 |Mecmo u ponv noocu- |Jlexyus 1. Tpaouyuonnas nexyus ¢ UCnOJb-

cmembl 3aujumaol UH-
Gopmayuu 6 cospe-
MEHHBIX UHOpMayu-
OHHbBIX CUCTEMAX

Camocmosmenvras paboma

306AHUEM npeseHmauuﬁ

H3yyenue mamepuanos nekyuti

2 | Veposwvl bezonacnocmu
uHpopmayuonHoll cu-
cmembl

Jexyus 2.

Camocmosmenvras paboma

Tpaouyuonnas nexyus ¢ UCnOJb-
308aHuUeM npezeHmayuil

H3yyenue mamepuanos nekyuti

3 |Mooenwv yepo3 u modenw
Hapywumers

Jlexyus 3.

Camocmosmenvras paboma

Tpaouyuonnas nexyus ¢ UCNOb-
308aHuUeM npezeHmayuil

H3yyenue mamepuanos nekyuti

4  |Cywynocmov aOmunu-
CMpUpOBaAHUsL

Jlexyus 4.1
Jlexyus 4.2

Camocmosimenvuas pa60ma

Tpaouyuonnas nexyus ¢ UCnOJb-
308anuUemM npezeHmayuil

Hsyquue mamepuanos ﬂeKl/;l/llZ

5  |Ocnoswt mexunonocuu
BUPMYANbHBIX 3AUU-
wennvix cemeti VPN

Jexyus 5.

Camocmosimenvuas pa6oma

Tpaouyuonnas nrexyus ¢ UCHONb-
308aHUeM npe3eHmayuil

Hzyuenue mamepuanog nexyu

6 |3awuma na xanane-
HOM, Ceanco8oM u ce-
meeom ypoeHsx. Ac-
neKmul 3auumsl 6e6-
nopmainos

Jlexkyus 6.1
Jlexyus 6.2

Camocmosimenvuas pa6oma

Tpaouyuonnas nexkyus ¢ UCnob-
308anuemM npezeHmayuil

H3zyuenue mamepuanog nexyui

7  |Aomunucmpuposanue
Mediccemesbix IKPAHO8

Jexyus 7

CamocmosmenvHas pa60ma

Tpaouyuonmnas nexkyus ¢ UCnob-
308anuemM npezeHmayuil

Hsyqeuue mamepuailos Jzem;uﬁ

8  |Ouyenka s¢hgpexmusno-

Jlexyus 8

Tpaduuuouuaﬂ JIeKYUsl C UCnoJjlb-




CMuU U HAOENCHOCMU
DYHKYUOHUPOBAHUSL
noocucmemol 3auuUmMbl
ungopmayuu

Camocmosmenvhas paboma

306AHUEM npes'eHmaL;uﬁ

H3y’l€Hu€ mamepuailos JleKLﬂ/Hj

9 |llpakxmuyeckue 3ams-
mus 1. Pazpabomka
Mooenu yepo3 u Hapy-
wumens

Jlabopamopnoe 3anamue 1.

Camocmosmenvhas paboma

Buvinonnenue npakmuyeckozo 3a-
Oanus

10 |lIpakmuueckoe 3ans- |JlabopamopHoe 3ansmue 2. |Bvinonnenue npakmuieckozo 3a-
mue 2. AOmuHucmpu- oanus
posanue 6cmpoenHbIX
cucmem 3awumol OC  |Camocmosmenvrasn paboma
Windows « Windows
Server
11 |llpakmuueckoe 3ans- |Jlabopamophoe 3ansimue 3. | Bvinonnenue npakmuueckozo 3a-
mue 3. Hacmpotixa oanus
mediccemesvix skpana | Camocmosmenvuas paboma
12 |llpakmuueckoe 3ans-  |IIpakmuueckoe 3ansimue 4. | Bvinonnenue npakmuueckozo 3a-

mue 4. Cozoanue VPN-
Kanaua.

Camocmosmenvuas paboma

OaHusl

5. OneHKa NJIAHUPYEMBIX Pe3yJIbTATOB 00yYeHusl

5.1. Cucrema orieHUBaHUS

®opmMa KOHTPOJIS Makc. KoJIM4ecTBO 0aJ1JI0B
3a onny pa- |Bcero
ooty

Tekymuii KOHTPOJIb:

— onpoc 3 bannos 24 6annos

— npakmuueckoe 3ansmue (memwvt 1,2.4) |10 6annos 30 6annos

— npakmuueckoe 3ansimue (mema 3) 6 6anos 6 6annos

[IpomexxyTouyHas arrecTanus 40 6annos

9K3aMeH

HToro 3a Aucuninny 100 6annos

9K3aMeH

HepequL KOMHCTCHI.IPIIZ C YKa3aHUECM IOTAIIOB UX (bOpMHpOBaHHH B IIpOLECCC OCBOCHHA NUCL U~
IUIMHBI IIPCACTABJIACTCA B BUIC Ta6J'II/II_IBIZ

No Konmponupyemwoie pazoenvt | Koo konmponupyemon | Haumenoeanue oye-
n/n (membt) oucyunaunsl KOMnemeHnuyuu HOYHO020 cpedcmea

1. Tema 1 OIIK-4 Ornpoc

2. Tema 2 OIIK-4 Ornpoc

3. Tema 3 OIIK-4, TICK-3.2 Ormpoc

4. Tema 4 ITK-3 Ompoc

5. Tema 5 ITK-11, TTCK-3.2 Ornpoc

6. Tema 6 IMK-11, ITK-12 Onpoc

7. Tema 7 IMK-11, IMK-12 Ornpoc




10

8. Tema 8 ITK-11, 1MK-12, TICK-3.2 | Ompoc

9. Ipaxmuuecxue 3anamus 1. OIIK-4, IICK-3.2 ITnau MPAKTHIECKOTO
3aHATHS

10. | IIpakxmuueckoe 3ausmue 2. T1K-11, TIK-12 ITnan MPaKTUYECKOTO
3aHATHS

11. | Ilpakmuueckoe 3anamue 3. MK-11, TIK-12 [Tnan [IPAKTUYECKOIO
3aHSATHS

12. | Ilpakmuueckoe 3ansamue 4. MK-11, TIK-12 [Tnan IIPAKTUYECKOIO
3aHATHS

[Tonmy4eHHBIN COBOKYITHBIN PE3yJIbTaT KOHBEPTUPYETCS B TPAJAUIIMOHHYIO IIKATy OLEHOK U B
Ikany oueHok EBpornelickoil cucreMsl nepeHoca U HakorieHus: kpeautos (European Credit
Transfer System; nanee — ECTS) B cooTBeTCTBUM ¢ TabIUIEH:

100-6anpHas mika- TpammonHas mxana [lIxana
na ECTS
95 -100 A
83904 OTJINYHO B

68 — 82 XOPOIIIO 3a9TCHO C

56 — 67 D

50 55 YIOBJIETBOPUTETHHO £

20 -49 FX
0_19 HEYIOBJICTBOPUTEITHHO HE 3a4TEHO F

5.2. Kputepuu BbICTaBJICHUS OIICHKH 0 TUCIUTLINHE

HO)» /
«3aYTCHOY

banabl/ Ouenka no auc- Kpurepun oueHku pe3yjbTaToB 00y4eHHs MO JUCHU-
IIkana HUILTHHE IUINHE

ECTS

100-83/ «OTIUIHOY / BricTaBnsercs o0y4aromeMycsi, €CJIM OH TJIyOOKO U MpoY-
AB «3a4TEHO (OTJINY- | HO YCBOMJI TEOPETHUUCCKUI M MPAKTUICCKUN MaTepHal,

MO3KET IPOJAEMOHCTPUPOBATH 3TO Ha 3aHATHUSAX U B XOJI€
IPOMEXYTOUHOM aTTecTaIiu.

OO0yyaromuiics UCYEPIBIBAIOIIE U JJOTHYECKU CTPONHO U3-
naraet y4eOHbII MaTepuall, yMeeT yBI3bIBaTh TEOPHUIO C
MPAKTUKOM, CIIPaBIISIETCA C pelIeHUeM 3a/1a4 nmpodeccuo-
HAJIBHOW HAMPaBICHHOCTH BBICOKOTO YPOBHSI CIIOKHOCTH,
MPAaBHJILHO 00OCHOBBIBAET MPUHSTHIC PEIICHHSL.
CB00OIHO OpHEHTUPYETCS B y4eOHOM U mpodeccuoHa b-
HOU JIUTEpaType.

OneHka 1o JUCHMITIIMHE BBICTABIISIIOTCS 00yJaromemMycs ¢
Y4ETOM PEe3yJIbTATOB TEKYILEU U IPOMEKYTOYHOU aTTe-
CTalUU.

Komnerenuu, 3akpenyiéHHble 3a JUCUUIUITMHON, ChopMu-
pPOBaHbI HA YPOBHE — «BBICOKUI».
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Banany/

Ml xana
ECTS

Onenka mo auc-
HUILINHE

KpnTepml OICHKHU pPE3yJbTaToOB oﬁyqe}mﬂ mo 1uCuum-
IJIMHE

82-68/
C

«XOpouIoy /
«3a4TeHO (X0po-
11o)» /
«3a4TECHO»

BeicraBiisieTcss 00ydaromemMycsi, €Clii OH 3HAaeT TeopeTHue-
CKMI Y NPAKTUYECKUI MaTepHUall, IPAMOTHO U 10 CYLIECTBY
M3JIaraeT ero Ha 3aHATHUAX U B XOJ1€ IPOMEKYTOUYHOU aTTe-
CTalMU, HE JOIyCKas CYIECTBEHHbIX HETOYHOCTEN.
OOyyaromuiics MpaBUJIbHO IPUMEHSET TEOPETUUECKUE T10-
JIO’KEHUS TIPU PELIEHUH MPAKTUYECKUX 3a]1a4 Ipodeccuo-
HaJIbHOM HAIPABICHHOCTH Pa3HOTO YPOBHS CIIOKHOCTH,
BJIa/IeeT HEOOXOJUMBIMU I ATOIO HAaBbIKaMU U MpUEMa-
MHU.

JlocTaTouHO XOpOIIO OPUEHTHUPYETCS B y4eOHOH U Mpo-
dbeccuoHanbHOM TUTEpaType.

Ornenka no JUCIUILIMHE BBICTABISAIOTCSA 00y4aroniemMycs ¢
Y4ETOM pE3yJIbTATOB TEKYILEH U IPOMEXKYTOYHOM aTTe-
CTalUN.

Komnerenuuu, 3akpeniéHHble 3a AUCUUIIIMHON, CPOpMHU-
pPOBAaHBI HA YPOBHE — «XOPOIINIIN.

67-50/
D.,E

«YIOBIIETBOPH-
TEIBHOY /
«3a4TeHo (y/IoBIIe-
TBOPHUTEIHHO)» /
«3aYTCHOY

BricTaBnsiercs o0ydaromemMycs, €Cu OH 3HaeT Ha 6a30BOM
YPOBHE TEOPETUYECKUI U MMPAKTHUYECKHUI MaTepra, 10-
MyCKAaeT OTAETbHbIEC OIMOKHU MPU €ro U3JI0KEHUH Ha 3aHs-
TUSAX U B XOJI€ IPOMEKYTOYHOU aTTECTALNH.
OOyuaromuiics UCTIBITHIBACT ONPEAEIEHHBIE 3aTPyIHEHUS
B IPUMECHEHUH TEOPETUYECKUX MOJI0KEHUH NIPU PELICHUH
NPaKTUYECKUX 3a]a4 PO(HeCCHOHATILHON HAlPaBIEHHOCTH
CTaHJAPTHOIO YPOBHS CJIO’KHOCTH, BJIajIee€T HEOOXOJUMBbI-
MU JUIs1 3TOr0 0a30BBIMU HaBBIKAMU M TPUEMaMHU.
JleMOHCTpHpYET TOCTaTOYHBIN YPOBEHDb 3HAHUS y4eOHOM
JUTEPATYpPBI 110 TUCLUIUIAHE.

OneHka 1o JUCLUIUIMHE BBICTABIIAIOTCS 00ydaroieMycs ¢
Y4€TOM pe3yJIbTaTOB TEKYLIEH U IPOMEKYTOYHOU aTTe-
CTalLlUH.

Komnerennuu, 3akpeniaéHHble 3a AUCHUIIMHOMN, chopMHU-
pPOBaHbI HA YPOBHE — «IOCTATOYHBINY.

49-0/
F.FX

«HEYJIOBIIETBOPH-
TEJIBHOY /
HE 3a4YTEHO

BricraBnsercs oOyyaromemMycs, €ciii OH He 3HaeT Ha 6a3o0-
BOM YPOBHE TEOPETUYECKHUI U IPAKTUUECKUNA MaTepual,
JIOITyCKaeT rpyOble OIIMOKU IPU €ro W3JI0KEHUU Ha 3aHs-
TUSX U B XOJI€ IIPOMEKYTOYHOU aTTECTALNH.
OOyuaromuiicss UCTIBITHIBACT CEPbE3HBIE 3aTPYIHEHUS B
IIPUMEHEHUH TEOPETUUECKUX TOJI0KEHUN IIPU PELICHUU
NPaKTUYECKUX 3a]a4 Mpo(dhecCHOHATbHON HANPaBIEHHOCTH
CTaHJAPTHOTO YPOBHS CII0)KHOCTH, HE BJIaJieeT He0OX0 U~
MBIMU I OTOTO HAaBBIKAMU U IIPUEMAMHU.

JleMoHCTpHpYeT (parMeHTapHble 3HaHUS y4eOHOH uTe-
paTypsl 10 JUCLUIIIIUHE.

OreHka 1o JUCHUIIMHE BBICTABIIAIOTCS 00yJaroieMycs ¢
Y4ETOM pEe3yJIbTATOB TEKYILLEH U IPOMEKYTOYHOU aTTe-
CTalUU.

KoMnerennumn Ha ypoBHE «JOCTaTOUHBII», 3aKPETUIEHHBIE
3a JUCUUIUIMHON, HE C()OPMHUPOBAHBI.
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Ouenounsie  cpeactBa  (Marepuanbl) s TEKYHIETO

MPOMEKYTOYHOM aTTecTaliy 00yJaromuxcs Mo JUCIUTUTHHE

Yemmuouin onpoc

KOHTPOJIS

YCIIEBAEMOCTH,

YceTHBIH 0mpocC — 3TO CPEACTBO KOHTPOJISA, OPraHM30BaHHOE KaK CHelHaibHas Oecesia mpenoaa-
BaTeNsl C 00YJAOIIUMCS Ha TEMBI, CBI3aHHBIC C U3y4aeMOU TUCIUTUTHHOM, U PACCYUTAHHOE Ha
BbISICHEHHE 00bEMA 3HAHUM, 00yJaroIIerocs Mo onpeneiéHHOMY pa3/eily, TeMe, podiieMe u

T.II
Ilepeuenv ycmmuuix 60npocoe 0nsa npoeepKu 3HAHUIL
Ne | Bonpoc Peanusyemas
KOMITCTEHITHS
1. | Ha3nauenue u 3amaum, peniaemble MoJcUCTEMOM 3amuThl uHpopma- | OIIK-4
uuu (I131).
2. | Crpykrypa I13U. OIIK-4
3. | Dransl pa3paborku [13U. OIIK-4
4. | Yrpo3ssl 6e3onacHocti nHGopmanmu. Knaccuduxanms yrpos. OIIK-4
5. | Yreuka unpopmanuu. HecankunonupoBaHHblil gocTyn K uHpopma- | OIIK-4
1007078
6. | Ysa3sumocT nHpOopManmoHHBIX cucteM. [loncucremsl cuctemsl 31 OI1K-4
7. | PazpaboTka Momenu yrpos. OIlK-4, [ICK-3.2
8. | Pa3paboTka Moienu HapyIIuTels. OIlK-4, [ICK-3.2
9. | PykoBojsimue HOpMaTUBHBIE JOKYMEHTHI 10 paspadoTke moneneit u | OIIK-4, [ICK-3.2
OTIPEJICIICHUS aKTYaJIbHBIX YTPO3.
10. | [TonuTrka G€30MaCHOCTH. I1K-3
11. | IIporpammbl 6€30MaCHOCTH aJAMHHHUCTpaTuBHOTO MW TmpornemypHoro | I[1K-3
YPOBHSI.
12. | Dramnbl aHanM3a PUCKOB U YIIPABICHUS UMH. ITK-3
13. | Peanmuzanusa mexaanzma VPN [1K-11, I[ICK-3.2
14. | VPN-xment, VPN-cepBep u nutro3 6e3omacHoctd VPN, IK-11, IICK-3.2
15. | Knaccuduxamus cereir VPN. IIK-11, IICK-3.2
16. | ITporokon PPTP. CtpykTypa makera. IK-11, TTIK-12
17. | Ilpouenypa ycranoBieHust SSL-ceccun. IK-11, ITK-12
18. | 3amuTa GeCIPOBOIHBIX CETEH. IIK-11, IIK-12
19. | CocraBnsroniye 3aIThl IEpUMETpA. IK-11, ITK-12
20. | MexceTeBble dKpaHbl WX BUIbl. AnMuHHCTpupoBaHue MexcereBbix | [IK-11, ITK-12
9KPAHOB.
21. | JlemunutapuzoBaHHas 30Ha, €€ MOHATHE U CTPYKTYpa ITK-11, ITK-12
22. | Ilokazatenp u kputepuit apdexruBnoctu pynkuonuposanus [I3U. | TIK-11, T1K-12,
I1CK-3.2
23. | Hapé&xnocthe moacucteMbl 3amuThl uHpopmarnun. [lonstue aymura | I1K-11, T1K-12,
H(pOPMAIMOHHOM 0€30MacHOCTH. I1CK-3.2
24. | Monenu onieHKH (PPEeKTUBHOCTH. IIK-11, IIK-12,
I1CK-3.2

ITpumepnwie éonpocwl Kk IK3ameny — nposepka cgpopmuposannocmu komnemenyuit — OIIK-4,

1.

w

IIK-3, IIK-11, IIK-12, IICK-3.2

Crpykrypa aBToMatu3upoBaHHoU uHpopMmarmonHoi cuctemsl (AWC). Haznauenue u 3ana-

un, pemaemsle [I3U. Ctpykrypa I131.

Oransl pa3padbotku [13U. KommiekcHslit moaxon k paspadotke [13U1. TlonsTHe *KHU3HEHHOTO

IIUKJIa CUCTEMBL.
Kuzuennsiit nukia [13U. Moaenu )KU3HEHHOTO ITUKIIA.
Tpe6oBanus k [131 B HOpMaTUBHO-METOAUYECKOH TOKyMEHTAIUH.
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11.
12.

13.
14.
15.
16.
17.
18.
19.
20.

21.
22.

23.
24,

25.
26.

217.

28.
29.
30.

31.
32.

33.
34.
35.

36.
37.
38.
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VYrpo3ssl 6e3onacHoctu nHGpopmanun. Knaccupukamnus yrpos.

VYreuka undopmarmu. Kananer yredxu.

HecankunonupoBannslii foctyn k nuadopmarun. Bugst HCJL.

VYs13BUMOCTH MH(POPMAITUOHHBIX CUCTEM.

[Moncucremsr cuctemsl 3amuThl HHGopMaruu. Knacesr 3ammmeénnoctu CBT, AUC, mexce-
TEBBIX IKPAHOB.

Oransl pa3paboTKa MOJENIN YTpo3 U MOJEIN HapylurTens. PykoBosiiye HOpMaTUBHbIE 10-
KYMEHTBI 10 pa3paboTKe MOJIENeN U OoNpeaesieHUs] aKTyalIbHbIX yIpo3.

OTansl INIAHKPOBAHUS M BHEPEHUS CPEJICTB 3aIUTHI HHPOPMAITUHL.

[IpaBuna, pernmameHTsl U crparerus aaMuHuctpupoBanuss B AUC. @ynkuuu u 3aauu aj-
MHUHHUCTPUPOBAHUSL.

[Tonutnka 6e3omacHocTH. OOA3aHHOCTH aIMUHHCTpaTOpa WH(POPMAIMOHHON Oe30rMmacHo-
ctu. [IporpamMmbl 6€3011aCHOCTH BEPXHETO U MPOLETyPHOTO YPOBHSIL.

3ammra AWC kak nporiecc yrnpaBlieHHs] puckaMu. AHainu3 puckoB. OCHOBHBIE TOJIXOJIBI K
aHaJIM3y PUCKOB. DTallbl aHAJIN3a PUCKOB U YIIPABICHUS UMH.

Anmunuctpuposanue B OC cemeiictBa Windows.

Anmunuctpuposanue B OC cemeiictea Windows Server.

Konnenmus nmoctpoeHus BUpTyanbHbIX YacTHRIX cereid VPN. 3amura nndopmarmu B mpo-
necce e€ nepenayu 1o TyHHento VPN.

VPN-knuent, VPN-cepsep u nuto3 6e3onacioctu VPN. Peanuzanus mexanusma VPN. Ba-
PHAHTHI TIOCTPOCHUS BUPTYaTbHBIX 3AIUIIEHHBIX KAHAIOB.

CpenctBa obecnieuenus 6e3onacHoctd VPN. Kputepun 6e30macHOCTH JAaHHBIX MPUMEHU-
TenbHO K 3a1adaM VPN. VPN-pemenus 11 NOCTpOCHHS 3aIUIIEHHBIX CETEH.
Knaccudukanus cereit VPN. Kputepun knaccudukamnmu. OCHOBHBIE BapUAHTHI apXUTEKT Y-
pb1 VPN. JloctonHcTBa npuMeHeHust Texnosioruii VPN.

[TIporokon PPTP. Ctpykrypa makera.
[Iporokon L2TP, ero npenmymiecrsa. @opMuUpoBaHHE 3AMUIIEHHOTO BUPTYaJIbHOTO KaHasa
B nipotokoJtie L2TP.

[Iponenypa ycranoBnenus SSL-ceccun. Hemocratku nmpotokosoB SSL u TLS.

[IpoTokonn SOCKS, ero ocobennoctu. Cxema yCTaHOBJICHHS COSIMHEHHUS 1O TPOTOKOIY

SOCKS V5.
3amura 6ecripoBoaHbIX ceteid. [IpoTokomsr WEP, TKIP, WPA u WPA2.

Apxurektypa cpeactB Oe3onacHoctu [PSec. Kommonentsl peanusanuii nporokoia IPSec
HUMEIOT clieiytolue. ApXUTeKTypa cteka npotokoiioB [PSec.

3anuTa nepeaaBaeMbIX JaHHBIX ¢ MOMOIIBI0 MpoTokojaoB AH u ESP. [Ipumenenue npoTto-

koja AH B TpaHCTIOPTHOM UM TYHHEIBHOM PEXKHUMaX.

[Ipumenenue nporokosia ESP B TpaHCIOPTHOM U TYHHEJIBHOM PEKUMAaX.

Anroputmsl ayrentudukanuu u mudposanus B [PSec. Crpykrypa anropurma HMAC.
[Ipotokon ympaBnenust kpuntokiarouamu IKE. 3anmaum, pemaembie npotokonamu IKE.
Ycranosnenue 0Oe3onacHol acconuanun. basel ganaeix SAD u SPD.

[IpakTHdeckue acreKThl 3alIUTHI BEO-IOPTAIoB OT UH(POPMAIIMOHHBIX aTaK.

VYrpo3bl, CBsA3aHHBIE C MEPUMETPOM KOPHOPATUBHOU ceTH. COCTaBIAIOIIME 3aLIUThl EPU-
MeTpa. MexceTeBble 3KpaHbl UX BUBL.

Jemunurapu3oBaHHas 30Ha. AHAIIU3 COAEP>KMMOTO TIOYTOBOTO U BeO-Tpaduka.

Cucremsl 00HapyxeHus atak. Kiaccudukanus cucteM oOHapyKeHHUs aTak.

[Tonstue 3¢ pextuBHOCTH. [TokazaTens u kpuTepuil 3pPeKTUBHOCTH. MeToabl OIleHKH 3¢-

(dextuBHOCTH. Moenu onleHku YPGEKTUBHOCTH.

HanéxHocTh moacucTeMbl 3aIUTH HH)OPMAIIHH.
[TonsiTre aynura nHGOPMAIMOHHON Oe30macHOCTU. TUIIBI ayauTa.
HNHcTpymeHTallbHBIE TPOBEPKHU.

Ilpumepnsie mecmosoie 3a0anusn — nposepka cpopmuposannocmu komnemenyuii — OIK-4,

IIK-3, IIK-11, IIK-12, IICK-3.2



14

1. BupryaabHas 3ammménsas cetb VPN — 310

a) 00beIMHEHNE KOMIIBIOTEPOB B CETh Yepe3 OTKPHITYIO BHEIIHIOI cpely nepenadyud uHpopma-
UM B €JJMHYIO BUPTYAIbHYIO KOPIOPATUBHYIO CETh U oOecrieueHus: 6€30MacHOCTH IUPKYIIHU-
PYIOIINX JaHHBIX.

0) obvedunenue OKANbHbIX cemeli U _OMOeNbHbIX KOMNbIOMEPOS Yepe3 OMKPbIMYIO GHEUHIOI0
cpedy nepeoauu uH@dopmayuy 6 eOuHy0 eUpmyaibHyio KOPHOPAMUBHYIO cemb, 0becneyusaio-
WY 6€30NaACHOCHb YUPKYIUPVIOUUX OAHHBIX.

B) 00OBbEIMHEHHNE JIOKAIBHBIX CETEeH U OTIEIBFHBIX KOMITBIOTEPOB Yepe3 riao0anbHylo ceTh MHTep-
HET B €IMHYIO BUPTYAJIbHYIO KOPIIOPATUBHYIO CETh, 00ECIIEUNBAONTYI0 OE301MaCHOCTh IUPKYIIH-
PYIOIINX JaHHBIX.

r) 00beIMHEHNE OTACIHHBIX KOMIBIOTEPOB W MOOWIIBHBIX YCTPOMCTB 4epe3 riIo0ajbHYIO CETh
WHTepHeT B €AMHYI0 BUPTYaJIbHYIO KOPIIOPAaTUBHYIO CEThb, 0OECIEUMBAIOIIYI0 OE€30MacHOCTh
LHUPKYJIUPYIOLUIUX JaHHbBIX.

2. ITo npu3Haky «padoyero» ypousi moaeau OSI paznnuaror caenyomue rpynnbl VPN:

a) VPN kananvno2o yposus;

6) VPN npukiagHoro ypoBHs;

8) VPN ceancosoco yposHsi.

2) VPN cemesoeo yposnsi;

1) VPN TpaHCIOPTHOTO ypOBHS;

e) VPN mpencraBuTeNnbCcoro ypoBHs.

6. YueOHO-MeTOoANYECKOE U HH(POPMAIHOHHOE 0DecTIeYeHne TUCIIHIITHHbI

6.1. CiCOK MCTOYHUKOB M JIUTEPATYPHI

Hcrounukn
OcHOBHBIE

1. baszosas modenv yepo3 bezonacHocmu IEPCOHATBHBIX TAHHBIX MPU UX 00paboTke B HHGOP-
MallMOHHBIX CUCTEMaX NEPCOHANBHBIX JaHHBIX. Y TBEPKJICHA 3aMECTUTENEM AUPEKTOpa
OCTDOK Poccun 15 pespans 2008 r. [Dnekrponnsiii pecype] / ®CTOK Poccun. — Pexum
nocryma : https://fstec.ru/component/attachments/download/289, cBo6oambIii. — 3ari. ¢ 3xpa-
Ha.

2. I'OCT P 50922-2006. 3amuta uandopmariuu. OCHOBHBIEC TEPMHUHBI U OTIPEICICHUs. [ DIeK-
TpOHHBIA pecype] / Peskum mocryma :
http://www.consultant.ru/cons/cgi/online.cgi?req=doc&base=OTN&n=25219#022100440472
959426, cB0OOIHBIN. — 3ari. ¢ KpaHa

3. Memoouka onpedenenus akmyanbHblX yepo3 be3onacHocmu NepCcoOHAbHBIX JAHHBIX IPH UX
00paboTke B MHGOPMAITMOHHBIX CUCTEMAaX MEePCOHANBHBIX JaHHBIX. Y TBEp)K/IeHA 3aMecTuTe-
aem aupekropa PCTOK Poccuu 14 dpespains 2008 r. [Daexrponnsiii pecype] / ®CTIK Poc-
cun. — Pexxum focrtyma : https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114
-spetsialnye-normativnye-dokumenty/380, cBoGoaHbIi. — 3ari. ¢ SKpaHa.

4. Memoouueckue pekomenoayuu no pazpadomke HOPMATUBHBIX MTPABOBBIX aKTOB, ONPEIEs-
IOIUX YTPO3bl 0€30TIACHOCTH MEPCOHANBHBIX JIaHHBIX, aKTyalbHbIEe IPH 00pabOTKe Mepco-
HaJIbHBIX TAHHBIX B MH(POPMAIIMOHHBIX CUCTEMAaX MEPCOHANBHBIX JaHHBIX, IKCILTYaTUPYEMbIX
MIPH OCYIIECTBICHUH COOTBETCTBYIOIIUX BHUJIOB JCATEILHOCTU. Y TBEPKIEHBI PYKOBOJACTBOM
8 Ilentpa ®CB Poccunm ot 31 mapta 2015 roma Ne 149/7/2/6-432 [ Dnextponnslii pecypc] /
OCTIK Poccuu. — Pexum octyma: mo HepabouuM JAHSIM, B JTF000€ BpeMsl TEKCT JOKYMEHTa
MO>KHO TOJIY4YHTh Ha 1. iouTy http://www.consultant.ru/document/cons_doc_LAW_185051/,
CBOOOJHBIN. — 3ari. ¢ JKpaHa.

5. Pyxosooawuii 0okymernm. ABTOMaTU3UPOBAHHBIE CUCTEMBI. 3all[UTa OT HECAHKIIMOHUPOBAH-
HOTO JocTyna Kk nHpopManuu. Knaccudukanus aBToMaTH3UPOBAHHBIX CUCTEM U TPEOOBAHUS
1o 3amuTe uHhopMaIuu. Y TBEPKICHO pelIeHneM npeacenatens ['ocyaapcTBEHHOM TeXHU-
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yeckoil komuccuu npu Ipesunenre Poccuiickoii @enepanuu ot 30 mapra 1992 r. [Dnek-
TpoHHBIN pecypc] : Pexxum nocryma : https://fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/384-rukovodyashchij-
dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-g, ceBoOoaHbIH. —
3ari. ¢ ’KpaHa.

6. Pykogooawuil 0okymenm. CpelcTBa BHIYUCIUTEIBHON TEXHUKH. 3allUTa OT HECAHKIIMOHUPO-
BaHHOTO A0cTyna K nHpopMarmu. [lokazarenn 3amuImENHOCTA OT HECAHKIIMOHUPOBAHHOTO
JocTyna K nHGopMaui. YTBEpKIICHO PElICHnEM IpecenaTens [ ocy1apcTBeHHON TeXHUYe-
ckoi komuccun npu [Ipesunente Poccuiickoit @enepannn ot 30 mapta 1992 r. [DnexTpon-
HbIH pecype] : Pexxum poctyma : https://fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/385-rukovodyashchij-
dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-g2, cBoGoAHbIH. —
3ari. ¢ ’KpaHa.

7. Pykosooawuii ooxymenm. CpeacTBa BHIYUCIUTEILHON TEXHUKU. MeXCeTeBbIe SKpaHbl 3aliu-
Ta OT HECAaHKIIHOHUPOBAHHOTO JocTyna K nHpopmarun. [TokazaTenu 3anmmEHHOCTH OT He-
CaHKIMOHMPOBAHHOIO JIOCTYIa K HH(opMalu. YTBEpKIEHO peleHreM npeacenarens ['oc-
yaapcTBeHHOM TexHnuyeckoil komuccuu nipu [Ipesuaente Poccuiickoit @enepanuu ot 25
urong 1997 r. [DnexkrponHsIii pecypce] : Pexxum noctyna : https://fstec.ru/tekhnicheskaya-
zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/383-
rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-25-iyulya-1997-
g, CBOOOAHBIN. — 3ari. ¢ dKpaHa.

JlonoHUTETbHBIE

8. Ilpuxaz ®CTOK Poccuu ot 11.02.2013 Ne 17 «O06 yTBepKIeHNN TpeOOBaHUIT O 3aITUTE WH-
(hopmaruu, He COCTaBIIIONICH TOCYTapCTBEHHYIO TallHY, COJIEPKAIIECHCS B TOCYapCTBEHHBIX
MH(POPMAITMOHHBIX CUCTEMax» [ DNEKTPOHHBIN pecypc] : Pexxum mocryma :
https://fstec.ru/normotvorcheskaya/akty/53-prikazy/702, cBo6oanbIit. — 3ari. ¢ sKpaHa.

9. Pykosoosawuii 0okymenT. 3alIUTa OT HECAHKITMOHUPOBAHHOTO OCTyMa K nHbopmaruu. Tep-
MUHBI U OTIpENIeTICHUs. Y TBEPKIEHO penieHueM npenacenarens ['ocrexkomuccun Poccuun ot
30 mapta 1992 r. [DnexTpoHHbIi pecypc] : Pexxum moctyma : https://fstec.ru/tekhnicheskaya-
zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/386-
rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-
03, cBOOOIHBIN. — 3ariL. ¢ SKpaHa.

10. Pyxoeoosiwuti 0okymenm. 3anuTa OT HECAHKITMOHUPOBAHHOTO JIOCTYIA K HH(POPMAIIHH.
Yacrts 1. [Iporpammuoe oGecnieuenue cpeacTs 3amuThl uHGopmaruu. Kinaccudukanus no
YPOBHIO KOHTPOJISI OTCYTCTBUS HEACKIAPUPOBAHHBIX BO3MOXKHOCTEH. YTBEPKACHO PELICHHEM
npenaceaarens ['ocynapcTBeHHOM TexHrnueckoi komuccuu npu [Ipesunente Poccuiickoit @e-
nepanuu ot 4 uroHs 1999 r. Ne 114. [DnextpoHHsIii pecype] : Pexum nocrymna :
https://fstec.ru/component/attachments/download/294 cBoGoansIii. — 3ari. ¢ skpaHa

11. Dedepanvrulii 3akon «O06 nHGopmanyu, THGOPMAITMOHHBIX TEXHOJIOTHSIX U O 3alUTe
unpopmanun» ot 27.07.2006 Ne 149-D3 (pen. ot 19.07.2018). [DnexTpoHHsIit pecypce] : Pe-
*uM goctyna : http://www.consultant.ru/document/cons_doc_LAW_61798/, cBo60 HbI#. —
3ari. ¢ 3KpaHa.

JIureparypa

OcHoBHas
1.I'so3neBa B.A., Mudopmarnka, aBTOMaTn3upOBaHHbIE HHPOPMAIIMOHHBIE TEXHOJIOTHH U CUCTe-
Mbl: YueOnuk / M.:1J] ®OPYM, HULl UHDPA-M, 2015. - 544 c.
2.®enotoBa E.JI. MHpopMmalioHHbIE TEXHOIOTUN U cUcTeMbl: YueOHoe nocobue / M.: NI ®O-
PYM: HUIL] Undpa-M, 2013. - 352 c.
3.3atonckuit A.B. MHpopmaImoHHbIe TEXHOIOTUU: pa3padoTka MHOOPMAIMOHHBIX MOZENeH U
cucteM: Yue6. noc. / M.: U1l PUOP: HUL] UHD®PA-M, 2014 - 344c.
4.I'BozneBa B.A. MudopmaTrka, aBTOMaTU3UPOBAHHBIE WH(POPMAIIOHHBIE TEXHOJIOTUU H CUCTE-
Mbl: YueOunk / M.:MJl ®OPYM, HUL] UTHOPA-M, 2015. - 544 c.
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JlonoysHuTENbHAS
1. I'puwuna H. B. Opranuszanus KOMIJIEKCHON cucTeMbl 3amuThl nHdopmaru / H. B. I'pumm-
Ha. - M. : 'enmnoc APB, 2007. - 254 c. : puc., Ta6m. ; 20 cm. - Dk3. Ne 541-08 ¢ aBTOrp. aBT. -
bubnuorp.: c. 248-252 (45 nasB.). - ISBN 978-5-85438-172-7 : 150.00.

6.2. Ilepeuenp pecypcoB HHPOPMALUMOHHO-TEIEKOMMYHUKAITMOHHOM ceTH «HTepHeT».

1. OXPAHA ru. Poccuiickoe CMU o 6e3omacHOCTH. [ DNeKTpOHHBIN pecypc] : Pexxum moctyna :
https://oxpaha.ru/, ceoboHbI#i. — 3ari. ¢ 3kpaHa.

2. Sec.ru. ITopran no 6e3omacHoCTH. [DnekTpoHHbIN pecype] : Pexxum noctyma : http://sec.ru/,
HE00X0IMMa perucTpanus. — 3ari. ¢ IKpaHa.

2. Bank oannvix yepos 6ezonacnocmu ungopmayuu. [ Inexrponnsiit pecype] / ®CTIK Poccun,
DAY «'HUUU TIT3U ®CTOK Poccum» — Pexxum pocryma : http://sec.ru/, ceobomubIi. —
3arn. ¢ skpaHa. Oyenxa s¢ppexmusnocmu cucteM 3amuThl HHGopMaruu // [DIeKTpOHHBIH
pecypc]: Pexxum moctyma: http://infoprotect.net/note/ocenka_yeffektivnosti_sistem_zasccityi
informacii, cBo6oaHbIi

3. Buoeo ypoxu Cisco Packet Tracer. Kypc momnoaoro 6oiima. [DnexktpoHHbIi pecype] @ Pexum
J0CTyIa https://www.youtube.com/playlist?list=PLcDkQ2Au8aVNY sqGsxRQXYyQijlLa
94T9, cB0OOIHBIN. — 3ari1. ¢ IKpaHa.

7. MaTepuajibHO-TeXHUYECKOe ofecriedeHne AU CIUNIHHbI

21.]'[5{ MaTepI/IaJ'H)HO-TeXHI/ILIeCKOFO o6ecnequI/Is{ JOUCHUITIINHBI HCO6X0}II/IMO:
1) m1st AEKIMOHHBIX 3aHATHH — JIEKIMOHHBIM KJIacC ¢ BHIAECOMPOCKTOPOM M KOMITBIOTEPOM, Ha
KOTOPOM JIOJDKHO OBITh ycTaHOBIICHO cienyroriee [10:

Nen HaumenoBanue 110 [IpownsBoauTEH Crioco6 pacripoctpane-
/n HUS (TUYEeH3UOHHOEe UTU
€c680000HO pacnpocmpa-
Hsiemoe)
1 Microsoft Office 2010 Microsoft JIMI[CH3UOHHOE
2 Windows 10 Pro Microsoft JIMIICH3UOHHOE
3 Kaspersky Endpoint Security Kaspersky JIMIIEH3HOHHOE

2) 1S MPaKTHYECKUX 3aHATHI — KOMIIBIOTEPHBIH Ki1acc, 000pyI0BaHHBIM COBPEMEHHBIMH IIEP-
COHAJIBHBIMHM KOMITBIOTEPAMH JIJISI KAXKOTO CTyAeHTa. Ha KoMmmbroTepe MODKHBI OBITh YCTaHOB-
neno cnenyromee [10:

Nent HaumenoBanue [10 [TpousBoauTeInn Cnioco06 pacrpocTpaHe-
/i HUS (TUYEeH3UOHHOEe UTU
Cc680000HO pacnpocmpa-
Hsemoe)
1 Microsoft Office 2010 Microsoft JINIEH3UOHHOE
2 Microsoft JINIEH3UOHHOE
3 Kaspersky Endpoint Security Kaspersky JIMIICH3UOHHOE
4 Cisco Packet Tracer v.7.2 Cisco Systems YCIIOBHO CBOOOHOE

(HeoOxoMMa perucTpa-
ISl B CETEBOW aKaJeMUU

Cisco)
5 VMware Workstation 15 Player u | VMware, Inc CcBOOOHOE
BBIIIC
6 wim VirtualBox 6.0 Oracle CBOOOTHOE
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8. ObGecnieueHue 00pa3oBaATEJLHOTO mpolecca A JHI €  OrPaHHYEHHBIMH
BO3MOYKHOCTSIMU 3/I0POBbSI H HHBAJIU/I0B

B xo1e peanuzanuu IUCHUIUIMHBI UCIIOIb3YIOTCS CIEAYIOLIME TOMOIHUTEIbHBIE METObI
oOyueHus1, TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH M MPOMEKYTOYHOM aTTeCTAIIUU 00YJIArOIINXCS B
3aBUCHMOCTH OT UX WHAUBUAYAITHLHBIX 0COOCHHOCTEH

® ISl CIICIIBIX U CIIA00BUISIINX:

— JIEKIUU OQOPMIISIOTCS B BUJE JIEKTPOHHOTO JOKYMEHTA, JOCTYITHOTO C MOMOIIBIO KOM-
MBIOTEPA CO CIIEIUANTN3UPOBAHHBIM IIPOTPAMMHBIM 00ECIICUEHUEM;

— MMUCbMEHHBIE 3aJ]aHHs BBITIOJHSAIOTCS HAa KOMITBIOTEPE CO CIEHUAIM3HPOBAHHBIM TIPO-
rpaMMHBIM 00eCrieueHIEeM, WM MOTYT OBITh 3aMEHEHBI YCTHBIM OTBETOM;

— obecrieunBaeTcsi HHANBUIYATbHOE paBHOMEpPHOE ocBenieHne He meree 300 Jrokc;

— JUTSL  BBITIOJIHEHUS 3aJaHusl TMPH HEOOXOIUMOCTH TPENOCTaBISCTCS YBEINYHBAOIIEE
YCTPOKCTBO; BO3MOYKHO TaK)X€ MCIIOIh30BaHNE COOCTBEHHBIX YBEITMYMBAIOIINX YCTPOUCTB;

— MMUCbMEHHBIE 3aJIaHHsI 0(OPMIISIOTCS] YBEIIMYSHHBIM MIPUPTOM;

—9K3aMEH U 3a4€T MPOBOMATCS B YCTHOH (pOpME MM BBITIOIHSIOTCS B IMMCBMEHHOU (opme
Ha KOMITBIOTEPE.

® IS TIYXHX H CI1a00CITBIIIANTIX:

— JIEKIIUU OOPMIISIOTCSI B BHJIE AJIEKTPOHHOTO JTOKYMEHTA, JTHOO TPEIOCTABISETCS 3BYKO-
YCHUJIMBAIOIIAS aliapaTypa HHINBUIYaILHOTO TIOJIh30BAHNUS;

— MUCHMEHHBIE 3aJIaHVsI BBITIOTHSIOTCS HA KOMIIBIOTEPE B MMCbMEHHOH (popme;

— 9K3aMEH M 3a4€T MPOBOJIATCS B MUCBMEHHOH (hopMe Ha KOMITBIOTEPE; BO3MOYKHO TIPOBeE/Ie-
HUE B opMe TECTUPOBAHMS.

® JUIA JIMI] C HAPYIIEHUSIMU OMIOPHO-/IBUTATEIHHOTO armapara:

— IeKIUU OGOPMIIIOTCSI B BHJIE HJICKTPOHHOTO JOKYMEHTA, JOCTYITHOTO C MOMOIIBIO KOM-
IBIOTEPA CO CTIEIHATM3UPOBAHHBIM IPOTPAMMHBIM 00ECTICYCHUEM;

— MMCHbMEHHBIE 33JaHMs BBINOJHAIOTCS HAa KOMIIBIOTEPE CO CIEIHAIM3MPOBAHHBIM IIPO-
rpaMMHBIM 00€CTIeYeHUEM;

— 9K3aMeH U 3a4€T MPOBOJATCSA B YCTHOH (hopMe MM BBHINOJHSIOTCS B MUCBMEHHOH (opme
Ha KOMITbIOTEpE.

[Tpu HEOOXOIMMOCTH MIPEAYCMAaTPUBACTCS YBEINYECHIE BPEMEHH ISl TOJITOTOBKU OTBETA.

[lponenypa  mpoBeaeHUS  MPOMEKYTOUHOW  aTTecTanud Uil OOYyYalomIMXCs
YCTaHABIMBACTCA C€ Y4E€TOM HMX WHAMBUAYAJbHBIX IICUXO(U3NYECKUX OCOOCHHOCTEH.
[TpomexxyTouyHast aTTecTals MOXKET IPOBOAUTHCS B HECKOJIBKO ATAIOB.

[Tpu mpoBeneHMH MPONEAYPHl OLIEHUBAHUS PE3YIBTaTOB OOYYEHUS MPEIyCMaTpUBACTCS
UCIIOJIb30BAHUE TEXHUYECKUX CPEACTB, HEOOXOJMMBIX B CBA3M C WHIUBHIyaJbHBIMH
0COOCHHOCTSAMH OOYYaroUIMXCs. JTH CPEICTBa MOTYT OBITH NPEJOCTABICHBI YHUBEPCHTETOM,
WJIM MOTYT HMCIOJIb30BaThCsl COOCTBEHHBIE TEXHUYECKUE CPEIICTRA.

[lpoBenenne mpouenypbl OLEHWBAHMS  PE3YIbTaToB  OOY4EHHUS JIOIyCKaeTcs ¢
UCIOJIb30BaHUEM JMCTAHIIMOHHBIX 00pa30BaTeIbHBIX TEXHOIOT HA.

ObecnieunBaercs 10CTyNl K MHOOPMAIMOHHBIM U OMOIMOrpaduueckuM pecypcam B CETH
WuTepHeT ans kaxxaoro oOydaromierocss B popmax, alaiTUPOBAHHBIX K OIpaHUUYEHHSIM UX 3710-
POBbSI U BOCTIPUATHUS HHPOPMALIUU:

® IS CIIENBIX U CIa00BUISIIUX:

— B 11e4aTHOM hopMe yBeTnYeHHBIM HIPUPTOM;

— B JopMe PIEKTPOHHOTO IOKYMEHTA;

— B popme ayauodaiina.

® IS TIYXUX U CIa00CTBIIIAIINX:

— B 11e4aTHO! (opme;

— B popMe PIEKTPOHHOTO IOKYMEHTA.

e s 0OOy4arOLUXCs C HapYIIEHUSIMH OMOPHO-ABUIaTeIbHOTO arnmapara:
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— B IIe4aTHOU Qopme;
— B opMe SIEKTPOHHOTO JIOKYMEHTA;
— B popme ayauodaiina.

VY4eOHble ayTUTOPHH I BCEX BHIOB KOHTAKTHOM M CaMOCTOSATEIbHOW pabOThI, HaydyHAas
O6ubIMoTeKa M WHBIE TOMEIICHUsS JUIsi 0OY4eHHsI OCHAIICHBI CIEIHAIbHBIM 000pYIOBAHUEM U
y4eOHBIMH MECTaMH C TEXHUYECKUMHU CPEACTBAMU O0yIEHUSI:

® ISl CIICIIBIX U CIIA00BUISIINX:

— YCTPOHCTBOM JJ1sl CKaHUpoBaHus U uteHus ¢ kamepoit SARA CE;

— muctuieeM bpaiins PAC Mate 20;

— npuHTepoM bpaiins EmBraille ViewPlus;

® IS TIYXHX M CI1a00CITBIIIANTHX:

— aBTOMAaTH3MPOBAHHBIM pab04YMM MECTOM JUIsI JIIOACH ¢ HApPYIICHHWEM CITyXa M CIa0OCITbI-
IIaImx;

— aKyCTHUYECKHUI YCHIIUTEh W KOJIOHKH;

e st OOyJarOIUXCs C HApYIIEHUSIMH ONIOPHO-ABUTATEIHHOTO armapara:
— TIepeIBIKHBIMH, PETYINPYEMBIMU 3proHOMUYeckuMu mapramu CU-1;
— KOMITBIOTEPHOU TEXHUKOH CO CIEIHATIBHBIM IPOTPAMMHBIM 00eCTICUeHHEM.

9. MeToanyeckne MaTepHaJibl

9.1. [Tmaner TabOPATOPHBIX 3aHIATHH — MpoBepka chopmupoBanHOCTH KommereHmid — OITK-4,
IK-11, TK-12, TICK-3.2

Tembl yueOHON TUCIUIUIMHBI IPEIYCMATPUBAIOT MTPOBEIEHUE NMPAKTUUECKUX 3aHATHI, KOTOphIE

CIIY’KaT KaK LIEJSIM TeKYIIero U MpOMEXYTOYHOTO KOHTPOJIS MOATOTOBKU CTYACHTOB, TaK U Iie-

JISIM TIOJTY4€HHUs MPAKTUYECKUX HABBIKOB MPUMEHEHHUS METOJIOB BBIPAOOTKM pEIICHUM, 3aKper-

JIEHUS] U3YYEHHOT'0 MaTepuaa, pa3BUTHs yMEHUH, MPUOOPETEHUS OTbITa PEIIEHUS] KOHKPETHBIX

npoOsieM, BeleHUsl TUCKYCCUM, apryMEHTAallud M 3allMThl BbIOpaHHOrO perieHus. [lomoms B

3TOM OKa3bIBAIOT 3a/laHusl Ul NMPAKTUYECKUX 3aHATUN, BbIAaBaeMble MpEIoaBaTeieM Ha Kax-

JIOM 3aHSITHUH.

Heabro 1abopaTopHBIX 3aHATUHN SBISETCS 3aKpEIUIEHHE TEOPETUYECKOro MaTepuala u nmpruoodpe-

TEHUE MPAKTHUYECKUX HABBIKOB PabOTHI C COOTBETCTBYIOIIUM OOOpPYIOBaHUEM, MPOTPAMMHBIM

obecrieueHreM U HOPMATUBHBIMU IIPABOBBIMH JIOKyMEHTaMHU.

TemaTuka 1a00paTOPHBIX 3aHATUN COOTBETCTBYET MPOrpaMMe AUCLUILIHHEI.

Jabopamopnoe 3anamue 1 (6 u) — nposepka cpopmuposannocmu komnemenuyuii — OIIK-4,

IICK-3.2

3amaHus:

1. IlpoananuzupoBaTh yrpo3sl 6ezonacHoctu AC opraHu3aiui.

2. Pa3zpaboTtaTs MOJIeNb yrpo3 MO MpeioKeHHON (hopMe ¢ yI€TOM HOPMATHBHBIX IOKYMEHTOB
OCTOK.

3. Pa3zpaboraTte MOJieNb HApYIIUTENSA

VYka3aHus 110 BBINOJIHEHUIO 3a/laHUN:

1. M3yuuts TeopeTuyeckuil MaTepuai no remMe, HopMatuBHble JokyMeHThl PCTIK Poccun.

2. IlpenonaBateneM BbIAETCS CTPYKTYpa aBTOMAaTU3UPOBAHHOM CUCTEMbI OpraHU3aluu

3. OTBeTUTH HAa TEOPETUYECKHE BONIPOCH B KOHIIE TPAKTUUYECKOTO 3aHATUS

Crincok nureparypsl:

1. Ba3zoBast Mosienb yrpo3 6€30MaCHOCTH NEPCOHAIBHBIX JaHHBIX MTPH UX 00paboTKe B HHGOP-
MAallMOHHBIX CUCTEMAX NIEPCOHANIBHBIX JaHHBIX. Y TBEPKJIEHA 3aMECTUTENIEM AUPEKTOPA
OCTIK Poccun 15 pespans 2008 r. [Dnexkrponnsiii pecype] / @CTIK Poceun. — Pexum
nocryma : https://fstec.ru/component/attachments/download/289, ceoboanbIi. — 3ar. ¢ sKpa-
Ha.

2. Meronuka ornpe/esieHus aKTyaJbHBIX Yrpo3 0e30MacCHOCTH MEPCOHATIBHBIX JAHHBIX MPH UX
00paboTke B MHPOPMAITMOHHBIX CUCTEMaX MEPCOHATBHBIX JAHHBIX. Y TBEpXkKA€HA 3aMeCTUTe-
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nem qupextopa @CTIK Poccun 14 despans 2008 r. [Dnexrponnsiii pecype]| / @CTIK Poc-
cun. — Pexxum noctymna : https:/fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114
-spetsialnye-normativnye-dokumenty/380, cBoGOHBI#. — 3ari. ¢ 3KpaHa.

MarepuanabHO-TEXHHUECKOE 00eCTIeYeHnEe 3aHATHS:

1. Komnbrorepsl mo KoimdecTBy oOydatommxcs ¢ passépryrod OC Windows 10 Pro u
Microsoft Office 2010.

Jlabopamopnoe 3anamue 2 (6 u.) — nposepka cpopmuposannocmu komnemenyuit — [NK-11,

ITIK-12

3anaHus:

1. Pa3paboTka HOIUTUKN OE30MAaCHOCTH KOMITAHUH.

2. AnmunuctpupoBanne B OC Windows.

3. Anmunuctpuposanne B OC Windows Server.

YKa3zaHus M0 BBINOJHEHHUIO 3aJaHUN:

1. 3yuuTh TEOpETUUECKUI MaTepHal Mo TEME.

2. Pa3BepHyTh Ha BUPTyalIbHOU MaruHe onepanuontbie cucrembl Windows u Windows Server.

3. IlpenonmaBaTens BRIAAET KAKIOMY CTYJACHTY OpraHU3aIIMOHHO-IITATHYIO CTPYKTYPY GUPMBI H
npoctpancTBo [P-anpecoB s paboThI.

4. OTBETHTH HAa TEOPETHUYECKHE BOTIPOCHI B KOHIIE MMPAKTUIECKOTO 3aHSATHS

Cnucok nurepaTypsl:

1. l]eecnos A.IO. 3amurta nHGOpMaAIIUUA: OCHOBBI TEOPUH : YIeOHUK Jjisi OakamaBpuaTa U Maru-
ctpatypsl / A. 1O. Illernos, K. A. Hlernos. — M. : U3narensctBo Opaiit, 2019. — 309 c. —
(Cepwms : bakamaBp u maructp. Axanemuueckuit kypc). — ISBN 978-5-534-04732-5. [Dnek-
TpoHHBIH pecypc] : Pexxum pocrtyma : https://www.biblio-online.ru/book/zaschita-informacii-
osnovy-teorii-433715, cBoOo1HbII

2. lllanveun B.®. KomriekcHas 3amuTa HHQOpMaIMy B KOPIIOPATUBHBIX CUCTEMaXx : y4eO. mo-
cooue / B.®. lllanprun. — M. : Ul «®OPYM» : UHOPA-M, 2017. — 592 c. — (Bsicmiee 00-
paszoBanue: bakamaBpuar). - Pexxum gocryma: http://znanium.com/catalog/product/546679

MartepuanbHO-TEXHUYECKOE 0OecTieueHIE 3aHATHSL:

1. KomMmproTeps! 1Mo KoaudecTBy oOy4aronuxcs ¢ passépuyroir Windows 10 Pro u Microsoft
Office 2010, Bupryansnoii mammuoii VMPlayer.

Jabopamopnoe 3anamue 3 (4 u.) — nposepka cpopmuposannocmu komnemenyuit — IIK-11,

IIK-12

Samanus:

1. Pabora ¢ mexcereBbiM 5kpanom Cisco ASA.

2. AIMUHHCTPHPOBAHHE MEKCETEBBIX 3KpaHOB B mporpamme Cisco Packet Tracer.

Yka3zaHus 1o BBIMOJTHEHUIO 3a/IaHUH:

1. 3yuuTh TEOpETUUECKHIT MaTepHal Mo TEME.

2. BBIOJHUTH 33aHUS.

3. OTBeTUTH Ha TEOPETUYECKUE BOMPOCHI B KOHIIE MPAKTUYECKOTO 3aHITUS

Crucoxk nuTeparypsl:

[IpuBenén B 1. 6 nannou PI1/]

MarepuanabHO-TEXHHUECKOE 00ecTIeYeHHEe 3aHATHS:

1. KommbroTepsl 1o KosmuecTBy oOydaronruxcs ¢ passépuyroit Windows 10 Pro u Microsoft
Office 2010, Cisco Packet Tracer.

Jabopamopnoe 3anamue 4 (6 u.) — nposepka cpopmuposannocmu komnemenyut — IIK-11,

IIK-12

3agaHus:

1. Co3nate VPN-kanan mexy ¢puiuaiaMu U HEHTPAIbHBIM O(HCOM.

2. HactpouTts nentp aBropuzauun AAA.

VYKka3zaHus 10 BBITIOJHEHUIO 3aJaHUM:

1. IlpenonaBarenb BBAAET KAXKIOMY CTYACHTY aJpECHOE MPOCTPAHCTBO YACTHBIX CETEH U aape-
COB «IIpOBaiiiepay.
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2. OTBETHTH Ha TEOPETUYECCKUE BOIPOCHI B KOHIIE MTPAKTHYECKOTO 3aHSATHSI

Crincok nureparypsl:

1. Buoeo ypoxu Cisco Packet Tracer. Kypc mosoznoro Ooiinia. [DaeKTpoHHBIH pecypc] : Pexxum
noctyna :  https://www.youtube.com/playlist?list=PLcDkQ2Au8aVNY sqGsxRQxYyQijlLa
94T9, cBoOOIHBIN. — 3ari. ¢ IKpaHa.

MarepuanbHO-TEXHUYECKOE 00CCIICUCHUE 3aHSTHSL:

1. KomnbroTepsl 10 KoJuyecTBY oOy4atoruxcs ¢ pazsépuyroit ndows 10 Pro u Microsoft
Office 2010, Cisco Packet Tracer.

ITo pe3ynbpraTaM 1a00paTOPHOTO 3aHATHS OOYUAIOIIHNECS COCTABIAIOT OTUYET, CTPYKTypa KOTOPO-
ro npexacraBiaeHa Huxke. OTUET cocTaBsieTcs B AJIEKTPOHHOM (hopMe ¢ HcTob3oBaHueM MS
Office 2007 u BbIlIE U TepeAa&TCs MPENnogaBaTelto NOCPEACTBOM OTOBOPEHHON (POPMBI CBSI3U
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Ipunoowcenue 1
AHHOTAIUA JTUCHUITJINHBI

I[I/ICIII/IHJII/IHB, <<I/IH(1)OpMaIII/IOHHI)I€ TEXHOJIOTUU. AI[MI/IHI/ICTpI/IPOBaHI/IG IIOACUCTEM 3alllUuThl UH-
dbopmanum» peanmsyercs Ha GakynbTeTe MHOOPMAIMOHHBIX CHCTEM W OE30MMaCHOCTH IS CTY-
JIEHTOB 3-TO Kypca, 00yJaromuxcs 1Mo nporpaMme 0akaiaBpuaTa 1Mo HAIpaBICHUIO TOATOTOBKU
10.03.01 Mudopmanmonnas 6e3onacHoCTh (mmpodwib moarotopku — Ne 3 KoMruiekcHas 3ammra
00bekTOB HH(popMaTu3aimu) Kaheapor KOMIUIEKCHOH 3aIuThl HHQOpMALUH.

enb AUCUMIIMHBL, 03HAKOMJIEHHE CTYACHTOB C METOJaMU (OPMUPOBAHUS KOMIUIEKCHOM CH-
cTeMbl MTH(POPMAIIMOHHOM 0€30MacHOCTH; OBJIa/IEHUE METOJAMH IIPOEKTUPOBAHUS U MOAJEPKKU
KU3HEHHOTO IUKJA CUCTEM HH(OpPMallMOHHOW 0e30MacHOCTH, (POPMHUPOBAHUE MPAKTUYECKUX
HAaBbIKOB [0 YIPABJICHUIO U aIMUHUCTPUPOBAHUIO KaK OT/AEIbHBIMA KOMIIOHEHTAMH, TaK U 110 -
CUCTEMOM 3aIllUThl HH(OPMALIMU B LIEJIOM, a TaKXKe 10 pa3pabOoTKe U BHEAPEHUIO MPEIOKEHHM
10 ONTUMH3ALUHU KOMILIEKCA CPEJCTB 3alIUThl HHPOPMaLIUH.

3anauyn: paccMOoTpeHHe 0a30BbIX MOHITHH B 00JaCTH KU3HEHHOTO LHKJIA TOJICUCTEMBI 3aIlUThI
nH(pOpMaLUY; 3JIEMEHTHI TPOEKTUPOBAHUS MMOACUCTEMBI 3alIUTH HH(pOpMaLuy, pa3paboTka Mo-
JIeNId YTPO3 U MOJIENIM HAPYLIUTENs, MOCTPOEHHE M MOCIEAYIouasl SKCIUTyaTaus MoACUCTEMBI
3aluThl HHOPMAIUHU € YIETOM 3TUX MOJIENEH; onpeaeNeHus] MPUHIUIIOB aAMUHUCTPUPOBAHUS
MOJICUCTEMBI 3aIIUTHl UHPOPMAIMH, 30HbBI OTBETCTBEHHOCTH M 00sI3aHHOCTEN aJMHHHCTpaTOpa
nH(pOpMaITMOHHON Oe30macHOCTH; (HOPMUPOBAHNE TTOHUMAHUS CJIOKHOCTH 3aJa4d MHTETPaIluu
MOJICUCTEMBI 3alUThl UHPOPMAIIMOHHONW 6€30MacHOCTH B MHPOPMAIIMOHHYIO CUCTEMY U aIMHU-
HUCTpUpOBaHUs e€ 6e3 yiiepOa /i 1eeBoil GyHKIIUHA CHUCTEMBI.

JlucuuIuinHa HarpaBiieHa Ha OPMHUPOBAHUE CIICTYIONIMX KOMIICTCHIIHIA:

e OIIK-4 — crmocoOHOCTh MOHWMATh 3Ha4YCHHE WH(POpPMAIMKA B Pa3BUTHUU COBPEMEHHOTO
o01ecTBa, MPUMEHATh WH(POPMAIITMOHHBIE TEXHOJIOTHUHU ISl TIOMCKAa W OOpaOOTKU WH-
dhopmaruun

e [ICK-3.2 — cmocoOHOCTE (hOopMHUPOBaTh MPEATIOKCHUS M0 ONTHMHU3ALNUN KOMILIEKCA
TEXHUYECKUX CPEJCTB, NMPHUMEHSEMBIX B (DYHKIIMOHAJIBHOM IIPOIIECCE 3allIMIAeMOTO
00BEKTa C HEeNbI0 OOecreyeHus: ero MHGpOPMAIMOHHONW 0E30MaCHOCTH M OCYIIECTBIIATh
TEXHUKO-IKOHOMHUYECKOE 000CHOBAHHE MTPEIaraéMbIX MEp 3aIlUThI.

e [IK-3 — criocoOHOCTh aIMHHHUCTPUPOBATH IMOJCUCTEMBI MHPOPMAIMOHHONW 0e30TacHO-
CTH OOBEKTA 3aIUTHI.

e [IK-11 — cnocoGHOCTH MPOBOAUTH SKCIIEPUMEHTHI IO 33/IaHHOM METOAMKe, 00paboTKYy,
OIICHKY MOTPEUTHOCTH U JOCTOBEPHOCTH MX PE3yIbTaTOB

e [IK-12 — cnocoOHOCTh MPUHUMATH YYACTHE B MPOBEICHUU 3KCIICPUMEHTAIBHBIX UCCIIE-
JIOBaHUI CUCTEMBI 3alIUThl HH(POpMAIHH

B pe3ynbraTe 0cBOeHUS AUCHUIIIHHBI O0YyJaIOMINICS TOKEH:

3HaTh COCTaB MOJCHCTEM 3alIUTHl HHPOPMAIMH, TPUHIIUILI UX (PYHKIHMOHUPOBAHUS U OCOOCH-
HOCTH PabOTBl C HUMHU; METOJIOJIOTUYECKUE U TEXHOJIOTHYECKUE MPUHIUIBI (OPMUPOBAHUS U
AKCIUTyaTallMy MOJCHUCTEMBI 3alUThl MH(DOPMAMKU HUHPOPMAIIMOHHOW CHCTEMBI;, TpeOOBaHMUS,
MpeIbsSBIsEMbIe K TIOJCUCTEME 3aIIUTHI HHPOPMAIIMH B HOPMATHBHO-METOAMYECKON JOKYMEH-
Taliu, METOJIBI U CIIOCOOBI AIMUHUCTPUPOBAHUS MTOACUCTEMBI 3aIIUTH HHPOPMAIIIH; METOIUKU
OIICHKU HaA&XKHOCTU €€ (YHKIIMOHMPOBAHMS; METOJBI MPOBEPKH PaAOOTOCIIOCOOHOCTH TOJICH-
CTeM 3aIIuT HHPOPMAIUH.

YMeTh OCyHIECTBISATh BEIOOP U HACTPOUKY MOJCHCTEM 3aIIUThI HH(POPMAIIUK B COOTBETCTBUU C
pelaeMbIMU 3a7]a4aMi, TPOBOAUTH OICHKY HAJAEKHOCTH UX (PYHKIIMOHUPOBAHHUS, BBHITOIHSTH
IUTAHUPOBAHUE BHEIPEHUs, BHEAPEHHE W DKCIUTyaTalldi0 CPEJCTB 3aIlIUTHl MHPOpPMAIMH Kak
BCTPOCHHBIX B OOIIECHCTEMHOE U MPUKIAJAHOE MPOTPAMMHOE 00ecTeueHre, TaKk U CIeIUATU3 -
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POBAaHHBIX HAJIO)KEHHBIX; y4aCTBOBATh B Pa3pabOTKe MoOJeNiel yrpo3 M HapyIIUTENeH, yIuThI-
BAaTh MOJIOKEHUS MOJIEIICH MPH aMUHUCTPUPOBAHUN KOMILJIEKCA CPEJICTB 3AIUTHI HHPOPMALINY;
BBITOJIHATh IJIAHUPOBAHUE BHEAPEHHsSI, BHEIPEHUE M AKCIUTyaTaIlMI0 CPEACTB 3alIUThl MH(OP-
MaIi KaKk BCTPOCHHBIX B OOIIECHCTEMHOE M MPUKIATHOE MPOrpaMMHOE oOecrieueHue, Tak u
CTMELUANTU3UPOBAHHBIX HAJIO0XKEHHBIX; BBIMOJIHATh MPOBEPKY (DYHKIIMOHUPOBAHHS MOJICHCTEM
3alUThl HHQOPMALIUY.

Brnanerr HaBBIKAMU YCTAaHOBKH, HACTPOWKU U aIMHUHUCTPUPOBAHHS TIOJICUCTEM 3alIUTHI HH)O p-
MaIliH, a TAK)KE MOJICPHU3AIMH KOMIUIEKCA CPEJICTB 3alIUThl HHPOPMAIIUK;, YIPaBICHHUS COMpS-
KEHHEM M COBMECTHOW SKCIUTyaTalleld PasHOPOIHBIX CPEACTB 3alIMTHl WH(GOpPMAINK; HABBIKA-
MU TECTUPOBAHUS M OLEHKU A(PPEKTHBHOCTH PabOTHI MOJCUCTEM 3alIUTHl HHPOPMALUHN JOKY-
MEHTAJILHOTO CONPOBOXICHUS JIEHCTBHUIA 1O SKCILTyaTallid M aAMUHUCTPUPOBAHHIO KOMILIEKCA
CPEICTB 3alUThl THPOPMALIH.

[To mucumruIMHE peayCMOTpEeHa MPOMEXKYTOUHAs aTTecTanus B popMe IK3aMeHa.

OO6mast Tpym0EMKOCTh OCBOCHUS JIUCIIUTIIMHBI COCTABIISIET 3 3a4ETHBIX STMHUIIBL.
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JIMCT U3MEHEHUUN

Ipunoowcenue 2

Ne | Tekct akryanusanuu wim npuiaraemsiid K PIT/] noxymeHT, [Hara Ne mporo-
COAEpKAIIUN U3MEHECHUS KoJa
1 | Obnosnen cocmas npoepammnozo obecneyenus (110), co- 29.06.2017 2. 10
8pemenHbIX npogheccuonanvrvlx 6az oannvix (B/]) u un-
Gopmayuonno-cnpasounvie cucmem (MCC)
2 | Obnosnena cmpykmypa oucyuniunsl (MoOys) 015t OYHOU 26.06.2018 . 11
Gopmol 0byuenus (2018 2.)
3 | Obnosaena ochosras u OonoIHUMENbHASL IUMEPAMYpa 26.06.2018 . 11
4 Obnosnenue pazoena 9. Memoouueckue mamepuansl 26.06.2018 e. 11
5 | Obnosnen cocmas npoepammnozo ovecneuenus (110), co- 26.06.2018 e. 11
8peMeHHbIX npogeccuonanvuwvix 6az oannvix (b/]) u un-
¢opmayuonno-cnpasounvie cucmem (MCC)
6 | Obnosnena ochosnas u OoOnoOIHUMENbHASL TUMEPAMYPa 29.08.2019 . 1
7 | O6bnosnen cocmas npoecpammmnozo obecneuenus (I10), co- 29.08.2019 . 1
8peMeHHbIX npogeccuonanvuwvix 6az oannvix (b/]) u un-
¢opmayuonno-cnpasounvie cucmem (MCC)
8 | Obnosnena cmpykmypa oucyuniunsl (MOOysA) 01 OYHOU 23.06.2020 14
Gopmwvr 006yuenus (2020 2.)
9 | Obnosnena ocnosnas u dononHumenvHas aumepamypa 23.06.2020 14
10 | Obnosnen paszoen n.4 Obpaszoeamenvrbvle MexHOIO2UU 23.06.2020 14
11 | Obnoenen cocmag npoepammnozo obecnevenus (110), co- 23.06.2020 14
8peMeHHbIX Npogeccuonarvubvix 6as oannvix (b/]) u un-
Gopmayuonno-cnpasounwvie cucmem (MCC)
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[Tpunoxxenue 1
K JINCTY U3MEHEHUI

1. Cocrtas nporpammuoro obecnedenus (I10), coBpeMeHHbIX IpodeccHOHATBHBIX 0a3 1aH-

HbIX (b/1) 1 undopmanuonno-cnpapounnie cucrem (MCC) (2017 r.)

Ilepeyens 11O
Tabnuya 1
Neri/mm Haumenosanue 110 [IpousBoautens | Crnocod pacnpocTpaHeHUs
(ruyensuonnoe uru c60600-
HO PAcnpocmpaHsiemoe)
1 MicrosoftOffice 2013 Microsoft JIMIEH3HOHHOE
2 Windows XP Microsoft JIMIEH3UOHHOE
3 KasperskyEndpointSecurity Kaspersky JIMIIEH3HOHHOE
4 OC «AnbT O6pazoBanue» 8 00O «bazanbT | JIUIIEH3UOHHOE
CIIO
epeyens B/l u UCC
Tabnuya 2
Neri/mt HaunmenoBanue
1 Mexnynapoansle pedeparuBHble HaykomeTpuueckue bJl, noctymnHbie B paMkax

HalMoHaJILHOM noanucku B 2017 1.

Web of Science
Scopus
2 [Ipodeccnonanpabie MoHOTEKCTOBBIE B/, TOCTYyMHBIE B pamMKax HaITMOHAIBHOU
noamucky B 2017 r.
Kypuaner Oxford University Press
3 KommbroTepHbie cripaBoYHbIE IPABOBBIE CUCTEMBI
Koncynperant Ilroc,
lapanTt
CocraBuTenb:

K.T.H. JI.A. MuTromua
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[Tpunoxenue 2
K JINCTY U3MEHEHUI

2. O0HOBJIeHNE CTPYKTYPbI AUCHUILIHHBI (MOYJIs1) 1J1s 04HOi popmbl 00yuenus (2018 r.)

CTpykTypa AMCHMIIMHBI (MOLYJIS) AJIs1 04HOI (pOPMBI 00yUeHH s

OO0mast Tpy10EMKOCTh IUCIUIUIMHBI cocTaBisier 3 3.e., 108 wu., B TOM umcie KOHTaKTHas pabora
o0ydJarommxcs ¢ mpernoaaBaresieM 42 4., mpoMexyTouyHas aTrectanusi 18 .,

caMmocTosTenbHas pabora o0ydatommxcst _48 .

Bunel yue6HOM paboThI

(B Hacax) @opMBI TEKYILIE-
KOHTAKTHasI | ro KOHTPOIS
Ne Pasgen qucrurnm- o 2 U % yCIIEBAEMOCTH,
/1 HBI/TEMBI 5 z e g & 2| d¢opmampome-
& |7 2 <9 €& | xyrouHoil arTe-
5l | E|EEEE|gE |g8
O = ~ %) ; 1) g g = = = cTaiun
5|8 |3 2582|855 | S8
(ORI O E &8 B & =
1 | Mecmo u ponv noocu- |6 |2 4 Ompoc.
cmembl 3aujumaol UH-
Gopmayuu 6 cospe-
MEHHBIX UHOpMayu-
OHHbBIX CUCEMAX
2 YVepo3zvl 6ezonacno- 6 |2 5 Ompoc.
cmu UHQopmMayuoH-
HOU cucmemvl
3 | Mooenv yepo3 u mo- 6 |2 5 Ompoc.
oenb Hapyuwumens
4 CywHocms aomuHu- 6 |4 5 Ompoc.
CMpUpOBAHUs
5 OcHosvl mexnonocuu |6 | 2 5 Ompoc.
BUPMYANbHBIX 3AUU-
wennovlx cemeti VPN
6 3awuma na kanane- 6 |4 5 Ompoc.
HOM, CeaHco8oM U ce-
meeom ypoeHsx. Ac-
nexmsl 3aujumsl 6e0-
nopmanos
7 | AOmunucmpuposanue |6 | 2 5 Ompoc.
MeAHCCemesblX IKPAHO8
8 Oyenka 2¢hghexmus- 6 |2 5 Omnpoc.
HOCMU U HA0EXHCHOCMU
@yHKYUOHUPOBAHUSA
noocucmembvl 3auuUmMbl
ungopmayuu
9 | llpakmuueckue 3aus- | 6 6 OTuér 0 npakTu-
mus 1. Paspabomxa YEeCKOM 3aHSATHH
Mooenu yepo3 u Hapy-
wumens
10 | Ilpaxkmuueckoe 3ans- | 6 6 Otuér 0 nmpakTu-
mue 2. AomuHucmpu- YECKOM 3aHSITHU
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POBaHUe BCMPOECHHBIX
cucmem 3awumor OC
Windows » Windows
Server

11 | Ilpakmuueckoe 3ams- 4 Otuér 0 npakTu-
mue 3. Hacmpotixa YECKOM 3aHSATUH
MedHCCemesvlx IKPAHO8

12 | Ilpakmuueckoe 3amsi- 6 9 Otuér 0 mpaxTH-
mue 4. Cosoanue YECKOM 3aHSITHH
VPN-xanana.

SK3AMEN 18 9K3ameH no Ou-
emam
WUTOTO: 20 22 18 48




3.00HOB/IeHHE OCHOBHOI M JOMOJHHUTEIbHON uTepaTypsl (2018 r.)

B paznen 6. YueOHO-MeToaruecKkoe 1 nH(HOPMAIMOHHOE 00ecTieueHre JUCIUILTUHBI BHOCSTCS
CIIEYIOIINE U3MEHEHHUS:

Hononuuts pasaen OcnosHnas riumepamypa

3awuma ungopmayuu : yaeo. nocoodue / A.IL. XKyxk, E.IL. Kyk, O.M. Jlenemkun, A.U.
TumomkuH. — 2-¢ u3n. — Mockgsa : PUOP : UH®OPA-M, 2018. — 392 c. — (Beicmiee oOpa3oBanue:
bakanaspuat; Marucrparypa). — https://doi.org/10.12737/4868. -- TekcT : 3neKTPOHHBIH. —
URL.: https://new.znanium.com/catalog/product/937469

4.00H0BJeHMe pa3jesa 9. MeToguyeckue MaTepuaJibl
B pazzmen 9 BHecTH cnenyronue H3MEHEHHUSI.
3aMeHUTh MPOM3BOJIHBIE CJIOBA OT CJIOBA «JIA0OPATOPHBIN» HA COOTBETCTBYIOIINE TIPOM3BOIHBIC
CJIOBA OT CJIOBA «IPAKTUYECKUI.

5.CocraB nporpammuoro ooecnedyernus (I10), coBpeMeHHBIX MPo(eccHOHATBLHBIX 0a3
nanHbIX (B/1) u unpopmaunonno-cnpaBounbie cucrem (MCC) (2018 r.)

1. Tlepeuens I1O

Tabnuya 1

Non HaumenoBanue 110 [TpouzBogutens | Criocod pacmpocTpaHeHUs
/n (ruyenszuonnoe unu c60600-

HO PACNPOCMPAHSIEMOoe)
1 Adobe Master Collection CS4 Adobe JTUIEH3NOHHOE
2 Microsoft Office 2010 Microsoft JUIEH3UOHHOE
3 Windows 7 Pro Microsoft JTUIEH3NOHHOE
4 AutoCAD 2010 Student Autodesk CBOOOIHO pacIpocTpaHse-

MO€
5 Archicad 21 Rus Student Graphisoft CBOOOIHO pacIpocTpaHse-
MO€
6 SPSS Statisctics 22 IBM JIUIIEH3UOHHOE
7 Microsoft Share Point 2010 Microsoft JTUIEH3UOHHOE
8 SPSS Statisctics 25 IBM JINIIEH3UOHHOE
9 Microsoft Office 2013 Microsoft JIUIIEH3UOHHOE
10 OC «AxnbT OOpazoBanue» 8 000 «ba3zaneT | TUIIEH3UOHHOE
CIIO
11 Microsoft Office 2013 Microsoft JIALIEH3UOHHOE
12 | Windows 10 Pro Microsoft JIALIEH3UOHHOE
13 | Kaspersky Endpoint Security Kaspersky JIMIICH3UOHHOE
2. Ilepeuens B/ u UCC
Tabnuya 2

Neri/m HaunmenoBanue

Web of Science
Scopus

Mexnynapoansie pedeparuBHbie HaykoMeTpuueckue bJl, noctymHbie B paMKax
HalMoHaJILHOM moanucku B 2018 T.

HpO(peCCI/IOHaHLHBIC INOJJTHOTCKCTOBLBIC BI[, JOCTYIIHBIC B paMKax HaIlMOHAJIbHOM
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noanucku B 2018 T.
KypuansiCambridge University Press
ProQuest Dissertation & Theses Global
SAGE Journals
XKypnaner Taylor and Francis
DJIeKTPOHHBIC U3IaHKsI U3aTeNILCTBA Springer

[IpodeccronanbHbIe MOTHOTEKCTOBBIC B/
JSTOR
W3 nanns mo oOniecTBEHHBIM M TYMaHUTAPHBIM HayKaM

KomMmnbroTepHbie cripaBOYHbIE IIPABOBBIE CHCTEMBI
Koncynsrant Inroc,
I'apant

CoCTaBUTED:

K.T.H. JI.A. MuTtiommusa
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[Tpunoxenne 3
K JINCTY U3MEHEHUI

6.00HOBIIEHNE OCHOBHOM U JIOTIOJIHUTENBHON uTepaTypsl (2019 1.)

1. B pa3nen 6. YueOHO-MeTOAMYECKOE U MHPOPMAITMOHHOE 00eCTICUeHUE TUCIUTIIMHBI BHOCSIT-
Csl CTIeIYIOIE H3MEHEHUS:

Jononuuts pasaen OcnosHnas numepamypa

LJeenos, A. FO. 3ammra uHPOPMALIUU: OCHOBBI TEOPUH : YUeOHHK JUisi OakaiaBpuaTta U Maru-
ctpatypsl / A. 1O. llernos, K. A. Illernos. — Mocksa : U3narenscrBo FOpaiit, 2019. — 309 c. —
(bakanaBp u maructp. Akanemuuaeckuii kypc). — ISBN 978-5-534-04732-5. — TekcT : aneKTpoH-
ueiii // DBC Opaiit [caiit]. — URL: https://www.biblio-online.ru/bcode/433715 (nara obpare-
uust: 23.08.2019).

Hlanveun B.®. KomrnekcHas 3ammra MHOPMAIUA B KOPIIOPATUBHBIX CUCTEMAax : y4el. moco-
oue / B.®. lllansrun. — Mocksa : Ul «®OPYM» : UHOPA-M, 2019. — 592 ¢. — (Bricuiee 06-
pa3oBaHHUE: bakanaspuar). - Tekct 3JIEKTPOHHBIM. - URL:

https://new.znanium.com/catalog/product/996789

7.CocraB nmporpammuoro obecneuenus (I10), coBpemeHHBIX TpodeccroHaNbHbIX 0a3 AaH-
HbIX (b/1) nu uapopmanmonno-cnpasoynsie cucreM (MCC) (2019 1.)

[Tepeuens 110

Nen HaumenoBanue 110 [IpownsBoauTETH Crioco6 pacripocTpane-

/n HUS (TUYEeH3UOHHOEe UTU
€c80000HO pacnpocmpa-
Hsiemoe)

1 Adobe Master Collection CS4 Adobe JTUIECH3UOHHOE

2 Microsoft Office 2010 Microsoft JTUIECH3UOHHOE

3 Windows 7 Pro Microsoft JTUIECH3UOHHOE

4 AutoCAD 2010 Student Autodesk CBOOOIHOPACIIPOCTPAHS-

eMoe
5 Archicad 21 Rus Student Graphisoft cBOOOIHO pacIpocTpa-
HIEMOE

6 SPSS Statisctics 22 IBM JINIEH3UOHHOE

7 Microsoft Share Point 2010 Microsoft JTUIEH3UOHHOE

8 SPSS Statisctics 25 IBM JINIEH3UOHHOE

9 Microsoft Office 2013 Microsoft JINIEH3UOHHOE

10 OC «AnbpT OOpazoBanue» 8 000 «ba3zanst CIIO | 1uieH3HOHHOE

11 Microsoft Office 2013 Microsoft JIAIIEH3UOHHOE

12 | Windows 10 Pro Microsoft JIAIIEH3UOHHOE

13 | Kaspersky Endpoint Security Kaspersky JIMIIEH3UOHHOE

14 Microsoft Office 2016 Microsoft JIAIIEH3UOHHOE

15 | Visual Studio 2019 Microsoft JIAIEH3UOHHOE

16 | Adobe Creative Cloud Adobe JINIEH3UOHHOE

Ilepeuens /1 u UCC

B\ HaunmenoBanue
/m
1 | MexnayHapoaHbie pedepaTiBHbIC HAyKoMeTpudeckue bJl, TocTymmHbIe B paMKax Hallu-
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OHaBbHOMI moamucku B 2019 r.
Web of Science
Scopus

2 | Ilpodeccuonanbuble MoHOTEKCTOBBIE B/I, TOCTyIHBIE B paMKax HAallMOHAIBHOM 1101
nucku B 2019 .

KypuansiCambridge University Press

ProQuest Dissertation & Theses Global

SAGE Journals

XKypuaner Taylor and Francis

3 | [Ipodeccronanbubie MOTHOTEKCTOBBIC B/

JSTOR

W3nanus no o611ecTBEHHBIM U TYMaHUTAPHBIM HayKaM
Dnexkrponnas oubmuoreka Grebennikon.ru

4 | KomnbIoTepHbIE CIPaBOYHBIE PABOBBIE CUCTEMBI
Koncynsrant Intoc,
I'apant

CocTaBUTEND:

K.T.H. JI.A. MuTromua
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[Tpunoxxenue 4
K JINCTY U3MEHEHUI

8. O0HOB/IeHHE CTPYKTYPHI AUCUUIIMHBI (MOIYJs) /151 04HOM opmbl 00yuenust (2020 r.)

CTpyKkTypa AMCHMILVIMHBI (MOAYJIs1) AJIsl 04HOM (pOPMBI 00yUeHH s

OO0mast TpyA0eMKOCTh JUCIHUILTUHBI COCTaBIIsACT 3 3. €., 114 4., B TOM 4uClie KOHTaKTHas

paboTta oOydarommxcs ¢ npenoaasareneM 42 4., caMocTosATeIbHas paboTa obOydaromuxcs 54 4.

Bunapst yueOHOI paboThI

(B Hacax) @OopMBI TEKYILIE-
KOHTaKTHAasI . T KOHTPOIS
Ne Paznen mucrumnim- o % o E % YCIIEBAEMOCTH,
/i HBI/TEMBI § § § s % % ¢dopma mpome-
2l | §|Eg Ex |8 &S | XKYTOYHOI aTTe-
8| E | E|EE 5E|z& g = cTanuy
5|5 |3 |25 €% |55 |S¢8
(ORI O E s 8B & =
1 | Mecmo u ponb noocu- |6 |2 2 Omnpoc.
cmembl 3aujumaol UH-
Gopmayuu 6 cospe-
MEHHbIX UHOpMayu-
OHHbBIX CUCEMAX
2 YVepo3suvl 6ezonacno- 6 |2 3 Ompoc.
cmu UHQoOpmMayuoH-
HOU cucmembl
3 | Mooenv yepo3 u mo- 6 |2 3 Ompoc.
oenb Hapyuumens
4 CywHocms aomuHu- 6 |4 3 Ompoc.
CMpUpOBAHUs
5 OcHosvl mexnonocuu |6 | 2 3 Ompoc.
BUPMYANbHBIX 3AUU-
wennovlx cemeti VPN
6 3awuma na kanane- 6 |4 3 Ompoc.
HOM, CeaHco8oM U ce-
meeom ypoeHsx. Ac-
nexmsl 3aujumsl 6e0-
nopmanos
7 | AOmunucmpuposanue |6 | 2 3 Ompoc.
MedHccemesvlX IKPAHO8
8 Oyenka 2¢hghexmus- 6 |2 3 Omnpoc.
HOCMU U HA0EXHCHOCMU
@yHKYUOHUPOBAHUSA
noocucmembvl 3auuUmMbl
ungopmayuu
9 | Ilpakmuueckue 3aus- | 6 6 5 OTuér 0 npakTu-
mus 1. Pazpabomka YEeCKOM 3aHSITHH
Mooenu yepo3 u Hapy-
wumens
10 | Ilpaxkmuueckoe 3ans- | 6 6 5 Otuér 0 nmpakTu-
mue 2. AOmuHucmpu- YECKOM 3aHSITHU
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POBaHUe BCMPOECHHBIX
cucmem 3awumor OC
Windows » Windows

Server

11 | Illpakmuueckoe 3ans- | 6 4 ) Otuér 0 npakTu-
mue 3. Hacmpotixa YECKOM 3aHSATUH
Mediccemesblx IKPAHO8

12 | Ilpakmuueckoe 3ans- | 6 6 7 OTuér 0 npakTu-
mue 4. Cosoanue YECKOM 3aHSATHH

VPN-kanana.

3K3aMeEH No ou-
aemam

IK3AMEH 6 18 9

UTOTO: 20 22 18 54

9. O0HOB/IeHU e OCHOBHOI U I0MOJHUTEIbHOI JuTepaTypsl (2020 r.)

B pazgen 6. YueOHO-MeTOoAMUYECKOe U MH(OPMALIMOHHOE Oo0ecnieYeHue U CIUIIINHbI
BHOCSITCS CJIEYIOLTUE U3MEHEHUS:

1. omomauTk pazaen OcHOBHAA JUTepaTypa
Hlernos, A. FO. 3amura uHpOpMauu: OCHOBBI TEOPUU : YUeOHHK Ui OakanaBpuara U Maru-
crparypsl / A. FO. llernos, K. A. lllernoB. — Mocksa : U3narensctBo FOpaiit, 2020. — 309 c.
— (bakanaBp u maructp. Akagemudeckuii kypc). — ISBN 978-5-534-04732-5. — TekcT : aiek-
tpoHHBIA // DBC IOpaiir [caiit]. — URL: https://urait.ru/bcode/449285 (mara oOpameHus:
11.09.2020).

2. JlonosHuts pazaen JonojsHUTeIbHAs JUTEpaTypa
benoye, A. U. Kubepopyxue u kudbepoe3onacHocTb. O CIOKHBIX BElIax MPOCTHIMU CIOBaMHU :
monorpadus / A. U. benoyc, B. A. Conoxyxa. — Mocksa ; Bonorna : Uadpa-Unxenepus, 2020.
— 692 c¢. — ISBN 978-5-9729-0486-0. — Tekcr : onekrponnsid. — URL:
https://znanium.com/catalog/product/1167736 (nata obpamenus: 11.09.2020). — Pexxum mocry-
Ia: Mo MOJIHUCKE..

10. B snement paboueit mporpammel m.4 OOpa3oBaTejibHbIe TEXHOJOTHM BHOCSTCS
CJIEYIOIIe U3MEHEHHUS:

B mepuoa BpeMeHHOTO MPHOCTAHOBIEHHUS MOCEUICHHS OOy4YarOUIMMUCS MOMEIIEHUN U
tepputopun PITY. mus opranuzamuu ydeOHOro mpolecca C MPUMEHEHHEM JIIEKTPOHHOTO
oOyueHusT W JUCTAaHLUHUOHHBIX OO0pa30BATEIbHBIX TEXHOJOTUH MOTYT OBITH HCIOJIb30BaHbI
cienyomne oopa3oBaTelbHbIE TEXHOJIOTHH:

— BUJICO-JICKIIUH;

— OHJIAITH-NIEKLIUU B PEKUME PEeaTbHOTO BPEMEHU;

— DIIEKTPOHHBIE YUEOHUKH, y4eOHbIE TOCOOUS, HAYYHbIE U3/IaHUS B DIIEKTPOHHOM BHJIE U
JOCTYII K MHBIM 3JIEKTPOHHBIM 00pa30BaTeIbHBIM pecypcam;

— CHUCTEMBI 17151 AJIEKTPOHHOTO TECTUPOBAHUS;

— KOHCYJIBTALIMM C UCTHOJb30BAHUEM TEJIIEKOMMYHUKAIITMOHHBIX CPEJICTB.

11. B snemeHnt pabouell mporpammsel 7. MarepHajibHO-TeXHHYeCKoe olecnedyeHue
AUCUMIIUHBI/MOAYJISl BHOCATCS CIEIYIOLINE U3MEHEHUS:

Ilepeuens B/l u UCC
Neri/mt HanmenoBanue
1 Mexnynapoansie pedepaTuBHbie HaykomeTrpudeckue bJ[, moctymHple B pamkax
HauoHansHOH moanucku B 2020 r.
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Web of Science
Scopus
2 [Ipodeccuonansubie monHotTekcToBble bBJl, nmocTymHble B pamMkKax HalMOHAIHHOMN
noanucku B 2020 1.
Kypuansr Cambridge University Press
ProQuest Dissertation & Theses Global
SAGE Journals
XKypuaner Taylor and Francis
3 [IpodeccronanbHbIe MOTHOTEKCTOBBIC B/
JSTOR
N3nanus o o0mecTBEHHBIM U TYMAHUTAPHBIM HAyKaM
OnekrponHas 6ubimoreka Grebennikon.ru
4 KomMmbroTepHbIe ClIpaBOYHBIC TIPABOBEIE CUCTEMBI
Koncynsrant Inroc,
l'apanTt
Cocrtas nporpammuoro ooecnedenus (I10)
Nert Haumenosanue [10 [TpousBoauTenn Crioco6 pacripocTpane-
/i HUS (TUYEeH3UOHHOEe UIU
€c80000HO pacnpocmpa-
Hslemoe)
1 Adobe Master Collection CS4 Adobe JIMI[CH3UOHHOE
2 Microsoft Office 2010 Microsoft JIMIICH3UOHHOE
3 Windows 7 Pro Microsoft JIMIICH3UOHHOE
4 AutoCAD 2010 Student Autodesk CBOOOJIHO pacIpocTpa-
HsIEMOe
5 Archicad 21 Rus Student Graphisoft CBOOOJIHO pacIpocTpa-
HsIEMOe
6 SPSS Statisctics 22 IBM JIMIIEH3HOHHOE
7 Microsoft Share Point 2010 Microsoft JIMIICH3UOHHOE
8 SPSS Statisctics 25 IBM JMIIEH3HOHHOE
9 Microsoft Office 2013 Microsoft JIMIICH3UOHHOE
10 | OC «AnwsT OGpazoBanue» 8 000 «bazanpt CIIO | nuieH3noHHOE
11 | Microsoft Office 2013 Microsoft JIMI[CH3UOHHOE
12 | Windows 10 Pro Microsoft JINIIEH3UOHHOE
13 | Kaspersky Endpoint Security Kaspersky JIMIIEH3HOHHOE
14 Microsoft Office 2016 Microsoft JINIEH3UOHHOE
15 | Visual Studio 2019 Microsoft JINIEH3UOHHOE
16 | Adobe Creative Cloud Adobe JINIIEH3UOHHOE
17 Zoom Zoom JIMLIEH3UOHHOE
CocraBuTenb:
K.T.H. J.A. Muttomux




