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1. IosicHUTEeILHAA 3AIIUCKA

1.1. Ienmp u 3a0a9n TUCIIUTIMHEI

Lenb AMCIUIUIMHBL — MOJTyYeHNE 3HAHHUH 10 CYIIECTBYIOIIUM Yrpo3aM HH()OPMAIIMOHHOK
0€301aCHOCTH, IPUMEHEHUIO COBPEMEHHBIX METOJIOB U CIIOCOOOB 3aIIUTHI HHPOPMALIUU OT He-
cankimonupoBanHoro nocryna (HCI); ¢opmupoBaHrne HaBBIKOB, HEOOXOIUMBIX JIJISI 3aIIUTHI
nHpopmanuu ot HCJ[ B coBpeMeHHBIX HH)OPMAIIMOHHBIX CUCTEMAX.

3ana4uu TUCHUIUIMHBIL
— OBJAJICHHE METOJAMU PEUIeHUs TPoPeCcCHOHATBHBIX 3a1a4 1Mo 3amuTte nHpopmanuu ot HCJL;
— (QopmupoBaHuEe HABBIKOB PAa0OTHI C COBPEMEHHBIMU CPEICTBAMH 3alUThl MH(GOPMALMU OT

HCJT

1.2. ®opmupyemMble KOMIIETEHIIMH, COOTHECEHHBIE C IUIAHUPYEMBIMU PE3yJIbTaTaMu OOy4YEeHHUs
10 AMCLUIUIMHE:

Koabl koMm-
neTeHI

ConepxaHue KOMNeTeHIUI

Ilepeyenb MuIaHNpyeMbIX pe3yJibTATOB
00y4yeHHs MO TUCHUILINHE

[K-11

CIIOCOOHOCTh TPOBOAMUTH IKCIIEPH-
MEHTHI 1O 3aJaHHOU METOIMKE, 00-
paboOTKy, OIICHKY TOTPEITHOCTH |
JIOCTOBEPHOCTH UX PE3YIIbTATOB

3HaTh: NMPHUHIMIIEI OpraHu3anuu HHpOP-
MAITMOHHBIX CHCTEM B COOTBETCTBHH C
TpeOOBaHUSAMU MO 3allUTe HHPOpPMAIUH
ot HC/I.

YmMmeTh: popmynupoBaTh U HACTpauBaTh
MOJIMTHKY Oe30MacHOCTH B HMH(OpMaIu-
OHHOH CHCTEME;

Bnanets: METOIMKON aHAIM3a 3alUIIEH-
HOCTH WH(OPMALIMOHHON CUCTEMBI

I1K-12

CIOCOOHOCTh MPUHUMATh ydacTue B
IPOBEJCHUH  JKCIIEPUMEHTAIBHBIX
UCCJICJIOBAaHUM CHCTEMBI 3aIUTHI UH-

dhopmarun

3HaTh: MPHUHIMIBI OpraHU3aMu HUHPOP-
MaIllMOHHBIX CHCTEM B COOTBETCTBHH C
TpeOOBaHUSAMHU TIO 3aIuTe HH(OpMAIUU
ot HCJI.

YMeTh: aHAIM3UPOBATh M  OILICHUBATh
yrpo3bl 6e30macHOCTH MH(GOPMAITMOHHOK
CHUCTEMBI.

BraneTs: METOMMKONW aHaANIM3a 3allHUIIEH-
HOCTH MH(OPMAITMOHHOW CHCTEMBI

I1K-15

CIIOCOOHOCTh OpPTraHU30BBIBATH TEX-
HOJIOTUYECKUH MpoIlecc 3alUThl HH-
(dbopManuM OrpaHUYEHHOTO JOCTyIa
B COOTBETCTBHMM C HOPMAaTHBHBIMU
MPABOBBIMU aKTaMU U HOPMATHUBHBI-
MU METOJUYECKHUMH JTOKYMEHTaMU
®denepanbHOM CITy:KO0bI 0€30MaCHOCTH
Poccuiickoit ®eneparuu, Penepans-
HOM CImyXObl TO TEXHUYECKOMY U
AKCMIOPTHOMY KOHTPOJIIO.

3HaTh: OCHOBHBIE MOJIETH JOCTyMa (MaH-
JaTHas, TUCKPEIMOHHAs, poJieBas U 1Ip.),
MIPUHIUIIEI 1 METOBI 3aIlUThl HHpOpMa-
uun ot HCJI; mpuHIUIBI OpraHu3alnuu
WH(OPMAIIMOHHBIX CHUCTEM B COOTBET-
CTBUU C TpeOOBAHUAMHU MO 3AIIUTE HH-
dopmarmu ot HCI.

YMeTe: TOnB30BaThCd  HOPMATUBHBIMU
JOKyMEHTaMHU MO 3aluTe HHPOpMaIIu
ot HC/I.

Brnaners: MeTonukon aHanu3a 3alluIeH-
HOCTH MH()OPMAIIMOHHON CUCTEMBI

1.3. MecTo TUCHMILIHHBI B CTPYKTYpe 00pa30BaTeIbHOM MPOrpaMMbl

I[I/ICLII/IHJ'II/IHB. ((3aLl_[I/ITa HH(bOpMaHHH OT HCCAHKIIUOHUPOBAHHOT'O AOCTYIIa» OTHOCHUTCA K
JUCHUIIIIMHAM I10 BLI60py BapHaTHBHOﬁ yacTu 0JI0Ka JUCHUIIIINH y‘-IC6HOl"O IJ1a”Ha.
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Jlist OCBOGHMS TUCHMIUIMHBI HEOOXOAMMBI 3HAHUsI, YMEHUS U BIAJICHUS, CPOPMHUPOBAH-
HBIE B XOJI€ M3y4YCHHUs CICAYIOMNX AUCUUIUIMH U TPOXOXKACHUST TpakTuk: «be3omacHOCTh ore-
palMOHHBIX cucTeM», «Pu3ndyeckue OCHOBBI 3amuThl HHpopMamum», «lIporpammuo-
anmaparHble CpeacTBa 3amuThl nHpopMmanuu. OcHOBHas 4yacTh», «CeTu M CHCTEMBbI Mepenadn
uHpOpMAITUNY.

B pesynbpTare 0CBOCHUS AUCUUIUIMHBI (DOPMUPYIOTCS 3HAHUS, YMECHUS W BIAJICHUS, He-
00X0AMMBbIe JUTSI U3y4YEeHUs CIEAYIOUINX IUCUUIUIMH U MPOXOXKICHHS MpakTUK: «be3omacHOCTh
KPUTHYECKH BaKHBIX MH()OPMAIIMOHHBIX cucTem», «KomriekcHoe obecnieueHre 0e301macHOCTH
00BeKTa HHPOPMATH3ALTUNY.

2. CTpyKTypa IUCHHUTLINHBI
CTpyKTypa TUCHUILIMHBI JJ151 04HOI (pOpMBbI 00yUeHH s
OO01mas Tpy10EMKOCTh IUCIUIUIMHBI cocTaBisier 4 3.e., 144 4., B TOM YHUCIIC KOHTaKTHas paboTa

o0ydarolmxcsi ¢ mpernoaaBaresieM 28 4., MPOMEXYTOYHAS aTTecTalusl - 9.,
camocTrosTenbHas padora o0yqatonmxcst — 114 4, kypcoBas paboTta (KOHTPOIb)- 2_ 4.

Bunel yue6HOM paboThI
(B "acax)
KOHTAKTHAas @OpMBI TEKYILIETO
KOHTpOJIS ycreBa-
€MOCTH,
dhopma mpoMexy-
TOYHOU aTTeCTAllUU

Ne Pazgen mucruruin-
/1 HBI/TEMBI

IIpomexyTou-
Hasl aTTecTalus

JlaGopaTopHbIie

[IpakTHyeckue
BaHATHUS

Cemectp
CemuHap
BaHATUS

ek

N
CaMOCTOSITEIb-
Hasi paboTta

N

1 Beeoenue 6 zauumy 6
ungopmayuu om He-
CAHKYUOHUPOBAHHO20
docmyna

Ompoc.

2 Tpebosanus k sawume |6 | 2 4 Omnpoc
ungopmayuu om He-
CAHKYUOHUPOBAHHO20
docmyna

3 Aemopuzayus. Memo- |6 |2 4 Omnpoc.
Obl udeHmughuxayuu u
aymenmuguxayuu
no1b308amelisl

4 Ynpasenenue oocmynom | 6 | 2 6 Ompoc.
K pecypcam

5 Paspabomra nonumu- |6 | 4 6 Ompoc.
Ku bezonacnocmu un-
GopmayuonHol cu-
cmemul

6 Memooduxa ananuza 6 |2 6 Ompoc.
sawuwénnocmu UC.
Memoowt u cpedocmea
8bIABICHUS Y2PO3 €€
uHgopmayuouHoll 6e3-
onacHocmu

7 Ilpumenenue cpedcms | 6 | 2 6 Ompoc.
annapamuou 3auumol




8 Jlabopamopnas pabo- 6 Otuér no nabopa-
ma Ne | TOPHOM paboTe
9 Jlabopamopnas pabo- 6 Otuér no mabopa-
ma Ne 2 TOPHOM paboTe
10 | xkypcosas paboma 70 OYeHKa Kypcosoll
pabomuvl
N . 3auém c oyenxoti
3auém c oyemnkoti
no bunemam
UTOIO: 16 12 114




3. Coaep:xkaHue TUCHUILIUHBI

Tema 1. BBeeHue B 3a1IUTY HH(POPMALMH OT HECAHKIIMOHUPOBAHHOI0 J0CTYIA

Ocnoguble Tepmunbl u onpenenenus 31 or HCJI. Kiaccudukanus TpeboBanmii K cucTeMam 3a-
uutel or HCJI. OtBerctBenHocTh 32 HCJI. Hokyments ['octexkomuccuu (PCTIK) Poccun no
samute oT HCJl. Cucrema rocyiapcTBEHHBIX HOPMATHBHBIX aKTOB, CTAHJIAPTOB, PYKOBOISIIIUX
nokymeHToB u TpeboBanuii mo 31 or HCJI. Ocobennoctu cospemennsix AC. Buabl yrpos co-
BpeMmeHHbIM AC. Knaccer 3amumiéanocta CBT u AC. Tokazatenu 3aMIEHHOCTH MEXCETEBBIX
9KpPaHOB U WX YBA3KA ¢ Ki1accamu 3antuiiéHHoctu AC.

Tema 2. TpeGoBanus Kk 3amuTe MHGOPMALMN OT HECAHKIMOHNPOBAHHOI'O 0CTYIA
®opmanuzoBanubie TpeboBanus k 3W or HCJI. Kmaccesr 3anuménnoct CBT. Knaccuduxarus
AC o 3amuménnocty ot HCJI. CocraB nepsoii rpynms 3amutsl AC. [Toacucrembl MexaHu3Ma
3U ot HC/. TpeboBanus k 3aumre uadopmannu AC rpynmn 11" u 1B.

Tema 3. MeToabl uaeHTH(PUKANINY U AYTEHTH(PUKALMHT M0JIb30BaTeNs

[Tonstne naentudukanuu u ayrentudukanuu. [Iponenypa apropuzanuu. @opmann30BaHHbIE U
JOTIOJTHUTENbHBIE TPEOOBaHUS K MAECHTU(UKALNUN U ayTeHTUUKaMU. ABTOpU3alns B KOHTEK-
CTE KOJMYECTBA M BUJA 3apETUCTPUPOBAHHBIX I0OJb30BaTeNIel. PeKOMEHAAMY MO MOCTPOCHUIO
aBTOPU3ALINU, UCXOJI U3 BUJA M KOJMYECTBA 3apErUCTPUPOBAHHBIX Mojb3oBaTeneil. Kiaccudu-
Kallyg 3a/1a4, periaeMblXx MeXaHU3MaMU HJeHTUUKauu U ayreHTuukanuu. Kpurepun kiac-
cupukauu. MexaHu3Mbl NMapojbHON 3amuThl. DYHKIIMOHANBPHOE Ha3HAYeHHE U peau3anus
MEXaHU3MOB IMapOJIbHOW 3alIUThL. YTPO3bl MPEOIOJICHHS MMAapOJIbHOM 3alMThL. SIBHBIE U CKpPBI-
Thie yrpo3bl. OCHOBHBIE MEXaHU3MbI BBOJIa MapoJjs. buomerpudeckuii ¥ KOMOWHHUPOBAHHBIM
crnioco0 BBoa napoisi. CriocoObl ycuieHus: napojabHOH 3amuThl. /lo6aBoYHbIE MEXaHU3MBI YCH-
JIEHUS TIApOJILHOM 3alTUThl U TpeOboBaHMs K HUM. J[ByXypoBHeBas aBpTopu3anus Ha ypoBHe OC u
BIOS. CereBas aBTopuzarnus. [IpoTokoss! ayreHTHhUKAIIIH.

Tema 4. YnpaBJieHne 10CTYyIIOM K pecypcam

OcHoBHbIE cIOCOOBI pa3feNeHusl T0CTyna CyObEeKTOB K COBMECTHO HCIOJB3YEMbIM OOBEKTaM.
AOcTpakTHbie Mozenu jgoctyna. Moaenu buba, I'orena-Mesurepa, Kiapka-Bunbcona, Casep-
JeHAcKas Mojenb. JluckpelnnoHHas (MaTpuuHas) Mojeiab. MHOTOypoBHEBbIE (MaHIaTHbIE) MO-
nenu. [lousitust «Bnagenen» u «CoOOCTBEHHUK» HHPOPMAIUH.

bazosbie Mozenu noctyna. JMckpenmoHHOE pa3rpaHHueHue A0cTyna. Marpuna aoctyna u Jo-
MeH Oe3omnacHocTH. Criricok mpaB goctyna ACL. ManaatHoe pa3rpaHudeHue aocTymna. PoieBas
MOJIeNb pa3rpaHUYCHUS JOCTYyIA. YTpaBJiIeHHs JOCTYIIOM Ha OCHOBE aTpuOyToB. Bbibop mMonenu
pasrpaHUYeHHs IOCTYIIA.

KoppekTHOCTh ¥ MOJHOTA peanus3aliil pa3rpaHuuUuTeIbHON MOIUTHKU fnoctyna. Knaccuduka-
1S CyOBEKTOB M 00BEKTOB JOCTyma. TpeOoBaHUs K MEXaHU3MaM YIIPABJICHHS TOCTYIIOM.

HeHTpaJ'II/ISOBaHHOC H JCHCHTPATIN30BAHHOC YIIPABJICHUC NOCTYIIOM. HpOTOKOHBI aYTGHTI/I(bI/IKa—
min (AAA). RADIUS, TACACS.

Tema 5. Pazpa®oTka moJMTHKH 0€30MaCHOCTH HH(POPMAIIMOHHOM CHCTEMbI

OO11re nonoxeHus: pa3paboTKH MOIUTUKU Oe3omacHoCTH. HopMaTHBHBIE TOKYMEHTHI IO pa3pa-
00TKEe MOJUTUKH Oe30macHOCTU. BakHble acmekTsl NMpH pa3paboTKe MOJIUTUK Oe30MacHOCTH.
CpenctBa 3amuThl HHGOpPMAIMK ISl TOCYJapCTBEHHBIX U KOMMeEpYeCKUX CTpykTyp. IIpouecc
pa3paboTku MONMUTUKU Oe3omacHocTH. IlpuMepHBIi cocTaB rpynmnbl Mo pa3pabOTKe MOJIUTUK
6e3onacHocTH. TpeboBaHMs K MOJUTUKAM 0€30MacHOCTH. THUIIOBBIE MOJUTUKU O0€30aCHOCTH.
Peanuzanus nonmutuk OezonacHoctu. OOmue mpaBmiia 06e30MaCHOCTU. APXUTEKTypa KOpIopa-
TUBHOW CHUCTEMBI 3alIUThl MHpopManuu. HacTpolku OCHOBHBIX KOMIIOHEHT CHUCTEMBI 3aIllUTHI
KOMIIaHWH.

Tema 6. MeTonuka anajau3a 3amuménHocta UC. MeToabl U cpecTBa BbISIBJIEHUS YTPO3
eé nHopMannoHHOII Oe3omacHOCTH
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Tunosast meroauka ananusa 3amumiéaHoctd UC. Meroapl TeCTUpoBaHUE CHCTEM WH(OpMAIIu-
OHHOH 0€30TacHOCTH. MeTOoIbl KOJIMUECTBEHHON OIEHKU CUCTEM WH(OPMAIMOHHON Oe30MmacHoO-
cTd. MeTobl U cpeAcTBa aHaIM3a 3alUIIEHHOCTA aBTOMATU3UPOBAHHON CUCTEMBI. AHANU3 3a-
UIUIIEHHOCTH BHELIHETO NIEPUMETPa KOPIIOPATUBHOM CETH. AHAIN3 3alUIIEHHOCTH BHYTPEHHEN
nHQPacTpyKTYpsl ceTu. WHCTpyMEHTaIbHBIC CpPEICTBA aHAIHM3a 3alUIIEHHOCTH. MeTompbl
MPEAOTBPAILIECHUS CETEBBIX aTaK HA IEPUMETP CETH.

Tema 7. [IppuMeHeHHne CPeACTB aNNAPATHON 3alIMTHI

Heo0xomuMOCTh ¥ IPUHITUIIBI HCIIOJIE30BAHUS AIMTAPATHBIX CPEACTB 3aIIUTHL. YTPO3BI MEPEBOIA
CHUCTEMBI 3AIUTHI B TACCUBHOE COCTOSIHUE, UX peanu3anus. MeToasl TpOTUBOACHCTBUS yrpo3aM
MEepeBOJa CHUCTEMBI 3AlIMThl B MAaCCUBHOE COCTOsIHME. Peanu3anusi mporpaMMHO-arnmnapaTHOro
KOHTPOJIsI (MOHUTOPUHTA) aKTUBHOCTH CUCTEMBI 3alUThl. METO1 KOHTPOJIS 1ETOCTHOCTU U aK-
THUBHOCTH MPOTPAMMHBIX KOMIIOHEHT CHCTEMBI 3alATHI MIPOTPAMMHO-aMMAPATHBIMU CPEACTBA-
MH. MexaHu3M YyJaJ€HHOT0 MOHUTOPHHIA aKTUBHOCTH CUCTEMbI 3AIUTHI, KaK ajlbTE€pHATHBA
MIPUMEHEHUIO aNmapaTHON KOMIOHEHTHI 3alTUThl. MeTo1 KOHTPOJIS BCKPBITHS ammapaTypsl, 00-
muii noaxoA. Peanuzanusa cucTEMbl KOHTPOJISI BCKPBITHS anmaparypbl. [[pUHIUITBI KOMIUIEKC H-

POBaHMS CPEACTB 3alllUThl HH(OPMaLUU

4. Oopa3oBaTe/ibHbIE TEXHOJIOTHH

Ne . Oopa3oBaTte/ibHbIE TEXHO-
u/n HaunmenoBanue pasaena |Buabl ydueOHbIX 3aHATHI OrHH
1 |2 3 4
1 |Bseoenue 6 3awyumy um- Jlexyus 1. Tpaouyuonnas nexyus ¢ uc-
Gopmayuu om necankyuo- NONb308AHUEM NPE3CHMAYULL
HUPOBAHHO20 0OCMYNa
Camocmosmenvrnas paboma |Paboma c numepamypoti
2 |Tpebosanus k 3awume un- |Jlexyus 2. Tpaouyuonnas nexyus ¢ uc-
Gopmayuu om necankyuo- NONb308AHUEM NPE3eHMAYULL
HUPOBAHHO20 0OCMYNa
Camocmosmenvras paboma |Paboma c rumepamypoti
3 |Aemopusayus. Memoosi Jlexyus 3. Tpaouyuonnas nexyus ¢ uc-
uoeHmughuxayuu u aymeu- NONb308AHUEM NPE3CHMAYULL
muguxayuu nonv3osameis
Camocmosmenvrnas paboma |Paboma c rumepamypoti
4 |Vnpaenenue oocmynom x  |Jlexyus 4. Tpaouyuonrnas nexyus ¢ uc-
pecypcam NONb308AHUEM NPE3eHMAYULL
Camocmosmenvras paboma |Paboma c numepamypoii
5 |Paszpabomka noaumuxu Jlexkyus 5.1 Tpaouyuonrnas nexyus ¢ uc-
bezonacnocmu ungopma-  |Jlexyus 5.2 NONb308AHUEM NPE3eHMAYULL
YUOHHOU cucmembl
Camocmosmenvras paboma |Paboma c numepamypoii
6 |Memoouka ananusa 3awu- |Jlexyus 6. Tpaouyuonnas nexyus c uc-
wénnocmu UC. Memoowl u NOb308aAHUEM NPE3eHMAYUL
cpedcmaa 6vis8eHUs Yepo3
eé unghopmayuonnoii 6es- |Camocmoamenvnas paboma |Paboma c numepamypoti
onacHocmu
7 |llpumenenue cpeocme an- |Jlexyus 7. Tpaouyuonnas nexyus ¢ uc-
napamuou 3auumsl NONb308AHUEM NPEICHMAYUL
Camocmosmenvras paboma |Paboma c aumepamypoi
8 |J/labopamopnas paboma 1 |Jlabopamopuas paboma Ne 1 |Omuém o nabopamoproi




pabome

9 |Jlabopamopuas paboma 2

Jlabopamopnas paboma Ne 2

Omuyém o 1abopamopHoll
pabome

5. OneHka IaHUPYeMBbIX pPe3yJIbTaTOB 00y4eHHus

5.1. Cucrema orieHUBaHUS

dopma KOHTPOJIS Makc. K0JIM4ecTBO 0a/1J10B
3a ogny pa- |Bcero
ooty

Tekymui KOHTPOJIb:

- onpoc (memwt 1-T) 4 6annos 28 bannos

- 1abopamopuas paboma Ne 1 6 6annos 16 6annos

- nabopamopuas paboma No 2 8 bannos 16 6annos

[IpomexyTouHas aTTecTarus 40 6annos

3auém

HToro 3a aucuunjnny 100 6annos

3auém

[lepeueHs KOMIETEHIIN C YKa3aHUEM 3TANoOB UX (OPMUPOBAHHUS B IIPOLIECCE OCBOCHUS JUCIIH-

TJTUHBI PEJICTABISIETCS B BUIEC TAOTHITHI:
No Konumponupyemuwie pazoenvt | Koo konmponupyemon | Haumenosanue oye-
n/n oucyunIuHbl KOMnemeHyuu HOYHO20 cpeocmea
1. Temsr 1-7 [1K-11, TTK-15, [IK-12 | Pe3ynpTarsl onpoca
2. Jlabopatopnast padora Ne 1,2 | T1K-11, TIK-15, [1K-12 | [lnan MPaKTUYECKOTO
3aHSTUS

[ToyueHHBI COBOKYIHBIN pe3y/bTaT KOHBEPTUPYETCS B TPAAULIMOHHYIO IIKAIly OLIEHOK U B
mKany oneHok EBpornierickoii cucTeMbl iepeHoca u HakorieHus kpeauTos (European Credit
Transfer System; nanee — ECTS) B cooTBeTCTBHM ¢ TaOIHIICH:

100-06annpHag 1Ka- TpanionHas mKaa IIkana
jIa ECTS
95 -100 A
8304 OTJIHNYHO B

68 — 82 XOPOIIIO 3a4TEHO C

56 — 67 D

50 55 YIIOBJIETBOPUTEIHLHO E

20 - 49 FX
0_19 HEYJOBJIETBOPUTETHHO HE 3a4TEHO =

5.2. KpI/ITepI/H/I BBICTABJICHUA OIICHKU 110 JUCIIUITIIMHE

Banasl/ Ounenka mo auc- Kpurepun onieHkH pe3y1bTaToB 00y4eHHUsI 110 JMCI M-

Ml kana IHUIIJIAHE IJIMHE

ECTS

100-83/ «OTJIIMYHOY/ BricTaBisiercs 00ydaromeMycs, €Cu OH TITyOOKO U MpoU-

AB «3auTeHO (OTVINY- | HO YCBOWJI TEOPETUYECKHUM U IPAKTUUECKUNA MaTepHal,
HO)»/ MO’KET IPOAEMOHCTPUPOBATH 3TO HA 3aHATHUSAX U B XOJE
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Banany/

Ml xana
ECTS

OueHka mo auc-
HUIIMHE

KpnTepml OICHKHU pPE3yJbTaToOB oﬁyqe}mﬂ mo 1uCuum-
IJIMHE

«3a4YTCHO»

IIPOMEKYTOYHOU aTTECTALUH.

OO0yuaromuiicst HICUEPIBIBAIOIIE U JIOTUYECKU CTPOUHO U3-
Jaraet yuyeOHBI MaTepuall, yMEET yBA3BIBATh TEOPHUIO C
IIPAKTUKOM, CIIpaBIISIETCS C PELICHUEM 3a/1ad IPoeccuo-
HAJIbHOW HAIPaBJIEHHOCTH BHICOKOTO YPOBHS CIIOKHOCTH,
NPaBUIHLHO 0OOCHOBBIBAET NPUHSATHIC PEIICHUSL.
CB00OOHO OpHEHTHPYETCS B yUeOHOH U Mo ecCHoHab-
HOU JIUTEpaType.

OneHka o TUCLUIIIMHE BBICTABIIAIOTCS 00ydaromeMycs ¢
Y4ETOM pE3yJIbTATOB TEKYIEH U IPOMEKYTOYHOM aTTe-
CTalLluH.

Komnerenium, 3akpeniéHHble 3a AUCUUIIIINHON, CPOpPMHU-
pPOBAaHBI HA YPOBHE — «BBICOKHID.

82-68/

«XOpomIoy/
«3a4TeHO (X0po-
1110 ) »/
«3aYTECHOY

BricTaBnsiercs 00ydaromemMycs, €Ciu OH 3HaeT TeopeTnude-
CKMI M MPAKTHYECKUI MaTepHall, PAMOTHO M MO CYLIECTBY
U3JIaraeT ero Ha 3aHATHIX U B XOJ€ IPOMEXKYTOUHOM aTTe-
CTallNH, HE JOMYyCKasl CYIIeCTBEHHBIX HETOYHOCTEH.
OO6yyaromuiics MpaBUJIbLHO IPUMEHSET TEOPETHUUECKHUE T10-
JIO’KEHUS TIPU PelIeHUH MPAaKTUYECKUX 3aa4 rpodeccuo-
HaJIbHOM HANPABIEHHOCTH Pa3HOTO YPOBHS CIIOKHOCTH,
BJIa/IeeT HEOOXOUMBIMU I ATOTO HAaBbIKaMU U MpUEéMa-
MU.

JlocTaTouHO XOPOIIIO OPUEHTUPYETCS B YUeOHOM U TIPO-
dbeccuoHanbHOM TUTEpaType.

OneHka o JUCIUILIMHE BBICTABISIOTCSA 00y4aroniemMycs ¢
Y4E€TOM pE3yNIbTATOB TEKYIIEH U MPOMEKYTOUHOU aTTe-
CTalUU.

Komnerenuuu, 3akpeniaéHHble 3a JUCHUILTUHON, ChOpMHU-
pPOBaHbI HA YPOBHE — «XOPOILLIHIY.

67-50/
D,E

«yIIOBJICTBOPU-
TEILHO»/

«3a4TeHO (yIoBIIe-
TBOPHUTEIBHO)»/
«3aYTCHO»

BeicraBisiercs o0ydaronemMycsi, €ciu OH 3HaeT Ha 6a30BOM
YPOBHE TEOPETUUECKUN U IIPAKTUYECKUN MaTepual, J0-
IIyCKAeT OTAEIbHbIC OIIMOKH IPH €ro U3JI0KEHUU Ha 3aHs-
TUSX U B XOJI€ IIPOMEKYTOYHOU aTTECTALNH.
OOyuaromuiicss UCTIBITHIBACT ONPEAEIEHHBIE 3aTPYIHEHUS
B IIPUMEHEHUH TEOPETUUECKUX MOJI0KEHUH IIPU PELICHUH
HPaKTUYECKUX 3a]a4 po(hecCHOHATBbHON HANPaBJIEHHOCTH
CTaHJAPTHOTO YPOBHS CJIO’KHOCTH, BJIajIeeT HE0OXOUMBbI-
MHU JUIs1 3TOr0 6a30BBIMU HaBBIKAMU M TPUEMAMH.
JleMOHCTpHpYeT 10CTaTOYHBIH YPOBEHb 3HAHUS y4eOHOM
JIUTEPATYpPBI 110 JUCLUIIIIMHE.

OreHka 1o JUCHUIUIMHE BBICTABIIAIOTCS 00yJaroieMycs ¢
Y4ETOM pEe3yJIbTATOB TEKYILEH U IPOMEKYTOYHOU aTTe-
CTalUU.

Komnerenuu, 3akpeniéHHble 3a JUCUUIIIMHON, chopMu-
POBaHbI HA YPOBHE — «IOCTATOYHBINY.

49-0/
F.FX

«HEYIOBIETBOPU-
TEJIBHOY/
HE 3a4TEHO

BricraBnsercs oOyyaromemMycs, €Ciii OH He 3HaeT Ha 6a30-
BOM YPOBHE TEOPETUYECKHUI U IPAKTUUECKUNA MaTepual,
JIOIYCKAeT IpyOble OIIMOKU IPU ero W3JI0KEHUU Ha 3aHsi-
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banabl/ OIIeHKa o Juc- KpnTepml OICHKHU pPE3yJbTaToOB oﬁyqennﬂ mo 1uCuum-
IIkana HUIIJIMHE IJIMHE
ECTS

paTypsl O TUCIUILIAHE.

CTalluu.

3a TUCIUIUIMHOM, He cOPMUPOBAHBI.

TUSX U B X0OJI€ IPOMEXKYTOUYHON aTTECTALUU.
OOyyaromuiics UCIIBITHIBAET CEPHE3HBIE 3aTPYIHEHUS B
IPUMEHEHUU TEOPETUUECKUX MOJIOKEHUN MPU pELIeHUH
NPaKTUYECKUX 33724 MPo(HecCHOHATFHON HANPaBICHHOCTH
CTaH/IaPTHOI'O YPOBHS CJIOKHOCTH, HE BJaJIe€T HEOOX011-
MBIMH JUIsl 3TOTO HaBbIKAMU U IPUEMAMHU.
JemoHcTpHpyeT hparMeHTapHbIC 3HAHUS YI4eOHOH JTUTE-

OrneHka no JUCIUILIMHE BBICTABISAIOTCSA 00yJyaroniemMycs ¢
Y4ETOM pE3yJIbTATOB TEKYILEH U MPOMEKYTOUHOM aTTe-

Kommerennuu Ha ypoBHE «IOCTATOYHBINY, 3aKPETIEHHBIE

5.3. OneHouHBIE cpenicTBa (MaTepHAIIbI) ISl TEKYIIETO KOHTPOJIS YCIIEBaEMOCTH, TPOMEKYTO Y-
HOM aTTecTaly 00y4aroluxcs Mo AUCHUIIIINHE

Yemmuouit onpoc

YceTHBIN onpoc — 3TO CPeICTBO KOHTPOJIS, OPraHW30BaHHOE KaK CHelualibHas Oecesia mpernoja-
BaTesis ¢ 00yJaronuMCs Ha TEMBI, CBA3aHHBIC ¢ M3y4aeMOUl JUCIHUIUIMHON, U PAaCCUMTAHHOE Ha
BBISICHEHHE 00bEMa 3HaHM, 0Oy4arollerocs Mo OMpeneEHHOMY pasjeny, TeMe, mpobdieme u

T.II.

Ne

10.

11.

12.

Ilepeuens ycmuuix 60npocoeg 01 npoGepKu 3HAHU
Bonpoc

[MonsiTnst «gocTyn K MHPOPMALUNY, «IIPaBHIA pa3rpaHUYCHUS JIOCTY-
1a» «CAHKIIMOHUPOBAHHBIM M HECAHKIIMOHWPOBAaHHBIA JOCTYN K HH-
dhopmaruun

[lepBas rpymnma tpeboBaHul (HEOOXOIAMMBIE TPEOOBaHUS) K CHCTEME
3aUTHI

Bropas rpynna tpeboBaHuii (JIONMOJHUTEIbHBIE TPEOOBAHHUS) K CUCTEME
3aUThHI

Bunpl yrpo3 aBTOMaTH3MPOBAHHBIM CHCTEMaM

Knaccel 3amuménnoctu AC u CBT ot HCJL

CocraB nepBoii rpyninsl 3auTel AC

[Toncuctemsr mexanuszma 3U ot HC.

TpeboBanus k 3amute nHpopmanuu AC rpynn 1T u 1B..

[TonsiTne uneHTUGUKAIUN U ayTeHTU(DUKAIIIH.

[Ipouenypa aBTopHU3anUu.

Knaccudukarus 3amad, pemaeMblX MEXaHU3MAaMH UICHTH(PHUKAIUN H

ayTeHTU(UKAIIH.
MexaHn3Mbl IapOJIBHOM 3aIUTHI.

Peanmnzyemas

KOMIIETEHIIMSI
I1K-15

I1K-15
I1K-15

[1K-11, TTIK-15,
I1K-12
[1K-11, TTIK-15,
I1K-12
[1K-11, TTIK-15,
I1K-12
[1K-11, TTIK-15,
[1K-12
[1K-11, TTIK-15,
[1K-12
[1K-11, TTIK-15,
[1K-12
[1K-11, TTIK-15,
[1K-12
[1K-11, TTIK-15,
[1K-12
[1K-11, TTIK-15,
[1K-12
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13.  VYrpo3ssl npeooneHus napoabHOi 3amuTsl. SIBHBIE U cKpbIThIe yrpo3sl.  TIK-11, ITK-15,
[1K-12

14. OcHoBHBIE MEXaHU3MBI BBOJIA Maposist. buomerpuueckuit u komounupo- I1K-11, [IK-12
BaHHBIH cIIOCO0 BBOJIA MAPOJISL.

15. CnocoObl ycuieHusi maposibHOM 3amuthl. JloGaBounbsie mexanusmbl [IK-11, TTK-12
YCUJICHUS IApOJIbHOM 3aIlIUThI U TPEOOBAHUS K HUM.

16. OcnoBHBIE crIOCOOBI pazaeneHus AocTyna cyobekToB k coBmectHO nc- [IK-11, [TK-12
[10JIb3YEMBIM OOBEKTAM.

17. JduckpeuuroHHas (MaTpu4Has) MOJIEIb pa3/IeleHUs JOCTYIaA. [K-11, [IK-12
18. MHoroypoBHEBbIE€ (MaHIATHBIEC) MOJEIU pa3elieHus JOCTYyIA. [K-11, [IK-12
19. Cunwucoxk mpas goctyna ACL. ITK-11, ITK-12
20. PomeBas MoJenb pa3rpaHHUYSHUS TOCTYyTIA. [MK-11, ITK-12

21. VYmpaBieHus JOCTYNIOM Ha OCHOBe aTpuOyToB. Beibop monenmu pasrpa- [1K-11, [IK-12
HUYEHUS JIOCTYTIA.

22. Knaccugukanus cyObeKTOB 1 0OBEKTOB JOCTYIIA. [1K-11, TITK-15,
[1K-12

23. lentpanm3oBaHHOE H JEIEHTPATH30BAHHOE YIIPABICHHUE JOCTYIIOM. [IK-11, TITK-15,
I1K-12

24. TIporoxkonsl ayrenTrdukanuu (AAA). RADIUS, TACACS. [TK-11, ITK-15,
I1K-12

25. HopmaTuBHBIEC JOKYMEHTHI IO pa3pabOTKe MOJUTHKH 0€30MTaCHOCTH. IK-11, TTK-15,
I1K-12

26. CpenctBa 3ammuThl WH(GOPMAIUKN ISl TOCYAapcTBeHHBIX W kommepde- [1K-11, TTK-15,
CKHX CTPYKTYP. IK-12

27. TlpumepHBIil cOCTaB IPYMIIBI MO Pa3padOTKe MOJUTHK 0€30MMaCHOCTH. ITK-11, ITK-15,
[1K-12

28. ApXuTeKTypa KOPIOPATHBHOW CHCTEMBI 3allIUTH HHPOPMAIIUH. ITK-11, ITK-15,
[1K-12

29. Amnanu3 3amMIIEHHOCTH BHEITHETO ITepUMeTpa KOPIIOPATUBHOMN CETH. ITK-11, ITK-15,
[1K-12

30. Amnanu3 3amuIIEHHOCTA BHYTPEHHEH HHOPACTPYKTYPHI CETH. ITK-11, ITK-15,
[1K-12

31. Meroapl MpeAOTBPAIEHUS CETEBBIX aTaK Ha TIEPUMETP CETH. IIK-11, IIK-15,
[1K-12

32. Yrpo3sl mepeBojia CUCTEMBI 3allTUTHI B TTACCUBHOE cocTosiHue, ux peanu- [IK-11, [TK-15,
3a1U. [1IK-12

33. Meroa KOHTPOJIS BCKPBITUS anmnapaTypbl, OOLIHI MOAXOI. IIK-11, IIK-15,
[1K-12

34. TlpuHIUIIBEI KOMIICKCUPOBAHUS CPEJACTB 3alIUThl HH(POpMaIuu IIK-11, IIK-15,
[1K-12

Ilpomescymounas ammecmayus (npumepnsle 60npocel K 3auémy) —

npoeepka cpopmuposannocmu komnemenyuii — IIK-11, I1K-12, IT1K-15
1. JHoxymentsl ['ocrexkomuccuu (OPCTOK) Poccun mo 3amute ot HCJ. Cucrema rocymap-
CTBEHHBIX HOpMaTUBHBIX akToB 110 31 ot HC/I.
2.  Bunsl yrpos coBpemenHsiM AC.
3. Kunaccor 3amuménnocta CBT u AC. Tlokazarenu 3amuiéHHOCTH MEKCETEBBIX SKPAaHOB U
UX yBsI3Ka ¢ Kinaccamu 3amuménHoctu AC.
4. Tloncuctemsl mexanusMma 31 or HCJI. TpeboBanus k 3amurte undopmarmu AC rpynm 1" u
1B.
5. Tlonstue uaentuduxanuu u ayreHTHukanuu. [Iporeaypa aBropusarum.
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6. ®dopmarn30BaHHbIEC U JONOJIHUTEIbHBIE TPEOOBAHUS K HICHTU(PUKALNY U ayTeHTH(PUKALINH.
ABTOpH3aIMs B KOHTEKCTE KOJMYECTBA U BUJIA 3apETUCTPUPOBAHHBIX 0JIb30BaTene. PekoMen-
JallMM 110 MOCTPOEHUIO aBTOPU3ALMHU, MCXOJS M3 BHMJA M KOJMYECTBA 3apErMCTPUPOBAHHBIX
[10JIb30BATEIEH.

7. MexaHu3Mbl napojbHOM 3amuThl. DYHKIIMOHAIBPHOE HAa3HAYEHHE W pealu3alis MEXaHM3-
MOB apOJIbHOM 3aIUTHI.

8.  Yrpo3sl npeososieHNs MAapOIbHON 3alHUTHI.

9. OcHOBHBIE MEXaHU3MBI BBOJIA MTAPOJISL.

10. JByxypoBHueBas aBropusanus Ha ypoBHe OC u BIOS. CereBas aBTopH3amnus.

11. IIpoTokoiabl ayTeHTHUPUKALIH.

12. AbGctpaktHbie Mojaenu AocTyna. [loHsTHs «BIagenem u «CoOOCTBEHHUK» WH(OPMAIHH.

13. JluckpenroHHOE pa3rpaHudeHue TOCTyIA.

14. ManpgatHO€ pa3rpaHUYCHHE JOCTYIIA.

15. PoneBas Mojenb pasrpaHUYCHHS T0CTYIIA.

16. YmpaBieHus ZOCTYIIOM Ha OCHOBE aTpuOyTOB. BEIOOp MOIeNN pa3rpaHudeHus IOCTyIa.

17. KoppekTHOCTb U MOJHOTA peaan3aluu pasrpaHUuMTENbHON MoJuTUKY focryna. Kiaccudu-
Kalus cyObeKTOB U 00BEKTOB JlocTyna. TpeOoBaHMUs K MEXaHU3MaM YIPaBJICHUS TOCTYIIOM.

18. lleHTpanm3oBaHHOE M JEIEHTPATH30BAHHOE YIIPABICHHUE JOCTYIIOM.

19. OOmme momoxkeHus: pa3pabOTKH MOJUTHKH Oe3omacHOCTH. HopMaTHBHBIE MOKYMEHTHI IO
pa3paboTKe MOJUTUKU OE30TTaCHOCTH.

20. TIporecc pa3pabOTKH MOJMTUKA 0€30MacHOCTH. TpeOoBaHus K MOJTUTHKAM 0e30TIacHOCTH.
21. Peanm3anms MOJMTHK 0€30MaCHOCTH. APXHTEKTYpa KOPIIOPATUBHOW CHUCTEMBI 3aIlUTHl MH-
dopmarmm. HacTpoitkn OCHOBHBIX KOMITOHEHT CHCTEMBI 3aIIUTH KOMITAaHHH.

22. Tumnosag MeToauka aHann3sa samuméngoctu YC

23. MeTtoapl KOJTUYECTBEHHOM OIIEHKH CUCTEM MH(OPMAITMOHHONW 0€30TTaCHOCTH.

24. Ananu3 3aUIEHHOCTH BHEIIHETO MEpUMETpa W BHYTPEeHHEH MHEOPACTPYKTYphl KOpHopa-
TUBHOU CETH.

25. MHCTpyMeHTallbHBIE CPEJCTBA aHAIN3a 3ALUILEHHOCTH. MeToabl NpeNoTBpAlIeHUs CeTe-
BBIX aTaK Ha MEPUMETP CETH.

26. Yrpo3bl mepeBoJia CUCTEMbl 3allUThl B IACCUBHOE COCTOSHHME, UX peann3auus. MeTombl
IIPOTHBOJEHCTBUS YTpO3aM ME€PEBOA CUCTEMBI 3aIIUThI B TACCUBHOE COCTOSIHUE.

27. Peanu3auus nporpaMMHO-anNapaTHOrO KOHTPOJS (MOHUTOPHMHIA) aKTMBHOCTH CHCTEMbI
3alIUTHI.

28. MetoJ KOHTPOJIS LEIOCTHOCTH U aKTUBHOCTH IPOTPAMMHBIX KOMIIOHEHT CHCTEMbI 3alUThI
IIPOrpaMMHO-AIIAPATHBIMU CPEICTBAMH.

29. MexaHu3M yJIal€HHOTO MOHUTOPHMHIA aKTMBHOCTHU CHUCTEMbI 3alUThl, KaK aJbTepHATHBA
IPUMEHEHHIO alapaTHONH KOMIIOHEHTHI 3allUThI.

30. MeTtoj KOHTpOJI BCKPBITHS anmnapaTypbl, oOUmid noaxoa. Peanuzanus cucteMbl KOHTPOJIS
BCKPBITHS allaparyphl.

31. IIpuHUHMIIBI KOMIUIEKCUPOBAHUS CPEJCTB 3aLIUThI HH(OPMALUU

ITpumepnvie mecmoswie 3a0anusn — nposepka cpopmuposannocmu komnemenyui — ITK-15

1. Ilpouenypa, Npu3BaHHAsA Ka)KAOMY I0JIb30BaTes 10 (Ipylnme Nojb3oBaTesieil) comocra-
BHTh COOTBETCTBYIOLIYI0 €My Pa3rpPaHMYHTE]bHYI0 MOJUTHKY J0CTYNa Ha 3alIMIaeMOM
o0beKTe Ha3bIBaeTCs

a) ayreHTH(UKaus

0) udenmugpuxayus

B) aBTOpU3ALIUSA

2. MaHaaTHOI 3alIMTON XapaKTepu3yeTcs:

a) Bropas rpynmna 3amuménHocty CBT or HCZ
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0) nepsas rpynmna 3ammménnocta CBT ot HC
8) mpemuvs 2pynna sauwuwénnocmu CBT om HCI{

r) naras rpynmna 3amuménnocty CBT or HC/

Ilpumepnuvie memul Kypcoevlx pabom — npoeepka chopmuposannocmu komnemenyuii — INK-

11, IIK-12, ITIK-15

VY4eOHBIM TUIAaHOM TI0 AMCUUILINHE «3aniuTa WHPOpMAIMKA OT HECAaHKIIMOHUPOBAHHOTO JOCTY-
a» MPEAYCMOTPEHO BBITIOJHEHUE KYPCOBBIX paboT.

1.
2.
3.

ok~

o ~

10.

11.

12.
13.

14.

15.

16.

17.

18.

19.

20.

Cucrema HopMmatuBHbIX akToB P® B o0OmacTu 3amutel ot HCJI (ITK-15)

VYTrpo3sl ¥ YSI3BUMOCTH COBPEMEHHBIX aBTOMAaTH3UpoBaHHbIX cucteM (I1K-12)

Knaccel 3ammmEéHHOCTH COBPEMEHHBIX aBTOMATH3WPOBAHHBIX CHCTEM W IPOTPAMMHO-
anmapathbix cpencts (ITK-11, TIK-12)

ATtopu3zaius kak nporecc goctyna (ITK-11, TTK-12)

Peanuzanuss MEXaHW3MOB TapOJIBHOM 3alUTHI Ui OpraHU3alMd OaHKOBCKOTO CEKTOpa
(TIK-11, TIK-12)

MeskceTeBble DKpaHbl KaK CPEACTBO 3alIUTHl MHPOPMAIWU OT HECAHKIIMOHWPOBAHHOTO
noctyna (ITK-11, ITK-12)

AHanu3 pbIlHKa Cpe/IcTB yeuseHus maposbHoit 3amutsl ([TK-11, TTK-12)

Peanu3anus 100aBOYHBIX MEXaHH3MOB ycuieHuUs maposbHoi 3amuthl (ITK-11, TTK-12)
Pa3paboTka monuTHkn MHPOPMAIIMOHHOM 0€301MacCHOCTH I TOCYAapCTBEHHOM OpraHusa-
uu (TTK-11, MK-12, TTK-15)

PazpaboTka momuTukM WHGOPMAIMOHHON O€30MacHOCTH Il OpPraHu3alid 0OOpPOHHO-
npomsiieHHoro komriekca (ITK-12, TTK-15)

ApXuTEKTypa KOPHOPATUBHOM CHCTEMbI 3alIUThl MHGOPMALMU MAaIIUHOCTPOUTEIHHOTO
npeanpustus (ITK-12, TTK-15)

AHau3 COBPEMEHHBIX CIOc000B pasrpanndenus goctyma (ITK-11, ITK-12)

AHanu3 3aUIEHHOCTH BHYTPEHHEH MHMPACTPYKTYPHI CETH TOCYIapCTBEHHOW OpraHM3a-
uu (ITK-11, TK-12)

AnHanu3 3auuImEHHOCTH BHYTPEHHEW HHPPACTPYKTYpPhI CETH KOMMEPUYECKOHN OpraHu3aiiu
(TIK-11, TTK-12)

[IpumeHeHusT HHCTPYMEHTAIbHBIX CPEJCTB aHaIM3a 3aIIMIIEHHOCTH BHYTpPEHHEH HH(}pa-
crpykrypsl cetu (ITK-11, ITIK-12)

AHanu3 pblHKa MPOrpaMMHO-aINapaTHBIX CPEJICTB 3alIUThl HH(OPMAIIUU OT HECAHKIIHO-
uupoBanHoro poctyma (ITK-11, TIK-12)

Texnuko-sKOHOMUYECKas: OIeHKa KOMILIEKCHPOBAHUS CPEICTB 3allUThl MH(GOPMALUU Ha
npuMepe kommepdeckoit opranmzanuu (ITK-11, TTK-12)

Pa3zpabotka Moaenu yrpo3 6e3omacHoctu uHpopMaiuu Kommepueckoir ¢upmbr (ITK-12,
I1K-15)

Pa3zpabotka monenu yrpo3 6e3omacHOCTH MHGOpPMAIMK TOCYIApCTBEHHON OpraHu3alyu
(TIK-12, TIK-15)

AHanu3 peiHKa OnoMeTprudeckux cpencts BBoaa maposs (ITK-12, ITK-15)

KprOBLIC pa6OTLI SABIIAKOTCA COCTaBHOMU YacCTbIO CaMOCTOSTEIbHON y‘IC6HO -

HCCIIeN0BATEIbCKOM pa60TBI CTYACHTA W NMPCAHA3HAYUCHBI IJIsA er'Iy'6J'IeHHOFO N3Yy4YCHHUA OUCHH-
IIJIMH yqe6Hor0 IJIaHa, pa3BUTHA UHAWNBUAYAJIbHBIX TBOPYCCKUX CIIOCOOHOCTEH CTYACHTA.

HCJ’IL KprOBOﬁ paGOTBI — INOATOTOBKA K CaMOCTOATCIbHOMY PCHICHUIO 3a/ia4, CBA3aHHBIX

C IMPOLCCCOM 3alIUThI I/IH(I)OpMaI_II/II/I OT HCCAHKITUOHUPOBAHHOT'O JOCTYIIA..

I[OCTI/I)KCHI/IC LEJIN KYpPCOBOT'O IMPOCKTUPOBAHUA OCYIICCTBIIAACTCA 34 CuéT peuicHud 3a1a4

1o pa3zpaboTKe MOCTpOeHus: cucTeMsl 3amuThl nHpopmanuu oT HCJ Ha oObexTe nHdopmaTusa-
L[1H, BBIIIOJIHAEMBIX BO B3aMOCBSI3aHHOM NTOCIIEJOBATENBHOCTH U3 PSAA TEM.
3agauamMu penojjaBaress Mo npoBepke KypcoBOH pabOTHI:
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— OLICHUTDH YPOBEHB OBJIAJICHHSI CTYJCHTOM MPO(HECCHOHAIBHBIMUA KOMIIETCHIIUSAMU ;
— MPOBEPUTH MOJATOTOBICHHOCTh CTYJCHTA K BBITIOJHEHUIO BBITYCKHOHN KBaJU(HUKAIIMOHHON pa-
OOTHI.
3amauamu paboTHI CTYIEHTA HAJl KYPCOBBIMU padOTaMH SIBIISIOTCS:
— yriayOieHHOe U3ydeHne BEIOPaHHOW TeMBbI;
— MIPUOOpPETEHNE YMEHUSI BECTH MOUCK HE0OXOAMMOTO (haKTHUECKOTO MaTepuaa, ero aHajaus3a u
cucTeMaTu3anuy, GopMyIupoBaHUs HaAyYHBIX 1€JIel U BBIBOJIOB;
— Pa3BUTHS HABBIKOB I'PaMOTHOTI'O U JIOTUYECKH J0KA3aTEIbHOIO U3JI0KEHUS TEKCTa;
— TOJTydeHHE OTbITa MPABHILHOTO 0(hOPMIICHHUST HAyYHOU PabOTHI.

KypcoBas padora npencrasisier co00il HccaeI0BaHUE M0 OJHOW U3 HAYYHBIX MPOOIeM
WM OTAEIBbHOU TeMe yueOHOM TUCIUIUIMHBI.
KypcoBast pabota MoxeT ObITh HamMcaHa Kak OJHa U3 TJIaB OyAylied JTUIUIOMHOM paboThl CTY-
nenta. [1o copepxanuto KypcoBas paboTa MOKET HMETh KaK TEOPETHUYECKUH, TaK U MPUKIIATHON
xapakrtep. HayuHblil MmaTepuan, KOTOPbIN CTYAEHT JOJDKEH MCIOJb30BaTh NPU HAMCAHUU KYp-
COBOM pabOTHI, 0TOMPAETCS MHANBUIYATIbHO MO KAXJI0M TeMe.
Tema kKypcoBoil pabOThl MOXET pa3BUBATh U YIIyOIsTh TEMY paHEe HAlMCAaHHOTO CTYAECHTOM

pedepara.

Oopa3zosamenvuvie mexHo102uu

Ne . OO0pazoBarenbHBIE TEXHOJIO-
HaumenoBanue paszzaena Bunapl yueOHBIX 3aHATHI
/1 THH
1 2 3 4
1 |Kypcosas pabGota CamocrosTensHas padboTa PaboTa c nmutepatypoii

Cucmema ouenueanun

dopma KOHTPOJIA KonunuecTBo 6amios
Coneprxkanne paboThl COOTBETCTBYET BHIOPAHHOM TeMe, pac- 30
KPBIBAET €€ MOJTHO ¥ BCECTOPOHHE, IEMOHCTPUPYET CBOOO 1I-
HOE BJIaJICHHE MaTepUAIOM
Hcnonw3oBaHa o0s3aTenbHas U JONIOJHUTEIbHAS JINTEpATy- 10
pa, COOTBETCTBYIOIINE HH(DOPMAIIHOHHBIE PECYPCHI
PaboTa Hammicana TpaMOTHBIM JIUTEPATYPHBIM SI3BIKOM C CO- 10
OJIIOICHUEM CTHIIMCTHYECKUX HOPM M KOPPEKTHBIM HCIIOJIb-
30BaHUEM MTPOPECCHOHATLHON TEPMHHOJIOTHH.
CrpykTypa paboThl COOTBETCTBYET IUIaHY, 0OHAPYKUBAET 10
CTPOMHYIO JIOTUYECKYIO MOCIIEI0BATEILHOCTh Pa3ieioB.
OdopmiieHre COOTBETCTBYET aKTYaIbHBIM TPEOOBAHUSIM K 20
0(hOpPMIIEHHIO KypCOBON pabOTHI.
3aiuTa KypcoBoii paboThI 20
Hroro oneHka 3a KypcoByro paboTy 100

[TosydeHHBI COBOKYIHBIN pe3ylbTaT KOHBEPTUPYETCS B TPAAULIMOHHYIO LKAy OLEHOK U
B IIKaTy OLlEHOK EBpormeiickoil cucteMmbl nepeHoca u HakoruieHus: kpenutoB (European Credit
Transfer System; nanee — ECTS) B cooTBeTcTBUM ¢ TaOnuueit:

6. YueOHO-MeToAU4YeCKOe U MH(OpMAIHOHHOE 00eclieYyeHHe THCIUIIHHbI

6.1. CiucoK UCTOUYHUKOB U JIUTEPATYPbI

Hctounuku
OCHOBHBIE
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. Pyxosooawuii 0okymenT. 3aluTa OT HECAaHKIIMOHUPOBAHHOTO J0CTyNa K nHdopmamnmu. Tep-
MUHBI U OlpezielieHUs. YTBEPKIACHO pelleHueM npeacenarens ['ocrexxkomuccuun Pocecun ot
30 mapta 1992 r. [DnekTpoHHbIi pecype] : Pexxum gocryma : https://fstec.ru/tekhnicheskaya-
zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/386-
rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-
g3, cBOOOMHBII. — 3ariL. ¢ 3KpaHa.
. Pyxosooawuii 0okymenm. ABTOMaTU3UPOBAHHBIE CUCTEMBI. 3alllUTa OT HECAHKIIMOHUPOBAH-
HOTO JocTyna K uHpopmanuu. Knaccupukanus aBTOMaTH3HPOBAHHBIX CHCTEM U TPeOOBaHUS
o 3amuTe MHpopMaluu. YTBEPKICHO pellleHueM Ipenaceaarens ['ocynapcTBeHHOW TeXHU-
yeckoil komuccuu npu Ilpesunente Poccuiickoit @enepanuu ot 30 mapra 1992 r. [Onek-
TpoHHBIH pecypc] : Pexum gocryma :  https://fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/384-rukovodyashchij-
dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-g, cBoGoaHbIH. —
3ari. ¢ ’KpaHa.
. Pyrosooawuii doxymenm. CpeacTBa BEIYMCIUTEIbHON TEXHUKHU. 3alllUiTa OT HECAHKIIMOHUPO-
BAHHOTO JocTyna K uHpopMmaiuu. [lokazarenu 3alUIIEHHOCTH OT HECAHKIIMOHUPOBAHHOTO
noctyna K uHGopMaluu. YTBEPKICHO pelleHneM npeaceaarens ['ocynapcTBeHHONW TEXHUY e-
ckoi komuccun nipu [Ipesunente Poccuiickoit @enepanuu ot 30 mapta 1992 . [DnekTpoH-
Helii  pecypc] :  Pexmm  moctyma  :  https://fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/385-rukovodyashchij-
dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-g2, cBoGoaHBII. —
3ari. ¢ 3KpaHa.
. Pykosoosawuii ookymenm. CpencTBa BEIYUCIUTEILHON TEXHUKU. MeXceTeBbIe SKpaHbl 3allu-
Ta OT HECAHKI[MOHUPOBAHHOTO AocTyna K uHpopMmainuu. [lokazaTenu 3amuIEHHOCTH OT He-
CaHKIIMOHMPOBAHHOTO JOCTyMa K HHPOpMauu. YTBEPKICHO pelieHueM npeacenarens [oc-
yAApCTBEHHON TexHu4yecko komuccuu npu Ilpesunente Poccuiickoit ®@enepauuun oT 25
urona 1997 r. [Dnexrtponssiii pecype] : Pexxum mocryma : https://fstec.ru/tekhnicheskaya-
zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/383-
rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-25-iyulya-1997-
g, cBOOOAHBIN. — 3ari. ¢ dKpaHa.
. Pyxosooawuii ooxymenm. 3aliuTa OT HECAHKIIMOHUPOBAHHOTO JOCTyNa K WH(GOpPMAIIUU.
Yacte 1. IIporpammHoe obecriedenue cpeactB 3amuthl uHGopmanuu. Krnaccudukanus mo
YPOBHIO KOHTPOJISI OTCYTCTBUS HEACKIAPUPOBAHHBIX BO3MOKHOCTEH. YTBEPHKIECHO pEIICHUEM
npeacenarens ['ocynapctBeHHOM TexHuYeckoil komuccuu npu [lpesunente Poccuiickoin de-
nepanuu ot 4 urons 1999 . N 114
. bazosas moodenv yepo3 0€30MaCHOCTH MEPCOHAIBHBIX JAHHBIX MPU UX 00paboTke B MHGOP-
MallMOHHBIX CHCTEMaxX MEepPCOHANbHBIX NaHHBIX (BbIMUCKa). (yrB. ®CTOK P® 15.02.2008)
[Dnexkrponnbiii pecypc] : Pexum noctyma :  https://fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/379, cBoGoaubiii. — 3ari. ¢
JKpaHa.
. @edepanvuviti 3akon «O06 nHGOpPMaUK, THPOPMAITMOHHBIX TEXHOJOTHUAX U O 3alIUTE UH-
¢dopmarm» ot 27.07.2006 N 149-@3. [DOnexrponHslit pecypc] : Pexum npocryna :
http://www.consultant.ru/document/cons_doc_LAW_ 61798/, cBo6oaHbIi. — 3ariL. ¢ 3KpaHa.
JlonomHUTETHBIE
Ipuxaz @CTOK Poccuu ot 11.02.2013 Ne 17 (pen. ot 15.02.2017) «O6 yrBepxkaenun Tpe-
O0oBaHMi O 3amuUTe WH(OPMAILIMK, HE COCTaBISIONIEH TOCYIapCTBEHHYIO TaiiHy, coaepiKa-
Ieicsi B roCyAapCTBEHHBIX HHPOPMAIMOHHBIX CUCTEMaxXy. [ DNEeKTpOHHBIN pecypc] : Pexum
noctyna : http://'www.consultant.ru/cons/cgi/online.cgi?req=doc&base=LAW&N=214004&
dst=0&rnd=92395C5151F01C02B8725B20C4BBFEB5#034991095371992622 no pabounm
aasM ¢ 20-00 mo 24-00 (BpeMsi MOCKOBCKOE), B BBIXOAHBIE U MPa3IHUYHBIE JHU B JH000€
BpeMsi. — 3ari. ¢ JKpaHa.
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9. Ilpukaz @CTIK Poccuu ot 18 deBpans 2013 1. Ne 21. «O6 yTBepKIE€HHH COCTaBa U CO-
Jep>KaHusl OPraHU3aMOHHBIX U TEXHUYECKUX MEp MO 00eCTeYeHnI0 Oe30MacHOCTH Mepco-
HAJIBHBIX JAHHBIX MpHU MX 00paboTke B MH(OPMAIMOHHBIX CHCTEMAaxX NEPCOHAIBHBIX JTaH-
HBIX.. [DnekTpoHHbIN pecypce] : Pexxum nocryma : http://www.consultant.ru/cons/cgi/online.
cgi?req=doc&base=LAW&N=215976&dst=0&rnd=92395C5151F01C02B8725B20C4BBF
EB5#08164959407738432 cBoOO1HBIN. — 3ari. ¢ 3KpaHa.

Jluteparypa
OcHoBHas

1. AnmapaTHo-TiporpaMMHbI€ cpeicTBa 3ammuThl nHpopMmarmu: Ilpaktukym / Hymkua A.B.,
Hy6posun A.C., 3nonpauk B.B. - Boponex: Hayunas kaura, 2017. - 198 c.: ISBN 978-5-
4446-1043-5. - Tekcr : anexkrponnsiid. - URL: https://znanium.com/catalog/product/977192. —
Pexxum noctyma: mo nmoamucke.

JlonosHUTENbHAS

2. l]ecnos, A.FO. MaremaTHyecKre MOJIEIA U METObI (POPMAIILHOTO MPOSKTHPOBAHUS CHCTEM
3a1uThl MHPOpPMAlIMOHHBIX cucTeM : ydeOHoe mocooue / A. HO. Illernos, K. A. Illernos. —
Cankr-IlerepOypr : HUY UTMO, 2015. — 93 c. — TekcT : anekrpoHHsli // JIaHb : 31€KTpoH-
Ho-OnbOnmmoTeunast cucrema. — URL: https://e.lanbook.com/book/70897. - Pexum mocryma:
JUISL aBTOPH3. MOJIb30BATEIIEH.

3. bapanosa, E. K. UnpopmanmonHasi 6e301MacHOCTh U 3aniuTa nHopMaimn : yued. mocoodue /
Bbapanosa E.K., badamr A.B. — 3-e u3n., mepepad. u gom. — Mockpa : PUOP : UHD®PA-M,
2017. — 322 c¢. — (Beiciiee obpazoBanue). — Ww.dx.doi.org/10.12737/11380. - ISBN 978-5-
369-01450-9. — Texkcrt : anexrponnsiit. — URL: https://znanium.com/catalog/product/763644 —
Pexxum noctyma: mo nmoAmucke.

4. CucreMa 3alluThl HHPOPMAIMN OT HECAaHKIIMOHHUPOBAHHOIO JIOCTYIAa Ha OCHOBE MPOrpaM M-
Ho-anmapatHoro komruiekca "Secret Net 5.0" / [Tomemkua A.A., Koporkux U.B. - HoBocu-
oupck :HI'TY, 2012. - 47 c.: ISBN 978-5-7782-1990-8 - Texkcr : snekrponHsbi. - URL:
https://new.znanium.com/catalog/product/556699

6.2. [lepevenn pecypcoB HHGOPMAITHOHHO-TEICKOMMYHUKAIIMOHHOU ceTu «HTepHeT».

1. Bank oannvix yepos bezonacrocmu ungopmayuu. [Inexkrponnsiii pecypc] / ®CTIK Poccun,
DAY «'HUMU IIT3U ®CTIK Poccumn» — Pexxum gocryna : http://sec.ru/, cBoGoaHbIi. —
3ari1. ¢ 3KpaHa.

6.3. Ilepeuens bJI u UCC

Neri/it HaumeHnoBanue

Mexnynapoansie pedeparuBHbie HaykoMeTpuueckue b/, nocTynHbie B pamkax
HalMoHaIBpHOM noanucku B 2017 1.

Web of Science

Scopus

HpO(I)eCCI/IOHaJ'ILHbIe ITIOJTHOTCKCTOBBIC BI[, JOCTYIIHBIC B paMKaXx HaHHOHaﬂbHOﬁ
noamucku B 2017 r.

Kypuansr Oxford University Press

ProQuest Dissertation & Theses Global

SAGE Journals

XKypuaner Taylor and Francis

KoMnbroTepHble ClIpaBOYHbBIE TIPABOBBIE CUCTEMBI
Koncynpranrt [lroc,
l'apanT

7. MaTepuajbHO-TeXHHYECKOe o0ecrevyeHne T CIHMINHbI

I[J'ISI MaTCpHUAJIbHO-TCXHUYCCKOTO oOecreueHus JUCHUITINHBI HCO6XOIlI/IMO:
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1) m1st ACKIMOHHBIX 3aHATHH — JICKIIMOHHBIN KJIAcC C BHUICOMPOCKTOPOM M KOMIIBIOTEPOM, Ha
KOTOPOM JIOJDKHO OBITH ycTaHOBJeHO chenyromee [10:

Neri/mt Haumenosanue [10 [IpouzBoauTenn Crnoco6 pacripoctpane-
HUA

1 Microsoft Office 2010 Microsoft JIMLIEH3UOHHOE

2 Windows 10 Pro Microsoft JTUICH3NOHHOE

3 Kaspersky Endpoint Security Kaspersky JIMLIEH3UOHHOE

2) JUTs IPAaKTHYECKHUX 3aHSATHI — KOMIIBIOTEPHBIN Kilacc, 000pyI0BaHHbIH COBPEMEHHBIMHU TIep-
COHAJIbHBIMHU KOMIIBIOTEpAMU JISI KAKAOTI'0 CTy/ACHTA. Ha KOMIIBIOTCPE JOJLKHBI OBITH YCTaHOB-
neno ciuenyromiee [10:

Neri/mt Haumenosanue [10 [IpousBoaurenn Crnioco6 pacripocTpane-
HUA

1 Microsoft Office 2010 Microsoft JIMIIEH3HOHHOE

2 Windows 10 Pro Microsoft JTUICH3NOHHOE

3 Kaspersky Endpoint Security Kaspersky JMIIEH3HOHHOE

5 VMware Workstation 15 Player  VVMware, Inc CBOOOTHOE

U BBIIIEC
6 nn VirtualBox 6.0 Oracle cBOOOIHOE
7 Zenmap nmap.org cBOOOTHOE

8. Ob6ecneueHne 00pa3oBaTEJLHOIO MpoLecca JJIsl JUIl ¢ OTPAHNYEHHBIMH BO3MOKHOCT SI-
MHU 3/10POBbA U HHBAJIMAOB

B xone peanuzanuu AUCUUIUIMHBI UCTIOJIB3YIOTCS CIAEAYIONINE TOTIOJHUTENbHBIE METO b
o0OyueHus1, TeKYLIEro KOHTPOJIS YCIIEBAEMOCTH U POMEKYTOYHOM aTTecTalluy 00y4JalouuXxcs B
3aBUCHUMOCTH OT UX UHAUBUAYAIBHBIX 0COOCHHOCTEH:

e JUISl CIIENBIX U CIa00BUSIINX:

— JIEKIMH OQOPMIISIFOTCSI B BHJI€ JIEKTPOHHOTO JOKYMEHTA, JOCTYIMHOTO C IMOMOIIBIO KOM-
MBIOTEPA CO CHEHATU3UPOBAHHBIM MPOTPAMMHBIM 00ECIICUeHUEM;

— NUChbMEHHBIC 33JaHUS BBITIOJHSIOTCS Ha KOMIIBIOTEPE CO CHEIHATU3UPOBAHHBIM IPO-
IrPaMMHBIM 00ecTieYeHIEeM, UIT MOTYT ObITh 3aMEHEHbI YCTHBIM OTBETOM;

— o0ecrnieunBaeTcss MHANBUAYaIbHOE paBHOMEPHOE ocBelleHne He MmeHee 300 JroKc;

— 17 BBIMOJHEHMS] 3aJaHusl NpU HEOoOXOJUMOCTH IMPEIOCTaBISIETCS YBEIMYMBAIOIIEe
YCTPOMCTBO; BO3MOKHO TAK)K€ UCIIOJIb30BAHUE COOCTBEHHBIX YBEIMUMBAIOIIUX YCTPOICTB;

— NUChbMEHHBIE 33JaHUsT 0(OPMIISIOTCS YBETUUYECHHBIM MIPUPTOM;

—3K3aMeH U 3a4€T MPOBOJAATCSA B YCTHOU (hOpMe WU BBIMOJHSAIOTCA B MHUCbMEHHOU (opMme
Ha KOMIIBIOTEpE.

e JUISI TIIYXUX M CaO0CIbIIIAIINX:

— JIGKIIMH OQOPMIISIFOTCSI B BUJE DJIEKTPOHHOTO JOKYMEHTA, OO MPEIOCTABISETCS 3BYKO-
yCUITUBAIOIIAs amnapaTypa HHAWBUIyaIbHOTO MOIb30BAHMUS;

— MUChbMEHHBIE 33J]aHUS BBITIONHSAIOTCSA HAa KOMIIBIOTEpE B MMCbMEHHOM (opme;

— 3K3aMeH U 3a4€T MPOBOJAATCS B MUChMEHHOM (hopMe Ha KOMIBIOTEPE; BO3MOKHO TIPOBEIe-
HUe B GopMe TECTUPOBAHHSL.

e ISl TUI] C HAPYIICHUSIMHU OMOPHO-ABUTaTEIBHOTO anmapara:

— JIEKIUH OPOPMIISIFOTCSI B BHJI€ JIEKTPOHHOTO JOKYMEHTA, JOCTYIMHOTO C IMOMOIIBIO KOM-
MBIOTEPA CO CHEIHATM3UPOBAHHBIM MPOTPAMMHBIM 00eCTIeUeHHEM;

— IIUCbMEHHBIEC 3a/IaHUs BBIMOJHSIOTCS HAa KOMIIBIOTEPE CO CHEHHATM3UPOBAHHBIM MPO-
IPaMMHBIM 00€CTIeYeHHEM;

— 3K3aMeH U 3a4€T MPOBOJATCSA B YCTHOW (hOpME WIIH BBIMOIHSIOTCS B MUCBMEHHOU (hopme
Ha KOMIIbIOTEPE.
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[Tpu HEOOXOIMMOCTH IPEAYCMATPUBACTCS YBETMUEHUE BPEMEHH ISl OATOTOBKU OTBETA.

[Ipouenypa  mpoBeAEeHHS  NPOMEXYTOUHOM  arrecTau Ui OOyYarolIuXcs
YCTAQHABIMBACTCI C YYE€TOM UX HHIUBHIYAJIbHBIX MCUXO(DU3UYECKHUX OCOOCHHOCTEH.
[TpomesxyTouHast aTTeCTaIs MOKET TPOBOIUTHCS B HECKOJIBKO JTAIoB.

[Ipu mpoBeneHNH MPOLEAYPbl OLEHUBAHUS PE3YIBTATOB OOYUYEHHUs MPEAyCMAaTPHUBACTCS
UCTIOJb30BaHUE TEXHUYECKUX CPENCTB, HEOOXOJMMBIX B CBS3M C HWHIUBUAYAJIHHBIMHU
0COOEHHOCTSAMHU O00yJaromMXxcsi. ITH CPEACTBA MOTYT OBITH MPENOCTABICHBI YHUBEPCHTETOM,
WJIA MOTYT MCITOJIb30BAThCSl COOCTBEHHBIE TEXHUYECKHUE CPE/ICTBA.

[IpoBenenne mpoIEaypbl OICHMBAHHS  PE3yIBTATOB  OOy4eHHsS  JOMyCKaeTcst ¢
WCIOJIb30BaHUEM JHCTAHIIMOHHBIX 00pa30BaTEIbHBIX TEXHOIOTHA.

ObecnieunBaercs 10CTyN K MHOOPMAITMOHHBIM U OMOIHOTrpaduuIecKuM pecypcam B CETH
WuTepHer ans kaxaoro odyuarouierocs B (opmax, aganTUPOBAHHBIX K OFPAHUYEHUSM HX 370-
POBBSI ¥ BOCTIPUATHS HH(POPMAITUH:

®  JUIS CIIEIBIX U CIIA00BUISIIINX:

— B IIe4YaTHOU popme yBeTnYeHHBIM HIpUdTOM;
— B (hopMe AIIEKTPOHHOTO JOKYMEHTA;

— B (hopMme ayauodaiina.

e JUISl TIIYXUX M cIa00CbIIIAIINX:

— B TIe4aTHOU (opme;

— B (hopMe AIIEKTPOHHOTO JOKYMEHTA.

e ISt 00y4aroIMXCs C HAPYIICHUSIMHU OIOPHO-ABUTaTENIbHOTO anrmapaTa:
— B IIe4aTHOU (opme;

— B (hopMe AIIEKTPOHHOTO JOKYMEHTA;

— B popme ayamodaiina.

VY4eOHble ayIUTOPUHU Ui BCEX BHJIOB KOHTAKTHOM M CAMOCTOSITENILHOM paboThl, HayyHas
OMOMMOTEKa W WHBIC TMOMEIICHUs 11 OOYYEeHHsI OCHAICHBI CHEIUAIbHBIM 00OPYIOBAHHEM H
y4eOHBIMH MECTaMU C TEXHUYECKUMU CPEJICTBAMU OOyUEeHUS:

e JUISl CIIENBIX U CIa00BUSIINX:

— YCTPOMCTBOM 7151 ckaHupoBaHus 1 uteHus ¢ kamepoid SARA CE;

— muciuteeM bpaiins PAC Mate 20;

— npunTepoM bpaiins EmBraille ViewPlus;

e JUISI TIIYXUX M cIa00CbIIIAIINX:

— aBTOMATHU3UPOBAHHBIM pabOYUM MECTOM JJIS JIOJeH C HapyIIeHHEM CilyXa U ci1aboCIibl-
HIaIINX;

— aKyCTUYECKUH YCUIIUTENb U KOJOHKU;

e Uit OOYYarOIIMXCS C HAPYIICHUSIMHU OIIOPHO-ABUTaTEILHOTO ammapara:
— HepeIBUKHBIMU, PErYIUPYyEMbIMU dproHomMudeckumu napramu CH-1;
— KOMIIBIOTEPHOU TEXHUKOH CO CHeMaTIbHBIM TPOrPAMMHBIM 00€CIIEYCHUEM.

9. MeToauyecKkne MaTepHaJIbI

9.1. [Inansl 1aGOPATOPHBIX 3aHATUI — MpoBepKa chopMupoBaHHOCTH KomnereHuit — [TK-11,
IK-12, T1K-15

Tembl yueOHON TUCHMIUIMHBI IPEAyCMaTpPUBAIOT MPOBeIeHUE Ja00opaTOpPHBIX paboT, KOTOpHIE
CIIY’KaT KaK LEJISAM TEKYHIErO U MPOMEKYTOYHOIO KOHTPOJISI 3a MOATOTOBKOM CTYIEHTOB, TaK U
LEJIAM TOJTYYeHHUs] MPAKTUYECKHX HABBIKOB NMPHMEHEHHMs] METOJOB BBIPAOOTKM pELIeHuH, 3a-
KpeIJIeHUsI U3y4eHHOTO0 MaTepHalia, pa3BUTHS YMEHHH, NMPHOOpPETeHHs OMbITa pelIeHUs KOH-
KPETHBIX Mpo0ieM, BEACHUS TUCKYCCUH, apryMEHTAIlMH U 3aIlUThl BbIOpanHoro pemenus. I1o-
MOIIb B 3TOM OKAa3bIBAIOT 3aJlaHMs JUIs JJabOpaTOpHBIX paboT, BbIIaBaeMble MPEToaBaTesieM Ha
KaX/I0M 3aHSTHU.
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Lesb10 1a00paTOPHBIX padOT SABISAETCS 3aKpEIUIEHNE TEOPETUUECKOTO MaTepHaja 1 mpruoopeTe-
HUE TMPAKTUYECKHX HABBIKOB PabOTBI ¢ COOTBETCTBYIOIIMM OOOPYAOBAHHUEM, MPOTPAMMHBIM
obecrieueHreM U HOPMATHBHBIMU IIPABOBBIMH JIOKyMEHTaMHU.

TemaTuka 1a60paTOPHBIX PAOOT COOTBETCTBYET MPOTPAMME TUCITUTLIAHBL.

Jlabopamopnas paooma 1 (4 u.) Onpeodenenue yazeumocmeii cemu — nposepka chopmupo-

seannocmu komnemenuyuu — IIK-11, IIK-12, I1K-15

3anaHus:

1. YcraHoBUTH HAa KOMIIBIOTEPHI KJlacca CKaHEpP MOPTOB Zenmap.

2. IlpoBectu o01Iee CKAHUPOBAHUE CETH KJIacca.

3. IlpoBectu yrnyOnéHHOE CKaHUPOBAHHUE JBYX COCETHHX XOCTOB C UCIIOJIH30BAHUEM pPa3Iny-
HBIX IpoduIIeii CKaHNPOBAHUSI.

VYKa3zaHus 10 BBINOJHEHHUIO 3aJaHUN:

1. V3yuuTh TEOpETHUUECKHE OCHOBHI 3aIITUTHI CKAHUPOBAHUS CETEHl U paboTy ¢ Zenmap.

2. CoctaBuTh OTYET 0 JTAOOpaTOPHOU padoTe.

Crincok auTeparypsl:

1. Marepuaibl neKIui

2. IlporpamMmMHo-anmapaTHas 3ammuTa nHpopmaruu : yued. mocodue / [1.b. Xopes. — 2-e u3 .,
uctp. u gon. — Mocksa : DOPYM : UHOPA-M, 2019. — 352 ¢. — (Bricmiee o6pa3oBa-
Hue). - Tekct : anekrponnsril. - URL: https://new.znanium.com/catalog/product/1025261 (na-
ta oopamienus: 11.08.2019)

MartepuanbHO-TEXHUYECKOE 0OecTieueHIe 3aHATHSL:

1. Komnbrorepsl o KonuuecTBy ooydaromuxcs ¢ pazsépuyroit OC MS Windows.

Jabopamopnas paooma 2 (6 u.) Pazepanuuenue oocmyna — npoéepka cpopmuposannocmu

komnemenyuu — IIK-11, I1K-12, IIK-15

Samanus:

1. Ha Bupryansuyio mamuny yctanosuts OC MS Windows Server, MS Windows u Linux.

2. 3amyCcTUTh BUPTYaIbHYIO MAILIUHY.

3. 3amyctuth rocteBbix OC cemenicTBa.

4. 3aperucTpupoBaTh 10 ABa MoJb30BaTeNs Ha kaxaoi OC, oquH ¢ mpaBaMu aIMUHUCTPATOPA,
oJIH — ¢ mpaBaMu nosb3oBarens. s OC MS Windows Server — oauH 10J1630Batelb ¢ mpa-
BaMH aJMUHHCTpATOpa

5. TlpoBecTr pa3rpaHu4eHUE I0CTYIA Ha XOCTHI ¢ XocTa aqmuaucTpatopa (MS Windows
Server)

Yka3zaHus 10 BBIMOJTHEHUIO 3a/IaHU:

1. N3yuuts Teoperrueckue ocHOBHI 3amuThl OC.

2. CocTaBuTh OTYET O JTAOOPATOPHOM padoTe.

Crucoxk nuTeparypsl:

1. Marepuaiibl JTeKIui

2. IIporpamMmmMHo-anmapaTHas 3amura nHbopmaiuu : yuebd. nmocodue / IL.b. Xopes. — 2-e u3n.,
uchp. u gon. — Mocksa : DOPYM : UH®PA-M, 2019. — 352 c. — (Bricuiee oOpa3oBa-
Hue). - Tekcr : anektponHsbIit. - URL: https://new.znanium.com/catalog/product/1025261 (na-
ta obpamienus: 11.08.2019)

MartepuanbHO-TEXHUUYECKOE 0OecTieueHIe 3aHATHSL:

1. KommnbsroTepsl o KonudecTBy oOydaromuxcs ¢ pazsépayroir OC MS Windows, BUpTyanbHON
MAIUHOM.

Pe3ynbrathl 1abopaTopHBIX paboT 00yUarONIUECs COCTABISIOT IO OTOBOPEHHOM MpemnoaBaTe-

nem dopme, B 3NIeKTpoHHOM BHjIe ¢ ucnois3oBanueM [IKII MS Office 2007 u Bolte u nepena-

€Tcs IpernoiaBaTelNio MOCPECTBOM OTOBOPEHHOTO CII0CO0a CBA3H.

9.2. Metoauyeckue PEKOMCHAAHHU 110 NOATOTOBKE MMCbMEHHBIX pa60T

TpeboBanus k 0opMIIEHUIO KypCcOBOM palbOThl conepxarcd B MeToanYecKux peKoMeH-
nauusx «l[lopsaok moAroToBkH, 0(OpMIIEHUS U 3alUTHl KYPCOBBIX U BBIMYCKHBIX KBaIHU(UKa-
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IUOHHBIX palboT (C pa3JMYHBIMH BUAAMHU JOCTyNa) i HampasieHus moarotoBku 10.03.01
«Uudopmanmonnas 6e3onacHOCTh» (KBamudukanus (creneHs) «bakamaBp») npodumm: «Opra-
HU3AIUS ¥ TEXHOJIOTHUS 3auThl HHPopManun» 1 «KomriekcHas 3amuTa 00beKTOB HH(pOpMAaT -
3aLun.
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Ipunoowcenue 1
AHHOTAIUSA JUCHUIIJINHBI

JucuumuinHa «3amuTta nHGOPMAIMKA OT HECAKIIMOHMPOBAHHOTO JIOCTYIIa» pealu3yercs
Ha Qakynprere MHPOPMAIMOHHBIX CHCTEM M OE€30MAaCHOCTH JJISl CTYJCHTOB 3-TO Kypca, o0y4a-
IolUXcs o nporpamme OakanaBpuara no HampasieHuto noaroroBku 10.03.01 Mudpopmanmon-
Hast 6e30macHOCTh (rpoduits moarotoBku — Ne 3 KomriekcHas 3ammra 00beKTOB HHPOpPMATH-
3anum) Kadeapoit KOMIUIEKCHOM 3alIUThI HH(OPMALIHH.

Lenb AMCHUIUTUHBL: TTOTy4eHHE 3HAHUH MO CYIIECTBYIOUINM Yrpo3aM HH()OPMAIIHOHHOK
0€30MacCHOCTH, NMPUMEHEHUI0 COBPEMEHHBIX METOJ0OB M CIOCOOOB 3alUThl MH(OPMALUU OT
HCII; dbopmupoBanue HaBBIKOB, HEOOXOAUMBIX [Tl 3amuThl nHpopmarnmu ot HC/I B coBpemen-
HBIX UH(OPMAILIMOHHBIX CUCTEMAX.

3aaun: OBJIaJIEHHE METOIaMU PELIeHHs MPOPECCHOHANBHBIX 3a/1a4 110 3aIuTe HHPOP-
Mmanuu ot HCJI; popMupoBanre HaBBIKOB paOOThI C COBPEMEHHBIMU CPEJICTBAMU 3aLIUTHI UH-
¢dopmanum ot HC/I.

JlucuuniauHa HanpaBjeHa Ha (GOPMUPOBAHUE CIEAYIOMNX KOMIETEHIINN:

[K-11 CIIOCOOHOCTh MPOBOAUTH 3KCIIEPUMEHTHI MO 33JaHHON MeToauKe, 00paboTKy,
OIICHKY MOTPENTHOCTH U JOCTOBEPHOCTH MX PE3yIbTaTOB

I1K-12 CMOCOOHOCTh NMPHHUMATh yJ9acTHE B TPOBEICHUH IKCIIEPHUMEHTAILHBIX HCCIIe-
JIOBaHHM CUCTEMBI 3alIUTHl HH(GOPMAITUU

ITK-15 CIIOCOOHOCTh OPTaHWU30BBIBATh TEXHOJOTHYCCKUN TMPOIECC 3alIUThl UH(POpMa-

IIMA OTPAHUYCHHOTO JOCTYyNa B COOTBETCTBHUU C HOPMATHBHBIMH TPABOBBIMH
aKTaMd ¥ HOPMATHBHBIMH METOJMYCCKUMHU JOKyMeHTaMu DenepaibHON CITyX-
0b1 Oe3omacHocTn Poccuiickort deneparuu, denepanibHONU CIIY’KOBI MO TEXHHU-
YECKOMY M 3KCIIOPTHOMY KOHTPOJTIO.

B pe3ynbraTe 0cBOeHUS AUCUUIUIMHBI O0YyYaOMINIICs T0KEH:

3HaTh OCHOBHBIE MOJICIH JIOCTyNa (MaHJaTHAasA, TUCKPELIMOHHAs, pojieBas U JIp.), IpUH-
uumbel 1 Metoabl 3amuTel nHbpopManuu ot HCJ; npuHuuMIel opranu3anui MHGOOPMALUMOHHBIX
CHCTEM B COOTBETCTBUHU C TpeOOBaHUSIMH 110 3amute nHpopmaruu ot HCJI.

YmeTs opmynupoBaTh U HacTpauBaTh MOJUTHKY O€30MAaCHOCTH B WMHMOPMALMOHHON
CUCTEME; OCYILECTBIIATH Mepbl 10 3amuTte nHbopmaruu ot HCJI, mons30BaThcss HOPMAaTUBHBIMU
JOoKyMeHTamu 1o 3amute nHpopmarmu ot HCJI; aHanu3upoBaTh U OIIEHUBATh YIpO3bl Oe3omac-
HOCTH UH(POPMALIMOHHON CUCTEMBI.

Brnagers MeToaukol aHann3a 3alUIIEHHOCTH WHPOPMAIIMOHHON CHCTEMBI; METOIaMU U
CpeICTBaMH BBISIBIICHUA yrpo3 €€ nH(GOpMallMOHHON 06€30MacHOCTH.

[To mqucuumnIMHe NMpeaycMOTpeHa MPOMEXKYTOUHas arTecTanus B Gopme 3a4é€Ta ¢ OIEHKOH U 3a-
IIUTHI KypCOBOM pabOTHI.
Ob6mas TpyA0EMKOCTh OCBOCHUS TUCHUIUINHBI COCTaBISIET 4 3a4ETHBIX €IMHUIIBL.
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JIUCT UBMEHEHUM

Ipunoowcenue 2

Ne | Tekct akryanusanuu wim npuiaraemsiid K PIT/] noxymeHT, [Hara Ne mporo-
COAEpKAIIUN U3MEHECHUS KoJa
1 | Obnosnen cocmas npoepammnozo obecneyenus (110), co- 29.06.2017e. 10
8pemenHbIx npogheccuonanvhvlx 6az oannwvx (bB/]) u un-
Gopmayuonno-cnpasounvie cucmem (MCC)
2 | Obnosnena cmpykmypa oucyuniunsl (MoOys) 015t OYHOU 26.06.2018 2. 11
Gopmol 0byuenus (2018 2.)
3 | Buecmu usmenenuss 6 noopazoen 9.1. Ilnanwr nabopamop- | 26.06.2018 e. 11
HBIX 3aHAMUU
4 | ObHnosnen cocmas npoepammuoco obecneuenus (I10), co- | 26.06.2018 a. 11
8peMeHHbIX npogeccuonanvuwvix 6az dannvix (b/]) u un-
¢opmayuonno-cnpasounvie cucmem (MCC)
5 | ObHosrena 0cHOBHAs U OONOIHUMENbHAS TUMepPamypd 29.08.2019 2 1
6 | Obnosnen cocmas npoecpammmnoeo obecnewenus (I10), co- | 29.08.2019 2 1
8peMeHHbIX npogeccuonarvuwvix 6az dannvix (b/]) u un-
¢opmayuonno-cnpasounvie cucmem (MCC)
7 | ObHosnena cmpykmypa oucyuniunsl (MooyJs) 01 OYHOLU 23.06.2020 14
Gopmvr 006yuenus (2020 2.)
8 | ObHnosnena ocnosnas u dononHumenbHas aumepamypa 23.06.2020 14
9 | ObHosnen pazoen n.4 ObpazosamenvHvle MeXHOI02UU 23.06.2020 14
10 | Obnoenen cocmag npoepammnozo obecnevenus (110), co- 23.06.2020 14
8PEMEHHBIX NPOoGeccuonatvbibix 6az oannvix (bB/]) u un-
gopmayuonno-cnpasounvie cucmem (MCC)
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[Tpunoxxenue 1
K JINCTY U3MEHEHUI

1. Cocrtas nporpammuoro obecnedenus (I10), coBpeMeHHbIX IpodeccHOHATBHBIX 0a3 1aH-

HbIX (b/1) 1 undopmanuonno-cnpapounnie cucrem (MCC) (2017 r.)

Ilepeyens 11O
Tabnuya 1
Neri/mm Haumenosanue 110 [IpousBoautens | Crnocod pacnpocTpaHeHUs
(ruyensuonnoe uru c60600-
HO PAcnpocmpaHsiemoe)
1 MicrosoftOffice 2013 Microsoft JIMIEH3HOHHOE
2 Windows XP Microsoft JIMIEH3UOHHOE
3 KasperskyEndpointSecurity Kaspersky JIMIIEH3HOHHOE
4 OC «AnbT O6pazoBanue» 8 00O «bazanbT | JIUIIEH3UOHHOE
CIIO
epeyens B/l u UCC
Tabnuya 2
Neri/mt HaunmenoBanue
1 Mexnynapoansle pedeparuBHble HaykomeTpuueckue bJl, noctymnHbie B paMkax

HalMoHaJILHOM noanucku B 2017 1.

Web of Science
Scopus
2 [Tpodeccrnonanpabie MOTHOTEKCTOBBIE B/I, TOCTYMHBIE B paMKax HAIIMOHATIBHON
noamucky B 2017 r.
Kypuaner Oxford University Press
3 KommbroTepHbie cripaBoYHbIE IPABOBBIE CUCTEMBI
Koncynperant Ilroc,
lapanTt
CocraBuTenb:

K.T.H. JI.A. MuTromua
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[Tpunoxenue 2
K JINCTY U3MEHEHUI

2. O0HOBJIeHNE CTPYKTYPbI AUCHUILIHHBI (MOYJIs1) 1J1s1 04HOIi popmbl 00yuenus (2018 r.)

CTpyKTypa AMCUMILIMHBI U1 04HOH GopMbl 00yUeHust

O6mmas Tpy10éMKOCTh IUCIMILIMHEL cocTaBnsier 4 3.e., 144 4., B TOM YMCIIe KOHTaKTHas paboTta
o0ydJarommxcs ¢ mpernoaaBareneM 28 4., MPOMEeXyTOYHAS aTTecTalusl - 4.,

camocTrosTenbHas padora ody4datommxcs — 114 4, kypcoBast paboTa (KOHTPOIb) - 2 .

Bunpst yueOHOI paboThI

(B yacax)
KOHTAKTHas @OpMBI TEKYILETO
,
No Pasen qucuurim- o 2 O % KOHTpOnA yerera-
/11 HBI/TEMBI 5 g - 8 B CMOCTH,
o o |2 S ;» § S8 dhopma mpomMexy-
5| E E = E 8 E g £ 8 2 | TOUHOH aTTecTanun
o= O E 3 8 & =
1 Beeoenue 6 3awumy 6 |2 4 Ompoc.
ungopmayuu om He-
CaHKYUOHUPOBAHHO20
docmyna
2 Tpebosanus k 3awume |6 | 2 4 Ompoc
ungopmayuu om He-
CaHKYUOHUPOBAHHO20
docmyna
3 Aemopuzayus. Memo- |6 |2 4 Ompoc.
0bl uoeHmughuxayuu u
aymenmugpuxayuu
n01b308ameisl
4 Ynpasenenue oocmynom | 6 | 2 6 Ompoc.
K pecypcam
5 Paspabomxa nonumu- |6 |4 6 Ompoc.
KU 6€30nacHoCmu uH-
G opmayuonHoli cu-
cmembl
6 Memoouka ananuza 6 |2 6 Ompoc.
sawuwénnocmu UC.
Memoowt u cpeocmea
8bls6/1eHUs YepO3 eé
uHghopmayuonnoil bes-
onacHocmu
7 Ilpumenenue cpeocms | 6 | 2 6 Omnpoc.
annapamuou 3auumol
8 Jlabopamopnas pabo- 6 OTtuér no nabopa-
ma Ne | TOPHOI paboTe
9 Jlabopamopuas pabo- 6 OTtuér no nabopa-
ma Ne 2 TOpHOMU paboTe
10 | xkypcosas paboma 2 70 OYeHKa Kypco8oll
pabomwl
3auém 6 3auém no bunemam
UTOTO: 16 12 2 114




3. BHecTH u3mMeHeHusi B moapasiaed 9.1. Ilianbl 1a00paTOPHBIX 3aHITHH - TIPOBEP-
ka chopmupoBaHHOCTH KommereHnui — [TK-15

Tembl yuyeOHOI MUCIMIUIMHBI MPEIYCMATPUBAIOT MPOBEJICHHUE JIAOOPATOPHBIX pabdoT,
KOTOPBIE CIYXaT KaK LEJIAM TEKYLIEro W MPOMEXYTOYHOIO KOHTPOJISA 33 MOATOTOBKOM CTYICH-
TOB, TaK U LEJIIM MOJIY4YEHMsI IPAKTUUECKUX HABBIKOB MIPUMEHEHHS] METOJIOB BbIpAOOTKHU perie-
HUH, 3aKpeIUIeHUs] U3y4EeHHOI0 MaTepualla, pa3BUTHs YyMEHUH, IPUOOPETEHHS OIbITa PELICHUS
KOHKPETHBIX Mpo0JieM, BEIEHUS JUCKYCCHM, apryMEHTAalMu U 3alUThl BHIOPAHHOTO PELLIEHUSI.
[TomoIb B 5TOM OKa3bIBAIOT 3aJaHuUs JUIsl JIAOOPAaTOPHBIX padoT, BhIJaBa€MbIE TPEIOJaBaTeIeM
Ha KaKJIOM 3aHITHM.

Heablo 1abopaTopHbIX pabOT SABISAETCSA 3aKPEIUIEHHE TEOPETHUECKOr0 Marepuana u
MpHOOpeTeHNEe MPAKTUYECKUX HABBIKOB PAOOTHI C COOTBETCTBYIOIIMM OO0OpYIOBaHHEM, IpO-
IrpaMMHBIM 00ecTieYeHEM U HOPMaTUBHBIMH ITPAaBOBBIMU JOKYMEHTaMHU.

TemaTuka 1a00paTopHBIX paOOT COOTBETCTBYET MPOrPAMME TUCIUIIINHBL.

Jlabopamopnas paboma 1 (4 u.) Onpedenenue yazeumocmeii cemu — npoeepKa
chopmuposannocmu komnemenyuit — I1K-15

3aganus:
4. YcTaHOBUTH Ha KOMIIBIOTEPHI KJlacca CKaHep MOPTOB Zenmap.
5. IlpoBectu o01iee CkaHUPOBAHUE CETH KJlacca.

6. [IpoBectu yriyOnéHHOE CKaHMPOBAHHUE JIBYX COCETHUX XOCTOB C MCIOJIb30BAHHU-
€M Pa3JInYHbIX MPOQHIIeH CKAHUPOBAHUS.

VYKa3aHUs IO BBINIOJTHEHUIO 3aJaHU:

3. B3yunTh TEOpeTHYECKHE OCHOBBHI 3alIUThl CKAaHUPOBAHHS ceTel W paboTy ¢
Zenmap.

4. CocTtaBUTbh OTYET O TabOpaTOpPHOU padoTe.
MarepuaabHO-TEXHHUECKOE 00ECTICUCHHE 3aHSTHSL:
2. Komnprotepsl 1o koaudecTBy oOydatomuxcs ¢ pazsépuyroir OC MS Windows.

Jabopamopnasa paboma 2 (6 u.) Pazepanuuenue oocmyna — nposepka chopmupo-
eannocmu komnemenyuii — IIK-15

3aganus:

6. Ha Bupryansnyro Mamuny ycranosuth OC MS Windows Server, MS Windows u
Linux.

7. 3amyCTUTh BUPTYaJIbHYIO MAIIHHY.
8. 3amyctuts rocreBsix OC cemeiicTBa.

9. 3apeructpupoBars 10 JBa MoJb30BaTess Ha Kaxaoit OC, oauH ¢ MpaBaMu agMHu-
HHCTpaTopa, OJIMH — ¢ npaBamu nosbs3oBatens. st OC MS Windows Server — ouH nosibs30-
BaTellb C MpaBaMM aAMUHUCTpATOpa

10. HpOBeCTI/I pasrpaHni4CHUC AO0CTylla Ha XOCThbI C XOCTa aIMHUHUCTpATOpa
(MS Windows Server)

YKka3zaHUs 10 BBITIOJHEHUIO 33aJaHUM:
3. N3yunts TeopeTnueckre ocHOBBI 3amuThl OC.

4. CocraBuTb OTUET O JTabopaTOpHOIA paboTe.
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MaTepI/IaJIBHO-TeXHI/I‘-IeCKOG oOecrieueHue 3aHITHS:

1. KommbioTepsl mo konuyecTBy oOyvaromuxcs ¢ pazsépayroii OC MS Windows,
BUPTYAJIbHOW MAIIMHOM.

Pesynbrarel 1a00paTOpHBIX paboOT 00yJaIONIMeCs COCTABISIOT TI0 OTOBOPEHHOM MPETo-
naBateneM (opme, B anekTpoHHOU BUae ¢ ucnoib3oBanuem [IKIT MS Office 2007 u Bwime u
nepeaéTcs MpernoaBaTeNio MOCPEJACTBOM OTOBOPEHHOTO CIIoco0a CBSI3M.

4. CocraB nporpamMmHoro odecnieyenusi (I10), coBpeMmeHHbIX podeccHoOHANBHBIX 023 1aH-
HbIX (b/1) 1 undopmanuonno-cnpapounbie cucrem (MCC) (2018 r.)

Ilepeyens 11O
Tabnuya 1
Nent Haumenosanue 110 [TpousBoautens | Crnocod pacnpocTpaHeHUs
/n (ruyenszuonnoe unu c60600-

HO PACNPOCMPAHSIEMOe)
1 Adobe Master Collection CS4 Adobe JTUICH3NOHHOE
2 Microsoft Office 2010 Microsoft JTUIEH3NOHHOE
3 Windows 7 Pro Microsoft JIUIIEH3HOHHOE
4 AutoCAD 2010 Student Autodesk cBOOOIHO pacmpocTpaHse-

MO€
5 Archicad 21 Rus Student Graphisoft CBOOOIHO pacipocTpaHse-
Moe
6 SPSS Statisctics 22 IBM JINIEH3UOHHOE
7 Microsoft Share Point 2010 Microsoft JTUICH3NOHHOE
8 SPSS Statisctics 25 IBM JINIEH3UOHHOE
9 Microsoft Office 2013 Microsoft JTUICH3NOHHOE
10 OC «AnbT O6pazoBanue» 8 000 «ba3zaneT | IUIEH3UOHHOE
CIIO
11 | Microsoft Office 2013 Microsoft JTUIEH3UOHHOE
12 | Windows 10 Pro Microsoft JTUIEH3NOHHOE
13 | Kaspersky Endpoint Security Kaspersky JMIIEH3HOHHOE
IMepeuens Bl u UCC
Tabnuya 2

Neri/m HaumenoBanne

Web of Science
Scopus

Mexnynapoansle pedeparuBHbie HaykomeTpuueckue bJl, noctymHbie B pamMkax
HalMoHaILHOM noanucku B 2018 r.

noanucku B 2018 1.

HpO(I)eCCI/IOHaJ'ILHI)Ie MNOJTHOTCKCTOBLIC BI[, JOCTYIIHBIC B paMKax HaIlMOHAJIbHOM

XKypuansr Cambridge University Press

ProQuest Dissertation & Theses Global

SAGE Journals

XKypuaner Taylor and Francis

DJIEKTPOHHBIC U3JIAHUS U3JaTEIbCTBA SPringer
[IpodeccronanbHbie MOTHOTEKCTOBBIE B/

JSTOR

I/I3,Z[aHI/IH 110 O6H_ICCTBCHHBIM U T'YMAaHUTApPHBIM HayKaM
KOMHLIOTCpHLIe CIIPAaBOYHBIC IIPABOBLIC CUCTCMBbI

Koncynsranrt [Iroc,
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‘ ‘ I'apant

CocraBurenb(u):
Kanouoam mexnuueckux nayx, u.o. 3as. kageopou K31 /. A. Mumrwowiun
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[Tpunoxenne 3
K JINCTY U3MEHECHU I

5. O0HOB/IeHUE OCHOBHOI M JOMOJHHUTEIbHOI auTepaTypsl (2019 r.)

B paznen 6. YueOHO-MeTOAMYECKOe M HH(POPMALIMOHHOE OOecnevyeHue JUCIUIIMHBI
BHOCSITCS CJIEYIOLIUE U3MEHEHUS:

JononuuTs paznen OCHOBHAs TUTepaTypa

Taspunos, M. B. ndopmaruka u nHGOPMAIIMOHHBIE TEXHOJIOTHU @ YI€OHHK ISl MPH-
kinagHoro OakamaBpuata / M. B. I'aBpmnos, B. A. Kmumos. — 4-¢ u3zn., nepepab. u gom. —
Mocksa : UznatensctBo Opaiit, 2019. — 383 c¢. — (Cepus : bakanasp. I[IpuknagHoit Kypc). —
ISBN 978-5-534-00814-2. — Tekcr : oamekrponueiii / DBC IOpaiit [caiit]. — URL:
https://www.biblio-online.ru/bcode/431772

[IporpammHuo-anmapaTHas 3amuTa uHpopMaruu : yaed. mocobue / I1.b. XopeB. — 2-¢
u3., uchp. u gaon. — Mocksa : DOPYM : UHOPA-M, 2019. — 352 c. — (Bricmiee o6pa3zoBa-
uue). - Teker : anektponnsiit. - URL: https://new.znanium.com/catalog/product/1025261 (mata
oOpamenus: 11.08.2019)

HomonHuTk paszaen JJonosHUTEIbHAS IUTEpATYPA
Il]ecnos, A. FO. 3amura nHGOPMAIIMKA: OCHOBBI TEOPHH : YyUeOHUK i OakaiaBpuara u
maructparypsl / A. FO. llernos, K. A. IllernoB. — Mocksa : U3narensctBo HOpaiit, 2019. — 309

c. — (Cepus :

Texkct

AIIEKTPOHHBIA  //

[caiiT]. -

online.ru/book/zaschita-informacii-osnovy-teorii-433715.

URL:

bakamaBp u maructp. Axagemudeckuii kypc). — ISBN 978-5-534-04732-5. —
OBC  IOpaiit

https://www.biblio-

6.00Ho0BJIeHHE cocTaBa nporpaMmMHoro odecnieyenus (I10), coBpeMeHHBIX podeccuo-
HaabHbIX 0a3 1aHHbIX (b/]) 1 uHpopmaunonno-cnpaBounbie cuctem (MCC) (2019 r.)

Ilepeuens 11O
Non HaumenoBanue 110 [IpousBoauTEIH Crioco6 pacripoctpane-
/m HUS (TUYEeH3UOHHOEe UTU
€c680000HO pacnpocmpa-
Hsiemoe)
1 Adobe Master Collection CS4 Adobe JIMIICH3UOHHOE
2 Microsoft Office 2010 Microsoft JINIEH3UOHHOE
3 Windows 7 Pro Microsoft JINIEH3UOHHOE
4 AutoCAD 2010 Student Autodesk cBOOOIHO pacrpocTpa-
HSIEMOE
5 Archicad 21 Rus Student Graphisoft cBOOOIHO pacIpocTpa-
HSIEMOC
6 SPSS Statisctics 22 IBM JIAIIEH3UOHHOE
7 Microsoft Share Point 2010 Microsoft JMIEH3UOHHOE
8 SPSS Statisctics 25 IBM JIAIIEH3UOHHOE
9 Microsoft Office 2013 Microsoft JIAIIEH3UOHHOE
10 | OC «Anbt O6pazoBaHue» 8 00O «bazanst CIIO | nunieH3u0HHOE
11 Microsoft Office 2013 Microsoft JIAIIEH3UOHHOE
12 | Windows 10 Pro Microsoft JINIEH3UOHHOE
13 | Kaspersky Endpoint Security Kaspersky JTUTCH3UOHHOE
14 Microsoft Office 2016 Microsoft JINIEH3UOHHOE
15 | Visual Studio 2019 Microsoft JINIEH3UOHHOE
16 | Adobe Creative Cloud Adobe JINIEH3UOHHOE



https://www.biblio-online.ru/book/zaschita-informacii-osnovy-teorii-433715
https://www.biblio-online.ru/book/zaschita-informacii-osnovy-teorii-433715

30

Ilepeuens B/l u UCC

Norn
/i

HaunmenoBaunue

1

MexayHapoansie pedeparuBHbie HaykomeTprueckue b/I, noctymHbie B paMKax HaIu-
OoHaJIbHOM noanucku B 2019 r.

Web of Science

Scopus

[Ipodeccuonansubie moHOTEKCTOBBIE B/I, TOCTYIHBIE B paMKax HallMOHAIBHOM 110 /1
nucku B 2019 .

Kypuansr Cambridge University Press

ProQuest Dissertation & Theses Global

SAGE Journals

XKypuaner Taylor and Francis

[Tpodeccuonanpabie MOTHOTEKCTOBBIE B/]
JSTOR
W3nanus no o011ecTBEHHBIM U TYMaHUTAPHBIM HayKaM
Dnexkrponnas oubmuoreka Grebennikon.ru

KomnbroTepHbie cripaBoYHbIE IPABOBBIE CHCTEMBI
Koncynsrant Ilntoc,
I'apant

CocraButenb(n):
Kanouoam mexnuueckux nayx, u.o. 3as. kagpeopou K31 J[.A. Mumowun




31

[Tpunoxxenue 4
K JINCTY U3MEHEHUI

7. O0HOBJIeHHE CTPYKTYPbI THCHHUILIMHBI (MOXYJIs1) JUIsi 04HO# hopmbl 06yuenust (2020 r.)
CTpyKTypa IHCHHUILIMHBI (MOYJs1) 1 04HOM opMBbI 00yUeHust

OO61ast TpyA0€MKOCTh JUCIUIUIMHBI COCTaBlsieT 4 3. €., 152 4., B TOM 4HClie KOHTAaKTHas

paboTta oOydJarommxcs ¢ npenoaaBareneM 28 4., caMoCTosATeIbHAs padoTa oOyJarommxcs 122 .

Bunel yue6HOM paboThI

@opMEI Te-
(B yacax) —
KOHTaKTHAasI | KOHTpOJIA
No Paszen QucuuIIm- o 2 O % yCIIEBAEMO-
/1 HBI/TEMBI &5 z ; g g8 CTH,
3 = | § |E E %E zZ 5 g £ | MexyTOUHOM
§ E § é z E z = § S S | arrecramum
1 Beeoenue 6 3awumy un- 6 2 4 Ompoc.
Gopmayuu om nHecankyu-
OHUPOBAHHO20 0OCMYNa
2 Tpebosanus k 3awume 6 2 4 Ompoc
unghopmayuu om Hecamk-
YUOHUPOBAHHO20 OOCMYNA
3 Asmopuzayus. Memoovl 6 2 4 Ompoc.
uoenmugurayuu u
aymenmugpuxayuu nojo-
308amens
4 Ynpasenenue oocmynom x| 6 2 6 Ompoc.
pecypcam
5 Paspabomxa nonumuku 6 4 6 Ompoc.
besonacrocmu uHgpopma-
YUOHHOU cucmembl
6 Memoouxa ananuza 3a- 6 2 6 Ompoc.
wiuwénnocmu UC. Me-
Moobl U cpeocmea 8visis-
JleHUs1 yepo3 eé ungopma-
YUOHHOU Oe30nacHoCmu
7 Ilpumenenue cpedcms an- | 6 2 6 Ompoc.
napamuou 3auumol
8 Jlabopamopnas paboma 6 6 8 Otuér no
MNe 1 naboparop-
HO¥ paboTe
9 Jlabopamopnas paboma 6 6 8 Otuér no
Ne 2 naboparop-
HOU paboTe
10 | kypcosas paboma 6 2 70 OYeHKa Kyp-
cogoli pa-
bombl
N 6 3auém no
3auém
ounemam
UTOTO: 152 | 16 12 2 122
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8. O0HOB/IeHUEe OCHOBHOI M JOMOJHUTEIbHOI uTepaTypsl (2020 r.)

B paznen 6. YueOHO-MeTOAMYEeCKOe U HH(POPMALIMOHHOE OOecnevyeHue JUCIUIIMHBI
BHOCSITCS CJIEYIOLIUE U3MEHEHUS:

1. Nononuuts pazaen OcHOBHAA JUTepaTypa
Xopes, I1. b. [Iporpammuo-anmapartHas 3amuTa nHpopmarmu : yaeonoe nocodue / I1. b. Xopes.
— 3-e m3., uctp. u gorn. — Mocksa : UHOPA-M, 2020. — 327 c. — (Bricmiee oOpa3oBaHue:
bakamaBpuar). - ISBN 978-5-16-015471-8. - Tekcr : onekrponnsrii. - URL:
https://znanium.com/catalog/product/1035570 (nara oopamienus: 11.09.2020). — Pexxum gocty-
1a: 1o TOAIUCKE. .

2. lonomHUTE paznen J1onoaHuTeIbHAs JUTepaTypa
Hlernos, A. FO. 3ammuTa uH@OpMaIu: OCHOBBI TEOPUH : YUeOHMK AJis OakalaBpuaTa U Marwu-
ctpatypsl / A. YO. lllernos, K. A. Illernos. — Mocksa : U3natensctBo FOpaiit, 2020. — 309 c.
— (bakamaBp u maructp. Akagemudeckuit kypc). — ISBN 978-5-534-04732-5. — Texkcr : anek-
tpouHBIA // DBC IOpaiir [caiit]. — URL: https://urait.ru/bcode/449285 (mara oOpamenwus:
11.09.2020).

9. B anemeHnt paboueit mporpamMMbl m.4 OOpa3zoBaTejibHbIE TEXHOJOTHH BHOCSTCS
CIIETyIOIE U3MEHEHHUS:

B mepuwon BpeMEHHOTO MPHUOCTAHOBIICHUSI TIOCEIIEHUS OOYUYAIOIIMMUCS TOMEIIEHUN |
tepputopun PITY. mist oprammzanuu ydeOHOTO Tpolecca ¢ MPUMEHEHHEM JJICKTPOHHOTO
oOyueHuss W JUCTAHLUHUOHHBIX OOpa30BATEIbHBIX TEXHOJOTUH MOTYT OBbITH HCIOJIb30BAHBI
cienymomre o0pa3oBaTeNIbHbIE TEXHOJIOTHU:

— BUJICO-JICKIIUH;

— OHJIAIH-NIEKLUU B PEKUME PEaIbHOTO BPEMEHU;

— DIIEKTPOHHBIE YUEOHUKH, yueOHbIE TOCOOUs, HAYYHbIE U3/IaHUS B JIEKTPOHHOM BHJIE U
JOCTYII K MHBIM 3JIEKTPOHHBIM 00pa30BaTeIbHBIM pecypcam;

— CHCTEMBI JIJIs 2JIEKTPOHHOTO TECTUPOBAHUS,

— KOHCYJBTALIUU C UCTIOJIb30BAaHUEM TEJIEKOMMYHUKALIMOHHBIX CPE/ICTB.

10. B snemenT paboueil mporpamMmbl 7. MarTepHajibHO-TEXHHYECKOe oOecredyeHue
AUCHMITAHBI/MOXYJISl BHOCSATCS CIICIYIOIIUE U3MCHEHHUS:

Ilepeyens B/ u UCC
Ner/in HaumenoBanue
1 Mexnynapoansie pedepaTuBHbie HaykomeTpudeckue bJl, mocTymHble B paMkax
HanroHaJIsHOU moanucku B 2020 r.
Web of Science
Scopus
2 [Ipodeccruonanbubie monmHOTEKCTOBBIE bJI, MOCTymHBIE B paMKax HalMOHAJIBHOMN

noamucku B 2020 T.

XKypuansr Cambridge University Press
ProQuest Dissertation & Theses Global
SAGE Journals

Kypuansr Taylor and Francis

3 [Ipodeccuonansuble monHOTEKCTOBBIE B[

JSTOR

W3nanus mo oO1iecTBEHHBIM M T'YMaHUTAPHBIM HayKaM
OnexrponHas oubnuoreka Grebennikon.ru

4 KOMHLIOTepHLIe CIIPaBOYHBIC ITPABOBLIC CUCTCMBbI
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Kouncynsrant Ilntoc,
l'apant

B osnement paboueil mporpammbl

7. MarepunajbHO-TeXHHYeCKOe olecneveHue
AUCHHUILINHBI/MOLYJIS BHOCSITCS CIEYIOIINE N3MEHEHUS:
CocraB nporpammuoro odecneyenus (I10)

Nert Haumenosanue [10 [IpousBoaurens Crnioco6 pacripoctpane-
/i HUS (TUYEH3UOHHOE UNU
Cc80000HO pacnpocmpa-
Hslemoe)
1 Adobe Master Collection CS4 Adobe JTUICH3NOHHOE
2 Microsoft Office 2010 Microsoft JTUICH3NOHHOE
3 Windows 7 Pro Microsoft JIUIIEH3HOHHOE
4 AutoCAD 2010 Student Autodesk CBOOOJIHO pacIpocTpa-
HIEMOE
5 Archicad 21 Rus Student Graphisoft CBOOOJIHO pacIpocTpa-
HIEMOE
6 SPSS Statisctics 22 IBM JIULIEH3UOHHOE
7 Microsoft Share Point 2010 Microsoft JTUIEH3NOHHOE
8 SPSS Statisctics 25 IBM JIALIEH3UOHHOE
9 Microsoft Office 2013 Microsoft JTUIEH3NOHHOE
10 | OC «AnwpT OOpazoBanue» 8 000 «bazanst CIIO | nuneH3noHHoe
11 | Microsoft Office 2013 Microsoft JTUICH3NOHHOE
12 | Windows 10 Pro Microsoft JTUIECH3NOHHOE
13 | Kaspersky Endpoint Security Kaspersky JIMIIEH3HOHHOE
14 | Microsoft Office 2016 Microsoft JTUIECH3NOHHOE
15 | Visual Studio 2019 Microsoft JTUIECH3NOHHOE
16 | Adobe Creative Cloud Adobe JTUIECH3NOHHOE
17 Zoom Zoom JINIEH3UOHHOE
CocraBuTeIb:

K.T.H. J.A. MuTromua




