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PABOYAS TIPOT'PAMMA JUCHUITJINHBI

1. MosicHuTeBLHAS 3aIMCKA
1.1. enb u 3ama4u JUCITUTIIIAHBI
Lenv oucyunaunvl: ipuoOpeTeHNe 3HAHWIA O 0Aa30BBIX METOJAX M CIOCO0AaX 3aIlUTHI CETEBBIX
TEXHOJIOTUH ¥ YMEHUN PUMEHSTH Ha IPAKTUKE CPEJCTBA 3aLIUTHI CETEBBIX IPOTOKOJIOB, B TOM YHC-
ne creka nmporokosioB TCP/IP.
3a0auu Oucyunaunvl: U3ydeHUE TPUHIUIIOB CETEBOTO B3aWMOJCHCTBHUS; BBIPAOOTKAa YMEHUI
HACTpaWBaTh M TPUMEHATh CPEICTBA CETEBOTO B3aUMOJCHCTBHUS, HCIOJIB30BATh HHCTPYMEHTHI
HACTPOMKH CETeBON MHMPACTPYKTYPHI, B TOM YHKCIIC Ha Oa3e creka mpotokosioB TCP/IP.

1.2. ®opmupyemble KOMIETEHINH, COOTHECEHHBIE C ITITAHUPYEMBIMU pPe3ylbTaTaMH OOyJIEHUS I10

JIUCITUILIINHE
Koabl kommne-
TEeHIIUH

OIIK-7

I1K-3

Conep:xanue KoMneTeHUH i

JIOJDKEH 00J1a7aTh CrOCOOHOCTHIO
ompenensits  MH(pOpMalMOHHBIE
peCypcChl, TOJUIeKAIIAe 3allluTe,
yrpo3sl 0€30MacHOCTH HH(pOpMa-
MU 1 BO3MOJHBIC IIYTH HUX pca-
JAW3allid  Ha OCHOBE aHaIM3a
CTPYKTYpbl M COJIEpXXaHHUS WH-
(hbopMaIrMOHHBIX  TPOLIECCOB U
ocoOeHHOCTEH  (PYHKIIMOHUPOBA-
HUs 00BEKTa 3aUThI

JOJDKEH 00J1aaTh  CIOCOOHOCTh
aJIMUHUCTPUPOBATh IOJICUCTEMBI
MH(POPMALIMOHHON 0e30MacHOCTH
00BEeKTa 3aIUTHI

Ilepeyenb MIaHNpyeMbIX pe3yJibTATOB
00y4yeHHs MO0 TUCHUILINHE

3HaTh:

OCHOBHBIC TIOJIOXKEHUS TCOPUU WH-
dbopmarmoHHO 0€30TaCHOCTH W TMPAKTHKU
3aUThl UHPOPMAITUH B TEIIEKOMMYHHKAITHU-
OHHBIX CETSX;

MOJIENIH yIpo3 0e30macHOCTH UHMOP-
Maluu;

CTPYKTYpY U cojepkaHue HH(popMma-
IIMOHHBIX TIPOIIECCOB U 0COOCHHOCTEH (PyHK-
[IMOHUPOBAHUST OOBEKTa 3alIUTHl Ha Oasze
TCP/IP;

OCHOBHBIE CEpBHUCHI M MEXAaHU3MBI
mudpoBaHus U ayTeHTHUUKAIUK HHPOpPMa-
mud 1o moaeinu OSI/1SO.

YMeTs:

OCYILIECTBIISITh 0a30Bble HACTPOUKHU
CETEBBIX YCTPOMUCTB 2-T0 U 3-TO YpOBHS CO-
riracuo moaenu OSI/1SO;

0OHapyXHBaTh OLIMOKM B HACTPOM-
Kax MapuIpyTH3aluy;

Bnanern:

HABbIKAMU HACTPOMKM W HKCIUTyaTa-
[[UU KOMMYHUKAIIMOHHOTO 000PY/I0BaHHUS.

3HaTh:

MOJENU U METOJbI 3allUThl ceTell Ha
6aze TCP/|IP;

YMeTs:

pemate THUMOBBIE 3a/Ja4dl  aJIMUHU-
CTPUPOBAHMS CHCTEM 3alIUTHl HHPOPMAITUH;

MPUMEHSITh COBPEMEHHBIE METOMABI U
METO/IMKH 3aIUThI CETEBBIX TEXHOJOTHH.

Bnaners:

METOJIaM{ HWCIOJIb30BaHUsI CPEJICTB
3alUThl MPOTOKOJIOB cTeka T CP/IP;

HABBIKAMU JKCIUTyaTallud 3alUIIeH-
HBIX IpoTOKOJIOB cTeka TCP/IP.



[1K-6

JIOJIKEH 00J1a7aTh CIIOCOOHOCTHIO
[IPUHUMATh y4aCTUE B OpraHu3a-
OUuru 1 MPOBCACHUN KOHTPOJIbHBIX
POBEPOK PabOTOCIOCOOHOCTH U

3G(EKTUBHOCTH  TPUMEHSIEMBIX
IPOrPaMMHBIX, IPOTPaMMHO-
anmapaTHbIX WM TEXHUYECKHUX

CPEICTB 3alIUThl HH(OPMaLIUU

3HaTh:

HOPMATHUBHBIE MPABOBBIC JTOKYMEHTHI
B 001acTH 3aIUThl HH(pOpMaIHH;

YMers:

OpPraHW30BBIBATH MEPOTIPHUATUS IO
arrecTanind 00beKTa HMH(OPMATH3AIUU TI0
TpeOOBaHUsIM 0€30TTaCHOCTH HH(POPMAITUH .

Brnaners:

HaBBIKAMU OpraHU3allMd W COIPO-
BOXKJCHUU TIpoIlecca aTTeCTalu OOBeKTa
uH(popMaTu3auu no TpeboBaHUsAM Oe3omac-
HOCTH HH(pOpMaLUH.

1.3. MecTo IMCIUIUIMHBI B CTPYKTYpPE OCHOBHOM 00pa30BaTeIbHON MPOTpaMMBbI

JlucuuminHa OTHOCUTCS K BApUATUBHON YacTH YacThio OJ0Ka IMCHUIUIMH y4eOHOTO IUIaHa.

Jlyis ocBOEHUS AMCUUIUIMHBI HEOOXO UMbl KOMIIETEHIINH, CPOPMHUPOBAHHBIE B XO/1€ H3yUCHHS
CIIEIYIOMNX TUCHUIUIMH: "MaremaTudeckue OCHOBBI 3amuThl MHGopmanuu", "BeruucnurenbHble
cetn", «CeTn W cuCTeMbl mepenaun AaHHBIX», «HbDOpManmoHHBIE TEXHOIOTHNY, «TeXHUYIECKOe
perynupoBaHue B 00J1aCTH 3aIIUTH HHPOPMAIUID.

B pe3ynbprate 0CBOCHMS AUCHUILIUHBI (POPMUPYIOTCSI KOMIIETEHIIMH, HEOOXOAUMBIE IS U3yde-
HUS CIENYIOIIMX AUCHUIUIMH M MPOXO0XKAEHUSA NPakTUK: «OpraHu3anus BUPTYaJbHBIX YaCTHBIX Ce-
Teiy, «lIpoexTpoBaHue cucTeM 3alUThl 00BEKTOB MHpOpMaTu3aun», «lIpenauminomMuas nmpakrTu-

Ka».

2. CTpyKTYypa AUCHMILIHHBI

CTpyKTypa IMCUUILIMHBI 11 04HOH GopMbI 00yUeHM st

OO6mrast Tpy10€MKOCTh AUCIUIUIMHBI — 3 3.€., 108 yacoB, B ToM 4ymuciie KOHTaKTHas paboTa 00y-
YaIoUUXCsl ¢ mpernojaBarenem 42 4., camocTosTeapbHas padora oOydarommuxcs 66 .

Bunbr yueOHOM paboThI
(B yacax) DopMBbI TEKyILIE-
KOHTaKTHAas ro KOHTPOJIS
n | ycrmeBaeMOCTH,
Ne o |o | = 5
e Pa3znen nucuumninHbl/TeMbl R % = dbopma mpome-
o o § g £ | S g KyTouHoii aTTe-
g = g = B 5 = B ‘E g § crauuu (no ce-
s | 2| E|ZE&&&E"C Z2 4 mecmpam)
| B 5 |&Ts ERF S | O &
Ol5lo =85 8F =
1 | BBeneHue B TEOPHIO U MPAKTUKY 7 12 Omnpoc
oOecrieyeHns 6€30MaCHOCTH ceTe-
BBIX TEXHOJIOTHI
2 bazoBas stanonHas Mozienb 7 |4 4 OneHka BbINOJ-
OSI/ISO. ApxutekTypa 3aluThI HEHUS IIPAKTH-
nHbopManuu YEeCKUX 3aJlaHui
3 | Crex nmportokosioB TCP/IP. Ka- 7 |4 8 8 OneHka BbINOJ-
HaJIbHBIN, CETEBOM (MEKCETEBOM), HEHUS NIPAKTHU-
TPAHCIIOPTHBIN U MPUKIIATHOM YEeCKHUX
YpOBHU U BHEAYIHUTOP-
HBIX 3aJIaHUN
4 | Peanu3zanusi IpOTOKOJIOB CTE€KA 7 |4 6 8 OreHka BBINOJI-




TCP/IP, nportokossr Ethernet, IP, HEHUS IPAKTH-
TCP, UDP. HTTP, FTP u apyrue YECKUX
U BHEAYIUTOP-
HBIX 3aJIaHHUI
5 Yrpo3bl, aTaku ¥ yAI3BUMOCTH B 4 4 16 | Onenka BBITION-
cersix Ha 6aze TCP/IP, metobl 1 HEHUS IPAKTH-
MEXaHHU3MBI 3alTUTHI OT HUX YEeCKHIX
U BHEAYIUTOP-
HBIX 3aJIaHUI
6 OTteyecTBEHHbIE HOPMATUBHBIC AK- 4 2 20 | OmeHka BBITIOJN-
TBI, PETIIAMEHTUPYIONTUE JICATCIh- HEHUS TTPAKTH-
HOCTH B 00JIACTH 3aIUTHI CETEBBIX YECKUX 3aJTaHUI
MTPOTOKOJIOB.
7 | 3auem 10 | 3auer mo Owmie-
TaMm
Hroro: 22 20 66

3auver Ha OJAHOM M3 MMOCJIECIHUX 3aHATHHI CEMHUHAPCKOI0 TUIIA.

3. Conep:kaHue QM CHUTLINHbBI

HAJILHBIH, ceTeBOH (MexKceTeBOi),
TPAHCIIOPTHBIA M MPUKJIATHOM
YPOBHU

Ne | HaumeHoBaHue pa3aeJia quCIU- Copnep:xanue
TUIMHBI

1 | Beeaenue B Teopuio u npaktuky | Cerb. OOmue noustre. O630p CyIIeCTBYIOLIUX Ce-
o0ecrnieyeHusi 0€30MACHOCTH CeTe- | TEBBIX TOIMOJIOTHUI.
BbIX TEXHOJIOT Ui

2 Ba3oBas hTajioHHAsI MOe/Ib Onucanue 0a30Boii stanonnoit moaenu OSI/ISO.
OSI/ISO. ApxuTekTypa 3aluThl | 7 YpOBHEH QYHKIIMOHUPOBAHUS. APXUTEKTypPHBIC
uHdopManuu MPUHIIMIIBI peaTn3aliy 3allUIIeHHbIX CeTEBbIX B3a-

UMOJIEUCTBUI.
3 Crek nporokosioB TCP/IP. Ka- Crek npotokosioB TCP/IP. Tlosst 1 ¢uiaru makeTos.

[Ipumenenue 4 ypoBHEH IpH pa3pabOTKE CPEICTB
3alIUThl UH(OPMALHH.

Ocob6ennoctu cemeiictBa mpotokosioB TCP/IP u ce-
Telt Ha ero ocHoBe. Ctek nmporokosioB TCP/IP
BKJIIOYAET B ceOsl:

* [P (Internet Protocol) — MexceTeBoi IPOTOKOI,
KOTOPBII obecrieunBaeT TPaHCIIOPTUPOBKY O€3 J10-
HOJIHUTEIbHOM 00pabOTKH JAHHBIX C OJIHOM Mallu-
HbI Ha JIPYTYI0;

* UDP (User Datagram Protocol) — mpoToko: noss-
30BaTeNIbCKUX JaTarpamm, o0ecreynBaromuit
TPaHCHOPTUPOBKY OTAEIBHBIX COOOLIEHHUHI C TOMO-
mbto [P 6e3 mpoBepku ommboK;

* TCP (Transmission Control Protocol) — mpotokosn
ylpaBJIeHUs Mepenadeii, o0ecreunBaronuil TpaHc-
IOPTUPOBKY C nomolbko IP ¢ mposepkoit ycTaHOB-
JIEHUS COEAMHEHNS;

* ICMP (Internet Control Message Protocol) — mex-
CETEeBOM MPOTOKOJ YIPaBJIEHUS COOOIIEHUSIMH, KO-
TOPBII OTBEYAET 3a pa3IMYHbIE BUIbI HU3KOYPOBHE-
BOM moiiep>kku mpoTtokosna I[P, Bkitouast coobue-
HUs 00 omMOKax, COICHCTBIE B MapIIPyTH3AIHH,




HOJITBEPKICHHUE B MOJYICHUH COOOIICHUS;

* ARP (Address Resolution Protocol) — mpotokou
npeoOpa30BaHus aIPeCOB, BHITIOIHSIONINI TPaHC-
JAIUIO JIOTUYCCKUX CCTCBBIX aApCCOB B alliapar-
HBIC;

Peanu3anusi npoTOKOJIOB CTEKA
TCP/IP, nporokoJbl Ethernet,
IP, TCP, UDP. HTTP, FTP n
Apyrue

[Tpumeps! peanusanus nporokosioB creka TCP/IP,
UCIIOJIb30BAHUE CETEBBIX MPOTOKOJIOB B COBPEMEH-
HBIX TIPOTPAMMHO-AIAPATHBIX PEIICHUH.

Yrpo3bl, aTAKH U YSI3BUMOCTH B
ceTsix Ha 0a3e TCP/IP, meToanl u
MEXaHHU3MbI 3a1IUTHI OT HUX

CoBpemMenHbIe yrpo3sl B ceTsix Ha 6aze TCP/IP.

* [IpoGnemsl ¢ cucreMamu MUPpPoBaHUA U UPpo-
BOM TMOJAMKICH — BO3MOKHA HEKOPPEKTHAsE 00paboTKa
JAThI CO3/1aHMs 00pabaThIBAEMBIX COOOIICHHIA.

* Ommoku B paboTe CUCTEM DIIEKTPOHHON KOMMeEp-
IIUH, CUCTEM DJICKTPOHHBIX TOPTOB U PE3EPBUPOBA-
HUS 3aKa30B — HEMpaBUIIbHAs 00pabOTKa aThI.

* [IpoGieMBI ¢ MOIYNISIMU aBTOMATH3UPOBAHHOTO
KOHTPOJIS1 0€301TaCHOCTH CHCTEMBI H ITPOTOKOJIUPO-
BaHUS COOBITHI — HEMPAaBUIIBHOE BEJCHUE )KypHalia
¥ €T0 aHaIu3.

* [IpoGIieMBI ¢ MOIYIISIMU pean3alii aBTOPU30-
BaHHOTO JIOCTYIIa K pecypcaM CUCTEMbl — HEBO3-
MO>KHOCTbH JIOCTYIa K CHCTeME B olnpeeEHHbIe Ja-
THI.

* [Ipo6Gnemsl ¢ 3aIrycKoM B OTpeieIEHHOE BpeMs
MOJyJiell aBTOMaTHYECKOTO aHalin3a 0€30MacHOCTH
CUCTEMBI U TIOUCKA BUPYCOB.

* [IpoGnembl ¢ cuCTeMaMy 3alIUThI OT HEJIETalbHOTO
KOIMPOBaHHUs, OCHOBAaHHBIMU Ha BPEMEHHBIX JIH-
LEH3USAX.

* [IpoGnemsbl ¢ paboTOil ONEepalMOHHBIX CHCTEM.

* HenpaBunibHast 00paboTka JaThl anmapaTHbIMU
CpEICTBaMU 3aIUTHI.

MeTo/1b1 3aIIUTHI OT YAAIEHHBIX aTak B CETH
Internet. HanGosee mpocThIMK U JCIIEBBIMH SBJIS-
I0TCSl /IMUHUCTPATUBHBIE METO/IBI 3ALIUTHI, KaK TO
UCIOJIb30BaHUE B CETHU CTOMKOM Kpuntorpaduu,
cratndeckux ARP-ta6nui, hosts ¢aiinoB BMecTo
BbIIeNIeHHBIX DNS-cepBepoB, HCIOIb30BaHUE HITU
HEHUCIOJIb30BaHUE OTNPEICTIEHHBIX ONIEPAIMOHHBIX
CHCTEM U JIpyTue METObI.

Crnenytorias rpyrina METOJIOB 3aIIUTHI OT YAaIEH-
HBIX aTaK — MporpaMMHoO-anmnapaTasie. K HuM oTHO-
CATCSL:

* IPOrpaMMHO-aNNapaTHbie MHPPATOPHI CETEBOTO
Tpaduka;

» merouka Firewall;

* 3AIUIIEHHBIC CETEBBIE KPUITOMIPOTOKOIIBI,

* IporpaMMHEBIe cpezicTBa 0OHapyxeHus arak (IDS
— Intrusion Detection Systems nim ICE — Intrusion
Countermeasures Electronics);

* IPOTrpaMMHBIE CPEJICTBA aHATN3a 3aIUIIEHHOCTU




Ip.).

(SATAN - Security Analysis Network Tool for
Administrator, SAINT, SAFEsuite, RealSecure u

CETEBLIX IPOTOKOJIOB

OTeuecTBEHHBIE HOpMaTHUBHBLIC
AKTbIl, pEriiaMCeHTHUPYOIIUE J1€51-
TeJbHOCTh B 00J1aCTH 3alMUTbI

uHpOpMAIIHH.

I'OCT P UCO 7498-2-99 NudopmannoHHass TEXHO-
norus. B3anMocBs3b OTKPBITHIX cucTeM. bazoBas
sTaloHHAast MoJieb. YacTh 2. ApXUTEKTYpa 3alllUThl

4. O0pa3oBaTejibHbIE TEXHOJIOTHH

Jl:;'ln HaumenoBanue pa3aena |Buabl ydeOHbIX 3aHATHI OO0pa3oBaTte/ibHbIE TEXHOJIOTUH
1 ]2 3 4
1. |Bsedenue 6 meopuro u Jlexyus 1. Tpaouyuonnas ¢ ucnoiv3oeanuem
npaKkmuky odecneyeHus npezenmayuil
bezonacnocmu cemeguvlx
MexHoI02Ull Camocmosmenvnas paboma |H3yuenue mamepuanos iekyui
2  |baszosas somanonnas mo-  |Jlexyus 2. Tpaouyuonnas ¢ ucnoiv3oeanuem
oenv OSI/1SO. Apxumex- npeseHmayuii
mypa 3auumsl uHgopma-
yuu. Camocmosmenvuas paboma |M3yuenue mamepuanog iekyuil
3 |Cmex npomoxonos TCP/IP. |Jlexyus 3.1 Tpaouyuonnas ¢ ucnoiv3oganuem
Kananonwiii, cemesoti Jlexyus 3.2 npezeHmayutl
(mediccemesoit), mpanc-
nopmustil u npukiaonou  |Ilpakmuueckoe 3ausmue 1. | Boinonnenue 3a0anus
VposeHu
Camocmosmenvras paboma |H3yuenue mamepuanos iexyuil
4 |Peanuzayus npomokonoe |Jlexyus 4.1 Tpaouyuonrnas ¢ ucnoiv3o8anuem
cmexa TCP/IP, npomoxkonul npeseHmayuii
Ethernet, IP, TCP, UDP.
HTTP, FTP u opyeue Ilpakmuueckoe 3anamue 2. |Bvinonanenue 3adanus
Camocmosmenvuas paboma |HM3yuenue mamepuanog iekyuil
5 Yeposzvl, amaku u ysazeumo- |Jlexyus 5.1 Tpaouyuonnas ¢ ucnov3o8anuem
cmu 6 cemsx Ha baze npezenmayuii
TCP/IP, memoowl u mexa- |I[Ipakxmuueckue 3ansimue 3.
HU3MbL 3aUUMbL OM HUX Buvinonnenue 3a0anus
Camocmosmenvras paboma
H3yuenue mamepuanog nexyuil
6 |Omeuecmsennvie Hopma- |Jlexyus 6.1 Tpaouyuonnas ¢ ucnonv3zoearuem

mueHbvle aKmbvl, pecilaMeH-
mupymouiue oesamenbHoOCmb
6 obnacmu 3awjumosl ceme-
6blX NPOMOKOJ06

CamocmosmenvHas pa60ma

npeszeHmayuil
Bvinonnenue 3adanus

Hsyqeuue mamepuailos Jzem;uﬁ

5. OneHka JIaHMPYyeMbIX Pe3yJIbTATOB 00y4YeHHA
5.1. Cucrema onieHUBaHUS




dopMa KOHTPOJIA Makc. K0JM4ecTBO 0aJ1710B
3a oany pabo-|Bcero
Ty
Texymui KOHTPOJIb:
- onpoc 5 bannos 30 6annos
- yyacmue 8 OUCKYCCUU Ha ceMuHape 5 bannos 10 6annos
- KoHmpoavHas paboma (memot 1-2) 10 6annos 10 b6annos
- KonmpoavHas paboma (memol 3-6) 10 6annos 10 6annos
[IpomexyrouHas aTTecTanus 40 6annos
3auem
HToro 3a cemectp 100 6annos
3auem

[TonyueHHBI COBOKYIHBIN pe3y/lbTaT KOHBEPTUPYETCS B TPAAULIMOHHYIO HIKAITY OIL[EHOK U B IIKaIly
onleHOK EBpomneiickoil cuctembl mnepeHoca W HakorieHus kpeautoB (European Credit Transfer
System; ganee — ECTS) B cooTBeTCTBUM ¢ TaOIHIICH:

100-6ampHas mkana | TpaauiimoHHAs ITKaIa IIxama ECTS
95 -100 A

8394 OTJINYHO B

68 — 82 XOPOIIIO 3a4TEHO C

56 — 67 D

0 55 YIOBJIETBOPUTEIHHO E

20-49 FX

0_19 HEYIOBJICTBOPUTEIHHO HE 3a4TE€HO F

5.2.Kputepuu BbICTaBICHUS OLEHKHU MO AUCIUTLIINHE

banabl/ Ounenka mno pauc- | Kpurepum omeHkH pe3yJibTaTOB O0Oy4YeHHMs 1O JUCHU-

I xama IHILIMHE IUIMHE

ECTS

100-83/ «OTJIIMYHOY/ BricTaBnsiercss oOydaromieMycsi, €Cii OH TIIyOOKO U Mpoy-

AB «3a4TeHo0 (OTJIMY- | HO YCBOWJI TEOPETUYECKHH W TPAaKTUYECKUH Marepual,
HO)»/ MOXET HPOJIEMOHCTPUPOBATh ATO HA 3aHATUSAX U B XOJE
«3a4TEHO» IPOMEKYTOYHOM aTTECTaIUH.

OOyuaromuiicss MCUEpIBbIBAIOLIE U JIOTUYECKU CTPONHHO M3-
Jaraer y4eOHbIH MaTepual, yMEeT YBSI3bIBaTb TEOPHIO C
NPaKTUKOM, CIIpaBIseTcs ¢ pelIeHneM 3ajad npodeccuo-
HaJIbHOM HaIpaBJIEHHOCTU BBICOKOI'O YPOBHS CIJIOKHOCTH,
NPaBUIBHO 0OOCHOBBIBAET NPUHSATHIE PEILICHUS.

CBo6oaHO OpueHTHpYeTcs B y4eOHOW M IMpoeccroHallb-
HOU JIUTEpaType.

OrneHka Mo JUCHUIUIMHE BBICTABIIAIOTCS 00ydaroLemMycs ¢
Y4E€TOM pe3ylbTaTOB TEKYILIEH U IMPOMEKYTOYHOM arre-
CTallUH.

Komnerenuy, 3akperui€éHHble 3a TUCHMILIMHOMN, chopMu-
pOBaHbI Ha YPOBHE — «BBICOKHID.




10

Bananl/
HMlkana
ECTS

Onenka mno auc-
IUIJINHE

KpnTepml OICHKHU pPeE3yabTaToB oﬁyqe}mﬂ nmo aucCum-
IJIMHE

82-68/
C

«XOpOIIO»/
«3a4TEHO
110 ) »/
«3a4TECHO»

(xopo-

BericTaBnsiercst oOyuaromiemycs, €Cii OH 3HaeT TEopeTuye-
CKHMI Y MPAKTUYECKUI MaTEepHaJl, IPAMOTHO U IO CyLECTBY
M3JIaraeT €ro Ha 3aHATUSAX U B X0JIe IPOMEXYTOYHOU aTTe-
CTalMu, HE JOIYCKas CYIECTBEHHbIX HETOYHOCTEN.
OOyyaromuiics IpaBUJIBHO MIPUMEHSIET TEOPETUUECKUE 10~
JIOKEHHS TIPH PEIICHUH TMPAKTHYECKUX 3a/1ad Mpodeccuo-
HaJIbHOM HAIPaBJICHHOCTH Pa3HOIO YPOBHS CIIOXKHOCTH,
BJIa/Ie€T HEOOXOIMMBIMH JJISl 3TOTO HaBBIKAMM U MpUEMa-
MHU.

JlocTaTouHO XOpOLIO OpUEHTHpYeTCs B y4eOHOMl W mpo-
dbeccuoHanbHOM TUTEpaTypE.

OneHka o JTUCIUIUIMHE BBICTABIIAIOTCS 00ydaromeMycs ¢
Y4E€TOM pe3ylbTaTOB TEKYHIEH M MPOMEXKYTOYHOM aTTe-
CTalUN.

Komnerenuuu, 3akpernyiéHHble 3a JUCHUILIMHON, CPOopMuU-
POBAHBI HA YPOBHE — «XOPOIIMII).

67-50/
D.E

«YIOBIIETBOPH-
TEIBHOY/

«3a4teHo (ymoBJie-
TBOPHUTEIHHO)»/
«3aYTCHO

BricTaBnsiercst oOyqaroriemycs, €Ciii OH 3HaeT Ha 6a30BOM
YPOBHE TEOPETUYECKHM W IPAKTUYECKUM MaTepHuall, J10-
IYCKAeT OTJICJIbHbIE OIINOKH MPHU €ro U3JI0KEHUU Ha 3aHs-
TUSAX U B XOJI€ IPOMEKYTOYHOU aTTECTALNH.
OOyuaromuiicss UCIBITHIBAET ONpPEAEIEHHbIE 3aTPyIHEHUS
B NIPUMEHEHUHM TCOPETHUYECKUX IOJIOKEHUHN IIPHU PEILICHUH
NPaKTUYECKUX 3a/1a4 NPo(ecCHOHANBHON HANpaBIE€HHOCTH
CTaHJAPTHOIO YPOBHSI CIOXKHOCTH, BJIaJI€€T HEOOXOUMBI-
MU JUIs1 3TOro 0a30BbIMU HaBBIKAMU U IPUEMAMH.
JleMOHCTpHpYET MOCTAaTOYHBIH YpOBEHBb 3HAHUS Y4eOHOM
JUTEPATYpPBI 110 TUCLUIUIAHE.

OneHka Mo JUCLUIUIMHE BBICTABIIAIOTCSA 00ydarolemMmycs ¢
Y4€TOM pe3yNbTaTOB TEKYIIEH W IMPOMEKYTOYHOW aTrTe-
CTaLlUH.

Komnerennuu, 3akperiéHHble 32 JUCLMILIMHOMN, chopMu-
pPOBaHbI HA YPOBHE — «IOCTAaTOYHBINY.

49-0/
F,FX

«HEYJIOBIIETBOPH-
TEJIBHOY/
HE 3a4YTEHO

BricraBnsercs oOydaromieMycs, €ciM OH He 3HaeT Ha 6a3o-
BOM YPOBHE TEOPETHUYECKHH M IPAKTUYECKUH MaTepuall,
JIOITyCKaeT TpyOble OMMOKK MPU €ro M3JI0)KEHUU Ha 3aHs-
TUSAX U B XOJI€ IPOMEKYTOYHON aTTECTALIUN.
OOyuaromuiicss UCHBITHIBAET CEphE3HBIE 3aTPYJHEHHS B
IIPUMEHEHUH TEOPETUYECKUX IIOJIOKEHUM IpU PELICHUH
NPaKTUYECKUX 3a/a4 MPo(ecCHOHANbHOMN HaNpaBlIeHHOCTH
CTaHJAPTHOTO YPOBHS CJIOXHOCTH, HE BJajieeT HEOOX01U-
MBIMU I OTOTO HAaBBIKAMM U IIPUEMAMHU.

JlemoHCcTpHpyeT (parmMeHTapHbIe 3HaHUS y4yeOHOH muTe-
paTypsl 110 JUCLUIIIIUHE.

OrneHka Mo JUCHUIUIMHE BBICTABIIAIOTCS 00ydaroLneMycs ¢
Y4E€TOM pe3ylbTaTOB TEKYLIEH U IMPOMEXYTOYHOM arTe-
CTalUU.

KoMnereHnnun Ha ypoBHE «I0CTaTOYHBINY, 3aKpEIIEHHbBIE
3a JUCLUIUIMHON, He c(hOpMUPOBAHBHI.
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5.3. OueHouHble cpesicTBA (MaTepUabl) Ui TEKYLIETO KOHTPOJISI yCIIEBAEMOCTH, IIPOMEKYTOY-
HOM aTTecTanuu O6y‘-IaIOH_II/IXCSI IO JUCHUIIIINHE

Koumponvnvie sonpocwt k 3auemy - nposepxa cghopmuposannocmu komnemenyuii OITK-1,
1IK-3, IIK-6

1. ApxuTekTypa KOMIIBIOTEPHBIX CETEH.

2. Mopens OSI/ISO. YpoBHH B3aUMOACHUCTBHUS B paMKaxX KOMITBIOTEPHBIX ceTeil. [loHsTHe
MIPOTOKOJIOB U UHTEP(EHCOB.

3. Crek mpotokonoB TCP/IP. [Iponenypa HHKANCYIAIHH.

4. @usnyeckuit U  kaHanbHble ypoBHM Mmogenu  OSI/ISO. Tomomorus  cereit.
KommyHUKaImoHHOE 000pyI0BaHNE KaHATHHOTO YPOBHSI.

5. ®opwmar kanpa Ethernet. Texnonorus CSMA/CD.

6. IIpuHIMIIBI MOCTPOCHHUS CETel, CETMEHTUPOBAHHBIX HA KAHAIBHOM YPOBHE.

7. Ha3unadenue u npuHIUIBI paboThl poTokosioB ARP/RARP. Ataka ARP-spoofing.

8. ®yHKIMU M MPUHIMIBI peann3anuu npotokoia IP. @opmar 3aronoska IP.

9. ®parmentuposanue IP makeros. MTU.

10. Hactpoiika cereBoro wuHTepdeiica B OC Microsoft m Unix. Crarudeckas
MapIIpyTU3aIus.

11. Hactpoiika cTaTuueckoi MapuipyTu3ainuu Ha npuMepe odopynoanus Cisco.

12. TIpoTOKOJIBI TMHAMUYIESCKOW MapIIpyTH3AIHH.

13. TIpoTokoutel yrpaBieHus ceThio Ha mpuMepe ICMP u SNMP.

14, ®yakuu W TOPUHOMNBI PabOTHI MPOTOKOJIOB TPAHCIIOPTHOTO YPOBHSA. 3aroJIOBKU
npotokosoB TCP u UDP.

15. Cucrembl nakeTHOH (UIABTpAIIUK Ha puMepe ipfw.

16. Haznauenue u nmpuHIUIBI padoThl IpoTokoa DNS.

17. Ha3znauenue u nmpuHIUIBEI padoThl ipoTokona FTP.

18. TIporoxon HTTP, nactpoitka HTTP-cepBepa na npumepe apache u nginx.

19. TIpoTokosbl moutoBo# cBsi3u Ha mpumepe POP2(IMAP) u SMTP.

20.Opranu3zanus 3aIMIIEHHOT0 KaHala CBSI3M C UCIIOJIb30BaHueM npoTokosia SSL/TLS.

21. DNS-tynnenupoBanue. Vcronp3oBaHue MAHHOW TEXHOJIOTHH JUIsi 00X0Ja MEKCETEBBIX

9KPaHOB.

22. XSS-aTaku Ha CalThI.

23. llonsatue ¢umuHra.

24, Yruautel NMap u hping3 s 30HAMPOBaHKS CETEH.

Ilpumepnuie 3a0anun 0na mecmuposanus- npogepka cghopmuposannocmu komnemenyui OIIK-
7, IIK-3, ITK-6

1. DNS-TyHHe1upOBaHuUE - 3TO:

a) mexHuKa, no360JAWAA Nepedasamsb NPoU3eoIbHbIL mpa@uk (haxmuyecku, NOOHAMb MYHHEND)
nosepx DNS-npomoxoaa. Moocem npumenamvpcs, Hanpumep, 01 mo20 Ymoovl nOJYYUmMb NOAHOYESH-
Hbll 0ocmyn k Unmepnem uz mouku, 20e paspeuweno npeobpaszosarue DNS-umén

0) SSL-coenunenue.

B) KPUIITOLILTIO3.

2. MAC-cnydunr —310:
a) CTEK CETEeBOr0 YCTPOUCTBA.

0)noooenusanue MAC-adpeca cemeso2o ycmpoucmead.
B) HTTP 3ampoc.

6. YueOHO-MeTOoAU4YEeCKOe U MH(OPMAILHOHHOE 00ecTieYeHH e TUCIUIIUHbI
6.1. CnMCOK HCTOYHHKOB U JIUTEPATYPHI
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Hctounuku
1.  Pyxosooswuti 0okymenT. 3aIuTa OT HECAHKIIMOHUPOBAHHOTO J0CTyMa K nHpopmanuu. Tepmu-
HBI U OTIpeNieNieHusl. YTBEPXKACHO pemeHueM npeacenarens I'ocrexkomuccuu Poccun ot 30 mapra
1992 r. [Dnekrtponnsiii pecypc] : Pexum mocryma : https:/fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/386-rukovodyashchij-dokument-
reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-g3, cBo6oaHbIH. — 3ariL. ¢ SKpaHa.
2. Pykoeoosawuui 0okymenm. ABTOMaTU3MPOBAHHBIE CUCTEMBI. 3alIMTa OT HECAHKIIMOHUPOBAHHOTO
noctyna K uapopmaruu. Knaccudukanus aBTOMaTu3MpOBAHHBIX CUCTEM U TPEOOBAHHUS IO 3aIUTE
nHbopMauu. YTBEPKIEHO peIIeHHEeM Ipeaceaarens | ocynapcTBEHHOW TEXHUYECKOH KOMHUCCHU
nipu [Ipesunente Poccuiickoit @eneparuu ot 30 mapra 1992 1. [DnexTponnsiit pecypc] : Pexxum no-
cTyma: https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-
normativnye-dokumenty/384-rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-
rossii-ot-30-marta-1992-g, cBoGoaHbIH. — 3ariL. ¢ 3KpaHa.
OcHoBHas nuTeparypa
1. Kowmnnexcnas 3awuma nHGOpMaIIU B KOPIIOPATUBHBIX cUCTeMax : yue0. mocobue / B.®. [lla-
HbruH. — M. : U]l «®OPYM» : UHOPA-M, 2017. — 592 c. — (Bsicmiee obpazoBanue: baka-
naBpuar). - Pexxum pgoctyna: http://znanium.com/catalog/product/546679
2. lanveun B.@. 3amuta KOMIBIOTEpHOH HHpopMau. DPPEKTHBHBIE METOIBI H CPEACTBA
[DnexTponnslii pecype] / B. @. Hlanprun. - M.: JIMK Tlpecc, 2010. - 544 c.: nn. - ISBN 978-5-
94074-518-1. - Pexxum noctyma: http://znanium.com/catalog/product/408107

6.2. Ilepeuenb pecypcoB HHGPOPMAIMOHHO-TEJIEKOMMYHUKANMOHHOI ceTH «WHTepHeT»,
HEO00X0AMMBIH VIS OCBOEHHSI TUCUUIIMHBI
Anpeca pecypcoB UHTEpHET
1. 'apanT [D7eKTpOHHBIA pecypc]: MHPOPMAMOHHO-TIPABOBOM MOPTAL. — DJIEKTPOH. JaH. —
M.: HIIIT "TAPAHT-CEPBUC”, 2018. — Pexum noctyna: www.garant.ru.
2. Koncynprant Ilmtoc [DnekTpoHHbIl pecypc]. — DnexTpoH. naH. — M.: KoncynwsranT Ilnroc,
cop. 1997-2018. — Pexxum gocTyma: Www.consultant.ru.

7. MarepuajibHO-TeXHHYECKOe o0ecredeHne TUCIMIIINHbI

1) IeKIMOHHBIN KJIacc ¢ BUACOMPOEKTOPOM U KOMIIBIOTEPOM, Ha KOTOPOM JIOJDKHBI OBIThH yCTa-
HOBJICHBI:

— muneHsnonHoe 10 MS Windows 7 u crapie;

— nmuuenzuonHoe [10 MS Office 2010 (c o6s3aTensubiM HanuuneM MS PowerPoint) u ctapiie

2) KOMITBIOTEPHBIN KJIacC, 000pyIOBaHHBIA COBPEMEHHBIMH MEPCOHATIBHBIMUA KOMIIBIOTEPAMHU
JUIS KaXKJIOTO CTYJIEHTa C BBIXOJIOM B MHTepHET. Ha KoMIbroTepe HOKHBI OBITh YCTAHOBJICHBI:

— munensnonHoe I[10 MS Windows 7 u crapie;

— muniensuonHoe I10 MS Office 2010 u crapie;

— IporpaMMHBIA runepsuzop Vmware Player;

—cKaHep ysa3Bumocteit (XSpider);

— yruiuta Nmap, cauddep Wireshark.

Ilepeyens 11O
Haunmenosanue I10 [TpousBoauTens Crioco6 pacrpocTpaHeHHs
Nert (JIMIIEH3MOHHOE UJTH CBOOOTHO
/m pacmipocTpaHseMoe)

1 Microsoft Office 2010 Microsoft JINIEH3UOHHOE

2 Windows 7 Pro Microsoft JINIEH3UOHHOE

3 Microsoft Share Point 2010 | Microsoft JIUIIEH3UOHHOC

4 Microsoft Office 2013 Microsoft JINIEH3UOHHOE

5 Windows 10 Pro Microsoft JINIEH3UOHHOE

6 Kaspersky Endpoint Security | Kaspersky Jlunen3nonnoe

7 Secret Net Studio 8.4 Konx 6e30macHocti Csob6oanoe 10,



http://znanium.com/catalog/product/408107
http://www.garant.ru/
http://www.consultant.ru/
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Pexxum nocrymna:
https://securitycode.ru
Jemo-Bepcus

8 Dallas Lock 8.0 Koundwuaent Csoooanoe I10,
Pexxum nocrymna:
https://dallaslock.ru/
[emo-Bepcus

9 Vmware Player 15.5 VMWare Coboanoe I10,

Pexxum nocrymna:
https://www.vmware.com/prod
ucts/

Jemo-Bepcus

10 | XSpider 7.0 Positive Csoboanoe I10,

Technologies Pexxwum nocryna:
https://www.ptsecurity.com/ru-
ru/

Hemo-Bepcus

11 | Nmap 7.8 Nmap Csoboanoe I10,

Pexxum nocrymna:
https://nmap.org/

12 | Wireshark 3.0 Wireshark Csob6oanoe 10,
Pexxum noctymna:
https://www.wireshark.org/

Jlnist IpoBeNCHUsT 3aHATHH JISKIIMOHHOTO TUIA MPEJIaraloTcsl TEMaTUIECKUE MILUTIOCTPALlUU B
dhopmarte npesenTanuii PowerPoint.

Ilepeuens B/l u UCC
Nert HanmenoBanme
/m
1 | KomnberoTepHbIE CLIPABOYHBIE TIPABOBBIC CHCTEMBI
Kouncynsrant Ilntoc,
I'apanT

8. Obecneyenune 00pa3oBaTe/JLHOIO NMPoOLECCa IS JIML ¢ OTPAHUYEHHBIMHM BO3MOKHOCTSI-
MM 3/10POBbSI
B xoze peanuzanuy IUCUUILTMHBI UCHIOJIB3YIOTCS CIEAYIOIINE TOMOTHUTEIbHbIE
METOJIbl 00Y4eHHsI, TEKYIEro KOHTPOJIS YCIIEBAeMOCTH U MPOMEKYTOYHON aTTecTalliuu 00yJaro-
IIUXCS B 3aBHCUMOCTH OT X UHAUBHUAYaIbHBIX OCOOCHHOCTEH:

e I CHENBIX U CIa00BUIAIINX:

— JeKIHH 0(hOPMIISIOTCS B BUE DJEKTPOHHOTO JOKYMEHTA, TOCTYIMHOTO C TIOMOIIbIO KOMIBIOTE-
pa co CHernuanIu3upOBaHHBIM MPOTPAMMHBIM 00eCTIeUeHHEM;

— MUChbMEHHBIE 3aJIaHMsI BHITIOJHSIOTCSA Ha KOMITBIOTEPE CO CIENMATH3UPOBAHHBIM MPOTPAMMHBIM
obecrnieueHrneM, WK MOTYT OBITh 3aMEHEHBI YCTHBIM OTBETOM;

— o0ecrnieunBaeTcs MHANBUAYaTbHOE paBHOMEPHOE OcBeleHrne He MmeHee 300 JTroKc;

— 7Sl BBITIOMTHEHUS 3aJaHusl TPU HEOOXOJMMOCTH MPEJOCTABISICTCS YBEIWYUBAIOIIEEe YCTPOM-
CTBO; BO3MOYKHO TaKKe€ MCIOIh30BaHNE COOCTBEHHBIX YBEITUUUBAIOIINX YCTPOUCTB;

— MMCbMEHHBIE 3a/IaHHsI 0(OPMIISIOTCS YBEIIMYCHHBIM HIPUPTOM;


http://securitycode.ru/
https://dallaslock.ru/
https://www.vmware.com/products/
https://www.vmware.com/products/
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—9K3aMEH U 3au4€T MPOBOJATCS B YCTHOW (popMe MM BBIMIOJHSIOTCS B MUCbMEHHOW (opme Ha
KOMIIBIOTEPE.

® IS TIYXUX M CIa00CITBIIIAITINX:

— JIeKIUH 0(OPMIISIOTCS B BUE MIEKTPOHHOTO JOKYMEHTA, JINOO MPEI0CTaBISIETCS] 3BYKOYCHITH-
Balolllas anmnaparypa UHAWBUIYaJIbHOTO MOJIb30BaHMUS;

— MCbMEHHbIE 33J]aHUS BBINIOJIHAIOTCA HA KOMIIBIOTEPE B MUCbMEHHOU (hopMe;

— 9K3aMEH U 3a4€T MPOBOJATCS B MMCHbMEHHOU (popMe Ha KOMITbIOTEPE; BO3MOKHO MTPOBEACHUE B
(dbopmMe TeCTUpOBAHUSL.

e JUIsl JIUL[ C HAPYILIEHUSIMHU OIIOPHO-ABUIaTEILHOTO anmapara:

— JIeKIMH 0(OPMIISIOTCS B BUJE 3JIEKTPOHHOTO JOKYMEHTA, TOCTYIHOTO C IOMOIIbIO KOMIIBIOTE-
pa co cnerualIn3upoBaHHBIM IPOTPAMMHBIM 00€CIIEUEHHUEM;

— NMCbMEHHbIE 3aJJaHMsI BHIIIOJIHAIOTCSA HAa KOMIIBIOTEPE CO CIENUATN3UPOBAHHBIM NPOTrPAMMHBIM
oOecIeyeHHEM;

—3K3aM€H U 3a4€T MPOBOJATCSA B YCTHOU (hopMe MM BBHINOJHAIOTCA B MUCBMEHHOW Qopme Ha
KOMIIBIOTEPE.

[Ipn HE0OX0IMMOCTH MpeayCMaTpUBAETCS YBETMUEHNE BPEMEHH ISl IOJrOTOBKY OTBETA.

[Ipouenypa npoBeaeHNs MPOMEKYTOUHOM aTTeCTallMK A7 00y4arouXCcs YCTaHABIMBAETCS C
y4€TOM HX UHAMBUAYAJbHBIX NcUXopu3andeckux ocobeHHocTeil. I[IpomexxyrouHas arrecranus
MO3KET MPOBOJUTHCS B HECKOJIBKO JTAIOB.

[Ipn mnpoBeneHuu NpoOUENYphl OLEHUBAHUS PE3YIbTAaTOB OOydeHHUs MperycMaTpUBaeTCs
HCIOJIb30BaHUE TEXHUUECKUX CPENICTB, HEOOXOIUMBIX B CBS3HM C MHIUBUIYAIbHBIMU OCOOEHHOCTAMU
oOyJaromuxcs. OTH CpeACTBA MOTYT OBbITh MPENAOCTaBICHbl YHUBEPCUTETOM, WJIH MOTYT
HCIOJIb30BaThCsl COOCTBEHHBIE TEXHUYECKUE CPEJICTBA.

[IpoBenenue mpoueaypsl OLCHUBAHUS PE3YAbTaTOB 00yUEHHS JOMYCKAETCS ¢ UCIIOJIb30BaHUEM
JMCTAaHIIMOHHBIX 00Pa30BaTENIbHBIX TEXHOIOTUH.

ObGecnieunBaeTcst JOCTYI K MHGOOPMAIMOHHBIM U Oubanorpadudeckum pecypcam B cetn MH-
TEpHEeT Ui KaKJ0ro oOydaromierocst B popmax, afanTUPOBAHHBIX K OTPAaHUYEHUSM UX 3/I0POBbS U
BOCIPUSTHS HH(DOPMALIUU:

® JUISl CTIENBIX U CTa00BUISIINX:

— B IIe4aTHOU opme yBeTnYeHHbIM HIpU(TOM;
— B (hopMe AIIEKTPOHHOTO JOKYMEHTA;

— B hopme ayauodaiina.

e JUISI TIIYXUX M cIa00CbIIIAIINX:

— B Iie4aTHoi gopwme;

— B (hopMe PIIEKTPOHHOTO JOKYMEHTA.

e Uit O0YJarOIIMXCS C HAPYIICHUSIMHU OMOPHO-ABUTaTENILHOTO ammapara:
— B Iie4aTHoi gopwme;

— B (hopMe PIIEKTPOHHOTO JOKYMEHTA;

— B (hopMme ayauodaiina.

Y4eOHbIe ayAUTOPHH A7l BCEX BUAOB KOHTAKTHON U CaMOCTOSTENbHON pabOThI, HaydHast 6u0-
JTUOTEKa U MHbIE IOMEIIEHUS I 00Y4eHHUs OCHAIICHBI CIEIHATbHBIM 000pYIOBaHUEM U YI€OHBIMH
MEeCTaMH C TEXHUYECKUMU CPECTBAMU OO0yUCHHS:

e JUISI CTIENBIX U CTa00BUSIINX:

— YCTPOMCTBOM I cCKaHUpoBaHUs U ureHus ¢ kamepod SARA CE;

— nuctneem bpaiing PAC Mate 20;

— npunTepoM bpaitng EmBraille ViewPlus;

® JUISI TIIYXUX U CA00CIBIIIAIINX:

— aBTOMATU3HPOBAHHBIM PabOYMM MECTOM ISl JIIOJIEH C HapyIIeHHEM CiIyXa U crabociblina-
LIHX;

— aKyCTUYECKUH YCUIIUTENb U KOJIOHKU;

e ISt OOYJArOIIMXCS C HAPYIISHUSIMHU OIIOPHO-ABUTATEILHOTO ammapara:

— TIePEIBUKHBIMU, PETYIUPYyEMBIMU dproHoMudeckumu napramu CU-1;



15

— KOMITBIOTEPHOM TEXHUKOM CO CHEIMaIbHBIM ITPOTPAMMHBIM 00ECTICUCHHEM.

9. Meroau4eckue MaTepuaJbl

9.1. Inanbl NpPaKTHYECKUX 3aHATHIA - nposepKka cpopmuposannocmu komnemenyuit OITK-
7, IIK-3, ITK-6

Tembl y4eOHOW TUCIMITIMHBI PEAYCMAaTPUBAIOT MPOBEICHUE MPAKTUICCKUX(CEMHUHAPCKIX) 3a-
HATHM, KOTOPBIE CIYXaT KaK LEJAM TEKYIIEro ¥ IPOMEKYTOYHOIO KOHTPOJIA 3a MOJAIOTOBKOM CTY-
ACHTOB, TaK W LCJISAM ITOJYYCHUA IMPAKTUYCCKUX HABBIKOB MPUMCHCHHA MCTOI0B BI)Ipa6OTKI/I peuic-
HUH, 3aKpeTIeHUs] N3YYEHHOT0 MaTepualla, pa3BUTUSl YMEHU, TpUOOPETEHUs OIbITa PEIIEHHUS] KOH-
KpPETHBIX Mpo0JIeM, BeIeHUS JUCKYCCUM, apryMEHTAIMH U 3alllUThl BHIOPAHHOTO pPeIlIeHUS.

IpakTuueckoe 3ausitue 1(8 4.). HopmaTuBHo-MeToanueckas 6a3a ucnojab3oBanus. Kpar-
KHii 0030p PYKOBOASIIMX AOKYMEHTOB (npogepra cpopmuposannocmu xomnemenyuti OITK-7,
ITK-3)

Bonpocwt ons oocyscoenus.
1.IlepedeHb OCHOBHBIX HOPMATHBHO-TIPABOBBIX JJOKYMEHTOB.
2. loustue cets TCP/IP.
3. Tomomnorust ceTei.
Cnucok nurepaTypsl:
[IpuBenén B 1. 6 nannou PI1/]

MamepuanbHo-mexnuueckoe obecneyeHue 3aHamus. ayTuTOPHsi, OCHAIIIEHHAS MPE3eHTAMOHHON
TEXHUKOU (ITPOEKTOP, IKpPaH, KOMIBIOTEP/HOYTOYK). KOMIBIOTEPHI 110 KOTMYECTBY 00YJAFOIITUXCS C
passépuyroit OC MS Windows, BupryanbpHoii mamuaoi VMPlayer.

IpakTuuyeckoe 3auaTue 2(6 4.). Mogear OSI. Ctpykrypa makeroB IP (nposepra cihopmu-
posannocmu komnemenyuii 11K-3, ITK-6)

Bonpocul ons o6cyocoenus.
1.IToustue monenn OSI.
2. HazoBute ypoBHM (yHKIIMOHUPOBaHMs corytacHo Mojaemu OSI.
3. OcHoBuble (uarn nakeroB IP. CTpykTypa 3arojoBKOB.
4. Ha xakoM ypoBHe pabOTaeT MpoTOKOJI icmp.
Criucok nuTeparypsl:
[IpuBenén B . 6 nanuou PIIJ]

Mamepuansho-mexnuueckoe obecneuenue 3ausmus: ayTATOPUs, OCHAICHHAS IPE3CHTAIIMOHHON
TEXHHUKO# (IPOEKTOP, IKPaH, KOMIBIOTEP/HOYTOYK). KOMIBIOTEPHI 10 KOJHYECTBY 00YYArOIIUXCSI C
pazeépuytoit OC MS Windows, BupTyansHoii mamunoit VMPlayer, cauddep WireShark.

IIpakTnuyeckoe 3ansitue 3(4 4.). Yrpo3bl, aTaku M ysi3BUMOCTH B cersix Ha O0aze TCP/IP
(nposepra cpopmuposannocmu komnemenyuu OIIK-7, ITIK-3, ITK-6)

Bonpocwl 0na 06cysrcoenus:
1.ITonsiTne yrpo3sl.
2. HazoBute Tpu cpescTBa 0OHApYKEHUS aTak.
3. Kakue araku Bbl 3HaeTe ? [lokaxute Ha HarJsAIHOM NIPUMEPE CXEMY peaTu3ally aTaKH.
4. Kakue ys3BUMOCTH KCIUTYaTUPYIOT 3JI0YMBIIUIEHHUKH JUTS peaiu3aliy aTaK ?
Crincok nureparypsl:
[IpuBenén B n. 6 nannou PI1/]
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Mamepuanvno-mexnuueckoe obecneuenue 3aHamus. ayaUTOPHsl, OCHAIIEHHAs IPE3CHTAIUOH-
HOM TEXHMKOW (IPOEKTOp, SKpaH, KOMIbIOTEp/HOYTOYK). KoMmbroTepsl Mo KOJIMYECTBY O0O0ydaro-
muxcs ¢ paseépuyroir OC MS Windows, Buptyanbroit mamunoir VMPlayer, ckanep ys3BuMocTeit
(XSpider), yruura nmap.
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Ipunoocenue 1
AHHOTANIUA JUCHUTTJINHBI

Hucnumumna «be3omacHocTs MHQOPMAIIMOHHBIX TEXHOJIOTHI U cereil Ha 6aze TCP/IP» pea-
musyercs Ha (akynpTere MHDOPMAIIMOHHBIX CUCTEM M OE30MACHOCTH ISl CTYICHTOB, O0YJarOIINX-
cs 1o mporpamme OakanaBpuara 1o HampasieHuto noAarotoku 10.03.01 Mudopmanumonnas 6es-
omacHOCTh (mpodwmm moarotoBku —Ne 3 KomrekcHas 3anmura 00beKTOB HH(pOpMaTu3anmm) kade-
PO KOMITJIEKCHOM 3alllUThl HH(OPMALIKH.

Lenb QUCOMIUIMHBL: TPHOOpETeHNE 3HAHUK O 0a30BBIX METO/aX W Croco0ax 3alUThl CETEBBIX
TEXHOJIOTUH ¥ YMEHUH MPUMEHSATh Ha IPAKTHKE CPEJICTBA 3aIUTHI CETEBBIX MPOTOKOJIOB, B TOM YHC-
ne creka nmporokosioB TCP/IP.

3amaur TUCIUTUIMHBI W3YYCHUE MPUHITUIIOB CETEBOTO B3aMMOJICHCTBUS; BBIPAOOTKA YMCHHIA
HACTPaWBaTh M TPHMEHSITH CPEJCTBA CETEBOTO B3aMMOJICHCTBUS, HWCIIOJB30BATh HHCTPYMEHTHI
HACTPOMKH CeTeBON MHMPACTPYKTYPHI, B TOM YHCIIe Ha Oa3e creka mpotokosioB TCP/IP.

JlucuuiuinHa HarpaBiieHa Ha JOPMHUPOBAHUE CIISIYIONIMX KOMITETEHITHHA:

e OIIK-7 — nomxeH o0aanaTh cIOCOOHOCTHIO OMPENENATh HHPOPMAIIMOHHBIE PECYPCHI,
MO IIeKAINE 3aIIUTe, Yrpo3bl 0e30MacHOCTH MH(GOPMAIMA U BO3MOYKHBIE MyTH HX
peanu3ani Ha OCHOBE aHAJIM3a CTPYKTYPHI U COJEpKaHHs WHPOPMAIMOHHBIX TPO-
11eCCOB U 0COOCHHOCTEN (YHKITMOHUPOBAHUS 0OBEKTA 3aIIHUTHI.

e [IK-3 — momkeH 00JagaTh CIIOCOOHOCTHIO aJIMHHUCTPHPOBATH IMOJICUCTEMBI HH(OP-
MaIMOHHON 0€30IIaCHOCTH 0OOBEKTA 3aI{UTHL.

e [IK-6 — nomxen o61agaTh CIOCOOHOCTHIO MPUHUMATH YYaCTHE B OpraHU3AIMH U TIPO-
BEJICHUHM KOHTPOJIBHBIX MPOBEPOK pabOTOCIIOCOOHOCTH U A((HEKTUBHOCTH MPUMEHS €-
MBIX IPOrPAMMHBIX, POTPAMMHO-AINAPATHBIX U TEXHUYECKUX CPEJCTB 3aIIUTHI MH-
dhopmarum.

B pe3ynbrare ocBOGHUS TUCHUILIMHBI 00YJarOMUNiCs JOJKEH 1M OHCTPUPOBATh CIEAYIOIIHE
pe3ynbTaThl 00pa30BaHUs:

3HaTh:

OCHOBHBIE TMOJOXKEHHUSI TEOPUH HH(DOPMALMOHHONW OE30MacHOCTH M MPAKTUKH 3allUThl WH-
(dbopMaiuu B TEIIEKOMMYHUKAIIMOHHBIX CETSIX;

MOJeNu Yrpo3 6e30macHOCTH HH(pOpMaLIHH;

CTPYKTYpY U colep:kaHrue UWH(GOPMAIIMOHHBIX MPOILECCOB U 0COOEHHOCTEH (YHKIIMOHHUPOBA-
HUS 00bekTa 3amuThl Ha 0aze TCP/IP;

OCHOBHBIE CEPBUCHI M MEXaHU3MbI MK(pOBaHUS U ayTeHTHUPHUKAIIMN UHPOPMALIUU 110 MOJe-
1 OSI/ISO;

MOJIEIU U METObI 3aIUTHI cereil Ha 0aze TCP/IP;

HOPMAaTHBHBIE MPABOBBIE JOKYMEHTHI B 00J1aCTH 3alUTHI HH(OPMALIUY;

YMeTs:

OCYILIECTBIATh 0a30BbIe HACTPOUKH CETEBBIX YCTPOUCTB 2-TO U 3-TO YPOBHS COTJIACHO MOJIe-
i OSI/ISO;

0oOHapyXHBaTh OUTMOKH B HACTPOWKAX MapIIpyTU3aIIUH;

pelaTh TUIOBBIC 337]a4l AIMUHUCTPUPOBAHUS CHCTEM 3aIUTHI HH(POPMAIIUH;

MIPUMEHSITh COBPEMEHHBIE METOAbI U METOJAMKH 3aITUTHI CETEBBIX TEXHOJIOTHUH;

OpPraHU30BBIBATH MEPOIPHUATHS MO aTTeCTallMu 00beKTa MH(OPMATU3AINH 110 TPEOOBAHHIM
6e30macHOCTH HH(POPMALIUH.

Bnaners:

HaBbIKaMU HACTPOWKH U IKCILTyaTaIllil KOMMYHUKAIIMOHHOTO 000PY/I0BaHUS.

METO/1aMH UCTIOJIb30BAHUS CPEJCTB 3aIUTHI MPOTOKOJIOB cTeka TCP/IP;

HaBBIKAMH JKCIUTyaTaIlMX 3alUIIEHHBIX TPOTOKOJIOB cTeka TCP/IP.

HaBBIKAMHU OPTaHM3AIMM U COMPOBOXIACHUM IPOIlecca aTTecTaluu 00bekTa mHpopMaTHu3a-
MU TI0 TpeOoBaHUAM 0€30MacHOCTH MH(POPMAITUH.
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PaGoueii mporpamMmoii MpeaycCMOTPEHBI CIEAYIONMINE BUABI KOHTPOJS: TEKYIIUH KOHTPOJIb
ycreBaeMocTH B (popMme orpoca, KOHTPOJIbHOIM paboThl, pedepara, TECTUPOBAHHUS, IPOMEKYTOUHAS
arrectanus B popMe 3aueTa.

OO61ast TpyI0€MKOCTh OCBOCHHMSI IMUCIUIUIMHBI COCTABIIAET 3 3aU4€THHIC €AMHUIIBL.
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Ipunoowcenue 2

JIUCT UBMEHEHMIA
Ne TekcT akryanuszanuu win npuiaraemsiil Kk PITI noky- Hara Ne mpoto-
MEHT, COJICpIKAIH W3MCHECHUS KOJIa

1 Obnoenen cocmas npocpammuoeo obecneuenusi (I10), co- 29.06.20172. 10
8pemMeHHbIX npogeccuonanvhvix 6as oannvix (/) u un-
gopmayuonno-cnpasounvie cucmem (MCC)

2 Obnosnen cocmas npoecpammuozo obecneuenus (I10), co- | 26.06.2018 2. 11
8pPEMEHHbIX NpogheccuonanvHuvlx 6as Odaunvix (B/]) u un-
gopmayuonno-cnpasounvie cucmem (MCC)

3 Obnosnena cmpykmypa oucyuniunvl (Mooyas) oas ounou | 29.08.2019 2 1
Gopmor 0byuenus (2019 2.)

4 ObHOo61IEHa OCHOBHAS U OONOIHUMENbHAS TUMepamypda 29.08.2019 2 1

5 Obnosnen cocmag npoepammuozo obecnevenus (I10), co- | 29.08.2019 2 1
BPEMEHHBIX NpogheccuonanvHulx 6as odauuvix (B/]) u un-
¢opmayuonno-cnpasounvie cucmem (MCC)

6 Obnosrena cmpykmypa oucyuniunvt (Mooyns) oas ounou | 23.06.2020 14
gopmvl 006yuenus (2020 2.)

ObHOo61IEHa OCHOBHAS U OONOIHUMENbHAS TUMepPamypda 23.06.2020 14
Obnosnen pasoen n.4 ObpazosamenvHvle MeXHOI02UU 23.06.2020 14
Obnosnen cocmas npocpammnozo obecnewenus (I10), co- | 23.06.2020 14
8pPEMEHHBIX npogheccuonanvruvlx 6as oauuvix (B/) u un-
gopmayuonno-cnpasounvie cucmem (MCC)
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[Tpunoxenue 1
K JINCTY U3MEHEHUI

1. CocraB nporpammuoro odecniedenns (IIO), coBpemeHHbIX npodeccHoHATBLHBIX 0a3
nanubix (b/1) u undopmanuonno-cnpasounbie cucrem (MCC) (2017 r.)
Ilepeyens 11O

Tabnuya 1
Neni/m Haumenosanue 10 [IpousBoauTens Crnioco0 pacripocTpaHeHUs
(ruyenszuonnoe unu c60600-
HO Pacnpocmpatsiemoe)
1 MicrosoftOffice 2013 Microsoft JIMIICH3UOHHOE
2 Windows XP Microsoft JIMIIEH3HOHHOE
3 KasperskyEndpointSecurity Kaspersky JIMIIEH3UOHHOE
4 OC «AnbsT O6pazoBanue» 8 000 «bazanbT | TUIIEH3MOHHOE
CIIO
epeyens B/l u UCC
Tabnuya 2
Nori/mt HaunmenoBanue

Mexnaynapoansie pedeparuBHbie HaykomeTpuueckue bJl, nocTymHbie B paMKax
HalMoHaJILHOM noanucku B 2017 1.
Web of Science
Scopus
[Tpodeccrnonanpabie MoaHOTEKCTOBBIE b]], HOCTymHBIE B paMKax HAIMOHATBHOM
noamucky B 2017 r.
Kypuaner Oxford University Press
KommbroTepHbie cripaBoYHbIE IPABOBBIE CUCTEMBI
Koncynperant Ilroc,
l'apanTt

CocraButens: K.1.H, mouenr, A.C. MoasikoB
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[Tpunoxenue 2
K JINCTY U3MEHEHUI

2. CoctaB nporpammuoro odecnedenus (ITO), coBpeMeHHBIX MPOdecCHOHAIBLHBIX (a3
nanubix (b/1) u undopmanuonno-cnpasounbie cucrem (MCC) (2018 r.)

Ilepeyens 11O
Tabnuya 1
Neri/mt Haumenosanue 110 [IpousBoau- Crnioco0 pacripocTpaHeHus
TEJb (ruyenszuonnoe unu c60600-
HO PACNPOCMPAHSIEMOE)

1 Adobe Master Collection CS4 Adobe JTUICH3NOHHOE

2 Microsoft Office 2010 Microsoft | muuensuonHOE

3 Windows 7 Pro Microsoft | nurensnonnoe

4 AutoCAD 2010 Student Autodesk | cBobomHO —pacnpocTpansie-

MO€
5 Archicad 21 Rus Student Graphisoft | cBobGomHO pacmpocTpanse-
MO€

6 SPSS Statisctics 22 IBM JIULIEH3UOHHOE

7 Microsoft Share Point 2010 Microsoft | nunensuonHoe

8 SPSS Statisctics 25 IBM JIULIEH3UOHHOE

9 Microsoft Office 2013 Microsoft | nmuuensuonHoOe

10 OC «AnbT O6pazoBanue» 8 000 «ba- | mues3noHHoe

3aneT CIIO

11 Microsoft Office 2013 Microsoft | nunensuonHoe

12 Windows 10 Pro Microsoft | nuuensnonHoe
13 Kaspersky Endpoint Security Kaspersky JIMIIEH3HOHHOE

IMepeuens B u UCC
Tabnuya 2

Neni/mm HaumenoBanue

HalMoHAJILHOM noanucku B 2018 r.

Mexnynapoansle pedepaTuBHble HaykoMeTpuueckue b/, mtoctynHble B pamkax

Web of Science
Scopus

noamucky B 2018 r.

HpO(I)CCCI/IOHaJ'ILHLIC INOJIHOTCKCTOBBIC BI[, AOCTYIIHBIC B paMKax HaHHOHaHBHOﬁ

XKypuansr Cambridge University Press
ProQuest Dissertation & Theses Global
SAGE Journals

XKypuaner Taylor and Francis

DJIeKTpOHHBIC U3AaHHsI U3aTeILCTBA Springer

[Ipodeccruonanbhbie MOTHOTEKCTOBBIE B/
JSTOR
W3 nanus no o011ecTBEHHBIM U TYMAaHUTAPHBIM HAayKaM

KoMnbroTepHbie cClIpaBOYHbBIE IIPABOBBIE CHCTEMBI
Koncynsranrt [lroc,
l'apanT

Cocmasumens:

Kanouoam mexnuueckux nayx, ooyenm xagheopvr K3U A.C. Monaxos
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[punoxenue 3
K JIUCTY U3MEHEHHH

3. O0HOBJIeHHE CTPYKTYPHI AUCUUIIMHBI (MOIYJIs) 1J1s1 04HOM popmbl 00yuenust (2019 r.)
CTpyKTypa TUCHHILINHBI (MOYJs1) 1 04HOM (opMBbI 00yUeHu st

OO0mas TpyI0eMKOCTh AUCHHUILTHHBI — 3 3.¢., 108 JacoB, B TOM 4Yncie KOHTaKTHas paboTta 00y-
YAIOIIMXCS C MpenoaBareneM 42 4., caMOCTOsATeNbHAs paboTa 00yJaromuxcs 66 .

Buzp! yaebHoii paboTh
(B yacax) DopmBbI TEKYILIE-
KOHTaKTHas ro KOHTPOJIA
No ) 5 § yCIIEBAEMOCTH,
e Pazgen quctunauHbl/ TeMBbI o 2 : 5 dbopma npome-
5 g c = 5 | )KYTOUHOH arTe-
& g g 2 w 5 = § g S g craunn (no ce-
s 2| E|Eg SE|22|5¢  mecmpanw
|5} O |5} SR 8 = 8| O &
Q = O |EZZ 58 <
1 | Beenenue B TEOPHIO U MPAKTUKY 7 12 10 | Omnpoc
oOecrnedyeHns 0€30aCHOCTH CETe-
BBIX TEXHOJOTHI
2 BbazoBas sTanonnas Moaein 7 4 4 Or11eHKa BBITION-
OSI/1SO. ApxuTekTypa 3aIiThl HEHUsI TIPAKTH-
nHpopManuu YeCKUX 3aJaHui
3 Crex npotokosioB TCP/IP. Ka- 7 |4 8 8 OreHka BBITIOJ-
HaJIbHBIN, CETEBOM (MEKCETEBOM), HEHUsI TIPAKTH-
TPAHCTIOPTHBIA U MPUKITATHOMN YECKHUX
YPOBHH Y BHEAYJAUTOP-
HBIX 3aJaHUN
4 Peanuzarust mpoTOKOJIOB CTEKa 7 4 6 8 O11eHKa BBIIOI-
TCP/IP, mportokossl Ethernet, IP, HCHHMSI ITPAKTH-
TCP, UDP. HTTP, FTP u npyrue YECKUX
Y BHEAYJAUTOP-
HBIX 3aJaHUN
5 VYrpo3bl, aTaku U ySI3BUMOCTH B 7 4 4 16 | OueHka BBIIOJI-
cersax Ha 6aze TCP/IP, meToas! u HEHHUsI PAKTH-
MeXaHW3MBI 3aIUTEI OT HUX YECKUX
U BHEAYIUTOP-
HBIX 3aJaHUNI
6 OTreyecTBEHHbIE HOPMATUBHBIC aK- | / 4 2 20 | OueHka BbIIOJ-
ThI, PETJIAMEHTUPYIOIIUE ACATEIb- HEHUS IPAKTH-
HOCTh B 00JIACTH 3aIUTHI CETEBBIX YECKHUX 3aJJaHHI
MIPOTOKOJIOB.
7 3auem c oyenxotu 7 3a4eT ¢ oyenkou
o OmyieTaM
Hroro: 22 20 66

4. O0HOBJIeHHE OCHOBHOI M JOMOJHUTEIbHOI JuTepaTypsl (2019 r.)

B pazgen 6. YueOHO-MeToauveckoe U MHGOPMAIMOHHOE OfecmevyeHHe IWCHUIIHHBI
BHOCATCS CJIEAYIOIINE U3MEHEHHUS:
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Homnonuuts pasznen OCHOBHAs TUTepaTypa

T'aspunos, M. B. UndopmaTrka 1 HHPOPMALMOHHBIE TEXHOJIOTHH : Y4eOHUK ISl TPUKIIaIHO-
ro 6akanaBpuara / M. B. I'aBpunos, B. A. KinumoB. — 4-¢ uzn., nepepab. u non. — Mocksa : U3na-
tenscTBO HOpaiiT, 2019. — 383 c. — (Cepus : bakamaBp. Ilpuknagaoii kypc). — ISBN 978-5-534-

00814-2. — Texkct anekTponHbiit / OBC IOpaiit [caiit]. — URL: https://www.biblio-
online.ru/bcode/431772
[Iporpammuo-anmapaTHas 3amura nHGopmaruu : yued. mocodue / [L.b. XopeB. — 2-e u3n.,

uctp. u gon. — Mocksa : ®OPYM : UHOPA-M, 2019. — 352 c¢. — (Bricmiee oOpa3oBanue). -
Texkct : anekrponnsiid. - URL: https://new.znanium.com/catalog/product/1025261 (mata obparieHus:
11.08.2019)
JomonHuTk paszaen JononHuTenpHas JuTeparypa

Ll]ecnos, A. FO. 3amuta uHGOPMAIIUKA: OCHOBBI TEOPHH : YIEOHUK I OakajaBpuarta U Maru-
crparypsl / A. FO. lllernos, K. A. llernos. — Mocksa : M3natensctBo FOpaiit, 2019. — 309 c. — (Ce-
pus : bakamaBp u maructp. Axanemudeckuii kypc). — ISBN 978-5-534-04732-5. — Tekcr : amek-
tpounbiii // DBC IOpaiit [caiit]. — URL: https://www.biblio-online.ru/book/zaschita-informacii-
osnovy-teorii-433715.

5.00Ho0BJIeHHE cocTaBa nmporpammHoro odecnedyenusi (I10), coBpemeHHbIX podheccuo-
HaabHbIX 0a3 1aHHbIX (b/]) 1 uHpopmaunonno-cnpasounbie cucrem (MCC) (2019 r.)
Ilepeyens 11O

No HaumenoBanue 110 [IpownsBoauTETH Crioco6 pacripocTpane-
/T HUS (TUYEeH3UOHHOE UTU
€c680000HO pacnpocmpa-
Hslemoe)
1 Adobe Master Collection CS4 Adobe JTUIECH3NOHHOE
2 Microsoft Office 2010 Microsoft JTUIECH3NOHHOE
3 Windows 7 Pro Microsoft JTUIECH3UOHHOE
4 AutoCAD 2010 Student Autodesk cBOOOJHO  pacmpocTpa-
HIEMOEe
5 Archicad 21 Rus Student Graphisoft cBOOOJHO  pacmpocTpa-
HIEMOEe
6 SPSS Statisctics 22 IBM JIULEH3UOHHOE
7 Microsoft Share Point 2010 Microsoft JTUIEH3NOHHOE
8 SPSS Statisctics 25 IBM JINIIEH3UOHHOE
9 Microsoft Office 2013 Microsoft JINIIEH3UOHHOE
10 OC «AnpT OOpazoBaHue» 8 000 «ba3zanst CIIO | quieH3HOHHOE
11 Microsoft Office 2013 Microsoft JINIEH3UOHHOE
12 Windows 10 Pro Microsoft JINIEH3UOHHOE
13 Kaspersky Endpoint Security Kaspersky JIMIICH3UOHHOE
14 Microsoft Office 2016 Microsoft JIAIIEH3UOHHOE
15 Visual Studio 2019 Microsoft JIAIIEH3UOHHOE
16 Adobe Creative Cloud Adobe JIAIIEH3UOHHOE
Ilepeyens B/l u UCC
Ne HaumenoBanue
n/o
1 Mexnynapoanbsie pedepaTuBHbIE HaykoMeTpuueckue bJl, mocTymHbie B paMKax
HaMoHaJILHOM moanucku B 2019 r.
Web of Science
Scopus
2 [Tpodeccuonanpubie NOTHOTEKCTOBBIE B/, OCTymNHBIE B paMKax HAallMOHAJIBHOM



https://www.biblio-online.ru/book/zaschita-informacii-osnovy-teorii-433715
https://www.biblio-online.ru/book/zaschita-informacii-osnovy-teorii-433715

24

noanucku B 2019 1.
Kypuansr Cambridge University Press
ProQuest Dissertation & Theses Global
SAGE Journals
XKypuauer Taylor and Francis

3 [IpodeccronanbHbIe MOTHOTEKCTOBBIC B/

JSTOR

W3nanus mo oOmiecTBEHHBIM M TYMaHUTAPHBIM HayKaM
Dnekrponnas oubmuorexka Grebennikon.ru

4 KomMmbroTepHbIe ClIpaBOYHBIC TIPABOBIE CHUCTEMBI
Koncynsrant Ilntoc,
l'apanTt
Cocmasumens:

Kanouoam mexnuueckux nayk, ooyenm xageopvr K3U A.C. Monsakos
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[Tpunoxxenue 4

K JINCTY U3MEHEHUI

6. O0HOBJIeHHE CTPYKTYPHI AUCUUIIMHBI (MOIYJIs) 1J1s1 04HOM popmbl 00yuenust (2020 r.)

CTpyKTypa TUCHUILUIMHBI JJ151 04HOH (pOpMBbI 00yUeHH s

OOm1ast Tpy10eMKOCTh JUCIUIUIMHBI — 3 3.€., 114 "acoB, B TOM uuciie KOHTaKTHas padoTa o0y-
YAIOIUXCS C mpenoaasareneM 42 4., camocTosiTenbHas pabota oOydarommxcst 72 4.

Bunel yueGHO pabOThI

(B yacax) ®opMmsI TeKyIe-
KOHTAKTHas o KOHTPOJI:A
No e o= Ié yCIIEBACMOCTH,
e Pasnen mucrumiInyel/ TeEMBI 2 E % &’ g dbopma H?OM@-
3 | & s S 4 KYTOYHOU arre-
Bl = | §IEE=E2| 89 cramm (no ce-
5| S| E|EESEEE | 2]
S| E|3|1E555R5 |3 e
Ool=s |0 = 85 8F =
1 | Beenenue B TEOPHIO U MPAKTUKY 7 12 10 | Ompoc
obecnedyeHns 6€30aCHOCTH CETe-
BBIX TEXHOJOTHI
2 BbazoBas sTanonnas Moaein 7 4 4 Or11eHKa BBITION-
OSI/1SO. ApxuTekTypa 3aIiThl HEHUsI TIPAKTH-
nHpopMauu YECKUX 3aJaHui
3 Crex npotokosioB TCP/IP. Ka- 7 |4 8 8 OreHka BBITIOJ-
HaJIbHBIN, CETEBOM (MEKCETEBOM), HEHUsI TIPAKTH-
TPAHCTIOPTHBIA U MPUKITATHOMN YECKHUX
YPOBHH Y BHEAYAUTOP-
HBIX 3aJaHUN
4 Peanuzarust mpoTOKOJIOB CTEKa 7 4 6 10 | Orenka BbIIOJI-
TCP/IP, mportokossl Ethernet, IP, HCHHMSI ITPAKTH-
TCP, UDP. HTTP, FTP u npyrue YECKUX
Y BHEAYAUTOP-
HBIX 3aJIaHUNI
5 VYTrpo3bl, aTaku U ySI3BUMOCTH B 7 4 4 18 | Ouenka BBIOJI-
cerax Ha 6aze TCP/IP, meToas! u HEHHUsI IPAKTH-
MeXaHU3MBbI 3aIUTEI OT HUX YECKUX
U BHEAYIUTOP-
HBIX 3aJaHUNI
6 OTreyecTBEHHbIE HOPMATUBHBIC aK- | / 4 2 22 | OueHka BBIIOJI-
ThI, PETJIAMEHTUPYIOIIUE ACATEIb- HEHUS PAKTH-
HOCTh B 00JIACTH 3aIUTHI CETEBBIX YEeCKUX 3aJaHui
MIPOTOKOJIOB.
7 3auem c oyenxoti 7 3ayeT ¢ OIEHKOH
o OmyIeTaM
Hroro: 22 20 72

7. O0OHOBJIEHH e OCHOBHOW M IOTOJHHUTEIbHOI JuTepaTypsl (2020 r.)

B pazgen 6. YueOHO-MeToauveckoe U MHGOPMAIMOHHOE OfecmeveHHe IWCHUIIHHBI
BHOCATCS CJIEAYIOIINE U3MEHEHHUS:

Jononuuts pasaen OCHOBHasI TUTEpaTypa



26

CeTH 1 TeJIEKOMMYHUKAIUH : y4eOHUK U npakTukyM ais By3oB / K. E. Camyitnos [u ap.] ; moxg
penakuuenr K. E. Camyiinosa, M. A. lllanumona, JI. C. Kyns6osa. — Mocksa : U3narenscTBo
HOpaiit, 2020. — 363 c. — (Bsicmee obpazoBanue). — ISBN 978-5-534-00949-1. — Tekcr : anek-
tponnslii // DBC Opaiir [caiit]. — URL.: https://urait.ru/bcode/450234

Hubpos, M. B. Ceru u Tenekommynukanuu. Mapmpyrusanus B IP-cetsix B 2 4. Yacts 1 :
y4eOHUK U PaKTUKyM Uit By30B / M. B. JIlu6poB. — MockBa : M3narensctBo FOpaiit, 2020. — 333
c. — (Briciree oopazoBanue). — ISBN 978-5-9916-9956-3. — Tekcr : anekrponusiii // 35C HOpaiit
[caitt]. — URL.: https://urait.ru/bcode/452430

Hubpos, M. B. Ceru u Tenekommynukanuu. Mapmpyrusanus B IP-cetsix B 2 4. Yactp 2 :
y4eOHHK U IPaKTUKyM Jutst By30B / M. B. JIu6poB. — Mockga : M3marensctBo FOpaiit, 2020. — 351
c. — (Bricmiee oopazoBanue). — ISBN 978-5-9916-9958-7. — Tekcr : anekrponnslii // IBC HOpaiit
[caitt]. — URL.: https://urait.ru/bcode/453063

JlonosHUTE pa3nen JonoaHuTeIbHAs JUTepaTypa

lernos, A. }O. 3amura nHpopmanuu: OCHOBBI TEOPHUM: YUEOHUK [Isl OakanaBpuara U Maru-
ctpatypsl / A. FO. Hlernos, K. A. Illernos. — Mocksa: U3narensctBo IOpaiit, 2020. — 309 c. —
(bakamaBp u maructp. Akanemuueckuii kypc). — ISBN 978-5-534-04732-5. — TekcT: 31meKTpOH-
usii // DBC HOpaiir [caiit]. — URL: https://urait.ru/bcode/449285

8. B oamement paboueit mporpammel 1.4 OOpa3oBaTejibHbIe TEXHOJOIMH BHOCSTCS
CIIeTyIOIIe U3MEHEHUS:

B nmepuon BpeMEHHOTO NPUOCTAHOBIEHHS TOCEIIEHHsS OOydYaloIMMUCA TOMEIIEHUN Hu
tepputopuu PITY. nns opranuzanuu yaeOHOTO mpoliecca ¢ MPUMEHEHHEM AJIEKTPOHHOTO 00yUYeHUS
U JUCTAaHIIMOHHBIX 0O0pa30BaTENIbHBIX TEXHOJOIMIl MOTryT OBITh HCIOJIB30BAHBI CIEIYIONINE
o0Opa3oBaTelibHbIE TEXHOJIOTHH:

— BUJICO-JICKIUH;

— OHJIAIH-NIEKLUU B PEKUME PEaTbHOTO BPEMEHU;

— DIIEKTPOHHBIE yYEOHUKH, yueOHblEe MOCOOMs, HaydyHble M3JAHUS B AIIEKTPOHHOM BUIE U
JOCTYII K UHBIM 3JIEKTPOHHBIM 00pa30BaTeIbHBIM pecypcam;

— CHCTEMBI JIJIs 2JIEKTPOHHOTO TECTUPOBAHUS,

— KOHCYJbTALIUU C UCTIOJIH30BAHUEM TEIIEKOMMYHUKALIMOHHBIX CPE/ICTB.

9. B oanement pabGoueidt mporpammbel 7. MarTepuajibHO-TeXHHYECKOe obOecneyeHue
AUCHHILIMHBI/MOAYJIAA BHOCATCS CIEAYIOLIME U3MEHEHUS:

Ilepeyens B/l u UCC
Ne HanmMmeHnoBanue
n/n
1 Mexnynapoansie pedepatuBHble HaykoMmeTpuueckue bJl, mocTymHbie B paMKax
HaroHanepHOM noanucku B 2020 .

Web of Science
Scopus

2 [Ipodeccruonanbubie moaHOoTeKcTOBBIe bJl, MOCTymHBIE B paMKax HallMOHAIBHON

noanucku B 2020 1.
XKypuansr Cambridge University Press
ProQuest Dissertation & Theses Global
SAGE Journals
Kypuansr Taylor and Francis
3 [Ipodeccuonansuble MonHOTEKCTOBBIE B[
JSTOR
W3nanus mo oO1IeCTBEHHBIM U T'yMaHUTAPHBIM HayKaM
OnexrponHas oubanoreka Grebennikon.ru
4 KoMnbroTepHble cipaBOYHbIE IPABOBBIE CUCTEMBI



https://urait.ru/bcode/450234
https://urait.ru/bcode/449285
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Kouncynsrant Ilmtoc,
I'apant

B

JJIeMEHT  paboueid

IIPOrpaMMBbI

7. MarepuajJbHO-TeXHHYECKOe

AUCHUILIMHBI/MOAYJIA BHOCSATCS CIEAYIONINE U3MCHEHUS:
CocraB nporpammuoro odecneyenus (I10)

o0ecmeueHue

Ne Haumenosanue [10 [IpousBoaurens Crnoco6 pacripoctpane-
/T HUS (1UYEeH3UOHHOE UIU
€c80000HO pacnpocmpa-
Hslemoe)
1 | Adobe Master Collection CS4 Adobe JTUICH3NOHHOE
2 Microsoft Office 2010 Microsoft JTUICH3NOHHOE
3 Windows 7 Pro Microsoft JIUIIEH3HOHHOE
4 | AutoCAD 2010 Student Autodesk CBOOOJHO  pacrpocTpa-
HIEMOE
5 | Archicad 21 Rus Student Graphisoft CBOOOJHO  pacrpocTpa-
HIEMOE
6 SPSS Statisctics 22 IBM JIMLIEH3UOHHOE
7 Microsoft Share Point 2010 Microsoft JTUIEH3NOHHOE
8 SPSS Statisctics 25 IBM JIULIEH3UOHHOE
9 Microsoft Office 2013 Microsoft JTUIEH3NOHHOE
10 | OC «AnwsT O6pazoBanue» 8 000 «bazanet CIIO | mueH3snoHHOE
11 | Microsoft Office 2013 Microsoft JTUIEH3NOHHOE
12 | Windows 10 Pro Microsoft JTUIEH3NOHHOE
13 | Kaspersky Endpoint Security Kaspersky JMIIEH3HOHHOE
14 | Microsoft Office 2016 Microsoft JTUIEH3NOHHOE
15 | Visual Studio 2019 Microsoft JTUICH3NOHHOE
16 | Adobe Creative Cloud Adobe JTUIEH3NOHHOE
17 | Zoom Zoom JIMIIEH3UOHHOE
CocTraBuTEIb:

K.1.1, mouenr, A.C. MonsikoB




