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1. IlosicHUTeIbHAA 3aIUCKA

1.1. Llenp u 3a1aun TUCITUIIIRHBI
Lesnb AMCUUIUIMHBL: Pa3BUTh Yy CIyIIATEICH MOAX0 K PEIICHUIO TEXHUYECKHX 3a/1a4 TPOrpaMM-
HO-anmapaTHOH 3auThl HH(pOpMAaIH.
3amaun: GOpMUPOBAHHE Y CTYACHTOB MPEICTABICHHUI 00 HHPPACTPYKTYpE KPUTHIECKH BAYKHBIX
MH(POPMAIMOHHBIX CHCTEM, HAYYHUTh CTYACHTOB HCIOJH30BaTh MEXaHU3MBbI O0ECTICYECHHUS 0P -

IMYECKOW 3HAYMMOCTH JOKYMEHTOB.

1.2. ®opmupyeMble KOMIETEHLINN, COOTHECEHHBIE C TUIAHUPYEMBIMU pE3yJIbTaTaMu 00y4eHuUs

0 JUCLIUIIIINHC:

Koowt komne-

Cooeporcanue kKomnemenyui

Ilepeuens naanupyemlx pezynomamos

menyuu 00yuenusa no oucyunaumne
1IK-4 JIOJDKEH 00J1a71aTh CIOCOOHOCTHIO | 3HATh HOPMATUBHBIE TTPABOBBIC IOKYMEH-
y4acTBOBaTh B paboTax 1o pea- ThI B 00JIACTH 3aIIUTHI HHPOPMALIMH, OC-
JU3AIUH TIOJTUTHKY HH(OPMAITH- | HOBHBIC IIPOCKTHBIC PEIICHUS, CPEICTBA U
OHHOM 0€30MacHOCTH, IPUMe- METO/Ibl 3aIIUThl UH(POPMALIUK OT HECAHK-
HATH KOMIDICKCHBIN TIOJIXOT K LMOHUPOBAHHOIO JIOCTYIIA.
obecrieueHn0 NHGOPMAITMOHHON | YMETh IPUMEHATh KOMITJIEKCHBIN TI0IX0/]T
0e30macHOCTH 00BEKTa 3aMKUTHl | K 00ecTeueHnio HHHOPMAIMOHHON 0e3-
OTIaCHOCTH 00BEKTa 3aIlUTHI.
Brnazners HaBbIKaMu MO pean3aluy Mou-
TUK UH(GOPMAITMOHHON O€30TTaCHOCTH.
[IK-15 JIOJDKEH 00J1a71aTh CIOCOOHOCTBIO | 3HATh OCHOBHBIE TIOJIOKEHUS TEOPUHU UH-

OpraHU30BBIBATH TEXHOJIOTUYE-
CKHI MPOIIECC 3aluThl HHPOP-
MaIui OrPaHUYCHHOTO JOCTyIa
B COOTBETCTBUU C HOPMATHUBHBI-
MU IIPAaBOBBIMH aKTaMH U HOpMa-
TUBHBIMH METOAMYECKUMU J0-
kymeHTamu ®Cb Poccun,
OCTOK Poccun

dbopmMaImoHHOM O€301TaCHOCTH U TIPAKTH-
KU 3alIATHI MHPOPMAIIMK OT HECAHKIINO-
HUPOBAHHOTO JIOCTYIA, HOPMATUBHBIC
NPaBOBBIC JJOKYMEHTHI B 00JIACTH 3aIUTHI
UH(POpMAIINU, MATEMATHIECKAE MOJICITU
0e301macHOCTH U (hopMaIbHBIC MOJICITH J10-
CTyIa CUCTEM, MOJICJIA M METOIbI 3aIIIUTHI
OTICpPAIIMOHHBIX CHCTEM, OCHOBHBIE TIPO-
EKTHBIC PEIICHUS, CPEJICTBA U METO/IBI 3a-
HIUTHI UHPOPMAIIUU OT HECAHKITUOHUPO-
BaHHOT'O JIOCTYTIA.

YMeTh pemaTh TUIIOBBIC 33]]a4U C IOMO-
IIBEO METOJIOB 3alIUTHI HH(QOPMAIHH OT
HECAHKIIMOHUPOBAHHOTO JIOCTYIIA, IPHMeE-
HSTH CYIIECTBYIOIME METOIbI 3aI[UTHI
uH(GOpPMAIIUU OT HECAaHKITMOHUPOBAHHOTO
nocTyna 0e3 CHUKEHHS UX CTOMKOCTH 3a
CUeT MPHUHSATHS HETIPABIIBHBIX SKCILTya-
TAI[MOHHBIX PEIICHU;

MPUMEHSITh COBPEMEHHBIE METO/IbI M Me-
TOJMKH 3aIIUTHI IPOTPAMM OT MPOTPaAMM-
HBIX CPEJICTB CKPBITOTO HH(OPMAIIMOHHO-
T'0 BO3JICHCTBUS, IPUMEHSATH COBPEMEHHbBIC
METO/Ibl U METOIMKH 3aIUTHI TPOrpaMM
OT HECAaHKIIMOHUPOBAHHOTO HCCIIEI0BA-
HUS1, KOTIMPOBAHUS, PACTIPOCTPAHEHHUS U




UCII0JIb30BAHUS.

Brnanets MeToamu pa3pabOTKH U HCIIOJb-
30BaHUS 3alUIIEHHBIX TPOTPAMMHBIX
CPEACTB;

HaBBIKAMH HKCIUTyaTallMU 3aIIUIICHHBIX
IPOTPAaMMHBIX CPE/ICTB, TOTYYUBIINX IIH-
pOKO€ MPUMEHEHHE B COBPEMEHHBIX aBTO-
MaTH3HPOBAHHBIX CHCTEMaX.

1.3. MecTo IMCHUIUIMHBI B CTPYKTYype 00pa3oBaTeIbHON MpOrpamMMbl

Huctunnuna «be30mnacHOCTh KPUTHYECKH BaXKHBIX HH(GOPMAIMOHHBIX CHCTEM)» OTHOCHUTCS K
BapUaTUBHOM YacCTH OJIOKA TUCIUIUINH y4eOHOTO TUIaHAa.

JI71st 0cBOEHUS AUCIUILUITMHBI HEOOXOIUMBI KOMIIETSHIINH, (POPMUPYEMBIE B XOJI€ U3YUCHUS M C-
nuriiH: "bezonacHoCTh omepanMoHHBIX cucTeM'", "MaremMaTrnueckre OCHOBBI 3alTUTHI HHDOP-
mamuu", "BeraucionTensHbIe ceTH'.

B pesynbprare ocBOEHUS TUCIUTIIMHBI POPMUPYIOTCS KOMIIETCHIINH, HEOOXOIUMBIC NI U3YY e-
HUS CIEAYIOMUX AUCIUIUIHH: "AIMUHUCTPUPOBAHUS MOACUCTEM 3anuThl nHGopmanuu", "bes-
OMAaCHOCTH MporpaMMHoro obecneuenus”, "ATrrecraus o0beKTOB HHPOpMATH3AUH" .

2. CTpyKTYypa JUCHMILIIHHBI

CTpyKTypa IMCUUIIMHBI 111 04HOH GopMbI 00yUeHM st

O61mas Tpy10EMKOCTh AUCIUIUIMHBI COCTABIISET 2 3.€., 72 4., B TOM YMCJIe KOHTaKTHas pabora o0ydaro-
LUXCS C MpernoaapaTeaeM 28 4., caMocTosATeNbHast padoTa odydatomuxcs 44 4.

Bunbr yue6HOM paboThI

(B yacax) DOopMBI TEKYILETO
KOHTaKTHas KOHTPOJISI yCIIeBa-
1
= A4 e€MOCTH
Ne Pazgen mucruruin- % 2 s 5 i
= =) o = © < | dopmanpomexy-
n/n HbI/TE€MBI s 5 £ s ® £ .
15) O > 5 S © TOYHOM aTTECTA-
o g |E wl Ewx|X O =)
51| E T |85 E=S|CE g & | uuu (no cemecm-
o = = o g ¥ E |8 ® S w )
AR E IR BEE pax
<
ol=s o E8=8|F & =
1 Komnonenmot ungppa- | 7 2 10 Onpoc

CMPYKmMypvl Kpumuye-
CKU 8AINCHBIX UHGDOD-
MAYUOHHBIX cUCmeEM

2 | Hopmamueno- 7 |2 2 10 Omnpoc.
Memoouyeckas basa
UCNONIb30BAHUS ITIEK-
MPOHHOL NOONUCU ONl5
npuoaHus puoue-
CKOU 3HAYUMOCIU
9/1eKMPOHHBIX OOK)-
MEHMOo8

3 Cmpykmypa cospe- 7 |4 2 10 O1eHKa BBINIOJIHE-
MEHHBIX KPUMU4eCcKU HUS TPAKTUYECKUX




BAJCHBIX UHDOPpMayU- 3aaHui
OHHbIX cucmem

4 Ocobennocmu nooxo- |7 |4 4 6 OLieHKa BBIIOJIHE-
008 U Memooos 8 00- HUS PAKTHYECKUX
Jacmu 3auumaol Kpu- 3aaHui
MUYECKU BANCHBIX
UHDOPMAYUOHHBIX CU-
cmem

5 Hcnonvzosanue 7 |4 4 8 O1cHKa BBIIOIHE-
cpedcma 3auumol HUS TIPAKTHYECKUX
ungopmayuu 3aJIaHuM
3auém™ 3auém no bunemam
HTOTO: 16 12 44

*3ayeT Ha OJIHOM M3 MOCJEIHUX 3aHITHI CEMUHAPCKOIrO TUIA.

3. Conep:kaHue QM CHUTIINHbBI

Ne

HaumeHoBaHue pa3jeJia quCIU-
IJIMHBI

Copnep:xanue

KoMnoHeHTBI HHPPACTPYKTYPBI
KPHUTHYECKH BaKHbIX HHpOpMa-
HHMOHHBIX CHCTEM

OcHoBHbIe noHATUI. MeTonosorus. KoMImoHeHTEl
UH(PPACTPYKTYPHI KPUTHUECKH BaXXHBIX HHPOpMa-
I[IAOHHBIX CUCTEM.

HopmaTuBHO-MeTOAMYeCKas 0a3a
HCIO0JIb30BAHUSA IJIEKTPOHHOM
NOAMUCH /ISl IPUAAHUS IOPUAU-
YyecKOi 3HAYUMOCTH 3JIeKTPOH-
HBIX JOKYMEHTOB

TpeboBanus peryastopa. M3yueHne HOpMaTUBHO-
IIPaBOBBIX JOKYMEHTOB. B cTpareruto HannoHam b-
HoM 6e3omacHocTH PD 2020 BKITIOUEH ClIe YOIt
MYHKT: YIpO3bl HHPOPMAIIHOHHOM O€30MacHOCTH B
XoJie peasninzanuu Hacrosei CtpaTeruu npeaoT-
BpAIllalOTCA 3a CYET COBEPILIEHCTBOBaHUS Oe3omnac-
HOCTH (DYHKIITMOHUPOBAHUS HHPOPMAIIMOHHBIX U
TEJIEKOMMYHUKALIMOHHBIX CUCTEM KPUTUYECKU BaXK-
HBIX 00BEKTOB HHMPACTPYKTYPHI K OOBEKTOB T10-
BBIIIEHHOM oracHocTH B Poccuiickoit denepaivuy,
MOBBIIICHUS YPOBHS 3aILUIIEHHOCTH KOPIIOPATUB-
HBIX ¥ MHJIUBUIYaTbHBIX HHPOPMAIIMOHHBIX CH-
CTEM, CO3JIaHUs €TMHON cUCTEeMbl MH()OPMALIMOHHO-
TEJIEKOMMYHUKALIMOHHON MOAIEPKKU HYXK]I CUCTE-
MBI 0OecTieueH s HAlIMOHAIbHOM 0€30MacHOCTH.

3/1eCh UHTEPECHBIM MOMEHTOM M OTIIPABHON TOYKOMN
JAJIBHENIIETO MOErO OBECTBOBAHUS CIIYKUT COYE-
TaHHe "COBEPLICHCTBOBaHHE O€30MaCHOCTH (DyHK-
nuonuposanus” NC KBO

CTpyKTypa COBpeMEeHHBIX KpH-
THYeCKHU BA’KHBIX HHpOPMALH-
OHHBIX CHCTEM

B cootBetcTBUM ¢ pacniopsikeHueM [IpaButenscTBa
P® o1 23.03.2006 Ne 411-pc k KpUTHYECKH BasKHBIM
OTHOCSITCSI COBEPILIEHHO pa3HbIe IO CBOEMY Ipe/IHa-
3HAYeHUIO0 00BEKTHl — MarucTpajibHble CETU CBSI3H,
CHCTEMBI TeJIepaMOBEIIaHNs, 3aBO/IbI, JEKTPO-
CTaHLUU, IPEeIPUATHS HeTe- U ra30100b14H,



http://www.scrf.gov.ru/documents/99.html
http://www.scrf.gov.ru/documents/99.html
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TpaHCHOpTHAasE HHPpacTpyKTypa U T. 1. CTOJIb pas-
JUYHBIE 00BEKTHI UMEIOT CIUIIKOM pasHbie N T-
CUCTEMBI, IO3TOMY YHUBEPCAJIbHBIX KPUTEPUEB 3a-
muiernoctd UT-undpactpykryp KBO ckopee
BCEI0 HE CYIIECTBYET — OHHU JOJLKHBI OIIPEIEIATh-
cst 1 KBO, cX0HBIX 0 Ha3HAYEHUIO U apXUTEK-
Type.

Cucrembl SCADA BKIII04atoT B ce0sl CpesICTBA IPU-
emMa 1 00pabOTKH KpUTUYECKH BaKHOM MHPOpMa-
11U (CUTHAJIOB TPEBOTH, U3MEPEHUM U KOMaH), KO-
TOpas MOCTYIAET C yJAIEHHbIX [I0ACTaHIIUH, Ipe]I-
CTaBJISIFOIIMX COOOM aBTOMaTU3UPOBAaHHBIE CHUCTE-
MBI, HalTMYKaHHbIE PA3ITUYHBIM 000PYI0BaHUEM:
nepudepuitiple TEPMHUHAIIBL, TPOIPaMMUpPYyEMbIE
KOHTpOJIEpHI ¥ TaTYUKU. CBSA3b € NOJCTaHIIUSIMU
JBYXCTOPOHHSISI — OHU MOTYT IOJIy4aTh YIPaBIIs-
IOLUE KOMAaH/Ibl, KOTOPBIE NCHOJHAIOTCS C TIOMO-
HIbI0 cepBOMexaHu3MoB. B aroit ctpykrype UKT
UTPAIOT BAKHEHINYIO pOJIb: B YACTHOCTH, TUCTAHIIU-
OHHOE TIOJTy4eHHE JaHHBIX U HAaOII0/IEHUE B peallb-
HOM BPEMEHH 4acTO OCYUIECTBIISIETCS C TOMOIIbIO
WnTepuera u Be6-untepdeiico. Kak ciencraue,
HOSIBUJINCH HOBBIE CTAH/AAPThl HA KOMMYHUKAI[MOH-
Hble ipoTokoybl SCADA, Takue kak Modbus-TCP,
Distributed Network Protocol (DNP3), IEC-60870-
5-104 u InterControl Center Protocol (ICCP,
IEC60870-6), perynupyroiine aBTOMaTU3AINIO U
yIIpaBJICHUE, A TAKXKE MOPSIOK COEAUHEHUSI CUCTEM
SCADA npyr ¢ npyrom.

Oco0eHHOCTH IOIX0I0B U METO-
JI0B B 00J1aCTH 3alIMTHI KPUTHY -
CKHM BaKHBIX HH(OPMAIMOHHBIX
cHCTEM

HawuBbicuiuii npuoputet B 3amure 1UT-
uHppactpykryp KBO nmMeroT: 3ammura nepumeTpa;
pasrpaHuyeHHe JOCTYyIa K KpUTUYHBIM CEpBEpaM;
3alUTa CEPBEPOB YIPaBJICHUs U pabOUYMX CTaHIIUH,
kotopsie yrpapisitor ACY TII; 3amuTa KpUTHYHBIX
koHTposuiepoB ACY TII. O6ecneuenue ux Ub nos-
BOJISIET HUBEJIMPOBATH MOCIEICTBUS OOJBIIMHCTBA

yrpos3.

Hcnosb30BaHue CPeACTB 3alIUTHI
uHpopManun

14 mapta 2014 rona ®CTIK Poccuu Bbiny-

ctui [Ipukas N 31 «O0 yrBepkaeHUN TpeOOBaHUM
K 00eCreueHHIO 3alUThl UH(QOpMAIMK B aBTOMATH-
3UPOBAHHBIX CUCTEMAX YIPABJICHUS MPOU3BO -
CTBEHHBIMU U TEXHOJIOTHYECKUMU IIPOLECCAMU Ha
KPUTHYECKH BaKHBIX 00BEKTaX, MOTEHIIUATIHHO
OIACHBIX 00BEKTAX, a TaKXkKe 00BEKTaxX, Mpe/ICTaB-
JSOIIMX TOBBIILIEHHYIO OMACHOCTH JJIS dKU3HU U
310pOBbs JIOJEH U [JI OKPYXKAOLIEH IPUPOJIHON
CpeabD».

JlaHHBIN JOKYMEHT YCTaHaBIMBAET TPEOOBAHUS K
o0ecrneyeHnIo 3aluThl HHQOPMAIUH: OT HENPaBo-
MEpPHOTO JIOCTYIa, YHUYTOXKEHUS, MOAU(UIIIpOBa-
HUs1, OJIOKUPOBAHMS, KOTIMPOBAHMSI, IPEJOCTaBIIE-
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HUSI, pAaCIIPOCTPAHCHUS, & TAK)KE UHBIX HEMPABO-
MEPHBIX JICHCTBUI B OTHOIIIEHUH TaKoW HH(pOopMa-
[[UH, B TOM YHCJIC OT IECTPYKTUBHBIX HH(OPMAIIH-
OHHBIX BO3JIEUCTBUM (KOMIBIOTEPHBIX aTaK), CIE-
CTBHEM KOTOPBIX MOXKET CTaTh HApyIICHUE (PYHKIIU-
OHHMPOBAHUS ABTOMATU3UPOBAHHON CHCTEMBI YIIPaB-
JICHMUSL.

[Ipukaz Ne31 pernamentupyer:

e Pa3paboTky U JOKYMEHTHPOBAaHUE MPABUI U
nporenyp (moJuTHK) obecrieyenus de3omnac-
HOCTH;

e TpebGoBaHus K 3a1UTe Cpe/ibl BUPTyalu3a-
Uy,

e OOyueHue u oTpabOTKY NEHCTBUI MOJIH30Ba-
TeJIeH B ClTydae BOZHUKHOBEHUS HEIITATHBIX
(HempeABUIEHHBIX) CUTYAIIN;

e TpebGoBanus mo 6e30macHOM pa3padoTKe
I1O;

e TpebOoBaHUs 110 HHITUICHT-MEHEDKMEHTY 1
aHaJIM3y yrpo3 0e30MmacHOCTH;

e U npyrue dakropsl, o0ecnieunBaronye
JIOJDKHBIN YPOBEHB 0€30MacCHOCTH 0OBEKTOB.

VYyutbiBasg BaXXHOCTh OOBEKTOB U BEJIMYUHY yIIEP-
0a, KOTOPBIN MOYKET OBITh HAHECEH OKPYIKAIOIIIEH
cpene 1 310poBbIo JHojiel, TpeboBanus [Ipukasza
Neo31 nanpaBnieHsl Ha oOecnieueHre GyHKITMOHUPO-
BaHusA ACY TE€XHOJIOTMYECKUMH MPOLIECCaMU B
HITATHOM pEXUMeE, IIPH KOTOPOM 0OecrieunBaeTcs
coOrofieHHe MPOEKTHBIX 3HAYEHUH MapaMeTpoB
BBITIOJTHEHHUS 11eJIeBbIX (DYHKIIMI aBTOMaTU3UPOBAH-
HOI1 cHCTEMBI yIIpaBJCHHs B YCIOBUSIX BO3ICHCTBUS
yrpo3 6e3omnacHocT HH(OpPMaLUK, a TaKKe Ha
CHI)KEHHE PHCKOB HE3aKOHHOTO BMEIIATEIhCTBA B
npouecchl QyHKIIMOHUPOBAHUS aBTOMAaTU3UPOBAH-
HBIX CHCTEM YIPaBJICHUS] KPUTUYECKU BAXKHBIX 00b-
€KTOB, 0€30IM1aCHOCTh KOTOPBIX 00ECIIeUnBaETCS B
COOTBETCTBUU C 3aKOHOJATeNLCTBOM Poccuiickoit
®enepanuu.

B aBTOMaTH3MpOBaHHOI cucTeMe ynpaBieHus 00b-
€KTaMU 3alUThI SBJISIOTCS:

e Hudopmarnus o mapamerpax (COCTOSTHUN)
yIpaBIsieMOTO 00BbEKTa UITH TpoIiecca,
ympasistomias nHpopMaIus, KOHTPOJIbHO-
u3MepuTeNbHas nHhopMaIlus, HHast KPUTHU-
YeCcKH BakHasl (TEXHOJIOTHYEeCKas) HHPOP-
Marus;

e [IporpaMMHO-TEXHUYECKUI KOMILIEKC,
BKJTIOYAIOLINI TEXHUYECKUE CPEICTBA, MPO-
rpaMMHOE oOecIieueHue, a TakxKe CpecTBa
3amuThl HQOPMALIUH.




4. O0pa3oBaTe/ibHbIE TEXHOJIOTHH

Ne . |OOpa3oBaTebHbIE TEXHOJIO-
i HaumenoBanue pa3aeia (Buabl yueOHBIX 3aHATHH o
1 |2 3 4
1. |Komnonenmor unghpa- Jlexyus 1. Tpaouyuonnas ¢ ucnonvb308aHu-
CMPYKMypbl KPUMu4ecku em npezenmayuti
BANCHBIX UHPOPMAYUOH-
HbIX CUCTeM Camocmosmenvuas paboma|H3yuenue mamepuanos nexkyuti
2 |HopmamusHo- Jexyus 2. Tpaouyuonnas ¢ ucnoIvb308aHU-
Memoouueckas 6aza uc- em npezenmayuti
NOb308AHUS 2NIEKMPOH-
HoU noonucu ons npuoa- |Camocmoamenvras paboma |H3yuenue mamepuanos ieKyuti
HUSL I0pUOUYECKOLL 3HAYU-
MOCMU DNIEKMPOHHBIX 00-
KYMEHMO8
3 |Cmpyxmypa cospemennvix|Jlexyus 3.1 Tpaouyuonnas ¢ ucnoavb3o8anu-
Kpumuuecku 8axcHulx un- |Jlexyus 3.2 eM npezeHmayuti
Gopmayuonnvix cucmem |Jlexyus 3.3
Jexyus 3.4 Buinonnenue 3adanus
Ilpakmuueckoe 3auamue 1. |H3yuenue mamepuanos iekyuu
Camocmosmenvras paboma
4 | Dyukyuu yoocmosepsio- |Jlexyus 4.1 Tpaouyuonrnas ¢ ucnoavb308anu-
we20 yenmpa Jlexyus 4.2 eM npezeHmayuti
Jexyus 4.3
Jexyus 4.4 Buvinonnenue 3adanus
Ilpakmuueckoe 3auamue 2 | H3yuenue mamepuanos iekyuu
Camocmosmenvras paboma
5 |Ucnonvzosanue ¢pyuxkyun |Jlexyus 5.1 Tpaouyuonras ¢ ucnoIvL308aHU-
nposaiioepa kpunmoepa- |Jlexyus 5.2 em npesenmayuil
Quueckux ycuye Jexyus 5.3
Jexyus 5.4 Buvinonnenue 3adanus
Ilpakmuueckoe 3anamue 3 |M3yuenue mamepuanos nexkyuii
Camocmosmenvras paboma

5. OneHka IaHNpPyeMbIX pPe3yJIbTATOB 00y4eHHA

5.1. Cucrema olieHUBaHUA

DopMa KOHTPOJIA Makc. KoJM4ecTBO 0217108
3a ogny pa- |Bcero
ooty
Texymui KOHTPOJIb:
— onpoc (memwt 1-5) 5 bannos 30 6annos
— npakmuueckoe 3a0anue (memul 3) 6 bannos 6 bannos
— npakmuueckoe 3a0anue (memwl 4-5) |7 bannos 14 6annos
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[IpomexyrouHas aTTecTanus 40 b6annos
3auém

HToro 3a qucuunjanny 100 6annos
3auém

[Tonmy4eHHBIN COBOKYITHBIN PE3yJbTaT KOHBEPTUPYETCS B TPAJAULIMOHHYIO LIKATy OLIEHOK U B
HIKaTy OIleHOK EBporelickoii cucteMsl nepenoca u HakoruieHus kpeautos (European Credit
Transfer System; nanee — ECTS) B cOOTBETCTBHY C TaOIUIIEH:

100-0aimpHag mka- TpaziHonHas mKaa IIkana
na ECTS
95 -100 A

83 94 OTJINYHO B

68 — 82 XOPOIIIO 3a4TEHO C

56 — 67 D

50 55 YIOBJIETBOPUTEIHHO £

20 — 49 FX
0_19 HEYIOBJICTBOPUTEITHHO HE 3aYTEHO F

5.2.Kputepuu BbICTaBICHUS OLEHKHU MO AUCUUTLIINHE

Banasl/
Ml xauaa
ECTS

Ouenka nmo auc-
HUIJINHE

Kpurtepun onieHKH pe3y/ibTaTOB 00y4eHH s 110 M CLHU-
IUIMHE

100-83/
AB

COTIUIHOY/
«3a4TEHO (OTJINY-
HO)»/

«3aYTCHOY

BricTaBnsercs o0ydaromeMycsi, €CJIi OH TJIyOOKO U Mpod-
HO YCBOMJI TEOPETUYECKUIN U TPAKTUUECKU MaTepual,
MO3KET IPOJAEMOHCTPUPOBATH 3TO HA 3aHATHUSAX U B XOJ€
MIPOMEKYTOUYHOM aTTECTAIlUM.

OO0yuaromuiicsi KICUYEPIBIBAOIIE U JJOTUYECKUA CTPOUHO U3-
Jaraet y4eOHbII MaTepua, yMeeT yBI3bIBaTh TEOPHUIO C
MPAKTUKOM, CIIPaBIISIETCA C peLIeHHEeM 3a/1a4 npodeccuo-
HAJIbHOW HANpPaBICHHOCTU BBICOKOTO YPOBHSI CJIOKHOCTH,
MPaBHJIbHO 00OOCHOBBIBAET MPUHSTHIC PEILICHHUSL.
CB000IHO OpUEHTHPYETCS B yueOHOH U IpodeccnoHalb-
HOU JIUTEepaType.

OrneHka o TUCIUILIMHE BBICTABIIAIOTCA 00ydaromemMycs ¢
y4€TOM pe3ylbTaTOB TEKYIIEH U MPOMEKYTOUHOM aTTe-
CTallUH.

Komnerennuu, 3akperi€HHbIe 3a TUCIUILIMHON, ChopMu-
pOBaHbBI HA YPOBHE — «BBICOKHIN.

82-68/

«XOpOoUIO»/
«3a4TeHo (X0opo-
110 ) »/
«3a4TEHO»

BricraBnsercs oOyyaromemMycs, €Ciii OH 3HaeT TeopeTuie-
CKHI U MPaKTUYECKUIN MaTepUa, FPaMOTHO U MO CYILECTBY
M3JIaraeT €ro Ha 3aHATHAX U B XOJA€ IPOMEKYTOUHOH aTTe-
CTallMM, HE JOIYCKasl CYILIECTBEHHBIX HETOUYHOCTEN.
OOyuaromuiics IpaBUIbHO MPUMEHSET TEOPETHUECKHE 10~
JIOKEHUS IPU PELICHNH MPaKTHUECKUX 3a7a4 npodeccuo-
HaJIbHOM HaNpaBJIEHHOCTU Pa3HOTO YPOBHS CIIOKHOCTH,
BJIaJieeT HEOOXOAUMBIMHU JJISl 3TOTO HaBBIKAMHU U MTPpUEMa-
MH.

JlocTaTo4yHO XOPOIIO OPUEHTUPYETCs B YUeOHOH U Ipo-
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Banany/

Ml xana
ECTS

Onenka mo auc-
HUILINHE

KpnTepml OICHKHU pPE3yJbTaToOB oﬁyqe}mﬂ mo 1uCuum-
IJIMHE

(dbeccruoHanpHOM TUTEpaType.

OneHnka 1o JUCIUINIMHE BBICTABIISAIOTCS 00yJaronieMycs ¢
Y4ETOM pEe3yJIbTATOB TEKYILEH U IPOMEXYTOYHOU aTTe-
CTalUU.

Komnerenum, 3akperiéHHble 3a JUCUUTUITMHON, CPOpMHU-
POBAaHbI HA YPOBHE — «XOPOIINIIY.

67-50/
D.,E

«YIIOBJIETBOPH-
TEIbHO»/
«3a4TeHo (y/IoBJIe-
TBOPUTEIBHO)»/
«3aYTEHOY

BeoicTaBisiercst 00y4daromemMycs, €Ciu OH 3HaeT Ha 6a30BOM
YPOBHE TEOPETUYECKUI U NMPAKTHUYECKHUIM MaTepua, 10-
MyCKAeT OTAEJIbHbIE OIMOKYU IPU €ro U3JI0KEHUH Ha 3aHs-
TUSX U B X0OJI€ MPOMEXKYTOYHOU aTTECTALUH.
OOyyaromuiics UCIBITHIBAET ONpeIEIEHHbIE 3aTPYAHEHUS
B [IPUMEHEHUU TEOPETHUUECKUX MOJIOKEHUN MPHU pELIeHUH
MPAKTUYECKUX 33/1a4 IPOo(heCcCHOHATLHOM HalPaBIEHHOCTH
CTaH/IaPTHOTO YPOBHS CJIIOKHOCTH, BJIaJieeT He0OX0IUMBbI-
MU JJIs1 TOr0 0a30BBIMU HaBBIKAMU U IPUEMAMH.
JleMOHCTpHpYET TOCTaTOYHBIA YPOBEHDb 3HAHUS YIeOHOU
JUTEPaTyphl M0 IUCHUTUIUHE.

OrneHka o JUCIUILIMHE BBICTABISIOTCSA 00y4yaroniemMycs ¢
Y4ETOM pE3yNIbTATOB TEKYIIEH U MPOMEXKYTOYHOM aTTe-
CTalLlMH.

Kommnerennuu, 3akperi€éHHbie 3a TMCIUILUINHON, ChOopMu-
POBaHBI HA YPOBHE — «JJOCTaTOYHBINY.

49-0/
F.FX

«HEYJIOBIIETBOPH-
TEIBHO»/
HE 3a4TEHO

BricTaBnsercs o0y4aromemMycsi, €I OH HE 3HaeT Ha 0a3o-
BOM YPOBHE TEOPETHUYECKUN U MPAKTUYECKUN MaTepuall,
JOTIyCKaeT rpyObie OMMUOKH MPHU €ro W3JI0KEHUH Ha 3aH -
TUSAX U B XOJI€ MPOMEXKYTOYHOU aTTECTALUU.
OOyyaromuiics UCIIBITHIBAET CEPhEIHBIC 3aTPYIHEHUS B
MPUMEHEHUH TEOPETHUUECKUX MOJI0KEHUN MPHU pelIeHUH
MPAKTHYECKUX 33/1a4 IpodeccnoHanbHOM HallpaBIeHHOCTH
CTaH/IaPTHOTO YPOBHS CIIOKHOCTH, HE BJIa/ieeT HE00X0a1-
MBIMH ISl 3TOTO HaBBIKAaMU U pUEMaMHu.

Jemonctpupyet hparMeHTapHble 3HaHUS y4eOHOU JTUTe-
paTypbl IO JUCIUILIUHE.

OrneHka o JUCIUILIMHE BBICTABISIOTCS 00y4aronemMycs ¢
y4€TOM pe3ylbTaTOB TEKYIIEH U MPOMEKYTOUHOM aTTe-
CTaIlHH.

KomrmieTeHnuu Ha ypoBHE «IOCTATOUHBINY, 3aKPETIIEHHBIE
3a TUCITUTUIMHOM, HEe COPMUPOBAHEI.

5.3. OueHouHble cpeAcTBa (MaTepuaibl) Ul TEKYLIEro KOHTPOJIS YCIIEBaeMOCTH, IPOMEXKYTOY-
HOM aTTecTany o0y4aromuxcs o JUCHUIUINHE

IIpumMepHbIe KOHTPOJIbHBIE BOIIPOCH! AJIS 3a4éTa - IpOoBEpKa C(HOPMUPOBAHHOCTH KOMITETEHIIUH

[1K-4, TIK-15

1. OpranuzanuonHas cTpykTypa cucreMsl artectaiuu OU u ux ¢pynkuuu. Kakue OU nopiexar
00s13aTeIbHOM aTTeCTalNH.
2. ®enepasbHble OPraHbl MO ATTECTALMH U UX (DYHKITUH.

3. Oprassl 110 arTecTalui 0OBEKTOB U UX GYHKIUH. 3a/1auu U QYHKLIUU OpraHa 1o arTecTaluu.
4. JleATenbHOCTh aTTECTAllMOHHBIX KOMHCCHI.
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5. [IpoBenenue sKCnepTU3 MMEKTPOHHBIX JoKyMeHTOB ¢ D11/

6. Ipoxykr Vip Net. OcHoBHOI (YHKIIMOHAI.

7. Cucrema 'ocCOIIKA.

8. Kpunrorpagpuueckas 3amura B OC Linux.

9. Cucrema SCADA.

10. Crannapr 6e3onmacaoctu SCADA IEC-62351.

11. Ayaut 6e30macHOCTH B KpuTHYecKkH BaKHBIX VIC.

12. IlenTp ympaBieHus: ¥ ONIEPATHBHOTO pearnpoBaHus Ha MHIUACHTH Ub.
13. IIpaBuna 6e3omacaocTy Ha 00bekTax SCADA.

14. 3amwura ot Bpenonocuoro 110 kmacca STUXNet.

15. Kputnuecku Baxknas nndopmanuonsas cucrema. [Tpuxa3z N 31 ®CTIK.

Ilpumepnuie 3a0anusa 0na mecmuposanus- npoeepKa chopmuposannocmu KomMnemenyuil
IIK-4, IIK-15

1. KMH - 3to:

a) Kpumu4eckas uH@OpMayuoHHas uHpacmpykmypa
0) KOMIUIEKCHBIA UHAUKATOP U3JIy4YEHUH.

B) KOX(PGUIIUEHT UHTEHCUBHOCTU U3TyYEHUH.

2. SCADA -17ro0:

a) CETeBOE YCTPOUCTBO, MOAKIIOYAEMOE K JIBYM M 00JIEE CETSIM.
0)asmomamusuposantas cucmema YupasieHusi MexHo102u4eckum npo3600CmEoM.
B) KPHUITOIILTIO3

6. YueOHO-MeTOAUYeCKOEe U MH(OPMAIIMOHHOE O0ecneyeHHue U CIIUTIIMHBI

6.1. CnuCcOK UCTOYHUKOB U JINTEPATYPHI

Hcrounuku
OCHOBHBIE
1. Pykosooswuii dokyment. 3amuTa OT HECAaHKIIMOHUPOBAHHOTO AOCTYIa K UHPOP-
Maiuu. TepMuHBl U omnpeAeneHUs. YTBEpPXKACHO pelIeHHeM Mpenceaarenst [ 0cTeXKoMUCCUU
Poccum or 30 wmapra 1992 1. [DnektpoHHwli pecypc] : Pexum ngocryna

https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-
dokumenty/386-rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-
30-marta-1992-g3, cBoOOIHBII. — 3aril. ¢ FKpaHa.

2. Pykosooswuii doxymenm. ABTOMATH3UPOBAHHBIE CHUCTEMBI. 3alIUTa OT HECaHK-
LMOHUPOBAHHOTO J0CTyna K uHpopMmanuu. Knaccuduxaius aBTOMaTH3UPOBAHHBIX CHUCTEM U
TpeOoBaHus Mo 3amuTe nHhopMaluu. YTBEpKICHO pelieHrneM npeacenarens ['ocynapcTBeHHON
TexHuueckoi komuccuu npu IIpesunente Poccuiickoit @enepanuu ot 30 mapra 1992 r. [Dnek-
TpoHHBIT  pecypc] : Pexum  goctyma :  https://fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/384-rukovodyashchij-
dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-g, cBoGoaHbIif.  —
3ari. ¢ sKpaHa.

3. Pykosooawuii ookymenm. CpencTBa BbIUMCIUTEIBHOM TEXHUKH. 3alluTa OT He-
CaHKIIMOHMPOBAHHOTO JlocTyna K uH(popmanuu. [TokazaTenu 3alMIIEHHOCTH OT HECAaHKIMOHU-
pOBaHHOTO JOcTyna K MH(popManuu. YTBEpKACHO pelieHueM npeacenarens ['ocyaapcTBeHHOM
TexHn4yeckoil komuccuu npu [Ipesnnenre Poccuiickoit denepanun ot 30 mapra 1992 r. [Onek-
TpoHHBI  pecypc] : Pexmm gmocryma @ https:/fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/385-rukovodyashchij-
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dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-g2, cBoGoaHBIH. —
3ari. ¢ ’KpaHa.

4. Pykosooawuui ooxymenm. CpencTBa BBIYMCIMTEIBHON TEXHHKH. MeXKCeTeBbIe
9KpaHbl 3allUTa OT HECAHKIIMOHUPOBAHHOTO J0CcTymna K nHpopmaruu. [lokazaTenu 3amuméHno-
CTH OT HECaHKLIMOHUPOBAHHOTO JIO0CTyMNa K WH(pOpMAIMH. YTBEPXKICHO pPEIICHHEM MpejceaaTe-
15 l'ocynapcTBeHHOM TexHuueckoi komuccuu npu Ilpesunente Poccuiickoit denepanuu ot 25
utonst 1997 r. [DOnekrponnsiii pecypc| : Pexum moctyma : https:/fstec.ru/tekhnicheskaya-
zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/383-
rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-25-iyulya-1997-g,
CBOOOIHBIN. — 3arJ1. ¢ IKpaHa.

Jluteparypa
OcHoBHas
1. Kowmnnexcnasa 3awuma wHGOPMAIIMA B KOPIIOPATUBHBIX CUCTEMax : yueO. mocobue / B.O.
[Haubrun. — M. : U] «®OPYM» : UHDPA-M, 2017. — 592 c. — (Bricmiee oOpa3oBaHue:
bakanaspuar). - Pexxum noctyna: http://znanium.com/catalog/product/546679
2. lanveun B.@®. 3ammra xommblotepHOi nHGOopManmu. D EeKTHBHBIE METOBI U CPEICTBA
[DnexTponnslii pecype] / B. @. Hlanprun. - M.: JIMK Ilpecc, 2010. - 544 c.: un. - ISBN
978-5-94074-518-1. - Pexxum poctyna: http://znanium.com/catalog/product/408107
3. Merompl U CpeACTBa 3alTUTHl MPOTPAMMHOTO OOecIIedeHHs [ DIEKTPOHHBIN pecypc] : yueO.-
METO/I. KOMIUIEKC : /Ui OakanaBpuaTa 1o HampasieHuto noarotosku 090900 Mudopmariu-
oHHasi 0e30MacHOCTh : 1o mpodusam: OpraHu3aius U TEXHOJOTHS 3allUThl HHHOPMAIIIH,
KommekcHast 3amura o6bekToB mHGopMartu3amu /| MunoOpHayku Poccuu, ®enep. roc.
OrO/DKETHOE 00pa3oBaT. yupekaeHue Boicil. mpod. oOpa3zoBanus "Poc. Toc. TyMaHUTapHBIN
ya-T" (PTTY), UH-T nadopmar. Hayk u TexHonoruii 6e3omacHoctu, dak. nadpopmari. cu-
crteM u 6e3omacHocTH, Kad. xommproTepHoil 6e3omacHocTH ; [cocT.: Kazapun O. B. ; oTs.
pen. A. A. TapacoB]. - DnektpoH. naH. - Mocksa: PITY, 2013. - 30 c. - Pexxum gocryna:
http://elib.lib.rsuh.ru/elib/000009341. - 3aru. ¢ skpana. - ISBN 978-5-7281-1789-6.

6.2. Ilepedenp pecypcoB HHPOPMAITMOHHO-TEIIEKOMMYHUKAITMOHHOM ceTn «IHTepHeT».

1. Odunmaneubiii caiiT kommnanuud Kpunrompo [DnekrpoHHBIM pecypc]: Pexum mgocty-
ma: http://www.cryptopro.com/, cBo60aHbI#i. — 3ari1. ¢ 3KpaHa.

2. Uentp pazpadotku Kpunrokom [DnekTpoHHBIH pecypc]: Pexxum nocryma:
http://www.cryptocom.ru/products/index.html/, ceo6oaubIi. — 3ari. ¢ sKkpaHa.

7. MaTepuajibHO-TeXHHYECKOe oecredeHne THCIUTITHHbI

Jlist ipoBeieHMsI 3aHATUH HEOOXOAMMO CIIEIYIOIIee MaTePUATbHO -TEXHHYECKOE 00eCIIeUCHHE:
1) JIGKIIMOHHBII KJIacC C BUICOPOSKTOPOM M KOMIIBIOTEPOM, Ha KOTOPOM JIOJKHBI OBITh yCTa-
HOBJICHBI:

— munieHsnonHoe [10 MS Windows 7 u crapie;

— nmuuensuonHoe [10 MS Office 2010 (c o6s3aTensubiM HanuureM MS PowerPoint) u ctaprie
2) KOMITBIOTEPHBIN KIIacC, 000PYA0BaHHBII COBPEMEHHBIMH MEPCOHATBHBIMUA KOMITBIOTEPAMHU
JUIS K&KJIOTO CTYJIEHTa C BBIXOJIOM B MHTEpHET. Ha KoMIbroTepe H0KHBI OBITh YCTAaHOBJICHBI:
— nmuuen3uoHHoe [10 MS Windows 7 u crapie;

— nmuuensuonHoe [10 MS Office 2010 u crapie;

— MporpaMMHbIi runepsu3zop Vmware Player;

— CkaHepsbl ysa3BuMocteit (XSpider);

— IIpOrpaMMHO-aMNMapaTHbIe CPeICTBA KpUNTOrpaduueckoit 3amThl HHGOPMAIIHH JUIS SIeK-
TPOHHOU MOANUCH, cpeacTBa 3amutbl nHpopmarwu (Secret Net, Dallas Lock);

— VPN-KJIHEHTBL.


http://znanium.com/catalog/product/408107
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Ilepeyens 11O

Norn
/i

Haumenosanue 110

[IpounsBoaurens

Cnoco6 pacnpocTpaHeHus
(JTMIIEH3MOHHOE WIIH CBOOOTHO
pacpocTpaHsIeMoe)

Microsoft Office 2010

Microsoft

JIMIICH3MOHHOC

Windows 7 Pro

Microsoft

JIMIICH3UOHHOC

Microsoft Share Point 2010

Microsoft

JIMIICH3UOHHOC

Microsoft Office 2013

Microsoft

JIMICH3MOHHOC

Windows 10 Pro

Microsoft

JIMIICH3UOHHOC

Kaspersky Endpoint Security

Kaspersky

JInuen3uonnoe

~N OO A~WIN|EF

Secret Net Studio 8.4

Kon Oe3omacHocT

CsooOoganoe I10,
Pexxum nocrymna:
https://securitycode.ru
Hemo-Bepcus

Dallas Lock 8.0

Koudunent

CsooOoganoe I10,
Pexxum nocrymna:
https://dallaslock.ru/
Hemo-Bepcus

Vmware Player 15.5
+
I'octreas OC CentOS 7

VMWare

CsoOoanoe 110,

Pexxum nocryma:
https://www.vmware.com/prod
ucts/

Jemo-Bepcus

Ortkpsitoe 110

Pexxum noctymna:
https://www.centos.org/downlo
ad/

WNHCTaUSIITMOHHBINA TUCTPHOY-
tuB Linux

10

XSpider 7.0

Positive
Technologies

CsoOoanoe I10,

Pexxum nocrymna:
https://www.ptsecurity.com/ru-
ru/

Jlemo-Bepcus

11

Open VPN

OpenVVPN

Cso0Ooanoe I10,
Pexxum nocrymna:
https://openvpn.net/

12

SoftEther VPN

SoftEther

CsooOoanoe I10,
Pexxum nocrymna:
https://www.softether.org/

I[J'IH MPOBCACHUSA 3aHATHH JIEKIHOHHOIO TUIIA npempIaratoTCsa TEMaTUICCKUEC NINIIOCTpallu

B (hopmate mpesenrtanuii PowerPoint.



http://securitycode.ru/
https://dallaslock.ru/
https://www.vmware.com/products/
https://www.vmware.com/products/
https://www.softether.org/
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Ilepevens B/l u UCC

Norn HaunmenoBaunue
/i

1 | KoMmmbroTepHble CIIpaBOYHbIE IIPABOBBIE CUCTEMBI
Koncynsrant Ilntoc,
l'apant

8. O0ecneyenne 00pa3oBaTEIbLHOIO NMpoLECCA sl JHUI C OTPAHNYEHHBIMU BO3MOKHOCTAMU
310pOBbA

B xozae peanuzanuy IUCIUILIMHBI MCHIOJIB3YIOTCS CIECAYIOIIUE JOOTHUTEIBHBIC
METO/1bl 00Y4€HHsI, TEKYLLIEr0 KOHTPOJIS YCIIEBAEMOCTH U IIPOMEKYTOYHOM aTTecTauuu o0yya-
IOLUXCS B 3aBUCUMOCTH OT UX UHIUBUAYAJIbHBIX OCOOCHHOCTEH:

e JUIs CIENBIX U CIa00BUAIINX:

— JIEKIIUU OQOPMIISIOTCSI B BUJE DJIEKTPOHHOTO JOKYMEHTA, JOCTYITHOTO C MOMOIIBIO KOM-
MBIOTEPA CO CIIEIUAIN3UPOBAHHBIM MPOTPAMMHBIM 00ECTICUCHUEM;

— MMUCHMEHHBIE 3aJlaHHs BBHITIOJHSAIOTCS Ha KOMITBIOTEPE CO CIEIHATU3UPOBAHHBIM IIPO-
IpaMMHBIM 00eCrieueHIEeM, WIIM MOTYT OBITh 3aMEHEHBI YCTHBIM OTBETOM;

— obecrieunBaeTCsi HHANBUIYATFHOE paBHOMEpPHOE ocBenieHne He Meree 300 Jokc;

— TSl BBITIOJTHEHUSI 3aJaHusl TPH HEOOXOJWMOCTH TIPEJOCTABIISETCS YBEIHMYHBAIOIICE
YCTPOKCTBO; BO3MOYKHO TAaK)K€ UCTIOIb30BaHUE COOCTBEHHBIX YBEIIMYHBAIONIUX YCTPOICTB;

— MHUCbMEHHBIE 3a/1aHKsI 0(OPMIISIOTCS YBEJIIMYEHHBIM HIPUPTOM;

—3K3aMEH U 3a4€T MPOBOJATCS B YCTHOH (pOpMe MM BBINOJIHSIOTCA B MUCBMEHHOM (opme
Ha KOMITBIOTEpE.

® JUIs TIIYXUX M C1a00CTbIIIAIINX:

— JIEKUUU O(QOPMIISIOTCS. B BUJE AJIEKTPOHHOIO JOKYMEHTA, JIMOO MpEeNoCTaBiseTcs 3BYKO-
YCUJIMBAIOILAs annaparypa MHIUBUAYAJIbHOIO OJIb30BAHNUS;

— MMCbMEHHBIE 3aJIaHMsI BBIIOIHSIOTCA HAa KOMIIBIOTEPE B MMCbMEHHOU (hopme;

— 3K3aMEH M 3a4€T MIPOBOJATCS B MUCbMEHHOH (hopMe Ha KOMIbIOTEPE; BO3MOXKHO IIPOBEJIE-
HUe B (popMe TecTUpOBaHHUS.

® IS JIML C HAPYLUEHUSIMU ONIOPHO-/IBUTATEIBHOTO anmapara:

— JIEKUUU O(QOPMIISIOTCS B BUJE JIEKTPOHHOTO JAOKYMEHTA, JOCTYIHOTO € IOMOILBIO KOM-
IBIOTEPA CO CINELUAIN3UPOBAHHBIM IPOTPAMMHBIM 00€CIIEUEHUEM;

— MMCbMEHHbIE 3aJlaHMsl BBINOJHAIOTCS HAa KOMIIBIOTEpE CO CIELHATU3UPOBAHHBIM IIPO-
I'paMMHBIM 00€ecIIeYeHUEM;

—3K3aMEH U 3a4€T MPOBOJATCS B YCTHOH (pOpMe MM BBIIOJIHSIOTCA B IMUCbMEHHOM (opme
Ha KOMITBIOTEpE.

IIpu HeOOXOIMMOCTHU IPEAyCMaTPUBACTCSl YBETMUEHUE BPEMEHHU Il IOATOTOBKU OTBETA.

IIpouenypa  mpoBeAeHUs  HPOMEXKYTOYHOM  arrectanuu Ui OOydaroLIuXcs
YCTAQHABIMBAeTCd C YY4€TOM UX HHIUBHUIYAJIbHBIX MCUXO(U3MYECKHUX OCOOCHHOCTEH.
[TpomerxyTouHast aTTecTalus MOKET IPOBOJIUTHCS B HECKOJIBKO JTAroB.

IIpu mpoBeneHUM MPOLEAYPbl OLEHUBAHUS PE3yIBTAaTOB OOYYEHHUs HpPEeAyCMaTpHUBAETCs
UCTOJb30BaHUE TEXHUYECKUX CPEICTB, HEOOXOAUMBIX B CBA3M C HWHIUMBUAYAJIbHBIMHU
0COOEHHOCTAMHU 00ydJaroluxcs. DTH CPeACTBa MOTYT OBITh NMPENOCTABICHBI YHUBEPCUTETOM,
WJIA MOTYT MCIIOJIb30BaThCsl COOCTBEHHBIE TEXHUYECKHE CPE/ICTBA.

[IpoBenenne mpoleaypbl OLCHMBAHHUS  pPE3ylIbTaToB  OOydeHHUs  JIOMyCKaeTcst ¢
UCIOJIb30BaHUEM JMCTAHIIMOHHBIX 00pa30BaTeIbHBIX TEXHOIOTHA.

ObecnieunBaercs 10CTyNl K MHOOPMAITMOHHBIM U OMOIMOrpaduuecKuM pecypcam B CETH
WuTepHeT s Kaxaoro oOydaromerocss B popMax, alalTUPOBAHHBIX K OIpaHUYEHHSIM UX 3710-
POBbSI U BOCIIPUATHUS MH(POPMAITUH:

® IS CIIENBIX U CIa00BUISIIUX:



16

— B re4aTHOH popMe yBeTn4eHHBIM HIPUPTOM;

— B opMe SIEKTPOHHOTO JIOKYMEHTA;

— B popme ayauodaiina.

® IS TIYXUX U CIa00CIBIIIAIINX

— B IIe4aTHOU Qopme;

— B opMe DIEKTPOHHOTO JIOKYMEHTA.

e s 0OOyJarOIUXCs C HApYIIEHUSIMH ONIOPHO-ABUTaTEIbHOTO armapara:
— B TIe4aTHOU Qopme;

— B opMe PIEKTPOHHOTO JIOKYMEHTA;

— B popme ayauodaiina.

VYdeOHbIe ayIUTOPHH JUIsl BCEX BHIOB KOHTAKTHOW M CAaMOCTOSITEIBHON pabOTHI, HAyIHAS
O6u0NIMOTEKa U MHbIE TOMEUIEHUS JUIsl 00y4eHMsI OCHAIEHbI ClelHaIbHBIM O00OpY/IOBAaHUEM U
Y4eOHBIMH MECTaMH C TEXHUYECKUMHU CPEACTBAMHU O0yIEHUSI:

e JUIS CIENBIX U CIa00BUAIINX:

— YCTPOMCTBOM i cCKaHUpoBaHUs U ureHus ¢ kamepoir SARA CE;

— mucteeM bpaiins PAC Mate 20;

— npuntepoM bpaitng EmBraille ViewPlus;

e JUISl TIIYXUX M cIab0CbIIIAIINX:

— aBTOMATHU3UPOBAHHBIM pabOYUM MECTOM IS JIIOJEH C HapyIIeHHEM cilyXa U ci1aboCibl-
IaIux;

— aKyCTHUYECKHI YCHIIUTEh W KOJIOHKH;

e It 00y4aroIMXCs C HAPYHUICHUSIMHU OIOPHO-ABUraTENIbHOTO anmapara:
— MepeBUKHBIMU, PErYINPYEeMbIMU 3proHoMudeckumu napramu CHU-1;
— KOMITBIOTEPHOM TEXHUKOM CO CHEMaIbHBIM IPOrPaMMHBIM 00€CIIEUCHUEM.

9. MeToauvecKkue MaTepuaJbl

9.1. [1naHbl MpaKTUUYECKHUX 3aHATUH - poBepka chopmupoBanHocTr komneTeHui [1K-4,1TK-15
Tembl yueOHON AUCUMILTUHBI TPETyCMaTPUBAIOT POBEICHUE MPAKTUUECKUX(CEMUHAPCKUX) 3a-
HSATUH, KOTOPBIE CIYXKAT KaK LEIsIM TeKYIIero U MPOMEKyTOYHOT'0 KOHTPOJIS 3a MOATOTOBKOM
CTYICHTOB, TaK U IIEJIIM MOJIy4EHHS MPAKTUYECKUX HAaBBIKOB IPUMEHEHHS METOJIOB BBIPAOOTKU
pELIeHU, 3aKpEeIUICHUs U3YYeHHOTO MaTepuaia, pa3BUTUs yMEHUH, TPUOOPETEHHS ONBbITA pe-
IIEHUS] KOHKPETHBIX Mpo0JieM, BeIeHUs JUCKYCCUH, apryMEHTAllMK U 3alllUThl BLIOPAHHOTO pe-
LICHUS.

IIpakTuyeckoe 3ansaTue 1(2 4.). HopmatuBHo-MeToanueckas 6a3a ucnoJsb3oBanus. Kpar-
KHii 0030p PyKOBOASIIUX TOKYMEHTOB (IIpoBepka chopMupoBaHHOCTH KommeTeHiuin [TK-
4,ITK-15)

Bonpocut ons o6cyocoenus.

1.IlepeueHb OCHOBHBIX HOPMATHUBHO-TIPABOBBIX IOKYMEHTOB.

2. CoBpeMmenHbie cpenctBa 3V MpOMBIILIEHHBIX 0OBEKTOB.

3. [Nonstue SCADA .

Criucok auTeparypsl:

[IpuBenén B 1. 6 nannou PI1/]

Mamepuanbro-mexnuueckoe obecneyeHue 3aHamus. ayIuTOpUs, OCHAIICHHAs Mpe3eHTa-
[IMOHHOW TEXHUKOU (MPOEKTOp, dKpaH, KOMIMBIOTEP/HOYTOYK). KOMMbIOTEphl MO KOIHYECTBY
oOyuaromuxcsi ¢ passépuyroii OC MS Windows, BuptyanbHoii mammHoii VMPlayer, VPN-
KITUEHT.

IpakTHyeckoe 3ansaTHe 2(4 4.). OCO0EHHOCTH MOAX0A0B M METOAOB B 00J1aCTH 321U THI
KPUTHYECKH BAKHBIX HHPOPMALMOHHBIX cHcTeM (TTpoBepKa CHOPMUPOBAHHOCTH KOMITETEH-
it I[TK-4,11K-15)

Bonpocwi ons obcyscoenus:.
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1. IlpoBeneHue SKCHIEPTH3 IACKTPOHHBIX To0KyMeHTOB ¢ DIT/ILI1.

2. CpenctBa kpunTorpaduueckoii 3amuTel nHopmau. OCHOBHON (YHKITMOHAI.
3. Cuctem 'ocCOIIKA.

Crincox nureparypsl:

[IpuBenén B 1. 6 nannou PI1/]

Mamepuanvno-mexnuueckoe obecneuenue 3aHAMuUA. AyAUTOPHS, OCHAIEHHAS IMPE3EHTALUOH-
HOM TEXHUKOH (MPOEKTOp, IKpaH, KOMITbIOTEp/HOYTOYK). KoMIbroTeps! 1Mo KOJIM4YecTBy 00y4a-
fomuxcs ¢ pa3pépuyroit OC MS Windows, Buptyanbroii Mmamunoit VMPlayer, VPN-kiueHT.

IpakTuyeckoe 3ansitue 3(4 4.). Ayaut u MoHuTopuHr cucrem SCADA(mipoBepka chopmu-
poBanHocTH kKommerennuit [1K-15)

Bomnpocsl 1u1s 00cyxIeHus:

1. Aynut 6e3omacHocTH B KpuTHuecku BaxkHbIx VC.

2. lleHTp ympaBiieHHs U OTIEPATUBHOTO pearupoBaHus Ha MHIMICHTHI 1b.
3. IlpaBwmia 6e3omacHocTr Ha 0OBekTax SCADA.

Cnucok nurepaTypsl:

[TpuBenén B . 6 nanuou PITJ]

Mamepuanvro-mexnuueckoe obecneyenue 3aHAMuYsA. AyIUTOPUS, OCHAILLICHHAS IPE3EHTAllMOH-
HOM TEXHUKO (IIPOEKTOP, FIKpaH, KOMIbIOTEP/HOYTOYK). KoMmbroTephl 0 KomMyecTBy o0y4a-
foruxcs ¢ paspépuyroit OC MS Windows, Buptyanbroii mamuuaoir VMPlayer, VPN-kiueHT,

ckaHep ysa3BuMocTeit (XSpider).
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Ipunoowcenue 1
AHHOTANIUA JUCHUITJINHBI

JuctumuinHa «be30macHoCTh KpUTHYECKH BaXKHBIX WH(OPMAIIMOHHBIX CUCTEM) PEaTH3yeTcs Ha
¢daxynpTere MH(pOpMAIMOHHBIX cHUCTEM U 0€30MMaCHOCTH IJIsi CTYACHTOB 4-ro Kypca, o0ydaro-
LIUXCs 10 NporpaMMe OakanaBpuara 1no HampasieHuto noarotosku 10.03.01 Mudopmanmonnas
6e3omacHOCTh (mpodumu noaroroBku — Ne 3 KomriekcHast 3anuTa 00beKTOB HH()OPMATH3AIIHHN )
Kaeapoil KOMIUIEKCHOM 3alIUThl HH(MOPMAIIHH.

Lenb MUCHMIUIMHBI: HAYYUTh CTYJICHTOB NpHEMaM paboThl ¢ MHOPACTPYKTYpPOH KPUTHYECKH
BAYKHBIX NTHPOPMAIIMOHHBIX CUCTEM.
3anaun: GOpMUPOBAHKE Y CTYJCHTOB MPEACTABICHUN 00 MHPPACTPYKTYPE KPUTUUECKU BAXKHBIX
MH(OPMALIMOHHBIX CUCTEM, Hay4YUTh CTYJEHTOB HMCIOJIb30BaTh MEXaHU3MbI 00ECIEUEHHUs I0pH-
JUYECKON 3HAYNMOCTH JOKYMEHTOB.

JlucuuiuinHa HarmpaBieHa Ha (GOPMHUPOBAHHE CIICIYIONNX KOMIICTCHITU:
e [IK-4 — nmomken o6aaaaTh CIOCOOHOCTHIO YY4acTBOBATh B pab0OTax IO peaau3aluy MOJIH-
TUKA HH()OPMAIIMOHHONW 0€30MacCHOCTH, MPUMEHSATh KOMIUIEKCHBIN TOJIX0] K o0ecrede-
HUIO TH(HOPMAITHOHHON O€301TaCHOCTH 0OBEKTA 3aIIUTHI
e [IK-15 — momken o6magaTh CIOCOOHOCTHIO OPTaHU30BBIBATH TEXHOJIOTHUECKHI MPOIECC
3aMUThl HHQOPMAIIMY OTPAaHUYEHHOTO JIOCTYIIAa B COOTBETCTBUU C HOPMATHBHBIMU TIpa-

BOBBIMM aKTaMU M HOPMATHBHbIMHU MeTomuyeckumu pgokymeHtamu @OCB Poccum,
OCTOK Poccun.

B pe3ynbraTe 0cBOEHUS AUCHUIIIMHBI O0yJarOMIUIICs T0JKEH:

3HaThb OCHOBHBIE MOJIOKEHUS TEOPUHM HHPOPMAIIMOHHOM OE30MACHOCTH M MPAKTHKHU 3alllUThI
nH(popMallUKd OT HECAHKIIMOHUPOBAHHOTO JIOCTYNa, HOPMATHUBHbIE MPAaBOBbIE TOKYMEHTHI B 00-
JIACTH 3alIUThl MH(OpMAaLUK, MaTeMaTHUYECKUe MOJeNu 0e30MacHOCTH U (opMalbHbIe MOJIEIU
JOCTyIa CUCTEM, MOJICNIA U METObI 3aIUThI ONEPAIIMOHHBIX CHUCTEM, OCHOBHBIE IIPOEKTHBIE pe-
LIEHHS], CPEICTBA U METO/IbI 3alIUThl HGOPMAIIMU OT HECAHKIIMOHUPOBAHHOTO JOCTYIIA.

YMeTh pemath TUIOBbBIE 337a4d ¢ TOMOIIBI0 METOJIOB 3alllUThl HHOPMAIIUU OT HECAHKIIMOH U-
POBAHHOIO JIOCTYMA, IPUMEHSATH CYIIECTBYIOIINE METO/IbI 3aIIUThl HH(GOPMAIIUU OT HECAHKIIH O-
HUPOBAHHOTO JIOCTYIa 0€3 CHUKEHUS UX CTOMKOCTH 3a CUET MPUHATHS HEMPaBUIbHBIX SKCILTya-
TalMOHHBIX PEIICHU; MPUMEHITh COBPEMEHHbIE METOAbl U METOJUKHU 3alIUTHl IPOrpamMM OT
MIPOrPAMMHBIX CPEACTB CKPHITOr0 MHGOPMAIIMOHHOTO BO3JAEHCTBHUS, MPUMEHSITH COBPEMEHHBIE
METO/bI U METOJMKH 3aIllUTHl TPOrpaMM OT HECAaHKIIMOHUPOBAHHOTO HCCIIEA0BaHUs, KOMUPOBa-
HUS, PacIpOCTPaHEHHs M MCIOJIb30BaHUS; YMETh MPUMEHSATh KOMIUIEKCHBIA MOAX0J K obOecrie-
YeHHUIO HHPOPMAITMOHHOM 0€30MacHOCTH 0OBEKTA 3aIIUTHI.

Brnaners MeToamu pa3paOOTKH U HCIIOTIB30BAHHS 3aIIUIIIEHHBIX IIPOIPAMMHBIX CPEICTB;
HaBBIKAMM HKCIUTyaTalluW 3aIIMIIEHHBIX MPOTPAMMHBIX CPEJCTB, MOJYYHUBIIUX IIUPOKOE IMpHU-
MEHEHHE B COBPEMEHHBIX aBTOMAaTU3UPOBAHHBIX CUCTEMAaX; HaBbIKAMHU 110 peau3aliy MOJIUTHK
MH(POPMALMOHHOM 0€30MacHOCTH.

Ilo aucuunauae NpeaAyCMOTpCHA NPOMECIKYTOUYHAA aTTCCTAIUA B (bopMe 3auéTa.
O6H_[a$[ pr,[[OéMKOCTB OCBOCHHA JUCIUIIIIMHBI COCTABJIACT 2 3a4€THEIC CAWNHUIIBI.
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Ipunoowcenue 2

JIUCT UBMEHEHUMHA
Ne | Tekct akryanusanuu win npuiaraemsiid K PIT/] noxymeHT, [Hara Ne mporo-
CoAEpKaIIUi U3MEHECHUS KoJa
1 | Obnosnen cocmas npoepammuozo obecnevenus (110), co- 29.06.2017e. 10
8pemenHbIX npogheccuonanvhvlx 6az oannwvix (B/]) u un-
Gopmayuonno-cnpasounvie cucmem (MCC)
2 | Obnosnena cmpykmypa oucyuniunsl (MoOys) 015t OYHOU 26.06.2018 2. 11
Gopmol 0byuenus (2018 2.)
3 | Obnosnenue pazoena 9. Memoouueckue mamepuanvl 26.06.2018 2. 11
(2018)
4 | ObHnosnen cocmas npoepammuoco obecneuenus (I10), co- | 26.06.2018 a. 11
8peMeHHbIX Npogeccuonanvubix 6az oannvix (b/]) u un-
dopmayuonno-cnpasounvie cucmem (MCC)
5 | ObHosnen cocmas npoepammnozo ovecneuenus (110), co- 29.08.2019 2 1
8peMeHHbIX npogeccuonanvuwvix 6az dannvix (b/]) u un-
¢opmayuonno-cnpasounvie cucmem (MCC)
6 | Obnosrena cmpykmypa oucyuniunsl (MOOYs) 015l OYHOU 23.06.2020 14
Gopmvl 006yuenus (2020 2.)
7 | ObHos1€Ha OCHOBHAS U OONOIHUMENbHAS TUMePamypa 23.06.2020 14
8 | Obnosnen pazoen n.4 ObpazosamenvbHvle MEeXHOIOUU 23.06.2020 14
9 | O6nosnen cocmas npoepammnozo obecneuenus (I10), co- 23.06.2020 14
8peMeHHbIX npogeccuonanvuwvix 6az oannvix (b/]) u un-
gopmayuonno-cnpasounvie cucmem (MCC)
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[Tpunoxxenue 1
K JINCTY U3MEHEHUI

1. Cocrtas nporpammuoro obecnevyenus (I10), coBpemeHHBIX Tpo(ecCHOHAIBHBIX 0a3 1aH-

HbIX (b/1) 1 undopmanuonno-cnpapounnie cucrem (MCC) (2017 r.)

Ilepeyens 11O
Tabnuya 1
Neri/mm Haumenosanue 110 [IpousBoautens Crnioco0 pacripocTpaHeHus
(ruyensuonnoe uru c60600-
HO PAcCnpoCcmpaHsiemoe)
1 MicrosoftOffice 2013 Microsoft JIMIICH3UOHHOE
2 Windows XP Microsoft JIMIIEH3HOHHOE
3 KasperskyEndpointSecurity Kaspersky JIMIIEH3HOHHOE
4 OC «AnbT O6pazoBanue» 8 00O «bazanpt JUTIEH3UOHHOE
CIIO
epeyens B/l u UCC
Tabnuya 2
Neri/mt HaunmenoBanue

Mexnaynapoansie pedepaTuBHbIe HaykoMeTpuueckue b/l, noctymnHpie B paMkax

HalMoHaJILHOUM noanucku B 2017 1.
Web of Science
Scopus

[Tpodeccrnonanpabie MOTHOTEKCTOBBIE B/I, TOCTYMHBIE B paMKax HAIIMOHATIBHON

noamucky B 2017 r.
Kypuaner Oxford University Press

KommbroTepHbie cripaBoYHbIE IPABOBBIE CUCTEMBI
Koncynperant Ilroc,
lapanTt

Cocrasutens: K.1.H, mouenr, A.C. MoasikoB
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[Tpunoxenue 2
K JINCTY U3MEHEHUI

2.00HOB/IeHHE CTPYKTYPHI TUCHUILITMHBI (MOIYJIs1) 1JIs1 04HOM GopMBI 00yUeHUst

(2018r.)

CTpyKkTypa AMCHMILVINHBI (MOAYJIs1) AJIsl 04HOM (pOPMBI 00yUeHH s

OO0mas Tpy10EMKOCTh AUCIUIUIMHBI COCTABIISIET 2 3.€., 72 4., B TOM YHCJIe KOHTaKTHas pabora o0y4aro-
IIMXCH C IpenoaaBareneM 28 4., caMocTosATeNbHas padora o0yyatrommxcs 44 .

Bunel yue6HOM paboThI

(B yacax) ®OopMBbI TEKYLLETO
KOHTaKTHAasI KOHTPOJIS yCIIeBa-
,
Ne Pasnen nucuuIm- o 2 R % SMOCTH,
n/m HBI/TEMBbI ) g ; 5 = & (bopMaquOMemy_
o o |2 S 2 3 S g | TOYHOI arTecTa-
51| E z |E g 8% g E 8 8 | umwm (no cemecm-
el = S |5 f &Rk |8¢° Z = am)
| 5 |2 |E5¢€Z|les | &% p
o2 | IEgE8EE |©F
1 Komnonenmot ungppa- | 7 | 2 10 Ompoc
CMPYKmMypbl Kpumue-
CKU 8AXNCHBIX UHGDOD-
MAYUOHHBIX cUCmem

2 Hopmamueno- 7 |2 10 Ompoc.
Memoouueckas b6aza
UCNONIL308AHUS DTIEK-
MPOHHOU NOONUCU OJIsl
npudanus wpuouye-
CKOU 3HAUUMOCMU
9/1eKMPOHHBIX OOK)-
MEHMOo8

3 Cmpykmypa cospe- 7 |4 2 10 OneHKa BBINOJIHE-
MEHHBIX KpUMu4ecKku HUS TPAKTUYECKUX
BAJHCHBIX UHDOpMayU- 3a/laHui
OHHBIX cucmem

4 Ocobennocmu nooxo- | 71 4 4 6 O11eHKa BBITIOIHE-
008 U Memooos 8 00- HUS MPAKTHYECKUX
Jlacmu 3auumaol Kpu- 3a/laHui
MUYecKU 8ANCHBIX
UHGDOPMAYUOHHBIX CU-
cmem

5 Hcnonvzosanue 7 |4 6 8 OneHKa BBINOJIHE-
cpedcma 3auumul HUS TPAKTUYECKUX
ungopmayuu 3aJlaHui
3auém 3auém no bunemam
UTOTO: 16 12 44

3. O0HoB/1eHue pa3aena 9. MeToanyecKue MaTepuabl
B paznen 9 BHecTu cienyronye U3MEHEHUs!.
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3aMEHHTH MMPOU3BOAHBIC CJIOBA OT CJIOBA ((H&GOp&TOpHBIfI» Ha COOTBCTCTBYIOIIUC ITPOU3BOJHBLIC

CJIOBaA OT CJIOBa «Hp&KTH‘-ICCKPIfI».

4. CocraB nporpammuoro odecnedyenus (I10), coBpemennbix npodeccuoHaIbHBIX 0a3
nanubix (b/1) u nundopmanuonno-cnpasounbie cucrem (MCC) (2018 r.)

Ilepeyens 11O
Tabnuya 1

Nent Haumenosanue 110 [IpousBoautens | Crnocod pacnpocTpaHeHUs
/i (ruyenszuonnoe unu c60600-

HO PACNPOCMPAHSIEMOE)
1 Adobe Master Collection CS4 Adobe JTUICH3NOHHOE
2 Microsoft Office 2010 Microsoft JTUICH3NOHHOE
3 Windows 7 Pro Microsoft JIUIIEH3HOHHOE
4 AutoCAD 2010 Student Autodesk CBOOOIHO pacmpocTpaHse-

MO€
5 Archicad 21 Rus Student Graphisoft CBOOOIHO pacipocTpaHse-
MO€
6 SPSS Statisctics 22 IBM JIMLIEH3UOHHOE
7 Microsoft Share Point 2010 Microsoft JTUIEH3NOHHOE
8 SPSS Statisctics 25 IBM JIMLIEH3UOHHOE
9 Microsoft Office 2013 Microsoft JTUIEH3NOHHOE
10 OC «AnbT O6pazoBanue» 8 000 «ba3zaneT | IUIEH3UOHHOE
CIIO
11 | Microsoft Office 2013 Microsoft JTUIEH3NOHHOE
12 | Windows 10 Pro Microsoft JTUIEH3NOHHOE
13 | Kaspersky Endpoint Security Kaspersky JIMIIEH3HOHHOE
IMepeuens Bl u UCC
Tabnuya 2

Ner/mm HaumenoBanue

MexayHnapoansie pedepaTuBHbIe HaykoMeTpuueckue b/, mocTymHbie B paMKkax
HalMoHaJILHOM noanucku B 2018 r.

Web of Science

Scopus

HpO(beCCI/IOHaJ'ILHbIe IIOJTHOTCKCTOBBIC BI[, JAOCTYIIHBIC B paMKax HaLIHOHaJIBHOﬁ
noamucky B 2018 r.

XKypuansr Cambridge University Press

ProQuest Dissertation & Theses Global

SAGE Journals

XKypuaner Taylor and Francis

DJIeKTpOHHBIC U3AaHHsI U3/aTeILCTBA Springer

[IpodeccronanbHbie MOTHOTEKCTOBBIE B/]
JSTOR
W3 nanus no o01ecTBEHHBIM U TYMAaHUTAPHBIM HAyKaM

KoMnbroTepHbIe ClIpaBOYHbBIE TIPABOBBIE CUCTEMBI
Koncynsranrt [lroc,
l'apanT

CocraBurens: K.1.H, gouear, A.C. MomsakoB
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[Tpunoxenne 3
K JINCTY U3MEHEHUI

5.CocraB nporpammuoro ooecnedernus (I10), coBpeMeHHBIX MPO(ecCHOHAIBLHBIX 0a3
nanubIxX (B/1) u nndopmanuonno-cnpasounbie cucrem (MCC) (2019 r.)

Ilepeyens 110
Nert Haumenosanue [10 [IpousBoaurens Crnioco6 pacripoctpane-
/i HUS (TUYEH3UOHHOE UU
Cc680000HO pacnpocmpa-
Hslemoe)
1 Adobe Master Collection CS4 Adobe JIMIICH3UOHHOE
2 Microsoft Office 2010 Microsoft JIMIICH3UOHHOE
3 Windows 7 Pro Microsoft JMIIEH3HOHHOE
4 AutoCAD 2010 Student Autodesk CBOOOJIHO pacrpocTpa-
HSIEMOE
5 Archicad 21 Rus Student Graphisoft cBOOOJIHO pacIpocTpa-
HEMOE
6 SPSS Statisctics 22 IBM JTUIEH3NOHHOE
7 Microsoft Share Point 2010 Microsoft JIMIEH3UOHHOE
8 SPSS Statisctics 25 IBM JTUIEH3NOHHOE
9 Microsoft Office 2013 Microsoft JIMIEH3UOHHOE
10 | OC «AnwsT OGpazoBanue» 8 00O «bazanpt CIIO | quneH3noHHOe
11 | Microsoft Office 2013 Microsoft JIMIIEH3UOHHOE
12 | Windows 10 Pro Microsoft JIMIICH3UOHHOE
13 | Kaspersky Endpoint Security Kaspersky JIMIIEH3HOHHOE
14 | Microsoft Office 2016 Microsoft JIMIICH3UOHHOE
15 | Visual Studio 2019 Microsoft JIMIIEH3UOHHOE
16 | Adobe Creative Cloud Adobe JIMIEH3UOHHOE
Hepeyens BJI u UCC
Non HanmenoBanue
/n
1 | Mexnaynaponanslie pedepatuBHble HaykomeTpudeckue bJl, moctynHble B paMKax Halu-
OoHanbHOM noanucku B 2019 r.
Web of Science
Scopus
2 | [Ipodeccuonanbubie noaHoTekcToBBIe B/I, MoCTymHbIe B paMKaxX HAIMOHATBHOM 110 1~
nucku B 2019 1.
XKypuansr Cambridge University Press
ProQuest Dissertation & Theses Global
SAGE Journals
XKypuaner Taylor and Francis
3 | IIpodeccuonanbHble nosHOTEKCTOBBIE B/]
JSTOR
W3nanus no o01ecTBEHHBIM U TYMaHUTAPHBIM HAayKaM
OnekrponHas oubimoreka Grebennikon.ru
4 | KoMIbIOTEpHBIE CIPABOYHBIE PABOBBIE CUCTEMBI
Koncynprant [nroc,
l'apanTt

CocraBurens: K.1.H, gouear, A.C. MomsakoB
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[Tpunoxxenue 4
K JINCTY U3MEHEHUI

6. O0HOBJIeHHE CTPYKTYPHI AUCHHUIIMHBI (MOIYJIs) 1J1s1 04HOM opmbl 00yuenust (2020 r.)

CTpyKTypa THCHHILINHBI (MOYJIs1) 1 04HOM (opMBbI 00yUeHust
OO6mast TpyI0€MKOCTh JUCIUIUIMHBI COCTABIsAET 2 3. €., 76 4., B TOM YMCIIEé KOHTaKTHas

paboTta oOydJarommMxcs ¢ mpemnoaaBareieM 28 4., caMoCcToATeIbHasT paboTa oOydaromuxcs 48 .

Bunel yue6HOM paboThI
(B yacax) ®dopMbI TEKY-
KOHTAKTHAasI [IeTO KOHTPOJIS
|
Neo Paszen quciurim- o 2 DR % YCILEBAEMOCTH,
/i HBI/TEMBbI 5 g ; 5 & Qopua rpoMe-
o o |2 S 2 3 S & | XYyTouHOii arTe-
51| E z |E g 8% g E 8 & | cramuu (no ce-
% % % é% L{Sﬁ E s s z 5 Mmecmpam)
o2 |[SIEgE8EE |PF
1 | Kommonentsl uHppa- |7 |2 10 Ompoc
CTPYKTYPBI KpUTHYC-
CKH Ba)XHBIX HHPOP-
MallMOHHBIX CUCTEM
2 HopmatusHo- 7 |2 10 Ompoc.
MeTonuyeckas 0asa
WCIOJIb30BAHUS AJIEK-
TPOHHOM MOJNUCH TS
MIpUIaHus IopUanYe-
CKOM 3HAYMMOCTH
ANIEKTPOHHBIX JIOKY-
MEHTOB
3 Crpykrypa coBpemen- | 7 | 4 4 14 Ompoc.
HBIX KPUTHYECKU
BaYKHBIX HH(OpMAIH-
OHHBIX CUCTEM
4 Oco0OeHHOCTH TIOAX0- | 7 4 4 4 Ompoc.
JIOB U METOJIOB B 00-
JIACTH 3aIIUTHI KPUTHU-
YEeCKH BAKHBIX UH-
(hOpMaILMOHHBIX CH-
CTeM
5 Hcnonb3oBanue 7 |4 4 10 Omnpoc.
CPEICTB 3aIUThl MH-
¢dbopmanmu
saudT 7 3auéT no Oue-
Tam
WUTOTO: 16 12 48
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7. O0HOBJICHHE OCHOBHOM M JONMOJTHHUTEILHOM JuTepatypsl (2020 r.)

B paznen 6. YueOHO-MeTOAM4YEeCKOe M HH(POPMALIMOHHOE OOecnevyeHue JUCHUTIMHBI
BHOCSITCS CJIEYIOLIUE U3MEHEHUS:

HononuuTs paznen OCHOBHAs TUTepaTypa

Opranu3anroHHOE W TPaBOBOE oOecriedeHrne MH(YOPMAIMOHHONW 0E30MacHOCTH : yued-
HUK ¥ mnpaktukym s By3oB/ T. A.IlomskoBa, A. A. Crpensios, C.I. UyOykoBa,
B. A. Huecos ; nox penakuueit T. A. [lonsxoBoid, A. A. CrpenbuoBa. — Mocksa : U3narens-
ctBo IOpaiit, 2020. — 325 c. — (Bricmiee oOpaszoBanue). — ISBN 978-5-534-03600-8. —
Tekcr : anextponnsiii / DBC FOpaiit [caiit]. — URL.: https://urait.ru/bcode/450371

lernos, A. }O. 3amura nHpOpMauu: OCHOBBI TEOPUH : YUEOHUK Il OakajlaBpuara u
maructpatypsl / A. 1O. [lernos, K. A. lllernoB. — Mocksa : M3garensctBo FOpaiit, 2020. —
309 c. — (bakamaBp u maructp. Akagemuuaeckuii kypc). — ISBN 978-5-534-04732-5. — Texcr
: anexktponnsiii // DBC FOpaiit [caiit]. — URL: https://urait.ru/bcode/449285

Jlononuutk pazzaen JlonoJHuTeNIbHAS JIUTEPaTypa
Kmumenxko, U. C. Undopmanmonnas 6e30macHOCTh U 3amuTa HHPOPMAIHH: MOJIETH U METOIbI
ynpasnenus : MoHorpadus / U.C. Knumenko. — Mocka: UTHOPA-M, 2020. — 180 c. —
(Hayunas mbicip). — DOI 10.12737/monography_5d412ff13c0b88.75804464. - ISBN 978-5-
16-015149-6. - Tekct: anekrponnsiid. - URL: https://znanium.com/catalog/product/1018665
Jubpos, M. B. Certu u tenekoMmmyHukanuu. Mapmpyruzanus B [P-cetsix B 2 u. Hacts 1 : yue6-
HUK U MpakTukyMm Juis By30B/ M. B. Jlu6poB. — Mocksa : UznarensctBo IOpaiit, 2020. —
333 c. — (Bwicmiee obpazoBanue). — ISBN 978-5-9916-9956-3. — TekcT : 37eKTpOHHBINA //
OBC IOpaiir [caiit]. — URL.: https://urait.ru/bcode/452430
Ju6pos, M. B. Cetu u tenekommyHukanuu. Mapmpyruzanus B [P-cetsix B 2 1. YacTs 2 : yueo-
HUK W TpakTUKyM s By30B/ M. B. lubpoB. — Mocksa : U3marensctBo FOpaiit, 2020. —
351 c. — (Bwicmiee obpazoBanue). — ISBN 978-5-9916-9958-7. — TexkcT : sneKTpoHHBINA //
OBC IOpaiir [caiit]. — URL.: https://urait.ru/bcode/453063

8. B amement pabGoueii mporpammvbl nm.4 OOpa3oBaTejibHble TEXHOJOTHHM BHOCSTCS
CJIEyIOIIe U3MEHEHHUS:

B nmepuoa BpeMeHHOTro MPHOCTAHOBIEHUS MOCEUICHHS OOy4YalOUIMMUCS MOMELIEHUN U
tepputopun PITY. misa opranuzamuu ydeOHOro mpolecca C MPUMEHEHHEM HJIEKTPOHHOTO
oOyueHusT W JUCTAHLUHUOHHBIX OOpPa30BATEIbHBIX TEXHOJOTUH MOTYT OBbITH HCIOJIB30BAHbBI
cienyomne oopa3oBaTelbHbIE TEXHOJIOTHH:

— BUJICO-JICKIIUH;

— OHJIAITH-NIEKLIUU B PEKUME PEeaTbHOTO BPEMEHU;

— DIIGKTPOHHBIC YUEOHUKH, y4eOHbIE TOCOOUS, HAYYHbIC U3/IaHUS B DJIEKTPOHHOM BHJIE U
JOCTYII K MHBIM 3JIEKTPOHHBIM 00pa30BaTeIbHBIM pecypcam;

— CHCTEMBI 17151 AJIEKTPOHHOTO TECTUPOBAHUS;

— KOHCYJIBTALIMM C UCTHOJb30BAHUEM TEJIIEKOMMYHUKAIITMOHHBIX CPEJICTB.

9. B onemeHT paOoueil mporpammel 7. MaTepuajabHO-TeXHHYeCKoe oOecreyeHHe
AUCHHUILINHBI/MOLYJI BHOCSTCS CIENYIOIINE U3MEHEHUS:

Ilepeyens B/l u UCC
Neri/m HanmenoBanue
1 Mexnynapoaneie pedepaTuBHbie HaykomeTpudeckue bJl, moctymHble B pamkax
HanuoHanbHOH moanucku B 2020 r.
Web of Science
Scopus

2 [Tpodeccuonanpuble mosnHoTeKcTOBbIe BJl, NOCTynmHBIE B pamMKax HalMOHAJIHHOM



https://urait.ru/bcode/450371
https://znanium.com/catalog/product/1018665
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noanucku B 2020 1.

SAGE Journals

XKypuaner Taylor and Francis

Kypuansr Cambridge University Press
ProQuest Dissertation & Theses Global

Koncynsrant Inroc,
I'apant

3 [IpodeccronanbHbIe MOTHOTEKCTOBBIC B/
JSTOR
W3nanus mo oOmiecTBEHHBIM U TYMaHUTAPHBIM HayKaM
OnexrponHas oubnroreka Grebennikon.ru

4 KomnerotrepHele cripaBOYHbIE IPABOBBIE CUCTEMBI

B osnementr paboueil mporpammsl

7. MarepuajnbHo-TeXHHYeCKOe olecnevyeHue
AUCHMILIMHBI/MOIYJIAA BHOCATCS CIEAYIONINE U3MEHEHUS:
Cocrtas nporpammuoro ooecnedenus (I10)

Nert Haumenosanue [10 [TpousBoauTenn Crioco6 pacripoctpane-
/n HUS (TUyeH3UOHHOe UIU
€c80000HO pacnpocmpa-
Hslemoe)
1 Adobe Master Collection CS4 Adobe JTUICH3NOHHOE
2 Microsoft Office 2010 Microsoft JTUIECH3NOHHOE
3 Windows 7 Pro Microsoft JTUIECH3NOHHOE
4 AutoCAD 2010 Student Autodesk CBOOOJIHO pacIpocTpa-
HIEMOE
5 Archicad 21 Rus Student Graphisoft CBOOOJIHO pacIpocTpa-
HIEMOE
6 SPSS Statisctics 22 IBM JIULEH3UOHHOE
7 Microsoft Share Point 2010 Microsoft JTUIECH3UOHHOE
8 SPSS Statisctics 25 IBM JIULEH3UOHHOE
9 Microsoft Office 2013 Microsoft JTUIECH3UOHHOE
10 | OC «AnwsT OGpazoBanue» 8 000 «bazanpt CIIO | nurieH3noHHOE
11 | Microsoft Office 2013 Microsoft JTUIECH3UOHHOE
12 | Windows 10 Pro Microsoft JINIEH3UOHHOE
13 | Kaspersky Endpoint Security Kaspersky JIMIIEH3HOHHOE
14 Microsoft Office 2016 Microsoft JINIEH3UOHHOE
15 | Visual Studio 2019 Microsoft JINIEH3UOHHOE
16 | Adobe Creative Cloud Adobe JINIEH3UOHHOE
17 Zoom Zoom JIMLIEH3UOHHOE
CocTraBuTEIb:

K.1.H, nouent, A.C. MoisikoB




