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1. HosicHuTEIBHASA 3ANINCKA

1.1. llenp u 3a7a4n TUCIUATLIMHBI

Hens aucuumummabl — GopMupoBaHKe 0a30BBIX 3HAHHMK B 00JacTH oOecneueHus nHpop-
MaI[MOHHON 0€30MacCHOCTH aBTOMATH3WPOBAHHBIX CHCTEM; HABBHIKOB OpraHU3aluu PalOoTHI MO
MPUMEHEHUIO0 BUPTYaAIbHBIX YaCTHBIX CETel, ONTHMAJLHOTO BHIOOpPAa M MHTETPAIlUU CETEBBIX
MIPOTOKOJIOB BUPTYyaJIbHBIX yacTHBIX cerel (BUC).

3agaun JUCHUTUIMHBL:

— pPaccMOTpEHHe CyliecTBa MpoOJieMbl Oe30macHol mepenayn HHGopMauu B HHPOPMAIHOH-
HBIX CHCTEMaX, OCHOBHBIX CIIOCOOOB oOecrieueHus] KOH(QHUICHIIMAIFHOCTH M IENOCTHOCTH
uHpOpManuu npu e€ mnepenade, OCHOBHBIX IPOTOKOJIOB, MPHUMEHSEMBIX JUISi OPraHU3aluu
sanmniéHHbIX BUC, kputepreB BpIOOpa ONTHMATBHBIX CXEMHBIX PEIICHHH JJISI OpraHu3aIuu
sanmniéHHbIX BUC Ha KaHaJIbHOM, CETEBOM M IIPUKJIAJHOM YPOBHSIX.

1.2. ®opmupyeMble KOMIIETEHIIMH, COOTHECEHHBIE C IUIAHUPYEMBIMH pe3yJibTaTaMH O0y4eHHS
10 TACLUILINHE:

Koambt Coaepxanne komnereHuuii | IlepeyeHb mIaHupyemMbIX pe3yJbTaToOB 00y4Ye-
KOMIIeTeH- HHUS N0 AUCUHUIINHE
UM

[IK-13 | cmocoOHOCTh MPUHUMATH y4a- | 3HaTh. OCHOBHBIE BHUIBI yrpo3 0€30MacHOCTH HH-
crue B GOpMUpPOBaHMH, Opra- |opmanuu npu e€ mepenaye Mo KOMIBIOTEPHBIM
HU30BBIBATh U MOAJICPKUBATE | CETAM; CIIOCOOBI TTOCTPOSHUSI BUPTYaIbHBIX KaHa-
BBINOJIHEHUE KOMILJIEKCa Mep | JIOB; MPOTOKOJIbI opranu3anuu BUC.

o odecrnevyeHuio HHGopMa- | YMEThb. NMPOBOJUTH aHAIU3 NPoOJieM Oe30macHo-
[IMOHHOM 0€30MacHOCTH, CTU Tmepenayv MHPOpPMALUU ¢ TOYKU 3PEHHS] KOH-
VIIPaBJIATH MPOIIECCOM HX pea- | QUACHINAIBHOCTH W IIEJIOCTHOCTH, MPOBOJUTH
JIA3aUN aHaJM3 U BBIOOp ceTeBbIX MpoTokoiaoB BUC.

Branets: nmpuémamm HAaCTpPOMKM M NPUMEHEHUS
COBPEMEHHBIX ceTeBbIX MpoTok0y0B BUC.

1.3. MecTo U CIUIUTMHBI B CTPYKTYpe 00pa3oBaTeIbHON MPOrpaMMBbI

JucnummnHa «OpraHu3aiiis BUPTYAIbHBIX YaCTHBIX CETeH» OTHOCUTCS K JUCIUTUIMHAM
10 BEIOOPY BapHaTHBHOW YacTH OJIOKA JUCIUIUIMH y4eOHOrO IJIaHa.

Jlyist ocBOEHUST AUCIUIUIMHBI HEOOXOIUMBI 3HAHUS, YMEHUS M BIIAJCHHS, CPOPMHPOBaH-
HBbIC B XOJ€ M3y4YEHHS CICAYIOIUX MUCHUIUINH: «CeTH M CHCTEMBI Nepeaadyn MHPOPMAIUNY,
«TexHnyeckas 3amuTa uHGopManumn», « PDU3HUEcKrue OCHOBBI 3AIUTHI HH(OPMAITUNY .

B pe3ysnbTate OCBOCHHS JUCIUIUIMHBI (GOPMUPYIOTCS 3HAHHWSA, YMECHUS M BJaJCHUS, He-
00XOAMMBIE JIJIsl U3YYCHHS CIICIYIONIMX TUCIMIUIAH: JUCIUILIMHA SBJISETCS OAHOW M3 3aBepiia-
IOIIUX O0yUYEHHE.

2. CTpyKTYypa QM CUUIJIHHBI
CTpyKTypa IMCUUILIHHBI JJI 04HOH (GOopMBI 00y4eHH
OO0mas Tpya0EMKOCTh AUCITUILIIMHEI COCTaBJsieT 2 3.e., /2 4., B TOM YMCJIc KOHTaKTHas pabora

oOyyaromuxcs ¢ mpenojasareneM 28 ., MpoMeXXyTodHas aTTecTauus - 4.,
caMmocTosTeNbHas paboTa o0yJaronuxcs _44 d.

Bunel yue6Ho# paboTh @OpMBI TEKYILETO
Ne Paznen qucnumum-
n I[HH?TeNIIIH . (B wacax) KOHTpOJIsl yCIieBa-
3 KOHTaKTHast ‘ O« €MOCTH,
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Jlexmuu

CemuHap

[IpakTuueckue
BaHATHS
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BaHSTHUS
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Hasl aTTeCTalus

(dhopma npomexy-
TOYHOU aTTECTa-
11U (no cemecm-

pam)

OcHognbie y2po3bvi
uHGoOpMayUOHHOT
bezonacHocmu

N

Onpoc

Onpeoenenue, yeau u
3a0a4u 8UPMYAIbHLIX
yacmuvix cemeil

Ompoc

3awuma eupmyanw-
HbIX KAHANI08 HA Ka-
HAIbHOM U CeAHCOBOM
yposHusx moodeau OSI

Ormpoc.

3awuma eupmyanw-
HbIX KAHAN06 Ha ceme-
80M Yypo8He Mooenu

OslI

10

Omnpoc.

Hngppacmpyxmypa
3auumsl Ha NPUKIAO-

HOM ypO8He MoOenu
OSI

Omnpoc.

Cpeocmea 3awumol
ungopmayuu, 0onou-
HAIOWUe BUPMYAlb-
Hble Yacmuble cemu

Omnpoc.

Ilpoepammno-
annapammoie KOM-
naexcol 0Jisl CO30AHUS
BUPMYATLHBIX 4aACT-
HbIX cemell

Ompoc.

Opeanusayus supmy-
ANIbHBIX YACMHBIX Ce-

mell ¢ UCNONb30BAHU-
em OpenVPN

12

OHCHKa BBITIOJIHEC-
HUS ITPAKTUYICCKO-
I'0 3aaHud

3ayém

3auém no bunemam

HUTOIO:

16

12

44




3. Coaepixanue AUCHUINIMHBI

Tema 1. OcHoBHBIE YTPO3bl HHPOPMALMOHHOM 0€301ACHOCTH

Anamm3 yrpo3 cereBoi 6e3onacHoctu. [Ipodnembr 6e3onacuoctu IP-ceteli. Yrpo3sl u ys3BuMo-
CTU KOPIOPATUBHBIX IIPOBOAHBIX CeTel. YTPO3bl U YA3BUMOCTH OecpoBOIHbIX ceTeil. CrocoObl
obecrnieueHus: HHOOPMAITMOHHOW O€3011aCHOCTH.

Tema 2 OnpeaeJienne, Heau 1 331244 BUPTYAJIbHbIX YACTHBIX ceTel

OcHOBHBIE MOHATUS M GYHKIMM BUPTyalbHbIX YacTHBIX ceredl (VPN). .Bapuantel noctpoeHus
BHUPTYaJIbHBIX 3aIUMIIEHHBIX KaHanoB. CpenctBa obecrneuenus 6e3omacaoctd VPN. kiaccudu-
karust ceredr VPN. OcHoBHbIe BapuanThl apxuTekTypbl VPN. JlocToMHCTBa MCHOJIB30BaHUs
texHoaorun VPN.

Tema 3. 3amuTa BUPTYaTIbHBIX KAHAJIOB HA KAHAJILHOM M CEAHCOBOM YPOBHSIX MO/IeJIH

(ON]|

Kanansnsiit yposenb mozgenu OSI. IIporokon PPTP. ITporokon L2F. ITporokon L2TP. Ilporo-
kost SSL/TLS. IIporokon SOCKS.

Tema 4. 3amuTa BUPTYaJIbHBIX KAHAJIOB HA ceTeBOM ypoBHe Moaeau OSI

CereBoii ypoBenb monenu OSI. Apxutektypa cpencts 6e3onacHoct [PSec. 3ammra nepenaBa-
€MbIX JaHHBIX ¢ oMoubl0 MpoTokoaoB AH u ESP. IIporokon ympaBiieHHs] KpUNTOKIIIOYAMMU.
Ocobennoctu peanmzaruu cpencts [PSec.

Tema 5. UndpacTpykTypa 3alIMThl HA NPUKJIATHOM ypoBHe Moaeau OSI

VYnpasnenue naeHtupukanuein 1 goctynoM. OcoOEHHOCTH yNpaBieHUs JOCTYNOM. (QyHKIHO-
HUPOBAHUE CUCTEMBI YIIPaBJIeHU A0CcTynoM. Opranu3anys 3alMIIEHHOIO yAAIEHHOTO JOCTYIIA.
[IpoTokomnsl ayTeHTU(DUKALMK YAAIEHHBIX NOJb30BaTenel. LleHTpan3oBaHHbIH KOHTPOJIb ya-
néHHOro foctymna. Ynpasinenue nocrynom no cxeme SSO. [Iporokon Kerberos. UndpacTpykTy-
pa ympaBineHus OTKpbIThIMH Kitouamu PKI. IlpuHnuns! (yHKIMOHMpPOBaHUS, JOTrMYecKas
CTpYKTypa 1 KoMioHeHTsl PKI.

Tema 6. Cpeacrsa 3a1uuThl MHGOPMAIUH, TOTIOJIHSIONIAE BUPTYAJbHbI € YACTHBIE CETH
MesxcereBoe skpaHupoBaHue. CuCTeMbl aHTUBUPYCHOM 3a1muThl. CHCTEMBbl OOHAPYKEHUS BTOP-
xxeHui. KomruiekcHas 3amuTa nHopmaiuu.

Tema 7. IIporpaMMHO-annapaTHbie KOMILIEKCHI 1JIs1 CO3AaHUS BUPTYAJbHBIX YACTHBIX Ce-
Tel

IToctpoenue cereii VPN Ha 0aze mapmpytuzatopoB. Co3naHue 3alMIIEHHBIX TYHHENEH C IMo-
MOUIBIO MEKCETEBBIX 3KpaHOB. I[loctpoenue cereit VPN ¢ momMomipro cCrenuaain3upOBaHHOTO
[10. TyHHenupoBaHUE Ha OCHOBE CHELHAIBHBIX anmapaTHbIX cpeactB. VPN-pemeHus komma-
Hun «Mugoreke». VPN-pemenus B cemeiictBe nponyktoB «Net-PRO» xomnanmm «Curnan-
KOM».

4. O6pa3oBarebHbIe TEXHOJIOTHH

Ne . |OOpa3oBaTejbHbIE TEXHOJIO-
HaumenoBanue paszgena |Buabl yueOHbIX 3aHATHI
n/n MU
1 |2 3 4
1. |Ocnosuvie yepo3svl un- Jlexyus 1. Tpaouyuonrnas c ucnonrb308anu-
gopmayuonnotl 6ezonac- eM npezeHmayuil
HoCmu
Camocmosmenvnas paboma | 3zyuenue mamepuanog nekyuii
2 |Onpeoenenue, yenu u 3a- |Jlexyus 2. Tpaouyuonmnas ¢ ucnorb306aHu-
0auu BUPMYATbHLIX YACH- em npeszenmayuil
HbIX cemell

Camocmosmenvras paboma | H3yuenue mamepuanos jekyuil




3 |Bawuma supmyanvhvix
KaHAn08 Ha KAHATbHOM U
CeaHco80M YPOBHIX MOOe-
au OSI

Jlexyus 3

Camocmosmenvras pa6oma

Tpaouyuonnas c ucno1b306anu-
em npezeHmayu

H3yuenue mamepuanog nekyuii

3awuma eupmyanvHvix
KAHAI08 HA CemeBoM
yposne mooenu OSI

Jlexyus 4.

Camocmosmenvras paboma

Tpaouyuonnas ¢ ucnorb3o8anu-
eM npezeHmayuil

Buinonnenue 3aoanus

H3yuenue mamepuanog nekyuii

S5 |HUugpacmpyxmypa 3a-
Wumul Ha NPUKIAOHOM
yposre moodenu OSI

Jlexyus 5.1
Jlexyus 5.2

CamocmosmenvHas paboma

Tpaouyuonnas ¢ ucnorv306anu-
em npezeHmayui

Hzyuenue mamepuanos iexyui

6 |Cpeocmea 3awumol uh-
gopmayuu, dononHsawue
BUPMYabHBIE YACMHbLE
cemu

Jlexyus 6

CamocmosmenvHas paboma

Tpaouyuonnas c ucnorv3o06anu-
em npezeHmayuu

H3zyuenue mamepuanog nexyuti

7 |lIpoepammuo-
annapamHwie KOMNJIEKCbl
0J151 CO30aHUsL GUPMYAJlb-
HbIX 4aCMHBIX cemell

Jlexyus 6

Camocmosimenvras paboma

Tpaouyuonnas c ucnorv3o6anu-
eM npezeHmayuil

H3zyuenue mamepuanog nekyuti

8 |Opeanuzayus eupmyans-
HbIX YACHBIX cemell ¢
UCNONb30BAHUEM

OpenVPN

Hpakmuqecme 3ansamue

Buinoinenue 3aoanus

5. OneHKka JIAHMPYEMBbIX Pe3yJbTATOB 00y4eHHs

5.1. Cucrema orieHUBaHUA

dopma KOHTPOJIsI Makc. Ko/1H4ecTBO 0a/1710B
3a oany pa- |Bcero
ooty
Texymii KOHTPOJIb:
—onpoc (memot 1-8) 5 6anna 40 6annos
— npakmuueckoe 3a0anue 20 bannos 20 b6annos
IIpoMekyTouHas aTrecTanus 40 6annos
3a4ém
HToro 3a nucuunanny 100 6annos
3auéem

[lepeyeHb KOMITETEHIIMI C YKa3aHMEM ITAIOB UX (OPMHUPOBAHUS B POLIECCE OCBOCHUS AUCIIU-
IUIMHBI NIPEJICTABIISIETCS B BUAE TAOJIUIIbL:

Ne Kontpomupyemeie paszaenst | Kox koHTponupye- HanMeHoBaHM€e O1IEHOYHOTO
/o (TemMbI) T CIUILITHHBI MO KOMIIETEHITHH CpeacTBa

1. Temal-8 I1K-13 YCTHBIN ONpOC Ha 3aHATHAIX
2. [IpakTuueckoe 3ansaTue I1K-13 [1naH npakTHYECKOro 3aHsATHS
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[Tonmy4yeHHBIN COBOKYIHBIN PE3yNIbTaT KOHBEPTUPYETCS B TPAAUIIMOHHYIO IIKAy OIICHOK U B
mKanay oneHok EBporeiickoil cuctembl nepenoca u Hakorsienus kpenutos (European Credit
Transfer System; nanee — ECTS) B cooTBETCTBHHU C TaOJIUIICH:

100-6amipHas mKa- TpazuumosHas mKana IlIxama
j1a ECTS
95-100 A

83 _ 94 OTJINYHO B

68 — 82 XOpOIIIO 3a4TEHO C

56 - 67 D

50 _55 YZOBJIETBOPUTEIIEHO E

20 - 49 FX

O _ 19 HCy,[LOBJICTBOpI/ITCJIBHO HEC 3a4YTCHO F

5.2. KpuTtepuu BBICTaBJICHUS OLIEHKH IO TV CITUTUTHHE

Banawbl/ OueHka no auc- Kpurtepun oneHKH pe3yJibTATOB 00y4eHUsI O TUCIH-
MIkana HUIJIHHE MJIMHe
ECTS
100-83/ COTIMYHO»/ BricTaBnsiercs oOyuaromemMycs, eCiii OH TJTyOOKO U Ipod-
AB «3a4TEHO (OTJIMY- | HO YCBOWJI TEOPETUUCCKUN U MTPAKTUIECKUIM MaTepHra,
HO)»/ MOXET ITPOEMOHCTPHUPOBATH 3TO HA 3aHATUAX U B XOJI€
«324TEHO» MIPOMEXYTOYHON aTTECTALINH.
OOyyaromuics UCYSPIBIBAOIIE M JIOTHYESCKH CTPOHHO H3-
naraeT y4eOHBI MaTepual, yMeeT YBSI3bIBaTh TEOPUIO C
MPAKTUKOM, CIIPABIISIETCS C PEIICHHEM 3aJad mpodeccro-
HAJILHOW HAINPaBIEHHOCTH BBICOKOTO YPOBHSI CJIOKHOCTH,
MPaBUIBHO 00OCHOBBIBAET MPUHSTHIE PEILICHHS.
CB060AHO OpHEHTHPYETCS B yueOHOH U mpodecCuoHab-
HOH JIUTEPATYPE.
OneHka o AMCHUIUIMHE BBICTABIISIOTCS 00yJaromeMycs ¢
y4€TOM pe3yJIbTaTOB TEKYIICH U MPOMEKYTOYHOH aTTe-
CTaIuH.
Komnerenuuu, 3akperui€éHHbIe 3a JUCHUIUIMHON, chopMu-
POBaHEI HA YPOBHE — «BBICOKHID.
82-68/ «xXoponIoy/ BricTaBnsiercs o0yuaromeMycs, €Ciii OH 3HaeT TeopeTHYe-
C «3a4TeHo (Xopo- CKUH M MPaKTUYECKUI MaTepruall, TpaMOTHO U IO CYIIECTBY
1110) »/ M3JIaraeT ero Ha 3aHATHAX U B XO/1€ TPOMEKYTOUYHOU aTTe-
«3aYTEHO» CTaINH, HE JIOMyCKas CyIeCTBEHHBIX HETOUHOCTEH.

OOyuaronuiicst NpaBUIIBHO IPUMEHSET TEOPETUYECKUE T10-
JIOKEHUS NPH PEIIeHNH PAKTUYECKUX 3a/1a4 podeccuo-
HaJIbHOM HAIIPaBJIEHHOCTH Pa3HOI'0 YPOBHs CIOXKHOCTH,
BJIa/Ie€T HEOOXOAMMBIMU JIJIsl 3TOTO HaBBIKAMH U IpUEMa-
MHU.

JlocTaTOYHO XOPOIIO OPUEHTHPYETCS B y4eOHOM U mpo-
(heccuoHaIbHON U TEPATYpE.

OreHka Mo AUCIUILIMHE BBICTABISIIOTCS 00yJaromemMycs ¢
y4€TOM PE3yJILTATOB TEKYILEH U IIPOMEKYTOYHOM aTTe-
CTalLlNH.

Komnerenuuu, 3akperui€éHHble 3a U CHUIIINHON, ChOpMU-
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Banabl/
HIxkana
ECTS

Ouenka nmo auc-
HUILJITHHE

Kpurepun oneHku pe3yJibTaToB 00y4eHus! 10 JUCIH-
IJINHE

POBaHBI HA YPOBHE — «XOPOLIMIY.

67-50/
D,E

«yIIOBJIETBOPH-
TEJIBbHO»/

«3a4TeHo (yIoBIe-
TBOPHUTEIHHO)»/
«3aYTEHO»

BricTaBnisiercs oOydaromemMycs, eciy OH 3HaeT Ha 6a30BOM
YPOBHE T€OPETUUYECKHUM U MPAKTUYECKUI MaTepHall, 10-
MyCKaeT OT/eNbHbIC OIIMOKH MPHU €ro U3JI0KEHUU Ha 3aHs-
THSIX U B XOJ/1€ IPOMEXYTOUHOM aTTeCTal1H.
OOyuaromuiicst UCTIBITHIBACT ONPEeIEHHBIC 3aTPYAHECHUS
B IIPUMEHEHUU TEOPETUUYECKUX MTOJIOKEHUH IIPU pEILIEeHUN
NPaKTHYECKUX 3aau MpoQecCHOHaTbHOM HalIPaBICHHOCTH
CTaH/JapTHOr' O YPOBHS CJIOXKHOCTH, BJ1aJieeT HEOOXOUMBbI-
MM JUIsl 3TOr0 0a30BBIMHU HAaBbIKAMM U NPUEMaMHU.
JleMOHCTpUpyeT N1OCTaTOYHBIN YPOBEHb 3HAHUS Y4eOHOM
JUTEPATYPBI IO TUCLHUILIMHE.

OneHka 1o AMCHUIUIMHE BBICTaBIISIIOTCS 00yJaroeMycs ¢
y4€TOM pe3yJIbTaTOB TEKYIIEH U IPOMEXYTOUHOM aTTe-
CTalLlUH.

Kommierenuuu, 3aKperuiéHHbIe 3a JUCIUIUIMHON, CHOPMH-
pPOBaHbI HA YPOBHE — «JIOCTaTOYHBINY.

49-0/
FFX

«HEYIOBJICTBOPH -
TEIBHOY/
HE 3aYTEHO

BricTaBisiercs o0yJaromieMycs, eciii OH He 3HaeT Ha 0a3o-
BOM YPOBHE T€OPETHUYECKHI U MPAKTHYECKUI MaTeprall,
JIOMYCKAET rpyObIe OIMMOKHU MPH €ro U3JI0KCHUH Ha 3aH sI-
TUSIX U B XO/1€ IPOMEXYTOUHOMN aTTeCTaIlUH.
OOyuaromuiicst UCIIBITBIBACT CEPhEIHBIC 3aTPYIHEHUS B
IIPUMEHEHUHU TEOPETUUYECKUX MTOJIOKEHUH ITPU PEILIEHUN
MPaKTHYECKUX 33724 PO ecCHOHaTbHON HANIPABIEHHOCTH
CTaHJapTHOTO YPOBHS CIIOKHOCTH, HE BlIaZieeT He00X0 1-
MBIMH JJISI TOTO HAaBBIKAMU U MPUEMaMHU.

JlemoHCTpUpYeT (hparMeHTapHbIe 3HaHUS y4eOHOM uTe-
paTypsl 1O JUCLUILIINHE.

OneHka 1o AMCHUUIUIMHE BBICTaBIISIIOTCS 00yJaroeMycs ¢
y4€TOM PE3yJIbTATOB TEKYIEH U IIPOMEKYTOUHOM aTTe-
CTallUH.

KomnereHnny Ha ypoBHE «1OCTaTOYHBIN», 3aKPEIIEHHBIE
3a IUCHUIUIMHOM, HEe C()OPMUPOBAHBIL.

5.3. OueHouHbIe cpencTBa (MaTepHalbl) Ui TEKYIIEro KOHTPOJIS YCIeBAaEMOCTH, IPOMEXYTOU-
HOU aTTecTaluu 00y4YaroIUXCcs M0 TUCIUILIUHE

Yemmuwuii onpoc

YeTHbIN 0npoc — 3TO CPEACTBO KOHTPOJIS, OPraHM30BAHHOE KaK CrelnHalbHas Oecena
IpernojaBaTessi ¢ 00y4arolUMcs Ha TE€Mbl, CBSI3aHHbIE C M3y4aeMoOW IUCIUIUIMHON, U paccuu-
TaHHOE Ha BbIICHEHHE 00bEMa 3HaHUI, 00yJaroerocs no onpeaeaéHHOMY pa3feny, TeMe, Ip o-

OJjileMe M T.II.

Ilepeuens ycmuwix 60npocoe 0na npoeepKu 3HAHULL

\ Ne \ Bompoc

\ Peamuzyemas \
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KOMIIETeHIIUs

1. | Jlaiite pasnuyHbIC ONpEISICHUS BUPTyaldbHOH dYacTHoW cetn u | [1K-13
MOSICHUTE HX.

2. | Kakue 3agaum pemaer nocrpoerre VPN, a kakue — ycranoBka MD? I1K-13

3. | KakoBrpl 3HaueHus TepMuHa "4acTHbIN" NpuMeHUTENbHO K VPN? I1K-13

4. | B yem pasnuuue UCIOIb30BaHUS MpoBaiiepoB cBs3u U nposaiinepon | [TK-13
Internet ns cozganust VPN?

5. | Bo3amoxHO 1M MCIIONBb30BaHHME TOJIBKO KaHaioB cBsizu mpeanpusitus | [1K-13
U1 co3maHust ero VPN?

6. | KakoBbl mpenmyliecTBa W HeIOCTaTKU Hcrmoib3oBaHus Internet nus | [1K-13
co3nanus VPN?

7. | B uém 3akmoyaroTcs MapKeTHHroBas W morpeburtenbHas cymiHocTs | [TK-13
VPN?

8. | Kak moHnmaeTcs 3anmEHHOCTh OT MOTOKOB JaHHBIX B VPN? I1K-13

9. | Kakue ycimyru no 3anmre JaHHbIX o0ecrieunBaroT VPN? [IK-13

10. | Yro BaykHO JJ1s1 KOHEUHBIX TTOJIb30BaTeNel npu ucnonb3oBanun VPN? | TTK-13

11. | KakoBbl OCOOEHHOCTH COBpPEMEHHBIX ceTell, Ha ocHoBe KoTopeix | [1K-13
NPpUXOIUTCs co3naBaTth VPN?

12. | Kakue TpeOoBaHUs MPENBSIBISIIOTCS K co3naBaeMoil VPN? I1K-13

13. | KakoBsl ocobennoctu nmoctpoerust VPN B pasmuunbix cetax nepenaun | [1K-13
nanubix (FR, ATM, X.25, TCP/IP)?

14. | Kakue yciyru npenjaraioT npoBaiepsl 1o nocrpoeHnto VPN? I1K-13

15. | B uém 3aximouaercss MexaHu3M TyHHenupoBaHus B cersix? Kakosel ero | I1K-13
0COOEHHOCTH U CXEMBbI UCIOJIb30BaHUS?

16. | Yro takoe VPN-areHTsl U KakoBbl UX QYHKIMU? I1K-13

17. | Haiite ompenenenne mnomutuku Oe3onacHoctd VPN u mpuemgute | [1K-13
HECKOJIbKO ITPUMEPOB.

18. | [losicuute ompeneneHusi KputepueB Oe3onacHocTH nmpuMeHutenbHo K | [1K-13
3amadyaMm VPN.

19. | Kakumu cpencrBamu 3amuThl HHGoOpManuu HyxHO gomoiaHuts VPN, | T1K-13
YTOOBI pEaTM30BaTh KOMIUIEKCHYIO 3alUTY?

20. | Ha xakux ypoBHsix Mozaenu OSI pabGortator kakue mnpoTtokois! | [TK-13
co3ganusi VPN?

21. | Uto 1 KaKMMHU CPEJCTBaMH 3alIMIIAETCs Ha IPUKIIAJHOM YpOBHE? I1K-13

22. | Kakue mpoTOKOJIbI BHIMOJIHSIOT 3aMTY JaHHBIX B VPN Ha kanansHom | I1K-13
ypoBHe? CpaBHUTE HX BOBMOXKHOCTH.

23. | Pacckaxkute 06 ocobeHHocTsx npoTtokosia PPTP. Pacecmorpute cxembr | TTK-13
ero npuMeHenus. Hapucyiite ctpyktypy nakera PPTP.

24. | Pacckaxkute 00 ocobeHHOCTIX mpotokona L2F. I1K-13

25. | Pacckaxute 00 ocobennoctsax npotokona L2TP. Pacemorpure cxemsr | ITK-13
ero npuMmeHenus. CpaBHute ¢ npotokosoMm PPTP.

26. | Kakue mpoTOKOIbI BBHIOJHAIOT 3aiuTy naHHbIXx B VPN Ha cereBom | ITK-13
ypoBHe? CpaBHHUTE X BO3MOKHOCTH.

27. | Pacckaxxure 006 ocobenHoctsx mpotokona IPSec m pemaemsix um | I[1IK-13
3aagax. PaccMoTpuTe cXeMbl ero MprUMEHEeHHUS.

28. | Kakue npoToKoJIbl BBIIOIHSIOT 3aUTy JaHHBIX B VPN Ha ceancoBom | ITK-13
ypoBHe? CpaBHUTE UX BO3MOYKHOCTH.

29. | Pacckaxxure 00 ocoOeHHocTsax mpotokona SSL. Tloscaure paboty | I1K-13
npoTokosa quaiora SSL.

30. | Pacckaxure 00 ocobeHHocTsx mpoTokona TLS. I1K-13

31. | Pacckaxxure 00 ocobennoctsix mportokoisa SOCKS. Iloscaure | [1K-13
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O0OOUIEHHYI0 CXEMY YCTaHOBIEHHS COEIMHEHUS IO MPOTOKOIY
SOCKS. CpaBuuTte 4-10 1 5-10 BEpCUHU IPOTOKOJIA.

32. | Yro moHUMaeTCs IOJ TEPMHUHOM YyIpaBiieHue kpuntorpapudeckumu | ITK-13
kmoyamu? KakoBa OCHOBHasi I1eJb U OCHOBHBIE 33/1a4d yNpaBJICHUS
KJII0YaMu?

33. | Yro Takoe )U3HEHHBIN MUK Kiro4ya? KakoBbl ero OCHOBHBIE CTaAUU? [IK-13

34. | B kakux cocTosiHHSIX MpeObBaoT Kpunrorpaduueckue kmoun 3a | [TK-13
BpEMsI CBOETO JKU3HEHHOTO nukia? [1pu KakuX yCIOBHSIX MPOHCXOMIST
MIePEXO0JIbI U3 OJTHOTO COCTOSIHUS B Ipyroe?

35. | B uem otmiaMuue >KM3HEHHOTO IIMKJIA CEKpeTHhIX © OTKpBIThIX | [TK-13
KpunTorpadudeckux Kirouein?

36. | Uro Takoe wuHppacTpykTypa OTKphITRIX Kimoueii? Kakosa ee | I1K-13
Joruyeckas u ¢pusznyeckas CTpykTypa?

37. | Kakue OCHOBHBIC JIOTHUECKHE Mojeian WHOpacTpyKTypsl OTKphITHIX | [TK-13
KJIIouel pa3paboTaHbl MEXKIYHApOAHBIMU oOpraHuzauusaMu? B uém
3aKJII0YAI0TCSA X OCOOEHHOCTH?

38. | KakoBbl TepCHEeKTUBBI MPAKTHYECKOro TmpuMeHeHus koHmeniuu | [TK-13
UHOGPACTPYKTYPHI OTKPBITHIX KIHOYEii?

39. | KakoBbI OCHOBHBIE CIIOCOOBI pacpoCTpaHEHHUs] OTKPBITHIX Kimouer B | [TK-13
KPHUIITOCUCTEMAX?

40. | M3noxure B o0oO0mUX Yeprax cymiectBo wmerona ceprudukanuu | [TK-13
OTKPBITBIX Kitouedl. B uéM 3akiodaoTcs MNpeuMylIecTBa H
HEJOCTATKU 3TOro Merona’?

41. | B yem paznuure MeXAy HACHTHU(GUKAIMOHHBIMU M aTpuOyTHbIMH | [TK-13
ceprudukaramu’?

42. | Kakue oCHOBHBIE CTaHIAPThI, ONUChIBaromue gopmartsl ceptudukaTos | I[TK-13
U CIHCKOB aHHYJHMPOBAHHBIX CEPTU(PHUKATOB, pa3pabOTaHbl  TPUHITHI
MEKIYHAPOTHBIMU OpPraHU3AIMsIMA?

43. | Kakue TpeboBaHUs MPEAbSBIAIOTCS K npoaykraMm mnoctpoeHuss VPN? | TIK-13
[TosicuuTe nx.

44. | Pacckaxxute o BapuaHTax peanmuzanuu VPN, ux npeumymecrBax u | [TK-13
HenmocTaTkax. [IpuBenuTe npuMepsl MPOITyKTOB.

45. | Kakue pynakumun B VPN BBITTONHSIOT HUTIO36I U KJIMEHTHI? IT1K-13

46. | Kakue cereBbie cpelicTBa peaau3yr0T TPOTOKOJBI co3nanus VPN? IT1K-13

47. | CpaBHUTE IOCTOMHCTBA M HEOOCTAaTKU cpencts coszmanuss VPN | TTK-13
pa3IMYHBIX KaTEropui

48. | Pacckaxxute o moctpoernn VPN nHa 6aze cereBoii OC. IlpuBemmre | [1K-13
IpPUMEPBHI.

49. | Pacckaxxute o mocrpoenun VPN Ha O06asze wmapmpyrtusaropos. | [1K-13
[IpuBenuTe NpuMepHL.

50. | Pacckaxute o mocrpoennn VPN na 6a3e MO. IlpuBeanre npumepsl. I1K-13

51. | Jlaiite ompemenenne MO wu pacckaxure 00 wux HasHaueHuw, | [1K-13
KOMITOHEHTaX, THIaX M CXeMaX MOJKIIOYEHUS B CETH.

52. | Pacckaxure o nocrpoenun VPN na 6aze [10. [1puBenute npumMepsl. I1K-13

53. | Pacckaxxute o moctpoenun VPN Ha ©0asze ammapathbix cpencts. | [1K-13
[IpuBeaure npumepsl.

54. | Kakue Bugslt VPN Bam n3BecTHBI U KaKH€ 331a4 OHU PemaroT? I1K-13

55. | Pacckaxure 00 Intranet VPN. IlpuBenuTe cxemy nocTpoeHHs.. I1K-13

56. | Pacckaxure o Client/server VPN. HapucyiiTe cxemy HOCTpOCHHS. I1K-13

57. | Pacckaxxute 00 Extranet VPN. Cxematmuno mnpezacrtaBbTe crocod | ITK-13

HOCTPOCHHSL.
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58. | Pacckaxkxure o0 VPN ¢ ynanéHHbIM JOCTYIIOM U MX BapUaHTaX. I1K-13

59. | KakoBbl Ha3HaueHHe, OCOOEHHOCTH, cocTaB u Bo3MokHoctd | ITK-13
amnmapaTHO-IPOrPaMMHOTO  KOMILJIEKCa  3allUThl  MH(POPMAILHH
"Kontunent-K"?

60. | Kakue  mporpamMMmHbIe HPOJIYKThI KOMITaHUH "3JIBUC+" | TIK-13
UCIIOJB3YIOTCS JJ1s mocTpoeHuss VPN u kak umenHo? Kakoi ocHOBHOM
MPOTOKOJI YIIPABJICHUS KIIFOUYAMU MTPUMEHSIETCS B OTUX MPOJAYKTaxX?

61. | Pacckaxxure 06 VPN-pemenusix komnanuu "Mudorekc". Kakopsl ux | [1K-13
0COOCHHOCTH M (DYHKITMOHAJIbHBIC BO3MOXHOCTU? B uéM 3akirodaercs
texaonoruii ViPNet?

62. | Kakue ¢ynknum nmo co3manuto VPN u kak mMmeHHo peanm3oBanbl B | [1K-13
cemeiictBe npoayktoB "Net-PRO" komnanum "Curnan-KOM"? Ha
OCHOBE KaKOro IMPOTOKOJIa OCYIIECTBIsIeTcs M poBaHue?

63. | PaccMoTpuTe HazHaueHHe W BO3MOXKHOCTH mpoaykroB MO ITHUDU | I1K-13
"[LIAIT" u "WUrna-2" ¢ Touku 3penusi nocrpoeHuss VPN.

64. | Kakue  cocraBistolme — anmapaTtHO-porpamMmHoro  komriekca | ITK-13
"OIICY-IP" xomnannu "AMUKOH" M € KakUMH OCOOEHHOCTSMHU
ucnonb3ytoress s nocrpoenuss VPN?  Uro peamnsyer VPN-
SKpaHUpOBaHUE?

65. | [lo xkakuM OCHOBHBIM IOKa3aTensiM ymoOHee Bcero cpaBHuBath | [1K-13
HMPOAYKTHI UL co3nanus VPN?

Ilpumepnuvle mecmoegwle 3a0anusn — nposepka cpopmuposannocmu komnemenyuii — INK-13

1. VkaxkuTte TpUMEpsl HENPEIHAMEPCHHOIO HECAHKIMOHHPOBAHHOTO  BO3JCHCTBUS  Ha
nH(pOpMaIHUIO:

a) ouwubOKY nob3osamenell u nepconand

0) GokupoBaHKHE UHPOPMAITUN

8) cOOU U OMKA3bL MEXHUKU

T') HCKa)xXeHne uH(opManuu

1) YHUYTOXKEHUE UHPOpMAIUH

e) npupooHwvile aeneHus

21c) ympama Hocumensi uHhopmayuu

3) KO poBaHUe HHPOPMALIUU

1) XUIIEHUEe HOCUTEeNs nH(popManuu

2. BriOepuTe mpOTOKOJIBI TYHHEIMPOBAHUS KaHABHOTO YpoBHS Moaenu OSI:
a) PPTP

6) PPPoE

B) ARP

2) L2F

0) L2TP
¢) PPP

Ilpumepnwie 6onpocwl K 3auémy — npoeepka cpopmuposannocmu komnemenyui — ITK-13

Amnanm3 yrpo3 cereBoit 6ezonacHoctu. [Ipobiiemsr 6e3omacuoctu [P-cereit.

VYrpo3bl ¥ ySI3BUMOCTH KOPIOPATUBHBIX IIPOBOAHBIX CETEH.

VYTIpo3bl ¥ YSI3BUMOCTH OSCIPOBOJIHBIX CETEH.

Crniocob6s1 obecniedenust HH(GOPMAITMOHHON 0€30MaCHOCTH.

BapuaHnTel mocTpoeHUs BHPTyalbHBIX 3alIMINEHHBIX KaHaioB. CperncrBa oOecredeHHs
6e3omacHoctu VPN.

Knaccuduxkanus cereit VPN.

OcHOBHBIE BapHaHThl apxXUTEKTypbl VPN.

8. JlocToMHCTBA MCIOJIBb30BaHUs TexHOJoruu VPN,

ogrwdE

No
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10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.

21.
22.

23.
24,
25.
26.

13

Kananwsubiit ypoBenb Mmogenu OSI. IIporokosn PPTP.

ITporokon L2F. IIporokon L2TP.

[Mporokosn SSL/TLS.

[TpoToxon SOCKS.

CereBoii ypoBeHb monenu OSI. ApxutekTypa cpenacts 6ezonacHoctu [PSec.

3anmTa nepeaaBaeMbIX JaHHBIX ¢ TOMOIIbI0 TpoTokosioB AH u ESP.

ITpoTokon ynpaBieHus KpUNTOKIIOYaMHU.

Ocobennoctu peanusanuu cpeacts [PSec.

VYnpasnenue uaeHTHQUKaUel 1 1ocTynoM. O coOEHHOCTH yHpaBIEHHS JOCTYIIOM.
Opranuzanus 3alMIIEHHOTO YAAIEHHOT O JOCTYIA.

ITpoToKomBl ayTEHTU(UKALMY yIaTEHHBIX M10JIb30BaTEIEH.

[{eHTpayM30BaHHBIM KOHTPOIb YHAJIEHHOIO AOCTyIa. YIpaBIE€HUE JOCTYIIOM IO CXEMe
SSO.

[Tpotoxon Kerberos.

Wudpactpykrypa ynpasieHus oTkpbITeiMu Kirodamu PKI. [TpuHuune! gyHKIMOHUpOBaHUS,
JIOru4ecKas CTpykTypa u koMroHeHTsl PKI.

[Toctpoenue cereit VPN Ha 6a3ze MapipyTHu3aToposB.

Co3nanue 3alUIIEHHBIX TYHHEIEH ¢ TOMOLIbIO MEKCETEBBIX IKPAHOB.

IToctpoenue cereit VPN ¢ nmomomsto crenuanusupoBanHoro [10.

TyHHenMpoBaHUE HA OCHOBE CIIELIUAJIbHBIX alMapaTHBIX CPEACTB.

6. YueOHO-MeTOAUYECKOE H HH(POPMALIMOHHOE 00ecneyeHne TUCIUTITUHBI

6.1. CiucoK MCTOYHUKOB H JIUTEPATYPBI

Jlutepatypa
OCHOBHasI

OcHogbl nocmpoenus BUPTYallbHBIX YaCTHBIX ceTeil: YdeOHoe mocobue mis By3oB / C.B.
3aneynukoB, H.I'. Munocnasckas, A.1. Toncroit. - Mocksa : I'op. nuaus-Tenekom, 2011. -
249 c.: 60x88 1/16. - (CnenmanpaOCTh). (0070KKa) ISBN 5-93517-139-2, 3000 k3. - Tekcr :
anektponHbIi. - URL: https://new.znanium.com/catalog/product/563048

Ilanacenxo C.II. BupryanbHble YacThle CETH U APYTHE CHOCOOBI 3alUThl MHpOpManuu //
Mup TIK. — 2002. — Ne 4. https://www.osp.ru/pcworld/2002/04/163195

6.2. Ilepedens pecypcoB HHPOPMAITHOHHO-TEIEKOMMYHHKAIIMOHHOM ceTH « THTepHEeT».

1.

2
3.
4.
-

Buoeo ypoxu Cisco Packet Tracer. Kypc monozmoro 0oiina. [DnekTpoHHslit pecype] : Pexxum
noctyna : https://www.youtube.com/playlist?list=PLcDkQ2Au8aVNY sqGsxRQxYyQijlLa
94T9, cBoOOMHBIN. — 3arIL. ¢ 3KpaHa.
https://telecom-sales.ru/content/stati/tehnologii-cisco-vpn-vidy-i-tipy-udalennogo-dostupa/
https://infotecs.ru/

https://www.signal-com.ru/

. MaTepl/laJII)HO-TeXHI/I‘{eCKOC ob0ecrnevyeHye AMCUUILIHUHBI

Jl1st MaTepuanbHO-TEXHUYECKOT0 00ECTICUeHH S IM CLIMTUIMHBI HE00XOANMO!
1) Ui JIEKIMOHHBIX 3aHATHH — JICKIIHOHHBIN KJIACC C BHICOMPOCKTOPOM M KOMITBIOTEPOM, Ha
KOTOPOM JIOJDKHO OBITh YCTaHOBJIEHO cienyroniee [10:

Neni/m Haumenosanue 110 [IpouzBoauTtens Cnoco0 pacnpocrpaHne-
HUA

1 Microsoft Office 2010 Microsoft JIMLEH3UOHHOE

2 Windows 10 Pro Microsoft JIMIIEH3HOHHOE

3 Kaspersky Endpoint Security Kaspersky JIMIEH3UOHHOE



https://telecom-sales.ru/content/stati/tehnologii-cisco-vpn-vidy-i-tipy-udalennogo-dostupa/
https://infotecs.ru/
https://www.signal-com.ru/
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2) nisi MPaKTHYECKUX 3aHSATHH — KOMITBIOTEPHBIA KJIacc, 000pyJOBaHHBIA COBPEMEHHBIMHU TIEP-
COHAJIbHBIMU KOMIIBIOTCPAMHU JIA KaXXKA0I'0 CTyJICHTA. Ha KOMIIBIOTCPE JOJI?KHBI OBITH YCTaHOB-
seHo caenywomee [10:

Neni/m Haumenosanue 110 [IpouzBoauTtens Cnoco0 pacnpocrpaHe-
HUsA

1 Microsoft Office 2010 Microsoft JIMIIEH3UOHHOE

2 Windows 10 Pro Microsoft JIMIIEH3HOHHOE

3 Kaspersky Endpoint Security Kaspersky JUIICH3MOHHOE

4 Cisco Packet Tracer v.7.2 Cisco Systems cBOOOJTHOE

5 OpenVPN OpenVPN Inc CBOOOITHOE

3) Iepeuens bJ1 u UCC
Neri/ HanmMmeHnoBaHue
1 MexayHapoaHsie pegepaTuBHbIC HayKoMeTpruueckue b/, mocTynHble B paMKax Halu-

OHaJIbHOU moanmucku B 2018 1.
Web of Science
Scopus

2 KoMnbroTepHbIe ClipaBOYHbBIE IIPABOBBIE CHCTEMBI
Koncynbrant [Limtoc,
I'apanT

8. Obecneyenne 00pa3oBaTEJIbHOTO MPOIECCa JAJIs JHI[ ¢ OTPAHUYEHHBIMH BO3MOKHOCT si-
MM 310POBbSl 1 HHBAJIU/I0B

B xone peanuzanuu AUCHUIIIIMHBI UCHOIB3YIOTCS CIEAYIOIINAE JOMOIHUTEILHBIE METObI
00y4YeHHMS, TEKYILEr0 KOHTPOJIS YCIIEBAEMOCTH U IMTPOMEKYTOUYHON aTTeCTaIl[ui O0YyJaroIHXCsl B
3aBUCUMOCTH OT UX WHJIAUBHUYyaTbHBIX OCOOECHHOCTEH:

e IS CJENBIX U CIa0OBUIAIINX:

— JIeKIUHA OQOPMIISIOTCS B BUJE AJIEKTPOHHOT'O JTOKYMEHTa, TOCTYITHOTO C MOMOIIBI0 KOM-
MBIOTEPA CO CICIHAIM3UPOBAHHBIM IPOTPAMMHBIM 00€CIICUCHUEM;

— NMMUCbMEHHBIE 3aJaHus BBIMOJHSIIOTCS HAa KOMIIBIOTEPE CO CHENUAIM3UPOBAHHBIM IIPO-
IPaMMHBIM 00€CIIEUEHHUEM, UITH MOTYT OBITh 3aMEHEHBI YCTHBIM OTBETOM;

— o0ecreunBaeTcs MHIMBUAYaJIbHOE paBHOMEpHOE ocBemieHrne He Menee 300 Jrokc;

— Ui BBITIOJIHEHHS 3aJlaHUsl TPH HEOOXOJAMMOCTH TMPEIOCTABISIETCS YBEIMYHMBAIOIICE
yYCTPOHCTBO; BO3MOYKHO TAK)KE MCITOJIh30BAaHUE COOCTBEHHBIX YBEIHMUMBAIOIINX YCTPOKCTB;

— MUCBMEHHBIC 3a/IaHUsT 0POPMIIIIOTCS YBEIHYECHHBIM MIPU(PTOM;

— 9K3aMeH M 3a4€T MPOBOJATCS B YCTHOU (hOpPME MJIM BBINOJHSIOTCS B MUCbMEHHON (opme
Ha KOMITBIOTEPE.

® IS TUIyXHX U CTa0OCIbIIANTIX:

— JIeKIUU O(QOPMIISIIOTCS B BUJE AJEKTPOHHOT'O JOKYMEHTA, OO MPEeIOCTaBIseTCs 3BYKO-
YCHJIMBAIOIIAS amlliapaTypa WHAUBHUIYAIbHOTO MOJb30BAHMS;

— MMCHbMEHHBIE 3aJJaHUs BBITIOJHAIOTCS. HA KOMITBIOTEPE B MUCbMEHHOM (hopMme;

— DK3aMEH U 3a4€T MPOBOIATCS B MUCbMEHHON (popMe Ha KOMITBIOTEPE; BO3MOXKHO ITPOBE]T e-
HUE B GOpPME TECTUPOBAHUS.

e ISl JIUI] C HAPYIICHUSIMUA OMOPHO-ABUTATEIILHOIO anmapara;

— JIeKIUU OQOPMIISIFOTCSL B BHJIE AJIEKTPOHHOT'O JOKYMEHTA, JOCTYITHOTO C TTOMOIIBIO KOM-
MBIOTEPA CO CHEIHAIM3UPOBAHHBIM MPOTPAMMHEIM 00€CIICUCHUEM;

— NMMUCbMEHHBIEC 3aJaHus BBIMOJHIIOTCS Ha KOMIIBIOTEPE CO CHEHUAIM3UPOBAHHBIM IIPO-
IPaMMHBIM 00€CIIE€deHHEM;

—2K3aMeH | 3a4€T MPOBOJATCS B YCTHOH (hopMe MM BBIMOJHSAIOTCS B MHUCBMEHHOW (opme
Ha KOMITBIOTEPE.

[Tpu HEOOXOTUMOCTH TTPENYCMATPUBACTCS YBEIWYCHUE BPEMEHH JIJIs1 TOATOTOBKU OTBETA.
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[Iporienypa  mpoBeneHuss  NPOMEXKYTOYHOM  aTTecTallMk s OOydaromuxcs
YCTaHaBIMBAETCA C YYETOM UX HWHIUBHUIYAIbHBIX TCUXO(PHU3NYECKUX OCOOEHHOCTEH.
[TpomexxyTouHas aTTecTanus MOKET IPOBOAUTHCS B HECKOJBKO ITAIOB.

[Ipn mpoBemeHnn TpOIEAYphl OIEHUBAHUS PE3YIbTaTOB OOY4YEHUsS IPENyCMaTpUBACTCS
UCIONB30BAaHNE TEXHHUYECKHX CPEACTB, HEOOXOAMMBIX B CBS3M C HWHAWBHAYaJIbHBIMU
O0COOCHHOCTSIMH OOy4arolmMXcs. DTH CPEACTBA MOTYT OBITh MPEAOCTABICHBl YHHBEPCUTETOM,
WJIM MOT'YT MCIIOJIb30BaThCsl COOCTBEHHBIE TEXHUYECKUE CPE/ICTBA.

[IpoBenenne mpouenypbl OLICHHUBAHUS  PE3yJIbTaTOB  OOyYEHHUS  JIOMyCKaeTcs ¢
WCIIOJIb30BAaHUEM U CTAHIIMOHHBIX 00Pa30BATEIBHBIX TEXHOJIOTHIA.

Ob6ecrnieunBaeTcst A0CTYN K MHGOPMAIMOHHBIM M OuOIMorpapuueckuM pecypcaM B CETH
WuTepHeT nis kaxaoro odydaronierocst B popmax, alaliTHPOBAHHBIX K OTPAHHYEHUSM HX 37 0-
POBBSL U BOCHPHUATHUS HH(OPMAIUU:

® IS CJETBIX U CIIa0OBUIAIINX:

— B IIe4aTHOW (popMe yBeIMYeHHBIM IpUdTOM;
— B (popMe IEKTPOHHOI' O JOKYMEHTA;

— B popme ayaunodaiina.

® JUIS TITIyXHUX W CIa0O0CHbIIIAIINX:

— B MIe4aTHOH opme;

— B opMe PIEKTPOHHOT O TOKYMEHTA.

e st 00YJAIOIMUXCsl C HAPYIICHUSIMU OTIOPHO-ABUTATEIILHOIO arllapaTa:
— B mIe4aTHOU (popme;

— B popMe PIEKTPOHHOT'O TOKYMEHTA;

— B (hopme ayauodaiina.

Y4eOHbIe ayIUTOPUU I BCEX BUJIOB KOHTAKTHOM M CAMOCTOATEIbHOW paboThl, HayyHAas
OnOIMOTeKa W WHBIC MOMEIIECHUS sl O0OyYEHUsI OCHAIEHBI CICIHAIBHBIM 000PYIOBAHUEM W
y4e€OHBIMH MECTaMH C TEXHUYECKHUMH CPEICTBAMH 00YyYECHHUS:

® IS CJICTIBIX M CIIA0 OBUISAIINX:

— YCTPOMCTBOM JJisi cCKaHUpoBaHus U uTeHus ¢ kamepoit SARA CE;

— mucruteeM bpaiing PAC Mate 20;

— npunTtepoMm bpaiing EmBraille ViewPlus;

® IS TUIyXHX U CIa0OCTBIIANTIX:

— aBTOMATHU3WPOBAHHBIM PabOYMM MECTOM JUJIS JTFOJICH C HApPYIICHHEM CIIyXa U ciIaboCIbI-
IAIIX;

— aKyCTUYECKUH yCHIIUTENb U KOJIOHKH;

e I 00YJAIOMUXCsl C HAPYIICHUSIMU OTIOPHO-ABUTATEILHOTO arllapara:
— HepeABIKHBIMU, PEryIUPyEeMbIMH 3proHoMudeckumMu napramu CH-1;
— KOMIIBIOTEPHON TEXHUKOM CO CIEUaIbHBIM TPOrPAMMHBIM 00ECIIEUEHHEM.

9. MeToauueckue MaTepuaJjbl

9.1. IInaHbpl MPaKTHYECKUX 3aHATUH — TPOBEPKa cHOPMHUPOBAHHOCTH KommereHui — [TK-13

Ilpakmuueckoe 3anamue Ne 1 (12 u.) — nposepka cpopmuposannocmu komnemenyuii — INK-

13

1. TloctpouTth Mozens cetu A1 padotel B VPN.

2. YCTaHOBUTH HAa BUPTYaJbHYIO MAlIMHY ceTeByr0 Linux-mogoduyo OC u nokansHbie OC Ub-
untu m Windows.

3. Ha xaxnoii rocreBoit OC ycranoButh coorBerctByromiee [10 OpenVPN.

4. CocraButh cxeMmy VPN-cetu ¢ ucnosns3zoBanuem [10.

VYka3zaHus 10 BBIIOJIHEHUIO 3aJaHuS:

1. TIpenonaBaTenb BbIIAET KaXKAOMY CTYIEHTY IPUMEPHYIO CTPYKTYpPY CETH OpraHU3aIiu U aj-
pECHOE MPOCTPAHCTBO.

2. CTyneHT HacTpauBaeT CEPBEPHYIO U KIMEHTCKYI0 yacTh VPN.
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3. OopmMuTh OTUET TIO MPAKTHYECKOM padoTe.

4. OTBETUTH HA YCTHBIE BOIIPOCHI

MaTtepuanbHO-TEeXHUYECKOE 00eCIeUeHNE 3aHATH S

KOMIIBIOTEPHBIH KJ1acc, 000pyIOBaHHBIA COBPEMEHHBIMH MTEPCOHATBHBIMU KOMITBIOTEPAMU JIJIS
Ka)XJ10ro cTyfieHTa. Ha KoMmbroTepe JODKHBI ObITh YCTaHOBJICHBI:

— muuen3uonHoe [10 MS Windows 7 u crapiie;

— munen3uonHoe [T1O MS Office 2010 u crape;

— nporpaMMHbIi makeT Open VPN, kimeHTcKkas 1 cepBepHasi yacTth (cBobogHoe I10).

Pe3ynbTaThl mpakTHYECKUX 3aaHUi oOydatonmecs: opopMisitoT B Buje oT4€roB. OT4ET 0dopM-
mserca ¢ ucnonb3oBanueM [IKIT MS Office 2007 u Bele u nepeaa€rcs npenogaBaTesio Io-
CpPEeCTBOM OrOBOPEHHOIO CI0C00a CBS3H.
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Ilpunooicenue 1

AHHOTAIUA TUCIUITINHBI

Jucuunmuna «Opranusanus BUPTyaJbHbIX YaCTHBIX CETel» peain3yercs Ha (pakybTeTe
NudopmanimoHHbIX cucTeM U 0€30MacHOCTH JJIs CTYAEHTOB 4-TO Kypca, 00ydarommxcst o mpo-
rpamme OakangaBpuata mo HanpasjeHuro noaroropku 10.03.01 MadopmanmonHas 6e301acHOCTh
(mpodunp moaroroBku — Ne 3 KommuiekcHast 3amuTa 00bekToB MHMDOpMaTH3auu) Kademapoit
KOMIUIEKCHOH 3alIUTHl HH(OPMAIIHH.

Hens aucrunmuHel: GopMupoBanue 0a30BbIX 3HAaHUHN B 00JacTH obecrieueHuss nHpopMa-
LIMOHHOM 0€30MacHOCTH aBTOMATH3UPOBAHHBIX CHCTEM; HABBIKOB OpraHU3aluy padoThI MO MpHU-
MEHEHHIO BUPTYaJbHBIX YaCTHBIX CETel, ONTUMAJILHOTO BHIOOpA M MHTErPAllMH CETEBBIX MPOTO-
KOJIOB BUPTYaJbHBIX yacTHBIX ceTelt (BUC).
3amaun: pacCMOTpEHHE CyliecTBa MpolieMbl Oe3omnacHol nmepexayn uHGopMmaluu B nHGopma-
[IMOHHBIX CHCTEMaX, OCHOBHBIX CIOCOOOB oOecredeHus] KOH(PHIECHIIMAIBHOCTH U IIETOCTHOCTH
uHbopMaKu NpH €€ mepeaade, OCHOBHBIX MPOTOKOJIOB, MPUMEHIEMBIX JJIsl OpraHu3aluu 3a-
munéaabpix BUC, kputepueB BbIOOpa ONTUMAIBHBIX CXEMHBIX PEHICHUN NJIsl OpraHu3aluu 3a-
mmiméHHbIXx BUC Ha kaHaIbHOM, CETEBOM U IIPUKIIATHOM YPOBHSX.

JucnuninHa HanpasieHa Ha GOPMHUPOBAHKE CIEAYIONIMX KOMIIETCHIIMM:
e [IK-13 — crtocoOHOCTh MPUHUMATH y4acTHe B (pOpMUPOBAHHMH, OPraHU30BHIBATH U MO~
Jep>KUBaTh BBHIMIOJIHEHHE KOMIIJIEKCa Mep MO oOecrnedeHno NHPOPMAIlMOHHON Oe30mac-
HOCTH, YIPABJISIThH IPOL[ECCOM UX peaTn3aliu.
B pesynbTaTe 0CBOCHUS TUCHHUILTUHBI 00 y4arOIIniicsl JOIKEH |
3HaTh OCHOBHBIE BU/IbI YTp0o3 0€30MacHOCTH HH(OpMaLMK NpH €€ nepeade 1o KOMIbITep-
HBIM CeTSIM; CIIOCOOBI MOCTPOSHMSI BUPTYaJIbHBIX KaHAJIO0B; MPOTOKOJIbl opranu3auuu BUC.
YMeTbh NpoBOAUTH aHAJIU3 MpobsieM 0e30acHOCTHU Mepeaayu UH(pOopMalK ¢ TOUKH 3pEHUS
KOH(HICHIINATHLHOCTHU ¥ 1IEIOCTHOCTH; TPOBOANTH aHAJM3 U BEIOOp ceTeBbIX mpoTokosnoB BUC.
Brnanets mpuémamu HaCTPOMKHU M MIPUMEHEHHUSI COBPEMEHHBIX ceTeBbIX mpoTokosioB BUC.
[To qucnumuIMHE MpeayCcMOTpeHa MPOMEKYTOUHAs aTTecTaus B popme 3auéra.
Ob61as Tpy10EMKOCTh OCBOSHHMSI U CLIUTUIMHBI COCTABIISIET 2 3a4ETHBIE SIUHUIIBL.
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JIUCT UBSMEHEHU

Ipunoowcenue 2

Ne TekcT akTyanu3anuu niay npunaraemoiii Kk PIT/ nokymeHT, [ara Ne mporo-
cojiepKalli U3MEHEHUs KoJ1a
1 Obnosnen cocmag npoepammuozo obecnevenus (I10), co- 29.06.2017e. 10
8pemMeHHbIX npogeccuonanvuvix 6asz oannvix (BI) u un-
dopmayuonno-cnpasounsie cucmem (MCC)
2 Obnosnen cocmag npoepammuozo obecnevenus (I110), co- 26.06.2018 2. 11
8pemenHbIX npogheccuonarbHvix 6asz oanuvix (bJ) u un-
dopmayuonno-cnpasounsie cucmem (MCC)
3 ObHosIeHa 0CHOBHAS U OONOJHUMENbHASL TUMmepamypa 29.08.2019 2 1
4 Obnoenen cocmag npoepammnozo obecnevenus (I10), co- 29.08.2019 2 1
8pemeHHbIX npogeccuonanvuvix 6az oannvix (bJ) u un-
dopmayuonno-cnpasounvie cucmem (MCC)
5 Obnosnena cmpykmypa Oucyuniunsl (Mooys) 0nsi O4HOU 23.06.2020 14
dopmwvl 06yuenus (2020 2.)
6 Obnosnena 0CHOBHAS U OONOHUMENbHAS TUMepamypa 23.06.2020 14
7 Obnosnen pazoen n.4 ObpazosamenvHvle MeXHOI02UU 23.06.2020 14
8 Obnosnen cocmas npocpammuozo obecneuenus (I10), co- 23.06.2020 14

8pemMeHHbIX npogeccuonanvuvix 6asz oannvix (B) u un-
dopmayuonno-cnpasounsie cucmem (MCC)
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[Tpunoxenue 1
K JIMCTY U3MEHEHUN

1. CocraB nporpammuoro ooecnedenus (I10), coBpemeHHbIX NpodeccHOHAIBHBIX 023 1aH-

HbIX (B/]) 1 nHpopmannonHo-cnpaBounbie cuctem (MCC) (2017 r.)

lepeuens I1O
Tabnuya 1
Neri/mt Haunmenosanue I10 [TpousBoautens | Crocol pacrnpocTpaHeHUs
(muyenzuonnoe unu c60600-
HO pacnpocmpansiemoe)
1 MicrosoftOffice 2013 Microsoft JIMIIEH3UOHHOE
2 Windows XP Microsoft JIMIICH3MOHHOE
3 KasperskyEndpointSecurity Kaspersky JIMIICH3MOHHOE
4 OC «AnbT ObpazoBanue» 8§ 00O «bazaneT | IUIEH3UOHHOE
CIIO
Ilepeyens B/l u UCC
Tabnuya 2
Neri/mt HaumenoBanue
1 MexayHnaponnsie pedepaTuBHble HaykomeTpuueckue b/, moctynHbie B paMkax

HaMoHaJIbHOM noamucku B 2017 1.
Web of Science
Scopus

2 [TpodeccronanbHble TOJHOTEKCTOBBIE b/, TOCTyMHBIC B paMKaX HAIlMOHAJIBHON
noxnucku B 2017 r.
Kypuaner Oxford University Press
3 KommnbroTepHbie cipaBOYHBIE MPABOBBIE CUCTEMBI
Koncynprant [Limroc,
["apanT
CocraBuTelnb:

K.T.H. JI.A. MUTIOIIHH
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[Mpunoxenue 2
K JIUCTY U3MEHEHUI

2. Coctas nporpammHoro obecneuenus (I10), coBpemeHHBIX IPpoecCHOHAIBHBIX 0a3 1aH-
HbIX (B/]) 1 nHpopmannonHo-cnpaBounbie cucteM (MCC) (2018 r.)

lepeuens I1O
Tabnuya 1
Neri/mt HanmenoBanue [10 IIponsBonu- Crioco6 pacnpocTpaHeHus
TEJb (muyenzuonnoe unu c60600-
HO pAcnpocmpansemoe)
1 Adobe Master Collection CS4 Adobe JIMIIEH3MOHHOE
2 Microsoft Office 2010 Microsoft JIUIEH3HOHHOE
3 Windows 7 Pro Microsoft JIMLEH3U OHHOE
4 AutoCAD 2010 Student Autodesk CBOOOJTHO pacrpoCTpaHse-
MO€
5 Archicad 21 Rus Student Graphisoft CBOOOJTHO pacrpoCTpaHse-
MoO€
6 SPSS Statisctics 22 IBM JIMLEH3UOHHOE
7 Microsoft Share Point 2010 Microsoft JIMIIEH3MOHHOE
8 SPSS Statisctics 25 IBM JIMLEH3UOHHOE
9 Microsoft Office 2013 Microsoft JIMIIEH3MOHHOE
10 OC «AnbsT OOpazoBanue» 8 00O «bazanpT | IMIEH3HMOHHOE
CIIO
11 Microsoft Office 2013 Microsoft JUIEH3UOHHOE
12 Windows 10 Pro Microsoft JUIEH3UOHHOE
13 Kaspersky Endpoint Security Kaspersky JIUIICH3MOHHOE
IHepeyens B u UCC
Tabnuya 2
Nerr/it HanmeHoBanue

Web of Science
Scopus

MexnyHaponHbie peepatuBHbie HaykoMeTpuueckue bJl, mocTynHblie B paMkax
HaIMOHAJILHON mmoamucku B 2018 r.

nmoanucku B 2018 r.

SAGE Journals

XKypuansr Taylor and Francis
DJIeKTPOHHBIC M3IaHUs H31aTEILCTBA SPringer

[Ipodeccrnonanbublie nosHOTEKCTOBBIE B/], 1OCTYIIHBIE B paMKax HallMOHAJIbHOM

Kypuaner Cambridge University Press
ProQuest Dissertation & Theses Global

JSTOR

[Ipodeccronanbubie mOHOTEKCTOBBIE b/l

W3nanus no o0IIecTBEHHBIM ¥ TYMaHUTaPHBIM HaAYKaM

Koncynsrant ILmtoc,
T'apanTt

KOMHI)IOTCpHI)IG CIIpaBOYHBIC ITPABOBLIC CUCTCMBI

Cocmasumens:

Kanouoam mexnuuecxux nayx, u.o. 3ag. kagpeopou K31 J[.A. Mumiowun
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[Mpunoxenne 3
K JIUCTY U3MEHEHUI

3. O0HOBJIEHHE OCHOBHOI M JONOJTHHUTEJbHOM JuTepaTypsl (2019 r.)

B paznen 6. YuedHo-MeToau4yeckoe U MH(OPMALMOHHOE OOecneyeHne TUCITUIIIUHbI
BHOCSITCS CIICAYIOIINE U3MEHEHUS

Jononuuts pazaen OcHOBHas TuTepaTypa

Kommnekcnas 3amuTa nHGOpMaIK B KOPIOPATUBHBIX cHcTeMax : yued. mocodue / B.O.
[Hanbrun. — Mocksa : UJ[ «®OPYM» : UTHOPA-M, 2019. — 592 c. — (Bricmiee obpa3oBaHue:

baxanaBpuar). — Tekct JIEKTPOHHBIMN. - URL:
https://new.znanium. com/catalog/product/996789 (maTa obparenus: 11.08.2019)
[IporpammHuo-anmapatHas 3amuta uHbGopManuu : yued. mocodue / I1.b. XopeB. — 2-e

u3 ., ucnp. u gom. — Mocksa : DOPYM : UHOPA-M, 2019. — 352 ¢. — (Bricuiee o6pa3oBa-
Hue). - Tekcr : anexrponnsid. - URL: https://new.znanium.com/catalog/product/1025261 (mzata
obpamenus: 11.08.2019)
JononHute pasaen JJonoaHuTeNbHAs JIUTEpaTypa

LJeenos, A. IO. 3amuTa uH(bOpPMAIIUU: OCHOBBI TEOpPHUH : Y4EOHUK AJsl OakajmaBpuarta U
maructpatypsl / A. FO. Illernog, K. A. IllernoB. — Mocksa : M3narensctBo FOpaiit, 2019. — 309
c. — (Cepus : bakanaBp u maructp. Akagemudeckuii kypc). — ISBN 978-5-534-04732-5. —
Tekct : onekrponubiii // DOBC  IOpait [caiit]. — URL: https://www.biblio-
online.ru/book/zaschita-informacii-osnovy-teorii-433715.

4.00H0BIeHHe cocTaBa porpaMmMHoro odecnedenus (IIO), coBpemennbix npodgeccuo-
HaJbHbIX 0a3 naHHbIX (B/]) 1 nHdopmanuonHo-cnpasounsie cucrtem (MCC) (2019 r.)
IHepeuens I1O

Ne HaumenoBanue [10 [IpousBonurens Crniocob pacnpocTpaHe-
/1 HUS (IUYyeH3UOHHOe UTU
c680000HO pacnpocmpa-
HseMoe)
1 Adobe Master Collection CS4 Adobe JIMIIEH3MOHHOE
2 Microsoft Office 2010 Microsoft JIMLIEH3UOHHOE
3 Windows 7 Pro Microsoft JIMIEH3U OHHOE
4 AutoCAD 2010 Student Autodesk CBOOOJIHO pacrmpocTpa-
HIEMOE
5 Archicad 21 Rus Student Graphisoft CBOOOJIHO pacrpocTpa-
HIEMOE
6 SPSS Statisctics 22 IBM JUIEH3UOHHOE
7 Microsoft Share Point 2010 Microsoft JMIIEH3HOHHOE
8 SPSS Statisctics 25 IBM JUIEH3UOHHOE
9 Microsoft Office 2013 Microsoft JIMIIEH3U OHHOE
10 OC «AnpT ObOpazoBanue» 8 00O «bazanst CIIO | numeH3uoHHOE
11 Microsoft Office 2013 Microsoft JTUIEH3HOHHOE
12 Windows 10 Pro Microsoft JUIEH3HOHHOE
13 Kaspersky Endpoint Security Kaspersky JIMICH3U OHHO®
14 Microsoft Office 2016 Microsoft JIMIIEH3MOHHOE
15 Visual Studio 2019 Microsoft JIUIEH3HOHHOE
16 Adobe Creative Cloud Adobe JIMIIEH3MOHHOE



https://www.biblio-online.ru/book/zaschita-informacii-osnovy-teorii-433715
https://www.biblio-online.ru/book/zaschita-informacii-osnovy-teorii-433715
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Ilepeyens B u UCC

Ne
/o

HanmenoBanue

1

MexnyHapoHbie pedepatuBHbie HaykoMeTpuueckue b/, mocTynHbie B paMKax HallH-
OHaJIbHOM noanucku B 2019 r.

Web of Science

Scopus

ITpodeccronanbable monHOTEKCTOBBIE B/], 1OCTYIHBIE B paMKax HallMOHAJIBHOM MO~
nucku B 2019 r.

XKypuansr Cambridge University Press

ProQuest Dissertation & Theses Global

SAGE Journals

XKypnasnst Taylor and Francis

[TpodeccronanbHbIe TOTHOTEKCTOBBIE B/
JSTOR
W3nanus no o0IIEeCTBEHHBIM U TYMaHUTaPHBIM HayKaM
DnekTponHas oudimoteka Grebennikon.ru

KoMmmbroTepHble ClIpaBOUHbIE IPaBOBbIE CUCTEMBbI
Koncynbrant Ilmoc,
I"apaHT

Cocmasumens:
Kanouoam mexnuueckux nayx, u.o. 3as. kagpeopou K3U J[.A. Mumrwowun
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[Tpunoxenue 4
K JIMCTY U3MEHEHUN

5. O0HoOBJIEHHE CTPYKTYPBI JUCIHILIUHBI (MOIYJIs1) 1J1s1 04HOI (popmbl 00yuenus (2020 r.)
CrpykTypa IMCHMIVIMHBI (MOAYJIs1) AJI1 04HOI (popMBbI 00yUeHH s

OO01mast TpyI0eMKOCTh TUCIHUIUIMHBI COCTABIsET 2 3. €., /6 Y., B TOM YMCJe KOHTAKTHAas

pabora oOydaromuxcs ¢ npenoaasaTeiaeM 28 4., caMOCTOsTeNbHAs padoTra oOydarommxcs 48 4.

Bunsr yueOHO#I paboThI

(B yacax) DopMbI TEKYIIIETO
KOHTaKTHAsI KOHTPOJIS yCIieBa-
No 9 2 - é E€MOCTH,
i Paznen 1y cHymInHbY/ TeMBbI 2 z o = E : (popMaunpOMency-
o o 2 S ;x § S ¢ TO4HOM aTTecTa-
S| E | 2|EE 85| 25| 8§ umanu(nocemecm-
Sl B | El2 R Q&RK|2®| 20 am)
ARREIEEREEIEEIGE P
o= |olE8=8|F &8
1 OcHosHbie yepo3vl ungopma- | 8 | 2 4 Ompoc
YUOHHOU 6e30nacHocmu
2 Onpeoenenue, yeau u 3a0auu | 8 | 2 2 Ompoc
BUPMYATILHBIX YACMHBIX Ce-
meti
3 3awuma eupmyanvueix kana- | 8 | 2 4 Ompoc.
JI08 HA KAHAIbHOM U CeaHCO-
6oMm yposHsax mooeau OSI
4 3awuma eupmyanvueix kana- | 8 | 2 10 | Ompoc.
JI08 HA cemesoM Ypo8He MO-
deau OS]
5 Ungpacmpyxmypa zawyumovr | 8 | 4 8 Ompoc.
HA NPUKTIAOHOM YPOBHE MO-
oenu OSI
6 Cpeocmea 3auumol uHghop- 8 |2 8 Ormpoc.
mayuu, OONOaHAOUWUE UD-
MyaibHble YACmHble cemu
7 IIpoepammmuo-annapamuole 8 |2 6 Ormpoc.
KOMNIEKCbl ONsl CO30AHUS
BUPMYATILHBIX YACMHBIX Ce-
meil
8 Opeanusayus 6upmyaibHbix 12 6 OneHKa BBINOJIHE-
4ACMHBIX cemell C UCNONb30- HUS PAKTUYECKO-
sanuem OpenVPN ro 3aJaHUS
3auém 3auém no bunemam
UTOTO: 16 12 48

6. O0HOBJIEHHE OCHOBHOI M JONMOJTHHUTEILHOM JuTepaTypsl (2020 r.)

B pazaen 6. YueOHo-MeToaM4Yeckoe U HH(pOPMANIMOHHOE oOecnedeHre TUCIUNINHBI
BHOCATCs CJIGILYIOIJ_II/IC N3MCHCHUA .

1. lonosautk pasaen OcHOBHAs JuTepaTypa




24

Hlanerun, B. @. KomnnekcHas 3ammra MHGOPMAIMK B KOPIIOPATUBHBIX CHUCTEMax : yd4eOHOe
nocobue / B. ®@. lllanbrun. — Mocksa : ®OPYM : UHOPA-M, 2020. — 592 c. — (Bricuiee
obOpazoBanme: bakamaspuar). - ISBN 978-5-8199-0730-6. - Tekcrt : snmexktponHsii. - URL:
https://znanium.com/catalog/product/1093695 (mata obpamenus: 11.09.2020). — Pexxum mocty-
Ta: 1o MOJIHUCKE.

7. B nmement paboueid mporpammbl m.4 OOpa3oBaTeibHble TEXHOJOTHHM BHOCSTCS
CIIeAYIOIIE U3MEHEHUS:

B mepuon BpeMeHHOro MPUOCTAHOBIIEHHUS MOCEUICHUS OOYJaroIMMHUCS TMOMEUICHUH U
tepputopun PITY. nns opranmzanuu y4eOHOro mpoiecca ¢ NMPUMEHEHUEM 3JIEKTPOHHOTrO
o0y4eHHsT M JUCTAaHIIMOHHBIX 00pa30BATENbHBIX TEXHOJIOTHH MOTYT OBITh HCIOJIB30BAHbI
cleayoume o0pa3oBaTeabHbIe TEXHOIOTUHU:

— BUJICO-JIEKLINN;

— OHJIAMH-JIEKIIH B PeXKHME PEabHOrO BPEMEHU;

— JJIEKTPOHHbIE YYEeOHHUKH, y4yeOHbIe TOCOOUsI, HAyYHbIE U3JIaHUS B DJIIEKTPOHHOM BUJE U
JOCTYTI K MHBIM 3JIEKTPOHHBIM 00pa30BaTeNIbHBIM pecypcaM;

— CUCTEMBI JUIsl 3JIEKTPOHHOI'O TECTUPOBAHUS;

— KOHCYJIbTALlUHU C UCIIOJIb30BAHUEM TEJIEKOMM YHUKAIIMOHHBIX CPEICTB.

8. B oamemeHT paboueld mporpammbl 7. MarepuajibHO-TeXHHYecKOe oOecmedeHne
AUCHUIIIMHBI/MOYJISI BHOCSTCS CIEAYIOLIUE U3MEHEHHUS:
Ilepeyens Bl u UCC

Neri/in HaumenoBanue

HaroHaJIbHOM moamucku B 2020 .
Web of Science
Scopus

1 MexnyHaponHbie pedepaTHBHbIE HaykoMmeTpuueckwe bJI, mgocTymHble B paMkax

noxnucku B 2020 r.

XKypuanst Cambridge University Press
ProQuest Dissertation & Theses Global
SAGE Journals

Kypuanst Taylor and Francis

2 ITpodeccronanbuble mosHOTEKCTOBbIe bBJ[, nocTymHble B paMKax HalMOHAJIbHOMN

3 [Tpodeccnonanbhble mosHOTEKCTOBBIE B/]

JSTOR

W3nanus no o0IIEeCTBEHHBIM U TYMaHUTAPHBIM HayKaM
OnextponHas oubmmoreka Grebennikon.ru

4 KomnbroTepHble cripaBO4YHbIE TPABOBBIE CUCTEMBI
Koncynbrant [Limtoc,
lapant

B oamemeHnt paboueii mporpammbl 7. MarTepHajibHO-TeXHHYECKOE ofecmeyeHne
AMCUHUIJIMHBI/MOYJISl BHOCSITCS CJIEAYIOIINE U3MEHCHHUS:
CocrtaB nporpammuoro odecnedenus (I10)

Nent Haumenosanue 110 [IpouzBoauTtens Cnoco0 pacnpoctpaHe-
/m HUs (1uyensuonHoe uu
€c680000HO pacnpocmpa-
Hsiemoe)
1 Adobe Master Collection CS4 Adobe JIMIEH3UOHHOE
2 Microsoft Office 2010 Microsoft JIMIEH3UOHHOE
3 Windows 7 Pro Microsoft JIMIIEH3UOHHOE
4 AutoCAD 2010 Student Autodesk CBOOOIHO pacmpocTpa-




25

HIEMOE
5 Archicad 21 Rus Student Graphisoft CBOOOJIHO pacIpocTpa-
HIEMOE
6 SPSS Statisctics 22 IBM JINIEH3UOHHOE
7 Microsoft Share Point 2010 Microsoft JIMIIEH3MOHHOE
8 SPSS Statisctics 25 IBM JIMLEH3UOHHOE
9 Microsoft Office 2013 Microsoft JIMIIEH3MOHHOE
10 | OC «AnbT O6pa3oBanue» 8 000 «bazanpt CIIO | nuueH3MOHHOE
11 | Microsoft Office 2013 Microsoft JIUIEH3UOHHOE
12 | Windows 10 Pro Microsoft JIUIEH3UOHHOE
13 | Kaspersky Endpoint Security Kaspersky JIUIICH3MOHHOE
14 | Microsoft Office 2016 Microsoft JIMLIEH3UOHHOE
15 | Visual Studio 2019 Microsoft JIMLIEH3UOHHOE
16 | Adobe Creative Cloud Adobe JIMLIEH3UOHHOE
17 | Zoom Zoom JINLIEH3H OHHOE

Cocmasumenw:
Kanouoam mexnuuecxkux nayx, u.o. 3as. kageopou K3U J[.A. Mumrwowun



