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1. IlosicHUTeJIbHAA 3aIUCKA

1.1. Llenp u 3a1aun TUCITUIIIRHBI

Lenb AUCHUIUIMHBL: SBISETCS O3HAKOMIJICHHE CTYJICHTOB C COBPEMEHHBIMHU TEHACHIIUSMH B 00-
JIACTH 3aIIUTHI HHPOPMALIMY, HOBEHITUMH MOJIX0/IaMH K IOCTPOCHHUIO TIOJCUCTEM HH(OpMAIIU-
OHHOM 0€30MaCHOCTH M aKTyaJIbHBIMU M3MEHEHHMSIMHA B HOPMATHBHO-METOINYECKON 0a3e B ITOU
cepe.

3amaun: pacCMOTpPEHHUE CIEAYIOMINX aKTYaIbHBIX TEHACHIIMH B 00JaCTH 3aUThl HHPOPMAIUN:
WHTETPUPOBAHHBIC PEUICHUS IO 3aIIUTe WH(POPMAIUH, YIpaBiIeHHEe 0E30MaCHOCThIO MHPOpMa-
uu U coobituil (SIEM-cuctemsr); ynpasienue ydeTHeiMu 3anucsiMu (IdAM-cucremsl), yHUDH-
[IUPOBAHHBIN JOCTYI K MPHIIOKEHUM Ha npuMepe Eannoil cucreMsl nueHTH(GUKAINN U ayTeH-
tudukanuu (ECHUA), obecrieuenne 0e30macHOr0 B3aUMOJACHCTBUS C BHEIIHUMU WH(OPMAIINO H-
HBIMHM cucTeMaMi Ha npuMepe CUCTEMBI MEXKBEJIOMCTBEHHOTO 3JIEKTPOHHOIO B3aUMOJIEHCTBUS
(CMD3B),TeneHIMM B TNPUMEHEHUM CPEJICTB KPUNTOrpauyecKor 3amuThl HHPOpMAIUU
(cpencTB JIETKOBECHOU KpUMNTOTpaduu), B TOM YUCIIE B CUCTEMAX 3JIEKTPOHHOTO IOKYMEHTO000-
poOTa, UCMOJIb30BaHUE «OOIAYHBIX» TEXHOJOTHH MPH peanu3alii MEeXaHU3MOB 0€30MacHOCTH;
MHOTOAreHTHbIE CUCTEMBI B cepe MHPOpMaMOHHON Oe3omacHocTH; Oe3omnacHocTh HTEpHETA
Bemeit (Internet of Things, 10T).

1.2. ®opmupyeMble KOMIETEHIINH, COOTHECEHHBIE C TUTAHUPYEMBIMU PE3yJIbTaTaMu 00ydeHus
110 AVCIUIUIVHE!

Koowt komne- Cooepircanue KomnemeHyuil Ilepeuenv nnanupyemuvix pezyibvma-

menyuu moe 00yuenus no OuCyUnIuUHe

1IK-9 croco0OeH OCYIIECTBIIATh MOA00D, 3HaTh: MEPCIEKTUBHBIC HAITPABIICHUS
n3ydeHue u 0000IIeHIEe HAyIHO- pa3BuTus HHGOPMAITMOHHOM Oe30mac-
TEXHUYECKOU TUTepaTyphl, HOpMa- HOCTH;
TUBHBIX U METOJMYECKUX MaTepua- | HauOoJee akTyallbHbIe pelIeHus B 00-
JIOB, COCTABJIATH 0030p 0 BOMPOCAM | JacTU KpUNITOrpapuuecKoi, MHKEHep-
obecrnieueHus UH(GOPMALIMOHHON HO-TEXHUYECKOH U MPOrpaMMHO-
0€30MacHOCTH 10 MPOoUITIO CBOEH anmnapaTHOM 3aluThl HHpOPMALIUK;
npodeccuoHanbHOM NesITeNIbHOCTH HauboJee aKTyallbHbIE IOKYMEHTHI,

co3/laBaeMble PEryIsITopaMu B o0a-
CTH UH(POPMAIIMOHHOM 6€30MacHOCTH;
0COOCHHOCTHU MPUMEHEHHS COBPEMEH-
HbeIX C3U 1711 321U THI IEPCOHATBHBIX
JTaHHBIX 1 nHpOopMaluu, oOpadaTpiBa-
IOLIEHCS B TOCYapCTBEHHBIX HHPOP-
MAaI[MOHHBIX CUCTEMaX.

YMeTh: OpUeHTUPOBATHCS HA PHIHKE
COBPEMEHHBIX CPEJICTB 3aIlUThI UH-
dopmarmu;

BBIOMPATh ONTHUMAJIbHOE PEIIeHUE MPH
IPOEKTUPOBAHUU M MOJIEPHU3ALIUU
HO0JICUCTEMBl MH(POPMALIMOHHOM 6e3-
OIIACHOCTH, BBIIBUT'aTh 00OCHOBAHHBIE
IPEIOKEHUS 110 TPUMEHEHHIO TaKo-
BBIX PELICHUMN.

Brnaners: HaBbIKaMH WHTETPAlUU U
HKCITyaTallii HauboJee aKTyalTbHbIX
CpPEZCTB 3alIUThl UH(OPMAIIUH, HC-
110JIb30BaHMsI COBPEMEHHBIX CPEJICTB




KPHUITOTpaguuecKoi 3aiuThl HHPOP-
MaIMH U CUCTEM KOHTPOJIS M yIIpaBiie-
HUS IOCTYIIOM

1IK-14

TCIBHOCTHU

JOJIKEH 00J1aaTh CIIOCOOHOCTHIO
CIOCOOHOCTBIO OPraHU30BHIBATH pa-
00Ty MaJIOTO KOJIJIEKTUBA UCTIOJIHU-
TeNel B mpodeccnoHaIbHOM J1es-

3HaTh: METOI0JIOTHYECKUE U TEXHOJIO-
TUYECKHE OCHOBBI PA0OTHI MAJIOTO
KOJIJIEKTUBA UCTIOJIHUTENEH.

YMeTb: pa3zpabdaThiBaTh MOJACIHU U TIO-
JUTHKY 0€30TIaCHOCTH, HCITOJIB3YS U3-
BCCTHBIC MMOAXO0AbI, METOAbI, CPCACTBA
U UX TEOPETUYCCKHE OCHOBBHI.
Bnaners: HaBpIkamMu pabOTHI C CUCTE-
MaMH 3allUIIEHHOTO JOKYMEHTO000-
poTa; HaBbIKaMU pabOTHI C TOKYMEH-

TallMeEN.

1.3. MecTo IMCUUIUIMHBI B CTPYKTYype 00pa3oBaTeIbHON MpOrpamMMbl

JuctunnuHa «AKTyallbHbIE TEHICHIIUU B 00JACTH 3alIUTHl HHPOPMAIIMK» OTHOCUTCS K Bapua-
TUBHOM 4acTH OJIOKA TUCIUTUINH y4eOHOTO TIIaHa.
JI71st OCBOEHUS AUCIUILUTMHBI HEOOXO0 UMbl KOMIIETCHIINH, (POPMUPYEMBIE B XOJI€ U3YUCHHUS M C-
nuriiH: "bezonacHoCTh onepanMoHHBIX cucTeM", "MaremMaTrnueckre OCHOBBI 3alTUThI HHHOP-

maruu", "BeraucnutenbHbie ceTH'.

B pesynbpTaTe ocBOEHUS TUCIUTIIMHBI (POPMUPYIOTCS KOMIIETCHIIMH, HEOOXOAUMBIC IS H3yde-
HUS CIenyomuX quciuiiuH: "be3onacHocTs mporpaMMHoOro obecrieuenus’, "Arrectamnus 00b-
€KTOB MH(pOpMaTHU3aIu".

2. CTpyKTypa AUCHMILIHHbI

CTpyKTypa IMCUUILIMHBI 11 04HOH GopMbI 00yUeHM st

Oo6mias Tpy10EMKOCTh TUCIMITIIMHBI COCTaBIsieT 3 3.€., 108 4., B TOM 4Hciie KOHTaKTHas paboTra o0y4a-
IONIHUXCS € TIpenoaBaTeneM 42 4., caMOCTOsTeNbHAs paboTa odydarommxcs 66 .

Bunbr yue6HOM paboThI
(B yacax) DOopMBI TEKYILETO
KOHTAKTHasi KOHTPOJIS yCIieBa-
1
= 2 eMOCTH
No Pazgen nucnumin- 2 % s 5 ’
2 = o = © 5 | dopma mpomexy-
n/n HBI/TeMBI 5 a. S R e o
o o > 5 S © | TOYHOH arTecTa-
o g |E wl B w |X O 59
51| E T |ES 2 |¢E 2 & | umu (no cemecm-
Sl g2 |5 |55 8&|8° 2 = am)
515 |5 |&R5¢§=z|25 |S¢g P
ol= o E8§S58FE
1 Tenoenyuu 6 pazeu- 8 4 4 12 Ompoc. Ouenka
Muu co8PEeMeHHbIX BBITIOJTHEHHS TIPaK-
CpeoCcms 3auumsl UH- TUYECKUX 3aJIlaHUI
dopmayuu
2 | Hopmamusno- 8 |4 4 14 Omnpoc. Onenka
Memoouyeckas 6asa 6 BBITIOJTHEHUS TIPaK-
obnacmu npumMeHeHusl TUYECKUX 3aJIlaHUI
Kpunmozpaghuyeckot,
UHOICEHEePHO-
MexHU4yeckol U npo-




2PAMMHO-ANNAPaAmHoU
3auumsl uHgopmayuu

3 6 8 20 Omnpoc. Onenka
Humezpuposannvle BBITIOJTHEHUS TIPaK-
peuienus no 3aujume TUYECKUX 3aJaHUN
ungopmayuu Tect

4 | Ucnorvzosanue «00- 6 4 20 Omnpoc.
JIAUHBIXY MEXHON02Ul OreHKa BBITIOJTHE-
npu peanuzayuu me- HUS TPAKTUICCKIX
Xanuzmoe 6e3onacHo- 3aJaHAN
cmu U MHO20A2eHM-
Hble CUCTNeMbl

. 3auem c oyenkoti
3auem c oyenkoil
no buremam

WUTOTO: 20 22 66

3. Conep:kanue QM CHUTIINHbBI

Ne HaumenoBanue paznena auc- | Coaep:xxanue
HUTJTMHBI

1 TenneHuuu B Pa3sBUTHH CO- | AHanu3zamop - aBTOHOMHBIA UHCTPYMEHT, KOTOPBIN
BpPEMEHHBIX CPEICTB 3aIMTHI | MOJIEPKUBACT MOPOKIACHNUE U YIPABICHUE 30HMA-
HH(pOpMaIIUH MHU. AHanM3aTop COCTOMT U3 0a3bl (akToB, Oaza

JTAHHBIX CIEHApUeB BTOP)KEHUS, OCHOBAHHBIX Ha
COCTOSIHUM CUCTEMBbI, OJIOKa aHanM3a U Jucrerdyepa
nporpaMMbl KOHGUTypalluu. AHanIU3aTop ompese-
JSIET, JUIsl KOTOPOTO COOBITUS IOJDKHBI OBITH TPOBE-
pEeHbI JJaHHBIE, TJIe OHHU JOJDKHBI OBITH MPOBEPEHBI,
Kakasi cereBasi HHpopMausi 0 TOMOJIOTUU TpeOyeT-
cs, ¥ 1Ip. /{15 BRINOJIHEHUS 3TUX AEHCTBUU UCIIOIb-
3yercst uHpopmanus 00 HCHOIB30BAHUU CETEBBIX
pecypcoB, KOTopasi pacroJiaraercsa BMecTe ¢ 0a3oit
JTaHHBIX ClIeHapus. JTa nHdopmalus 3aTeM nepeaa-
€TCsl COCTABUTENIO MPOrpaMMbl KOH(GUTypaluu, Ko-
TOPBII B CBOIO 0OYepelb TeHEPUPYET KOHPUTYPAIUIO
30H/IOB.

2 HopmaTuBHO-MeTOIMYecKas W3ydyeHne HOPMATUBHO-TIPABOBBIX JOKYMEHTOB
6a3za B ooaactu nmpumenenusi | OCTOK u OCB, I'OCT P MCO/MIK 15408-1-
kpunrtorpadpuueckoii, wumxke- | 2013. MudopmannonHas TexHojorus. Meronasl H
HEPHO-TeXHUYECKOH W mpo- | cpeacTBa obecneueHust Oe3omacHocTH. Kpurepuu
rPpaMMHO-aNMNAapPaTHON 3alIU- | OLIEHKU 0e30MacCHOCTH MH(POPMALMOHHBIX TEXHOJIO-
Tbl HHPOPMALMHU ruil. Yacts 1. BBenenue u o61as Mojienb.

3.TOCT P UCO/M3K 15408-2-2013. Undopma-
[IMOHHAs TeXHOoJIorusi. MeTopl U cpeacTBa obecre-
yeHus: Oe3omacHocTH. Kpurepun orenku Oe3zomac-
HOCTH HH(MOPMAIMOHHBIX TexHoioru. Yacte 2.
OyHKIIMOHATIbHBIE TPeOOBaHUS 0€30ACHOCTH.

4. TOCT P UCO/M3K 15408-3-2013. Hudpopma-
IIMOHHAs TeXHOoJIorusi. MeTop! M cpeacTBa obecre-
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yeHus: Oe3omacHocTH. Kputepun omneHkm Oe3ormac-
HOCTH HH(MOPMAIMOHHBIX TexHoioruil. Yacte 3.
TpeboBanus 1oBepus K OE€30MACHOCTH.

5. TOCT P UCO/M3BK 15408-2013. Uudopmarm-
OHHasl TEXHOJIOTHs. MeTopl U cpencTBa obecriede-
HUs 0€30MacHOCTU. MeTo10JI0THS OLIEHKH Oe30mac-
HOCTH WH()OPMAIMOHHBIX TEXHOJIOTHI.

6. TOCT P M3OK 61508-3-2012. ®yHKIHOHATbHAS
0€30MaCHOCTh CHUCTEM DJJIEKTPUYECKHX, DIIEKTPOH-
HBIX, TIPOTPAMMHUPYEMBIX JICKTPOHHBIX, CBS3aHHBIX
¢ 6e3omacHocthio. Yacte 3. TpeGoBanust K mpo-
rpaMMHOMY 00€CIIEYEHHUIO.

7. TOCT P UCO/M3BK 12207-2010. Uudopmarm-
oHHas TexHoJorus. CHcTeMHas W MPOrpaMMHAs
uHKeHepus. [Iporeccsl KU3HEHHOTO IUKIA TIPO-
TPaMMHBIX CPEJICTB.

8. PykoBomsmuii  jokymentr ®@CTOK Poccun. 3a-
IIMTa OT HECAHKIIMOHUPOBAHHOTO JOCTYyNla K WH-
dopmaruu. Yacte 1. Ilporpammuoe obecrneueHue
cpenctB 3anuThl nHGopManuu. Kinaccuduxamus mo
YPOBHIO KOHTPOJIS HEICKIAPHPOBAHHBIX BO3MOYKHO-
CTEH.

9. PykoBomsmuii nokymeHt ®CTOK Poccun. bes-
OTIaCHOCTh MH(OPMAIMOHHBIX TeXHOJorui. Kpure-
pYHU OIICHKH 0€30MacHOCTH WH(POPMAIMOHHBIX TEX-
Hosoru#t (Hacts 1, Yacts 2, Yacts 3).

10. PykoBomsmmii mokymeHT @CTOK Poccun. bes-
OTIaCHOCTh HMH(OPMAIIMOHHBIX TEXHOJOTHH. Pyko-
BOJCTBO [0 pa3paboTke mpoduield  3aluThl
U 3aJ]aHuii 110 6€30MacHOCTH.

11. PykoBogsmmii fokymeHT @CTOK Poccun. bes-
OMAaCHOCTh HMH(OPMAIMOHHBIX TEXHOJOruil. Pyko-
BOJICTBO IO (DOPMHUPOBAHMIO CEMEHCTB mpoduien
3aIUTHL

12. PykoBogsmuii nokymeHT ®CTIOK Poccuu. bes-
OTMACHOCTh HMH(OPMAIMOHHBIX TEXHOJOTui. Pyko-
BOJICTBO IO PETUCTpalMy Mpoduieii 3amuThl.

HNHTerprpoBanHbie pelieHust
1o 3amuTe HHpPopMaAUN

Mobunvhvle azenmsi SBISIOTCS OJHON M3 TEpeno-
BBIX TEM HCCIICIOBAaHUN B 00JacTH MH(POPMAIHOH-
HBIX TEXHOJIOTMH B TeueHue psaja jier. OQHako pe-
3yJIbTaThl 3THX HCCIEI0BAaHUM, ITaBHBIM 00pa3oM,
OCTaBaJIMCh B Ipejenax jaboparopuil u He ObLIU
IIMPOKO UCIOJIb30BaHbl. BMecTe ¢ TeMm, HHTeHCHpH-
Kauusi paboT mo co3nanuto Web-npunoxeHuii nMe-
Ja KJII0YeBO€ 3HAUEHUE /ISl B3PhIBHOTO POCTa 3auH-
TEPEeCOBAHHOCTU K 00JacTH MCCIET0BAaHUI CBOMCTB
MOOMJIBHBIX areHTOB, YTO CBS3aHO C BO3MO>KHOCTBIO
CO3/IaHUSl HAa MX OCHOBE paCHpeieiCHHBIX MPHIIO-
xeHui s pabotel B MuTepHer. Crana HIMPOKO
OPUMEHSTHCS MPOLEAypa 3alycka Ha BBIOJHEHUE
MOOMIIBHBIX areHToB uepe3 Web-Opaysepsl st
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cbopa mH(pOpPMALMK W B3AUMOJCHCTBUS C JIIOOBIM
y3JI0M B CETH (TEXHOJIOTUsl «HOYOOTOBY»). Dupmsl
IBM u General Magic sBJSIOTCS WHHIIHATOPAMHU
paboT B 3TOM HaNpaBICHUU WHTEPAKTUBHBIX CH-
CTEM.

Hcnogb3oBanue «00JaYHBIX»
TEXHOJIOTHH NpPH peau3aluu
MEXaHN3MOB 0€30IACHOCTH H
MHOT'0areHTHbIE CHCTEMBI

CoBpemenHble MHOroareHTHble cucteMmbl b Bkitto-
yaeT HabOp 30HOB, KOTOPbIE OTBEYAIOT 32 OOHApY-
JKEHUE U OLICHKY BTOPKEHHUH B T€X MOJCETSX, B KO-
TOpPBIX OHM (HyHKUMOHHMPYIOT. Kaxapri 30H1 obec-
nevyeH QUIbTPOM JAHHBIX C MEpeCcTpanuBaeMol KOH-
¢urypanueit, OJOKOM BbIBOJA U periarenaeM. 30H/bl
MOTYT JIECTBOBaTh aBTOHOMHO. Eciu oOHapykeHbI
KOMITOHEHTbI BTOP)KEHMsSI, TO MH(pOpMalus 0 coObI-
TUU MOXET OBITh OTIpaBlieHa APYTUM 3aUHTEPECO-
BaHHBIM 30HJIaM, KOTOpbIE€ MOAMUIIYTCS Ha UHPOP-
MAalMI0 0 HNOJOOHBIX COOBITHAX, DTO IMO3BOJIUT II0-
Jay4aTh OoJiee MOJIHOE NMOHUMAHHE CXEMbl BTOPXKE-
HUA. DTUM CHIOCOOOM MOTYT OBITh MIACHTHU(MUIIMPO-
BaHbl pa3HbI€ MOJICETH, KOTOPbIE YYaCTBYIOT B OCY-
IIECTBJIEHUU BTOP>KEHUS. 30H/bI CBS3aHbl C aHAJIH-
3aTopamu

Humepnem seweri (Internet of Things, 10T) — kon-
nenuus (U3NYECKUX MPEeIMETOB BBIYUCIUTEIBHON
ceTu («seweti»), OCHALIEHHBIX BCTPOECHHBIMU Te€X-
HOJIOTHSMH JJIsl B3aUMOJEHCTBUSA IPYr C IPYTOM
WM C BHENIHEW Cpeloid, paccMarpuBaroias opra-
HU3ALMI0 TAKUX CeTel Kak sIBJIEHUe, CocoOHOE Ie-
pPECTPOUTh KOHOMHUYECKHE U OOLIECTBEHHbIE IPO-
LIECCBI, HCKIIIOYAIONIEEe U3 YacTU JEHCTBUI U olepa-
Uil HeoOXOIMMOCTh ydacTHsl 4yesloBeka. Mojeinb
6e3onacHoro QynknuonupoBanus loT cocrour us
CJIEYIOIIHUX YPOBHEM:

o «YmHviey obwvexmvl/6cmpoennvie cucmemol:
3TOT YpPOBEHb BKIIOYaeT B ce0s CEeHCop-
HbIE/UCIIOJIHUTENIbHBIE YCTPONCTBA U ApYyrue
BCTPOCHHBIE CUCTEMBI HAa TPAHULIE CETH. JTa
yacte [oT nHaubonee ys3Buma. YcTpoiicTBa
MOTYT HaXOJUTBCS B CPEZE, HE 3alLULICHHON
¢u3umyecku, U OT HUX MOXET TpeOoBaTbcs
(YHKIIMOHUPOBAHUE B TEUCHHE HECKOJIBKHX
ner. JIoCTymHOCTh TOXKE SIBIISETCS Ba)KHOU
npobaemoit. Kpome Toro, MeHepkepam cetu
HE00X0/IMMO 3a00TUTHCS 00 ayTEeHTHYHOCTHU
U LEJIOCTHOCTH JIaHHBIX, T'€HEPUPYEMBIX
CEHCOpaMH, M O 3alIUTE HCIHOJHUTEIbHBIX
YCTPOMCTB U APYIUX «YMHBIX» YCTPOMCTB OT
HECAaHKIIMOHUPOBAHHOTO  HCIIOJIb30BAHUS.
Taxoke MOTYT MPUCYTCTBOBATh Takue Tpedo-
BaHUS, KaK KOH(HUIESHIIMAIBLHOCTh U 3allUTa
OT NOACTYIINBAHUS.




Tymannas/nepugeputinas cems: 3TOT YpPO-
BEHb TPEACTABISIET NPOBOJHBIE M Oecmpo-
BOJHBIE coenuHeHus yctpoucts [oT. Kpome
TOr0, Ha 3TOM YPOBHE MOXKET OCYILECTB-
JSIThCSA OTIPENIENIEHHBIA 00beM 00pabOTKU |
KOHCOJIMJIAIMK  JTaHHbIX. KiroueBoil mpo-
OseMoill sBisieTcs OOJbIlas BapHaTUBHOCTh
CETEBBIX TEXHOJOTMH U IPOTOKOJIOB, HC-
MOJIb3YEMBIX PA3JIUYHBIMU  YCTPONCTBAMU
IoT, 1 HEoO6X0oAMMOCTh BBIPAOOTKM U BO-
TUTOIIEHUS €JMHOH TTOJIMTUKU 0€301TacCHOCTH.
A0po cemu: ypoBeHb s1pa CETH MPEIOCTaB-
JSeT MYyTH JUId Nepefadyd JaHHBIX MEeXay
miaropmMamu B IIEHTPE CETU U yCTPOUCTBA-
mu loT. 3xeck mpobiembl 0e30macHOCTH Te
e, YTO B TPAJAULMOHHBIX ceTsaX. OnHako
OTPOMHOE KOJMYECTBO OKOHEUHBIX Y3JIOB, C
KOTOPBIMM HAJ0 B3aUMOJAEWCTBOBaTh U
yIOpaBIsATh HWMH, CO3JA€T 3HAUYUTEIBHYIO
npo6eMy Jiy1st 6€30TaCHOCTH.

4. O0pa3oBare/ibHbI€ TEXHOJIOTHH

Ne . |O0pa3oBaTe/ibHbIE TEXHOJIO-
HaumenoBanue pasaesna |Buabl yueOHbIX 3aHATHH
n/n TN
1 |2 3 4
1. |Tenoenyuu 6 pazeumuu  |Jlexyus 1.1 Tpaouyuonrnas ¢ ucnoavL308anu-
COBPEMEHHBIX CPeOCma8 Jexyus 1.2 eM npezeHmayuti
3awumol UHGopmayuu
Ilpakmuueckoe 3auamue 1. |H3yuenue mamepuanos iekyuu
Camocmosmenvras paboma
2 |Hopmamueno- Jlexyus 2.1 Tpaouyuonras ¢ ucnoIvL308aHU-
Mmemoouueckas baza 6 00- |Jlexyus 2.2 em npeszenmayuii
Jlacmu npuUMeHeHus: Kpun-
moepaghuueckoi, undce- |IIpakmuyeckoe 3anamue 2. |H3yuenue mamepuanos iexyuil
HepHO-MexXHU4ecKou u
npoepammuo-annapamuoil | CamocmosmenvHas paboma
3auumol UHGopmayuu
3  |HMumeepuposannvie pewie- |Jlexyusa 3.1 Tpaouyuonnas ¢ ucnonvb308aHu-
Hus no 3awume ungop-  |Jlexyus 3.2 em npeszenmayuil
Mmayuu Jlexyus 3.3
Buinonnenue 3a0anus
Ilpakxmuueckoe 3anamue 3.
H3yuenue mamepuanog nexyutl
Camocmosmenvras paboma
4  |Ucnonvzosanue «obnau- |Jlexyus 4.1 Tpaouyuonmnas ¢ ucnonvL308aHu-
HBIXY» MeXHOI02Ull npu Jexyus 4.2 eM npeseHmayutl
peanuzayuu mexanusmos |Jlexyus 4.3

bezonacnocmu u MHO20-
A2EHNIHblE cUCmembl

Ilpakmuueckoe 3anamue 4.

Buinonnenue 3adanus

Hsyqeuue mamepuailos ]ZeKI/IMZZ
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| Canocmosmenvuas pabomal

5. OneHka IIaHNPYeMbIX pPe3yJIbTaTOB 00y4YeHHs

5.1. Cucrema onleHUBaHUA

dopma KOHTPOJIS Makc. K0JIM4eCTBO 0a/1J10B
3a ogny pa- |Bcero
ooty
Tekymui KOHTPOJIb:
— onpoc (memvt 1-4) 5 bannos 30 6annos
— npakmuueckoe 3a0anue (memol 1-2) |6 b6annos 12 6annos
— npakmuueckoe 3a0anue (memol 3-4) |7 bannos 14 6annos
[IpomexxyTouHas aTTecTarus 40 6annos
Ox3amen
HToro 3a aucuunjanny 100 6annos
Ox3amen

[Tonmy4yeHHBINM COBOKYITHBIN PE3yJabTaT KOHBEPTUPYETCS B TPAJAUIIMOHHYIO IIKATy OLIEHOK U B
mKany ouneHok EBpornelickoil cucreMsl nepeHoca u HakorieHus: kpenutos (European Credit
Transfer System; nanee — ECTS) B cooTBeTCTBUM ¢ TabIUIEH:

100-6anpHas mika- TpammonHas mxana [Ixana
na ECTS
95 -100 A
8394 OTJIMYHO B

68 — 82 XOPOIIIO 3a4TEHO C

56 — 67 D

50 _55 yIOBJICTBOPUTEIILHO E
2049 FX
0_19 HEYJIOBJIETBOPUTEIHHO HE 3a4TE€HO =

5.2.Kputepuu BbICTaBJICHUS OLEHKHU MO JUCHUTLIINHE

banabl/ Ouenka no auc- Kpurepun oueHku pe3yjbTaToB 00y4eHHs MO JUCHU-

Mlxana HUIJIHHE IJINHEe

ECTS

100-83/ «OTJIIMYHOY/ BricTaBisiercs o0ydaromemMycs, €ciau OH TITyOOKO U Mpoy-

AB «3a4TeHO (OTINY- | HO YCBOWJI TEOPETHUYECKUI M IPAKTHYECKUI MaTepHa,
HO)»/ MOXET IPOJEMOHCTPUPOBATH 3TO Ha 3aHATUAX U B X0JI€
«3a4TEHO» IPOMEKYTOYHOM aTTECTaINH.

OOyuaromuiics uCUepIbIBAIOIE U JIOTHUECKH CTPOIHO U3-
Jaraet yuyeOHbI MaTepuall, yMEeT yBA3bIBaTh TEOPHUIO C
NPAaKTUKOH, CIIPaBIseTCs C pellieHHeM 3aa4 MpoQeccro-
HaJIbHOW HaNpaBJIEHHOCTH BBICOKOTO YPOBHS CIIOXKHOCTH,
NPaBUIBHO 0OOCHOBBIBAET NPUHSATHIE PEILICHUS.
CB000OAHO OpUEHTHPYETCS B yueOHOM U MpoeccuoHalb-
HOU JIUTEparype.

OreHka 1o JUCHMITIIMHE BBICTABIAIOTCS 00yJaromeMycs ¢
Y4ETOM pe3yJIbTATOB TEKYILEH U IPOMEKYTOYHOU aTTe-
CTalUU.

Komnerenmu, 3akpenyiéHHble 3a JUCUUIUIMHON, ChOpMU-
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Banany/

Ml xana
ECTS

Onenka mo auc-
HUILINHE

KpnTepml OICHKHU pPE3yJbTaToOB oﬁyqe}mﬂ mo 1uCuum-
IJIMHE

pPOBaHbI Ha YPOBHE — «BBICOKUID.

82-68/

«XOpOLIO»/
«3a4TeHO (X0po-
110 ) »/
«3a4TECHO»

BeicraBnsiercsa oOydaromemycs, €CIIM OH 3HAET TEOpEeTHYEe-
CKMI Y MPAKTUYECKUN MaTepHall, PAMOTHO U MO CyLIECTBY
M3JIaraeT ero Ha 3aHATHUAX U B XOJ1€ IPOMEKYTOUYHOU aTTe-
CTalMU, HE J0IYyCKasl CYLECTBEHHbIX HETOYHOCTEN.
OOyyaromuiics MpaBUJIbHO IPUMEHSET TEOPETUUECKUE T10-
JIO’KEHUS TIPU PelIeHUH MPAKTUYECKUX 3a]1a4 rpodeccuo-
HaJIbHOM HANPABIEHHOCTH PA3HOTO YPOBHS CII0KHOCTH,
BJIa/IeeT HEOOXOJUMBIMU Il ATOIO HaBbIKaMU U NpUéMa-
MHU.

JlocTaTouHO XOPOIIO OPUEHTHUPYETCS B y4eOHOH U Mpo-
dbeccuoHanbHOM TUTEpaTypE.

OrneHka o JUCIUILIMHE BBICTABISIOTCSA 00y4yaroniemMycs ¢
Y4ETOM pE3yJIbTATOB TEKYIIEH U MPOMEKYTOUHON aTTe-
CTalUN.

Komnerenuuu, 3akpeniéHHble 3a AUCUUIIIMHON, CPOpMHU-
pPOBAHBI HA YPOBHE — «XOPOIINIIY.

67-50/
D,E

«YIOBIIETBOPH-
TEILHO»/

«3a4TeHo (yIoBIIe-
TBOPHUTEIBHO)»/
«3aYTCHOY

BricTaBnsiercs 00y4daromemMycs, €ciu OH 3HaeT Ha 6a30BOM
YPOBHE TEOPETUUECKUI U MPAKTUYECKUN MaTEpHal, J10-
MyCKAaeT OTAEIbHbIEC OIMOKYU MPU €ro U3JI0KEHUH Ha 3aHs-
TUSAX U B X0OJI€ TPOMEXKYTOYHOU aTTECTALUH.
OOyyaromuiics UCIIBITHIBAET ONpeeIEHHbIE 3aTPyAHEHUS
B [IPUMEHEHUU TEOPETHUUECKUX MOJIOKEHUH MPU pElIeHUH
MPAKTHYECKUX 33/1a4 Ipo(deccnoHaNbHOM HallpaBiIeHHOCTH
CTaH/IaPTHOTO YPOBHS CJIOKHOCTH, BJIaJieeT HE0OXO0IUMBI-
MU JJIs1 TOr0 0a30BBIMU HABBIKAMU U IPUEMAMH.
JleMOHCTpHpYET T0CTaTOYHBIN YPOBEHb 3HAHUS y4eOHOM
JUTEPaTyphl MO TUCHUTUIIAHE.

Onenka o JUCIUILIMHE BBICTABIISIOTCSA 00y4aronemMycs ¢
y4€TOM pe3yJIbTaTOB TEKYIIeH U MPOMEKYTOUHOM aTTe-
CTaIlHH.

Komnerenmuu, 3akpeniaéHHble 3a AUCUUTUTMHON, CPOpMHU-
pOBaHbI Ha YPOBHE — «IOCTATOYHBINY.

49-0/
F.FX

«HEYJIOBIIETBOPH-
TEJIBHOY/
HE 3a4YTEHO

BricraBnsercs oOyyaromemMycs, €ciii OH He 3HaeT Ha 6a30-
BOM YPOBHE TEOPETUYECKHUI U IPAKTUUECKUNA MaTepual,
JIOITyCKaeT IpyOble OUIMOKU MPU €ro U3JI0KEHUN Ha 3aHs-
THAX U B XOJI€ IPOMEKYTOUHOHN aTTECTalH.
OOyuaromuiicss UCTIBITHIBAET CEPbE3HBIE 3aTPYIHEHUS B
IIPUMEHEHUH TEOPETUUECKUX TOJI0KEHUN IIPU PELICHUU
NPaKTUYECKUX 3a]a4 Mpo(hecCHOHATBbHON HANPaBJIEHHOCTH
CTaHJAPTHOTO YPOBHS CIIO’KHOCTH, HE BJIajieeT HE00X0 -
MBIMU I OTOTO HAaBBIKAMU U IIPUEMAMHU.

JleMoHCTpHpYeT (parMeHTapHble 3HaHUS Y4eOHOH HTe-
paTypsl 110 JUCLUIIIIUHE.

OreHka 1o JUCHUITIMHE BBICTABIIAIOTCS 00yJaroieMycs ¢
Y4ETOM pe3yJIbTATOB TEKYILEH U IPOMEKYTOYHOU aTTe-
CTalUU.

KoMnereHmmn Ha ypoBHE «OCTaTOYHBIN), 3aKPETIEHHBIE
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banabl/ OIIeHKa o Juc- KpnTepml OICHKHU pPE3yJbTaToOB oﬁyqennﬂ mo 1uCuum-
IIkana HUIIJIMHE IJIMHE
ECTS

3a JUCLUUIUIMHON, He C()OPMHUPOBAHBI.

5.3. OueHouHble CpeacTBa (MaTepHUalIbl) IJIsl TEKYIIETO KOHTPOJIS YCIIEeBAEMOCTH, IIPOMEKYTO Y-
HOU arrecralnuu 06y11a}011114xcs[ 10 JUCHUIIJIINHE

[IpumMepHbIE KOHTPOJILHBIE BOIIPOCHI JJISl aTTECTALMH - TPOBEPKa CHOPMHUPOBAHHOCTH KOMITE-
reanmii  I1K-9, ITK-14
1. OpranuszanuonHas cTpykTypa coBpeMeHHbIXx ACO/I.
2. ®enepalibHBIC OPTAHBI 110 ATTECTAIUN U UX (DYHKITHH.
3. MexaHu3MBI perucTpauu u ayaurta B coBpeMeHHbsIx EMAC.
4. Jlestensuocts EMAC.
5. IlpaBa, 00s13aHHOCTH ¥ OTBETCTBEHHOCTh OPraHOB M0 00pabOTKE KOH U IeHIIMAIBHOMN HH-
(¢opmMaluu B KPYIHBIX HHPOPMAITMOHHBIX CUCTEMAX.
6. AKKpeauTanus UCTIBITATEIbHBIX JIAOOPATOPHI M OPTAHOB IO CEPTU(HUKAIIIH CPEICTB 3aITUTHI
nHpopMaruu mo TpedoBaHuto Oe3omacHocTy nHpopmalmu. [lopsamok akkpeuTaum.
7. KoHTposb 1 HaA30p 3a AEATEIbHOCTHIO aKKPEIUTOBAHHBIX HCIIBITATENLHBIX JIA0OpaTOpHil U
OpraHoB IO cepTU(HUKALUH.
8. 3asBuTenu u ux QpyHKHMH. 3asBKa Ha MpoBeeHne arrectanuu OU.
9. INopsok poBEACHHS aTTeCTaMH 00beKTOB HHpopMmaTu3auu. Coiep:kanue 3asBOK.
10. TTopsaok B3auMOJECHCTBUS 3asBUTENS U OpraHa Mo MpOBEJCHHUIO aTTeCTaIUH.
11. OcHoBHBIE TEHACHIIMH B 00JACTH 3aITUTHI HHPOPMAIIUH.
12. TSIEM B coBpeMEHHOM MHDE.
13. Eaunas cuctema uacHTUGUKAIMN U ayTCHTU(DUKAIUH.
14. Vcnonb3oBaHUE «OOJAYHBIX» TEXHOJOTHH MPU pean3allii MEXaHU3MOB 0€301TaCHOCTH 1
MHOT0areHTHBIE CUCTEMBI.
15. MurterpupoBaHHbIE pelIeHHs 10 3amuTe nHhopMauu Ha ¢ IHTepHeT Belel.
16. Hampasnenue uccienoBanuii Ha mpuMepe nmpoektoB DARPA u AHB.
17. MoOuibHbIe areHThl U UX UCIOJIb30BaHHE.
18. HMuremiekTyallbHbIE CUCTEMBI IPEIYIPEKICHUS BTOPKEHUN.
19. Ilonstue MHTEpHET Bemieh.
20. Cospemennsie C3U. [IpuMepsl UCTIOIB30BAHHUS.
21. AHTHUBHpYCHI KaK CPEICTBO 3alIUTHI OT BpenoHocHoro [10.
22. CpezactBa oOHapy)KeHHUs aTak Ha mpumepe Snort u Surricata.
23. Cucrema Enstein. Ee ¢byHKIIMOHAT 1 Ha3HAYCHUE.
24. Unterpauus pazubix komnonentoB C31 EMAC.
25. Kpunrorpadus B EMAC.
26. Artrecramnus o0nexktoB EMAC.
27. Pernament padotst EMAC.
28. Metonp! nepexBata HH(opMaIK U TexHosorus nporusoaeiicrsust CCHUB.
29. TlepcriekTUBHBIE HAMPABJICHHS PA3BUTHS BHICOKOCKOPOCTHBIX CETeH U MX 3aIUTHI.
30. DTUYHBIN XaKUHT.
31. OcHoBHBbIE pa3pabOTUYMKH MMAKETOB JJIs1 KBAHTOBBIX BBIUMCICHUH.
32. IlpaBuna koppensuuu coObITUi 6€30aCHOCTH.
33. DLP-cucremsi.
34. TexHonorust HOyoOTOB.



13

Ilpumepnsle 3a0anus 0na mecmuposanus- NPOBEPKaA chopmupo8aHHOCMU KOMREm eHYUl
ITK-9, IK-14

1. 10T -3T0:

a) Honamue “Unmepuem-eeweti”’
0) MoOuibHOE YCTOHCTBO.

B) MIHTepHET-IpHIIOKEHHE.

2. DLP-cucrembl cay:kat Jajs:

a) 3amuThl OT BpeaonocHoro [10.

0) KOHMPOJIA YMeyKU 3auuuaemo UHGoOpMayuu.
B) noBepeHHoM 3arpysku OC.

6. YueOHO-MeTOAMYECKOE M HH(OPMALIMOHHOE o0ecTeyeHne JUCIUNINHBI

6.1. CIMCOK HCTOYHUKOB U JINTEPATYPHI

HcTounuku

OCHOBHEBIE
1. Komnnexcunas 3awuma vHGOpMaIiu B KOPIMOPATUBHBIX CHUCTEMax : y4ebd. mocodue / B.D.
[Hawbrun. — M. : UJI «®OPYM» : UHOPA-M, 2017. — 592 ¢. — (Bricmiee oopazoBanue: ba-
KajaBpuar). - Pexxum fgoctyma: http:/znanium.com/catalog/product/546679
2. MeTojbl U CpeJICTBA 3alTUTHI MPOTPAMMHOTO OOecIiedeHusl [ DIeKTPpOHHBIH pecype] : y4ueO.-
METO/1. KOMILJIEKC : 1j1s OakanaBpuata no HampasieHHuto nmoarotoBku 090900 Mudopmanmonnas
6e30macHOCTh : 1o npoduisiM: OpraHuszaius U TeXHOIOTUs 3auThl nHGopmanuu, Kommiekc-
Has 3amuTa 00beKTOB MHpopMaTu3anuu / Munooprayku Poccun, @enep. roc. 6r0mkeTHOE 00-
pasoBart. yupexaeHue Boicil. nmpod. oopazoBanus "Poc. roc. rymanutapssiid ya-t" (PITY), UH-T
nH(popMaIl. HAyK ¥ TeXHOJIOTHH Oe3omacHocTH, Pak. mHpoOpMaIll. cucteM U O6e3omacHocTH, Kad.
KOMIBIOTEpHOU Oe3omacHocTH ; [cocT.: Kazapun O. B. ; otB. pea. A. A. TapacoB]. - DnekTpoH.
naH. - Mocksa: PITYVY, 2013. - 30 c. - Pexxum noctyna: http://elib.lib.rsuh.ru/elib/000009341. -
3ari. ¢ akpana. - ISBN 978-5-7281-1789-6.
3. llanprun B.®. 3amura xoMnbroTepHOr MHpOpMaruu. DPQeKkTuBHBIE METOIBI U CPEICTBA
[DnexTponnsiit pecypc] / B. @. [llanprun. - M.: JIMK Ilpecc, 2010. - 544 c.: w1 - ISBN 978-5-
94074-518-1. - Pexxum nocrtyna: http://znanium.com/catalog/product/408107

JononauTenbHas

6.2. Ilepedenp pecypcoB HHGOPMAITMOHHO-TEIIEKOMMYHHUKAITMOHHOM ceTn «IHTepHeT».

1. Odwunmansuoit caiit IBM, rnobansHas cucrema cbopa JaHHBIX 00 mHIMAeHTax X-Force
[DnexTpoHHbIi pecypc]: Pexxum mocryna: https://exchange.xforce.ibmcloud.com/, cBo6on-
HBIH. — 3ari. ¢ 3KpaHa.

2. OdunmaneHelil caiiT CooOIIecTBa MO MPOBEICHUIO pa3BeaKu B ceTu HTepHeT [DneKTpoH-
HbIi pecypc]: Pexxum nocryna: http://osintframework.com/, cBoGoaHbIi. — 3ari. ¢ 3kpaHa.

3. OdunmansHbiii caiit komnanuu Ineltechniques [Dnekrponnsiii pecypc]: Pexxum nocryma:
https://inteltechnigues.com/services.html, cBoOGomHbIA. — 3ari. ¢ 9KpaHa.

7. MaTepuajibHO-TeXHHYECKOe o0ecneyeHne I CUNITHHbI

Jl11a ipoBeieHus 3aHATUI HEOOXOAUMO CIIEYIolIee MaTepUaTbHO-TEXHUYECKOE 00ecTieueHue:
1) NeKIMOHHBIN KJIacc ¢ BUACOMPOSKTOPOM M KOMITBIOTEPOM, Ha KOTOPOM JIOJDKHBI OBITh yCTa-
HOBJICHBI:

— nmuuensuonHoe [10 MS Windows 7 u crapie;

— nmuuensuoHHoe [10 MS Office 2010 (c obs3aTenbubM Hanuurem MS PowerPoint) u crapiie


https://exchange.xforce.ibmcloud.com/
http://osintframework.com/
https://inteltechniques.com/services.html
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2) KOMIIBIOTEPHBIN KJ1acC, 000PYI0BaHHBII COBPEMEHHBIMU MEPCOHAIBHBIMUA KOMIIBIOTEPAMHU
JUTSL KQXKJIOTO CTYJICHTA C BBIXOJIOM B MHTepHET. Ha KoMIbIOTepe TOJDKHBI OBITh YCTAaHOBIICHBI:
— muuensuonHoe [10 MS Windows 7 u crapiie;

— muuensuonHoe [10 MS Office 2010 u crapue;

— cuctemMa oOHapy)KeHHs BTOp)KEHH Snort

Ilepeuens 110
Haumenosanue 110 [IpousBoauTens Crnioco0 pacripocTpaHeHus
Nent (JTMTIEH3MOHHOE WJIH CBOOOTHO
/i pacmpoCTpaHsIeMOe)

1 Microsoft Office 2010 Microsoft JIMIIEH3UOHHOE

2 Windows 7 Pro Microsoft JIMIIEH3HOHHOE

3 Microsoft Share Point 2010 | Microsoft JIMIEH3UOHHOE

4 Microsoft Office 2013 Microsoft JIMIIEH3UOHHOE

5 Windows 10 Pro Microsoft JTUICH3NOHHOE

6 Kaspersky Endpoint Security | Kaspersky JIuieH3nOHHOE

7 Vmware Player 15.5 VMWare Cso6oanoe I10,

+ Pexxum nocrymna:
T'octeBas OC CentOS 7 https://www.vmware.com/prod

ucts/
Hemo-Bepcus
OtkperToe [10
Pexxum nocrymna:
https://www.centos.org/downlo
ad/
WNHCcTaSIIIMOHHBINA TUCTPHOY-
tuB Linux

8 Snort Snort Cso0Oognoe 10,
Pexxum noctyma:
https://www.snort.org/downloa
ds

Jl1st IpOBeICHUS 3aHATUH JIGKIIMOHHOTO THIIA TPEAJIAraloTCsl TEeMaTHUECKUE WILTFOCTPAIUN
B ¢opmare npesentanuii PowerPoint.

Ilepeyens B/l u UCC

Nenr HaumenoBaune
/1t

1 | KoMmmbroTepHble ClIpaBOYHbBIE TIPABOBBIE CUCTEMBI
Kouncynsrant Ilntoc,
I'apanT

8. O0ecneyenne 00pa3oBaTeIbHOIO MpoOLECCa sl JIMI C OTPAHNYEHHBIMH BO3MOKHOCTAMU
310POBbA

B xoJe peanu3zanuu AUCHUTUTHHBI UCTIONB3YIOTCS CIAEAYIONINE TOTIOTHUTENbHbIE
METOJIbl 00Y4eHHsI, TEKYIIErOo KOHTPOJIS YCIIEBAEMOCTH U MPOMEKYTOYHON aTTecTaluu o0yda-
IOIUXCS B 3aBUCUMOCTH OT WX UHIUBUAYAIBHBIX 0COOEHHOCTEH:

® JIJId CJICIIBbIX U CJ'Ia6OBI/II[$IIJ_II/IXI

— JICKIITUH O(I)OpMJBIIOTCH B BHUAC JJICKTPOHHOTO HOKYMCHTA, NOCTYITHOI'O C MOMOIIBKO KOM-
MBOTCPA CO CIICHUAIIN3NPOBAHHBIM IPOTPAMMHBIM O6CCHC‘{CHI/ICM;

— NUCbMCHHBIC 3a/laHUs BBINIOJIHAIOTCA Ha KOMIIBIOTEPEC CO CICHHUAIIM3UPOBAHHBIM IIPO-
Ir'paMMHBIM OGCCHC‘-ICHI/ICM, HJIn MOT'yT OBITh 3aMEHEHBI YCTHBIM OTBETOM;


https://www.vmware.com/products/
https://www.vmware.com/products/
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— o0ecrnieunBaeTCsl MHANBUIYATILHOE paBHOMEPHOE OcBeleHre He MmeHee 300 JTroKC;

— JUIsL  BBIMOJIHEHUS 3aJaHHsl TMPH HEOOXOIUMOCTH TPENOCTABISCTCS YBEIWYHMBAIOLIECE
YCTPOHCTBO; BO3MOXHO TAaK)K€ MCIIOJIb30BaHIE COOCTBEHHBIX YBEIMUUBAIOLINX YCTPOICTB;

— MMCbMEHHBIE 3a/IaHHsI 0(OPMIISIOTCS YBEJIIMYCHHBIM HIPUPTOM;

—9K3aMEH U 3a4€T MPOBOJATCS B YCTHOH (pOpME MM BBIIOJHSIOTCA B MMCBMEHHOU (opme
Ha KOMIIBIOTEPE.

® IS TIYXHX M CIa00CITBIIIANTHX:

— JIEKIUU OQOPMIISIOTCSI B BHJIE AJIEKTPOHHOTO JOKYMEHTA, JIMOO MPEIOCTABISETCS 3BYKO-
YCUJIMBAIOILAS anliapaTrypa HHINBUIYaIbHOTO TOJIb30BAHUS;

— MMCHbMEHHBIE 3aJIaHHsI BBITIOIHSIOTCS HA KOMIIBIOTEpPE B MMCbMEHHOM (hopme;

— 9K3aMEH M 3a4€T MPOBOJATCS B MUCBMEHHOH (hopMe Ha KOMITBIOTEPE; BO3MOYKHO TPOBEIE-
Hue B GopMe TECTUPOBAHMUSL.

® ISl JIWI] C HAPYIIEHUSIMHA OTIOPHO-/IBUTATEIBHOTO amnmapara:

— JIEKIIMM OQOPMIISIFOTCSI B BUJI€ JIEKTPOHHOTO JOKYMEHTA, JOCTYIHOTO C IMOMOIIBIO KOM-
MBIOTEPA CO CIIEIUAITN3UPOBAHHBIM IIPOTPAMMHBIM 00ECTIEYeHUEM;

— MMUCbMEHHBIE 3aJlaHHs BBHITIOJHSAIOTCS Ha KOMITBIOTEPE CO CIIEHUAIM3UPOBAHHBIM TIPO-
TPaMMHBIM 00ECTICUCHHEM;

—9K3aMEH W 3a4€T MPOBOMATCS B YCTHOH (pOpME MM BBITIOTHSIIOTCS B IMMMCBMEHHOUW (opme
Ha KOMIIBIOTEpE.

[Tpu HEOOXOIUMOCTH TIPETYCMaTPUBACTCSI YBEITUUCHUE BPEMEHH ISl IOATOTOBKH OTBETA.

[Mpontemypa  mpoBeAECHUST ~ MPOMEKYTOYHOH  aTTecTalui  JUIs  OOyJaromuxcs
YCTaHABIMBACTCSI C Y4€TOM WX HMHIUBUAYAIbHBIX TICHXO(PH3MUECKUX OCOOCHHOCTEH.
[IpomesxyTouHast aTTecTalys MOKET IPOBOJUTHCS B HECKOJIBKO ATAIIOB.

IIpu mpoBeneHUM MPOLEAYPbl OLEHUBAHUS PE3yIbTAaTOB OOYy4YEHHUs IPEAyCMAaTPHUBAETCS
UCIOJIb30BaHUE TEXHUYECKUX CPEICTB, HEOOXOOUMBIX B CBA3M C HWHIAMBUAYAJIbHBIMU
0COOEHHOCTAMHU O00ydaroluXxcs. JTH CPeAcTBa MOTYT OBITh MPENOCTaBICHbl YHHBEPCUTETOM,
WA MOTYT MCIIOJIb30BaThCsl COOCTBEHHbBIE TEXHUYECKUE CPE/ICTBA.

[IpoBenenne mpouenypbl OLIEHUBAaHHUS  PE3ylIbTaTOB  OOy4eHMs JOIyCKaeTcs C
UCIOJIb30BaHUEM JUCTAHIIMOHHBIX 00pa30BaTeIbHbIX TEXHOIOTI M.

ObecnieunBaeTcst 1O0CTyNn K MHPOPMAIMOHHBIM U OHOIHOTpaduueckuM pecypcaM B CETH
WuTepHer ans kaxxaoro oOydaromierocss B popMax, aJaiTUPOBAHHBIX K OIPaHUUYEHUSIM UX 3710-
POBbsI U BOCIIPUATHUS MH(POPMALINY:

® IS CJIENBIX U CIa00BUISIIUX:

— B 11e4aTHOM popMe yBeTM4YEeHHBIM HIPUPTOM;
— B (JopMeE PIIEKTPOHHOT'O IOKYMEHTA;

— B (hopMme ayauodaiina.

® IS TIYXUX U CIa00CTbIIIAITINX:

— B 11e4aTHO! (opme;

— B (JopMe FIIEKTPOHHOTO IOKYMEHTA.

e s 00y4aroLUXCs C HapYIIEHUSIMH OIIOPHO-ABUIaTeIbHOIO armapara:
— B 1e4aTHoO! (opme;

— B JopMe PIIEKTPOHHOTO IOKYMEHTA;

— B ¢popme ayauodaiina.

VYuebHble ayTUTOPHH Il BCEX BUJIOB KOHTAKTHOM M CaMOCTOSATENIbHOM pabOThl, HaydyHAas
O6ubIMoTEeKa M MHBIE TIOMEIIEHUs JUIsl 0Oy4eHMsI OCHAIIEHbI CHEIHAIbHBIM 000py/IOBaHUEM U
y4eOHBIMHM MECTaMHU C TEXHUYECKUMU CPEICTBAMU 00YUEHUS:

® IS CIIEIBIX U CIa00BUISIIUX:

— YCTPOHCTBOM JJIsl CKaHUpOBaHus U uTeHus ¢ kamepoit SARA CE;

— mucruieeM bpaiinsa PAC Mate 20;

— npuHTepoM bpaiins EmBraille ViewPlus;

® IS TIYXUX U CIa00CTBIIIAITNX:
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— aBTOMAaTH3UPOBAHHBIM pabOYUM MECTOM IJIS JIIOJIEH C HapyLIeHUEeM ClIyXxa U cIabocibl-
HIaIluXx;
— aKyCTUYECKUH YCUIIUTEINb U KOJIOHKU;
e s 0Oy4arOIUXCs C HapYIIEHUSIMHU ONIOPHO-ABUIaTeIbHOTO armapara:
— IEPEBUKHBIMHU, PETYINPYEMBIMU SproHoMuueckumu napramu CHU-1;
— KOMITBIOTEPHOM TEXHUKOM CO CHEIMAILHBIM IMPOTPaMMHBIM 00€CIICUeHUEM.

9. MeToau4eckue MaTepuaJbl

9.1. [TnaHsl MPaKTUYECKHUX 3aHATHUH - TpoBepKa chopmupoBanHocTu komnerenmmii  [1K-9, TTK-
14

Tembl yueOHOH MUCHMITIMHBI IPETyCMAaTPUBAIOT MPOBEACHUE MPAKTHUECKUX(CEMUHAPCKUX) 3a-
HSTHH, KOTOpBIE CIY)KaT KaK MEJIsIM TEKYIIET0 M MPOMEXYTOYHOTO KOHTPOJIS 32 TOATOTOBKOM
CTY/ICHTOB, TaK W LEJSM TOJTYYEHUS MPAKTHYECKUX HABBIKOB PUMEHEHHUSI METOJIOB BBIPAOOTKH
peIIeHN, 3aKpeIUIeHUs] U3YYeHHOTO MaTepHaia, pa3BUTHS YMEHHA, MPHOOPETEHUs OMbITa pe-
[ICHUsT KOHKPETHBIX NPOOJIeM, BEACHUS TMCKYCCU, apTyMEHTAIlMH U 3alllUThl BEIOPAHHOTO pe-
[ICHUS.

IpakTuueckoe 3ansaTue 1(4 4.).HopmaruBHo-MeToanueckas 6a3a ucnoab3oBanus. Kpar-
KHii 0030p pyKOBOASIIIUX T0KYMeHTOB (IipoBepka copmupoBanHocTH kKomreTeHimii  [1K-9)

Bonpocwt ons oocyscoenus.

1.IlepeyeHs OCHOBHBIX HOPMATUBHO-TIPABOBHIX IOKYMEHTOB.
2. CoBpeMeHHBIE CpE/ICTBA OOHAPYKEHHS BTOPKEHUM.

3. IloHATHE MHOTOAr€HTHOM CHUCTEMBI.

Cnucok Jureparyphl:

[TpuBenén B . 6 nannou PITJ]

MamepuanbHo-mexnuueckoe obecneyeHue npaKmuiecko2o 3aHamus: ayJuTOPUs, OCHAIICHHAS
MIPE3CHTAI[MIOHHON TEXHUKOMH (MIPOEKTOP, 3KpaH, KOMITbIOTEP/HOYTOYK). KOMITBIOTEPHI 110 KOJTH-
yecTBY oOyuarommxcs ¢ passépuyroit OC MS Windows, BupryansHoii mamuHoii VMPlayer.

IIpakTuyeckoe 3ansaTue 2(4 4.). Crpykrypa EMAC. O3HakomiieHHsI CTYIEHTOB ¢ MeXa-
HU3MaMU ayTeHTH(pUKauuu U uaeHTUuUKanuu (Mposepka cHopMUPOBAHHOCTH KOMITETEHLIUN
I1K-9)

Bonpocut ons o6cyorcoenus.

1.ITonarue EMAC.

2. IlpyHIMO CUCTEMHOTO MOJIX0/1a B opranu3anuu 1.
3. Bxonx B cuctemy no mapoJiio U myOJTuYHOMY KITIOUY.
4. Kommm3uu B QyHKIUSAX XCIIUPOBAHHUS.

Cnucok nurepaTypsl:

[IpuBenén B 1. 6 nannou PI1J]

IIpakTnueckoe 3ansaTne 3(8 4.). CoBpemennnie C3U. Ilpnodperenne HaBbIKOB IpU padore
¢ cucreMamu Tuna Snort (mposepka copmupoBaHHoCcTH KommeTeHnuit [1K-14)

Bonpocwl 0n1 06cysrcoenus:

1.Monens OSI

2. Snort. @yHKIIMOHAIBHOCTb CUCTEMBI.

3. Ucnonn3oBanue Barnyard nis Bu3yanuzanuu nHGOpMAaLUH.

Crniucok nuTeparypsl:

[IpuBenén B n. 6 nannou PI1/]
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Mamepuanvno-mexnuueckoe obecneyenue npaKmMu4ecKko20 3aHamus.; ayJUTOPUsl, OCHAILICHHAS
MIPE3CHTAI[HOHHON TEXHUKOH (IIPOEKTOP, SIKPaH, KOMITbIOTEP/HOYTOYK). KoMIbIOTEpHI 10 KOJH-
yecTBY oOyuatomuxcs ¢ pazsépuyroit OC MS Windows, BuptyanbHoi mamuHoi VMPlayer ¢
onepaunonHoi cucremoit CentOS 7, CpencTBO 0OHApyKEeHUs BTOp>KeHHIA SNOrt.

IpakTHyeckoe 3ansaTHE 4(6 4.). O030p coBpeMeHHBbIX cpecTB MppoBanusa. Ucnoab3oBa-
HHEe MOOMJIbHBIX areHToB (mpoBepka chopmupoBanHoCcTH KomnereHuuil [1K-14)

Bonpocut ons ob6cycoenus.

1.ITonsiTie MOOUIIBHBII areHrT.

2.1Ipumepsl aIrOpUTMOB UM POBAHUS.

3. [loHsATHE KPUNITOCTONKOCTH aITOPUTMOB K (POBAHHUSL.

Crincok nuTeparypsl:

[IpuBenén B 1. 6 nannoi PIT]

Mamepuanvro-mexnuueckoe obecneyenue npaKmuiecko2o 3aHAmus: ayquTOpUs, OCHaILlEHHAsI
MPE3EHTAllMIOHHON TEXHUKOM (IIPOEKTOp, 3KpaH, KOMIbIOTEP/HOYTOYK). KoMnbroTephl o Koyu-
yecTBY oOyuaronuxcs ¢ passépuyroit OC MS Windows, BuptyansHoii mamuHoii VMPlayer.
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Ipunoowcenue 1
AHHOTANIUA JUCHUITJINHBI

JucuuruiiHa « AKTyanbHbIe TEHASHIIMU B 00JaCTH 3alIMTHl HH(OPMAIMN) PEeaTn3yeTcs
Ha Qakynprere MHPOPMAIIMOHHBIX CHCTEM M OE€30MAaCHOCTH JJISl CTYJIEHTOB 4-ro Kypca, o0y4a-
IolUXcs o nporpamme OakanaBpuara no HampasieHuto noaroroBku 10.03.01 Mudopmanmon-
Has 6e3omacHOCTh (mpodun noaroroBku —Ne 3 KomrekcHas 3amuTa 00beKToB HH(pOpMaTH3a-
UM ) Kaeapoil KOMIUIEKCHOW 3alIUThl HH(POPMAIIUH.

Lenb MUCHUTUIMHBL: SBJISIETCS O3HAKOMIJICHHE CTYIEHTOB C COBPEMEHHBIMH TCHACHIIUSIMHU
B 00JacTH 3amuThl HHPOPMALIMHN, HOBEHIIUMH TIOJXOJIaMH K MOCTPOSHHIO TOACUCTeM HH()Op-
MAaI[MOHHOW 0€301aCHOCTH U aKTYaJIbHBIMU M3MEHEHHMSIMH B HOPMaTHBHO-METOJANYECKON Oa3e B
3TOM cepe.
3anauu:

— PpPaccMOTpEHHE CIEIYIOUINX aKTYaIbHBIX TEHACHIWH B 00JacTH 3amuThl HH(POpMAIUH:
WHTETPUPOBAHHBIC PEIICHUS I10 3aIuTe WHPOPMAIINH, YIIpaBIeHHe 0€30TacCHOCTHIO MH-
¢dbopmanuu u coosituit (SIEM-cucremsr);

— ympaBieHue ydeTHbIMH 3anucsimMu (IdAM-cuctemsl), yHu(UIMPOBaHHBIN TOCTYI K IPU-
JoKeHusM Ha npuMmepe Eaunoit cucrems! unentudpukanuu u ayrenruduxarnuu (ECHUA),

— obecriedyeHre 0€30MacHOTO B3aUMOJECHCTBHS C BHEHIHUMH HMHGOPMAIIMOHHBIMH CHCTE-
MamMu Ha mpuMepe CHCTEMBI MEXBEIOMCTBEHHOTO OSJIEKTPOHHOTO B3aMMOJCHCTBUS
(CMDB),TeHaeHITNN B IPUMEHEHUH CPEJCTB KpUMITOrpaduIecKO 3amuThl HHOOpMAIUn
(cpencTB NETKOBECHOW KpunrTorpaduu), B TOM YHCIE B CHCTEMaX JIEKTPOHHOTO JIOKY-
MEHTO000pOTa, UCTIOIB30BAHUE «OONIAYHBIX» TEXHOJIOTUN MPHU peann3alii MEXaHU3MOB
0€30I1aCHOCTH;

— MHOTOAareHTHBIC CUCTEMBI B chepe mHPOPMAIMOHHONW Oe30TacHOCTH; Oe30macHocTh UH-
tepueTta Bemiei (Internet of Things, 10T).

JlucuuiuiiHa HarpapiieHa Ha OPMHUPOBAHUE CIICIYIONIMX KOMITETCHIIHNA:

— TIK-9 — crmoco0eH ocymecTBiIsITh MOAO0P, U3YYEHHE U 0000IIeHHe HayYHO-TEXHHYECKOM
JUTEPaTypbl, HOPMATUBHBIX H METOJAMYECKHX MATEPUAIIOB, COCTABJIATH 0030 O BOIPO-
cam obOecrnieueHHuss WHGOPMAIIMOHHON Oe30macHOCTH Mo Hpodmro cBoei mpodeccro-
HAJIBHOW JIeSITeIbHOCTH;

— TIK-14 — nomxkeH 061aaTh CIOCOOHOCTHIO OPTaHU30BHIBATH PAO0OTY Majoro KOJUIEKTHBA
UCTIOJIHUTENEH B MPO()ECCHOHAIBHON JeITEIbHOCTH.

B pe3yibpTaTe OCBOCHUA NUCHUIIJINHBL O6y‘lﬂIOH.[PIfICH JOJIKCH:

3HaTh: NEPCIEKTUBHBIC HAIPABICHUS Pa3BUTHUS MH(OPMAIIMOHHON Ge30M1acCHOCTH, Haubosee ak-
TyaJbHbIE PELICHUs B O0JIACTH KPUNTOTpapUueCcKoi, HHKEHEPHO-TEXHUUECKON U MPOorpaMMHO-
anmapaTHOM 3amuTel MHGOpMaIUK, Haubojee aKTyalbHble JOKYMEHTBI, CO3/1aBaeMble peryis-
TOpaMH B 007acTH MH(YOPMAITMOHHON 0€30MacHOCTH; 0COOEHHOCTH NMPUMEHEHUSI COBPEMEHHBIX
C31 nns 3amuThl MEPCOHANBHBIX JAHHBIX M MHGpOpManuu, obpabaThIBarolielcs B rocyaap-
CTBEHHBIX MH(OPMAIIMOHHBIX CHCTEMaX; METO/I0JIOTHYECKUE U TEXHOJIOTHYECKHE OCHOBHI pabo-
ThI MQJIOTO KOJUIEKTHBA UCIIOJTHUTEIIEH.

YMeTb: OpUEHTHPOBATHCS Ha PBHIHKE COBPEMEHHBIX CPEJICTB 3aIIUTHl MHPOPMALUH, BBHIOUPATh
ONTUMAJILHOE pelIeHHe NMPH MPOESKTUPOBAHUH M MOJECPHHU3AIMHU MOJICUCTEMBI MH(OPMALIMOHHOM
0€30MaCHOCTH, BBIJABUIaTh OOOCHOBAHHBIE MPEATIOKEHUS 1O MPUMEHEHHIO TAKOBBIX PELICHMIA;
pa3pabarbiBaTh MOJEIH M MOJIUTUKY 0€30MacCHOCTH, UCHOJb3YS M3BECTHBIE MOJXO/bI, METO/IBI,
CPEICTBA U UX TEOPETUUYECKUE OCHOBBI.
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BrnaneTs: HaBBIKAMHM MHTETPALlUH U SKCIUTyaTalluu HanOoJiee aKTyalbHBIX CPEACTB 3aIIUTHI MH-
(opmaryu, UCIOJIb30BAaHMS COBPEMEHHBIX CPEICTB KPUITOTpapuuecKor 3amuThl HH(YOpMAIHH
U CHUCTEM KOHTPOJIS M YIPABJICHUS TOCTYIIOM; HaBBIKAMHU pabOThI C CUCTEMaMH 3alUIIEHHOTO
JOKYMEHTO000pOTa; HaBbIKaMH PadOThI C JOKYMEHTAIHEH.

[To mucuuIuIMHE MpeaycMOTpeHa MPOMEXKYTOYHAs aTTecTalus B (hopMe 3a4eTa C OLEHKOM.
OO611ast TpyA0EMKOCTh OCBOEHUS IUCHUIUIMHBI COCTABIISIET 3 3a4€THBIE €IUHULIBL.
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Ipunoowcenue 2

JIUCT UBMEHEHUMHA
Ne | Tekct akryanusanuu win npuiaraemsiid K PIT/] noxymeHT, [Hara Ne mporo-
CoAEpKaIIUi U3MEHECHUS KoJa
1 | Obnosnen cocmas npoepammuozo obecnevenus (110), co- 29.06.20172.. 10
8pemenHbIX npogheccuonanvhvlx 6az oannwvx (bB/]) u un-
Gopmayuonno-cnpasounvie cucmem (MCC)
2 | Obnosnena cmpykmypa oucyuniunsl (MoOys) 015t OYHOU 26.06.2018 2. 11
Gopmol 0byuenus (2018 2.)
3 | Obnosnen cocmas npocpammmnoeo obecnewenus (I10), co- | 26.06.2018 a. 11
8peMeHHbIX npogeccuonanvuuvix 6az oannvix (bB/]) u un-
dopmayuonno-cnpasounvie cucmem (MCC)
4 | ObHosrena cmpykmypa OUCYuniuHvl (Mooyis) Oisi OYHOU 29.08.2019 2 1
Gopmol 0byuenus (2019 2.)
5 | ObHosnen cocmas npoepammuoeo obecneuenus (I110), co- | 29.08.2019 2 1
8peMeHHbIX npogeccuonanvuwvix 6az dannvix (b/]) u un-
¢opmayuonno-cnpasounvie cucmem (MCC)
6 | Obnosrena cmpykmypa oucyuniunsl (MOOYs) 015l OYHOU 23.06.2020 14
Gopmvl 006yuenus (2020 2.)
7 | ObHos1€HaA OCHOBHAS U OONOIHUMENbHASL TUMePamypa 23.06.2020 14
8 | Obnosnen pazoen n.4 ObpazosamenvHvle MeXHOI02UU 23.06.2020 14
9 | O6nosnen cocmas npoepammnozo obecneuenus (I10), co- 23.06.2020 14
8peMeHHbIX npogeccuonanvuwvix 6az oannvix (b/]) u un-
gopmayuonno-cnpasounvie cucmem (MCC)
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[Tpunoxxenue 1
K JINCTY U3MEHEHUI

1. Cocrtas nporpammuoro obecnedenus (I10), coBpeMeHHbIX IpodeccHOHATBHBIX 0a3 1aH-

HbIX (b/1) 1 undopmanuonno-cnpapounnie cucrem (MCC) (2017 r.)

Ilepeyens 11O
Tabnuya 1
Neri/mm Haumenosanue 110 [IpousBoautens Crnioco0 pacripocTpaHeHus
(ruyensuonnoe uru c60600-
HO PAcCnpoCcmpaHsiemoe)
1 MicrosoftOffice 2013 Microsoft JIMIICH3UOHHOE
2 Windows XP Microsoft JIMIIEH3HOHHOE
3 KasperskyEndpointSecurity Kaspersky JIMIIEH3HOHHOE
4 OC «AnbT O6pazoBanue» 8 00O «bazanpt JUTIEH3UOHHOE
CIIO
IHepeyens B/l u UCC
Tabnuya 2
Neri/mt HaunmenoBanue

MexayHnapoansie pedepaTuBHbIe HaykoMeTpuueckue bJl, mocTymHbie B pamMKkax

HalMoHaJILHOUM noanucku B 2017 1.
Web of Science
Scopus

[Tpodeccrnonanpabie MOTHOTEKCTOBBIE B/I, TOCTYMHBIE B paMKax HAIIMOHATIBHON

noamucky B 2017 r.
Kypuaner Oxford University Press

KommbroTepHbie cripaBoYHbIE IPABOBBIE CUCTEMBI
Koncynperant Ilroc,
lapanTt

Cocrasutens: K.1.H, mouenr, A.C. MoasikoB
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[Tpunoxenue 2

K JINCTY U3MEHEHUI

2. O0HOBJIeHNE CTPYKTYPbI AUCHUILIHHBI (MOYJIs1) 1J1s1 04HOIi popmbl 00yuenusi (2018 r.)

CTpyKkTypa AMCHMILVINHBI (MOAYJIs1) AJIsl 04HOM (pOPMBI 00yUeHH s

O6mmas Tpy10éMKOCTh IUCIMITIMHBI cocTaBisieT 3 3.¢., 108 4., B ToM unciie KoHTakTHas pabora o0y4a-
IOIIUXCS ¢ TIpernoaaBaTeneM 42 4., camocTosiTebHas padota o0y4aromuxcst 66 u.

Bunpl yue6HOM pabOThI

(B yacax) ®OopMBbI TEKYLLETO
KOHTaKTHAasI KOHTPOJIS yCTIeBa-
,

Ne Pasnen nucuuIm- o 2 R % SMOCTH,

n/m HBI/TEMBbI ) g ; 5 = & (bopMaquOMemy_
o o |2 S 2 3 S g | TOYHOI arTecTa-
51| E z |E g 8% g E 8 8 | umwm (no cemecm-
el = S |5 f &Rk |8¢° Z = am)
| 5 |2 |E5¢€Z|les | &% p
cl2 | IEgE8EE |©F

1 Tenoenyuu 6 pazeu- 8 |4 4 16 Omnpoc. Orenka

Muu CO8PeMeHHbIX BBITIOJTHEHUS TIPaK-
cpedcma 3auumaol UH- TUYECKUX 3aJIlaHUI
gdopmayuu
2 Hopmamuesno- 8 |4 4 16 Ompoc. Ouenka
Memooduueckas 6a3a 6 BBITIOJTHEHUS TIPaK-
obnacmu npumeHeHus TUYECKUX 3aJIlaHUI
Kpunmozpaghuyeckot,
UHOICEHEepHO-
MmexHu4eckou u npo-
2PAMMHO-ANNAPAMHOU
3awumol UHGopmayuu

3 8 |6 8 16 Ompoc. Ouenka
Hnumeepuposannvle BBITIOJTHEHUS TPaK-
peulenus no 3aujume TUYECKUX 3aJIlaHUI
ungopmayuu Tect

4 | Hcnonvzosanue «00- 8 |6 4 18 Ompoc.

JAYHBIXY MEXHOJI02UL O11eHKa BBITIOIHE-
npu peanuzayuu me- HUS IPAKTUYECKUX
Xaunu3zmos 6e30nacHo- 3alaHui
cmu U MHO20A2eHMm-
Hble CUCTneMbl
8 3auem no oune-
3auem
mam
WUTOTO: 20 22 66
3. CoctaB nporpammuoro odecnedenus (ITO), coBpemeHHBbIX NPodeccCHOHAIBLHBIX (a3
aaHHbIX (B/1) n nundopmanuonno-cnpasounbie cucrem (MCC) (2018 r.)
Ilepeuens 11O

Tabauya 1
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Nent Haumenosanue 110 ITpousBogutens | Crnocod pacnpocTpaHEHUs
/i (ruyenzuonnoe unu c60600-

HO PACNPOCMPAHIEMOE)
1 Adobe Master Collection CS4 Adobe JIMIICH3UOHHOE
2 Microsoft Office 2010 Microsoft JIMIIEH3UOHHOEC
3 Windows 7 Pro Microsoft JTUICH3NOHHOE
4 AutoCAD 2010 Student Autodesk CBOOOIHO pacipocTpaHse-

MoOe
5 Archicad 21 Rus Student Graphisoft CBOOOIHO pacipocTpaHse-
MoOe
6 SPSS Statisctics 22 IBM JIUIIEH3HOHHOE
7 Microsoft Share Point 2010 Microsoft JIMIIEH3HOHHOE
8 SPSS Statisctics 25 IBM JIUIIEH3HOHHOE
9 Microsoft Office 2013 Microsoft JIMIIEH3HOHHOE
10 OC «AnbT O6pazoBanue» 8 00O «bazanbT | JIUIIEH3UOHHOE
CIIO
11 | Microsoft Office 2013 Microsoft JIMIIEH3HOHHOE
12 | Windows 10 Pro Microsoft JTUIEH3NOHHOE
13 | Kaspersky Endpoint Security Kaspersky JIMIIEH3HOHHOE
lepeyens B/l u UCC
Tabnuya 2

Ner/m HanmenoBanue

Web of Science
Scopus

MexayHnapoansie pedepaTuBHbIe HaykoMeTpuueckue bJl, mocTymHbie B pamMKkax
HalMoHaJILHOM noanucku B 2018 r.

noamucky B 2018 1.

SAGE Journals

XKypuansr Taylor and Francis
DJIeKTPOHHBIE U3IAHKS U3aTeIbcTBa Springer

XKypuansr Cambridge University Press
ProQuest Dissertation & Theses Global

[Tpodeccrnonanpabie MOTHOTEKCTOBBIE B/I, TOCTYMHBIE B paMKax HaIIMOHATIBHON

JSTOR

[IpodeccrnonanpHbIe MOTHOTEKCTOBBIC b1

HN3panus no O6H.ICCTB€HHBIM 1 T'YMAaHUTApHBIM HAYKaM

Kouncynsrant Ilntoc,
I'apanT

KOMHLIOTCpHHC CIIpaBOYHLIC IIPABOBLIC CUCTCMBbI

CocraBurens: K.1.H, gouent, A.C. MomskoB
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[Tpunoxenne 3

K JINCTY U3MEHEHUI

4. O6HOBJIeHHE CTPYKTYPBI JHCHUTLUIMHBI (MOAYJIs1) 1151 04HOM (hopMbI 00yuenus (2019 r.)

2. CTpyKTypa AUCHUILIMHBI (MOAYJIs1) 1JIsi 04HOM opMbl 00yUeHust

O6mmas Tpy10éMKOCTh IUCIMITIMHBI cocTaBisieT 3 3.¢., 108 4., B ToM unciie KoHTakTHas pabora o0y4a-
IOLIUXCS € TIpenoaBaTeneM 42 4., mpoMexyTouHast arrecranus 18 4., camocrosiTensHas pabora oOyya-

roruxcs 48 4.

Bunel yue6HOM paboThI

(B yacax) ®OopMBbI TEKYILETO
KOHTaKTHAasI KOHTPOJIS yCTIeBa-
,

Ne Pasnen nucuumim- o 2 R % SMOCTH,

n/m HBI/TEMBI ) g ; E = & (bopMaquOMemy_
el - o % 3 % < | & %é g L§ TOYHOMH arTecTa-
5| S| E|EE EE|E5 | g | mmbocauwon
Sl |2 8¢5 |2: |&¢8 paw)
cl2 |[SIEgE8EE |©F

1 Tenoenyuu 6 pazeu- 8 |4 4 10 Omnpoc. Orerka

Muu cO8PeMeHHbIX BBITIOJTHEHUS TIPaK-
cpedcma 3auumaol UH- TUYECKUX 3aJIlaHUI
gdopmayuu
2 Hopmamusno- 8 |4 4 10 Ompoc. Ouenka
Memooduueckas 6a3a 6 BBITIOJTHEHUS TIPaK-
obracmu npumeHeHus TUYECKUX 3aJIlaHUI
Kpunmozpaghuyeckot,
UHOICeHEepHO-
MmexHu4eckou u npo-
2PAMMHO-ANNAPAMHOU
3awumol UHGopmayuu

3 8 |6 8 10 Ompoc. Ouenka
Hnumeepuposannvle BBITIOJTHEHUS TIPaK-
peulenus no 3aujume TUYECKUX 3aJIlaHUI
ungopmayuu Tect

4 | Hcnonvzosanue «00- 8 |6 4 18 Ompoc.

JAYHBIXY MEXHOJI02UL O11eHKa BBITIOIHE-
npu peanuzayuu me- HUS TPAKTUYECKUX
Xauuzmos 6e30nacHo- 3alaHui
cmu U MHO20A2eHMm-
Hble CUCTNeMbl

8 18 Dxzamen no oune-
Ok3zamen

mam

WUTOTO: 20 22 18 48
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5.CocraB nporpammuoro ooecneuenus (I10), coBpeMeHHBIX MPO(ecCHOHAIBLHBIX 0a3
nanubIxX (b/1) u nundopmanuonno-cnpasounbie cucrem (MCC) (2019 r.)

Ilepeuens 11O
Nent Haumenosanue [10 [IpousBoaurens Crnoco6 pacripocTpane-
/i HUS (TUYEH3UOHHOE UNU
Cc80000HO pacnpocmpa-
Hslemoe)
1 Adobe Master Collection CS4 Adobe JIMIICH3UOHHOE
2 Microsoft Office 2010 Microsoft JIMIICH3UOHHOE
3 Windows 7 Pro Microsoft JIMIIEH3HOHHOE
4 AutoCAD 2010 Student Autodesk CBOOOJIHO pacrpocTpa-
HEMOE
5 Archicad 21 Rus Student Graphisoft CBOOOJIHO pacIpocTpa-
HEMOE
6 SPSS Statisctics 22 IBM JTUICH3NOHHOE
7 Microsoft Share Point 2010 Microsoft JIMIICH3UOHHOE
8 SPSS Statisctics 25 IBM JTUIEH3NOHHOE
9 Microsoft Office 2013 Microsoft JIMIICH3UOHHOE
10 | OC «AnwT OOpazoBanue» 8 000 «bazanst CIIO | nuneH3noHHoe
11 | Microsoft Office 2013 Microsoft JIMIICH3UOHHOE
12 | Windows 10 Pro Microsoft JIMIIEH3HOHHOE
13 | Kaspersky Endpoint Security Kaspersky JIMIIEH3HOHHOE
14 | Microsoft Office 2016 Microsoft JIMIICH3UOHHOE
15 | Visual Studio 2019 Microsoft JIMIICH3UOHHOE
16 | Adobe Creative Cloud Adobe JIMIICH3UOHHOE
IMepeuens B/l u UCC
Non HanmenoBanue
/n
1 | Mexnaynaponanslie pedepatuBHble HaykomeTpudeckue b/l, noctymnHbie B paMkax Hanu-
oHanbHOU noamucku B 2019 r.
Web of Science
Scopus
2 | [Ipodeccuonanbubie noaHoTekcToBbIe B/I, MoCTymHbIe B paMKaxX HAIMOHAIBLHOM 110 1~
nucku B 2019 1.
XKypuansr Cambridge University Press
ProQuest Dissertation & Theses Global
SAGE Journals
XKypuaner Taylor and Francis
3 | IIpodeccuonanbHble MosHOTEKCTOBBIE B /]
JSTOR
W3nanus no o01ecTBEHHBIM U TYMaHUTAPHBIM HAayKaM
DnektpoHHas bubmuorexka Grebennikon.ru
4 | KoMObIOTEpHbIE CIPABOYHBIE MPABOBBIE CUCTEMBI
Koncynprant [nroc,
l'apanTt

Cocrasurens: K.1.H, goniear, A.C. MomsakoB
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[Tpunoxxenue 4

K JINCTY U3MEHEHUI

6. O0HOBJIeHHE CTPYKTYPHI AUCUUILIMHBI (MOIYJs) /151 04HOH popmbl 00yuenust (2020 r.)

2. CTpyKTYypa AUCHMILUINHBI (MOAYJIs1) AJIsl 04HOI (popMBbI 00yUeHHnst

OO6mast TpyA0€MKOCTh JUCIUILIMHBI COCTaBIsAET 3 3. €., 114 4., B TOM uncie KOHTaKTHas

pabota oOydarommxcs ¢ mpenojasareieM 42 4., IpOMeKyTouHas arrectanus — 18 4., camocTo-

aTenabHas pabora oOywaromuxcs 54 4.

Bunel yue6HOM paboThI

(B yacax) @DOopMBbI TEKYILETO
KOHTaKTHAasI KOHTPOJIS yCTIeBa-
,

Ne Pasnen nucuuIum- o 2 O % SMOCTH,

n/m HBI/TEMBI ) g ; 5 = & (bopMaquOMe)Ky_
o o |2 S 2 3 S g | TOYHOI arTecTa-
51| E z |E g 8% g E 8 8 | umwm (no cemecm-
el = S |5 f &8 &k |8¢° Z = am)
| 2|2 |E5¢€Z|les | &8 p
cl2 | IEgE8EE |©F

1 Tenoenyuu 6 passu- 8 |4 4 12 Ompoc. Onenka

Muu cO8PeMeHHbIX BBITIOJTHEHUS TIPaK-
cpedcma 3auumaol UH- TUYECKUX 3aJIlaHUI
dopmayuu
2 Hopmamusno- 8 |4 4 12 Ompoc. Ouenka
Memooduueckas 6a3a 6 BBITIOJTHEHUS TIPaK-
obracmu npumeHeHus TUYECKUX 3aJIlaHUI
Kpunmozpaghuyeckot,
UHOICeHEepHO-
MmexHu4eckou u npo-
2PAMMHO-ANNAPAMHOU
3awumol UHGopmayuu

3 8 |6 8 12 Ompoc. Ouenka
Hnumeepuposannvle BBITIOJTHEHUS TIPaK-
peutenus no 3aujume TUYECKUX 3aJIlaHUI
ungopmayuu Tect

4 | Hcnonvzosanue «006- 8 |6 4 18 Ompoc.

JAYHBIXY MEXHOJI02UL O11eHKa BBITIOIHE-
npu peanuzayuu me- HUS TPAKTUYECKUX
Xaunuzmos 6e30nacHo- 3alaHui
cmu U MHO20A2eHMm-
Hble CUCTNeMbl

8 18 Dxzamen no oune-
Ok3zamen

mam

UTOTO: 20 22 18 54

BHOCATCA CIICAYIOIINUEC NU3MCHCHMU:

7. O0OHOBJIEHH e OCHOBHOW U 10NOJTHUTEIbHOM JiuTepaTypsl (2020 r.)

B paznen 6. YueOHO-MeTOAN4YeCKOe M HH(POPMALIMOHHOE OfecnievyeHue JUCHUIIMHBI
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2. Jlononauts paznen OCHOBHAs JUTEpATypa

Kazapun, O. B. [IporpamMmMHo-anmapaTHbie CpeacTBa 3alUTh HH(QOpMANUK. 3aluTa mporpamMmm-
HOTo obOecredeHHs: yueOHUK W mpakTukym i By3oB / O. B. Kazapun, A. C. 3a0abypun. —
Mocksa : UznarensctBo FOpaiit, 2020. — 312 ¢. — (Bsicmiee o6pazoBanue). — ISBN 978-5-
9916-9043-0. —  Tekct: omektponnbri  //  DOBC  IOpaiit [caéit] —  URL:
https://urait.ru/bcode/452368

Kazapun, O. B. HanexxaocTs 1 6€30MaCHOCTh MPOTPAMMHOTO oOecrieueHus : yaeOHoe mocooue
st By3oB / O. B. Kazapun, U. b. Lllyounckuii. — Mocksa : M3patensctBo HOpaiit, 2020. —
342 c. — (Beicmee oOpaszoBanue). — ISBN 978-5-534-05142-1. — TekcT : 31IEKTPOHHBIH //
OBC IOpaiir [caiit]. — URL.: https://urait.ru/bcode/454453

2. JlononaHUTh pasnuen JonoaHuTeIbHAs JUTepaTypa

Hlernos, A. 0. 3amura nHpopmMaMu: OCHOBBI TEOpUHU: YUeOHUK JJisi OakajmaBpuaTa U Maru-
ctpatypsl / A. 1O. Hlernos, K. A. HlernoB. — MockBa: U3narenscto FOpaiit, 2020. — 309 c.
— (bakanaBp u maructp. Axkagemudeckuii kypc). — ISBN 978-5-534-04732-5. — TexkcT: anex-
tpouublii // DBC FOpaiit [caiit]. — URL.: https://urait.ru/bcode/449285

I'octes, . M. OmnepaininoHHbIe CUCTEMBI : YI€OHUK U TIpakTUKyM it By30B / M. M. I'octeB. —
2-e w31, ucnp. u jaor. — Mocksa : U3natenscrBo HOpaiit, 2020. — 164 ¢. — (Bsicmiee o6paso-
Banne). — ISBN 978-5-534-04520-8. — Texct : anexrponnstit / ObC HOpaiit [caiir]. — URL:
https://urait.ru/bcode/451231

8. B anement paboueit mporpamMMbl m.4 OOpa3zoBaTejibHbIE TEXHOJOTHH BHOCSTCS
CIIeyIOIIe U3MEHEHHUS:

B nmepuosa BpeMeHHOTO MPHOCTAHOBIEHUS MOCEUICHHS] OOy4YalOUIMMUCS MOMEIIEHUN U
tepputopun PITY. mist opranmzanuu ydeOHOTO Tpolecca ¢ MPUMEHEHHEM JJIEKTPOHHOTO
oOyueHuss W AUCTAaHLUHUOHHBIX OO0pa30BATENbHBIX TEXHOJOTHI MOTYT OBITh HCIHOJb30BaHBI
cienymomne oopazoBaTelibHbIE TEXHOJIOTUU:

— BUJICO-JICKIUH;

— OHJIAITH-TIEKLIMU B PEKUME PEaIbHOrO BPEMEHU;

— DIIGKTPOHHBIC YUEOHUKH, yueOHbIE TOCOOUS, HAYYHbIE U3/IaHUS B DJIEKTPOHHOM BHJIE U
JOCTYII K UHBIM 3JIEKTPOHHBIM 00pa30BaTeIbHBIM pecypcam;

— CHCTEMBI JIJIs 2JIEKTPOHHOTO TECTUPOBAHUS,

— KOHCYJBTALIUU C UCHOJIb30BAHUEM TEIEKOMMYHUKAIIMOHHBIX CPECTB.

9. B nanmemeHnt pabGoueii mporpammbl 7. MaTepuajibHO-TeXHHYECKOEe OOecmedyeHue
AUCHHILIMHBI/MOAYJIAA BHOCATCA CIEAYIOLINE U3MEHEHUS:

Ilepeyens B/l u UCC
Ner/in HaumenoBanue
1 Mexnynapoansie pedepatuBHbie Haykomerpudeckue bJl, moctymHele B pamkax
HaIIMOHAJIBLHOM moamucku B 2020 1.
Web of Science
Scopus
2 [Ipodeccruonanbubie monHOTEKCTOBBIE bJI, MOCTymHBIE B paMKax HalMOHAJIBHOMN

noamnucku B 2020 T.

XKypuansr Cambridge University Press
ProQuest Dissertation & Theses Global
SAGE Journals

Kypuansr Taylor and Francis

3 [Ipodeccuonanpuble MoMHOTEKCTOBBIE B[
JSTOR
W3nanus mo oO1IecTBEHHBIM M T'YMaHUTAPHBIM HayKaM



https://urait.ru/bcode/452368
https://urait.ru/bcode/454453
https://urait.ru/bcode/449285
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DnextpoHHas 6ubnroreka Grebennikon.ru

Koncynsrant Ilntoc,
I'apant

KOMHBIOTepHBIe CIIPAaBOYHBIC IIPABOBLIC CUCTCMbI

B osmemenT paboueil mporpamMmbl

7. MarepunanbHo-TeXHHYeCKOe o0ecneveHue
AUCHMILIMHBI/MOAYJISAA BHOCATCS CICAYIONINE U3MEHEHUS:
CocraB nporpammuoro odecneyenus (I10)

Nert Haumenosanue [10 [IpousBoaurens Crnioco6 pacripoctpane-
/i HUS (TUYEH3UOHHOE UIU
Cc80000HO pacnpocmpa-
Hslemoe)
1 Adobe Master Collection CS4 Adobe JTUICH3NOHHOE
2 Microsoft Office 2010 Microsoft JTUICH3NOHHOE
3 Windows 7 Pro Microsoft JIUIIEH3HOHHOE
4 AutoCAD 2010 Student Autodesk CBOOOJIHO pacrpocTpa-
HIEMOE
5 Archicad 21 Rus Student Graphisoft cBOOOJIHO pacIpocTpa-
HIEMOE
6 SPSS Statisctics 22 IBM JIALIEH3UOHHOE
7 Microsoft Share Point 2010 Microsoft JTUICH3NOHHOE
8 SPSS Statisctics 25 IBM JIULIEH3UOHHOE
9 Microsoft Office 2013 Microsoft JTUIECH3NOHHOE
10 | OC «Anwst OGpazoBanue» 8 000 «bazanst CIIO | nuneH3noHHOE
11 | Microsoft Office 2013 Microsoft JTUIECH3NOHHOE
12 | Windows 10 Pro Microsoft JTUIECH3NOHHOE
13 | Kaspersky Endpoint Security Kaspersky JIMIIEH3HOHHOE
14 | Microsoft Office 2016 Microsoft JTUIECH3UOHHOE
15 | Visual Studio 2019 Microsoft JIULEH3UOHHOE
16 | Adobe Creative Cloud Adobe JTUIECH3UOHHOE
17 Zoom Zoom JIAIEH3UOHHOE
CocraBuTeIb:

K.1.1, monent, A.C. MonskoB




