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1. IosicHUTeILHAA 3aIUCKA

1.1. Ilenp u 3a7a9n TUCIIUILIMHBI

Henp aucuuiuimHel — GopMUpOBaHNE 3HAHWN M yMEHHH MO oOecredeHuI0 MH(POPMAIMOHHON
0€30MaCHOCTH KOMIBIOTEPHBIX CHUCTEM M WH(GOPMAIMOHHBIX MPOIECCOB, M HABBIKOB IO HX
OIIPENETIEHUIO JUISl KOHKPETHBIX YCIIOBHIA.
3anauy TUCIUIUIMHBIL

— OBJIAJICHHE METOJAaMH MOHHTOPHHIAa M ayAWTa, BBISBICHUS Yrpo3 MHPOPMALMOHHOW Oe3-
OMAaCHOCTH UH(QOPMAIIMOHHBIX CUCTEM;
— (QopmMupoBaHHE HABBHIKOB aHalM3a MHPOPMAIMOHHON HMHQPACTPYKTYpbl MH(POPMAIMOHHBIX
CHCTEM U ee 0€3011acCHOCTH.

1.2. ®opmupyembie KOMIIETEHIINH, COOTHECEHHBIE C TNITAHUPYEMBIMU pe3yJabTaTaMu 00ydIeHUs
10 AMCLUIUIMHE:

Koabl koMm-
neTeHI

ConepxaHue KOMNeTeHIUI

Ilepeyenb MuIaHNpyeMbIX pe3yJibTATOB
00y4yeHHs MO TUCHUILINHE

OIIK-3

CIIOCOOHOCTBIO MPUMEHSTH MOJIOXKE-
HHA SJICKTPOTCXHUKHU, DJICKTPOHUKU U
CXEMOTCXHHUKHU [JI1 PCHICHUSA IIPO-
(heccroHamBHBIX 3a/1a4

3HaTh:

- TIOJIO’)KEHUSI DJIEKTPOTEXHUKH, DJIEKTPO-
HUKA W CXEMOTEXHUKH JUIS PEIICHUS
MpPaKTUYECKUX 3ajad 1o pa3paboTke
CTPYKTYp 3JEKTPOHHBIX CXEM, Maiike Mo-
JYIPOBOJHUKOB U CBapKe METAJLJIOB.
YMeTs:

- paccuMThIBaTh MNapaMeTpbl KOMIIOHEH-
TOB JIEKTPOHHOMN CXEMBbI U OCYLIECTBIISTh
UX BBIOOD;

- CO3[1aBaTh MAaKeT JJIEKTPOHHOM CXEMBbI
JUISL TIPOBEPKH €€ KOHCTPYKIHMHU U (QYHK-
IUOHUPOBAHMUS;

-0 pe3yapTaTaM TECTUPOBAHUA KOH-
CTPYKUMHU HCIOJIb30BaTh MNAaSUIbHUK U
CBAapOYHBIA ammapaT s J0pabOTKH
AIEKTPOHHOM CXEMBI.

Bnanern:

- HaBBIKAMU TPOEKTUPOBAHUS, CO3JAAHUS
U OTHaJKH (CHHTE3a W aHalM3a) JJIeK-
TPOHHBIX CXEM MU YCTPOMCTB Pa3IMYHOTO
HA3HAYCHMSI.

I1CK-3.1

CIOCOOHOCTBIO MPOBOJUTH aHAIU3
(YHKIMOHATIBHOTO Tpolecca 00beK-
Ta MHGOPMATHU3ALUHU C LIETIbI0 BBISAB-
JIeHUsl BEpPOSITHBIX Yrpo3 HH(popMma-
IIMOHHOW 0€30MacHOCTH, OIpeee-
HUS X UCTOYHHUKOB U IIeJIei

3HAaTh:

- KJaccu(uKkanuo yrpo3 MH(OpMaIMOH-
HOM 6e30macHOCTH

- BUJIbI M BO3MOXKHBIE METOJIbl peanu3a-
UM yrpo3 UH(OPMAIIMOHHON 0e30MmacHo-
CTH

YMers:

- OTIpeIeTATh BUIBI U (GOpMBI MHPOPMA-
IIUH, TIOJIBEPKEHHOM yrpo3am

- aHAJIM3UPOBATh CTPYKTYpPY MU COCTaB
00BexTa nHpopMaTU3aLuU

- OTIpEZICTISATh BUABI U BO3MOJXKHBIE IYTH




peanMzanud  yrpo3  HHPOPMAITMOHHOM
0e30macHOCTH

Buagers:

- HaBBIKAMH OTIPE/ICIICHUsSI BUJOB U (HOpM
uH(pOpMaINH, TTOABEPKEHHON Yyrpo3am

- HaBBIKAMH aHAJIM3a CTPYKTYPBI U COCTa-
Ba 00beKTa MHPOPMATU3AIH

- HaBBIKAMH OIPEJCNICHHUs] BUIOB M BO3-
MOKHBIX TyTeH peanu3aluyd yrpo3 HH-
dbopmarmoHHo 6€301MacCHOCTH

I1CK-3.3 CIOCOOHOCTBIO Y4acTBOBATh B peaju- | 3HATH!

3alMU KOMILJIEKCa OPraHU3alMOHHO- | - OPTaHU3AIMOHHO-TEXHHYECKHE MEPHI IO
TEXHUYECKUX Mep Mo obecreueHuro | obecrnieueHuo uHQOpManmoHHON  0e3-
nH(pOpMaLMOHHON 0€30MacHOCTH | ONTaCHOCTH 00BbEKTa MH(POPMATU3ALUU
o0bekTa wH(MOpPMATH3ALUH, OCY- | YMETH!

LIECTBIATh YCTAHOBKY, HACTPOWKY M | - OCYIIECTBIIATh YCTAHOBKY, HACTPOMKY H
00CITy’)KNUBaHUE IIEMEHTOB 3alIUTHl | OOCTY)KMBaHWE CPEICTB U IOJICUCTEM
3aIUTHI

Brmaners:

- HaBbIKaMH HaCTPOﬁKH Cp€ACTB 3alllMTBL
uH(popMaluu

1.3. MecTo MUCHMITIHHEI B CTPYKTYpe 00pa30BaTeIbHON MTPOTPaMMBbI

JucrnunnuHa «3amuta HHGOPMAIIMOHHBIX MPOIECCOB B aBTOMATU3UPOBAHHBIX CHCTEMAaxX)» OTHO-
CUTCS K TUCIMUIUIMHAM 0a30BOW YacTH OJIOKA TUCIUILINH YY4EOHOTO TUTaHa.

JIst OCBOCHMST JUCIUIUTMHBI HEOOXOIUMBI 3HAHUS, YMEHUS U BJIaJIeHUs, CPOpMHUpPOBAHHBIE B
X0JIe M3YUCHHUSI CICAYIOMNUX TUCITUTIINH M TTPOXOXKICHUS TIPAKTUK: «ATITIapaTHbIE CPEJICTBA BbI-
YUCJIUTEIILHON TEXHUKNY», «be30macHOCTh onepaoHHbIX cHCTeM», «CeTH U CHCTEMBI TIepeIaun
nHpopmanumny, «MHDOpMAIMOHHBIE TEXHOJOTHH. AJIMHUHUCTPUPOBAHHE IOJCUCTEM 3alllUThI
nHpopmanumn», «Kpunrorpaduyueckue wmetonbl 3amuThl  uHMOpMaruny», «lIporpamMmmHO-
amnmapaTHbIE CpPEICTBa 3alMUThl HHPOpMAMHU. MeKCceTeBoe SKpaHUPOBaHHUE, OOHApYKEHHE
BTOP>KECHUIN.

B pesynbrare ocBOCHMS AUCHMIUIMHBI (DOPMUPYIOTCS 3HAHHS, YMEHHUS W BJIAJICHUS, HEOOXO M-
MBI€ JUUIS U3yUYEHUS CICIYIONIUX AUCIUIUIMH U TPOXOXKIeHU NpakTHK: «lIpenmunmomHuas mpak-
THKa.

2. CTpyKTYypa TUCHUILINHBI
CTpyKTypa IUCHMILINHBI /151 04HOI (popMBbI 00yUeHH A
OO6mas Tpy10EMKOCTh TUCIUTUIAHBI cOCcTaBisieT 4 3.e., 144 4., B ToM 4rciie KOHTakTHas paboTa odyda-

IOIIUXCS € TIpenoaBaTeneM 56 4., camocrosaTenbHast padbora obydatoruxcs 70 4., IpoMexyTodHas aTTe-
craus — 18 4.

Bunsl yaeGHOM paboTh
B yacax
( ) @opMBI TEKYILE-
KOHTAKTHasi
. ro KOHTPOJIS
=
Ne | Paznen nucrumiu- 2 0 > = 5 yCIEBAEMOCTH,
o
/i HbI/TEMBI g |5 S & g ¢popma npome-
o o 3 o o
o -
&l = Ex|E s & |52 5'Q | KYTOYHOiI arTe
S| E | 2E|EE E = E g = cTaluu
= 2 | ©FIsE =2 |&ax I
o) 0 S 5|25 o =S O =
Ol B B s E & O =




0e30MacHOCTH

U NPUHIUNBI HH(POPMAIMOHHOH

1 OcHnognvie nous- 2 8 Ompoc.
mus, KoOHyenyuu u
NPUHYUNBL UHDOP-
MAYUOHHOU Oe3-
onacrocmu
2 Texnonoeuu 4 6 8
aymenmugurayuu, Or1ieHKa BBINOJI-
asmopuzayuu u HEHUS IPaKTHYe-
VIPasieHusi O0Chy- CKHX 3aJIaHHH
nom
3 Texnonozuu 6e3- 4 4 8 OrneHKa BBITIOJN-
ONACHOCMU HA OC- HEHUS TTPaKTHYe-
Hoge urbmpayuu u CKHX 3aJIaHHH
MOHUMOPUHEA
mpaguxa
4 Amaxu na mpamc- 2 4 10 OreHka BBITIOJ-
nopmuyio ungpa- HEHUS TTPaKTHYe-
CmMpyKmypy cemu CKMX 3aJIaHHH
5 4 6 10 Omnpoc. Orenka
BBITTOJI-HEHHSI
Yazeumocmo npo-
MIPAKTHYe-CKUX
2PAMMHO20 KOOQ. .
3aJlaHuH
6 4 4 16 OueHka BbINOJI-
bezonacnocmo npo-
HEHUS TIPaKTHYe-
2PAMMHO20 KOOA. .
CKHUX 3aJIaHu
7 4 4 10 OueHka BbINOJI-
bezonacnocmo ce-
HEHUS TIPaKTHYe-
mesulx C1yHcoh .
CKUX 3aJIaHUN
2 18 Ox3amen no ou-
IK3zameH
emam
Hroro no auciu- 24 | 32 18 70
TUTHHE
3. Coaep:kaHue U CHUTITHHBI
Ne | HaumeHoBaHue pa3aesia qIuCIu- Conep:xxanue
TUTMHBI
1 | OcHoBHbBIE NOHATHS, KOHIenmun | nentudukamus, ayrTeHTUGUKAIHS 1 aBTOPU3AIHSL.

Mojenu uHpopmanmonHoi 6e3onacHoctu. Tpuana
«KOH(UAEHIINATBHOCTD, IOCTYITHOCTb, L1€JI0CT-
HocTb». ['excana [Tapkepa u mogens STRIDE. Vias-
BUMOCTB, YTPO3a, aTaka. Y1ep0 1 puck. Ympasie-
HUE pUCKaMU. THUIIBI U pUMepHI atak. IlaccuBHbIE 1
akTuBHBIE aTaku. OTKa3 B 0OcinyxuBanuu. Buenpe-
HUE BPEIOHOCHBIX nporpamm. Kpaka nmuyHocTy,
¢umuHr. Mepapxus cpeacTB 3auThl OT HHOpMa-
IIUOHHBIX yrpo3. CpencTBa 6e301MacHOCTH 3aKOHO-
JATEJIbHOTO YPOBHS. AJIMUHUCTPAaTUBHBINA YPOBEHbD.
[TonmTrka 6ezonacHocT. CpenicTBa 0€30MaCHOCTH
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nporexypHoro yposas. Cpeactsa 6€30MacHOCTH
TEXHUYECKOTO YpoBHS. [IpHHIIMIIBI 3a1IUTHI HHGOP-
MalMoHHOM cucteMsl. [logxon cBepXy BHU3. 3aiu-
Ta Kak Ipolecc. JieJoHupoBaHHas 3amura. Coa-
JaHCUpOBaHHas 3auuTa. KoMIIpoMucChl CUCTEMBI
oe3omacuocty. llIndpoBanne — 6azoBast TEXHOJIO-
rust 6e3omacHoCcTH. OCHOBHBIE IOHATHS H OTIpEJie-
nenusi. CummerpruaHoe mmdposanue. [Ipodiema
pacnpenenenus kimodeit. Meron Auddu-Xenvana
nepeayr CeKPETHOTO KIIF0YA 10 HE3aUIUIICHHOMY
kaHany. Konnenuus acummerpudnoro mmudpoa-
HUS. AITOPUTM aCUMMETPUYHOTO M (POBAHUS
RSA. Xeur-¢pynkunnu. OqHoctopoHHNE QPYHKIUU
mmdpoBanus. [IpoBepka 1eI0CTHOCTH.

TexHosnornu ayreHruukanmuu,
aBTOPU3alMH U YIIPABJIEHUS [10-
CTYNIOM

Texnonoruu ayreHTuukanuu. @akTopbl ayTeHTH-
¢ukanuy yenoBeka. AyTeHTU(UKAIHS Ha OCHOBE
napoJieid. AyreHTu¢uKanus Ha OCHOBE armapaTHbIX
ayTeHTU(UKaTOpoB. AyTeHTHUHUKaIUs HHOopMa-
UU. DJIEeKTPOHHAS MOANNUCH. AyTeHTU(UKaLKs Ha
OCHOBe U(MPOBBIX cepTU(PUKATOB. AyTeHTU(UKA-
Usl TPOrPaMMHBIX K0/I0B. T€XHOJIOTHHU yIpaBlIeHUs
JOCTYNIOM U aBTopu3anuu. @opMbl IpecTaBIeHUS]
orpannueHuit gocrymna. CucteMbl ayTeHTH(DUKAITIN
Y YIIPABJICHUS JOCTYIIOM OIEPALlMOHHBIX CUCTEM.
Aytentudukaruu nonp3osareneit OC. Ayrentudu-
karus B OC cemeiictBa Unix. [IpoTokon SSH.
YnpasiieHrne JOCTYIIOM B OIIEPALIMOHHBIX CHCTEMAX.
LleHnTpanu3oBaHHbIE CUCTEMbI ayTEHTU(DUKALMYU U
aBropu3anuy. KoHenuus equHoro Joru4eckoro
Bxoma. Cucrema Kerberos.

TexHosorun 0e30MacCHOCTH HA
OCHOBe (PMJIbTPAIIMH U MOHHUTO-
puHra rpadpuxka

OunpTpanus. Bunsl punsrpanum. CTanaapTHeIE U
JOTIOTHUTEIbHBIE TPaBHIa GUIBTPAILIIN MAPIIPYTH-
3atopoB Cisco. @aiiepBobl. DyHKIIMOHATBEHOE
HazHadeHue Qaiiepposia. Tumsl ¢aiiepposon. [Ipok-
cu-cepepbl. DyHKIMU poKcu-cepsepa. «IIpokcu-
dukanus» npunoxenuit. GaitepBosibl ¢ PyHKIUEH
NAT. Tpaguuuonnas texHosnorus NAT. bazoBas
TPaHCIISIUS CETEBbIX ajipecoB. TpaHcnsauus cere-
BBIX a[pecoB U MOpToB. [Iporpammusbie (haiiepBobl
X0cCTa. THUIIOBBIE APXUTEKTYPBI CETEH, 3alUIIAEMbIX
daiiepponamu. MoHUTOpUHT Tpaduka. AHAIHU3ATO-
PBI MPOTOKOJIOB. AHANN3aTOPbI MPOTOKOIOB. CH-
ctema monutopunra NetFlow. Cuctemsl oOHapy-
JKE€HUS BTOPKEHUI. ApXUTEKTypa CETHU C 3alUTON
nepuMeTpa 1 pas3/ieJIeHueM BHYTPEHHHUX 30H. AyIUT
COOBITHIT 0€30TTaCHOCTH.
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CTPYKTYPY ceTH

ATaKH Ha TPAHCHOPTHYIO HH(ppa-

TCP-araku. ICMP-araku. UDP-ataku. [P-ataku.
CereBas pa3Benika. 3aa4 U pa3HOBUIAHOCTU CETE-
BoH pa3Benku. CkaHnupoBanue cetu. CKaHUpOBaHHE
noptoB. Ataku Ha DNS. TexHnosoruu 3amumnieHHo-
ro kanana. CriocoObl 00pa30BaHMs 3AMUIIICHHOTO
kaHana. Mepapxust TEXHOJIOTHM 3aIUIIIEHHOTO Ka-
Hana. Pactipenenenne QyHKIUN MEX Ty TPOTOKOJIA-
mu [PSec. bezonacnas accormanus. TpaHCHOPTHBIM
U TyHHEJIbHBIN pexumbl. VPN Ha ocHoBe mugposa-
HUSL.

aa.

Ysa3BUMOCTD NMporpaMMHoOIro Ko-

VYSI3BUMOCTH MPOTPAMMHOI0 KOJa U BPEJOHOCHBIE
MPOTPAMMBI. Y I3BUMOCTH, CBSI3aHHBIE C HAPYILICHU -
€M 3alIUThl ONIEPATUBHON MaMATH. Y I3BUMOCTH
KOHTPOJII BBOJUMBIX JIaHHBIX.

Koaa.

Be3onacHocTh NpOrpaMMHOro

BrenpeHne B KOMIIBIOTEPBI BPEIOHOCHBIX IIPO-
rpamMMm. TposiHckue nmporpammel. CeTeBble YepBHU.
Bupycsl. [Iporpammubie 3aknaaku. AHTUBHPYCHBIE
nporpamMmsl. boTHeT.

Be3onacHoCTh ceTeBbIX CyXKO

be3onacHocTh BeO-cepBuca. bezonacHocTh BeO-
opaysepa. [IpuBatHocTs U kyku. [Ipotokom HTTPS.
be3zomnacHOCTh cpencTB co3AaHUs JTUHAMHYECKUX
cTpaHull. be30macHOCTh ANEKTPOHHOM MOYTHI.
Yrpo3bl IPUBAaTHOCTH MTOYTOBOTO CepBHCA. AyTEH-
tudukanus orrnpasutens. [Hludposanue comepxu-
MOT0 MHChMa. 3aluTa METaJaHHBIX M0JIb30BATES.
Cnam. Ataku mo4dTOBBIX MpUiIokeHnid. O0madnbIe
CepBHCHI U UX O6e3omacHoCcTh. KoHmenius o6maunbix
BbIunciaeHui. Onpenenenne 006JauHbIX BbIUKCTIE-
Hul. Moaenu cepBucoB 00J1a4HbIX cepBUCOB. O6-
JlauHble BBIYMCIIEHUS KaK UCTOYHUK yrpo3bl. O06-
JIa4uHbIE CEPBUCHI KaK CPECTBO MOBBILLICHUS CEeTe-
BOW 0€30TTaCHOCTH.

4. Od6pa3oBaTe/ibHbIE TEXHOJIOTUH

Oo0pa3oBaTte/ibHbIE TEXHOJIOTHHU

Ne . Oo0pa3oBaTte/ibHbIE TEXHO-

u/n HanmenoBanme pasgena |Buabl ydeOHbIX 3aHATHIA OrHH

1 |2 4

1 |OcnosHvie nousimusi, KoH- Tpaouyuonnas nexyus ¢ uc-
yenyuu u NPUHYUNbL UH- NOIb308AHUEM NPE3eHMAYULL
GopmayuonHotl 6e3onacHo-
cmu Camocmosmenvras paboma |Paboma c numepamypoii

2 Jlexyus 2. Tpaouyuonnas nexyus c uc-

Texnonozuu aymernmugu-
Kayuu, agmopuzayuu u
YIpasenuss 00Cmynom

Jlabopamopnas paboma 1

Camocmosmenvnas paboma |Paboma c numepamypotl

noJjlib306aHuem npe3eHmauuﬁ

Buvinonnenue 3aoanuii




Texnonoeuu 6ezonachocmu
Ha ocHose unvmpayuu u
MOHUMOpUHea Mpaguxa

Jlexyus 3.
Jlabopamopnas paboma 2

Camocmosmenvnas paboma

Tpaouyuonnas nexyus c uc-
NOIb308aAHUEM NPE3eHMAaYUL

Buvinonnenue zaoanuii

Paboma c numepamypoii

Amaku Ha mpancnopmmyio
ungpacmpyxmypy cemu

Jlexyus 4.
Jlabopamopnas paboma 3

CamocmosmenvHas paboma

Tpaouyuonnas nexyus c uc-
NOIb308AHUEM NPE3eHMAYUT
Buvinoanenue zaoanuii

Paboma ¢ numepamypoii

Vazeumocmo npoepammmo-
20 K0oOQ.

Jlexyus 5.

Jlabopamopnas paboma 4

Camocmosmenvuas paboma

Tpaouyuonnas nexyus c uc-
NOb308AHUEM NPE3eHMAYUT

Buvinoanenue zaoanuii

Paboma ¢ numepamypoii

bezonacnocmo npoepamm-
HO20 KOOQ.

Jlexyus 6.
Jlabopamopnas paboma 5

Camocmosmenvuas paboma

Tpaouyuonnas nexyus ¢ uc-
NOb308AHUEM NPE3eHMAYUT

Buvinoanenue 3aoanuii

Paboma ¢ numepamypoii

Bezonacnocmo cemeswvix
cyouco

Jlexyus 7.
Jlabopamopnas paboma 6

Camocmosmenvras paboma

Tpaouyuonnas nexyus ¢ uc-
NOb308AHUEM NPE3eHMAYUT

Buvinoanenue saoanuti

Paboma ¢ numepamypoii

5. OneHka JIAHUPYEMBIX Pe3yJbTATOB 00yUYeHUsI

5.1. Cucrema o1ieHUBaHUSI

DopMa KOHTPOJISA Makc. KoJIM4ecTBO 0aJ1JI0B
3a ogny pa- |Bcero
ooty

Tekyiunii KOHTPOJIb:

7 cemecmp

- npakmuueckas paboma Nel 15 6annos 15 6annos

- npakmuyeckas paboma Ne2 15 6annos 15 6annos

- npakmuyeckas paboma Ne3 15 6annos 15 6annos

- npakmuyeckas paboma Nod 15 6annos 15 6annos

8 cemecmp

- npakmuyeckas paboma Ne5 20 6annos 20 6annos

- npakmuyeckas paboma Ne6 20 bannos 20 bannos

- npakmuyeckas paboma Nel 20 bannos 20 bannos

[IpomexyTouHas arTecTanus

3auem 60 6annos

3auem 60 bannos
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HToro 3a qucuunjanny
3ayem

100 6annoe

ITonmy4eHHBINM COBOKYITHBIN PE3YJIbTaT KOHBEPTUPYETCS B TPAAULIMOHHYIO IIKATy OLIEHOK U B
HIKaITy OIIeHOK EBporelickoii cucteMsl epeHoca u HakoruieHus kpeautos (European Credit
Transfer System; nanee — ECTS) B cOOTBETCTBHY C TaOIUIIEH:

100-0aimbHag mka- TpamuonHas mxana IIkana
na ECTS
95 -100 A

83 94 OTJIIMYHO B

68 — 82 XOPOIIIO 3a4TEHO C

56 — 67 D

50 55 YIOBJIETBOPUTEIHHO £

20 — 49 FX
0_19 HEYIOBJICTBOPUTEITHHO HE 3aYTEHO F

5.2. Kputepuu BbICTABIICHUS OIEHKH 10 TUCITUTUINHE

Banasl/
Ixanaa
ECTS

Ouenka mo auc-
HHUILJIAHE

Kpurtepun onieHKH pe3y/ibTaTOB 00y4eHHs 110 U CLH-
IJINHE

100-83/
AB

COTIUIHOY/
«3a4TEHO (OTJINY-
HO)»/

«3aYTCHOY

BricTaBnsercs oOy4aromemMycsi, €CJIM OH TIyOOKO M MpOY-
HO YCBOMJI TEOPETUYECKUIN U TPAKTUUECKU MaTepual,
MO3KET IPOJAEMOHCTPUPOBATH 3TO HA 3aHATHUSAX U B XOJ€
MIPOMEKYTOUYHOM aTTECTAIlUM.

OO0yuaromuiicst HICYEPITBIBAOIIE U JIOTUYECKHA CTPOUHO U3-
Jaraet y4eOHbII MaTepuall, yMeeT yBA3bIBaTh TEOPHUIO C
MPAKTUKOM, CIIPaBIISIETCA C pelIeHUeM 3a/1a4 npodeccuo-
HAJIbHON HANpPaBICHHOCTU BBICOKOTO YPOBHSI CJIOKHOCTH,
MPaBUWJIbHO 0OOCHOBBIBAET MPUHSTHIC PEILICHHUSL.
CB000IHO OpUEHTHPYETCS B yueOHOH U IpodeccnoHalb-
HOU JIUTEparype.

OrneHka o TUCIUILIMHE BBICTABISAIOTCSA 00y4arouemMycs ¢
y4€TOM pe3ylbTaTOB TEKYIIEH U MPOMEKYTOUHOM aTTe-
CTallUH.

Kommnerennuu, 3akperi€HHbIe 3a TUCIUILIMHOMN, ChopMu-
pOBaHbI Ha YPOBHE — «BBICOKHIN.

82-68/

«XOpOomIoy/
«3a4TeHo (X0opo-
110 ) »/
«3aUTEHOY

BricraBnsercs oOyyaromemycs, €Ciii OH 3HaeT TeopeThye-
CKMI Y NPAKTUYECKUI MaTepHuall, IPaMOTHO U 10 CYLIECTBY
U3JIaraeT €ro Ha 3aHATHUAX U B XOJ€ IPOMEKYTOUYHOU aTTe-
CTallU, HE JOIyCKas CYILECTBEHHbIX HETOYHOCTEN.
OOyuaromuiics IpaBUIbHO MPUMEHSET TEOPETHUECKHE 10~
JIOKEHUS IPU PELICHNH MPaKTHUECKUX 3a7a4 npodeccuo-
HaJIbHOM HANPABJIECHHOCTH PAa3HOTO YPOBHS CII0KHOCTH,
BJaJieeT HeOOXOAUMBIMHU JJISl 3TOTO HaBBIKAMHU U ITpUEMa-
MU.

JlocTaTo4uHO XOPOIIIO OPUEHTUPYETCS B yUeOHOM U Mpo-
(deccuoHambHOMI TUTEpaATYypE.

OreHka 1o JUCHUIUIMHE BBICTABIAIOTCS 00yJaroLIeMycs ¢
Y4ETOM pe3yJIbTATOB TEKYILIEH U IPOMEKYTOYHOU aTTe-
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Banany/

Ml xana
ECTS

Onenka mo auc-
HUILINHE

KpnTepml OICHKHU pPE3yJbTaToOB oﬁyqe}mﬂ mo 1uCuum-
IJIMHE

CTalUU.
Komnerenum, 3akpenyiéHHble 3a JUCUUIUITMHON, CPOPMHU-
pOBaHbI HA YPOBHE — «XOPOLLIHI).

67-50/
D,E

«yIIOBJIETBOPU-
TEIbHO»/
«3a4TeHo (y/1oBJIe-
TBOPUTEIBHO)»/
«3aYTEHOY

BericTaBisiercst 00y4daromemMycs, €Ciu OH 3HaeT Ha 6a30BOM
YPOBHE TEOPETUYECKUI U TPAKTUYECKUA MaTepua, 10-
MyCKAeT OTAENbHbIE OIIMOKU IIPU €ro U3JI0KEHUH Ha 3aHs-
TUSX U B X0OJI€ MPOMEXKYTOYHOU aTTECTALUH.
OOyyaromuiics UCIIBITHIBAET OINpeIEIEHHbIE 3aTPYAHEHUS
B IPUMEHEHUH TEOPETUUECKUX MOJIOKEHUN MPHU pELIeHUH
MPAKTHYECKUX 33/1a4 Ipo(deccnoHaNbHOM HallpaBI€HHOCTH
CTaH/IaPTHOTO YPOBHS CJIOKHOCTH, BJIaJIe€T HEOOXOAUMBI-
MU JJIs1 TOr0 0a30BBIMU HaBBIKAMU U IPUEMAMH.
JleMOHCTpHpYET TOCTaTOYHBINA YPOBEHDb 3HAHUS y4eOHOM
JUTEPaATyphl M0 TUCHUTUIINHE.

OrneHka o JUCIUILIMHE BBICTABIISIOTCSA 00y4yaroniemMycs ¢
Y4ETOM pE3yJIbTATOB TEKYIIEH U MPOMEKYTOUHOM aTTe-
CTalLlMH.

Kommnerennum, 3akperni€éHHbie 3a TMCIUILUTNHOMN, ChOopMu-
POBaHBI HA YPOBHE — «JJOCTATOYHBINY.

49-0/
F.FX

«HEYJIOBIIETBOPH-
TEIBHOY/
HE 3a4TEHO

BricTaBnsercs o0y4aromemMycsi, €I OH HE 3HaeT Ha 0a3o-
BOM YPOBHE TEOPETHUECKUN U MPAKTUYECKUN MaTepuall,
JOTIyCKaeT rpyObie OMMUOKH TIPU €T0 M3JI0KEHUHU Ha 3aHs-
TUSAX U B XOJI€ MPOMEXKYTOYHOM aTTECTALUH.
OOyyaromuiics UCIIBITHIBAET CEPhEIHBIC 3aTPYIHEHUS B
MPUMEHEHUH TEOPETHUUECKUX MOJI0KEHUN MPHU pelIeHUH
MPAKTUYECKUX 33/1a4 IpodeccnoHanbHOM HallpaBIeHHOCTH
CTaH/IaPTHOTO YPOBHS CII0KHOCTH, HE BJaJIeeT HEOOXOAU-
MBIMH ISl 3TOTO HaBBIKAMU U pUEMaMHu.

Jemonctpupyet pparMeHTapHble 3HaHUS y4eOHOM JUTe-
paTypbl O JUCIUILINHE.

OreHka o JUCIUILIMHE BBICTABISIOTCS 00y4YaronemMycs ¢
y4€TOM pe3ylbTaTOB TEKYIIEH U MPOMEKYTOUHOM aTTe-
CTaIlHH.

KomMrmiereHmuu Ha ypoBHE «I0CTATOYHBII», 3aKPETUIEHHBIC
3a TUCITUIUIMHOM, HEe CHOPMUPOBAHEI.

5.3. OI_IeHOLIHLIe cpeacTBa (MaTepI/IaHLI) AT TCKYLIETO KOHTPOJIA YCIICBAEMOCTH, ITPOMCIKYTO Y-
HOH aTTeCTaluu 06yqa}oumxc;1 MO JUCIMITIIMHE

Bormpockr k 3adery - mpoBepka chopmupoBanHocti kommerenuuit OIIK-3, ITICK-3.1,IICK-3.3

cuorLNME

[onsiTne uneHTuduKanuy, ayreHTU(HUKAIUN 1 aBTOPU3ALIH.
Mojenu HHPOPMALMOHHONH 6€30MaCHOCTH.

[TonsiTue ys13BUMOCTH, YTPO3bl, aTAKH.

VYiepO u puck. YnpasieHue puckaMu.

[TaccuBHBIE U aKTUBHBIE aTAKU.
Hepapxust cpeicTB 3alIUTHI OT UHPOPMALMOHHBIX YTPO3.
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[onsiTne moMUTHUKM 6€30TIaCHOCTH.

[TpuHIMTBI 3aIIUTH UHPOPMALMOHHOM CUCTEMBI.
OcCHOBHBIE TIOHSATHS U OTIPENICIICHUS] KpUNITOTpaduH.
CummeTpuuHOe m(poBaHUE.

. AcummeTpuyHOe mudppoBaHUE.

[Ipobnema pacpeneneHust KIFOYCH.

Xem-(yHKIUH.

[IpoBepka LEeIOCTHOCTH.

TexHosoruu ayreHTUPUKALUY.

AyreHTu(]uKanus Ha OCHOBE MapOJICH.

AyTreHTH(]UKaLKA HA OCHOBE allapaTHBIX ayTeHTH(PHUKATOPOB.
Aytentudukanust ”HQOpPMaIHH.

DneKTpOHHAas TOMHKCH.

AyTteHnTu(ukanys Ha OCHOBE HU(POBBIX CEPTUPHUKATOB.

. AyteHTu(uUKalus NpOorpaMMHbBIX KOJIOB.

Texuonornu YIIpaBJICHHUA JOCTYIIOM W aBTOPU3AIUH.
CucreMbl aYTGHTI/I(l)I/IKaIII/II/I " YIIPABJICHHUA JOCTYIIOM OINICPAIMOHHBIX CUCTEM.
Aytentudukanuu noib3osareneit OC.

. Aytentudukanus B OC cemeiicrBa Unix.

[Iporokon SSH.

. praBJ'IeHI/Ie AOCTYIIOM B OII€PAIITMOHHBIX CUCTEMAX.

HGHTpaJ'II/ISOBaHHI)Ie CHCTEMBI aYT€HTI/I(1)I/IKaHI/II/I U aBTOpHU3alHH. KOHHCHHI/IH €IUHOTO JI0-

THYECKOTI'0 BXOA4a.

29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44,
45,
46.
47.
48.
49,
50.
51.
52.
53.
54,
55.
56.
S57.

Cucrema Kerberos

OunpTpanus. Buasr Gribrpanum.

®atieposibl. DyHKIIMOHATIBEHOE HAa3HaueHue (aitepposia. Tunsl (aitepBosoB.
[Tpokcu-cepBepnl. DyHKITUN TTPOKCH-cepBepa. «IIpokcudurarus» npuoKeHu.
®atiepBoutbl ¢ pyHkiuedn NAT. Tpagummonnas Texnonorus NAT.

bazoBas TpaHcnsMs ceTeBBIX aipecoB. TpaHCIAIMS CETEBBIX aJPECOB U MOPTOB.
[IporpammHbIe (haliepBOIBI XOCTA.

TunoBble apXUTEKTYpHI CETEH, 3aluiaeMbIX (aliepBosiamMu.

MounuTtopusr Tpaduka. AHAIU3aTOPBI IPOTOKOJIOB. AHAIU3ATOPHI IPOTOKOJIOB.
Cucrembl 0OHAPYKEHUS BTOPIKCHHI.

ApXUTEKTypa CeTH € 3alllUTON MeprUMeTpa U pa3iesieHueM BHYTPEHHUX 30H.
Ayaut coObITHI 6€30TIaCHOCTH

ATaku Ha TPAaHCHOPTHYIO UH(PACTPYKTYpY CETH

3anayu U pa3HOBUIHOCTH CETEBOM pa3BEIKHU.

CkanupoBanue cetu. CKaHUPOBAaHHE MTOPTOB.

Ataku Ha DNS.

TexHonorNK 3alUIIIEHHOTO KaHaa.

Pacnpenenenue ¢pynkuuit Mmexxay nporoxosamu [PSec.

VPN Ha ocHOBe m(ppoBaHUS

VA3BUMOCTH TPOTPaMMHOTO KOJa U BPEIOHOCHBIE TPOTPaAMMBI.

VA3BUMOCTH, CBS3aHHBIE C HAPYILIEHUEM 3alIUThl ONIEPATUBHOM MaMsITH.
VA3BUMOCTH KOHTPOJISI BBOJIUMBIX JTAHHBIX.

Brenpenne B KOMOBIOTEPHI BPEIOHOCHBIX TPOIPAMM.

TposiHckue nporpammsel. CeTeBble uepBU. Bupychl.

[IporpaMMHbI€e 3aKITaaKH.

AHTHUBUPYCHBIE TIPOrPAMMBI.

bother

bezonacHocTh Beb-cepBuca.

bezonacHocTh BeO-0Opaysepa.
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58. Ilportokon HTTPS.

59. be3omacHOCTh CPeCTB CO3MaHUS AMHAMUYECKUX CTPAHUII.

60. Be3omacHOCTh 37€KTPOHHON MOYTHI.

61. ATaxu MOYTOBBIX MPHIOKCHHUH.

62. Konnenmus 00Ja4HBIX BeIYHCICHUH. Moenu 00JIag4HbIX CEPBUCOB.

63. OO6savHbIe BEIYMCICHUS KaK HICTOYHUK YTPO3BI.

64. OGnavHbIe CEPBHUCHI KAaK CPEICTBO MOBBIIICHUS CETEBOW OE30MTaCHOCTH.

Ilpumepnuie 3a0anusa 0na mecmuposanus- NPoGePKa CHhopmuposanHocmu KOMnemenyui
OIIK-3, IICK-3.1,IICK-3.3

1. KpuntomMapmpyTu3aTop - 3T0:

a) annapamno-npocPaMMHbLYL KOMAAEKC KDURMOZPAGUYECKol 3auumsl. mpapuka OaHHbIX, 20]10Cd, 6U-
0eo Ha ochose wu@posanus naxemos no npomoxonam IPsec AH u/unu IPsec ESP npu ycmanoenenuu
COeOUNeHUs, COOMBEMCMEYIOUUL MPedOBAHUAM K CPEOCEaM KPUNMo2papuyeckou 3auumol ungopma-
yuu DPCE Poccuu u obecneuusarowuii 6a306yio gyuxyuonaiviocmos coepemennozo VPN-yempoiicmea..
0) MOOMIIBHOE CPEICTBO CBSI3H.

B) IMCKOBOE YCTPOHCTBO.

2. Illaro3 6esonmacuoctu VPN — 9to:

a) CEeTEeBOE YCTPOMCTBO, MOJKIIOYAEMOE K JIBYM W 0ojiee CeTsAM U BBITIOJHAIONICe (DyHKIIUH
U POBAHUS U AyTCHTH(HUKAITNH JIJIT MHOTOYUCIICHHBIX XOCTOB, PACIIOJI0KEHHBIX 32 HHUM.

0) cemesoe ycmpoucmeo, NOOKI0YaemMoe K 08YM CemsaM U 8blnoIHAIwee QYHKYuYU wmupposanus
u aymenmuduxayuy 011 MHO2OYUCTEHHBIX XOCHO08, PACHOJIONCEHHbIX 3 HUM.

B) CETEBOE YCTPOMCTBO, MOJKIIOYaEMOE K JBYM W 0Oojiee CEeTAM W BBITIOJIHSIONIEE (DYHKIIMH
muPOBaHUS U aBTOPHU3ALNN JUTSI PA3JIMYHBIX XOCTOB.

6. YueOHO-MeTOAMUYECKOE M HH(POPMALIMOHHOE 00ecieyeHne JUCITUTIMHBI

6.1. Ciucok UCTOYHHUKOB U JTUTEPATYpPhI

Hcrounuku
OcHOBHBIE

1. Pykosoosawuti 0okymeHT. 3alluTa OT HECAHKIIMOHUPOBAHHOTO J0CTyna K nHdopmauuu. Tep-
MUHBI U ONpeeneHus. YTBEPKICHO pelieHueM npeacenatens ['ocrexkomuccuu Poccun ot
30 mapta 1992 r. [DnekTponHslil pecypce] : Pexxum gocryna : https://fstec.ru/tekhnicheskaya-
zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/386-
rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-
g3, cBoOOAHBI. — 3ariL. ¢ 3KpaHa.

2. Pyxosooawuii 0okymenm. ABTOMATHU3UPOBAHHBIC CUCTEMBI. 3alllUTa OT HECAHKIIMOHUPOBAH-
HOro jocrymna K uapopmanuu. Knaccudukammsi aBToMaTu3upoBaHHBIX CUCTEM M TPeOOBaHUS
1o 3amuTe MHPOpMaluu. YTBEPKICHO pelIeHneM mpeacenarens ['ocyaapcTBEHHON TexXHU-
yeckoit komuccun npu IIpesunente Poccuiickoit @enepauuu ot 30 mapra 1992 r. [Dnexk-
TpoHHBIH pecypc] : Pexum goctyma :  https:/fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/384-rukovodyashchij-
dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-g, cBo6oaHbIH. —
3ari. ¢ 3KpaHa.

3. Pykogooawuii ooxymenm. CpecTBa BBIYUCIUTEIBHON TEXHUKH. 3alllUTa OT HECAHKIIMOHUPO-
BaHHOTO JocTyma K wmH(popMmaruu. [lokazatenu 3amuméHHOCTH OT HECAHKIIMOHUPOBAHHOTO
JocTyna K nHbopMaluu. YTBEpKIEHO peleHreM npescenarens [ ocyaapcTBeHHOM TexHude-
ckoit komuccuu npu [lpesunenre Poccuiickoit @enepaunn ot 30 mapra 1992 r. [OnexTpoH-
HBIH  pecypc] : Pexmm  gocryma @ https://fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/385-rukovodyashchij-


https://ru.wikipedia.org/wiki/IPsec
https://ru.wikipedia.org/wiki/%D0%A4%D0%A1%D0%91_%D0%A0%D0%BE%D1%81%D1%81%D0%B8%D0%B8
https://ru.wikipedia.org/wiki/VPN
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dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-g2, cBoGoaHbIH. —
3ari. ¢ ’KpaHa.

4. Pykogooswuii dokymenm. CpeacTBa BEIYUCIUTEIHHOW TEXHUKH. MEXCETeBbIC SIKPaHbI 3alllu-
Ta OT HECAaHKIIMOHUPOBAHHOTO J0cTyna K nHpopmaruu. Ilokasarenu 3amumiéHHOCTH OT He-
CaHKIIMOHMPOBAHHOTO JOCTYNa K MHPOpPMaLUU. YTBEpKAEHO perienueM mnpeacenarens ['oc-
yIapCcTBEHHOW TexHuuyeckoil komuccuu npu llpesunente Poccuiickoit denepauuu ot 25
utonst 1997 r. [DnekrponHblii pecype] : Pexxmm mocrtyma : https://fstec.ru/tekhnicheskaya-
zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/383-
rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-25-iyulya-1997-
g, CBOOOIHBIN. — 3aril. ¢ SKpaHa.

5. @eodepanvusiii 3akon «O06 MHPOPMANNK, HHPOPMAIMOHHBIX TEXHOJOTHUSX W O 3aIlUTE WH-
dbopmarum» ot 27.07.2006 N 149-®d3. [DOnexktponHbli pecypc| : Pexum moctyma :
http://www.consultant.ru/document/cons_doc LAW_ 61798/, cBoGoaHbI#i. — 3ari. ¢ sKpaHa.

Jluteparypa
OcHoBHas
1. Kowmnnexcnas 3awuma vHGOpMAIMK B KOPIIOPATUBHBIX cUCcTeMax : yued. mocodue / B.O.
[Hawbrun. — M. : U] «®OPYM» : UHDPA-M, 2017. — 592 c. — (Bricuiee oOpa3oBaHue:
bakanaspuar). - Pexxum moctyna: http://znanium.com/catalog/product/546679

2. IHlanveun B.®. 3ammra KOMIbOTepHOU HHPOpMauuA. DPPEKTUBHBIC METOIBI U CPEJICTBA

[Dnmexrponnsrit pecypc] / B. ®@. Illanprun. - M.: JIMK Ilpecc, 2010. - 544 c.: w1 - ISBN
978-5-94074-518-1. - Pexxum noctyna: http://znanium.com/catalog/product/408107

6.2. Ilepeuenp pecypcoB HH(POPMALMOHHO-TEIEKOMMYHHUKAIIMOHHOM ceTh «IHTepHeT».

1. OdunumaneHeiii caiit kommnanuu Kpunrompo [DnexkTpoHHBIM pecypc]: Pexum pocrty-
ma: http://www.cryptopro.com/, cBo60aHbI#. — 3ari. ¢ 3KpaHa.

2. Uentp pazpadotku Kpunrokom [DnekTpoHHBIN pecypc]: Pexxum moctyna:
http://www.cryptocom.ru/products/index.html/, cBo60HBIi. — 3ari1. ¢ 3KpaHa.

7. MaTepuajibHO-TeXHUYECKOe ofecriedeHne T CIUUTITHHbI

Jli1g mpoBeieHus 3aHATUI HEOOXOAUMO CIIeyIolIee MaTeprualbHO-TEXHUYECKOe 00ecrieueHue:
1) NTeKIMOHHBIN KJIacc ¢ BUACOMPOECKTOPOM M KOMITBIOTEPOM, Ha KOTOPOM JIOJDKHBI ObITh yCTa-
HOBJICHBI:

— muniensnonHoe [10 MS Windows 7 u crapie;

— nmuuensuonHoe [10 MS Office 2010 (c o6s3aTensubiM HanuuneM MS PowerPoint) u ctapie
2) KOMITBIOTEPHBIN KIIacC, 000PYA0BaHHBII COBPEMEHHBIMU MEPCOHATBHBIMUA KOMITBIOTEPAMHU
JUI KaXKJIOTO CTyJIEHTa C BBIXOJOM B UHTEpHET. Ha kommbroTepe JOKHBI ObITh YCTaHOBJICHBDI:
— munensnonHoe I10 MS Windows 7 u crapie;

— muniensnonHoe I10 MS Office 2010 u crapie;

— IporpaMMHBIN TunepBuzop Vmware Player;

— VPN-kIHeHTHI;

— MpOrpaMMHOE CPEICTBO CKaHHPOBaHUs ceTu u mopToB (XSpider,Nmap);

— cpezctBa 3amuthl nHGopmaruu (Secret Net, Dallas Lock)

Ilepeuens 11O
Nent Haumenosanue I10 [MpousBoautens | Cnoco0 pacmpocTpaHeHUs (JIUIICH3H-
/i OHHOE MJIM CBOOOJTHO PacIpoCTpaHsie-
MO€)
1 Microsoft Office 2010 Microsoft JINIEH3UOHHOE
2 Windows 7 Pro Microsoft JINIEH3UOHHOE
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Microsoft Share Point 2010

3 Microsoft JTUICH3UOHHOE
4 Microsoft Office 2013 Microsoft JIMIICH3UOHHOE
5 Windows 10 Pro Microsoft JTUICH3UOHHOE
6 Kaspersky Endpoint Securi- | Kaspersky JluieH3nOHHOE
ty
7 Secret Net Studio 8.4 Kon Csob6oanoe 10,
0€3011aCHOCTH Pesxxum noctyma: https://securitycode.ru
Jemo-Bepcus
8 Vmware Player 15.5 VMWare Cso6oanoe I10,

Pexxum nocryna:
https://www.vmware.com/products/
[emo-Bepcus

9 XSpider 7.0

Positive Tech-
nologies

Cso0Oogxuoe I10,

Pexxum nocrymna:
https://www.ptsecurity.com/ru-ru/
Hemo-Bepcus

10 | Nmap 7.8

Nmap

Csob6oanoe I10,

Pexxum nocrymna:
https://nmap.org/
Hemo-Bepcus

11 | Open VPN

OpenVPN

Csob6oanoe I10,
Pexxum noctyma: https://openvpn.net/

12 SoftEther VPN

SoftEther

Cso0Oognoe 10,
Pexxum nocryma:
https://www.softether.org/

13 | Windscribe VPN

Windscribe

Cso0Oognoe 10,
Pexxum nocryma:
https://windscribe.com/
Hemo-Bepcust

14 | TinyFEC VPN

Wangyou

Otkpsitoe 110,
Pexxum noctymna:
https://github.com/wangyu-/tinyfecVPN

[[J'Iﬂ IIPpOBCACHHA 3aHATHH JICKIUMOHHOI'O THIIA IIPpCJIararoTCsa TCMaTHYCCKUEC UIIJIIOCTpallun

B ¢opmMmare npesentanuii PowerPoint.

Ilepeyens B/l u UCC
Nent HaumenoBanue
/i
1 | KoMmmbroTepHble ClIpaBOYHbBIE TIPABOBIE CUCTEMBI

Koncynsrant [Iroc,
l'apanT

8. O0ecneyeHnne 00pa3oBaTeIbLHOIO Mpouecca JJsl JHUI ¢ OTPAHNYEHHBIMH BO3MOKHOCTS1-

MM 310POBbSI

B xozne peam3an JUCHUIIIIMHBI UCTIOJIb3YIOTCA CIICAYIOIHUEC JOIIOJTHUTCIbHBIC
METOJbI O6y‘IeHI/I$I, TCKYHICTO KOHTPOJIA YCIICBAECMOCTH U HpOMC)KyTO‘IHOﬁ aTTeCTalinuu 06yqa-
HOmMUXCAa B 3aBUCUMOCTU OT UX HHAUBUAYAJIbHBIX 0COOEHHOCTEH:


http://securitycode.ru/
https://www.vmware.com/products/
https://www.softether.org/
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® JUISI CTIETIBIX B CTTa00BUISAIIHX:

— JIEKUUU OQOPMIISIOTCS B BUJE JIEKTPOHHOTO JOKYMEHTA, JOCTYIIHOTO C MOMOIIBIO KOM-
IBIOTEPA CO CIIEHUANIN3UPOBAHHBIM MPOTPAMMHBIM 00ECTICUCHUEM;

— MMCbMEHHBIE 3aJaHHs BBITOJIHAIOTCS HAa KOMIIBIOTEPE CO CIEHHATU3UPOBAHHBIM IPO-
rpaMMHBIM 00eCrieueHHEeM, WM MOTYT OBITh 3aMEHEHBI YCTHBIM OTBETOM;

— o0ecrieunBaeTCsl MHANBUIYALHOE paBHOMEPHOE ocBeleHre He MeHee 300 JTroKC;

— JUIsL  BBITIOJIHEHUS 3aJaHusl TMPH HEOOXOJAWMOCTH TIPEAOCTABIISCTCS YBEIMYHBAIOIICE
YCTPOKCTBO; BO3MOYKHO TAaKK€ UCTIOJIb30BaHNE COOCTBEHHBIX YBEIMYHBAIONIUX YCTPOICTB;

— MMUCHbMEHHBIE 3aJIaHHsI 0(OPMIISIOTCS YBEIIMYCHHBIM MIPUPTOM;

—9K3aMEH W 3a4€T MPOBOJATCS B YCTHOH (pOpME MM BBITIOJIHSIOTCS B MUCBMEHHOU (opme
Ha KOMITBIOTEPE.

® IS TIYXHX M CI1a00CITBIIIANTIX:

— JIEKIUU OQOPMIISIOTCST B BHJIE DJIEKTPOHHOTO TOKYMEHTA, JINOO TPEIOCTABISAETCS 3BYKO-
YCHUJIMBAIOINAS ariapaTypa HHINBUIYaIbHOTO TIOJIh30BAHUS;

— MMCHbMEHHBIE 3aJIaHVsI BBITIOIHSIOTCS HAa KOMIIBIOTEPE B MMCbMEHHOM (hopme;

— 9K3aMEH M 3a4€T MPOBOJSATCS B MUCbMEHHOH (hopMe Ha KOMITBIOTEPE; BO3MOKHO MPOBEJIL-
Hue B GopMe TECTUPOBAHHUSL.

® IS JIAI] C HAPYIISHUSIMHA OTIOPHO-/IBUTATEIBHOTO amnmapara:

— JIEKIIUU OQOPMIISIOTCSI B BUJE JIEKTPOHHOTO JOKYMEHTA, JIOCTYITHOTO C MOMOIIBI0 KOM-
MBIOTEPA CO CIIEIUAIN3APOBAHHBIM POTPAMMHBIM 00ECTICYCHUEM;

— MUCHMEHHBIE 3aJlaHHs BBITIOJHSAIOTCS Ha KOMITBIOTEPE CO CIEIHATU3UPOBAHHBIM IIPO-
TPaMMHBIM 00ECTICUCHHEM;

—3K3aMeH U 3a4€T MPOBOJATCSA B YCTHON (hOpMe WIIM BBINOIHSIOTCS B MUCBMEHHOU (opme
Ha KOMIIBIOTEpE.

[Ipu HEOOX0IMMOCTH MpPEAYCMAaTPUBACTCS YBEIMUEHUE BPEMEHU ISl TIOATOTOBKU OTBETA.

[Ipouenypa  mpoBeaeHHS  MPOMEXKYTOYHOM  arTecTaluu A 0oOydaronuxcs
yCTaHABIMBAETCA C Y4YETOM UX UHAMBUAYAJIbHBIX IMCUXO(U3UUECKUX O0COOEHHOCTEM.
[IpomexyTouHas aTTecTanusi MOXKET MIPOBOAUTHCS B HECKOJIBKO ATAIOB.

[Ipu mpoBeneHUU MpoLETypPhl OLEHUBAHUS PE3yIbTaTOB OOyueHUS IpeaycMaTpHUBaeTCs
UCIIOJIb30BAaHUE TEXHUYECKHX CpEICTB, HEOOXOIMMBIX B CBSI3M C HHIUBUAYAIbHBIMU
O0COOCHHOCTAMHU OOy4YaIOIIUXCA. DTH CPEINCTBA MOTYT OBITh HPEIOCTABICHBI YHHUBEPCUTETOM,
WM MOTYT MCIIOJIb30BaThCSl COOCTBEHHBIE TEXHUUECKHE CPE/ICTRA.

[IpoBenenue mpoueaypbl OLIGHMBAaHUS — PE3yAbTaTOB  OOy4YeHHUS  JIOMYCKAeTCs C
HCIOJIb30BaHUEM JIMCTAHIIMOHHBIX 00pa30BaTeIbHbIX TEXHOJIOTHIl.

Ob6ecrnieunBaeTcst JOCTYN K MHPOPMAIMOHHBIM U OMOIMOTpaduyecKuM pecypcaM B CETH
WuTepHer ans kaxzaoro odyyatomerocs B (opMax, aganTUPOBAHHBIX K OTPaHUYCHHSIM UX 3710-
POBBS U BOCTIPUATHS UHPOPMALIIHN:

® JUISI CTIENBIX U CTa00BUSAIINX:

— B IIe4aTHOU opme yBeTnYeHHBIM HIpU(TOM;
— B (hopMe PIIEKTPOHHOTO JOKYMEHTA;

— B popme ayauodaiina.

e ISl TIIYXUX U CIa0O0CTBIIIAIINX:

— B 1e4aTtHoO! (opme;

— B (popMe PIIEKTPOHHOTO IOKYMEHTA.

e Uit OOYJArOIIMXCS C HAPYIICHUSIMHU OMIOPHO-ABUTaTEILHOTO ammapara:
— B 11e4aTtHoO! (opme;

— B JopMe PIEKTPOHHOTO IOKYMEHTA;

— B popme ayauodaiina.

VY4eOHble ayTUTOPHH Ul BCEX BUIOB KOHTAKTHOM M CaMOCTOSITEILHON pabOTHI, HaydHas
O6ubIMoTEeKa M HMHBIE TIOMEIIEHUs JUIsl 0Oy4eHMsI OCHAIIEHbI CHEIHAIbHBIM 000py/IOBaHUEM U
y4eOHBIMH MECTaMHU C TEXHUYECKUMHU CPEICTBAMH 00YUEHHUS:

® JUISI CTIETBIX U CTTa00BUSIINX:
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— YCTpOHCTBOM JIJIs1 CKaHUpoBaHus U uteHus ¢ kamepoit SARA CE;
— mucruieem bpaiinsa PAC Mate 20;
— npuHTepoM bpaiins EmBraille ViewPlus;
® IS TIYXUX M CIa00CITBIIIAITNX:
— aBTOMAaTH3MPOBAHHBIM pab0o4UM MECTOM JUIsl JIIOAEH ¢ HAPYIICHUEM CIIyXa U CIaboCIiIbI-
HIaImx;
— aKyCTHUYECKHUI YCHIIUTEIb M KOJIOHKH;
e s 0OyJarOIUXCs C HApYIIEHUSIMH ONIOPHO-ABUTaTEIBHOTO arapara;
— TepeBIKHBIMH, PETYINPYEMBIMU 3proHoMudeckumMu nmapramu CU-1;
— KOMITBIOTEPHOM TEXHUKOM CO CHEIMaIbHBIM ITPOTPAMMHBIM 00ECTICUCHHEM.

9. MeToanueckue MarTrepuaJbl

9.1. [Inanbl 1aGOPATOPHBIX 3aHATHUH - IpoBepKa chopmupoBanHOCTH KomreTeHnni OITK-3,
I1CK-3.1,IICK-3.3

Jlaboparopnoe 3ansitue 1 (6 4.) «TexHoJiornu ayreHTH(PUKAIIMT, ABTOPU3ALUU U yIPaB-
JieHus1 jocrynom» (mposepka cpopmupoBanHocTn Kommerenimii OITK-3, TICK-3.1,ITICK-3.3)
3amaHus:
1. Co3znanue HOBBIX I0JIb30BATENEH U HCCIIEOBAaHNE MEXaHU3MOB PaCcIIUPEHHON ayTeH-
tudukauu Ha mpumepe Secret Net Studio.
2. YmnpaBieHHE JOCTYIIOM B ONEPAIIHOHHBIX CUCTEMaX C TIOMOIIBI0 BCTPOCHHBIX U HAJIO-
KEHHBIX CPECTB 3aIIUThI HH(OPMALINY.

Cnucok JIureparyphl:
[TpuBenén B . 6 nannou PITJ]

MarepuaabHO-TEXHHUECKOE 00eCIIeUCHNE 3aHATUS: ayJUTOPHS, OCHAIICHHAS TIPE3EHTAIIMOHHOM
TEXHUKOU (IMPOEKTOP, IKPaH, KOMIBIOTEP/HOYTOYK). KOMITBIOTEPHI 10 KOJIUYECTBY 00YyJarOIINX-
cs ¢ paseépuyroit OC MS Windows, BupryansHoii Mamiaoit VMPlayer, cpencTa 3anurhl nH-
dopmaru Secret Net Studio.

JlaGopaTopnoe 3ausTue 2 (4 4.) «TexHom0run 6€30MACHOCTH HA OCHOBE QUJIbTPALUH H
MOHHUTOpHHTa Tpaduka» (mposepka chopmupoBanHoct kommnereniuii [1CK-3.1,IICK-3.3)
Samanus:

1. VYcranoBka u HacTpoiika VPN-kineHTa.

2. OcymiecTBieHNE MOHUTOPUHTA TpaduKa.

3. OcyuiecTBieHHue ayuTa cCOObITUI 0€3011aCHOCTH.

Crucoxk auTeparypsl:
[IpuBenén B . 6 nannou PILJ]

MarepuanabHO-TEXHHUECKOE 00eCTIeYeHNEe 3aHATHSL: ayIUTOPHsI, OCHAIIEHHAs NTPE3eHTAlMOHHON
TEXHUKOM (IPOEKTOP, IKpaH, KOMIIbIOTEp/HOYTOYK). KoMIbroTeps! 0 KOJIMYECTBY 00yJaromuXx-
cst ¢ passépuyroii OC MS Windows, BuptyansHoit MammHoii VMPlayer. VPN-kineHT, BBIXOT B
WHTEepHET ¢ BO3MOXHOCTBIO J0CTyma K caiiram https://ipleak.net , https://www.perfect-
privacy.com/check-ip, https://ipx.ac/run, https://browserleaks.com/webrtc, https://www.perfect-
privacy.com/dns-leaktest.

JlabopaTopnoe 3ansiTue 3 (4 4.) «MccaenoBanusi TPAHCMOPTHON HH(PPACTPYKTYPHI CETH»
(mpoBepka copmupoBannoctu kommereniuii OITK-3, TICK-3.1,[1CK-3.3)
3agaHus:

1. Wsyuuts ctek nmpotokona TCP/IP.


https://ipleak.net/
https://www.perfect-privacy.com/check-ip
https://www.perfect-privacy.com/check-ip
https://ipx.ac/run
https://browserleaks.com/webrtc
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2. Tlomyuuts y npenoaaBaress METPUKUA 30HIUPYEMbIX CETEH.
3. CkanupoBanue cetd. CKaHUPOBaHUE MTOPTOB.
4. TloaroroBka oT4era 00 ypOBHE 3aLIUIIEHHOCTH MPOCKAHUPOBAHHBIX Y3JIOB.

Crincok nureparypsl:
[IpuBenén B . 6 nannou PI1/]

MarepuaabHO-TEXHHUECKOE 00eCTIeUeHHE 3aHATHS: ayIUTOPHsI, OCHAIIIEHHAs MMPE3eHTAMOHHON
TEXHUKOH (IIPOEKTOP, SKPaH, KOMITBIOTEP/HOYTOYK). KOMIIBIOTEPHI 10 KOTMYECTBY 00yUYaIOMINX-
cst ¢ pazsépuyroir OC MS Windows, Bupryanbaoit Mmamunoit VMPlayer, IIporpammuoe cpea-
CTBO ckaHupoBaHus cetu 1 mopros (XSpider, Nmap), VPN-kiueHT, Boixo B IHTEpHET ¢ BO3-
MOXHOCTBIO TIOAKIIFOUeHHS K cepBepam VPN-ycuyr.

JladopaTopHoe 3ansiTue 4 (6 4.) «YA3BUMOCTH NPOrPaAaMMHOI0 KO/1a U BPEeOHOCHBbIE MPO-
rpaMmmeD» (TipoBepka copmupoanHocT kommeteHimii OITK-3, [TCK-3.1,I1CK-3.3)
3anaHus:

1. VYA3BUMOCTH TPOTPaMMHOTO KOJA.
2. HccnenoBanue MexaHU3MOB KOHTPOJISL LI€JIOCTHOCTH, KOHTPOJISI IPUIIOKEHUH U T. ..
3. HacTpoiika KOMIOHEHTOB 3aIIUTHI.

Cnucok nurepaTypsl:
[TpuBenén B . 6 nanuou PITJ]

MarepuaabHO-TEXHHUECKOE 00ECTICUCHHE 3aHATHS: ayTUTOPHsI, OCHAIIICHHAS MMPE3CHTAMOHHON
TEXHUKOU (ITPOEKTOP, IKpaH, KOMILIOTEP/HOYTOYK ). KoMIbIOTEpHI 110 KOTMYECTBY 00YJArOIIHX-
cs ¢ pa3zépuyroit OC MS Windows, BupryanbHoit Mamunoit VMPlayer, cpeacTsa 3amuThl HH-
dopmarmm Secret Net Studio.

JladopaTopHoe 3ausitue 5 (4 4.) «IIporpammubie 3aknaaku. Padora ¢ u301upoBaHHOM Mpo-
rpaMMHoii cpenoii» (mposepka chopmupoBanHocTd kommeTennuii OIIK-3, TICK-3.1)
Samanus:

1. UccnenoBanue METOI0B BHEAPEHUS ITPOTPAMMHBIX 3aKJIa/I0K B BUPTYaIbHOH “TIecOYHUIlE”.

2. Hactpoiika U30JUpOBaHHON IPOrPaMMHOM CpEIbl.

3. KonduryprupoBanue KOMIOHEHTa KOHTPOJISI CheMHBIX MAIIMHOMUMCHBIX HOCUTeNel nHpopma-
117078

Cnucok nurepaTypsl:
[IpuBenén B . 6 nannou PITJ]

MarepuanabHO-TEXHHUECKOE 00eCIIeYeHUE 3aHATHSL: ayIUTOPHsI, OCHAIIEHHAs IPE3EeHTAllMOHHON
TEXHUKOH (IIPOEKTOP, FKpaH, KOMIBIOTEP/HOYTOYK). KoMIbIOTEpHI O KOJIMYECTBY 00yUaromux-
cs ¢ pa3Bépuyroit OC MS Windows, BupTyansHoit mamuHoit VMPlayer, cpencrsa 3amuTsl UH-
dopmanmu Secret Net Studio.

JlaGopaTopHoe 3ansTHE 6 (4 4.) «Be3onacHoCTh BeG-cepBUca» (MIpoBepka chOPMUPOBAHHO-
ctu komnereniuii OINK-3, [ICK-3.1)

3aganus:

1. N3yuuTh criocoObl MpoBEICHHUS TECTOB Ha TPOHUKHOBEHHE.

2. CoOop cBeneHuii B ceTn HTepHET 10 ysi3BuMocTsaM Web-cepsepoB Ha mpumepe apache u
nginx.

3. YcranoButh ckanepsl XSpider u Nmap.
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4. [TpousBecTy ckaHupoBaHKE Ha 3amuineHHOCTh Web-cepBrCOB Ha mpuMepe cailToB
www.rsuh.ru, www.yandex.ru , www.ict.cn.

Crincox nureparypsl:
[IpuBenén B 1. 6 nannou PI1/]

MarepuaabHO-TEXHHUECKOE 00eCTICUeHHE 3aHATH: ayIUTOPHsI, OCHAIIICHHAs MMPE3eHTAMOHHON
TEXHUKOH (IIPOEKTOP, FKpaH, KOMIBIOTEP/HOYTOYK). KOMIIBIOTEpHI 1O KOJIMYECTBY 00yUarOmuX-
cs ¢ pa3Bépuyroit OC MS Windows, Bupryansaoii Mmamuaoii VMPlayer.Cxanepst Nmap u
XSpider.


http://www.rsuh.ru/
http://www.yandex.ru/
http://www.ict.cn/

20

Ipunoowcenue 1
AHHOTANIUA JUCHUITJINHBI

Hucuuruina 3awuma uH@GOPMAyUOHHbIX NPOYECCO8 8 A8MOMAMU3UPOBAHHBIX CUCTEMAX pPea-
nmu3yercs Ha (akylibreTe WH(OOPMAIMOHHBIX CUCTEM M 0€30TMacHOCTH KadeApoil KOMIUICKCHOU
3alUThl HHQOPMALIUY.

Henp aucuumuimHel — GOopMUpOBaHHE 3HAHWI M YMEHHH MO oOecredeHuI0 MH(POPMAIMOHHON
0€30MaCHOCTH KOMIBIOTEPHBIX CHUCTEM M WH(GOPMAIMOHHBIX MPOIECCOB, M HABBIKOB IO HX
OTIPENICIICHUIO JJIs1 KOHKPETHBIX YCIIOBUH.

3anauy TUCIUIUIMHBIL

— OBJIAJICHME METOJAaMH MOHHWTOPWHTA W ayAWTa, BBISABICHUS Yrpo3 WHPOPMAIMOHHOW Oe3-
OTTaCHOCTH MH(OPMAIIMOHHBIX CHCTEM,

— (opMupoBaHNE HaBBHIKOB aHAIM3a MH()OPMAITMOHHONW HHOPACTPYKTYPHl MH(OOPMAIOHHBIX
CHCTEM U €€ 0€30I1aCHOCTH.

JlucuuiuiiHa HarpaBiieHa Ha OPMHUPOBAHUE CIEYIOMIMX KOMIIETEHIIHIA:

e OIIK-3 - crtocOOHOCTH TPUMEHSTH MTOJIOKEHUS JICKTPOTEXHUKH, IIEKTPOHUKH H CXEMO-
TEXHUKH JUTsl peIIeHus PO (ecCHOHABHBIX 331249

e [ICK-3.1 - crtocOOHOCTBIO TMPOBOAWTH aHATN3 (YHKIIMOHAJIBHOTO Ipoiecca oO0BeKTa
nH(pOpMaTHU3alMHU C LIETbI0 BBISBICHUS BEPOSTHBIX YIpo3 HH(pOpMaIMOHHON Oe30macHo-
CTH, OTIPENICIICHUS] X HCTOYHHUKOB U TIETIeH

e JICK-3.3 - cnocoOHOCTBhIO y4acCTBOBAaTh B peaU3allMi KOMIUIEKCA OpPraHU3aIlMOHHO-
TEXHUYECKUX Mep Mo obecreueHnto nHPOPMAIIMOHHON 0e30macHOCTH 00bekTa HHPOP-
MaTHU3alli1, OCYIIECTBIISITh YCTAHOBKY, HACTPOIKY U 00CITy)KMBaHHE 3JIEMEHTOB 3aLUTHI

B pe3ynbraTe 0cBOEHUS AUCHUIIIMHBI O0Yy4YaIOMIUIICS T0KEH:

3HaTh MPHUHLMIBI U METOAbl MPOTUBOJCHCTBUS HECAHKIMOHUPOBAHHOMY HHGOPMALHOHHOMY
BO3JICHCTBUIO HA BBIYMCIUTEIbHBIE CHCTEMBI U CUCTEMBI Iepeiadll HH(POPMAaIIHH.

YMeTh OCyLIECTBIATh MEPhI MPOTHUBOJACHCTBHS HAPYIICHHUSIM CETEBON OE30MaCHOCTH C UCIOJb-
30BaHHUEM Pa3JIMYHBIX IPOTPAMMHBIX U allapaTHBIX CPEJCTB 3alIUThl; aHATU3UPOBATH U OLICH U-
BaTh Yrpo3bl MHGPOPMAIMOHHON O€30MacHOCTH; NMPUMEHSATh OTEYECTBEHHbIE U 3apyOeKHBIC
CTaHJapThI B 00JIACTH KOMIIBIOTEPHOI 0€30MacCHOCTH ISl IPOSKTUPOBAHUS, Pa3pabOTKH U OLIEH-
KU 3aIUIICHHOCTH KOMITbIOTEPHBIX CHCTEM.

Brnagers MeTonamu M CpeacTBaMU BBISBICHUS YTpo3 0€30MaCHOCTH aBTOMATHU3HPOBAHHBIM CH-
cTemMam; MeToaMu (popMupoBaHUs TpeOOBaHM MO 3amuTe HHGOPMAIIMU; METOIaMU aHATU3a U
dbopmanuzanuu MHOOPMALIMOHHBIX MPOIIECCOB OOBEKTa U CBsI3eH MEXAY HUMHU; METOIUKAMU
MIPOBEPKHU 3AIIUIIEHHOCTH 00BEKTOB MH(OPMATU3AIMU HAa COOTBETCTBHE TPeOOBAaHUSM HOpMa-
THUBHBIX JOKYMEHTOB.

[To aucuumIMHE MpeIycMOTPEHA MIPOMEXKYTOUHas aTTecTalus B popMe IK3aMeHa.

O6mas TpyA0EMKOCTh OCBOCHUS TUCHUIUINHBI COCTaBISIET 4 3a4ETHBIX €IMHUIIBL.
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Ipunoowcenue 2

JIUCT UBMEHEHUMHA
Ne | Tekct akryanusanuu win npuiaraemsiid K PIT/] noxymeHT, [Hara Ne mporo-
CoAEpKaIIUi U3MEHECHUS KoJa

1 | Obnosnen cocmas npoepammnozo obecneuenus (110), co- 29.06.2017e. 10
8pemenHbIX npogheccuonanvhvlx 6az oannwvx (bB/]) u un-
Gopmayuonno-cnpasounvie cucmem (MCC)

2 | Obnosnena cmpykmypa oucyuniunsl (MoOys) 015t OYHOU 26.06.2018 2. 11
Gopmol 0byuenus (2018 2.)

3 | Obnosnenue pazoena 9. Memoouueckue mamepuaivl 26.06.2018 2. 11
(2018)

4 | ObHnosnen cocmas npoepammuoco obecneuenus (I10), co- | 26.06.2018 a. 11
8peMeHHbIX Npogeccuonanvubix 6az oannvix (b/]) u un-
dopmayuonno-cnpasounvie cucmem (MCC)

5 | ObHosnena cmpykmypa oucyuniunsl (MoOYJs) Oisk OYHOU 29.08.2019 2 1
Gopmol 06yuenus (2019 2.)

6 | Obnosnen cocmas npoecpammmnoeo obecnewenus (I10), co- | 29.08.2019 2 1
8peMeHHbIX npogeccuonarvuwvix 6az dannvix (b/]) u un-
¢opmayuonno-cnpasounvie cucmem (MCC)

7 | Obnosnena cmpykmypa oucyuniunsl (MoOyisa) 01 OYHOU 23.06.2020 14
Gopmvr 006yuenus (2020 2.)

8 | ObHnosnena ocnosnas u dononHumenbHas aumepamypa 23.06.2020 14

9 | ObHosnen pazoen n.4 ObpazosamenvHvle MeXHOI02UU 23.06.2020 14

10 | Obnoenen cocmag npoepammnozo obecnevenus (110), co- 23.06.2020 14
8peMeHHbIX npogeccuonanvubvix 6az oaunvix (b/]) u un-
gopmayuonno-cnpasounvie cucmem (MCC)
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[Tpunoxxenue 1
K JINCTY U3MEHEHUI

1. Cocrtas nporpammuoro obecnedenus (I10), coBpeMeHHbIX IpodeccHOHATBHBIX 0a3 1aH-

HbIX (b/1) 1 undopmanuonno-cnpapounnie cucrem (MCC) (2017 r.)

Ilepeyens 11O
Tabnuya 1
Neri/mm Haumenosanue 110 [IpousBoautens Crnioco0 pacripocTpaHeHus
(ruyensuonnoe uru c60600-
HO PAcCnpoCcmpaHsiemoe)
1 MicrosoftOffice 2013 Microsoft JIMIICH3UOHHOE
2 Windows XP Microsoft JIMIIEH3HOHHOE
3 KasperskyEndpointSecurity Kaspersky JIMIIEH3HOHHOE
4 OC «AnbT OOpazoBanue» 8 00O «bazanpt JUTIEH3UOHHOE
CIIO
epeyens B/l u UCC
Tabnuya 2
Neri/mt HaunmenoBanue

MexayHnapoansie pedepaTuBHbIe HaykoMeTpuueckue bJl, mocTymHbie B pamMKkax

HalMoHaJILHOUM noanucku B 2017 1.
Web of Science
Scopus

[Tpodeccnonanpabie MOTHOTEKCTOBBIE B/, TOCTYNHBIE B paMKax HAITMOHAIBHON

noamucky B 2017 r.
Kypuaner Oxford University Press

KommbroTepHbie cripaBoYHbIE IPABOBBIE CUCTEMBI
Koncynperant Ilroc,
lapanTt

Cocrasutens: K.1.H, mouenr, A.C. MoasikoB
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[Tpunoxenue 2

K JINCTY U3MEHEHUI

2. O0HOBJIeHNE CTPYKTYPbI AUCHUILIHHBI (MOYJIs1) 1J1s1 04HOIi popmbl 00yuenusi (2018 r.)

CTpyKTypa TUCHUILIMHBI JJ151 04HOI (pOpMBbI 00yUeHH s

O6mmas Tpy10éMKOCTh IUCIMILIMHBI COCTaBIseT 4 3.e., 144 4., B TOM 4nciie KOHTaKTHas pabora o0y4a-
IOILIUXCS € TIpenoaBaTeneM 56 4., camocrosTenbHas padora oOydatoruxcs 70 4., IpOMEeXyTOUHas aTTe-

cranusg — 18 4.

Bunel yue6HOM paboThI

(B yacax)
dopmBbI TEKYLIE-
KOHTaKTHas
\ T'0 KOHTPOJIS
= A
Ne Paznen mucrumnim- o % o = 5 YCIIEBAEMOCTH,
o
/1 HBI/TEMBI S z £ B & % dopma npome-
o o ) =} o
g o = \Q -
% = 2 =i g 5 o 5§ )KYTOYHOU aTTe
8| = CE|&g E § = s o cTaluu
= ™ < E O E = S = S
5} O o 5 1S s [} = < (-
O 1A E SR & O =
1 OcHosHbie noms- 7 |2 8 Ompoc.
must, KOHYenyuu u
NpUHYUN®L UHPOP-
MayuouHou bes-
onacnocmu
2 Texnonozuu 7 |4 8
aymenmuguxayuu, O1eHKa BBITIOJ-
asmopuzayuu u HEHUS MPaKTHYe-
ynpasienusi 00Cmy- CKHX 3aJaHuM
nom
3 Texnonoeuu 6es- 7 |4 8 O1neHKa BBIINOJI-
ONACHOCMU HA OC- HEHUS MPaKTHYIEC-
Hoge hunempayuu u CKHX 3aJJaHUH
MOHUMOpPUH2A
mpagpuxa
4 Amaku na mparc- 7 2 10 O1eHKa BBIIOI-
nopmuyio ungpa- HEHHUS MpPaKTHYEC-
CMpYKmypy cemu CKHX 3aJJaHUM
5 7 |4 10 Ompoc. Ouenka
BBINOJI-HEHHS
Yazeumocmo npo-
MPaKTHYe-CKUX
2PAMMHO20 KOOA. .
3aJaHui
6 7 |4 16 OrneHKa BBINOJI-
bezonacnocms npo-
HEHUS paKTHye-
2PAMMHO20 KOOA. .
CKHX 3aJaHUM
7 7 |4 10 OrncHKa BBIIOJI-
bezonacnocms ce-
HEHUS MIpaKTH4e-
mesvix CAyHCoh .
CKHUX 3aJJaHUM
Ok3zamen 7 18 Dxzamen no ou-
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Jaemam

Hrtoro o aucmu- 7 24
IUIMHE

32

18

70

3. O0HoB/IeHUe pa3aena 9. MeToanyecKue MaTepuaIbl
B pazzmen 9 BHecTH cnenyrone n3MeHEHUSI.
3aMeHUTh MPOM3BOJIHBIC CJIOBA OT CJIOBA «JIa00PATOPHBIN» Ha COOTBETCTBYIOIINE MTPOU3BOIHbIC
CIIOBA OT CJIOBA «IIPAKTUYECCKUI.

4. CoctaB nporpammuoro odecnedenus (I10), coBpemennbix npogeccuoHaIbHBIX 0a3
nanubix (b/1) u undopmanuonno-cnpasounbie cucrem (MCC) (2018 r.)

Ilepeyens 11O
Tabnuya 1
Nent Haumenosanue 110 [IpousBoautens | Crnocod pacnpocTpaHeHUs
/n (ruyenszuonnoe unu c60600-

HO PACNPOCMPAHSIEMOE)
1 Adobe Master Collection CS4 Adobe JTUIEH3NOHHOE
2 Microsoft Office 2010 Microsoft JTUIEH3NOHHOE
3 Windows 7 Pro Microsoft JIUIIEH3HOHHOE
4 AutoCAD 2010 Student Autodesk CBOOOIHO pacmpocTpaHse-

MO€
5 Archicad 21 Rus Student Graphisoft CBOOOJIHO pacIpocTpaHse-
Moe
6 SPSS Statisctics 22 IBM JINIIEH3UOHHOE
7 Microsoft Share Point 2010 Microsoft JTUIEH3NOHHOE
8 SPSS Statisctics 25 IBM JINIEH3UOHHOE
9 Microsoft Office 2013 Microsoft JTUIEH3NOHHOE
10 OC «AxnbT O6pazoBanue» 8 000 «ba3zaipT | IUIEH3UOHHOE
CIIO
11 | Microsoft Office 2013 Microsoft JUIEH3UOHHOE
12 | Windows 10 Pro Microsoft JTUIEH3NOHHOE
13 | Kaspersky Endpoint Security Kaspersky JIMIIEH3HOHHOE
epeyens B/l u UCC
Tabnuya 2

Neri/m HaumenoBanne

Web of Science
Scopus

Mexnynapoanslie pedeparuBHbie HaykomeTpuueckue bJl, noctymHbie B pamkax
HalMoHaILHOM noanucku B 2018 r.

noanucku B 2018 1.

SAGE Journals

Kypuansr Taylor and Francis
DJIEKTPOHHBIC U3JIAHKS U3JIaTeIbCTBA SPringer

HpO(I)eCCI/IOHaJ'ILHI)Ie MNOJTHOTCKCTOBLIC BI[, JOCTYIIHBIC B paMKax HaIlMOHAJIbHOM

XKypuansr Cambridge University Press
ProQuest Dissertation & Theses Global

JSTOR

[IpodeccronanbHbie MOTHOTEKCTOBBIE B/

W3pganus no O6H_ICCTBCHHBIM U T'YMAaHUTApPHBIM HayKaM
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KoMnbroTepHbie cClIpaBOYHbIE IIPABOBBIE CUCTEMBI
Kouncynsrant Ilmtoc,
I'apant

CocraBurens: K.1.H, jouiear, A.C. MojsakoB
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[Tpunoxenne 3
K JINCTY U3MEHEHUI

5. O0HOBJIeHHE CTPYKTYPbI THCHHUILIMHBI (MOXYJIfA) JUIsA 04HOI hopmbl 00yueHust (2019 r.)

O6mmas Tpy10éMKOCTh IUCIMITIMHBI COCTaBIseT 4 3.¢., 144 4., B TOM 4nciie KOHTaKTHas pabora o0y4a-
IOLIUXCS ¢ TIpernojaBaTeneM 56 4., camocrosTenbHas pabora oOydatonuxcs 88 u.

Bunasr yueOHOI paboThI

(B yacax)
@OopMBI TEKYILIE-
KOHTaKTHas
\ T'0 KOHTPOJIS
] ) A
No Pazgen mucrurin- g = > § 5 YCIIEBAEMOCTH,
)
n/m HBI/TEMBI = g = & € | dopma npome-
2 2d 2,58 |23 i
? = g |E = = =[5 2 5§ KYTOYHOH aTTe-
o | 5 = |E g §E |2 = s CTalu
= & = oo E (e} E o = S <
5} (5} 5} 25 S s =S IO
o= O E 5 F 3 =
1 OcHosHbie nousi- 7 |2 10 Ompoc.
must, KOHYenyuu u
NPUHYUNsl UHPOp-
MayuouHou bes-
onacrocmu
2 Texnonoeuu 7 |4 6 10
aymenmuguxayuu, OneHka BBINOJ-
asmopuzayuu u HEHUS IpaKTH4e-
YNpasienHuss 00cmy- CKUX 33/IaHui
nom
3 Texnonozuu 6e3- 7 |4 4 10 OneHka BbINOJ-
ONAcHOCMU HA OC- HEHUS MpaKTH4ie-
Hoge punempayuu u CKUX 33/IaHUi
MOHUMOPUH2A
mpagpuxa
4 Amaxu na mpanc- 7 |2 4 14 OueHka BbINOJ-
nopmuyio ungpa- HEHUS MpaKTH4ie-
CMpYKmypy cemu CKHUX 3a/IaHUi
7 2 3auem no 6une-
3auem
mam
Wroro 3a cemectp: 12 16 44
5 8 |4 6 10 Ompoc. Ouenka
BBITIONI-HEHHUS
Yazeumocmo npo-
MPaKTHYe-CKUX
2PAMMHO20 KOOA. .
3alaHui
6 8 |4 4 20 OneHka BbINOJ-
bezonacnocms npo-
HEHUS paKTHye-
2PAMMHO20 KOOA. .
CKHUX 3a/IaHu’
7 8 |4 4 14 OneHka BbINOJ-
besonacnocms ce-
HEHUS MpaKTH4e-
mesvix CAyHcoh .
CKHUX 3aIaHul
8 2 3auem no 6une-
3auem
mam
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Hroro 3a cemectp 12 16 44
Wroro mo aucuu- 24 32 88
TUTHHE

6.CocTaB nporpamMmmHuoro odecnedenusi (II0), coBpeMeHHBIX PodeccHOHAIBLHBIX a3
nanubix (b/1) u nundopmanuonno-cnpasounbie cucrem (MCC) (2019 r.)

Ilepeyens 110
Nert Haumenosanue [10 [IpousBoaurens Crnioco6 pacripoctpane-
/n HUS (TUYeH3UOHHOe UIU
Cc80000HO pacnpocmpa-
Hslemoe)
1 Adobe Master Collection CS4 Adobe JTUICH3NOHHOE
2 Microsoft Office 2010 Microsoft JTUIEH3NOHHOE
3 Windows 7 Pro Microsoft JIUIEH3HOHHOE
4 AutoCAD 2010 Student Autodesk cBOOOJIHO pacrpocTpa-
HIEMOE
5 Archicad 21 Rus Student Graphisoft cBOOOJIHO pacIpocTpa-
HIEMOE
6 SPSS Statisctics 22 IBM JIUIEH3HOHHOE
7 Microsoft Share Point 2010 Microsoft JTUIECH3NOHHOE
8 SPSS Statisctics 25 IBM JIUIEH3HOHHOE
9 Microsoft Office 2013 Microsoft JTUIECH3NOHHOE
10 | OC «AnwsT OGpazoBanue» 8 00O «bazanpt CIIO | qureH3noHHOE
11 | Microsoft Office 2013 Microsoft JTUIECH3NOHHOE
12 | Windows 10 Pro Microsoft JTUIECH3UOHHOE
13 | Kaspersky Endpoint Security Kaspersky JUIIEH3HOHHOE
14 | Microsoft Office 2016 Microsoft JTUIECH3UOHHOE
15 | Visual Studio 2019 Microsoft JIULEH3UOHHOE
16 | Adobe Creative Cloud Adobe JTUIECH3UOHHOE
Ilepeyens B/l u UCC
Ner HaumenoBanue
/m

1 | MexnayHnaponanslie pedepatuBHble HaykoMeTpudeckue bJl, moctynHbie B paMKax Halu-

OHanbHOM noamucku B 2019 r.
Web of Science
Scopus

2 | IlpodeccronanbHble MosHOTEKCTOBBIE B/I, TOCTYyIHBIE B paMKax HAallMOHAIBHOM 110 J1-

nuckd B 2019 .

SAGE Journals

XKypuansr Cambridge University Press
ProQuest Dissertation & Theses Global

Kypuansr Taylor and Francis

3 | IIpodeccuonanbHble MONTHOTEKCTOBBIE B /]

JSTOR

W3nanus mo oOIIecTBEHHBIM M TYMaHHTaPHBIM HayKaM
OnekrponHas oubimoreka Grebennikon.ru
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4 | KoMnbIoTEpHBIE CIIPAaBOYHBIE IPABOBBIE CUCTEMBbI
Kouncynsrant Ilntoc,
I'apant

CocraBurens: K.1.H, jouiear, A.C. MojsakoB
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[Tpunoxxenue 4
K JINCTY U3MEHEHUI

7. O0HOBJIEHHE CTPYKTYPbI IMCUMILIUHBI (MOIYJIs1) AJ1s1 04HOi (popmbl 00yuenus (2020 r.)

O6mmas Tpy10éMKOCTh IUCIMIIMHBI COCTaBIseT 4 3.e., 152 4., B ToM unciie KoHTakTHas pabora o0y4a-
IOLIUXCS ¢ TIpenoaBaTeneM 56 4., camocrosTenbHas padbora odydatonuxcs 96 d.

Bunpsr yueOHOI paboThI

(B yacax)
DopmBbI TEKYLIE-
KOHTaKTHas
. T'0 KOHTPOJIS
=
Ne Paznen mucrumnim- o % o = 5 YCIIEBAEMOCTH,
o
o/ HBI/TEMBI . z = & €| dopmanpome-
5242|838 |28 i
% s g |E 5 = = |82 5 KYTOYHOU aTTe-
o | 5 = |E g §E |2 & s g CTalu
= x = ocd E O E Q= S <
) ) O &5 S35 |ES O =
O 1A O E g B & =
1 OcHosHbie nousi- 7 |2 10 Ompoc.
musi, KOHYenyuu u
NPUHYUNBL UHPOP-
MayuouHou bes-
onacHocmu
2 Texnonocuu 7 |4 6 12
aymenmuguxayuu, OreHka BBITIOJ-
asmopuzayuu u HEHUS MPaKTHYE-
ynpasienusi 00Cmy- CKHX 3aJIaHUH
nom
3 Texnonocuu 6e3- 7 |4 4 12 OueHka BbINOJI-
ONnacHOCmMu Ha oc- HEHUS MPaKTHYIe-
Hoge hunempayuu u CKHX 3aJIaHUH
MOHUMOpUH2A
mpaguxa
4 Amaxu na mpanc- 7 |2 4 14 OueHka BbINOJI-
NoOpmHuyI0 uHgpa- HEHUS MPaKTHYIEC-
CMpYKmypy cemu CKHX 3aJIaHUH
7 2 3auem no 6une-
3auem
mam
Hroro 3a cemectp: 12 16 48
5 8 |4 6 14 Omnpoc. Onenka
BBITIOJT-HCHHSI
Yazeumocmo npo-
MPaKTHYe-CKUX
2PAMMHO20 KOOA. .
3aJIaHUI
6 8 |4 4 20 OrieHka BBITIOJI-
bezonacnocms npo-
HEHUS paKTH4e-
2PAMMHO20 KOOA. .
CKHX 3aJIaHUH
7 bezonacnocmy ce- 8 |4 6 14 OrieHka BBITIOJ-
mesvix CAyHCoh HEHUS MIpaKTH4e-
CKUX 3aJIaHuM
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8 3auem no bune-
3auem
mam
Hroro 3a cemectp 12 16 48
Hroro no gucmu- 24 32 96
IUIMHE

8. O0HOB/IeHUEe OCHOBHOI U I0NOJHUTEIbHOI JuTepaTypsl (2020 r.)

B paznen 6. YueOHO-MeTOAMYECKOe U HH(POPMANIMOHHOE OOecnevyeHue JUCIUTIMHBI
BHOCSITCS CJIEYIOLIUE U3MEHEHUS:

Jononuute pasaen OcHOBHasI TUTepaTypa

Kazapun, O. B. IIporpamMmmHo-amnmapaTHble CpeACTBa 3allUThl MHGOpMAIUK. 3alluTa
MIPOrpaMMHOTO o0OecriedyeHus : yueOHUK U mpakTukym ais By30B / O. B. Kazapun, A. C. 3a6a0y-
puH. — Mocksa : M3marensctBo FOpaiit, 2020. — 312 c. — (Bsicmiee obpa3oBanue). — ISBN
978-5-9916-9043-0. — Texkct: oanekrponnsdi // OBbC IOpait [caiit]. — URL:
https://urait.ru/bcode/452368

Jubpos, M. B. Cetu u tenekommyHnukauuu. Mapupyruzanus B [P-cersix B 2 4. Yacts 1
: yUeOHMK U mpakTHUKyM aiis By3oB / M. B. Jlubpos. — Mocksa : U3natensctBo FOpaiit, 2020.
— 333 c. — (Bricmiee obopazoBanue). — ISBN 978-5-9916-9956-3. — Tekct : 5IeKTpOHHBIH //
OBC IOpaiir [caiit]. — URL.: https://urait.ru/bcode/452430

Ju6pos, M. B. Cetn u TenekommyHukanuu. Mapripyrusanus B [P-cetsix B 2 4. YacTs 2:
Y4eOHHK W MPaKTUKyM 1 By30B / M. B. JlubpoB. — Mocksa : UznatensctBo FOpaiit, 2020. —
351 c. — (Beicmiee obpazoBanne). — ISBN 978-5-9916-9958-7. — TekcT : anmeKTpoHHBINA //
OBC IOpaiir [caiit]. — URL.: https://urait.ru/bcode/453063

Jomnonuutk paznen JdonmosHuresbHas Jureparypa
[erno, A. }0. 3amura nHbOpPMAIMU: OCHOBHI TEOPUHU: YUEOHHMK g OakajaBpuaTa M Maru-
crparypsl / A. FO. Hlernos, K. A. IllernoB. — Mocksa: M3natensctBo FOpaiit, 2020. — 309 c.
— (bakanaBp u maructp. Akagemudeckuii kypc). — ISBN 978-5-534-04732-5. — Tekct: aiiek-
tpounslii // DBC FOpaiit [caiit]. — URL.: https://urait.ru/bcode/449285
CeTu ¥ TEeIEKOMMYHHUKAIIUK : Y4eOHHK U TpakTukyM it By30B / K. E. CamyitnoB [u ap.] ; mox
penaknuenr K. E. CamyitnoBa, U. A. lllaiumosa, [I. C. Kyms6oBa. — Mocksa : M3naTenbcTBO
IOpaiit, 2020. — 363 c. — (Bwicmiee o6pazoBanue). — ISBN 978-5-534-00949-1. — Tekcr :
anektpoHHsiid // DBC HOpaiit [caiit]. — URL: https://urait.ru/bcode/450234 (nata oOpaiieHus:
09.09.2020).

9. B nsnement paboueit nmporpamMbsl n.4 OOpa3oBaTesibHble TeXHOJIOITHM BHOCSTCS
CIIEAYIOIINE U3MEHECHMSL:

B nepuoa BpeMEHHOTO NPUOCTAHOBJIEHMS IOCEIICHUs OOyJaroIMMUCS MOMEIIEHUN U
tepputopun PITY. mna opranuzanuu ydeGHOro mpoiiecca ¢ MPUMEHEHHEM 3JIEKTPOHHOIO
oOy4eHHs W JAUCTAaHLMOHHBIX OOpa30BaTENbHBIX TEXHOJOTHM MOTYT OBITH HCIOJIb30BaHbI
creayromue o0pa3oBaTesIbHbIe TEXHOJIOTHH:

— BUJICO-JIEKIUH;

— OHJIAH-JIEKLIUU B PEKUME PEATIBHOIO BPEMEHU;

— 3IIEKTPOHHbIE YIeOHUKH, yueOHbIe TOCOOUS, HayYHbIe U3/IaHUS B JIEKTPOHHOM BHJIE U
JOCTYH K MHBIM 3JI€KTPOHHBIM 00pa30BaTEIbHBIM pecypcaM;

— CHCTEMBI JJIs JJIEKTPOHHOTO TECTUPOBAHMSI,

— KOHCYJIBTALIUU C UCTIOJIb30BAHUEM TEJIEKOMMYHUKALIMOHHBIX CPECTB.

10. B nsnement pabouelr mporpammbl 7. MarepHajibHO-TeXHHYeCKOe olecnedyeHue
AUCUMIIMHBI/MOAYJISl BHOCATCS CIEIYIOLINE U3MEHEHUS:


https://urait.ru/bcode/452368
https://urait.ru/bcode/449285

31

Ilepeuens B/l u UCC

Neri/n

HaunmenoBaunue

1

MexnayHapoanbsle pedepartuBHble HaykoMmeTpudeckue bJl, nocTymHble B paMKax
HanuoHansHOH nmoanucku B 2020 r.

Web of Science

Scopus

[Ipodeccronanbupie MONMHOTEKCTOBBIE bJl, MOCTyNMHBIE B paMKax HalMOHAIBHON
moamnucku B 2020 1.

Kypuansr Cambridge University Press

ProQuest Dissertation & Theses Global

SAGE Journals

XKypuaner Taylor and Francis

[Tpodeccuonanpabie MOTHOTEKCTOBBIE BJ]

JSTOR

W3nanus no o611ecTBEHHBIM U TYMaHUTAPHBIM HayKaM
OnekrponHas 6ubimoreka Grebennikon.ru

KomnbroTepHbie cripaBoYHbIE IPABOBBIE CHCTEMBI
Koncynsrant Ilnroc,
l'apanT

B osnement paboueit mporpammbl

7. MarepuajbHO-TeXHHMYECKOe oOecreyeHue

IlI/IClII/lIIJII/IHbl/MO)]yJISI BHOCATCA CICAYIOIIMUC U3MCHCHUA!
Cocrtas nporpammHuoro ooecnedenus (I10)

Nen HaumenoBanue 110 [IpownsBoauTENH Crioco6 pacripoctpane-
/n HUS (TUYEeH3UOHHOE UTU
€c80000HO pacnpocmpa-
Hslemoe)
1 Adobe Master Collection CS4 Adobe JTUIECH3NOHHOE
2 Microsoft Office 2010 Microsoft JTUIECH3UOHHOE
3 Windows 7 Pro Microsoft JTUIECH3UOHHOE
4 AutoCAD 2010 Student Autodesk cBOOOIHO pacIpocTpa-
HIEMOE
5 Archicad 21 Rus Student Graphisoft cBOOOIHO pacIpocTpa-
HIEMOE
6 SPSS Statisctics 22 IBM JINIEH3UOHHOE
7 Microsoft Share Point 2010 Microsoft JTUIEH3NOHHOE
8 SPSS Statisctics 25 IBM JINIEH3UOHHOE
9 Microsoft Office 2013 Microsoft JINIEH3UOHHOE
10 OC «AnbpT OOpazoBanue» 8 000 «ba3zanst CIIO | muieH3noHHOE
11 Microsoft Office 2013 Microsoft JINIEH3UOHHOE
12 | Windows 10 Pro Microsoft JIAIIEH3UOHHOE
13 | Kaspersky Endpoint Security Kaspersky JIMIICH3UOHHOE
14 Microsoft Office 2016 Microsoft JIAIIEH3UOHHOE
15 | Visual Studio 2019 Microsoft JIAIIEH3UOHHOE
16 | Adobe Creative Cloud Adobe JIAIIEH3UOHHOE
17 | Zoom Zoom JIMIIEH3UOHHOE
CocTaBHUTEIb:

K.1.1, mouent, A.C. MonsikoB




