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1. IlosicHUTENLHASA 3aNMHCKA
1.1. Ilenr u 3a1a9m AUCHUIIINHBI

Lenp AMCHUMIIMHBI — TOTyYeHUE 3HAHUHN MO CYIIECTBYIOIINM yrpo3aM HH(OPMAIMOHHOW 0e3-
OMACHOCTH, PUMEHEHUIO COBPEMEHHBIX METO/IOB U CIIOCOOO0B 3alIUThl HHPOPMAIIUU OT HECAHK-
nuonupoBanHoro gocryna (HCJI); dopMupoBaHre HaBBHIKOB, HEOOXOAMMBIX ISl 3AIMTHI MH-
dopmaru ot HCJ B coBpeMeHHBIX HH()OPMAITMOHHBIX CUCTEMAX.

3ajaun JUCHUTLIIUHBI:

— (¢dopmupoBaHKe 3HAHUN B 00JACTH OCHOBHBIX acmeKTOB 1o 3ammTte uHpopmanuu ot HC/, B
TOM YHUCJIC TEXHHYECKUX CPEACTB 3aIIUThI HHPOpPMAIIHH;

— YSICHEHHE OCHOBHBIX METOJ/IOB, 3aKOHOB W HOPMAaTUBHBIX aKTOB B 00JIaCTH 3alllUThl HHPOpMa-
[[UU OT HECAHKIIMOHUPOBAHHOTO MOCTyNa U ()OPMUPOBAHHE HABBIKOB PAOOTHI C COBPEMEHHBIMU
cpenctBamu 3amuThl nHGopmanuu ot HCI;

— paccMOTpEHUE COBPEMEHHBIX TEHCHUINUN Pa3BUTHSI.

1.2. Ilepeuenp IaHUPYEMBIX PE3yIbTATOB 00YUEHHUS 110 AUCHHUILIMHE (MOJYJII0), COOTHECEHHBIX
C UHAMKATOPAMH JTOCTUKEHUSI KOMITETSHIINI

Komnerenuus Napukaropsl komnereHuuii | PesyabTaTsl 00yyeHus

(K01 1 HANMEHOBAHME) (K01 1 HANMEHOBAHUE)

TIK-15 TIK-15.1 3nams:

Cnocoben opeanuzoevieamsv | 3Haem mexHoI02UYECKUll NPo- | ®  mMexHON02UYECKULL NPOYecc

MEeXHOI02UYeCKULl npoyecc | yecc 3auumsl UHGopmMayuu u 3auumsl uH@opmayuu;

3awumsl UHGopmayuu npoyeoypy papabomxu mex- ® npoyedypy paspabomxu

02PAHUYEHHO20 OOCMYNA 8 | HUYECKUX 3a0anull, NIaHo8 U MeXHUYeCKUx 3a0anull, nia-

cOOmeemcmeaul ¢ Hopma- epagukos nposedenus pabom HO6 U 2pagukros nposede-

MUBHBIMU NPABOBLIMU AK- no 3awume uHgopmayuu 8 HUs pabom no 3awume umH-

Mmamu U HOpMAMUBHLIMU coomeemcmauu ¢ 0elcmasyio- popmayuu 6 coomeem-

MemoOu4ecKUMY OOKyMeH- | WUM HOPMAMUBHIMU U Me- cmeu ¢ 0eticmeyiouum

mamu DedepanvHou cydtc- | moOUdecKUMU OOKyMeHmamu HOPMAMUBHBIMU U MEMOOU-

ov1 bezonacnocmu Poccuii- YeCKUMU OOKYMEHMAaMIU,

ckou Dedepayuu, Pede-

PANbHOUL CLYHCOBL NO mex- IIK-15.2 Vmemo:

HUYECKOMY U IKCNOPMHOMY | Vyeem npumeHsms Hayuo- ® NPUMEHAMb HAYUOHAIbHbLE,

Koumpoaio HalbHble, MEeHC20CYOapCmEeH- MedHc20cyoapcmeentole U
Hble U MeNCOYHaApOOHble MeAHCOYHAPOOHble CMAH-
cmanoapmsl 8 0o1acmu 3a- dapmsl 68 obracmu 3auumal
wumsl uHopmayuu, npume- ungopmayuu;
HAMb 0etCMEYIOWYI0 3aKOHO- ® npuMeHAmb 0elUCmMEYIOUYIO
damenvHyto 6asy 6 obracmu 3aKono0amenshyio 6azy 6
obecneyeHus 3auumsl UH- obracmu obecneuenus 3a-
Gopmayuu, yumamo u NOHU- wumol unpopmayuu,
Mamb HOpMAMUGHbIE U MEMO- | o yyumams u NOHUMAMb HOP-
ouyeckue OOKyMeHmvl no UH- MAMUGHbBLE U Menoouye-
quPfWWOHHOf7 besonacno- CKue 0OKyMeHmbl NO UH-
CMU HA AHRTIULICKOM SA3bIKe opmayuonnoii Gezonacho-

CMU HA AH2TIULICKOM 53bIKe

IIK-15.3 Braoemy:
Bnaodeem nHagvikamu no KoH- ® HABLIKAMU NO KOHMPOJIIO
MpoJo HAO codI00eHUeM Hao cobnodeHuem ycma-
YCMAHOBNIEHH020 NOPAOKA 6bl- HOB/IEHHO20 NOPSIOKA 8bl-
NONHeHUs: pabom, a makaice noaHeHus pabom, a maxice
delicmsyowe20 3aKoH00a- deticmayoue2o 3aKkOH00d-
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menvcmea Poccutickou Dede- menvcmea P®D
payuu npu pewieHuu 80NPocos,
Kacarowuxcs 3auumaol uH-

dopmayuu

1.3. MecTo AMCUUIUIMHBI B CTPYKTYpE 00pa3oBaTeIbHON PO paMMBI

JucnuninHa «3amuTta HHGOPMAaUU OT HECAaHKIIMOHUPOBAHHOTO JOCTYIIA)» OTHOCUTCS K JTUCIIH-
IUTMHAM TI0 BBIOOPY 4YacTH, (HOpMUPYEMOIl ydacTHUKAaMH 0Opa30BaTENbHBIX OTHOLICHUH, OJ0Ka
JVMCIUIUINH y4eOHOTO IIaHa.

s ocBOCHMS JUCHUMIUIMHBI HEOOXOAMMBI 3HAHUS, YMEHHS U BJIaJeHHs, C(OPMHUPOBAHHBIC B
XO/I€ M3Y4eHHS CICIYIONNX TUCIUILUIMH ¥ IPOXO0XKICHHS MPAKTUK: «3amuTa U 00paboTKa KOH-
(bueHIMaTBHBIX JOKYMEHTOBY, «DH3UYeCKue OCHOBBI 3aluThl HHpopMarm», «[IporpaMMmHo-
anmapaTHBIe CPEJICTBA 3alIUThl MH(pOpMaum», «MaTeMaTHuecKre OCHOBBI 3alIUTHI HWH(pOpMa-
11120508

B pesynbpTaTre OCBOEHMS TUCHUIUIMHBI POPMHUPYIOTCS 3HAHUS, YMEHUS M BIAJICHHUS, HEOOXOaH-
MBbI€ JJISl U3YUEHUS CIEAYIOMIMUX AUCLUUIUIMH M MPOXOXKACHUS MpPaKTUK: «bezomacHocTs omepa-
IIMOHHBIX CHCTEM U ITPOTPaMMHOTO obecrieueHus», «KomiekcHoe obecniedyeHne 6e30nacHOCTH
00beKTa HH(POPMATU3ALUNY, IKCILTyaTallHOHHAST TPAKTHKA.




2. CTpyKTYypa QM CUMILTHHBI

CTpyKkTypa AMCUMIIMHBI 1JIS 04HOI GopMbI 00yUeHHsI

OO01mas Tpy10EMKOCTh AUCIUIUIMHBI COCTAaBIsAeT 2 3.€., 76 4., B TOM YHCJIE KOHTaKTHas paboTa
oOyuJatomuxcs ¢ npenogasateneM 40 4., MpOMEXyTOYHAsl aTTecTanus 9.,
caMocTosTeNnpHas paborta o0ydatomuxcs 36 4.

Bunbr yueOHOM paboThI

(B yacax) PopMBI TEKY-
KOHTAKTHast IIeT0 KOHTPOJIS
No R o , = é yCIEBaeMOCTH,
. Tembl AUCIUTLTAHBL/ = = 25 g dbopma pome-
/1 5 = £ o KB .
5] 15 > 5 © o| XKyTO4YHOH ar-
o, g E x| B x| X 0 BEC
S| E| 2| EEl 88 ¢ g g &| Tecrauuu (no
) )
Sl 2l S| 55 85|18 Y 2 x| cemecmpam)
O | ol v| &% s & é‘ J 0 8
ORIV E &8 B & o
1 Ormpoc, BbI-
Beeoenue 6 zawumy ungopma- poc,
MOJTHEHUE JIa-
yuu om He-| 5 | 2 4
06opaToOpHOTO
CAHKYUOHUPOBAHHO20 0OCMYNA
3a/1aHus
2 | Tpebosanus k 3awume ungop- Ompoc, BbI-
Mayuu om HECAHKYUORUPOSAN- | ¢ | 4 | TOTHEHHE Ja-
HO20 docmyna 06opaTopHOTO
3a/1aHus
3 | Aemopuzayus. Memoowl uoen- Ompoc, BbI-
mugurayuu u aymenmughu- 5 |2 4 | TOTHEHHE Ja-
Kayuu noivs308ame’s 6opaTopHOTO
3a/1aHus
4 | Vnpasnenue oocmynom k pe- Omnpoc, BbI-
cypcam MOJTHEHUE JIa-
5 |2 4
06opaToOpHOTO
3a/1aHus
5 | Paspabomka noaumuxu 6e3- Ompoc, BbI-
onachocmu UH@OPMayuoHHoU 5 |2 4 | TOTHEHHE Ja-
cucmemol 060opaToOpHOTO
3a/1aHus
6 | Memoouxa ananuza 3auuyén- Omnpoc, BbI-
nocmu UC. Memoouwl u cpeo- 5 |2 4 |UOIHEeHHE 1a-
CcmMea BulABNEeHUs Y2pO3 e€ UH- 6opaTopHOTO
gopmayuonnou bezonacHocmu 3a/laHus
7 | Ilpumenenue cpedcme anna- Ormpoc, BbI-
PAMHOUL 3aUWuUnmbl s |4 4 MIOJTHEHHUE JIa-
OopaTopHOro
3aJJaHHS
8 |Jlabopamopnas paboma Ne 1 Ompoc, BbI-
MOJTHEHUE JIa-
5 12 4
06opaToOpHOTO
3a/laHus
9 | Jlabopamopnas paboma Ne 2 12 4
3auem 5 3auem no o6u-
Jemam




| uroro: | J16] | | 24 | | 36 |




3. Coaep:xanue TUCHUIIMHBI

Tema 1. BBenenne B 3a1uMTy MHPOPMAIIMU OT HECAHKIIMOHMPOBAHHOIO J0CTYyIA

OcuoBusble Tepmunsbl u onpeaeneaus 3U or HCJI. Knaccugukarus TpeboBaHuil K cuctemMam 3a-
mTel oT HC/I. OtBerctBenHoCTh 32 HCJI. JlokymenTs ['octexkomuccun (PCTIK) Poccuun mo
3amure oT HCJl. Cucrema rocy1apCTBEHHBIX HOPMATUBHBIX AKTOB, CTAHAAPTOB, PYKOBOISIINX
nokymeHToB U TpeboBanuii mo 31 or HCJI. Oco6ennoctu coBpemenasix AC. Buapl yrpo3 co-
BpeMeHHbIM AC. Knaccel 3anmuménnoctu CBT u AC. [1okazaTenu 3auuiéHHOCTH MEXCETEBBIX
SKpaHOB U UX YBs3KA C KjaccaMmu 3amuinéHHocTu AC.

Tema 2. TpeGoBanus Kk 3ammre HHGOPMALUY OT HECAHKIMOHUPOBAHHOIO 10CTYINA
®dopmanuzoanasie TpeboBanus k 3W ot HC. Kmaccerr 3amuménnoctn CBT. Knaccudukanus
AC no 3amuménnoctu ot HCJI. CocraB nepsoii rpymnmsl 3amutsl AC. [logcucreMsl MmexaHuzma
31 ot HC/I. TpeboBanus k 3amurte napopmanuu AC rpynm 1I" u 1B.

Tema 3. MeToab! naeHTH(PHKANNH H AYyTeHTH(PHUKALMH 110J1b30BATEJIs

[Tonsatne naentugukanuu u ayreHtupukanuu. Ipouenypa apropusanuu. @opManu3oBaHHbIE U
JIOTIOJTHUTEIIbHBIC TpeOOBaHUS K WACHTU(DUKAIMKN U ayTeHTU(UKAIUU. ABTOpU3AIUS B KOHTEK-
CTE€ KOJIMYECTBA U BHUJIA 3aPETUCTPUPOBAHHBIX IOJIb30BaTENCH. PekoMeHaauy 1Mo mocTpoeHuIo
aBTOpH3AIlMU, UCXOMAS U3 BUJA U KOJIMUYECTBA 3apErHCTPUPOBAHHBIX Mob3oBarenei. Kiaccudu-
Kalus 3a7iay, pellaeMblX MEXaHU3MaMU UACHTUGUKAUKU U ayTeHTHQuKauuu. Kpurepun kiac-
cuukanu. MexaHu3Mbl NMaposibHOW 3amuThl. DYHKIMOHAIBFHOE HAa3HAYCHHE M pealu3alus
MEXaHU3MOB IMApPOJbHON 3alUTHl. YTPO3bl MPEOIOJIEHUS MAPOIBHON 3alUTHI. SIBHBIE U CKpPHI-
Thle yrpo3bl. OCHOBHBIE MEXaHHM3MBbl BBOZA Mapois. buomerpuueckuii 1 KOMOMHUPOBAHHBIN
cnoco0 BBoza mapoisi. CriocoObl ycusaeHHs MapoabHOM 3aluThl. J(00aBOUHbBIE MEXAaHU3MBI YCH-
JICHUS TIApOJIHOM 3aIUTHl U TpeOOBaHUs K HUM. [IByxypoBHeBas aBTopu3anus Ha ypose OC u
BIOS. CereBas apropu3zarnus. [IpoTokons! ayTeHTHGUKAITIH.

Tema 4. YnipaBiieHue 10CTynoM K pecypcam

OcCHOBHBIE CIIOCOOBI pa3feieHUs JO0CTYNa CyObEKTOB K COBMECTHO MCIIOJIb3YEMbBIM OOBEKTAM.
AbctpakTHBIe Monenu noctyna. Monenu buba, I'orena-Mesurepa, Kinapka-Bunscona, Cazep-
JeHCKas Monenb. JluckpennonHas (MaTpuyHasi) Mozellb. MHOTOypoBHEBbIE (MaHIaTHBIE) MO-
nenu. [loHsTus «Bnagenem» u «CoOCTBEHHUK» HHPOPMAIUH.

bazoBble Mozenu nocrymna. JJUCKpEMOHHOE pa3rpaHuyYeHue aoctyna. Marpuia qocTyna u Jo-
MeH 6e3onacHocTtu. Crincok mpas noctyna ACL. ManpatHoe pasrpanuueHue nocryna. Ponesas
MOJIEJIb PA3TPaHUYEHUS JOCTYIA. YIIpaBJIEHHs 1OCTYIIOM Ha OCHOBE aTpuOyToB. BbiOop Monenu
pasrpaHHueHHs JOCTYTIA.

KoppeKkTHOCTh U MOJHOTA peanu3alii pa3rpaHUuUTEeNIbHON MonuTuku nocryna. Kinaccuduka-
1111 CyOBEKTOB M 00BEKTOB 1ocTyna. TpeboBaHMs K MEXaHU3MaM YIPABICHHS JOCTYIIOM.
IlenTpanu3oBaHHOE U JAELEHTPAIN30BaHHOE ylpaBieHue nocTynoM. IIpoTokossl ayreHTH)HKA-
i (AAA). RADIUS, TACACS.

Tema 5. PazpadoTka moJiuTUKHU 0€30MACHOCTH HHPOPMALMOHHOM CHCTEMbI

OO1u1re nonoxxeHus: pa3paboTKH MOIUTUKU Oe30macHOCTH. HopMaTHBHBIE TOKYMEHTHI IO pa3pa-
0OTKE MOJUTUKH Oe30macHOCTH. BaskHbIe acmeKThl MpH pa3pabOTKe MOJUTHK OE€30MacHOCTH.
CpenctBa 3ammuThl HHGOPMAIIMU N7l TOCYAAPCTBEHHBIX M KOMMeEpUYecKux CTpykTyp. [Iporecc
pa3paboTK TOJUTUKU Oe3omacHOCTU. [IpuMepHBI cOCTaB Tpymmbl MO pa3pabOTKE MOJUTHK
6e3omacHoCTH. TpeOoBaHMS K MOTUTHKAM 0e30MacHOCTU. THITOBEBIE MOMUTUKH 0€30aCHOCTH.
Peanuzamus nmomutuk Oe3omacHocTu. OO0mMe mpaBuia 0€30MaCHOCTH. APXUTEKTypa Kopriopa-
TUBHOHM cHUCTEMBI 3amuThl nHpOopMammu. HacTpoiiku OCHOBHBIX KOMIOHEHT CHCTEMBI 3alUTHI
KOMIIaHUH.

Tema 6. MeTtoauka anaan3a 3amuménHoctu UC. MeToabl u cpeacTBa BbIsIBJIEHHUS YIPO3
e¢ HH(OPMAINMOHHOI 0€30MACHOCTH
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Tunoast meroanka ananusa 3amuméaHoctd UC. MeToasl TecTUpoBaHuEe CUCTeM HH(OpMAIIH-
OHHOM 0e30macHOCTH. METO/IbI KOJTUYECTBEHHOM OIICHKH CHCTEM WH(OpPMAIMOHHOW O6e30macHo-
cTU. MeTolbl U CpeACTBa aHAIKM3a 3AUIIEHHOCTH aBTOMATHU3UPOBAHHOM CUCTEMbl. AHAIU3 3a-
IIMIIEHHOCTH BHEIIIHETO MMEPUMETPa KOPIOPATUBHOM CceTU. AHAIU3 3aIUIIEHHOCTH BHYTPEHHEN
UHPPACTPYKTYpbl ceTh. MHCTpyMeHTalbHBIE CpPEICTBAa aHANIM3a 3allUIIEHHOCTH. MeToIbI
MPEIOTBPALICHUS CETEBBIX aTaK Ha MEPUMETP CETH.

Tema 7. llpuMeHeHNe CPEACTB ANNAPATHOMN 3aIUTHI

Heo6x01uMocTh M IPUHIIMIIBI MCIIOJIB30BAaHUS alllapaTHBIX CPEACTB 3aLIUThHI. YTPO3bl IEPEBOIA
CUCTCMBI 3allIUThI B TACCUBHOC COCTOSIHUC, UX pCaIn3alusl. MCTO,Z[BI HpOTHBOI[CﬁCTBHH yrposam
IepeBoJia CUCTEMBI 3alUTHl B IIACCHBHOE COCTOsHHME. Peanusanus mporpaMMHO-annapaTHoOro
KOHTPOJIA (MOHI/ITOpI/IHFa) AKTUBHOCTHU CHUCTCMBI 3alllUThI. MGTO,Z[ KOHTPOJIA IOCJIIOCTHOCTH U aK-
TUBHOCTH IPOTPAMMHBIX KOMIIOHEHT CHCTEMBI 3allUThl ITPOrPaMMHO-AINAPAaTHBIMU CPEACTBA-
MHu. MexaHu3m yI[aJIéHHOI‘O MOHUTOpPHHTA AKTUBHOCTU CHCTCMBbI 3allIMTLI, KaK aJIbTCPpHATUBA
IIPUMEHEHHIO alMapaTHOM KOMIIOHEHTHI 3alllUThl. MeTo KOHTPOJIS BCKPBITHS amnaparypsl, 00-
Ui noaxon. Peanusanys cucTeMbl KOHTPOJISL BCKPBITHSA anmnaparypsl. [I[pyHIHANBI KOMILIEKCH-
POBaHUs CPEACTB 3aIIUTHI HHPOpMALUU

4. O0pa3oBaTe/IbHbIEC TEXHOJIOTHH

Ne |HaumeHoBaHuUe pas- .
Buabl yueOHbIx 3anaTHil |O0pa3oBaTesbHbIE TEXHOJIOTHU
n/n |aejaa
1 |2 3 4
1. |Bsedenue 6 3awumy |Jlexyus 1. Tpaouyuonnas nexyus ¢ UCNOAb308AHU-

ungopmayuu om He-
CAHKYUOHUPOBAHHOZO
docmyna

Camocmosmenvuas pabo-
ma

eM npeszeHmayuii

Tloocomosxa k 3aHAMUAM C UCNOJIL30-
sanuem IbC

2 |Tpebosanus k 3auu-
me ungopmayuu om
HEeCaHKYUOHUPOBAH-
HO20 docmyna

Jlexyus 2.

CamocmosmenvHas pabo-
ma

Tpaouyuonnas nekyus ¢ UCNOIb30BAHU-
eM npezeHmayuti

Tloozomoeka k 3aHAMUAM C UCNOAb30-
sanuem O6C

3 |Aemopuzayus. Me-
moovl udeHmuuxa-
yuu u aymenmuu-
Kayuu noiv306ameins

Jlexyus 3.

Camocmosmenvuas pabo-
ma

Tpaouyuonnas 1exyust ¢ UCNONb308AHU-
eM npeszeHmayuii

Tloocomoska k 3aHAMUAM C UCNOJIL30-
sanuem IbC

4 | Vnpasnenue docmy-
noM K pecypcam

Jlexyus 4.

Camocmosmenvuas pabo-
ma

Tpaouyuonnas 1exyust ¢ UCNONb308AHU-
eM npeszeHmayuii

Tloocomoska k 3aHAMUAM C UCNOJIL30-
sanuem IbC

5 |Paspabomxka nonu-
muku 6e30nacHocmu
UHGDOPMAYUOHHOT
cucmembl

Jlexyus 5

Camocmosmenvras pabo-
ma

Tpaouyuonnas nekyus ¢ UCNOIb30BAHU-
eM npezeHmayuti

Tloozomoeka xk 3aHAMUAM C UCNOAb3O-
sanuem O6C

6 |Memoouka ananuza
sawuwenrnocmu UC.
Memoowt u cpedcmea

Jlexyus 6

Tpaouyuonnas 1exyust ¢ UCNONb308AHU-
eM npeszeHmayuii
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8bIAABIIEHUS YePO3 €€
UHGDOPMAYUOHHOT
beszonacHocmu

Camocmosmenvras pabo-
ma

Tloozomoeka xk 3aHAMUAM C UCNOAb3O-
sanuem ObC

Ilpumenenue cpeocms
annapamuou 3auu-
mul

Jlexyus 7

Camocmosmenvras pabo-
ma

Tpaouyuonnas nexkyus ¢ UCNOIb306AHU-
eM npezeHmayuti

Tloozomoeka k 3aHAMUAM C UCNOAb3O-
sanuem ObC

Jlabopamopnas pa-  |J/labopamopnoe 3anamue 1 |Omuem o 1abopamophoti pabome
ooma 1
Camocmosmenvuas pabo- |[loocomoeka Kk 3aHAMUAM C UCNOTb30-
ma sanuem I5C
Jlabopamopnas pa-  |J/labopamopnoe 3anamue 2 |Omuem o 1abopamopHotl pabome
boma 2

Camocmosmenvras pabo-
ma

Tloozomoeka k 3aHAMUAM C UCNOAb30-
sanuem ObC




5. OneHka NIaHUPYEMBIX pPe3yabTATOB 00y4eHus!

5.1. Cuctema oliecHUBaHUA

11

®opMa KOHTPOJIS Makc. K0J1M4ecTBO 0aJJI0B
3a onny pa- |Bcero
ooty
Texymuit KOHTPOIIb:
— onpoc (memwl 1-3) 6 banna 18 bannos
— onpoc (memvl 4-7) 5 6anna 20 6annos
— Jlabopamopnwvie pabomot -2 12 6annos 24 b6annos
IIpoMexyTouHas aTTecTalus 38 6annos
3auem
HToro 3a 1uCHUIINHY 100 6annos
3auem

[lepeyeHb KOMIETEHIHH C YKa3aHUEM 3TarnoB UX (POPMUPOBAHUS B IIPOIIECCE OCBOCHUS IUCIH-
IUIMHBI IPEJCTABISETCS B BUAE TAaOIHIIbL:

n/n

Ne | Konmponupyemuvie pazoenwi
OUCUUNIUHDL

Koo konmponupyemoii kom-
nemenyuu

Haumenoeanue oye-
HOYHO020 cpedcmeéa

1. Temepr 1 —7

ITK-15.1; TIK-15.2; TIK-15.3

Onpoc

2. JlaGopatopHsbie 3ansaTus 1 —2

[IK-15.1; I1K-15.2; TIK-15.3

[Tnan naboparopHOro
3aHSATHUS

[TosrydeHHBINM COBOKYIIHBIN pe3ylbTaT KOHBEPTUPYETCSA B TPAAULIMOHHYIO KAy OLICHOK U B
IKay olleHoK EBporieiickoii cucteMsl nepeHoca 1 HakoruieHus kpeautos (European Credit
Transfer System; nanee — ECTS) B cooTBeTCTBHU C TaOIUTICH:

100-0ayipHad 1mKa- TpajiHonHas mKaa IlIkana
nIa ECTS
95 -100 A
3394 OTJINYHO B

68 — 82 XOPOIIIO 3a4TEHO C

56 — 67 D
50_55 YAOBIIETBOPUTEILHO E
20-49 FX

0 — 19 Hey,Z[OBJIeTBOpI/ITe.HBHO HEC 3a4TCHO F
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5.2. Kputepuu BbICTaBICHUS OLIEHKU O TUCLHUILIINHE

Bbanany/
HIxanaa
ECTS

OuneHka mo auc-
MUAILINHE

Kpurtepun oneHkH pe3yibTaToB 00y4eHHs 110 AUCHH-
MJIMHE

100-83/
AB

COTIUIHOY/
«3a4TeHo (OTJINY-
HO)»/

«3aUTEHO»

BricTaBnsiercst oOydaromemycs, eCiu OH rIy00KO U TIpod-
HO YCBOWJI TEOPETUYECKUN U PAKTUYECKUN MaTepHall,
MOJKET IPOJAEMOHCTPUPOBATH 3TO HA 3aHATUAX U B X0JI€
MIPOMEKYTOUHOM aTTECTALIMH.

OO0yuaromuiicst KICYEPIBIBAIOIIE U JIOTHYECKH CTPOMHO U3-
Jaraet yueOHbI MaTepuall, yMeeT yBSI3bIBATh TEOPUIO C
MIPAKTUKOM, CIIpaBIISIETCS C PEeUICHHEM 3aJay mpodeccuo-
HaJIbHON HAIpPaBJIEHHOCTU BBICOKOI'O YPOBHS CJI0KHOCTH,
MPaBIWJIBHO OOOCHOBBIBAET NMPUHSATHIEC PEILICHUSI.
CB000/IHO OpUEHTHpYETCs B y4eOHOH 1 podeccuoHalb-
HOU JIuTEpaType.

OreHka o JUCHUIUIMHE BBICTABIIAIOTCS 00YJarOMEMyCs C
y4E€TOM pEe3yIbTaTOB TEKYILEH U IIPOMEKYTOYHOU aTTe-
CTaLlUH.

Komnerenmuu, 3akpeniéHnble 3a JUCUUIUITMHON, CPopMHU-
pPOBaHbI HA YPOBHE — «BBICOKHIIY.

82-68/

«XOPOILIO»/
«3a4TeHoO (XOopo-
110)»/
«3aYTCHOY

BricraBisiercss o0yyaromemMycs, €Clii OH 3HaeT TeopeTHye-
CKHMU Y MPAKTUYECKHUI MaTepual, TpaMOTHO U MO CYIIECTBY
U3JIaraeT ero Ha 3aHATHAX U B XOZ€ IPOMEKYTOUHOM aTTe-
CTallMH, HE JOIYCKasl CyIIECTBEHHbBIX HETOYHOCTEM.
OOyuaromnuiicsi IpaBUIBHO MPUMEHSET TEOPETHUECKHUE TT0-
JIO’KEHUS TIPU PElIEHUH MPAKTUYECKUX 3a/1a4 Npodeccro-
HaJIbHON HaIpaBJIEHHOCTU Pa3HOI'O YPOBHS CII0KHOCTH,
BJIa/IeeT HEOOXOUMBIMU JI TOTO HAaBbIKaMU U Mpuéma-
MHU.

JlocTaTogHO XOPOIIO0 OPUEHTUPYETCS B YIEOHOU U TIPO-
(dheccruoHaIpHOM JIUTEepaType.

OneHka no JUCHUILIMHE BBICTABIISAIOTCS 00ydaroleMycs ¢
y4E€TOM pe3yIbTaTOB TEKYILEH U POMEKYTOYHOM aTTe-
CTalUU.

Komnereniuu, 3akpeniéHnble 3a JUCUUIUITMHON, CPopMHU-
pPOBaHbI HA YPOBHE — «XOPOILUIY.

67-50/
D.E

«yIOBIETBOPH-
TEIbHOY/

«3a4TeHo (ynoBie-
TBOPHUTEIHHO)»/
«3aUTEHO»

BricraBisiercst o0yyaromemycs, €Ciii OH 3HaeT Ha 6a30BOM
YPOBHE TEOPETUUECKUN U MPAKTUUECKUN MaTepHal, J10-
MyCKAeT OT/AEIbHbBIC OMNOKH MPH €r0 U3JT0KEHUHU Ha 3aHs-
THSIX U B X0JI€ TPOMEKYTOUYHON aTTECTALUU.
OOyuaronuiicst UCTIBITHIBACT ONPEIEIEHHBIC 3aTPYAHEHUS
B IPUMEHEHHUH TEOPETUYECKUX MOJI0KEHHUN MTPU PEILICHUH
MPAaKTUYECKHX 3a/1a4 MPO(eCCHOHATLHON HAIPaBIEHHOCTH
CTaHJIaPTHOT'O YPOBHS CII0KHOCTH, BIIaZIe€T HEOOXOIUMBI-
MU JJIs1 TOTO 0A30BBIMU HABBIKAMH H MPUEMAMH.
JIeMOHCTpUpYET TOCTATOYHBIN YPOBEHb 3HAHUS yIeOHOM
JUTEpaTyphl 10 AUCIUTIIMHE.

OrneHka no JUCHUILIMHE BBICTABISAIOTCS 00ydaroleMycs ¢
Y4ETOM pe3yIbTaTOB TEKYILEU U IIPOMEKYTOYHOM aTTe-
CTalUU.
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Banany/ OneHka mo auc- Kpurepun oueHkH pe3yJibTaToB 00y4eHH sl M0 IUCIHU-
HIxana IHUIJINHE IJIMHE
ECTS
Komnerenmuu, 3akpeniéHnble 3a JUCUUIUITMHON, CPOpMHU-
POBaHbI HA YPOBHE — «JIOCTATOYHBINY.
49-0/ «HEYIOBIETBOPH- | BricTaBnsercst oOydaroniemMycsi, €ciy OH He 3HaeT Ha 6a30-
F,FX TEITBLHOY/ BOM YPOBHE TEOPETUUECKUI U MPAKTUYECKUI MaTepual,
HE 3a4TEHO JIOIMTyCKaeT rpyOble OMMOKY MIPH €ro U3NI0KEHUH Ha 3aHsI-

THAX U B XOJI€ IPOMEKYTOUYHOM aTTECTALINH.
OOyuaronuiicst UCTIBITHIBACT CEPbEIHBIC 3aTPYAHEHUS B
IIPUMEHEHUH TEOPETUYECKUX IIOJIOKEHUH NPU PEIICHUU
MPAaKTUYECKHX 3a/1a4 MPO(eCCHOHATLHON HAIPaBIEHHOCTH
CTaHJAPTHOT'O YPOBHS CJIOKHOCTH, HE BIIaJieeT HEOOX01u-
MBIMHM ISl 3TOTO HaBBIKAMU U IPUEMaMU.
JleMoHCTpUpYET (pparMeHTapHbBIE 3HAHUS YICOHOU JTUTE-
paTypsl 10 JUCLIUIUIMHE.

OreHka o JUCLUIUIMHE BBICTABIISAIOTCS 00YJarOMEMycs C
y4E€TOM pE3yIbTaTOB TEKYILEH U POMEKYTOYHOM aTTe-
CTaLlUH.

KomMmnereH1umn Ha ypoBHE «OCTaTOUHBINY, 3aKPETUIEHHBIE
3a AMCUUIUIMHON, He COPMHUPOBAHBI.

5.3. OueHouHbIe CpesIcTBA (MaTepHalibl) JUIsl TEKYIIET0 KOHTPOJIS yCIIEBAEMOCTH, TPOMEKYTOU-
HOM aTTecTanu 00yJIaroIIMXCs 0 JUCIUILTHHE

Yemmuouii onpoc

YceTHBIN 0MPOC — 3TO CPEICTBO KOHTPOJIS, OPraHU30BaHHOE KaK CrelHanbHas Oecena nmpemnoja-
BaTelst ¢ 00y4aroIKUMCs Ha TEMBbI, CBSI3aHHBIE C M3y4aeMOM TMCIUIUIMHOMN, U pacCUUTaHHOE Ha
BBISICHEHHE 00bEMa 3HAHUH, 00yJaroIIerocs 1Mo OnpeAenéHHOMY pa3ieny, TeMe, mpodiieMe u

T.II.

Ilepeuens ycmuuix 60npocoe 01 npoeepKu 3HAHUIL

Ne

Bormpoc Peanusyemas kom-

MIETEHIINS

1. | [onsaTus «moctyn K uHGOpMaIum», «pasuia pasrpanndenus no- | [IK-15.1; [IK-15.2;
CTyNa» «CAaHKIIMOHUPOBAHHBIM M HECAHKIMOHUPOBAaHHBIN Aoctym K | [TK-15.3

uHpOopMaIu
2. | IlepBas rpynmna TpeboBanmii (HeoOxomumbie TpeboBanus) k cucre- | [IK-15.1; T[TIK-15.2;
M€ 3allNTHI I1K-15.3
3. | Bropas rpynna tpeGoBaHmii (HonoigHUTENbHBIE TpeOoBanus) k cu- | [IK-15.1; T1K-15.2;
CTEME 3aIUThI I1K-15.3
4. | Buasl yrpo3 aBTOMaTU3UPOBAHHBIM CHCTEMaM IIK-15.1; TIK-15.2;
I1K-15.3
5. | Knaccrl 3sanmmuménnocta AC u CBT or HCJJ IIK-15.1; [IK-15.2;
I1K-15.3
6. | CocraB nepBoit rpynimsl 3auTel AC [IK-15.1; TIK-15.2;
I1K-15.3
7. | Ilopcucremsr mexanuszma 3U or HC/,. IIK-15.1; [IK-15.2;
I1K-15.3
8. | TpeboBanus k 3auure uHGpopmanuu AC rpymnmn 11" u 1B.. IIK-15.1; TIK-15.2;
I1K-15.3
9. | [lonsTre naeHTU(HUKAIIUN U ayTCHTU(PUKAIIAH. IIK-15.1; T[IK-15.2;

I1K-15.3
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10. | TIpouenypa aBTOpU3aIUU. [K-15.1; TIK-15.2;
I1K-15.3

11. | Knaccudukanus 3amgad, pemraeMbix Mexanusmamu uaeHTuukanuu | [1K-15.1; [TK-15.2;
U ayTeHTU(UKAITIH. I1K-15.3

12. | MexaHu3mbl NapOJbHON 3aITUTHI. IIK-15.1; TIK-15.2;
I1K-15.3

13. | Yrpo3sl npeonosneHuss naposibHOM 3amuThel. fBHble W ckpbiThie | [IK-15.1; TTK-15.2;
YTPO3BIL. I1K-15.3

14. | OcHOoBHBIE MEXaHU3MBI BBOJIa maposist. buomerpuueckuit u komou- | [1K-15.1; I[TK-15.2;
HUPOBAHHBIN c110cOO BBOJIA TAPOJIS. I1K-15.3

15. | CiocoOs! ycuiieHusl maposibHOM 3amuThl. JJo6aBounbie mexanu3mel | [1K-15.1; [TK-15.2;
YCUJICHHS TAPOJILHOM 3aIUTHI ¥ TPeOOBAHUS K HUM. I1K-15.3

16. | OcHOBHBIE CcTIOCOOBI pa3neieHus A0cTyna cyonekToB k coBmectHo | [TK-15.1; TTK-15.2;
HCIIOJIB3YEMBIM OOBEKTAM. I1K-15.3

17. | duckpenmonHas (MaTpuvHasi) MOJIeb Pa3IeICHUS JOCTYTIA. [IK-15.1; TIK-15.2;
I1K-15.3

18. | MHoroypoBHeBbI€ (MaHAATHBIE) MOJIEIH PA3JEIECHUsS JOCTYIIA. IIK-15.1; TIK-15.2;
I1K-15.3

19. | Coucok npas noctyna ACL. [IK-15.1; TIK-15.2;
I1K-15.3

20. | PoneBast Mozieib pa3rpaHUYeHUs OCTYyIIA. [IK-15.1; TIK-15.2;
I1K-15.3

21. | YnopaBieHus: 10CTyrioM Ha OCHOBE aTpuOyToB. Bribop monenu pas- | [IK-15.1; I1K-15.2;
rpaHUYEHUsI TOCTYyIIA. I1K-15.3

22. | Knaccudukanms cyObeKTOB U 00BEKTOB JOCTYTIA. [IK-15.1; TIK-15.2;
I1K-15.3

23. | llenTpanu3oBaHHOE U JICHEHTpAIN30BaHHOE yripaBieHue goctynom. | [MK-15.1; [IK-15.2;
I1K-15.3

24. | Ilpotokonsl ayrentudukannu (AAA). RADIUS, TACACS. ITK-15.1; TIK-15.2;
I1K-15.3

25. | HopmatuBHBIE JOKYMEHTHI O pa3padoTke moauTuku Oe3zomacHo- | [1K-15.1; [TK-15.2;
CTH. I1K-15.3

26. | CpenctBa 3amuThl HHGOPMAIUHU I TOCyAapcTBEHHBIX U KomMmep- | [1K-15.1; TTK-15.2;
YECKUX CTPYKTYD. I1K-15.3

27. | [lpumepHBIid cOCTaB Tpymmbl MO pa3paboTke moauTuk OezomacHo- | [1K-15.1; [TK-15.2;
CTH. I1K-15.3

28. | ApXHTEKTypa KOPIOPATUBHOM CUCTEMBI 3aIIUTHI HH(GOPMAIIHH. [K-15.1; TIK-15.2;
I1K-15.3

29. | Ananu3 3aUIIEHHOCTH BHEIIHETO nepumerpa kopnopatuBHoit ce- | [IK-15.1; T[IK-15.2;
TH. I1K-15.3

30. | Ananu3 3amUIIEHHOCTH BHYTPEHHEH HHAPACTPYKTYpHI CETH. IIK-15.1; TIK-15.2;
I1K-15.3

31. | Meronbl npeoTBpallleHUsI CETEBBIX aTaK HAa IEPUMETP CETH. IIK-15.1; TIK-15.2;
I1K-15.3

32. | Yrpo3bl mepeBojia CUCTEMBI 3alIUThl B maccuBHoe coctosiHue, ux | [MK-15.1; [TK-15.2;
peanu3anusi. T1IK-15.3

33. | MeTtox KOHTPOJISI BCKPBITHS ammapaTypbl, OOIIHA MTOAXOI. IIK-15.1; [IK-15.2;
I1K-15.3

34. | IlpuHIMIBI KOMIUIEKCUPOBAHUS CPEJICTB 3aIUTHI HHPOPMALIUU IIK-15.1; TIK-15.2;

ITIK-15.3
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Ilpomescymounas ammecmayus (npumepHsvle 60nPOCHL K 3a4emy)

Bomnpoc

Peanusyemas kom-
NETCHIIS

Hokymentsl ['ocrexxomuccnn (PCTOK) Poccum mo 3amure ot
HC/J. Cucrema rocynapCcTBEHHBIX HOPMATHBHBIX akTOB mo 3U ot
HC/I.

IIK-15.1; TIK-15.2;
IIK-15.3

2. | Bugel yrpo3 coBpemenHbiM AC. [K-15.1; TIK-15.2;
I1K-15.3
3. | Knaccu 3ammménnoctuy CBT m AC. Ilokazaremm 3ammménnoctu | ITK-15.1; TIK-15.2;
MEXCETEBBIX IKPAaHOB M UX yBs3Ka ¢ Kiaccamu 3amumiéHHocty AC. | [IK-15.3
4. | llogcucremsr mexanmszma 3U ot HC/I. TpeboBanus kx 3amurte uH- | [IK-15.1; TIK-15.2;
¢dopmanuu AC rpynn 1" u 1B. I1K-15.3
5. | llonstue unentudukanuu u ayrearudukanuu. [Iponenypa apropu- | [1K-15.1; I[1K-15.2;
3aIuu. I1K-15.3
6. | @opManM30BaHHBIC U JIOTIOJHUTENbHBIE TpeOoBaHus k uaentuduka- | [1K-15.1; I1K-15.2;
Iuu U ayreHTudukanuu. ABTopu3anus B KOHTeKcTe kosmuectBa U | [TK-15.3
BHJIa 3apETUCTPUPOBAHHBIX MOJb30BaTeNield. PekoMeHauuu mno mo-
CTPOCHHIO aBTOPU3ALMU, UCXO/S U3 BUAA U KOJIMYECTBA 3aPETUCTPU-
POBAHHBIX MMOJB30BATEIICH.
7. | Mexanusmsbl nmapoiabHOU 3amuThl. yHkunoHanbHOe HazHaueHue u | [1IK-15.1; TTK-15.2;
peanu3anys MEXaHU3MOB IIAPOJIbHOM 3alUTHI. I1K-15.3
8. | Yrpo3bl npeoaoseHus NapoJibHOM 3allUTHI. [K-15.1; TIK-15.2;
I1K-15.3
9. | OcHOBHBIE MEXAaHU3MBI BBOJA TIAPOJISL. IIK-15.1; TIK-15.2;
I1K-15.3
10.| AByxypoBHeBas aBTopu3zanusi Ha ypoBHe OC u BIOS. CereBas aB- | [IK-15.1; I1K-15.2;
TOpU3aLHSL. I1K-15.3
11.| ITpoTOKOIBI ayTEHTU(DUKAITUH. [K-15.1; TIK-15.2;
I1K-15.3
12.| A6cTpakTHbie Mojaenu aoctyna. [lonstus «smanenen» u «cobcrBen- | [1K-15.1; [TK-15.2;
HUK» WH(POPMAIIHH. I1K-15.3
13.| JIucKpermoHHOE pa3rpaHU4YeHHE T0CTYIIA. [IK-15.1; TIK-15.2;
I1K-15.3
14.| MangaTHO€e pa3rpaHU4YEeHHE JIOCTYIIA. [IK-15.1; TIK-15.2;
I1K-15.3
15.| PoneBast Mmozienb pa3rpaHUUEHUs] 1OCTYTIA. [IK-15.1; TIK-15.2;
I1K-15.3
16.| YopaBieHnus J0CTynoM Ha ocHoBe aTpuOyToB. Bribop monmenu pas- | [IK-15.1; I1K-15.2;
rpaHUYEHUsI TOCTYyIIA. IIK-15.3
17.| KoppeKkTHOCTb U MOJIHOTA pealn3aluy pa3rpaHuuuTenbHoi nonutu- | [1K-15.1; ITK-15.2;
ku noctyma. Kinaccudukanms cyobexkToB u 00bekToB qoctymna. Tpe- | [TK-15.3
0OBaHUS K MEXaHU3MaM YITPaBJICHUS TOCTYIIOM.
18.| LlenTpanu3oBaHHOE U AeUEHTpadn30BaHHOe ynpasienue gocrynoM. | [1IK-15.1; ITK-15.2;
I1K-15.3
19.| O6mme momokeHus: pa3zpaboTku moauTuku Oe3omacHoctu. Hopma- | I1K-15.1; I[TK-15.2;
TUBHBIE JJOKYMEHTHI IO Pa3pabOTKe MOJIUTHKU 0€30IaCHOCTH. I1K-15.3
20.| IIpomecc pa3pabOTKu MOMUTHKK Oe3omacHocTu. TpedoBanus k mo- | [TK-15.1; T1IK-15.2;
JIUTHKaM 0€3011aCHOCTH. I1K-15.3
21.| Peanuzanus nmonuTtuk Oe3omacHocTd. Apxurekrypa kopnoparusnoii | [IK-15.1; ITIK-15.2;

CUCTEeMBI 3amuThl HHGopMmanuu. HacTpoilku OCHOBHBIX KOMIOHEHT
CUCTEMBI 3aIIUThl KOMITAHUH.

IIK-15.3
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22.

Tumosasg Metoauka agannsa 3amumésnocta 1C

ITK-15.1; 1IK-15.2;
I1K-15.3

23.

Meroapl KOJIMYECTBEHHOW OIICHKHM CHCTEM HH(OpMAIMOHHON 0e3-
OIIACHOCTH.

IIK-15.1; TIK-15.2;
I1K-15.3

24.

AHanu3 3alMIIEHHOCTH BHEUIHETO NMepUMeTpa W BHYTPEHHEW HH-
(bpacTpyKTypbl KOPHOPATUBHOM CETH.

IIK-15.1; TIK-15.2;
I1K-15.3

25.

NHcTpyMeHTaNbHBIE CPECTBAa aHAIM3a 3aIIUIIEHHOCTH. MeTompl
MPEAOTBPAIIEHUS CETEBBIX aTaK Ha MEPUMETP CETH.

IIK-15.1; TIK-15.2;
I1K-15.3

26.

YTrpo3bl IEpeBOAAa CUCTEMBI 3aIMTHI B IACCUBHOE COCTOSIHUE, UX pe-
anu3anus. Meroasl IPOTUBOAEHUCTBUS Yrpo3aM IIEPEBOJA CHUCTEMBI
3aILUTHI B TACCUBHOE COCTOSIHUE.

IIK-15.1; TIK-15.2;
IIK-15.3

27.

Peanuzanus mporpaMMHO-aINapaTHOro KOHTPOJiE (MOHHUTOPHUHIA)
AKTUBHOCTH CHCTEMBI 3AILUTHI.

IIK-15.1; TIK-15.2;
ITIK-15.3

28.

MCTOI[ KOHTPOJIA TEIOCTHOCTU W aKTHBHOCTHU IPOIpaMMHBIX KOM-
IMOHCHT CUCTCMbI 3allIUTHI NPOTrPAMMHO-ANIIapPATHBIMU CPCACTBAMMU.

IIK-15.1; IIK-15.2;
I1K-15.3

29.

Mexannu3m y,HaJ'IéHHOl"O MOHUTOPHHI'a AKTUBHOCTH CHCTCMbI 3alllH-
Thbl, KaK aJIbTCpHAaTUBa NPHUMCHCHUIO aHHapaTHOﬁ KOMIIOHCHThBI 3a-
N THBI.

IIK-15.1; IIK-15.2;
IIK-15.3

30.

Metoa KOHTpOJISt BCKPBITHA anmnaparypsbl, o0mmid noaxox. Peanu3a-
L[UsI CUCTEMBI KOHTPOJISL BCKPBITHS allllapaTypsl.

IIK-15.1; TIK-15.2;
ITIK-15.3

31.| [IpuHIMIIBI KOMIUIEKCHPOBAHUS CPEACTB 3aIIUTHI HHPOpMAIHH [TK-15.1; TIK-15.2;

I1K-15.3
Ilpomesrcymounas ammecmayus —
npoesepka chopmuposannocmu komnemenvuii — INK-15

1. | UccnenoBanne KoMIblOTEpHOM cucTeMbl Ha npeaMer Hamuuud | [IK-15.1; TTK-15.2;
YSI3BUMBIX MECT U pa3padOTKa PeKOMEHAAINH 10 UX YCTPAHEHUIO. I1K-15.3

2. | UccnenoBanue yTPO3bI 0e30macHOCTH nHpopmarun B | [IK-15.1; TIK-15.2;
MH(POPMAIIMOHHO-BBIYUCIUTEIbHBIX CHCTEMAX. I1K-15.3

3. | UccnenoBanue 3amura OT HecaHKIMOHUpoBaHHoro goctyna. | [TIK-15.1; TIK-15.2;
CpencTBa ¥ METO/IbI OTPAaHMUYEHHSI JOCTYMA K (aiiiam. I1K-15.3

4. | OnpenencHue MEXaHH3MOB obecneyeHus 6e3omacHoctu | ITK-15.1; IIK-15.2;
uHpOopMaIuu I1K-15.3

6. YueOHO-MeTOAHYECKOe U MH(POPMAIIMOHHOE o0ecTieYeHre JUCHMIITTHHbI

6.1. CiMCOK UCTOYHUKOB U JINTEPATYPHI

Jluteparypa

OcHoBHAaA

1. l'aspunos, M. B. Indopmatrka 1 WHPOPMAIIMOHHBIE TEXHOJIOTHH : YYECOHUK IS TIPH-
knanHoro OakanaBpuarta / M. B. TI'aBpunos, B. A. Kiumos. — 4-e u3a., nepepab. u jgom. —
Mocksa : UznatensctBo Opaiit, 2019. — 383 c¢. — (Cepus : bakamasp. [lpuknagHoit Kypc). —
ISBN 978-5-534-00814-2. — Tekcr anekTpoHHsld // DBC HOpaiir [caiit]. — URL:
https://www.biblio-online.ru/bcode/431772

2. [TporpammHuo-anapaTHast 3amura nHpopmanuu : yued. nocodue / [1.b. XopeB. — 2-e
u31., uchp. u aomn. — Mocksa : ®OPYM : UHOPA-M, 2019. — 352 ¢. — (Bricmiee o6pazoBa-
Hue). - Tekct : anekrponnsbiit. - URL: https://new.znanium.com/catalog/product/1025261 (marta
obpamenus: 11.05.2021)
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3. Pykoeooawuii doxyment. 3amuTa OT HECAHKIIMOHUPOBAHHOTO JOCTYNa K WH(pOpPMAIUH.
TepMunbl 1 onpeneneHus. Y TBEPKACHO penienueM npeacenarens ['octexkomuccuu Poccuu ot
30 mapta 1992 r. [Dnekrponnsiii pecypc]| : Pexum nmocryma : https:/fstec.ru/tekhnicheskaya-
zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/386-
rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-g3,
CBOOOJIHBIN. — 3arl. ¢ KpaHa.

4. Pykosooswuii 0oxymenm. ABTOMaTU3NPOBAHHBIE CUCTEMBI. 3aIUTa OT HECAHKIIMOHUPO-
BaHHOTO JocTyna Kk uHopmanuu. Knaccudukanus aBToMaTU3MPOBAHHBIX CUCTEM U TPEOOBaHUS
no 3ammre MHGOpMaIK. YTBEP)KICHO pelieHueM mpezacenaresns ['ocymapcTBEHHON TeXHHUYe-
ckoil komuccuu npu [Ipesunaente Poccuiickoit @enepannn ot 30 mapta 1992 r. [DnekTpoHHBII
pecypc] : Pexum JoCTyma : https://fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/384-rukovodyashchij-
dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-g, cBoboanbIif. —
3arii. ¢ sKpaHa.

5. bazosaa mooensv yepo3 6e30MaCHOCTH MEPCOHAIBHBIX JaHHBIX NMPH X 00pabOTKe B WH-
(GhOopMaIMOHHBIX CHCTEMaX MEPCOHANBHBIX NaHHBIX (BbIMUcKa). (yTB. ®CTOK PD 15.02.2008)
[OnexTpoHHbIi  pecypc] : Pexmm gocryma : https://fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/379, cBoGomnbpiii. — 3ari. ¢
JKpaHa.

6. Deoepanvruiii 3axkon «O06 mHDOpMaIuu, HHOOPMAITMOHHBIX TEXHOJOTHUSX U O 3aIIUTE
uHpopmarumn» ot 27.07.2006 N 149-®@3 (pen. ot 19.07.2018). [DnexkTpoHHBII pecypc] : Pexxum
noctyma : http://www.consultant.ru/document/cons_doc LAW 61798/, cBoGoansiii. — 3ari. ¢
dKpaHa.

7. IInatonos B.B. [IporpammHo-anmapatHblie CpeacTBa 3aliuThl HHPopManuu (2-¢ u3i., cTep.),
M. Axkanemust, 2014, https://academia-library.ru/catalogue/4831/105545/

8. Nymkun A.B.,bapcykoB O.M.,Kpasuos E.B.,CnaBaoB K.B. IIporpammHo-anmnapaTHbie cpe-
cTBa obecrieueHus: nHpopManMoHHOH Oe3omacHocTh: yueb. [locobue. — M.: T'opsiuas muHHS —
Tenexom, 2016.- 248 c. https://znanium.com/bookread2.php?book=973806

9. HoBukoB B.K. OpranusannonHoe u mnpaBoBoe oOecriedeHre MH(pOpMarmoHHONW Oe30macHo-
ctu: B 2-x gactax. Yacte 1. IIpaBoBoe oOecrieuenne mHGOpPMAIMOHHONW 0€30MacHOCTH: y4eO.
ITocobue. — M.: MUDT, 2016. — 184 c. https://znanium.com/bookread2.php?book=536932

10. HoBukor B.K. Opranuzanuonnoe u mpaBoBoe oOecriedueHue nH(popMarmoHHo# O6e30macHo-
ctu: B 2-x gactax. Yacts 2. OpranuzanuoHHoe odecrieueHne nHHOpMaIMOHHONW 0€30MacHOCTH:
yuae0. mocodue. — M.: MUDT, 2016. — 172 c. https://znanium.com/bookread2.php?book=536932

JlomonauTenbHas

1. ®enepanbublil 3akoH oT 27 utonst 2006 r. N 149-d3 «O6 undopmanyu, nHPOPMATMOHHBIX
TEXHOJIOTHSX U O 3alUuTe UHPOPMAIIH.

2. ®enepanbubiii 3aK0H 0T 27 utonst 2006 1. N 152-03 «O nepcoHaNbHBIX TaHHBIX.

3. ®enepanbubiii 3aK0H OT 27 nexadpst 2002 r. No 184-D3 «O TeXHUIECKOMPETYIMPOBAHUN.

4. ®epnepanbubiii 3akoH 0T 4 Masg 2011 r. N 99-03 «O nuiieH3upoBaHUU OTJAEIbHBIX BUAOB €S-
TEIbHOCTU.

5 .®enepanbubliit 3akoH oT 30 gexabpst 2001 r. N 195-®3 «Koxnekc Poccuiickoit @eneparun 06
aJIMUHHUCTPATUBHBIX MPABOHAPYIICHUSIX .

6 .Yka3 IIpesunenta Poccuiickoit ®enepanuu ot 16 aBrycra 2004 r. N 1085 «Bonpocsr Dene-
paNbHOM CITY>KOBI [0 TEXHUYECKOMY M SKCIIOPTHOMY KOHTPOJIIO».

7. Yxa3 IIpesunenta Poccuiickoit @denepaunu ot 6 mapra 1997 r. N 188 «O0 yrBepxkIeHHH T1e-
peuHst cBeIeHU I KOH(PHUAESHIUATBHOTO XapaKTepay.

8. Yka3 IIpesunenra Poccuiickoit @eneparuu ot 17 mapta 2008 r. N 351 «O mepax mo obecrie-
yeHU10 nHpopManmoHHo# 6e3omacHocTH Poccuiickoit deneparyu mpu UCIoIb30BaHUU WHOOP-
MaI[MOHHO-TEJIEKOMMYHUKAITMOHHBIX CETeH MEXTyHAPOAHOTO HH()OPMAIIMOHHOTO OOMEHa.
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9. Ilonoxxenue o cepTUGUKALNN CPEIICTB 3AUIUTH HHPOPMALIUU. Y TBEPHKICHO MOCTaHOBICHHEM
[IpaButenscTBa Poccuiickont @enepanun ot 26 utons 1995 r. N 608.

10. CocTaB u conepkaHre OpraHU3aIMOHHBIX U TEXHUYECKUX MEp MO 00ecTeueHuIo 0e30macHo-
CTH NEPCOHABHBIX JTAaHHBIX MPH MX 00paboTke B MHGOPMAIMOHHBIX CHCTEMaxX MEepCOHATbHBIX
naHHbIX. YTBepkaeHsl npukazoM @CTIOK Poccun ot 18 deBpans 2013 r. N 21.

11. Meps! 3ammuTsl HHGOPMAIIMHU B TOCYAAPCTBEHHBIX HH()OPMAITMOHHBIX CHUCTEMax. Y TBEPKIIe-
bl ®CTOK Poccun 11 despans 2014 .

12. AgmunuctpatuBHblid pernmameHT @CTOK Poccun mo mpegocTaBiIe€HHUIO TOCYAapCTBEHHOU
YCIYTH IO JUIEH3UPOBAHUIO JIEATEIBHOCTH O TEXHUYECKOH 3aliuTe KOH(QUACHIIUATIBHONW HH-
dbopmarmu. YrepxkaeH npukazom @CTIK Poccun ot 12 uromst 2012 1. No 83.

13. ApmunuctpatuBHblii pernameHT @CTOK Poccum no mpenocTaBieHHIO TOCYIapCTBEHHOMN
YCIIYTU MO JIMLIEH3UPOBAHUIO JIEATEIBHOCTH MO Pa3pabOTKe W MPOU3BOACTBY CPEACTB 3aLIUTHI
KoH(puaeHIMansHOW nHDopManuu. YTBepxkaeH npukazoM @CTIK Poccuu orl2 urons 2012 r.
N 84.

14. CrenuanbHble TPeOOBAHUS U PEKOMEHAIMU MO0 TEXHUYECKON 3aluTe KOH(HUICHIIMATBHON
unpopmaruu (CTP-K). YrBepxkaensr npukazom ['ocrexkomuccun Poccun ot 30 aBrycra 2002 r.
No 282.

15. TpeboBanust o 3anuTe UHGOPMAIIMH, HE COCTABIISIONICH TOCYIapCTBEHHYIO TaliHYy, COAEp-
Kaleics B rocyapcTBEHHBIX MH(POPMALMOHHBIX cUCTeMax. YTBepkaeHbl npukazom OCTIK
Poccuu ot 11 deBpans 2013 r. N 17.

16. TpeGoBanus o 3amurTe HHGOPMALIUH, COepKalIelics B UHOOPMAITMOHHBIX CHCTEMaxo0IIero
noiabs30BaHus. Y TBepxkaeHsl npukazamu @Chb Poccun u @CTIK Poccun ot 31 aBrycra 2010 r.
No 416/489.

17. PykoBogsmuii mokyMeHT. ['eonHpOpMaIiOHHbIE CHUCTEMBI. 3aluTa HHOOPMAIUK OTHECAHK-
IIMOHUPOBAHHOTO JocTymna. TpeboBanus no 3amure nHpopmarmu. YTeepxkaeH PCTIKPoccun,
2008.

18. PykoBomsimuii JOKyMEHT. 3aliuMTa OT HECAaHKIMOHHMPOBAHHOTO JOCTYyNa K HMH(OpMAIIHH.
Yacte 2. [Iporpammuoe oOecrieueHrne 0a30BBIX CHCTEM BBOJA-BBIBOJIA MEPCOHAIBHBIX JJICK-
TPOHHO-BBIYMCIUTENBHBIX MamuH. Kitaccudukanus mo ypoBHIO KOHTPOJISL OTCYTCTBUSI HEJEKIa-
pupoBaHHBIX Bo3MokHOCTeH. YTBepkaeH DCTOK Poccun 10 oktsidps 2007 r.

19. Ceru HOBOro mokoneHuss — NGN: VYueOHoe mocobue mnst By3oB / B.W. butuep, LI.LI.
MuxaiinoBa. — MockBa : T'op. mmamMsa-Temekom, 2011. — 226 c.: wun.; 60x88 1/16. —
(CnenmanbHoctbh). (00moxka) ISBN 978-5-9912-0149-0, 500 sx3. — TekcT : 3MEKTPOHHBINA. -
URL: https://new.znanium.com/catalog/product/308917 (mara oopamenus: 19.05.2021)

20. buprokos, A. A. adopmannonHas 6e30MacHOCTh: 3amuTa U HanajaeHue / A.A. bupiokos. —
2-e u3x., nepepad. u gom. — Mocksa : JIMK Ilpecc, 2017. — 434 c. - ISBN 978-5-97060-435-9. —
Texct : oamekrponnsii. — URL: https://new.znanium.com/catalog/product/1028060 (mata
obpamenus: 19.05.2021)

6.2. [lepeueHs pecypcoB HHPOPMAITMOHHO-TEIEKOMMYHHUKAIIMOHHOM ceTh «IHTEepHET».

1.®enepanbHas ciayx0a 1O TEXHHUYECKOMY M 3KcmopTHoMy KoHTpomo (PCTOK Poccun)
www.fstec.ru

2.MladopManiMoOHHO-CITPaBOYHAsT CHUCTEMa IO JOKYMEHTaM B OOJAcCTH TEXHWYECKOW 3aIluThl
uHpopmannun www.fstec.ru

3.00pa3oBarenbHble MOpPTAlIbl MO Pa3IUYHBIM HANpaBJIEHUSM 0Opa3oBaHUS U TEMaTHKE
http://depobr.gov35.ru/

4.CnpaBouHo-tnipaBoBas cuctema «KoncymnpranT [Tmroc» www.consultant.ru
5.CupaBouHo-TIpaBoBasi cucrema «l apant» » www.garant.ru

6.Denepanbublil mopTan «Poccuiickoe oOpazoBanne www.edu.ru

7.@enepanbHblii mpaBoBoii nmoptan «tOpunndeckas Poccus» http://www.law.edu.ru/
8.Poccuiickuit OmoMeTpudecKuii mopTas www.biometrics.ru
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9.®enepanbublii mopran «MHPOPMAMOHHO- KOMMYHUKAIIMOHHBIE TEXHOJIOTMH BOOpPA30BAHUNY
htpp\\:www.ict.edu.ru
10.Caiit Hayunoii anexTponHo# 6nbanoTexn www.elibrary.ru

7 MarepuajbHO-TeXHHYECKOe o0ecnedeHne U CHUININHbI

I[J'I}I MaTCprUaJIbHO-TCXHUYCCKOTO obecreyeHns JUCHUITIINHBI HGOGXOI[I/IMOZ
1) 1 IeKIMOHHBIX 3aHATHH — JICKIIMOHHBIA KJIACC C BHJICONMPOECKTOPOM M KOMITBIOTEPOM, Ha
KOTOPOM JIOJDKHO OBITH ycTaHOBJIeHO ciaenyromee [10:

Neri/ Haumenosanue [10 [IpousBonurens Crioco6 pacripocTpane-
I HUS

1 Microsoft Office 2010 Microsoft JUIEH3UOHHOE

2 Windows 10 Pro Microsoft JIMLIEH3UOHHOE

3 Kaspersky Endpoint Security Kaspersky JIMIIEH3UOHHOE

2) ny1s TPaKTUYECKHUX 3aHATUH — KOMIBIOTEPHBIN Kilacc, 000pYyI0OBaHHBI COBPEMEHHBIMH TIEP-
COHAJIbHBIMU KOMIIBIOTCpaMU JIA KaXXJA0r'0 CTYACHTA. Ha KOMIIBKOTCPC HOJIZKHBI 6I>ITB YCTAHOB-
neHo caenyromee [10:

Neri/mt Haumenoanue 10 [IpousBoaurens Crmoco0 pacrmpoctpane-
HUS
1 Microsoft Office 2010 Microsoft JINLIEH3UOHHOE
2 Windows 10 Pro Microsoft JIUIEH3UOHHOE
3 Kaspersky Endpoint Security Kaspersky JIUTIEH3MOHHOE
4 Cisco Packet Tracer v.7.2 Cisco Systems cBOOOIHOE
5 Apache 2.0 Apache Software Foun- | ceoboaHOE
dation
6 Nginx NGINX, Inc cBOOOIHOE
7 WireShark Wireshark Foundation | cBobogHOE

ILJ'DI IMPOBCACHU A 3aHATUU JICKOMOHHOT'O THIIA MPEAIAratoTCa TCMAaTUYCCKUC HUIIIIOCTpPaA-
uu B opmare npesenrtanuii PowerPoint.

Ilepeuens B/l u UCC

Neri/

Haumenosanue

1

MexnyHapoanbie pedepaTuBHbie Haykomerpudeckue bJl, mocTymHbie B paMKax
HanuoHaJILHOU moanucku B 2020 r.

Web of Science

Scopus

[Ipodeccuonansubie monHoTekcToBble bBJl, mocTymHble B pamMKax HallMOHAJIbHOU
noanucku B 2020 r.

XKypnanst Cambridge University Press

ProQuest Dissertation & Theses Global

SAGE Journals

Kypnansr Taylor and Francis

[Ipodeccronanbhbie MOTHOTEKCTOBBIE B/

JSTOR

N3nanus mo oOmecTBEHHBIM U TYMaHUTAPHBIM HayKaM
OnektponHas oubimoreka Grebennikon.ru

KomMmniproTepHble CripaBOYHBIE TIPABOBBIE CHCTEMBI
KoncynperanT Iltoc,
I'apant

8. Obecneyenne 00pa3oBaTEJIbHOI0 MPOLECCA ISl JIMI] C OTPAHNYEHHBIMUA BO3MOKHOCTSI-
MH 3/10POBbSI H MHBAJIWI0B

B xoze peanuzanuy IUCHUTIUTMHBI KCTIOIB3YIOTCS CIIENYIONINE JOTIOTHUTEbHBIC
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METOBI 00YUEHHsI, TEKYIIET0 KOHTPOJIS YCIIEBAEMOCTH M MIPOMEKYTOUHOM aTTecTanuu ooyya-
IOLIMXCS B 3aBUCHMOCTH OT UX MHIUBUAYAJIbHBIX OCOOCHHOCTEH:

® JUIs CJIEIBIX U CIa0OBUIAIINX:

— JIeKUuu 0pOPMIISIOTCS B BUJE DJIEKTPOHHOTO JOKYMEHTA, JOCTYIHOTO C IMOMOIIbIO KOM-
IBIOTEPA CO CINEUATIN3UPOBAHHBIM IPOTPAMMHBIM 00ECTIEUEHHEM;

— MMUCbMEHHBIE 3aJlaHMsl BBIMOJHAIOTCS HAa KOMIIBIOTEPE CO CHELHATM3HPOBAHHBIM IIPO-
IPaMMHBIM 00€CIIe4€HUEM, UM MOTYT OBbITh 3aMEHEHBI YCTHBIM OTBETOM;

— o0ecnieurBaeTCsl MHANBUAYAIbHOE paBHOMEpPHOE ocBerieHne He MeHee 300 Jrokc;

— ISl BBIMOJIHEHUS 3aaHusl NP HEOOXOAMMOCTH IPEAOCTABISCTCS YBEIUMYMBAIOLIEE
YCTPOMCTBO; BO3MOXHO TAK)K€ MCIIOJIb30BaHUE COOCTBEHHBIX YBEIMYUBAIOIIUX YCTPOUCTB;

— MMUCbMEHHBIE 3a/1aHU 0QOPMIIIOTCS YBEITMUEHHBIM HIPU(TOM;

—9K3aMeH U 3a4€T MPOBOJATCS B YCTHOH (popMe WMIIM BBIOJHSIOTCS B MHUCBMEHHOH (opme
Ha KOMIIBIOTEpE.

® Ui TIYXHX U cIa0O0CITBIIIANTHX:

— JIEKUUU OQOPMIISIOTCS B BHJIE JIEKTPOHHOIO JTOKYMEHTA, TUOO MPEeaOCTaBISAETCS 3BYKO-
YCHUJIMBAIOILAS aNaparypa UHIMBUAYAIBHOTO OJIb30BAHHUS;

— MUCbMEHHBIE 3a/1aHUS BBITIOJIHIIOTCS HAa KOMIIBIOTEpE B MUCEMEHHOH popme;

— 9K3aMeH M 3a4€T NPOBOJAATCS B MUCbMEHHON (popMe Ha KOMIIbIOTEPE; BO3MOKHO MPOBE/IE-
HUE B (hOpMe TeCTUPOBAHUS.

e JUIsl JIUL C HAPYILIEHUSIMH OTNIOPHO-/IBUTATEJILHOTO anmapara:

— JIeKUUU O(QOPMIISIOTCS. B BUJE JIEKTPOHHOIO JOKYMEHTA, JOCTYIHOI'O C IOMOIIbIO KOM-
IBIOTEPA CO CIIEUATN3UPOBAHHBIM MPOTPAMMHBIM 00ECTICUCHUEM;

— MIMUCbMEHHBIE 3aJlaHMsl BBINOJHAIOTCS HAa KOMIBIOTEPE CO CHELMATM3MPOBAHHBIM IIPO-
IpaMMHBIM 00ecIieueHUEM;

—9K3aMeH U 3a4€T MPOBOJATCS B YCTHOH (hOpMe WMIIM BBINOJHSIOTCS B MUCbMEHHOH (opme
Ha KOMITBIOTEpE.

ITpu HEOOXOMMMOCTH NpelycMaTpUBAeTCs yBEINUYEHUE BPEMEHHU AJIs TIOATOTOBKH OTBETA.

[Iponienypa  mpoBeAeHUsT  NPOMEXKYTOUHOM  arTecTauuu sl oOydaromuxcs
YCTaHABIMBACTCSI C Y4€TOM UX HMHIUBUAYAJIbHBIX ICUXO(PHU3MUECKUX OCOOEHHOCTEH.
[IpomexxyTouHast aTTecTanust MOXET IPOBOTUTHCS B HECKOJIBKO ITAIOB.

ITpu npoBeneHNM NpOLENYpbl OLEHUBAHUS PE3yIbTAaTOB OOYyUEHMsI MpeLyCcMaTpUBAETCS
UCTIOJIb30BAaHHE TEXHUYECKHX CpPEACTB, HEOOXOOUMBIX B CBA3M C WHAMBUIYAJIbHBIMU
0COOEHHOCTAMHU O00yYaroIuxcs. DTU CPEICTBA MOTYT ObITh HPEAOCTABIECHbl YHUBEPCUTETOM,
WJIA MOTYT MCIIOJIb30BaThCSl COOCTBEHHBIE TEXHUYECKUE CPECTBA.

[IpoBeneHne mpoueAypbl OLIEHUBAHWS  pE3ylnbTaroB  OOydeHHs JIONyCKaeTcs ¢
UCIIOJIb30BaHUEM JAMCTAHIIMOHHBIX 00pa30BaTeIbHBIX TEXHOIOTHH.

O6ecneunBaeTcss AOCTyN K MH(GOPMAIIMOHHBIM M OMOIHOrpaduyecKuM pecypcaM B CETH
WuTepHer i kaxaoro oOyuaronierocss B popMax, aJanTUPOBAHHBIX K OTPAaHUYEHUSAM HX 3710-
POBbSI U BOCIIPUSTUS UH(POPMALIUU:

® IS CIICIIBIX U CIa0OBUIAIINX:

— B I1€4aTHOM (hopMe YBEIMYECHHBIM HIPUPTOM;
— B (popMe 3IIEKTPOHHOT O IOKYMEHTa;

— B popme ayauodaiina.

® U DIIYXUX M CIa0OCHbIIAIINX:

— B IIeUaTHOM opme;

— B (popMe 3IIEKTPOHHOTO TIOKYMEHTA.

e Ui 00yYaroIuXcs ¢ HAPYIIEHUIMU ONOPHO-/IBUraTeIbHOIO anmapara:
— B IIeUaTHOM opme;

— B (popMe 3IIEKTPOHHOTO TIOKYMEHTA;

— B (hopme aynuodaiina.
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VYyeOHble ayAUTOPUH Ul BCEX BUAOB KOHTAKTHOW M CaMOCTOSITEIbHON paboThI, HayyHas
OMOJIMOTEKa W WHBIC TIOMEIICHHsS JIsi OOYYEHHUs OCHAIICHBI CIIEIUATBLHBIM O00O0pYJOBaHUEM W
y4eOHBIMUA MECTaMH ¢ TEXHHYECKUMHU CPEJICTBAMU O0yUCHUS:

® JUIsS CIENbIX U cIaO0BUISIINX:
— YCTPOMCTBOM /Ji cKaHupoBaHus U ureHus ¢ kamepod SARA CE;

— nuctuieem bpaiina PAC Mate 20;

— npuHtepoM bpaiinsg EmBraille ViewPlus;

e U TIIYXHX M cIaOOCbIIIaIuX:

— aBTOMAaTU3UPOBAaHHBIM pabOYMM MECTOM IS JIIOJIEH C HapyIICHUEM cllyXa U ci1aboCIbl-
HIanux;

— aKyCTUYECKUN YCUTTUTEIb U KOJIOHKU;

e IS OOYYAIOIIMXCS C HAPYIISHUSIMU OTIOPHO-/IBUTATEILHOTO armapara:

— TEepeIBHXHBIMU, PETYIUPYEMBIMU dproHoMudeckumu napramu CU-1;

— KOMIIBIOTEPHON TEXHUKOM CO CHelHalbHBIM IPOTrPAMMHBIM 00€CTIeUeHUEM.

— aKYCTUYECKUM YCUIIUTENb U KOJIOHKY;

e s 0O0YYArOMIMXCS C HAPYLIEHUSIMU OTIOPHO-/IBUTaTENILHOTO anmapara:
— MEePEIBMKHBIMU, PETYJIUPYEMBIMU 3proHoMuyeckumMu napramu CU-1;
— KOMIIBIOTEPHON TEXHUKOH CO CHEIHATbHBIM MPOTPAMMHBIM 00€CTICUCHUEM.

7. MeTroguuyecKkue MaTepuabl
9.1. IInanbl 1abopaTOPHBIX 3aHATHI — MpoBepKa copmMupoBaHHOCTH KoMmeTeHuui — [1K-15

Tembl yueOHON NUCHUIUIMHBI MPEAyCMaTPUBAIOT MPOBEIECHUE TaOOPaTOPHBIX paboT, KOTOpHIE

CIIy’KaT Kak IeJIIM TEKYIIEro U MPOMEXKYTOYHOTO KOHTPOJS 3a MOJATOTOBKOM CTYIEHTOB, TaK U

HEeJSIM TIOJIy4eHUs MPAKTUYECKUX HaBBIKOB MPUMEHEHHS METOJIOB BBIPAOOTKM pelleHUl, 3a-

KpEIUICHUS M3y4EeHHOTO0 MaTepuaia, Pa3BUTHs YMEHUH, MPHOOPETEHHUs ONbITa PEIICHUS KOH-

KpPETHBIX MpoOJieM, BeIeHUs TUCKYCCUM, apryMEHTAllUU U 3allUuThl BbiOpaHHOro pemenus. [1o-

MOIIb B TOM OKa3bIBAIOT 3a/IaHUs JJIs TaOOPATOPHBIX PadOT, BhIIaBaeMbIe TIPETIOAaBaTEeIIEM Ha

KaXKIOM 3aHSTHU.

eabto 1a60paTOPHBIX pabOT ABISIETCS 3aKpEIUIEHUE TEOPETHUYECKOro MaTepuaia u mpuoopere-

HUE MPAKTUYECKUX HAaBBIKOB PabOThl C COOTBETCTBYIOIIUM OOOPYIOBAaHHEM, MPOTPAMMHBIM

obecrnieueHreM U HOPMaTHUBHBIMU ITPABOBBIMU JIOKYMEHTAMH.

Tematuka 1abopaTopHbIX pabOT COOTBETCTBYET MPOTrPAMMe AUCIUILINHBI.

Jlabopamopuasa paooma 1 (12 u.) Onpedenenue yazsumocmeii cemu — npogepka chpopmupo-

eannocmu komnemenuyuii — INK-15

3agaHus:

1. YcranoBuTh Ha KOMIIBIOTEPHI KJIacca CKaHEP MOPTOB Zenmap.

2. IlpoBectu o0IIee CKAHUPOBAHUE CETH KJIacca.

3. IlpoBecTu yriyoaéHHOE CKAaHUPOBAHHE JIBYX COCEIHUX XOCTOB C HCIIOIb30BAaHUEM Pa3Iny-
HBIX TIPOUICH CKAaHUPOBAHMSL.

VYKa3zaHus 110 BBLITOJIHEHUIO 3aJaHUN:

1. M3yunTh TeOpeTUYeCKre OCHOBBI 3aIIUTHI CKAHUPOBAHUA CETel U paboTy ¢ Zenmap.

2. CoctaBuTh OTUET O JTAOOPATOPHOU padoTe.

Cnucok nurepaTypsl:

1. Marepuansl JeKuii

2. IlporpamMMHo-anmnapaTHas 3ammra nHpopmaiuu : yued. nocodue / I1.b. XopeB. — 2-e u3.,
uctp. u 1on. — Mocksa : DOPYM : UHOPA-M, 2019. — 352 ¢. — (Bricmiee o6pa3oBa-
Hue). - Texcr : anextpoHHbIi. - URL: https://new.znanium.com/catalog/product/1025261 (na-
ta obpamenus: 11.08.2019)

MarepuanbHO-TEXHUYECKOe 00eCTieueHHE 3aHsATHS:

1. Kommbrotepsl mo koaudecTBy ooyuatomuxcs ¢ pazsépuyroir OC MS Windows.

Jlabopamopuasa paooma 2 (12 u.) Pazepanuuenue oocmyna — nposepka chopmuposannocmu

kKomnemenyuut — IIK-15
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3agaHus:

l.

Ha Buptyanbnyto mammny ycranoButh OC MS Windows Server, MS Windows u Linux.

2. 3anmyCTUTh BUPTYaJIbHYIO MAIIUHY.
3.
4. 3apeructpupoBarthb I10 J1Ba 0Jb30BaTelsd Ha Kakaoi OC, onuH ¢ mpaBaMu aAMUHHUCTPATOpa,

3anyctuth rocteBoix OC cemeicTBa.

oMH — ¢ ipaBamu nosib3oBatess. st OC MS Windows Server — oiuH 1oJib30BaTehb C mMpa-
BaMHU aJIMUHHUCTPATOPA

[IpoBecTu pa3rpaHuueHre JOCTYIA HA XOCTHI ¢ XocTa aaMuHucTparopa (MS Windows
Server)

VYKa3zaHus 110 BBLITOJIHEHUIO 3aJaHUN:

l.
2.

N3yuuts Teopernyeckue ocHoBbI 3amuThl OC.
CocraBuTth OTYET 0 TAbOpaTOpHOM padoTe.

Cnucoxk nurepaTypsl:

l.
2.

Marepuaiibl J1eKIUA

[IporpammHo-anmnapaTHas 3amuTa nHpopmauuu : yuaeod. nocodue / I1.b. Xopes. — 2-e u3n.,
uctp. u 1on. — Mocksa : DOPYM : UHOPA-M, 2019. — 352 ¢. — (Bricmiee o6pa3oBa-
Hue). - Texcr : anextponHbIil. - URL: https://new.znanium.com/catalog/product/1025261 (na-
Ta obpamenus: 11.08.2019)

MaTepI/IaJ'IBHO-TGXHI/I‘-IGCKOC o0OecrieueHNe 3aHITH:

1.

Kommbrorepsr o konumdectBy odydaromuxcs ¢ pazsépuyroir OC MS Windows, BupTy-
aJbHOW MAIIMHOM.

PesynbraTtsl mabopaTopHBIX pabOT 0OydarolIuecs COCTaBIIAIOT MO OrOBOPEHHOHN MpernojaBare-
nem ¢opme, B IeKTpoHHOH Bue ¢ ucnonbzoBanueM [IKIT MS Office 2007 u Bbite u nepena-
€Tcs IpernoiaBaTelNio MOCPEICTBOM OrOBOPEHHOTO CIIOCO0a CBA3H.
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Ipunoocenue 1

AHHOTAINUA TNCHUITJIMHBI

JucturumHa «3amuTta HHPOPMaUK OT HECAHKIIMOHUPOBAHHOTO JTOCTYIIA) pean3yercs Ha ¢a-
Kynbrere MHpOpMaIMOHHBIX cHCTEM U 0€30MaCHOCTH AJIs CTYJEHTOB 3-T0 Kypca, 00y4Jaronuxcs
o mporpammMme OakanaBpuara 1o HampasieHuio noarotoBku 10.03.01 Mudopmanmonnas 6e3-
OMAaCHOCTH (PO MOATOTOBKH — OpraHu3anusi ¥ TEXHOJIOTHS 3aIIUThI HHPOopMaIuK) Kade-
POt KOMITJIEKCHOH 3aIIUThl HH(POPMAIIHH.

HCJ’IB AUCHUIINIMHBI: TCOPETUUCCKOC M3YUCHUC U NPAKTHYCCKOC OCBOCHUC IMPHHIMIIOB 3alllUThI
I/IH(bOpMaI_II/II/I OT HCCAHKIIMOHUPOBAHHOI'O JOCTYIId B aBTOMATU3UPOBAHHBIX CUCTCMAX.

3agaun:

—(hopmupoBaHue 3HaHMUI B 00JaCTH BBIOOpA, aHATW3a U MMPUMEHEHHUsI 3alIUThl HHPOpPMAIUA OT
HECaHKIIMOHUPOBAHHOTO JIOCTYTIA;

—ySCHEHHE OCHOBHBIX MOHATHI U ONpeeseHnid B 00JaCTH 3alUThl HHPOPMAIIMK OT HECAHKI[HU-
OHUPOBAHHOTO AOCTYyIIA B aBTOMAaTU3HWPOBAHHBIX CUCTCMAX;

—paccMOTpPEHNE COBPEMEHHBIX TEHICHIIUHN pa3BUTHSI CETEH CBSI3U.

JucnuninHa HanpaieHa Ha GOpMUPOBAHHE CIEAYIOUIMX KOMITETEHITHI:

e JIK-15 - cnocobGeH opraHu30BBIBaTh TEXHOJOTUYECKUH MPOIECC 3aIIUTHl HHPOPMALIUN Orpa-
HUYEHHOTO JO0CTyNa B COOTBETCTBUU C HOPMATHUBHBIMU NMPABOBBIMU aKTaMH M HOPMATHUBHbI-
MU METOJIMYECKHMH JTOKyMeHTaMu DenepanbHoil ciayk0bl 6e3onacHocTH Poccuiickoit dene-
paruu, enepanbHON CITyKObI 0 TEXHUYECKOMY U SKCTIOPTHOMY KOHTPOJTIO

o JIK-15.1 - 3HaeT TEXHOJOTUYECKHI TTPOIIECC 3alIUThl HHPOPMAIIMH U TIPOIIETYyPY pazpa-
OOTKM TEXHUYECKUX 3aJaHUM, TUIAHOB U TpaUKOB MPOBENEHUS PadOT IO 3alUTe WH-
¢dbopMaluu B COOTBETCTBUU C JCHCTBYIOLIIUM HOPMATHUBHBIMU U METOJUYECKUMU JOKY-
MEHTaMHU

o [IK-15.2 - YMeeT npuMEHSTh HalIMOHAIbHBIE, MEXTOCYITAPCTBEHHBIE U MEKAYHAPOIHBIE
CTaHJapThl B 00JACTH 3alIMTHl MHGOpPMAIUH, NMPUMEHATH ACHCTBYIOUIYIO 3aKOHOJa-
TeNbHYI0 0a3y B oOnactu obecreueHHs 3a-IIUTHl MH(OPMAIMM, YUTaTh U TOHUMATh
HOPMAaTUBHbIE U METOJUYECKHE JOKYMEHTHI 110 HH(OPMAIIMOHHON 0€30MacCHOCTH Ha aH-
TJIMACKOM SI3BIKE.

e JIK-15.3 - Bnageer HaBbIKaMu MO KOHTPOJIIO HAJ COOIOCHUEM YCTAHOBJIEHHOTO TIO-
psKa BBIOJMHEHUs paboT, a TaKxke AEHCTBYIOMEro 3aKOHOIaTebcTBa Poccuiickoit de-
Jepaluy Py PEeIIeHUH BOPOCOB, KACAIOUTUXCS 3alUThI HH()OPMAIIHH.

B pesynbrare 0CBOCHUS AUCHUILTUHBI 00YYAIOLIUICS JOKEH:

3HaTh: TEXHOJOTMYECKHH IMPOLECC 3alIMThl MHPOPMAIMK U MPOLEAYpY Pa3pabOTKU TeXHUYe-
CKUX 3aJlaHHMH, TUTAaHOB U I'pauKOB MpOBeIeHUs paboT 1o 3amuTe HHGOpPMAIIMK B COOTBETCTBUU
C IeCTBYIOIIMM HOPMAaTUBHBIMU U METOJAMYECKUMHU JOKYMEHTaMH.

VYMerTs: NPUMCHATH HAIIUOHAJIBHBIC, MCIKTOCYAAPCTBCHHBIC U MCKAYHAPOAHBIC CTAHIAPTHI B 06-
JACTH 3alUThl WH(OpPMAIMU, MPUMEHITh IEUCTBYIOIIYIO 3aKOHOJATEIbHYI0 0a3y B 00JiacTu
O6€CH€‘I€HI/I5I 3alllUThI I/IH(bOpMaI_[I/II/I, YUTaTb U IIOHUMATh HOPMATHUBHBIC U MCTOJAUYUCCKHUC JOKY-
MEHTBI 0 HUH()OPMALIMOHHOW OE30MaCHOCTH HA aHTJIUHCKOM SI3bIKE.

BHaI[eTI:Z HaBbIKaMHM IO KOHTPOJIFO HaI CO6JIIOI[€HI/I€M YCTAHOBJICHHOI'O IMOpsAAKa BBIITOJHCHHA
pabot, a Takke IEUCTBYIOIIETO 3aKOHOAaTenbcTBa Poccuiickoit deneparuu npu penieHuu Bo-
MIPOCOB, KACAFOIIUXCS 3aUTHl HHPOPMAIUH.

[To nucuuIuIMHE MpeaycMOTpeHa MPOMEXKYTOUHAs aTTecTalys B popMe 3ayera.
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OO61mast TpyA0EMKOCTh OCBOSHUS TUCIUTIIIMHBI COCTABISAET 2 3a4ETHBIC CIUHUIIBI.
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Ilpunoscenue 2

VYTBEPXJIEHO
[Iporokoun 3acenanus Kadeapol
No oT

JIUCT UBMEHEHUM

B paboyei mporpaMMe AUCHUIUIMHBI 3aiyTa HHQOPMaIMK OT HECAaHKITMOHUPOBAHHOTO JIOCTYMA

no HanpasieHuto noarotosku 10.03.01 MuadopmannonHas 6€300acCHOCTb

Ha 20 /20 y4eOHbIi TOA

1.B BHOCSITCS CIEIYIOIINE U3MEHEHHUS:
(anemenm paboueil npoepammol)

I ;

L2 ;

L0

2.B BHOCSITCS CIEIYIOIINE U3MEHEHHUS:
(anemenm paboueil npozpammol)

2 e, :

2 ;

2.0

3.B BHOCSITCSI CIIEAYIONINE U3MEHEHUSI:
(anemenm paboueti npocpammoi)

R T ;

R I :

3.0

Cocmasumens NnOONUCH pacuughposxa noonucu

oama



