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1. TIosicHUTENBLHAA 3aAMNCKA

1.1. Henp u 3a7a4n JUCHUATIINHBI

Henp aucuurumHel — GopMUpOBaHUE CUCTEMAaTHU3MPOBAHHBIX 3HAHUH O Mpoleccax pa3paboTKu
3alIMIIEHHBIX 00bEKTOB MH(pOpPMATU3aLMU U CHCTEM 3aLUThl HH(GOpPMALMM Ha MPUMEPE MO-
OMJIBHBIX CHCTEM M NPOMBIIUICHHBIX CETeH, MPUMEHAEMBIX IPU 3TOM MOJIXO0/AaX, METOJUKAX U
MexaHu3Max 3ammThel nHpopManuu ot BpenoHocHoro [10, a Takxke dhopmupoBanue y o0ydaro-
IIMXCSl YMEHUI U HAaBBIKOB, HEOOXOJUMBIX MPU HEMOCPEICTBEHHOM yYacTHH B YKa3aHHBIX IPO-
neccax.

3a1aun TUCHUIUTUHBL:

— chopMupOBaTh 3HAHUSA O MOJENIAX M FTANax KU3HEHHOI'O LMKJIA 3aILUIIEHHBIX 00ObEKTOB HH-
dopmMaTr3aluy U CHUCTEM 3aIUThl MH()OPMAIH, TPUMEHIEMBIX MOAX0/1aX U METoJax Mo odec-
NeYEHHUI0 0€30IIaCHOCTH Ha KaXK0M M3 JTaIoB;

— cpopmupoBaTh NpeACTaBICHUs 00 YSI3BUMOCTSIX, IPUCYIINX 00BEKTOB MH(OpMATH3AINHU, CBSI-
3aHHBIX C HUMH YTPO3aMH, a TaKK€ HABBIKM (POPMHUPOBAHUS MOJEIEH yrpo3 0€30MacHOCTH U
MOJIeJIeH ITOTEHIMAIbHBIX HAPYLIUTENEH;

— chopMupOBaTh U PA3BUTh KOMIETEHIMH, 3HAHUS U NPAKTUYECKUE HABBIKA OOECIIEUEHUs TeX-
HOJIOTHUYECKOW U 3KCIITyaTallMOHHOM 0€301macHOCTH 00bEeKTOB HH(OpMaTH3aLIHN.

1.2. ®opmupyeMble KOMIIETEHIINH, COOTHECEHHBIE € TUNIAHUPYEMBIMU PE3yIbTaTaMH 00ydeHUs
10 JUCLUILINHE:

Komnerennust Nupukaropsl komneTreH- | Pe3yabTaThl 00yyeHus
(ko1 ¥ HAMMEHOBA- 1070
HUE) (KOJl 1 HANMEHOBAHUE)
1IK-2 1IK-2.1 3Hamu:
Cnocoben npumenamo | 3Hame — apxumekmypy U | apXumexmypy U NPUHYUNbL NOCPOEHUs.
npocpaMMHble  Cpeo- | NPUHYUNLL NOCMPOEHUs ONne- | ONePAYUOHHBIX CUCMEM, NOOCUCTEM 3d-
cmea  CUCMeMHO20, | PAYUOHHBIX CUCTMEM, NOOCU- | wumvl UHpOpMaAyuU, cocmas Mmunogvlx
APUKIAOHO20 U Che- | cmeM 3awumsl ungopma- | KoHguesypayuii npOCPAMMHO-
YUANbHO20 — HA3HAYe- | YU, COCMAas Munogulx KOH- | annapamuvlx cpeocme 3auumol 3auju-
HUS, uHcmpymen- | ueypayuii. - NPOCPAMMHO- | WEHHBIX 00BEeKMO8 UHGOpMamuzayuu u
MmanvHele Ccpedcmea, | annapamusblx Cpeocms 3a- | cucmem 3auumosl UH@GoOpMayuu Ha npu-
AZBIKU U CUCMEMbL | UMbl UHGOpMaAYUU, A3bIKU | Mepe MOOUTbHLIX CUCTeM U NPOMbIULTEH-
NPOCPAMMUPOBAHUSL | U CUCMEMbl NPOSPAMMUPO- | HbIX cemeli
0714 peutenus npoghec- | anus
CUOHANbHBIX 3A0a4
1IK-2.2 Ymems: npomueooeticmeosamv yeposam
Ymeem  npomueooeiicmeo- | bezonacnocmu ungopmayuu ¢ ucnonvso-
6amb  yepo3am 0e30nacHo- | 6aHUeM 6CMPOEHHLIX CPeoCme 3aujumol
cmu uHgopmayuu ¢ UCnoieb- | UHopmayuu Ha npumepe MoOUNbHBIX
306aHuem BCMPOEHHBIX | CUCTEM U NPOMBIULTEHHBIX cemell
cpeocme  3auumol  UHGDOP-
mayuu




IIK-2.3

Bnadeem xonmponem Kop-
peKmuocmu  YYHKYUoHUpo-
8anUsl npOSPaAMMHO-
annapamuelx Ccpeocme 3a-
wumul uHgopmayuu 6 one-
PAYUOHHBIX CUCEMAX

Braoemy:

KOHMPOLEeM KOPPEKMHOCMU (DYHKYUOHU-
poeaHus NPOCPAMMHO-ANNAPAMHBIX
cpedcms 3auumsl uHopmayuu 8 onepa-
yuounvix cucmemax npumepe loT u In-
dustrial Ethernet

1IK-8

Cnocoben ocywecms-
JAAMb  MOHUMOPUHZ U
ayoum  3auUUeHHO-
cmu  ungopmayuu 8
aA8MOMAMU3UPOBAH-
HbIX CUCTEMAX

TIK-8.1

3naem ocnoenvle Kpunmo-
epaguueckue memoowvl, aj-
20pUMMblL, NPOMOKOJIbL, UC-
nonv3yemvie OIS 3aUUmbl
ungopmayuu 6 agmomamu-
3UPOBAHHBIX CUCTEMAX, Op-

Buame:

- yepo3bl Oe30nacHocmu uH@opmayuu u
B03MOJICHbIE NYMU UX Peatu3ayuu
Ymemn:

- onpeodensims UHGOPMAYUOHHbBIE Decyp-
Cbl, nooaexcawjue 3auwume;

- onpeodensams yepo3vl Oe30NaACHOCMU UH-

2aAHU3AYUOHHblE Mepbl  No | hopmayuu.

3awume ungopmayuu

TIK-8.2 Ymems:

Ymeem AHAIU3UPOBAMD | - ONPEOeNsiMb UHGPOPMAYUOHHBLE peCyp-
npocpammmbsie, apxumex- | covl, nooaexcawue 3auume;
MYPHO-MeXHUYeCKUue U cxe- |- AHAIUZUPOBAMb NPOSPAMMHbIE, APXU-
MOmeXHU4YecKue  peuleHus | MmeKmypHOo-mexHu4ecKue u cxemomexHu-
KOMNOHEHMO8 — A8MOMAMu- | YeCKue peuleHuss KOMNOHeHMOo8 asmomda-

3UPOBAHHBIX CUCMEM C Ye-
JIbIO  BbIAGNIEHUS. NOMEHYU-
anbHbIX  yAzeuMocmel 6es-
onacHocmu uHgopmayuu 8
A8MOMAMU3UPOBAHHBIX — CU-
cmemax, 8ecmu npomoKoJivl
U JICYpHanbl  yuema npu
ocyujecmenenuu ayouma
cucmem 3awumel uHgopma-
yuu  a8mMoMamu3upOBaAHHbIX
cucmem

MU3UPOBAHHBIX CUCTHEM,
- onpeoensimob yepo3vl 6e30nAcCHOCMU UH-
dopmayuu npu nposedenuu ayouma.

I1IK-8.3

Bnaoeem nasvikamu 6vipa-
bomku pexomeHOayuu O
NPUHAMUSL pPeueHuss 0 Mo-
OoepHuzayuu  cucmemvl 3a-
wumol uHpopmayuu asmo-
MAMU3UpOBAHHOU CUCEMbL

Bnaoemw:

- HABLIKAMU NO ONpedeNeHuio yepo3 Oes-
onacHocmu uHgopmayuu

- HABbLIKAMU NO 8bIPAOOMKE PEeKOMEHOA-
yutl 8 pamkax MOOepHU3AYUU CUCHEeMbl
3aUUMbL ABMOMAMUIUPOBAHHBIX CUCEM.
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1.3. MecTo IUCIUILTUHBI B CTPYKTYpe 00pa3oBaTeIbHOI MPOrpaMMbl

Jucuummza «3amuTta nHGOpMaIMK OT BPEAOHOCHOTO MPOTrPaMMHOI0 00eCIIeYeHuUs» OTHOCUT-
sl K TUCHUIUIMHAM I10 BBIOOPY YacTd, (JOpMHUPYEMOI ydacTHUKaMu 00Opa30oBaTeNbHBIX OTHOIIIE-
HUH 0JI0OKA TUCIMIUIMH Y4eOHOTO IJIaHa.

JIns OCBOCHMS AWCIMIUIMHBI HEOOXOAWMBI 3HAHWS, YMEHHUS W BIAACHUS, CHOPMUPOBAHHBIC B
X0JIe U3y4YEeHHUS CIeIYIOIUX AUCIUILINH U TMPOXOXKACHUS MPAKTUK: «ANNapaTHbIE CPEACTBA BbI-
YHUCIIUTENFHON TEXHUKN», «5e30MmacHOCTh OnepanoHHbIX cucTeM», «CeTH U CUCTEMBI Iiepeiadn
uHpopmanum», «TexHuueckass 3ammra uHpopMmanumy», «lIporpaMMmHo-anmapaTHBIE CpeACTBa
3aIIUTHl HH)OPMALIUI.

B pesynbTare ocBOEHHS AUCHUILTUHBI (POPMUPYIOTCS 3HAHUS, YMEHHUS U BIIAJCHUSA, HEOOXO0IU-
MbIC JUISI M3YYEHHS CIEAYIOMNX JUCHUIUIMH M MPOXOKACHUS MpakTuk: OIeHKa 0e30MacHOCTH
IPOTPaMMHOT0 0OecrieueHHs] aBTOMAaTU3UPOBAaHHBIX cucTeM, «lIpeaumiomMHuas mpakTuka.



2. CTpyKTYypa QM CUMILTHHBI

CTpyKkTypa IMCUMIIMHBI 1JIS 04HOI GopMbI 00yUeHHsI

OO6m1ast Tpy10EMKOCTh TUCIMIUIMHBI COCTABIISIET 2 3.€., 76 4., B TOM YHCJIe KOHTaKTHas paboTa

oOydaromuxcs ¢ npenogasateneM 40 4., camocTosiTenbHas padota oOydaromuxcs 36 4.

Bunpl yue6HO#M paboTh
(B Hacax) DopMBI TEKYILIE-
KOHTaKTHas . ro KOHTPOIS
Ne Paznen nucuurmim- Q 2 O % YCIIEBAEMOCTH,
n/n HBI/TEMBI 5 z é g = & | dopma npome-
ol o =2 % o % = | & § g chs ’KYTOYHOM aTTe-
S| B = |E§ 2£ z 5 g = CTAIIIU
5|2 |3 (23 92|85 | &8¢
olE o |8 5g8|FE =
1 Ionamue moouno- |7 |2 2 5 Ompoc.
HbIX cucmemul. ba- O1nieHka BbINOJI-
308ble 3HAHUS NO HEHUS TpaKTHYe-
3awume 06veKmMo8 CKHX 3aJ[aHUH
ungopmamuzayuu
2 llonsmue npomovr- |7 |2 2 5 Ompoc.
nennvie cemu. bazo- OrueHka BBINOJ-
8ble 3HaHUs NO 3a- HEHUS MpaKThye-
wume 06veKmMo8 CKUX 3aJ[aHUI
ungopmamuzayuu
3 Ilpoexmupoeanue 7 |2 4 5 Ormpoc.
cucmemvl 3auumbl Onenka BbINOJI-
KOH@UOeHYUuabHOoll HEHUS NpaKTHye-
ungopmayuu Ha CKHX 3aJ[aHU
npumepe mMooub-
HbIX cucmem u npo-
MBIUIEHHBIX cemell
4 Apxumexmypa 7 |2 4 5 Ompoc.
MOOUNBHBIX cucem OreHka BHITOJ-
HEHUS MpaKThye-
CKHUX 3aJIaHHI
5 Apxumexmypa npo- |7 |2 4 5 Ormpoc.
MbIULIEHHBIX cemell O1uieHka BBINOJI-
HEHUS TIpaKTHYe-
CKUX 3aJaHui
6 HopmamusHno- 7 12 2 5 Omnpoc.
npagosvie mpebo- Onenka BbINOI-
eanus no cepmuu- HEHUS TpaKTHye-
kayuu MobunvbHvix CKUX 3aJaHui
cucmem u nPOMulud-
JICHHbIX cemell
7 Ananus, knaccugu- |7 | 4 4 6 Ompoc.
Kayus u Memoovl Onenka BbINOI-
8HeOpeHUst 8pedo- HEHUS TpaKTHye-
HOCHbBIX NPO2DAMM CKHX 3aJJaHui




. 2 3auém no oune-
3auem c oyenxot
mam
WUTOTO: 16 24 36
3. Coaep:xanue JTUCHUIIMHBI

Ne | HammenoBaHue pa3aea JMCIH- Coaepxanue
TUIMHBI

1 IMonsTHe MoOMJIbHBIE cucTeMbl. | [loHsTHE, CTPYKTYpa M COCTaB MOOMIIHHBIX CHCTEM.
Ba3oBble 3HaHuA M0 3amuTe 00b- | Knaccudukanus o0bekToB HHPOpMATH3ALUH C TOY-
eKTOB HH(popMaTH3AIIUH K# 3peHus Oe3omacHoCcTH. [IpuHIMIB 00ecnieueHus

nHpopMannoHHoi 6e3omacHocTr. [ToHsATHE U BUIIBI
BpenonocHoro I10.

2 | llousitue mpombInuIeHHBIE ceTH. | [ToHATHE, CTPYKTYpa U COCTaB MPOMBILIUICHHBIX Ce-
Ba3oBble 3HaHHA M0 3ammTe 00b- | Teil. Knaccudukanus o6bekToB HHGOPMaTU3ALINY C
e€KTOB HH(pOpMaTH3AIIUH TOYKH 3peHus 6e3omacHocTH. [IpuHIHIB 0Oecte-

yeHus1 nHpopmarmonHoi 6e3omacHoctu. llonsTre n
BUJIBI BpenoHocHoro I1O0

3 IIpoekTUpOBaHuUEe cUCTEMBI 3a- dopmupoBaHue TpeboBaHUN K 00bEKTY HH(pOpMa-
IUTHI KOH(pUICHIHATbHON UH- Tu3anmu. MojenupoBaHue yrpo3 0€30MacHOCTH.
dopmanuu Ha npuMepe MoOMIb- | MeTobl oOecnieueHns 3alUIIEeHHOCTH 00bEKTOB
HBIX CHCTEM M MPOMBINLIEHHBIX nH(OpPMATHU3AINK Ha dTale BHEAPEHUS U IKCILTya-
cerei TalUU.

4 | ApxuTekTypa MOOWJIBHBIX CH- CrtpyKTypa ¥ Ha3HaYEHUE CUCTEMBI 3alllUThl NH-
cTeM dbopMaruu. JTanbl HOCTPOEHUS CUCTEMBI 3aIUThHI

uHpopmanuu. [Topsaaok pa3paboTKu CHCTEMBI 3a-
ITUTHI KOHPUACHITMATHHOU HHPOPMAIIUH.

5 | ApxuTekTypa npoMbIILIeHHBIX CTpyKkTypa ¥ Ha3HAYCHHUE CUCTEMBI 3aIUThI UH-

ceTei dbopMaruu. JTanbl HOCTPOEHUS CUCTEMBI 3aIUThHI
uHpopmanuu. [Topsaaok pa3paboTKu CHCTEMBI 3a-
ITUTH KOHPUACHITMATHHOU HHPOPMAIIUH.

6 HopmaTtuBHO-nIpaBoBbI€e TPEDO- [IpoTuBopeuns: Mexx1y HEOOXOAUMOCTBIO TIPUMEHE-
BaHUs MO cepTUPUKALTUT MO- HUS TPOTPaMMHO—TEXHUYECKUX CPEJICTB 3aLTUTHI
OMJILHBIX CHCTEM nH(popMaluy U TpeOOBAHUI MO OCYIIECTBICHUIO

KOHTPOJIBHBIX MEPOTIPUSATHI HA OCHOBE MOI00HBIX
cpencTB. B nanHoM ciydae nmporeaypbl KOHTPOJIb-
HBIX MEPOMPUSITHIA MOTYT OCYIIECTBIISITHCS C UC-
M0JIb30BAHUEM NEPCOHAIBHBIX JJAaHHBIX paOOTHUKA,
no/iBepraroierocs nmposepke. Komruiekc Hopma-
THBHO — MPABOBBIX JOKYMEHTOB, ONPEIEIISIOMNX
KaK KaTerOpUH U BUbI KOHOUICHIIMATEHOW UH-
dbopmartuu, TpedoBaHus 1Mo obecrieueHus nHpopMa-
IUOHHOM 06€30MacHOCTH MOAO0OHBIX HH(POPMAITMOH-
HBIX PECYPCOB, TaK U MEePEUCHb PEKOMEHTyEeMbIX
JUIS KCTIOJIb30BAaHUS CITIOCOOOB U CPEJICTB 3AIUTHI
uHpOopMau
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AHanm3, kiaaccupukanus u Me- Boesbie BpegonocHsie mporpammel. Kinaccuduxa-
TOJbI BHEJIPEHHUS BPETOHOCHBIX LIUU BPEIOHOCHBIX MPOrpaMM. MeTo1bl BHEAPECHHUS
nporpamMmm BPEIOHOCHBIX MporpaMM. BpenoHocHas nmporpamma

Stuxnet. BpenonocHas nporpamma
Wiper.Bpenonocnas nporpamma Flame.
Bpenonocnas nporpamma Duqu. Bpenonocnas mpo-
rpamma Icefog. AHanu3 cpeacTB JOCTaBKU Bpeao-
HOCHBIX NTPOTPaMM JJ0 00BbEKTOB UX aTaKU

4. O0pa3oBaTe/ibHbIEC TEXHOJIOTHH

O0pa3oBaTejibHbIE TEXHOJOTHHI

1

Ne . OoOpa3oBare/ibHbIE TEXHO-
u/n HaumenoBanue pasaena |(Buabl yueOHbIX 3aHATHI orun
1 |2 3 4
1 |llouamue modbunvuvie cu- |Jlexyus I Tpaouyuonnas nexyus ¢ uc-
cmembl. bazosvie 3nanus no NONb306aHUEM NPEe3eHMayuil
3awume 006vbeKmMos8 UHGop-
Mamuzayuu IIpakmuyeckoe 3anamue 1 |Bvinoanenue 3a0anuil
Camocmosmenvuas paboma |Paboma c rumepamypoii
2 |llouamue npomviuinennovle |Jlexyus 2 Tpaouyuonnas nexyus ¢ uc-
cemu. bazoevie 3nanus no NONb306AHUEM NPEe3eHMAayuil
3awume 006veKmMos8 UHGop-
Mamuzayuu IIpakmuyeckoe 3ansamue 2 |Bvinonnenue 3a0anuil
Camocmosmenvuas paboma |Paboma c numepamypoii
3 |lIpoekmuposanue cucmemot |Jlexyus 3 Tpaouyuonnas nexyus ¢ uc-
3auumol KOHPUOEHYUATb- NONb306AHUEM NPEe3eHMAayuil
HOU UHopmayuu Ha npu-
Mepe mobunvbHuix cucmem u |IIpakmuueckoe 3anamue 2 |Bvinonnenue 3a0anuil
NPOMBIULTIEHHBIX cemell
Camocmosmenvuas paboma |Paboma c numepamypoii
4 |Apxumexmypa mobunvnvix |Jlexyus 4 Tpaouyuonnas nexyus c uc-
cucmem NONb308aHUEM Npe3eHMAaAyUll
IIpakmuyeckoe 3ansamue 3 |Bvinoanenue 3a0anuil
Camocmosmenvuas paboma |Paboma c rumepamypoii
5 |Apxumexmypa npomviw-  |Jlexyusa 5 Tpaouyuonnas nexyus c uc-

JIeHHbIX cemell

noJjlib306AaHUEM npeaenmauuﬁ

B pasaene yka3blBalTCA o6paaoBaTeanble TeXHOoNnormn, ucnonb3dyemble Mnpu peanun3aunun pas3nnyHbiX BUOOB

y4YeBHbIX 3aHATUIA Ansi Haubonee 3hEeKTUBHOTO OCBOEHUSI AUCLMNIUHLI. Mpu NpoBeAeHUn y4ebHbIX 3aHATUiA obec-

neynBaeTCcs pasBUTME Y OOYYalOLMXCS HaBbIKOB KOMaHOHOW paboTbl, MEXMTUYHOCTHOW KOMMYHMKaLUW, NPUHSTUS

peLleHni, NUOEPCKMX KavyecTB (BKJ'I}O‘—Iaﬂ npu HeobxoanmocTn npoBeAeHNe MHTEePaKTUBHbIX NEKLUMIA, FPYNNoBbIX AMC-

KYCCWUIA, PONEBbIX Urp, TPEHWHIOB, aHaNU3 CUTyauuii U UMUTALMOHHBIX MOAENEN, NpenoaaBaHne AUCUMNNVH (Mogy-

J1e47) B pOpMe KypCOB, COCTaBMEHHbLIX HA OCHOBE pPe3ynbTaToB HayYHbIX UCCNEAOBaHUA, B TOM YuCre C YY4ETOM pe-

rMOHanbHbIX 0COBeHHOCTEW MNpOodECCMOHaNbLHOW AeATEeNbHOCTU BbIMYCKHUKOB M noTpebHocTelt pabotopaTeneit
(n.34. Mpukas Ne301).
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IIpakmuueckoe 3anamue 5

Camocmosmenvhas pa60ma

Buinonnenue 3aoanuii

Paboma c aumepamypoti

6 |Hopmamueno-npasoswvie
mpebosanus no cepmughu-
Kayuu MOOUNIbHBIX CUCmeEM

Jlexyus 6

IIpakmuueckoe 3ansimue 6

Camocmosmenvhas pa60ma

Tpaouyuonnas nexyus ¢ uc-
NOb308AHUEM NPE3eHMAYULL

Buinonnenue 3aoanuii

Paboma c aumepamypot

7 |Aunanus, knaccuguxayus u
MemoOobl 6HeOpeHUsl 8Pedo-
HOCHbBIX NPOCPAMM

Jlexyus 7.1
Jexyus 7.2

Ilpakxmuueckoe 3ansamue 7

Camocmosmenvras paboma

Tpaouyuonnas nexyus ¢ uc-
NOb308AHUEM NPE3eHMAYULL

Buinonnenue 3aoanuii

Paboma c numepamypoii

5. OueHka JIaHUPYEMBbIX Pe3yJIbTATOB 00y4eHM I

5.1. CucremMa OoreHUBaHUI

DopmMa KOHTPOJIA Makc. K0JIH4ecTBO 0aJ1710B
3a onny pa- |Bcero
ooty

Tekyimuii KOHTPOJIb:

- npakmuyeckoe 3anamue Ne | 10 6annos 10 6annos

- npakmuyeckoe 3ansamue No 2 25 6annos 25 6annos

- npakmuyeckoe 3ansamue Ne 3 25 6annos 25 6annos

- npakmuyeckoe 3ansamue Ne 4 -7 25 bannos 25 bannos

[IpoMexxyTouHas arrecTanus 40 6annos

3a4ém ¢ OYeHKou

HToro 3a nucuuniauny 100 6annos

3a4ém ¢ OYeHKOU

[lepeyeHb KOMIETEHIHMH C YKa3aHUEM 3TarnoB UX (POPMUPOBAHUS B IIPOIIECCE OCBOCHUS IUCIH-
IUIMHBI IPEJCTABISETCS B BUAE TaOIHIIbL:

Ne | Koumponupyemuvie pazde- | Koo konmpoaupyemoii kom- | Haumenoseanue oye-
n/n | 1bl OuUCUUNIUHDL nemenuyuu HOYHO020 cpedcmea
1. Temsr 1 —7 [IK-2.1, TIK-2.2, TIK-2.3, TIK- | Onpoc
8.1, IIK-8.2, T1K-8.3
2. [Ipaktuueckue 3ansatus 1 — | [IK-2.1, TIK-2.2, TIK-2.3, [1IK- | Ilnan npakTuueckoro
7 8.1, IIK-8.2, TIK-8.3 3aHATHA
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[TosrydeHHBINM COBOKYIIHBIN Pe3ylbTaT KOHBEPTUPYETCSA B TPAAULIMOHHYIO KAy OLICHOK U B
IKay olleHOoK EBporieiickoii cucteMsl nepeHoca 1 HakoruieHus kpeautos (European Credit
Transfer System; nanee — ECTS) B cooTBeTCTBHU C TaOIUIICH:

100-6annpHas mKa- TpazuimoHHas WKana [xana
Ja ECTS
95— 100 A
3394 OTIIMYHO B

68 — 82 XOPOIIO 3a4TE€HO C

56 — 67 D
50-55 YIIOBJIETBOPUTEIHLHO E

20 — 49 FX
019 HEYIOBJICTBOPUTEIIEHO HE 3aUTCHO F
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5.2. Kputepuu BbICTaBICHUS OLICHKU MO AUCLHUILIUHE

Bbanany/
HIxanaa
ECTS

OuneHka mo auc-
MUILINHE

Kpurtepun oneHkH pe3yibTaToB 00y4eHHs 110 AUCHH-
MJIMHE

100-83/
AB

COTIUIHOY/
«3a4TeHo (OTJINY-
HO)»/

«3aUTEHO»

BricTaBnsiercst oOydaromemycs, eCiu OH rIy00KO U TIpod-
HO YCBOWJI TEOPETUYECKUN U PAKTUYECKUN MaTepHall,
MOJKET IPOJAEMOHCTPUPOBATH 3TO HA 3aHATUAX U B X0JI€
MIPOMEKYTOUHOM aTTECTALIMH.

OO0yuaromuiicst KICYEPIBIBAIOIIE U JIOTHYECKH CTPOMHO U3-
Jaraet yueOHbI MaTepuall, yMeeT yBSI3bIBATh TEOPUIO C
MIPAKTUKOM, CIIpaBIIsieTcs ¢ pelIeHHeM 3a/1a4 Npodeccro-
HaJIbHON HAIpPaBJIEHHOCTU BBICOKOI'O YPOBHS CJI0KHOCTH,
MPaBIWJIBHO OOOCHOBBIBAET NMPUHSATHIEC PEILICHUSI.
CB000/IHO OpUEHTHpYETCs B y4eOHOH 1 podeccuoHalb-
HOU JIuTEpaType.

OreHka o JUCHUIUIMHE BBICTABIIAIOTCS 00YJarOMEMyCs C
y4E€TOM pEe3yIbTaTOB TEKYILEH U IIPOMEKYTOYHOU aTTe-
CTaLlUH.

Komnerenmuu, 3akpeniéHnble 3a JUCUUIUITMHON, CPopMHU-
pPOBaHbI HA YPOBHE — «BBICOKHIIY.

82-68/

«XOPOILIO»/
«3a4TeHoO (XOopo-
110)»/
«3aYTCHOY

BricraBisiercss o0yyaromemMycs, €Clii OH 3HaeT TeopeTHye-
CKHMU Y MPAKTUYECKHUI MaTepual, TpaMOTHO U MO CYIIECTBY
U3JIaraeT ero Ha 3aHATHAX U B XOZ€ IPOMEKYTOUHOM aTTe-
CTallMH, HE JOIYCKasl CyIIECTBEHHbBIX HETOYHOCTEM.
OOyuaromnuiicsi IpaBUIBHO MPUMEHSET TEOPETHUECKHUE TT0-
JIO’KEHUS TIPU PElIEHUH MPAKTUYECKUX 3a/1a4 Npodeccro-
HaJIbHON HaIpaBJIEHHOCTU Pa3HOI'O YPOBHS CII0KHOCTH,
BJIa/IeeT HEOOXOUMBIMU JI TOTO HAaBbIKaMU U Mpuéma-
MHU.

JlocTaTogHO XOPOIIO0 OPUEHTUPYETCS B YIEOHOU U TIPO-
(dheccruoHaIpHOM JIUTEepaType.

OneHka no JUCHUILIMHE BBICTABIISAIOTCS 00ydaroleMycs ¢
y4E€TOM pe3yIbTaTOB TEKYILEH U POMEKYTOYHOM aTTe-
CTalUU.

Komnereniuu, 3akpeniéHnble 3a JUCUUIUITMHON, CPopMHU-
pPOBaHbI HA YPOBHE — «XOPOILUIY.

67-50/
D.E

«yIOBIETBOPH-
TEIbHOY/

«3a4TeHo (ynoBie-
TBOPHUTEIHHO)»/
«3aUTEHO»

BricraBisiercst o0yyaromemycs, €Ciii OH 3HaeT Ha 6a30BOM
YPOBHE TEOPETUUECKUN U MPAKTUUECKUN MaTepHal, J10-
MyCKAeT OT/AEIbHbBIC OMNOKH MPH €r0 U3JT0KEHUHU Ha 3aHs-
THSIX U B X0JI€ TPOMEKYTOUYHON aTTECTALUU.
OOyuaronuiicst UCTIBITHIBACT ONPEIEIEHHBIC 3aTPYAHEHUS
B IPUMEHEHHUH TEOPETUYECKUX MOJI0KEHHUN MTPU PEILICHUH
MPAaKTUYECKHX 3a/1a4 MPO(eCCHOHATLHON HAIPaBIEHHOCTH
CTaHJIaPTHOT'O YPOBHS CII0KHOCTH, BIIaZIe€T HEOOXOIUMBI-
MU JJIs1 TOTO 0A30BBIMU HABBIKAMH H MPUEMAMH.
JIeMOHCTpUpYET TOCTATOYHBIN YPOBEHb 3HAHUS yIeOHOM
JUTEpaTyphl 10 AUCIUTIIMHE.

OrneHka no JUCHUILIMHE BBICTABISAIOTCS 00ydaroleMycs ¢
Y4ETOM pe3yIbTaTOB TEKYILEU U IIPOMEKYTOYHOM aTTe-
CTalUU.
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Banany/ OneHka 1o auc- Kpurepun oueHKH pe3yJibTaTOB 00y4eHHsI MO U CIU-
HIxana IHUIJINHE IJIMHE
ECTS
Komnerenmuu, 3akpeniéHnble 3a JUCUUIUITMHON, CPOpMHU-
POBaHBI HA YPOBHE — «10CTaTOYHBINY.
49-0/ «HEYIOBIETBOPU- | BrIcTaBisieTcs 00yJaroneMycs, €clid OH He 3HaeT Ha 0a3o0-
F,FX TETBLHOY/ BOM YPOBHE TEOPETUUECKUI U MPAKTUYECKUN MaTepual,
HE 3a4TEHO JOMyCKaeT rpyOble OMMOKHU MPHU €T0 U3JI0KEHUN Ha 3aHs-

THAX U B XOJI€ IPOMEKYTOUYHOM aTTECTALUH.
OOyuaronuiics UCTIBITHIBACT CEPbEIHBIC 3aTPYAHEHUS B
IIPUMEHEHUH TEOPETUYECKUX IIOJIOKEHUI NPU PEIICHUU
MPAaKTUYECKHX 3a/1a4 MPO(eCCHOHATLHON HAIPaBIEHHOCTH
CTaHJAPTHOT'O YPOBHS CJIOKHOCTH, HE BIIaJieeT HE0OX01u-
MBIMHM ISl 3TOT0 HaBBIKAMU U IPUEMaMHU.
JlemoHCTpUpYET parMeHTapHbIC 3HAHUS YICOHOU JTUTE-
paTypsl 10 JUCLIUIUIMHE.

OreHka o JUCHUIUIMHE BBICTABIIAIOTCS 00YJarOMEMyCs C
y4E€TOM pe3yIbTaTOB TEKYILEU U POMEKYTOYHOM aTTe-
CTaLlUH.

KomMmnereH1umn Ha ypoBHE «OCTaTOYHBINY, 3aKPETUIEHHBIE
3a AMCUUIUINHON, HE COPMHUPOBAHBI.

5.3. OueHouHbIe CpeacTBa (MaTepHabl) U TEKYIIET0 KOHTPOJIS YCIIEBAEMOCTH, TPOMEKYTOU-
HOH aTTecTalyy 00y4JaroIuXxcs 1Mo JUCIUILIIHE

Bomnpocs! k 3auety - nmposepka chopmupoBanHocTa komnereniuii [1K-2, TTK-8

KoHnTpoJbHBIE BOIPOCHI

Peanusyemblie KoMmIte-

TeHUHH

1. TlonsiThe, CTPYKTypa B COCTaB MOOMJIBHBIX CHCTEM. [K-2.1, I1K-2.2, TTIK-8.1,
I1K-8.2

2. Kiaccudukanus CHCTEM CHCTEM. IIK-2.1, I1K-2.2, TIK-8.1,
I1K-8.2

3. Ilpunmuner obGecniedeHus: nHpopmannonnoi 6e3omnac- | [1K-2.1, I[TK-2.2, TIK-8.1,
HOCTH. I1K-8.2

4. JKu3HEeHHBIN ITUKI MOOMIIBHBIX CHCTEM. IIK-2.1, I1K-2.2, TIK-8.1,
ITK-8.2

5. MopnenupoBanue yrpo3 OeszomacHocTH oObekTa uH- | [1K-2.1, ITK-2.2, TIK-8.1,
dbopmaTuzanuu. I1K-8.2

I1K-2.1, I1K-2.2, I1K-2.3,

6. YmpaBieHHEe TPOCKTUPOBAHUEM 3aIUIIEHHBIX 00BEK-

TOB MH(OpMATH3ALINY.

I1K-8.1, I1K-8.2, I[1K-8.3

7. CTpyKTypa W Ha3HA4Y€HHE CHUCTEMBI 3aIUTHl UHQOP-

MalMu Ha IpUMEpPC MOOMJIBHBIX CHCTEM.

I1K-2.1, IIK-2.2, I1IK-8.1,
I1K-8.2

8. Dramnbl NOCTPOCHUS CUCTEMBI 3aIIUTHI HH(OPMAIIHH.

I1K-2.1, IIK-2.2, T1IK-8.1,
IT1K-8.2

9. ApXuUTEeKTypa MOOMIIBHBIX CHCTEM.

I1K-2.1, IIK-2.2, IIK-8.1,
IT1K-8.2

10. O11eHKa COOTBETCTBHUS CUCTEMBI 3AIIIUTHI.

I1K-2.1, I1K-2.3, I1IK-8.1,
I1K-8.3

11. MeToaMky aHaiu3a PUCKOB HH(POPMALMOHHON 0€3-

I1K-2.1, I1K-2.3, I1K-8.1,
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OITaCHOCTH.

I1K-8.3

12.

ATtTecranus 00beKTOB MHPOpPMATU3ALUK 110 Oe30mac-
HOCTH.

I1K-2.1, I1K-2.2, I1IK-8.1,
I1K-8.2

13.

[IpoTuBOpeuns Mexay HEOOXOIUMOCTHIO IIPUMEHEHHS
IPOTPAMMHO—TEXHHUYECKUX CPEJICTB 3aIlUThl HH-
dopMmaruu U TpeOOBAaHUN MO OCYIIECTBICHUIO KOH-
TPOJIBHBIX ~MEPONpPHUATHH Ha OCHOBE TOHOOHBIX
CPEICTB.

I1K-2.1, IIK-2.2, T1IK-8.1,
I1IK-8.2

14.

@DakTopbl pHUCKA TNPU HCHOIB30BAHUU MOOUIIBHBIX
YCTPOMCTB JJIsl Tepeiadll KOPHOpaTUBHONW HH(pOpMa-
97078

I1K-2.1, IIK-2.3, IIK-8.1,
I1K-8.3

15.

OTBETCTBEHHOCTh TOJB30BaTeNel Mmpu 00paboTKe
KOPITOPATHBHBIX JAHHBIX HA MOOMIIEHOM YCTPOICTBE.

I1K-2.1, I1K-2.3, T1IK-8.1,
I1K-8.3

16.

Bo3smoxHOcTH TiepexBara MOOWIIBHBIX COOOIIECHUH,
3BOHKOB M TepeIaBaeMbIX (DaiJIOB 1O HE3aITUIIICHHBIM
KaHajaM CBs3U (MOJKIIIOYEHUE K MyOJUYHBIM TOYKAM
Wi-Fi, ucnonp3oBanre HE3aUIIEHHBIX MPUTI0KESHUM
JUTSI 3BOHKOB, COOOIICHMIA U XpaHeHUs (aillioB u JIp.)

I1K-2.1, I1K-2.3, I1IK-8.1,
I1K-8.3

17.

[IporpammeI-BeIMOTaTENN JUTSL MOOUITBHBIX
yCTpPOUCTB.BOTHETHI.

I1K-2.1, IIK-2.3, IIK-8.1,
I1K-8.3

18.

3amuiesHocTs MoOmIbEHBIX OC.

I1K-2.1, I1K-2.3, I1IK-8.1,
I1K-8.3

19.

MDM-penienus 1Jis 321U Tl MOOMIIBHBIX YCTPOMCTB.

I1K-2.1, I1K-2.2,T11IK-2.3,
I1K-8.1, I1K-8.2, I1K-8.3

20.

Capsule Workspace kak n3onupoBaHHasi OT OCTaIbHOM
OTICPAIIMOHHON Cpelbl MOOWJIBHOTO YCTPOWMCTBa 3a-
HIMIIEHHAs W 3amupoBaHHas 001acTh, BHYTPH KOTO-
poli y)Xe pa3BepHYTHI 10YTa, KaJCHIApb, XPAHWIAIIC
daiinos, 6paysep u Jp.

I1K-2.1, I1K-2.2,TIK-2.3,
I1K-8.1, I1K-8.2, IIK-8.3

21. UnTennextyaneuble  cucteMbl — npeaynpexaenus | [1K-2.1, T1K-2.2,I1K-2.3,
BTOP>KEHUI. IIK-8.1, IIK-8.2, I1K-8.3

22. AHTUBHUPYCHI KaK CpeICTBO 3alIuThl 0T BpeaoHocHoro | [TK-2.1, T1K-2.2,I1K-2.3,
I10. I1K-8.1, T1K-8.2, T1K-8.3

23. CpenctBa oOHapykeHusi arak Ha npumepe Snort u | [TK-2.1, TIK-2.2,I1K-2.3,
Surricata. IIK-8.1, IIK-8.2, I1K-8.3

24. Cuctema Enstein. Ee ¢ yHkImmonan n Ha3HauYeHHE. [IK-2.1, IIK-2.2,I1K-2.3,
ITK-8.1, T11K-8.2, T1K-8.3

25. Metozpl nepexBara HHGpOpManuu u Texnonorus npo- | [IK-2.1, T1IK-2.2,11K-2.3,
tuBoaericTeus CCHUB. IIK-8.1, IIK-8.2, I1K-8.3

26. IlepcnexkTuBHBIE HampasieHus pa3Butus Bbicokocko- | ITK-2.1, TTK-2.2,11K-2.3,
POCTHBIX CETEH U UX 3aIUTHI. IIK-8.1, IIK-8.2, T1K-8.3

27. DTHYHBIA XaKUHT. IIK-2.1, I1K-2.2,11K-2.3,
I1K-8.1, T1K-8.2, I[1K-8.3

28. TexHomorus HOyOOTOB. IIK-2.1, I1K-2.2,11K-2.3,

I1K-8.1, I1K-8.2, I1K-8.3

IIpumepHbIe 3a1aHKus 1JIS1 TECTUPOBAHUSA- POBEepPKa cPOPMUPOBAHHOCTH KOMIIETEHIUI

MK-2, ITK-8

1. Ilo3BousieT mosay4aTp AOCTYN K HH(OPMALHMH, NepPeXBa4YeHHON IPYrHMH Ipo-
rPaMMHBIMH 3aKJIAJIKAMH, MO/Ie/1b BO3ACHCTBUS MPOrPAaMMHBIX 3aKJIAI0K THIIA
a) mepexsar
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b) ybopka mycopa
¢) HaOIIOIeHNE
d) komnpomemayus

2. IlepBbiM 3Tanom pa3padorku cuctemsbl 3ammThl UC saBasiercs:
a) aHanu3 NOMeHYUaIbLHO B03MONCHLIX YePO3 uHdopmayuu

b) n3ydenne HHPOPMAIIMOHHBIX ITOTOKOB

C) CTaHAapTH3aIMs POrPaMMHOT0 oOecreueHus

d) oreHka BO3MOXXHBIX TIOTEPh

6. YueOHO-MeTOAMUYECKOE M HH(POpMALMOHHOE 00ecnieYeHHe TN CUMILTHHBI

6.1. CrluCOK UCTOYHUKOB M JIUTEPATYPHI

Hcrounukn
OCHOBHBIE

1. Pyxosodsuwuii 0okymeHT. 3alUTa OT HECAHKIIMOHUPOBAHHOTO JJOCTYIA K MH(POPMAIIUH.
TepMmuHbl U onpenenieHus. Y TBEpKACHO PELICHUEM Mpeacenarens ['octexkomuccuu
Poccum ot 30 mapta 1992 r. [DnexktpoHHslid pecypc] : Pexxum nocryna :
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-
normativnye-dokumenty/386-rukovodyashchij-dokument-reshenie-predsedatelya-
gostekhkomissii-rossii-ot-30-marta-1992-g3, cBoO60oaHbIH. — 3ari. ¢ 3KpaHa.

2. Pykosooawuii 0oxymernm. ABTOMaTU3UPOBAHHBIE CHCTEMBI. 3aIllUTa OT HECAHKIIMOHUPO-
BaHHOTO JlocTyna K uHpopMaruu. Knaccudukarysi aBTOMaTU3UPOBAHHBIX CUCTEM H Tpe-
OoBaHuU4 M0 3a1KTe HHGOpMAIUU. Y TBEPKIIEHO pellleHrneM npeaceaarens ['ocynap-
CTBEHHOW TexHHuecKoil komuccuu npu [Ipesnnente Poccuiickoit ®denepanuu ot 30 map-
ta 1992 r. [DnextpoHHbIN pecypc] : Pexum gocryna : https://fstec.ru/tekhnicheskaya-
zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/384-
rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-
1992-g, cBOOOAHBINH. — 3ari. ¢ SKpaHa.

3. Pyxosoosuwuii 0okymerm. CpencTBa BBIYUCIUTEIHHON TEXHUKH. 3aluTa OT HECAHKIHO-
HUPOBAHHOTO JOCTyMa K nHpopMaruu. [lokazaTenu 3auiméHHOCTA OT HECAaHKIIMOHUPO-
BaHHOTO JIOCTyNa K nHGopManuu. Y TBEpKICHO pelIeHneM npeaceaarens I ocynap-
CTBEHHOW TexHHuecKoil komuccuu npu [Ipesnnente Poccuiickoit ®deneparuu ot 30 map-
ta 1992 r. [DnextpoHHbId pecypce] : Pexum gocryna : https://fstec.ru/tekhnicheskaya-
zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/385-
rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-
1992-g2, cBOoOOAHBIH. — 3ari. ¢ 3KpaHa.

4. Pykosooswuii 0okymenm. CpefcTBa BEIYUCIUTEILHON TEXHUKH. MEXCETeBbIC SKPaHbI
3amuTa OT HECAaHKITMOHUPOBAHHOTO J0CTYMa K nHpopmanuu. [lokazaTenu 3amuméHno-
CTH OT HECAHKI[MOHHPOBAHHOTO JI0CTyMAa K HH(GOpMaluu. Y TBEpKACHO pPELICHUEM Mpe-
cenareins ['ocynapcTBeHHOM TexHU4eckor komuccuu npu [Ipesunenre Poccniickoit de-
nepanuu ot 25 uroiig 1997 r. [DnekTponHslil pecypce] : Pexxum gocryna :
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-
normativnye-dokumenty/383-rukovodyashchij-dokument-reshenie-predsedatelya-
gostekhkomissii-rossii-ot-25-iyulya-1997-g, cBoO6omHbIi. — 3ary. ¢ FKpaHa.
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OHHasi 6e30MacHOCTh : Mo mpoduiasim: OpraHuzanus U TEXHOJOTHUS 3alIUThl HHPOpMAIUH,

KowmmnekcHas 3ammra 00bekToB MHpopMaTu3anuu /| Munobpuayku Poccuu, denep. roc.

O10/KETHOE 00pa3oBaT. yupexacHue BoIicil. nmpod. oOpazoBanus "Poc. roc. rymMmaHuTapHBIN

yu-T" (PITY), UH-T nndopman. Hayk U TexHoJoruii Oezonacnoctu, ®ak. nuudopmarl. cu-

cteM u Oe3zonacHocTH, Kad. kommbroTepHoit O6e3omacHocTH ; [cocT.: Kazapun O. B. ; oTs.
pen. A. A. Tapacos]. - DnekTpoHn. gaH. - Mocksa: PITY, 2013. - 30 c. - Pexxum noctymna:
http://elib.lib.rsuh.ru/elib/000009341. - 3arm. ¢ sxpana. - ISBN 978-5-7281-1789-6.

6.2. Ilepeuenpb pecypcoB HHPOPMAITMOHHO-TEIIEKOMMYHUKAITMOHHOM ceTn « HTEepHETY.

1.

2.

3.

OXPAHA .ru. Poccuiickoe CMU o 6e3onacHoCcTH. [DneKkTpoHHBIH pecype] : Pexxum nocryna :
https://oxpaha.ru/, cBoGoaHBIA. — 3ari. ¢ FKpaHa.

Sec.ru. [Topran mo 6e3onmacHOCTH. [DeKTPOHHBIN pecypc]| : Pexxum moctyna : http://sec.ru/,
HEo0X0MMa perucTparys. — 3ari. ¢ SKpaHa.

bank oannvix yepos 6ezonacnocmu ungopmayuu. [dnexrponnsiii pecype] / ®CTOK Poccun,
DAY «'HUUU TIT3U ®CTIK Poccum» — Pexxum moctyma : http://sec.ru/, cBoOOIHBIN. —
3ari. ¢ 3KpaHa.
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7. MaTtepuajibHO-TeXHUYECKOe o0ecredeHne JUCIUNINHBI

Jlst mpoBeieHrs 3aHATHH HEOOXOAMMO CIIEAYIOIIee MaTepruaIbHO-TEXHUUECKOe 00eCTIeueHUE:
1) nAJyis NEeKIMOHHBIX 3aHATUN — JIEKIIMOHHBIN KJIACC C BUJIEOIIPOECKTOPOM M KOMIIBIOTEPOM,
Ha KOTOPOM JIOJDKHBI OBITh ycTaHOBJIEHO cienyromiee [10:

No Haumenosanue 10 [TpousBoauTenn Crnioco6 pacrpocTpane-
/11 HUS

1 Microsoft Office 2010 Microsoft JINLIEH3UOHHOE

2 Windows 10 Pro Microsoft JTUTICH3NOHHOE

3 Kaspersky Endpoint Security Kaspersky JIUTIEH3MOHHOE

2) IS MPAaKTUYECKUX 3aHATUA — KOMITBIOTEPHBIN KJ1acc, 000PYI0BaHHBIN COBPEMEHHBIMH
NEPpCOHAIbHBIMU KOMITBIOTCPpAMU IJIA KAXKAOTO CTYACHTA. Ha KOMITIBIOTCPC JOJIZKHBL 6I:ITB
ycTaHoBlieHO cienytoiiee [10:

HanmenoBanmue 10 [TpouzBoau- Crnioco6 pacripoctpaneHust (JTUIEH-
Nen TeNb 3HOHHOE UJIM CBOOOTHO pacmipocTpa-
/i HSAEMOC)

1 Microsoft Office 2010 Microsoft JIUIICH3UOHHOE

2 Windows 7 Pro Microsoft JIMIIEH3UOHHOE

3 Microsoft Share Point 2010 | Microsoft JIUIICH3UOHHOE

4 Microsoft Office 2013 Microsoft JIMIIEH3UOHHOE

5 Windows 10 Pro Microsoft JTUTEH3UOHHOE

6 Kaspersky Endpoint Security | Kaspersky JIuuiensnonHoe

7 Vmware Player 15.5 VMWare Pexxum noctymna:
https://www.vmware.com/products/
JleMo-Bepcust

ILJ'DI IMPOBCACHU A 3aHATHI JICKOIMOHHOT'O TUIIA NPCJIararoTCd TCMaTUICCKUEC UIUTIOCTPALUA

B (hopmare npe3enranuii PowerPoint.

Ilepeuens B/l u UCC

Nenn
/i

Haumenosanue

1

Mexnaynapoansie pedepaTuBHble HaykoMmeTpudeckue bJl, mocTymHbie B pamkax
HanuoHaILHOM noanucku B 2020 r.
Web of Science

Scopus

[Ipodeccuonanpabie momHOTEKCTOBBIE bJI, AOCTYmHBIE B paMKax HaIMOHAIBHOU
noxamnucku B 2020 1.

Kypuaner Cambridge University Press

ProQuest Dissertation & Theses Global

SAGE Journals

Kypnans! Taylor and Francis

[TpodeccuonanpabIe TOTHOTEKCTOBBIE b/l

JSTOR

W3nanus no o01ecTBEHHBIM U TYMaHUTApHBIM HayKaM
DnektponHas 6ubianoreka Grebennikon.ru

KomnbroTepHble ClIpaBOYHbIE TPABOBBIE CHCTEMBI
Koncynprant Ilntoc,
l"apanT
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8. Obecnieyenne 00pa3oBaTEJBLHOIO NpoLecca JJIs JUI ¢ OTPAHNYCHHBIMH BO3MOKHOCTSI-
MH 310POBbSI

B xoze peanuzanuu IMCUUIUTAHBI UCTIOJB3YIOTCS CIEIYIOLIUE JOTIOTHUTEIbHBIC
METO/]Ibl 00Y4YEeHHUsI, TEKYIIIETO KOHTPOJIS YCIIEBAEMOCTH U ITPOMEKYTOUHOM aTTecTaluu ooyda-
IOIUXCS B 3aBUCUMOCTH OT UX WHIUBUAYAIBHBIX OCOOSHHOCTEH:

® IS CIICIIBIX U CIa0OBUIAIINX:

— JIEKIIMK OOPMIIIOTCS B BHJIE€ JIEKTPOHHOTO JOKYMEHTA, JOCTYIHOTO C MOMOIIbIO KOM-
IBIOTEPA CO CIIEUAIN3UPOBAHHBIM MPOTPAMMHBIM 00ECTICUCHUEM;

— NUCbMEHHBIC 33JaHMs BBIMOJHAIOTCA HA KOMIBIOTEPE CO CIEHUAIM3UPOBAHHBIM IPO-
I'PaMMHBIM 00€CIIe4eHUEM, UK MOTYT ObITh 3aMEHEHBI YCTHBIM OTBETOM;

— obecrieunBaeTCsl HHANBUIYaIbHOE paBHOMEPHOE ocBerieHue He MmeHee 300 Jrokc;

— ISl BBIMOJIHEHUS 3a/laHUsl TNPH  HEOOXOAMMOCTH TIPEAOCTABISAECTCS YBEIHMYMBAIOIICE
YCTPOMCTBO; BO3MOXKHO TaKKe UCIIOJIb30BaHHE COOCTBEHHBIX YBETUYMBAIOIINX YCTPOUCTB;

— MUChMEHHBIE 3a/1aHUS 0(OPMIISIOTCS YBEIIMYCHHBIM HIPU(TOM;

—3K3aMeH U 3au4€T IMPOBOJATCA B YCTHOW (pOopMe HIIM BBIIOJHSIOTCSA B MUCbMEHHOU dopme
Ha KOMIIBIOTEPE.

® JUIS TIYXHUX U CIa0O0CIBIIIAIINX:

— JIGKIIMM OQOPMIISIFOTCSI B BUJE AJIEKTPOHHOTO OKYMEHTa, JTUOO MpeaocTaBisieTcs 3BYKO-
YCUJIMBAIOILAS aNlaparypa HHIUBUAYATLHOTO MOJIb30BAHNUS;

— MUChbMEHHbIE 3aJJaHKsI BBITTOJIHAIOTCS Ha KOMIIBIOTEPE B MUCbMEHHOU hopme;

—9K3aMEeH M 3a4€T MMPOBOJAATCS B MUCbMEHHOH (popMe Ha KOMIIbIOTEpPE; BO3MOXKHO IPOBEIE-
HUE B (popMe TECTUPOBAHHS.

e JUIs JIUL C HAPYIIEHUSIMH OTIOPHO-/IBUTATEJILHOTO amnmapaTra:

— JIeKUuu O(POPMIISIOTCS B BUJE JIEKTPOHHOTO JOKYMEHTA, JOCTYIHOTO C IOMOIIbIO KOM-
NBIOTEPA CO CINEMATU3NPOBAHHBIM POTPAMMHBIM 00ECIICUEHHUEM;

— IMCbMEHHBIE 33JaHMsI BBINOJHAIOTCA HA KOMIBIOTEPE CO CIEHUAIM3UPOBAHHBIM IIPO-
TPaMMHBIM 00€CTICeUCHUEM;

—9K3aMeH U 3a4€T MPOBOJATCS B YCTHOH (popMe MM BBIOJIHSIOTCS B MHUCBMEHHOH (opme
Ha KOMIIBIOTEPE.

[Tpu HEOOXOIUMOCTH MpeyCMaTPUBACTCS YBETUUYEHUE BPEMEHHU JJIS TIOATOTOBKU OTBETA.

[Ipouenypa  mnpoBeneHHS  MPOMEXKYTOUYHOM  arrecTauu Uil  OOy4YaroIuXcs
YCTaHABIMBACTCS C Y4YETOM UX HMHIUBUAYAJIbHBIX IICUXO(PHU3MUECKUX OCOOEHHOCTEH.
[TpomexxyTouHast aTTecTalusi MOXKET MIPOBOIUTHCS B HECKOJIBKO ATAIOB.

[Tpu mpoBeneHNH TPOLEAYPHl OLECHUBAHUS PE3YIbTATOB OOYyUCHHsS MpEayCcMaTpHBAETCS
UCIIOJIb30BAaHME TEXHUYECKUX CPEACTB, HEOOXONMMBIX B CBSI3W C WHIUMBUIYaJIbHBIMU
0COOCHHOCTSAMHU O00yYaroIuXcs. DTU CPEICTBA MOTYT OBITh HPEIOCTABICHBI YHUBEPCUTETOM,
WJIM MOTYT MCIIOJIb30BaThCSl COOCTBEHHBIE TEXHUYECKUE CPEICTBA.

[IpoBenenne mpomenypsl OICHHMBAHUS  PE3YJAbTaTOB  OOy4YEHHs JIOMYCKaeTcs C
HCIIOJIb30BaHUEM JIMCTAHIIMOHHBIX 00pa30BaTeIbHBIX TEXHOIOTHH.

ObecneunBaeTcst AOCTYN K MH(POPMALMOHHBIM M OUONMoOrpaduyeckuM pecypcam B CETH
WuTepHer ans kaxzaoro oOydaromierocs B (opMax, aJanTUPOBAHHBIX K OTPAHUYEHUSIM HX 3[10-
POBBSI U BOCIIPHUSTHS HHPOPMALTUU:

e JUIS CIENbIX U CIa00BUISAIINX:

— B ITIeYaTHOU (popMe YBEITUUCHHBIM MIPUDTOM;

— B (popMe 3IIEKTPOHHOTO TIOKYMEHTA;

— B (hopme ayauodaiina.

® Ui TIYXHX M cIa0O0CITBIIIATHX:

— B re4aTtHoi (opme;

— B hopMe JIEKTPOHHOT 0 TIOKYMEHTA.

e Ui 00yYaroIuXcs ¢ HAPYIICHUSIMHU OMOPHO-/IBUTaTEIbHOTO armapara:
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— B 1e4aTtHoO# opme;
— B hopMe JIEeKTPOHHOT'O IOKYMEHTA;
— B opme ayauodaiina.

VY4eOHble ayAUTOpUH IS BCEX BUAOB KOHTAKTHOM M CaMOCTOSITENIbHOM pabOThl, HayuyHas
OnbnuoTeka W WHBIC MOMEIIEHUS IJisi OOyYeHUs OCHAIICHBI CHEIHATLHBIM OO0OPYIOBAaHHEM U
y4eOHBIMU MECTaMH C TEXHUUYECKUMHU CPEJICTBAMU O0yUEHUS:

® JUIS CIENBIX ¥ CA00BUISIINX:

— YCTPOMCTBOM JIJIs1 CKAaHUPOBaHUS 1 uTeHus ¢ kamepoid SARA CE;

— nuctuieem bpaiing PAC Mate 20;

— mpunTepoM bpaiins EmBraille ViewPlus;

® JUIS TIIYXUX U CIa0OCIBIIIAIINX:

— aBTOMAaTU3HPOBAHHBIM pa0OYMM MECTOM MJIS JIFOJICH C HApPYIICHHEM CIyXa U Cl1abOoCIbI-
HIanux;

— aKyCTUYECKUN YCUTTUTEINb U KOJIOHKH;

e U5 0O0YYarOMIMXCS C HAPYLIEHUSIMU OTIOPHO-/IBUTaTENILHOTO afrmapara:
— MEePEIBMKHBIMU, PETYJIUPYEMBIMU 3proHoMuyeckumMu napramu CU-1;
— KOMIIBIOTEPHON TEXHUKOH CO CHEIHATbHBIM MPOTPAMMHBIM 00ECTICUCHUEM.

9. MeTtoau4eckue MaTepHaJbl

9.1. Ilnanbl NpaKTHYECKUX 3aHATHII - TPOBepKa chopmupoBanHocTu Kommnerenunid ITK-2,
K-8

IpakTnyeckoe 3ansaTue 1 (4 4.) «O01mass apxuTeKTYpa MOOMJIBHBIX CHCTEM» - IIPOBEPKA
chopmupoBannocT kommereniui [1K-2, TTK-8

3aoanus:
1. OOcynuTh NOHSITHE, CTPYKTYPY U COCTaB MOOMIIbHBIX cucTeM. [laTh kinaccuduxaruio
00BEKTOB MHPOPMATU3AIUY TI0 33JaHUIO TIPETIOaBaTeIs.
CHuCOK JIUTEpaTypHI:
[IpuBenén B . 6 nannou PIT/]

MamepuanbHo-mexHuueckoe obecneyenue 3aHAMuUA: AyAUTOPUS, OCHAIIICHHAS TIPE3EHTAIlMOH-
HOM TEXHHUKOU (MMPOEKTOP, IKPaH, KOMITBIOTEP/HOYTOYK). KoMIbIOTEpHI MO KOTUYECTBY 00yUa-
formxcs ¢ pa3pépuyroit OC MS Windows, Bupryansnoit mammnoii, [TIIIT MS Office v.2007 u
BBIIIIE

IIpakTnyeckoe 3ansitue 2(4 4.). TeHeHIIUN B Pa3BUTHH COBPEMEHHBIX CPEICTB 3aUThI
uHpopmanuu (nmposepka copmupoanHoctu kommnerenuuii [1K-2, ITK-8)
3ananue: 3yuuth
— CoBpeMeHHbIE TeHJICHIIMU 3alIUThl HH(OPMAIUU B pacpeIeICHHBIX MOOMIBHBIX CHU-
cremax Poccuiickont @enepannu
— CoBeplIeHCTBOBaHHUE TOCYAPCTBEHHOM CUCTEMbI OOHAPYKEHUS, IPEAYNPEXKICHUS U
JMKBUAALMY NTOCIIEACTBUI KuOepaTak Ha poccuiickue cetu [1oBblleHne 3alUIEeHHOCTH
UH(OPMALIMOHHBIX CHCTEM U ceTelt cBsi3u rocopraHoB Pazsutue 'OCCOIIKA Kubep3a-
nMTa opraHoB Biaactu MexayHapoanoe cotpynandectso OOH, bBPUKC, ATOC, O[AKb,
CHI" O6bexTuBHOE ucnionb3oBanue nHoctpanubix [TAK be3onacHblil uHTEpHET.
—  VYka3 [Ipesunenta Yka3 [Ipesunenta Poccuiickoit enepanun ot 1. 646 O6 yTBEepKIe-
Huu Jloxktpunsl nHpopmarmonHoi 6e3omacHoctu Poccutickoit deneparuu O3 [T PO
[IIT P® Denepanbublii 3akon Poccuiickoit @enepanuu «O 0€30MacHOCTH KPUTUIECKOM
nHpopmanmonHo nHPpacTpyKTypsl Poccutickoit deneparun» [Tocranosnenue [IpaBu-
tesnbeTBa PO ot "O BHEceHNH M3MEHEHUH B TpeOOBaHUS K OPSIKY CO3JJaHUs, Pa3BUTHS,
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BBOJIa B OKCILTyaTallni0, SKCITyaTallii ¥ BBIBOJIA U3 SKCILTyaTalluy TOCYIapCTBEHHBIX
MH(OPMAILIMOHHBIX CUCTEM U JTalTbHEHIIEro XpaHeHHs cojiepxKaleiics B ux 0azax JaH-
HbIX nHpopmarmu" [Tocranosnenue [Ipasurenscta PO ot 6 mas 2016 1. 399 «OO6 opra-
HU3aLMU TOBBIIICHHS KBATU(DHUKAIIUHU CIIELUATMCTOB MO 3aIUTe HHPOPMAIIUHU U JOIIK-
HOCTHBIX JIMII, OTBETCTBEHHBIX 32 OPTraHU3AIMIO 3aIUThI HH()OPMAILIUY B OPraHax ToCy-
JTAPCTBEHHOM BJIaCTH, OpraHaXx MECTHOTO CaMOYIIPaBJICHHUsI, OpTaHU3AIUAX C TOCyIap-
CTBEHHBIM yudacTueM u opranuzanusax OITK»

— HW3menenus B npodunbHbIX HanpaBieHusx 3amuThl nHGopmarun @CTIK Poccuu Mo-
JIeNTb THOCTPAHHBIX TEXHUYECKUX pa3Benok 10 2025 roxa (mpukas) TpeOoBaHUs K MEX-
ceTeBbIM dKpaHaM (Tipuka3 9acmn) TpeGoBaHuUs M0 TEXHHYECKOM 3aIuTe HHPOPMAIIHH,
conepskaniue ceenenusi, coctapisiromue [T (mpuka3) TpeboBanus 6€30MacHOCTH UH-
dbopmaruu K onepanroHHbpIM cucteMaM (tipukas 119) TpeboBanus kK cpeacTBaM yHH-
YTOXEHUS HHPOPMAITUN Ha MAIIIMHHBIX MArHUTHBIX HOCUTEISX HH(DOpMAIHK CITIOCOO0M
MarHUTHO-CHJIOBOTO Bo3nelcTBHs (mpuka3 18) OO0 yTBepKaeHnH TpeOOBaHMH O 3aIIUTe
UH(pOpMaLKH, He COCTABIISAIONICH TOCYJapCTBEHHYIO TallHy, COZiepKalleiics B rocyaap-
CTBEHHBIX HH(GOPMAIIMOHHBIX cucTeMax (rpuka3 17) O BHECEHUN U3MEHEHUH B COCTaB U
coJiepKaHNe OPraHU3AMOHHBIX U TEXHUYECKUX Mep M0 00eCTIeYeHHI0 0e301acHOCTH
MIEPCOHAIIBHBIX IAHHBIX MPU UX 00pab0TKe B MH(GOPMAIIMOHHBIX CUCTEMAX IMEPCOHATb-
HBIX JJAaHHBIX (TIpuKa3 49)

— O mepax 1o 3anure HHPOPMaLMH, HaPaBJICHHBIX Ha HEHUTpaiu3anuio yrpo3 6ezomnac-
HOCTU MH(OpPMALINH, CBI3aHHBIX C MPOHUKHOBEHUEM U PACTIPOCTPAaHEHHEM BPEJOHOCHO-
ro nporpamMmMHoro obecrnieuenust WannaCry, Petya, Misha u ux moauukanuit

— Tlouck ys3BumMocTelt B M”HGOPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHBIX HHPPACTPYKTypax
npeanpusITHii 1 opranos Biactu. Y ctapesiiee [10 Otkassl B o0cmyxuBannu (DNS,
DTLS nns OpenSSL) Bripabotka pexomenaauunii 3amena SSL-ceptudukara cepsepa Ha
HOBBIW, UCTIOJIB3YIOMUKA anroput™ SHA-256 Mcnonb3oBaHuE 3alMIIIEHHOTO MPOTOKOJIA
HTTPS JlopaboTka MCXOAHBIX KOJOB MPUIOKECHHS C IENIbI0 00ecTieueHus: QUIbTpariun
JAHHBIX MOCTYMAONIUX OT MOJIb30BaTeNeh

Bonpocwt ons obcyscoenus:

1.IlepeueHb OCHOBHBIX HOPMATUBHO-TIPABOBHIX IOKYMEHTOB.
2. CoBpeMeHHBIE CpeACTBAa OOHAPYKEHUS BTOP>KCHUM.

3. [loHsiTHE MHOTOAr€HTHON CHCTEMBI.

Cnucok nurepaTypsl:
IIpuBenén B . 6 nannou PIIJ]

Mamepuanvno-mexnuueckoe obecneuenue 3auamus: ayTATOPUs, OCHAIICHHAS TIPE3CHTAIIMOH-
HOW TEeXHUKOU (TIPOEKTOp, 3KpaH, KOMIbIOTep/HOYTOYK). KoMIbIoTeph! 10 KOIH4ecTBy 00yya-
fomuxcs ¢ pazsépuyroir OC MS Windows, BupryanbHoii Mamuo, [T MS Office v.2007 u
BBIIIE

IIpakTHyeckoe 3anaTHe 3 (4 4.) KAHAIN3 YIPo3 KOHPHUICHIHAILHOH HHpoOpMaum» -
npoBepka copmupoBanHocTr komrereHnuin [1K-2, TTK-8

3adanus:
1. ®opmupoBanue TpeOOBaHMI IO YPOBHIO 3ALIUIEHHOCTH.
2. MoaenupoBaHue yrpo3 6€30MacHOCTH.

CHuUCOK JIUTEpaTyphI:
[IpuBenén B n. 6 nannou PIT/]
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Mamepuanbro-mexHuueckoe obecneyenue 3aHAMuUA: AyAUTOPUS, OCHAILIICHHAS TIPE3EHTaIlMOH-
HOM TEXHHUKOU (MMPOEKTOP, IKPaH, KOMITBIOTEP/HOYTOYK). KOMIBbIOTEpHI MO KOTUYECTBY 00yUa-
formxcs ¢ pa3pépuyroit OC MS Windows, Bupryansnoit mammnoii, [TIIIT MS Office v.2007 u
BBIIIIE

IIpakTyeckoe 3anaTue 4 (6 4.) «IIpoexTHpOBaHHEe MOOMJIBHBIX CHCTEM) - IIPOBEPKA
chopmupoBarnHocTu kommerenmuil [1K-2, TTK-8

3aoanus:
1. Tlopsimok pa3paOOTKH CHCTEMBI 3aIIUTHI MOOMIIBHBIX CHCTEM.
2. OI1eHKa COOTBETCTBUS CUCTEMBI 3aIIUTEL.

CHuUCOK JIUTepaTyphI:
[IpuBenén B n. 6 nannoi PIT/]

MamepuanbHo-mexHuueckoe obecneyenue 3aHAMuUA: AyAUTOPUS, OCHAILICHHAS TIPE3EHTaIlMOH-

HOM TEXHHUKOU (MMPOEKTOP, IKPaH, KOMITBIOTEP/HOYTOYK). KoMIbIOTEpHI MO KOTUYECTBY 00yUa-

formxcs ¢ pa3pépuyroirt OC MS Windows, Bupryansnoit mammnoii, [TIIT MS Office v.2007 u
BbIILIE

IIpakTuyeckoe 3ansaTue 5( 4 4.). Ucnosib3oBaHue «00JJaYHbIX)» TEXHOJIOTHI IPU pean3a-
MU MeXaHU3MOB 0€30MaCHOCTH U MHOT0AreHTHbIEe CUCTEMbI - TIPOBEPKa CPOPMUPOBAHHO-
ctu komnerenui I1K-2, TTK-8

3amanus:

1. Tlo3nakomutbes ¢ OOIaUHBIMU TEXHOJIIOTUSAMU: OCHOBHBIE MOHATHS, 337a4d U TeHIEH-
1y pa3BuTHsi. CoBpeMeHHbIE 001auHbIe TEXHOJIOTHH HE TOJILKO UCTIOIB3YIOTCS B TOTO-
BOM CETE€BOM M CEPBEPHOM 000pYI0BAaHUHU, HO U TIOCTENIEHHO MPOHUKAIOT HA PHIHOK
BcTpanBaeMbix cucteM (embedded cloud) u cranoBATCS MpUUKMHON MacITabHOI pe-
CTPYKTYpHU3alluH PhIHKA.

2. HWccnenoBarh COBpeMEHHBIE MHOTOAreHTHBIE cucTeMbl b BriTTO9aeT Habop 30HIOB, KO-
TOpbIE OTBEYAIOT 32 OOHAPYKEHUE U OLIEHKY BTOPKEHHM B TE€X MOJACETAX, B KOTOPBIX OHU
¢ynkunonupyrot. Kaxxasiit 3081 obecrieueH GHIbTPOM JaHHBIX C IIepecTpanBaeMon
KoH(purypamueii, 0J0KoM BBIBOJIa U pemIaTtesieM. 30H Ikl MOTYT JIeCTBOBATh aBTOHOMHO.
Ecnu o6HapyXeHbl KOMIOHEHTHI BTOP)KEHUS, TO MHPOPMALIUs O COOBITUN MOKET OBITh
OTIIpaBJIeHa JPYTUM 3aMHTEPECOBAHHBIM 30H]1aM, KOTOPbIE MOJMHUIIYTCSI Ha HH(OpMa-
IIUIO O MOJAO0OHBIX COOBITUSX, ITO MO3BOJIUT MOTyYaTh O0JIee OTHOE TOHUMAHHUE CXEMBbI
BTOPXKEHUS. DTUM CIIOCOOOM MOTYT OBITh UAECHTU(PUIIMPOBAHBI Pa3HbIE MOJICETH, KOTO-
pBI€ YUACTBYIOT B OCYIIIECTBICHUH BTOPKECHUS. 30HbI CBS3aHbI C aHATH3aTOPaMHU

3. Wsyuuts Uumepnem seweti (Internet of Things, loT) — koHUENIUSA GUINIECKUX TIPEI-
METOB BBIYMCIUTEIBHOM CeTU («8euyeti»), OCHAIEHHBIX BCTPOCHHBIMHU TEXHOJIOTUSMU
JUISl B3AaMMOJICHCTBYS APYT € APYTOM MIIM C BHELIHEH CPEIOM, pacCMaTpUBaroLias opra-
HU3ALMIO TAKUX CETel KaK sIBICHHE, CIOCOOHOE MEePECTPOUTH SKOHOMUYECKHE U 001I1e-
CTBEHHBIC TIPOIECCHI, UCKITIOYAIOIIEe U3 YaCTH JEHCTBHUI U omepaliuii HEOOXOAMMOCTh
Y4acTHs YeJIOBEKa.

4. Pazpabortats Monens 6e3onacHoro ¢pyakuuonupoanus [oT
Pe3zynomamom evinonnenue npakmuyeckoeo 3adanus asgnsemcesa Omuem.
[IpaBuna opopmieHus: oTuera:

OTueT 0 BBHINOJHEHUHT AOJDKCH COACPIKATh:
- Ha3BaHUE U 11eJIb PabOTHI,



22

- KOMMEHTApUHU U TIOSICHEHUS TI0 KKIOMY MYHKTY BBIMOJTHIEMOTO 3a/I[aHuUs
- BBIBOJIL.
B BBIBO/IaX HOMKHBI OBITh 0000IIEHBI PE3YNIbTAThI PAOOTHI.

Bonpocul ons 0bcyscoenus:

1.ITonsTHE MOOMIILHBIN areHT.

2.IIpumepbl anropuTMOB MG POBAHUS.

3. [ToHsATHE KPUTITOCTOMKOCTH AJITOPUTMOB MU (PPOBAHUS.

CHuCOK JIUTepaTyphl:
[IpuBenén B n. 6 nannou PIT/]

MamepuanbHo-mexHuueckoe obecneyenue 3aHAMuUA: AyAUTOPUS, OCHAIIICHHAS TIPE3EHTallMOH-
HOM TEXHHUKOU (MMPOEKTOP, IKPaH, KOMITBIOTEP/HOYTOYK). KoMIBbIOTEpHI MO KOJTUYECTBY 00yUa-
formxcs ¢ pa3pépuyroit OC MS Windows, Bupryansnoit mammnoii, [TIIIT MS Office v.2007 u
BBIIIIE

IIpakTnyeckoe 3ansiTue 6(4 4.) «kHopmaTuBHO-NIpaBoOBbIe TPEOOBAHMS B 00J1aCTH CO3aHUS
MOOMJIBHBIX CHCTeM» - IpoBepKa copmupoBanHocTH KomreTenuuit [1K-2, [TK-8

3agaHus:
3. Tlopsmok cepTudukauy u mpoleaypa BBoIa B IKCILUTyaTaIHIo
4. VYMeHue noJAep>KuBaTh HEMPEPHIBHBIN [IUKIT aHAIN3a 3aIUIIEHHOCTH

Cnucoxk nurepaTypsl:
[TpuBenén B . 6 gannou PIIJ]

Mamepuanvno-mexnuueckoe obecneuenue 3auamus: ayIATOPUs, OCHAIICHHAS TIPE3CHTAIIMOH-
HOW TEXHUKOMU (TIPOEKTOP, 3KpaH, KOMIbIOTep/HOYTOYK). KoMIbloTeps! o Koau4ecTBy o0yya-
romuxcs ¢ pazsépuyroir OC MS Windows, BupryanbHoii Mammno, [T MS Office v.2007 u
BBIIIE

IIpakTyeckoe 3ansaTHe 7 (8 4.). UHTerpnpoBanHble pelieHHs 10 3amyTe HHGpopManum -
npoBepka copmupoBanHocTy kKomrereHnuit [1K-2, TTK-8

CrTyaeHThl U3y4aloT COBPEMEHHbIE HHTETPUPOBAHHBIC PEIICHHUS C UCIOIB30BAHUEM MOOMITBHBIX
areHToB.

Pezynvmamom evinonnenue npakmuueckoeo 3a0anus aeisiemes Omuem.

[IpaBuna opopmieHust oTdera:

OT4eT 0 BBIIIOJIHEHUH JO0JKEH COJEPKATh!

- Ha3BaHUE U 11eJIb PabOTHI,

- Cxemy pazznenos u crateit 3akoHa Poccuiickoii @enepanny, periaMeHTHPYIOIUX pa3pa-
0O0TKY U cepTU(UKAITNIO MHTETPUPOBAHHBIX PEIICHUM IO 3aIuTe HHOPMAIUH;

- OTBETHI HA TECTOBOE 3aJJaHUE

- BBIBO/I.

B BBIBO/1aX HOMKHEI OBITH 0000IIEHBI PE3YNIbTAThI PAOOTHI.

Bonpocul onsa 0bcyscoenus:

1.Monenrs OSI

2. Snort. OyHKIIMOHAIBHOCTH CUCTEMBI.

3. Ucnonw3oBanne Barnyard mis Buzyanuzanuu nHGOpMAIIIH.

CHIuCOoK JIUTepaTyphl:
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[IpuBenén B n. 6 nannou PIT/]

MamepuanbHo-mexHuueckoe obecneyenue 3aHAMuUA: AyAUTOPUS, OCHAIIICHHAS TIPE3EHTaIlMOH-
HOM TEXHHUKOU (MMPOEKTOP, IKPaH, KOMITBIOTEP/HOYTOYK). KoMIBbIOTEpHI MO KOJTUYECTBY 00yUa-
formxcs ¢ pa3pépuyroit OC MS Windows, Bupryansnoit mammnoii, [TIIT MS Office v.2007 u
BBIIIIE

Ilpunoocenue 1
AHHOTALIUA INCHUITJIINHBI

Jucuumnimza «3anmra THPOPMAaLUU OT BPEAOHOCHOTO MPOrPaAaMMHOT0 00eCIICUeHUS» peannsy-
ercs Ha dakynpTere MHQOpMaIMOHHBIX CHCTEM U O€30MaCHOCTH JIJIS CTYICHTOB 4-TO Kypca,
o0yyaromuxcs 1o nmporpamme 6akanaBpuata 1o HampasieHuro noarorosku 10.03.01 Uugpopma-
IIMOHHAs1 0€30MacHOCTH (MPOGUITH TOATOTOBKY — be30macHOCTh aBTOMaTU3UPOBAHHBIX CHCTEM )
Kadeapoil KOMIUIEKCHON 3allIUThI HH(POpMALUN

Henb aucuurumuel — GopMUpOBaHUE CUCTEMATHU3MPOBAHHBIX 3HAHUI O Mpoleccax pa3paboTKH
3alIUIICHHBIX 00BEKTOB MH(OpPMATU3AIMKM U CUCTEM 3alUThl MHPOpPMAIMK Ha MPUMEpPE MO-
6I/IJ'II>HBIX CUCTCM, IPUMCHACMBIX IIPU 3TOM MOAXOAaX, MCTOAHWKAX WU MCXaHU3MaXx 3alllUTbl UH-
dbopmaru, a Takke GOpMUPOBaHUE y OOYYAIOMIUXCS YMEHHM U HAaBBIKOB, HEOOXOIUMBIX MPHU
HCIMMOCPCACTBCHHOM YYAaCTUH B YKa3aHHBIX IMPOLICCCax.

3amaun JUCIUIUINHBIL:

— C(bOpMI/IpOBaTB 3HAHUSA O MOACJIAX U 3Tallax XHU3HCHHOI'O IUKJIa 3allIUIIICHHBIX O6I>CKTOB HH-
dbopMaTH3alMK M CUCTEM 3aIIUTHl MHPOPMAIIMK, TPUMEHIEMbIX MOAX0/IaX U MEeToJax mo obdec-
MEYCHUIO 0€30MaCHOCTH Ha KaXKIOM U3 TaIloB;

— chopMHUpOBATh IPEACTABICHHS 00 YA3BUMOCTSIX, TPUCYITUX 00BEKTOB MH(DOPMATU3AIINH, CBSI-
3aHHBIX C HUMH YIPO3aMH, a TAKK€ HABBIKU (POPMHUPOBAHUS MOJENEH yrpo3 0e30MacHOCTH U
MOJIEIeN TOTEHIINATbHBIX HAPYIIUTEIEH;

— C(bOpMI/IpOBaTB " Pa3BUTb KOMIICTCHIUU, 3HAHUS U MPAKTUUCCKHUEC HABBIKA O6CCHC‘ICHI/I$I TEX-
HOJIOTHYECKOM M SKCIUTyaTallHOHHON 0€30MacHOCTH 00BhEKTOB WH(POPMATH3AIIHH.

JlucuumuivHa HarpasiieHa Ha (JOPMHUPOBAHUE CIEAYIOIINUX KOMIETEHIUI:

e [IK-2 - CnocoGeH NMpuMEeHSTh POrpaMMHBIE CPEICTBA CUCTEMHOTO, IPUKJIATHOTO U
CIEIMAJIbHOTO HA3HAYEHNU S, UHCTPYMEHTAJIbHBIE CPENICTBA, SI3bIKU U CUCTEMBI IIPOrpaMm-
MHUPOBaHUS I PELIEHUs TPO(PeCCHOHANBHBIX 3a7a4

e [JIK-2.1 - 3HaTh apXUTEKTYpy U NPUHLMIIBI IOCTPOEHUS ONEPALIMOHHBIX CUCTEM, TIOJICHU-
CTEM 3alUThl HH(OPMAIMU, COCTAB TUIOBBIX KOH(PUTYpaluii IPOrpaMMHO-aNmapaTHbIX
CPEACTB 3alUThI HUH(OPMALUH, SI3bIKK U CUCTEMBI IPOTPAMMHUPOBAHMS

e [IK-2.2 - YMeeT npoTHUBOJCHCTBOBATh Yyrpo3aM 0€30MacCHOCTH HH(POPMAIIUU C UCTIOIB30-
BaHMEM BCTPOEHHBIX CPEACTB 3allIUThl HHPOpMALUU

e [IK-2.2 - Biiageer KOHTpOJeM KOPPEKTHOCTH (PYHKITMOHUPOBAHUS TPOTPAMMHO-
anmapaTHbIX CPEACTB 3alUThl HH(POPMALIUU B ONIEPAITIOHHBIX CUCTEMAaX

e [IK-8 - CnnocoGeH oCcymiecTBIsATh MOHUTOPHUHT U ayIUT 3aIIUIIEHHOCTH HH(OpPMAIUHU B
aBTOMAaTU3UPOBAHHBIX CHCTEMAX

e [IK-8.1 - 3HaeT OCHOBHBIE KPUIITOTPA(YUIECKUE METO/IbI, AITOPUTMBI, TPOTOKOJIBI, UC-
NOJIb3yEeMBbI€ IS 3aIIUTHl MH(POPMAIMY B aBTOMATU3UPOBAHHBIX CUCTEMAaX, OpraHU3allu-
OHHBIE MEPHI 110 3alUTe HHPOpMALUU

e [JIK-8.2 - YMmeer aHanM3UpOBaTh NIPOrPaMMHbBIE, ApXUTEKTYPHO-TEXHUUECKNE U CXEMO-
TEXHUUYECKUE PELIEHUS KOMIIOHEHTOB aBTOMaTU3UPOBAHHBIX CUCTEM C LIEJbIO BBISABICHUS
HNOTEHIMAIBHBIX YA3BUMOCTENW O€30MMacHOCTH HH(POPMALIUK B aBTOMaTU3HUPOBAHHBIX CH-
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CTEMax; BECTU IPOTOKOJIbI ¥ )KYPHAJIbl yU€Ta IPU OCYIIECTBIEHUH ayqUTa CUCTEM 3allH-
Tl UHOPMALIUU aBTOMATU3UPOBAHHBIX CUCTEM

e [IK-8.3 - Biiageer HaBbIKaMu BBIPAOOTKH PEKOMEHAIIMH JUIsl IPUHATHUS PEIIEHUS O MO-
JIEPHU3AIMH CUCTEMBI 3L ThI MH()OPMaIK aBTOMAaTH3UPOBAHHON CUCTEMBbI

B pe3ynbraTe 0CBOCHUS IUCHUILUIMHBI 00yYaONIHICs TOJIKEH:

3HaTh:

ApPXUTEKTYPY U MPUHIIMIIBI TOCTPOEHUS ONEPAIIUOHHBIX CUCTEM, MOICUCTEM 3alUThl HHPOpMa-
I[UU, COCTaB THIOBBIX KOH(PUTYPALHiA TPOTPAMMHO-AIIIAPATHBIX CPEACTB 3AIIUTHI 3AIIUIIICHHBIX
00beKTOB MHGOPMATH3AIIMN U CUCTEM 3aIIUTH HHGOPMAITUU Ha MPUMEpPE MOOMIIBHBIX CUCTEM U
NPOMBIIIJICHHBIX CETel;yrpo3bl 6€30MacHOCTH HH(POPMAIIMU U BOSMOXKHBIEC ITyTH UX peaIn3aluu

YMeTb: MPOTHBOICHCTBOBATH yrpo3aM 0€30MacHOCTH HHPOPMALIMU C UCTIOIH30BAHUEM BCTPO-
€HHBIX CPEJICTB 3alIUThl HH()OPMAIK HA PUMEPE MOOMIIBHBIX CUCTEM M MMPOMBIIILICHHBIX Ce-
Tei;onpeenaTh HH(HOPMAIMOHHBIE PECYPCHI, TOAJIEKAIIUE 3AIMUTE; OIPEICNIATh YTPO3bI O€3-
OTIaCHOCTH MH(OPMAIIHH.

Bnanets:

KOHTPOJIEM KOPPEKTHOCTH (DYHKIIMOHUPOBAHUS MPOTPaMMHO-aNIapaTHBIX CPEACTB 3aIUThI HH-
¢dopmanuu B oneparmonHbix cuctemax npumepe loT u Industrial Ethernet;

HaBBIKAMH TI0 OIIPEICIICHUIO YIpo3 0€30MMacHOCTH HH(OpMaIlUK; HaBbIKaMH IO BBIPAOOTKE pe-
KOMEHJAIM B PaMKax MOJIEPHHU3AIMN CHCTEMbI 3aIIUThl aBTOMAaTH3UPOBAHHBIX CUCTEM

[To nucrumuiiHe IpeIycMOTpEeHa MPOMEXKYTOUHas aTTecTalus B (hopMe 3aueTa ¢ OLIEHKOM.

OO6mmas Tpya0€MKOCTh OCBOCHHSI TUCIIMIUIMHBI COCTABIISIET 2 3aU€THBIC €IUHMIIBL.
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Ilpunosxcenue 2

VYTBEPXJIEHO
[Iporokoun 3acenanus Kadeapol
No oT

JIUCT UBMEHEHUI

B paboueli mporpaMMe JUCIHILTAHBI
Janmra HHQOPMALIMHA OT BPEAOHOCHOI0 MPOrPAMMHOT0 00€ECIICUEHUs

o HanpasieHuto moarotToBku 10.03.01 Madopmarmonnas 6€30macHOCTh

Ha 20 /20  y4eOHBIH TON

1.B BHOCSITCS CIIEAYIONINE U3MEHEHUS:
(anemenm paboueti npocpammoi)

| ;

L ;

L0

2.B BHOCSITCS CIIEAYIONINE U3MEHEHUS:
(anemenm paboueti npocpammoi)

2 ;

2 ;

2.

3.B BHOCSITCA CIIECYIOIINE U3MEHEHMUS:
(anemenm paboueil npoepammol)

T ;

B ;

3.0 .

Cocmasumens nOONUCH pacuughposxa noonucu

oama



