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1. TIosicHUTENBLHAA 3aAMNCKA

1.1. Henp u 3a7a4n JUCHUATIINHBI

Henp aucuurumbel — (opMupoBaHHE 3HAHUN M YMEHUH MO oOecredeHno MHPOPMAalMOHHOMN
0€30MacHOCTH KOMITBIOTEPHBIX CHCTEM W HH()OPMAIMOHHBIX IPOIECCOB, M HABBIKOB IO HX
OTIpEIeJICHUIO JJIsl KOHKPETHBIX YCIOBUH.

3amayn JUCHHUILINHGL:

— OBJIAZICHHE METOJaMH MOHMTOPHHIA M ayAWTa, BBIBICHUS YIpo3 HMH(POPMALMOHHON Oe3-
OITACHOCTH MH(OPMALIMOHHBIX CHCTEM;
— (opMupoBaHHe HaBBHIKOB aHaM3a MH(OPMAIMOHHOW HMHOPACTPYKTYpHl HH()OPMAIIMOHHBIX

CHCTEM U €€ 0E30IIaCHOCTH.

1.2. ®opmupyeMble KOMIIETEHIINH, COOTHECEHHBIE C TUNIAHUPYEMBIMU PE3yIbTaTaMH 00ydeHUs

10 JUCLUIUINHE:

Komnerenmus

(xon ¥ HAaMMEHOBaHUE)

NaaukaTopel KoMIie-
TEeHINIi

(koI 1 HAaMEHOBaHUE)

Pe3ynbTaThl 00yuenus

OIIK-4.2

Cnocoben binonmHams pabomuol
no yCmanoeKe, HACMpoliKe, do-
MUHUCMPUPOBAHUIO, OOCTIYHCUBA-
HUIO U NpoBepke pabomocnocoo-
HOCMU OMOENbHbIX NPOSPAMM-
HbIX, NPOCPAMMHO-ANNAPAMHBIX
(6 mom uyucne kpunmoepaguue-
CKUX) U MeXHUYeCKUX cpeocme
3auumol UHGOpMaAYUU A8MOMA-
MUZUPOBAHHBIX CUCEM

OIIK-4.2.1

3naem cpeocmea, memoowvl
U NPOMOKOIbL UOeHMUPU-
Kayuu, aymenmughuxayuu
u agmopuzayuu

3namuv: memoouxu, 06pabomky,
npunyunsl AAA, oyenxy oocmo-
8EPHOCIU Pe3YIbMAmMO8 mecmu-
POBANUSL PA3HBIX NPOMOKOLO08
uoenmuguxa-
3uu/aymenmugurayuu.

OIllK-4.2.2

Ymeem ycmanasnusamo u
Hacmpaueams onepayu-
OHHblE CUCmeMbl, CUCHe-
Mbl ynpasnenus bazamu
OaHHbIX, KOMNbIOMEPHbBLE
cemu u npocpammHble CU-
cmembl ¢ yuemom mpebo-
8aHuUll no obecneyeHuo
3auumol uHgopmayuu

Ymemow: nposooums sxcnepumen-
Mbl U OYEHUBAMb Pe3YIbmambl me-
CMUPOBAHUSL. UCCNe008aAMb CPeO-
cmea sauumsl UH@opmayul,
yMemb OYeHUusams no QYHKYUo-
HAIbHBIM 803MOICHOCHIAM,
HAOeHCHOCMU YHKYUOHUPOBAHUS,
aghghexmuernocmu ooHapyceHus
nonvimox HCJ[ 6 menexommyHnuka-
YUOHHBIX CUCEMAaX

OIlK-4.2.3

Bnaoeem nasvikamu
YIpasieHus NOJTHOMOYUS-
Mu nonvb3zoeamerneu

Braoemw: nasvixamu nposooumo
IKCnepuMeHmbl no 3a0AHHOU Me-
moouKe, HABbIKU pabomvi ¢ OUC-
KPEYUOHHOU U MAHOAMHOU NOJIU-
muKamu 00Cmyna 6 meieKoOMMyHu-
KAYUOHHBIX CUCMEMAX.

I1K-3

Cnocoben ynpaeiamov 3auumotl
uHgopmayuu 8 a8MOMAMU3UPO-
BAHHBIX CUCEMAX

IIK-3.1

3uaem ocnogHvle memoovl
VAPAGIeHus: 3auumor. UuH-
Gdopmayuu, ungopmayu-
OHHblEe Pecypcbl A8MoMa-
MU3UPOBAHHBIX — CUCMEM,
noonedxcawue  3auume;
OCHOBHblE — Yepo3bl  0e3-
onacrocmu  uHgopmayuu,
MoOenu  Hapywumens 8

3namv: ocHoeHble MemoObl ynpas-
JIeHUs 3auumort uHgopmayuu, uH-
dopmayuonnvie pecypcol u 6aszo-

6ou mooenu napywumens OCTIK
Po
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asmomamusupoeaHnsvlx
cucmemax

IIK-3.2

Ymeem  paspabamvieame
npeosiodcenuss no coseep-
WEeHCMBOBAHUIO CUCTEMb]
VNpAsNeHuss 3aujumsl UH-
Gopmayuu  agmomamusu-
POBAHHBIX CUCmeM; Kldc-
cugpuyuposams u oyeuu-

Ymemow: xknaccughuyuposamsv yepo-
361, pazpabamviéams mexHuyecKue
NPeoNodHCeHUsl N0 COBEPULEHCNBO-
8aHUIO CUCMeMbl YNpAGleHus 3a-
Wumol UHGOpMaAYUU A8MOMaAMuU3U-
POBAHHBIX — CUCMEM,  NPOBOOUMb
ayoum c yenvio OYyeHKU PUcKo8

8amuv yepo3vl 06e30nacHo-
cmu uHgopmayuu, oyeHu-
6amv  UHGOpMayuoHHbIE
PUCKU 8 a8MOMamu3upo-
BAHHBIX CUCEMAX

1IK-3.3 Braoemv: Hasvikamu no paspa-
Bnaoeem Hasvikamu co- | 6omke OpeaHU3AYUOHHO-
cmasnenus KOMNIEKca | MmexHu4yeckux no 3awjume uHgop-

npasuin, npoyeoyp, Npax-
MUYecKUx npuemos, npuH-
yunos u Memooos,
cpedcme obecneyeHus 3a-
wumsl uHgoOpMayuu 8 as-
MOMAMU3UPOBAHHOU  CU-
cmeme

mMayuu, npuemvl U NPUHYUNDLL 8 CO-
omeemcmeue ¢ ECKJ, ECII u
opyeumu  HOPMAMUBHO-NPABOBLIM
O0OKyMeHmamu

1.3. MecTo TUCHMIUIMHBI B CTPYKTYpE 00pa30BaTeIbHON TPOrpaMMbI

Hucuummna «MHpopmaronHas 6€300aCHOCTh TEIEKOMMYHUKAITMOHHBIX CHCTEM» OTHOCHUTCS
K JUCHUIUTMHAM IO BBIOOPY YacTH, GOpPMUpPYEMOH y9aCTHUKAMH 00pa30BaTEIbHBIX OTHOLICHUH
0J10Ka TUCHUIUIMH y4eOHOTO TUIaHa.

JInsi OCBOCHMS AWCIMIUIMHBI HEOOXOAWMBI 3HAHWS, YMEHHUS W BIAACHUS, CHOPMUPOBAHHBIC B
X0JIe U3y4YEeHHUS CIeIYIOINX AUCIHUILINH U TMPOXOXKACHUS MPAKTUK: «ANNapaTHBIE CPEACTBA BbI-
YHUCIIUTENFHON TEXHUKN», «be30MmacHOCTh OnepanoHHbIX cucTeM», «CeTH U CUCTEMBI Iiepeiadn
uHpopmanun», «MHPOPMAMOHHBIE TEXHOJOTUU. AJMUHUCTPUPOBAHHME IOACUCTEM 3aIlUTHI
nHopManuny, «[IporpaMMHO-anmapaTHbIe CPEACTBA 3AMUTH HHPOPMALHN».

B pesynbTare ocBOEHHS AUCHUILTUHBI (POPMUPYIOTCS 3HAHUS, YMEHUS U BIIAJCHUS, HEOOXOIU-
MbIC JUIS U3YyYCHUS CIEAYIONNX AUCIHIUIMH M MPOXOXKACHHS MPAKTUK: «3ammTa HHHOpMaLUH
OT BPEIOHOCHOTO MPOTPaMMHOr0 obOecredeHus», «be30macHOCTh BBIYUCIUTENBHBIX CETEN»,
«[IpeamumnmoMHas IpaKTHKAa.




2. CTpyKTYypa QM CUMILTHHBI

CTpyKkTypa IMCUMIIMHBI 1JIS 04HOI GopMbI 00yUeHHsI

OO0mas Tpy10EMKOCTh AUCITUTUINHBI COCTABIISET 2 3.€., 76 4., B TOM YHUCJIe KOHTaKTHas paboTa o0yJaro-
muxcs ¢ npenogasateneM 40 4., camocTosiTenbHas padboTa oO0y4aromuxcs 36 d.

Bunpl yue6HO#M paboThI
(B yacax)
DopmBbI TEKYyIIE-
KOHTaKTHAasI
\ T'0 KOHTPOJIS
w |
No Pa3nen mucrurnim- g % - 5 5 YCIIEBa€MOCTH,
o
/1 HBI/TEMBI 5 z : & g dopma mpome-
(@] o [S) o v
o -
% = g 2 : = = 5 © § 'S | KYTOYHOM arTe
o | = = |2 § §E|Z & S i* cTaruu
= & = < E \\e] E o = S <
o ) o 2aqd S 5 = s O =z
O | K O |1HEd B & =
1 OcHoenvie nowsi- 8 |2 4 Omnpoc.
musi, KOHYenyuu u
npuHYUnsl UHGop-
MayuoHHou 6e3-
onacHocmu
2 Texnonocuu 8 |2 4 4
aymenmuguxayuu, OreHKa BBIMOJ-
asmopusayuu u HEHUS TIpaKTHYe-
ynpasienusi 00Cmy- CKHX 3aJIaHHUI
nom
3 Texnonozuu 6e3- 8 |2 4 6 O1nieHka BbINOJI-
OnacHoCcmu Ha oc- HEHUS TIpaKTHYe-
Hoge hunbmpayuu u CKHX 3aJIaHUH
MOHUMOpUH2A
mpaguxa
4 Amaxu na mpanc- 8 |4 4 6 OrueHka BBINOJ-
NOpmMHYI0 uHgpa- HEHUS MTpaKTH4e-
CMpYKmMypy cemu CKHX 3aJ[aHHi
5 8 |2 4 6 O1ieHKa BBITIOJI-
Yazeumocms npo-
HEHUS MTpaKTH4e-
2PAMMHO20 KOOQ. .
CKHX 3aJJaHHi
6 8 |2 4 6 O1ieHKa BBITIOJI-
bezonacnocms npo-
HEHUS MTpaKTH4e-
2PAMMHO20 KOOQ. .
CKHX 3aJJaHHi
7 bezonacrnocmo ce- 8 2 2 4 Or1eHKa BBITION-
mesvix CryxHch HEHUS TpaKTHye-
CKUX 3aJaHui
8 2 3auem no oune-
3auem
mam
Hroro: 16 24 36




3. Coaep:xanue TUCHUIIMHBI

Ne

HaumenoBaHue pa3jaesa JTucum-
IIMHBI

Conepxanue

OcHOBHbBIE TOHATHS, KOHIENINH
U NPUHIUNBI HHPOPMAMOHHOM
0e3onacHocTH

Wnentudukanys, ayreHTU(GUKaLns 1 aBTOPU3ALHSL.
Mopenu nadopmarnronHoit 6e3omacHocTu. Tpuama
«KOH(HICHIIUATBHOCTD, IOCTYITHOCTD, IIEJIOCT-
HocTh». ['excana Ilapkepa u monens STRIDE. Vs3-
BHUMOCTb, YTPO3a, aTaka. Y1ep0 u puck. Ympasie-
HHe puckamu. Tunel U npumepsl atak. [laccuBHbie 1
akTuBHBIC ataku. OTKa3 B 00cmykuBaHuu. Buenpe-
HUE BpPeIOHOCHBIX porpamm. Kpaxa nuyHoctw,
¢umuHr. Mepapxust cpencTB 3auThl OT HHGOpMa-
IIMOHHBIX yrpo3. CpencTBa 6€30MacHOCTH 3aKOHO-
JATEeIIbHOTO YPOBHS. AJIMUHUCTPATUBHBIA YPOBEHb.
[TonuTuka 6e3omnacHocTH. CpencTBa 6€30MacHOCTH
npoueaypHoro ypoBHs. Cpencta 6€30macHOCTH
TEXHUYECKOro ypoBHs. [IpuHIUTIBI 3a1TUTHI HH(DOP-
MalMoHHOM cuctemsl. [loaxoa cBepxy BHU3. 3allu-
Ta Kak mporiecc. DuIesoHupoBanHas 3amura. Coa-
JaHcHpoBaHHas 3amuTa. KoMmpomMuccsl CUCTEMbI
6e3omacHoctu. llludpoBanne — GazoBast TEXHOJO-
rusi 0ezonacHocT. OCHOBHBIE MOHATHUS U OIpeie-
nenus. Cummerpuunoe mudposanue. [Ipodbiema
pacnipenenenus kinrodeit. Meron Jnddu-Xenmana
nepeaayd CEKPETHOTO KIIIoYa 10 He3alUIEHHOMY
kaHany. Konnenmus acumMMerpuuHoro mudposa-
HUS. AJITOPUTM aCUMMETPUYHOTO IIH(PPOBaAHUS
RSA. Xem-dynknuu. OgaocTopoHHNE QYHKITUNA
mdpoBanus. [IpoBepka 1eTIOCTHOCTH.

TexHosiornu ayreHTUPUKAINH,
aBTOPHU3ALMHU U yNIPaBJICHUS J10-
CTYNOM

Texnonmoruu ayreHTUGUKaIN. DaKTOPHI AyTCHTH-
¢dukauy yenoeka. AyreHTH(UKALKS Ha OCHOBE
napoJieil. AyTeHTHU(UKAIUS Ha OCHOBE aImapaTHbBIX
ayTeHTU(UKATOpOB. AyTeHTH(PUKAINI HHPOPMa-
A, DIIEKTPOHHAS MTOANKUCH. AyTeHTU(PUKAIIHS HA
OCHOBE IIU(POBBIX cepTH(PUKATOB. AyTEHTHUPHUKA-
1S TPOrPaMMHBIX KOJ0B. TeXHOJIOTUU yIpaBiIeHUs
JOCTYIOM U aBTopu3aiuu. GopMel mpecTaBIeHUs
orpanndeHuit gocryna. CucreMsl ayTeHTH(UKAITTT
Y yIIPaBJICHUSI JOCTYTIOM OTIEPAIMOHHBIX CHCTEM.
Aytentuduxanuu noup3oateneit OC. AyreHTudu-
kanust B OC cemetictBa Unix. [IpoToxon SSH.
VYnpasiieHue J0CTYIOM B ONEPAllMOHHBIX CHCTEMaX.
[lenTpanu3oBaHHBIC CUCTEMBI ayTEHTU(UKAIIMH U
aBTopu3auuu. KoHuenuus eguHoro J0ru4eckoro
Bxoma. Cucrema Kerberos.

TexHosoruyu 0e30MacCHOCTH HA
OCHOBe (pMJIbLTpAIU M1 MOHUTO-
puHra Tpadpuka

Ounbrpanus. Bunsl unsrpanuu. CtangapTHbIEC U
JIOTIOJTHUTENbHBIE TIPaBUiIa PUIIBTPAIIN MAPIIPYTH-
3aropoB Cisco. DaiiepBoiibl. DyHKIIMOHATBHOE
Ha3HaveHue Qaieposa. Tunsl daiieproson. [Tpok-
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cu-cepBepbl. yHKIMU ITpoKcH-cepBepa. «IIpokcu-
¢bukarys» npunoxenuil. @aiiepBosl ¢ GyHKIHEH
NAT. Tpagunmonnas texnosiorust NAT. bazoBas
TpaHCISALUS CETEBBIX afpecoB. TpaHcsus cere-
BBIX aJipecoB U opToB. [Iporpammusie daiiepBoIIbl
X0ocTa. THUIIOBBIE apXUTEKTYPBI CETEH, 3aLUIIAEMbIX
(aiiepBonamu. MoHUTOpHUHT Tpaduka. AHAIH3ATO-
PBI IPOTOKOJIOB. AHAIN3aTOPbI MPOTOKOJIOB. CH-
crtema moruTopunra NetFlow. Cucrems 06Hapy-
KEHUS BTOP)KEHUH. APXUTEKTypa CETH € 3alUTON
NepUMeTpa U pa3JeieHueM BHYTPEHHUX 30H. AyIUT
COOBITHI 6€30MacHOCTH.

ATaKu HA TPAHCIIOPTHYIO HH(ppa-
CTPYKTYPY CeTH

TCP-araku. ICMP-ataku. UDP-araku. [P-ataku.
CerteBas pa3Benka. 3aa4u ¥ Pa3HOBUIHOCTHU CETE-
BoH pa3Benku. CkaHupoBaHue ceTd. CkaHUpOBaHUE
noptoB. Ataku Ha DNS. TexHoI0ruu 3auineHHo-
ro kaHana. CriocoOsl 00pazoBaHMs 3aLUIIEHHOTO
KaHazna. Mepapxusi TEXHOJIOTUM 3alIUIIEHHOTO Ka-
Hana. Pactipenenenue QyHKIMI MeXTy IpOTOKOJIA-
mu [PSec. bezonacnas accounanus. TpaHcnOpTHBIN
U TYHHETbHBIN pexkxuMbl. VPN Ha ocHoBe mmdposa-
HUS.

Ys3BHMOCTH NPOrPAMMHOI0 KO-
aa.

VY SI3BUMOCTH IPOTPAMMHOI0 KOJa U BPEAOHOCHBIE
MPOTrpaMMbl. Y I3BUMOCTH, CBSI3aHHbBIE C HAPYIIECHU-
€M 3alIUThl ONIEPATUBHON MAMSATHU. Y I3BUMOCTH
KOHTPOJIS BBOJUMBIX JaHHBIX.

be3onacHoCThL NPOrpaMMHOIO
KoJa.

BHenpeHne B KOMIIBIOTEPBI BPEOHOCHBIX MTPO-
rpamM. TpositHckue nporpaMmmbl. CeTeBbI€ YEPBH.
Bupyecsl. [Iporpammusle 3aki1agku. AHTUBUPYCHBIE
nporpamMmmel. boTHer.

be3onacHocTh ceTeBbIX CJIYKO

be3onacHocth BeO-cepBuca. bezonacHoCcTh BeO-
Opaysepa. [IpuBaraocts u kyku. [Iporokon HTTPS.
be3zonacHocTh cpencTB co3aHus TMHAMUYECKIX
CTpaHuLl. be30macHOCTh JIEKTPOHHOM IIOYTHI.
YTrpo3bl IPUBATHOCTH TOYTOBOTO CEpPBUCA. AyTEH-
tu¢ukanus ornpasutens. Llndposanue conepxu-
MOT0 MHUChMa. 3alUTa METaJaHHBIX MOJIb30BATEIS.
Crnam. ATaku MOYTOBBIX MpUiIokeHUH. OO1ayHbIe
CEPBUCHI U UX Oe3omacHOCTh. KoHIenus 001agHbIx
BbIUKCcIeHUH. OnpenencHne 00JauHbIX BRIYHCIIE-
Huii. Mojenu cepBrucoB 00auHbIX cepBUCOB. O0-
JIaYHbIC BBIYMCIICHUSI KaK HCTOYHUK Yrpo3bl. O0-
JIa4YHbIE CEPBUCHI KaK CPEJICTBO MOBBILLICHUS CETe-
BOI 6€30MaCHOCTH.




4. O0pa3oBaTe/IbHbIEC TEXHOJIOTHH

OoOpa3oBare/ibHbIE TEXHOJOTUH

Ne . OoOpa3oBare/ibHbIE TEXHO-
HanmenoBanue pa3iena |Buabl yueOHbIX 3aHATHIH
n/n JIOTHH
1 |2 3 4
1 |OcHoeuvle nonamus, kon-  |Jlexyus 1 Tpaouyuonnas nexyus c uc-
yenyuu u NPUHYUNbL UH- NOb308AHUEM NPE3eHMAYULL
Gopmayuonnotl 6e3onacHo-
cmu Camocmosmenvhas paboma |Paboma c numepamypoii
2 Jlexyus 2 Tpaouyuonnas nexyus c uc-
NOb308AHUEM NPE3eHMAYULL
Texnonoeuu aymenmugu-
Kayuu, asmopusayut u Ilpakmuueckas paboma 1 Buinonnenue 3adanuii
ynpasnenusi 00Cmynom
Camocmosmenvhas paboma |Paboma c numepamypoii
3 Jlexyus 3 Tpaouyuonnas nexyus ¢ uc-
Texnonozuu 6e3onacuocmu nOTL3I0GANUEN Npesenmauil
Ilpakmuueckas paboma 2
Ha ocHoge urbmpayuu u .
MoHUmOpUHZa mpaghuxa Buvinonnenue 3a0arnuti
Camocmosmenvhas paboma
Paboma c numepamypoii
4 |Amaku na mpauncnopmuyto |Jlexyus 4.1 Tpaouyuonnas nexyus ¢ uc-
ungpacmpyxmypy cemu Jlexyusa 4.2 NOb308aAHUEM NPE3eHMAYULL
Buvinonnenue 3adanutl
Ipaxmuueckas paboma 3
Paboma ¢ numepamypoii
Camocmosmenvras paboma
5 Jlexyus 5 Tpaouyuonnas nexyus ¢ uc-
NOb308aAHUEM NPE3eHMAYULL
Yazeumocmo npoepammmo-
20 K0Oa. Ipaxmuueckas paboma 4  |Bvinonnenue 3adarnuii
Camocmosmenvras paboma |Paboma c numepamypoii
6 Jlexyus 6 Tpaouyuonnas nexyus ¢ uc-
NOb308AHUEM NPE3eHMAYULL
bezonacnocme npoepamm- |Ilpakmuueckas paboma 5
HO20 K0Od. Buvinonnenue 3a0arnuti
Camocmosmenvhas paboma
Paboma c numepamypoii
7 |Pe3zonacnocmv cemesvlx Jlexyus 7 Tpaouyuonnas nexyus ¢ uc-

cnyouco

Ilpakmuueckas paboma 6

CamocmosmenvHas paboma

noJjlb306AaHUEM npes'eHmauuﬁ
Buinonnenue 3aoanuii

Paboma c aumepamypoui




5. OueHka IaHUPYEMBIX pPe3yabTATOB 00y4eHus!

5.1. CucreMa orieHUBaHUI

10

®opMa KOHTPOJIS Makc. K0JM4ecTBO 0aJJI0B
3a ogny pa- |Bcero
ooty
Texymuit KOHTPOIIb:
- npakmuyeckas paboma Nel
15 6annos 15 b6annos
- npaxmuyeckas paboma No2 15 6annos 15 bannos
- npaxmuyeckas paboma No3 15 6annos 15 bannos
- npakmuyeckas paboma Ne4 15 6annos 15 6annos
- npaxmuyeckas paboma No5
- npakmuyeckas paboma Ne6 20 b6annos 20 b6annos
20 b6annos 20 6annos
[IpoMexxyTouHas arTecTanus
3auem 60 bannos
Hroro 3a nucuuniauny 100 6annos
3auem

[lepeueHs KOMIETEHLINH C YKa3aHUEM 3TanoB UX (OPMHUPOBAHUS B IIPOLIECCE OCBOSHUS AUCIIU-
TUTHHBI TIPEJICTABIISICTCS B BUJIE TAOIHIIBL:

No Koumponupyemowie pazoe- | Koo koumpoaupyemoit kom- | Haumenoeanue oye-
n/n | a6l OUCUUNTIUHDBL nemeHyuu HOYHO020 cpedcmea
1. Temsr 1 —7 OIIK-4.2.1; OIIK-4.2.2; OIIK- | Ompoc
4.2.3; 11K-3.3, I1K-3,2, T[IK-3.1
2. ITpaktnueckue 3anstust 1 — | OIIK-4.2.1; OIIK-4.2.2; OIIK- [ [Inan npakTH4yecKux
6 4.2.3; I1K-3.3, I1K-3,2, I1K-3.1 | 3agsaTuii

[TosrydeHHBINM COBOKYIIHBIN Pe3ylIbTaT KOHBEPTUPYETCSA B TPAAULIMOHHYIO KAy OLICHOK U B
IKay olleHoK EBporieiickoii cucteMsl nepeHoca 1 HakoruieHus kpeautos (European Credit
Transfer System; nanee — ECTS) B cooTBeTCTBHM C TaOIUIICH:

100-0ayipHad 1mKa- Tpazmonnas mKana IlIkana
nIa ECTS
95 -100 A
3394 OTJINYHO B

68 — 82 XOPOIIIO 3a4TEHO C

56 — 67 D
50_55 YAOBIIETBOPUTEILHO E
20-49 FX
0-19 HEY/I0BJIETBOPUTEIHHO HE 3a4TEHO F
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5.2. Kputepuu BbICTaBICHUS OLICHKU MO AUCLHUILIUHE

Bbanany/
HIxanaa
ECTS

OuneHka mo auc-
MUILINHE

Kpurtepun oneHkH pe3yibTaToB 00y4eHHs 110 AUCHH-
MJIMHE

100-83/
AB

COTIUIHOY/
«3a4TeHo (OTJINY-
HO)»/

«3aUTEHO»

BricTaBnsiercst oOydaromemycs, eCiu OH rIy00KO U TIpod-
HO YCBOWJI TEOPETUYECKUN U PAKTUYECKUN MaTepHall,
MOJKET IPOJAEMOHCTPUPOBATH 3TO HA 3aHATUAX U B X0JI€
MIPOMEKYTOUHOM aTTECTALIMH.

OO0yuaromuiicst KICYEPIBIBAIOIIE U JIOTHYECKH CTPOMHO U3-
Jaraet yueOHbI MaTepuall, yMeeT yBSI3bIBATh TEOPUIO C
MIPAKTUKOM, CIIpaBIIsieTcs ¢ pelIeHHeM 3a/1a4 Npodeccro-
HaJIbHON HAIpPaBJIEHHOCTU BBICOKOI'O YPOBHS CJI0KHOCTH,
MPaBIWJIBHO OOOCHOBBIBAET NMPUHSATHIEC PEILICHUSI.
CB000/IHO OpUEHTHpYETCs B y4eOHOH 1 podeccuoHalb-
HOU JIuTEpaType.

OreHka o JUCHUIUIMHE BBICTABIIAIOTCS 00YJarOMEMyCs C
y4E€TOM pEe3yIbTaTOB TEKYILEH U IIPOMEKYTOYHOU aTTe-
CTaLlUH.

Komnerenmuu, 3akpeniéHnble 3a JUCUUIUITMHON, CPopMHU-
pPOBaHbI HA YPOBHE — «BBICOKHIIY.

82-68/

«XOPOILIO»/
«3a4TeHoO (XOopo-
110)»/
«3aYTCHOY

BricraBisiercss o0yyaromemMycs, €Clii OH 3HaeT TeopeTHye-
CKHMU Y MPAKTUYECKHUI MaTepual, TpaMOTHO U MO CYIIECTBY
U3JIaraeT ero Ha 3aHATHAX U B XOZ€ IPOMEKYTOUHOM aTTe-
CTallMH, HE JOIYCKasl CyIIECTBEHHbBIX HETOYHOCTEM.
OOyuaromnuiicsi IpaBUIBHO MPUMEHSET TEOPETHUECKHUE TT0-
JIO’KEHUS TIPU PElIEHUH MPAKTUYECKUX 3a/1a4 Npodeccro-
HaJIbHON HaIpaBJIEHHOCTU Pa3HOI'O YPOBHS CII0KHOCTH,
BJIa/IeeT HEOOXOUMBIMU JI TOTO HAaBbIKaMU U Mpuéma-
MHU.

JlocTaTogHO XOPOIIO0 OPUEHTUPYETCS B YIEOHOU U TIPO-
(dheccruoHaIpHOM JIUTEepaType.

OneHka no JUCHUILIMHE BBICTABIISAIOTCS 00ydaroleMycs ¢
y4E€TOM pe3yIbTaTOB TEKYILEH U POMEKYTOYHOM aTTe-
CTalUU.

Komnereniuu, 3akpeniéHnble 3a JUCUUIUITMHON, CPopMHU-
pPOBaHbI HA YPOBHE — «XOPOILUIY.

67-50/
D.E

«yIOBIETBOPH-
TEIbHOY/

«3a4TeHo (ynoBie-
TBOPHUTEIHHO)»/
«3aUTEHO»

BricraBisiercst o0yyaromemycs, €Ciii OH 3HaeT Ha 6a30BOM
YPOBHE TEOPETUUECKUN U MPAKTUUECKUN MaTepHal, J10-
MyCKAeT OT/AEIbHbBIC OMNOKH MPH €r0 U3JT0KEHUHU Ha 3aHs-
THSIX U B X0JI€ TPOMEKYTOUYHON aTTECTALUU.
OOyuaronuiicst UCTIBITHIBACT ONPEIEIEHHBIC 3aTPYAHEHUS
B IPUMEHEHHUH TEOPETUYECKUX MOJI0KEHHUN MTPU PEILICHUH
MPAaKTUYECKHX 3a/1a4 MPO(eCCHOHATLHON HAIPaBIEHHOCTH
CTaHJIaPTHOT'O YPOBHS CII0KHOCTH, BIIaZIe€T HEOOXOIUMBI-
MU JJIs1 TOTO 0A30BBIMU HABBIKAMH H MPUEMAMH.
JIeMOHCTpUpYET TOCTATOYHBIN YPOBEHb 3HAHUS yIeOHOM
JUTEpaTyphl 10 AUCIUTIIMHE.

OrneHka no JUCHUILIMHE BBICTABISAIOTCS 00ydaroleMycs ¢
Y4ETOM pe3yIbTaTOB TEKYILEU U IIPOMEKYTOYHOM aTTe-
CTalUU.
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Banany/ OneHka mo auc- Kpurepun oueHkH pe3yJibTaToB 00y4eHH sl M0 IUCIHU-
HIxana IHUIJINHE IJIMHE
ECTS
Komnerenmuu, 3akpeniéHnble 3a JUCUUIUITMHON, CPOpMHU-
POBaHBI HA YPOBHE — «10CTaTOYHBINY.
49-0/ «HEYIOBIETBOPH- | BricTaBnsercst oOydaronemMycsi, eciy OH He 3HaeT Ha 6a30-
F,FX TEITBLHOY/ BOM YPOBHE TEOPETUUECKUI U MPAKTUYECKUI MaTepual,
HE 3a4TEHO JOMyCKaeT rpyOble OMNOKHU P €To U3JI0KEHUN Ha 3aHs-

THAX U B XOJI€ IPOMEKYTOUYHOM aTTECTALIUH.
OOyuaronuiicst UCTIBITHIBACT CEPbEIHBIC 3aTPYAHEHUS B
IIPUMEHEHUH TEOPETUYECKUX IIOJIOKEHUH NPU PEIICHUU
MPAaKTUYECKHX 3a/1a4 MPO(eCcCHOHATLHON HAPaBIEHHOCTH
CTaHJAPTHOT'O YPOBHS CJIOKHOCTH, HE BIIaJieeT HE0OX01u-
MBIMHM ISl 3TOT0 HaBBIKAMU U IPUEMaMHU.
JlemoHCTpUpYET parMeHTapHbIC 3HAHUS YICOHOU JTUTE-
paTypsl 10 JUCLIUIUIMHE.

OreHka o JUCLUIUIMHE BBICTABIISAIOTCS 00YJarOMEMycs C
Y4ETOM pE3yIbTAaTOB TEKYILEU U POMEKYTOYHOM aTTe-
CTaLlUH.

KomMmnereH1umn Ha ypoBHE «OCTaTOUHBINY, 3aKPETUIEHHBIE
3a AMCUUIUIMHON, He COPMHUPOBAHBI.

5.3. OueHovHbIe CpeacTBa (MaTepHabl) U TEKYIIET0 KOHTPOJIS YCIIEBAEMOCTH, TPOMEKYTOU-
HOH aTTecTalyy 00ydJaroIuXxcs 1Mo JUCIUILIIHE

Bomnpocs! k 3auety - npoBepka cpopmupoBanHocTi komnetenuuit OI1K-4.2, ITIK-3

KonTpoJibHbIE BONIPOCHI

Peanm3zyemblie kKoMIe-
TEeHIIUH

1. Tlonstue maeHTudukanuu, ayreHTudukanuu u aropusa- | OIIK-4.2.1; OIIK-4.2.2;

oru.

OIIK-4.2.3; I1K-3.3, TIK-
3,2, IIK-3.1

2. Monenu nHPOPMALMOHHOM O€30MaCHOCTH.

I1K-3.3, I1K-3,2, [1K-3.1

(98]

[TonsiTre ysI3BUMOCTH, YIpO3bl, aTaKH.

I1K-3.3, 11K-3,2, [IK-3.1

4. VYuepb u puck. YrpaBiieHHE PUCKaMHU.

OIIK-4.2.1; OIIK-4.2.2;
OIIK-4.2.3; I1K-3.3, TIK-
3,2, [IK-3.1

5. TlaccHBHBIEC U aKTUBHEIE aTaKU.

OIIK-4.2.1; OIIK-4.2.2;
OIIK-4.2.3; I1K-3.3, TIK-
3,2, 1IK-3.1

6. Hepapxus cpencTB 3alIUTHI OT HHPOPMALMOHHBIX YIPO3.

OIIK-4.2.1; OIIK-4.2.2;
OIIK-4.2.3

7. TloHATHE ITOJIUTHKA OE€30IaCHOCTH.

OIIK-4.2.1; OIIK-4.2.2;
OIIK-4.2.3; I1K-3.3, TIK-
3,2, 1IK-3.1

8. IlpuHuumns! 3amyThl HHPOPMALMOHHON CUCTEMBI.

; 11IK-3.3, I1K-3,2, TIK-3.1

9. OcHOBHBIE IOHATHS U OTPEEICHHUS KpUnTorpadum.

OIIK-4.2.1; OIIK-4.2.2;
OIIK-4.2.3; I1K-3.3, TIK-
3,2, 1IK-3.1

10. CummMeTpudHOE MH(ppPOBAHUE.

OIIK-4.2.1; OIIK-4.2.2;
OIIK-4.2.3; I1K-3.3, IIK-
3,2, [IK-3.1

11. AcummerpudHoe mudpoBaHue.

OIIK-4.2.1; OIIK-4.2.2;
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OIIK-4.2.3; I1K-3.3, IIK-
3,2, [IK-3.1

12.

[IpoGnema pactpenencHus KIIOUeH.

OIIK-4.2.1; OIIK-4.2.2;
OIIK-4.2.3; I1K-3.3, TIK-
3,2, 1IK-3.1

13. Xem-¢pyHKINH. OIIK-4.2.1; OIIK-4.2.2;
OIIK-4.2.3; I1K-3.3, IIK-
3,2, I[IK-3.1

14. TIpoBepka 1EeTOCTHOCTH. ; 1IK-3.3, TIK-3,2, TIK-3.1

15.

TexHonorNM ayTeHTH(PHUKALINH.

OIIK-4.2.1; OIIK-4.2.2;
OIIK-4.2.3; I1K-3.3, IIK-
3,2, [IK-3.1

16.

AyteHnTu(duKanys Ha OCHOBE TapoJIei.

OIIK-4.2.1; OIIK-4.2.2;
OIIK-4.2.3; I1K-3.3, TIK-
3,2, I1IK-3.1

17.

AyTeHTu(]UKaIMsI HA OCHOBE amlmnapaTHBIX ayTeHTU(UKATO-
pOB.

OIIK-4.2.1; OIIK-4.2.2;
OIIK-4.2.3; I1K-3.3, TIK-
3,2, IIK-3.1

18.

AyrenTuduKanys nHPOpPMaLUH.

OIIK-4.2.1; OIIK-4.2.2;
OIIK-4.2.3; I1K-3.3, IIK-
3,2, [IK-3.1

19.

DJIEKTPOHHASI OJINKC.

I1K-3.3, I11K-3,2, [IK-3.1

20.

AyTeHTH(UKAIMI HA OCHOBE IIU(PPOBBIX CEPTUDUKATOB.

OIIK-4.2.1; OIIK-4.2.2;
OIIK-4.2.3;

21.

AyTeHTH(HKAIMA TPOTPAMMHBIX KOJIOB.

OIIK-4.2.1; OIIK-4.2.2;
OIIK-4.2.3; I1K-3.3, IIK-
3,2, [IK-3.1

22.

TexHonoruu ynpasjeHus TOCTYIIOM U aBTOPU3AILIHH.

I1K-3.3, I11K-3,2, [IK-3.1

23.

Cucrtembl ayTeHTU(UKAIMM U YIPABJICHUS JOCTYIIOM OIle-
PaLMOHHBIX CHUCTEM.

OIIK-4.2.1; OIIK-4.2.2;
OIIK-4.2.3; I1K-3.3, IIK-
3,2, [IK-3.1

24.

Ayrentudukanmu noas3osareneit OC.

OIIK-4.2.1; OIIK-4.2.2;
OIIK-4.2.3; I1IK-3.3, TIK-
3,2, [IK-3.1

25.

Aytentudukanus B OC cemerictBa Unix.

OIIK-4.2.1; OIIK-4.2.2;
OIIK-4.2.3; I1K-3.3, TIK-
3,2, I1IK-3.1

26.

IIporokon SSH.

OIIK-4.2.1; OIIK-4.2.2;
OIIK-4.2.3; I1K-3.3, TIK-
3,2, [IK-3.1

27.

VYmpaieHre JO0CTYIIOM B ONEPAllMOHHBIX CHCTEMAaX.

OIIK-4.2.1; OIIK-4.2.2;
OIIK-4.2.3; I1K-3.3, TIK-
3,2, IIK-3.1

28.

LenTpann3oBaHHBIE CUCTEMBl ayTeHTU()UKALUU U aBTOPH-
3annu. KoHenuus equHoro Joru4eckoro BXoa.

OIIK-4.2.1; OIIK-4.2.2;
OIIK-4.2.3;

29.

Cucrema Kerberos

OIIK-4.2.1; OIIK-4.2.2;
OIIK-4.2.3

30.

OunpTpanys. Buast puisTpanum.

OIIK-4.2.1; OIIK-4.2.2;
OIIK-4.2.3; I1K-3.3, IIK-
3,2, [IK-3.1

31.

Qaiieposibl. DYHKIMOHAIBHOE Ha3Ha4YeHHE (QaiiepBoia.

OIIK-4.2.1; OIIK-4.2.2;
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Tunel ¢aiiepBoIioB.

OIIK-4.2.3; I1K-3.3, IIK-
3,2, [IK-3.1

32.

[Tpokcu-cepBepsl. DyHKIMH TPOKCH-cepBepa. «IIpokcudu-
Kalus MPUII0KEHUN.

OIIK-4.2.1; OIIK-4.2.2;
OIIK-4.2.3; I1K-3.3, TIK-
3,2, 1IK-3.1

33.

@aiiepBoisl ¢ pynkiueit NAT. TpagunuoHHas TEXHOIOTUS
NAT.

OIIK-4.2.1; OIIK-4.2.2;
OIIK-4.2.3; I1IK-3.3, IIK-
3,2, [IK-3.1

34.

bazoBas TpaHcasuMs ceTeBbIX aapecoB. TpaHcnsuus cere-
BBIX aJIPECOB U TIOPTOB.

OIIK-4.2.1; OIIK-4.2.2;
OIIK-4.2.3; I1K-3.3, TIK-
3,2, IIK-3.1

35.

[Iporpammusle aiiepBoIbl XOCTa.

OIIK-4.2.1; OIIK-4.2.2;
OIIK-4.2.3; I1K-3.3, IIK-
3,2, [IK-3.1

36.

TumnoBble apXUTEKTYpPHI CETEH, 3aIuaeMbIX (paiiepBoaamu.

OIIK-4.2.1; OIIK-4.2.2;
OIIK-4.2.3; I1K-3.3, TIK-
3,2, 1IK-3.1

37.

MonuTtopuHr Tpaduka. AHaIU3aTOPHI MPOTOKOJIOB. AHAIIH-
3aTOPbI MPOTOKOJIOB.

OIIK-4.2.1; OIIK-4.2.2;
OIIK-4.2.3; I1K-3.3, IIK-
3,2, [IK-3.1

38.

Cucrembl 0OHapYKEHHUSI BTOP)KEHUH.

OIIK-4.2.1; OIIK-4.2.2;
OIIK-4.2.3; I1IK-3.3, IIK-
3,2, [IK-3.1

39.

ApXUTEKTypa CETH C 3AIUTON MEpUMETpPa U pa3lieICHUEM
BHYTPEHHUX 30H.

OIIK-4.2.1; OIIK-4.2.2;
OIIK-4.2.3; I1K-3.3, TIK-
3,2, 1IK-3.1

Ilpumepnoie 3a0anun 013 mecmuposanus- RPoOGEPKA cHoOpMuposaHHOCmMU KOMnemeHyuil

OIIK-4.2, IIK-3

1. KpunTomapimpyTu3aTtop - 310:

a) annapamuo-npocPamMMHbIL KOMIAEKC Kpunmozpaguyeckol 3auumsl mpagpuxa 0anHblx, 2010cd, 6U-
0eo Ha ocHose wiu@posanus naxemos no npomoxonam IPsec AH u/unu IPsec ESP npu ycmanosénenuu
coeounenus, COOmeemcmeyIouull mpebosanuim Kk cpeocmeam kpunmoz2paduueckou sauumaol urgdopma-
yuu PCE Poccuu u obecnevusarowutl 6a306yio GyHKyuonaibHocms cospementno2o VPN-ycmpoticmea..
0) MOOHMIIBHOE CPENICTBO CBSA3H.

B) JUCKOBOE YCTPOUCTBO.

2. o3 6e3onacHoctu VPN - 3T0:

a) CEeTeBOE YCTPOMCTBO, MOJKIIOYAeMOE K JBYM W 0OJiee CETsIM M BBITIONHSIONMEE (YHKIIUN
mupoBaHUS U AYTCHTH(PHUKAIIUY I MHOTOYUCIICHHBIX XOCTOB, PACTIONIOKEHHBIX 32 HHUM.

0) cemesoe ycmpoucmeo, NOOKaYAeMoe K 08yM CemsM U 8bINOAHAIOWee QYHKYUU wudposars
u aymenmu@uxayuu 0as MHO2OYUCIEHHBIX XOCHO8, DACHONONCCHHbIX 3d HUM.

B) CETEBOE YCTPOWCTBO, TMOJKIIOYaeMOe K JABYM M 0ojiee CETsIM M BBITIONHSIONMEe (YHKIIUN
muGpPOBaHUS U aBTOPHU3AIIUN JTSI Pa3IMYHBIX XOCTOB.
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6. YueOHO-MeTOAMUYECKOE M HH(POpMALMOHHOE 00ecnieYeHHe U C UM ILTHHBI

6.1. CriluCOK MCTOYHUKOB U JIUTEPATYPHI

Hctounnku
OcHOBHBIE

1. Pyxo6ooswuii 0okymeHT. 3aIuTa OT HECAHKIIMOHUPOBAHHOTO JOCTyMa K nHpopmanuu. Tep-
MHUHBI U OTIpeJIeTICHHs. Y TBEPKIEHO pelIeHueM npenacenarens ['ocrexkomuccun Poccuu ot
30 mapra 1992 r. [OnexkTpoHHbIN pecypce] : Pexxum nocryma : https://fstec.ru/tekhnicheskaya-
zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/386-
rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-
g3, cBOOOIHBIN. — 3aril. ¢ KpaHa.

2. Pykogooswuti 0okymenm. ABTOMAaTU3UPOBAHHBIE CUCTEMBI. 3alUTa OT HECAHKIIMOHUPOBAH-
HOro AocTyna K nHpopmarmn. Kinaccupukaius aBTOMaTu3UPOBaHHBIX CUCTEM U TPEOOBAHHS
10 3anmTe HHPOpMau. Y TBEpKIEHO pelieHneM npeacenarens ['ocyapcTBeHHON TEXHU-
yeckoil komuccuu npu [Ipesuaente Poccuiickoit @eneparuu ot 30 mapta 1992 r. [Dnek-
TpOHHBIH pecypc] : Pexxum noctyna : https:/fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/384-rukovodyashchij-
dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-g, cBoGoHBINH. —
3arii. ¢ ’KpaHa.

3. Pykogooawuii 0okymerm. CpecTBa BEIUNCIUTEIBHON TEXHUKHU. 3aIUTa OT HECAHKIIHOHUPO-
BaHHOTO JIocTyna K nHpopmanuu. [lokazarenn 3anMImEHHOCTH OT HECAHKIIMOHUPOBAHHOTO
JocTyna K nHpopMauu. YTBepKIeHO pelieHneM npeaceaarens ['ocyrapcTBeHHON TeXHUYe-
ckoit komuccuu nipu [Ipesnaente Poccuiickoit @enepannu ot 30 mapta 1992 r. [DnekTpoH-
HBII pecypc] : Pexxum nocryna : https://fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/385-rukovodyashchij-
dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-g2, cBo60aHbII. —
3arii. ¢ ’KpaHa.

4. Pykogooswuii 0okymenm. CpelicTBa BEIYUCITUTEILHOM TEXHUKU. MexXCceTeBbIe IKpaHbl 3alu-
Ta OT HECAaHKIIMOHUPOBAHHOTO JTOCTyMa K nHpopmanuu. [TokazaTenyu 3amuImEHHOCTH OT He-
CaHKIIMOHUPOBAHHOTO JIOCTYTIA K MHPOpPMAaLuU. Y TBEpKIEHO penieHneM npeacenarens [oc-
yAApCTBEHHOM TexHU4Yecko komuccuu npu Ipesuaente Poccuiickoit denepannu ot 25
utonst 1997 r. [Dnextponsslii pecypce] : Pexxum nocrtyna : https://fstec.ru/tekhnicheskaya-
zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/383-
rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-25-iyulya-1997-
g, CBOOOTHBIN. — 3ariI. ¢ HKpaHa.

5. @edepanvusiii 3axon «O0 nHPOPMAIH, UHYOPMAIIMOHHBIX TEXHOJIOTUSAX U O 3aIUTE UH-
dopmarm» ot 27.07.2006 N 149-D3 (pex. ot 19.07.2018). [DnekTpoHHsbIi pecypc] : Pexxum
nocrtymna : http://www.consultant.ru/document/cons_doc LAW_ 61798/, cBo6oaubIi. — 3ard. ¢
JKpaHa.

JIureparypa
OcHoBHas

1. Kazapun, O. B. IIporpammHo-anmapaTHble CpeICTBa 3allUThl MHPOpPMALUHU. 3aIiura
MIPOrpaMMHOTO oOecredeHus : y9eOHUK U TTpakTukyMm st By3oB / O. B. Kazapun, A. C.
3a6a0ypun. — Mocksa : M3natensctBo FOpaiit, 2020. — 312 c. — (Bricmiee o6pazoBa-
Hue). — ISBN 978-5-9916-9043-0. — Tekct: snexrponHsiid // ObC FHOpait [caliT]. —
URL: https://urait.ru/bcode/452368

2. Hubpos, M. B. Ceru u tenekommyHukaiuu. Mapmpyrtuzanus B [P-cetsix B 2 u. Yactp 1
: Y4eOHHMK U PaKTUKyM i By30B / M. B. JIlubpos. — Mocksa : U3narensctBo HOpaiir,
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2020. — 333 c¢. — (Bsicmee obpazoBanue). — ISBN 978-5-9916-9956-3. — Tekcr :
anextpoHHsii // DbC FOpaiT [caiit]. — URL: https://urait.ru/bcode/452430

3. Hu6Gpos, M. B. Ceru u renekommyHukanuu. Mapmpyruszanus B I[P-cetsax B 2 u. Yactp 2
: yUeOHUK U NPaKkTUKyM 1t By30B / M. B. JIubpoB. — Mocksa : U3parenbctBo FOpaiiT,
2020. — 351 c. — (Bsicmiee obpazoBanue). — ISBN 978-5-9916-9958-7. — Tekcr :
anextpoHHsii // DbC FOpaiT [caiit]. — URL: https://urait.ru/bcode/453063

4. Illernos, A. 1O. 3amura nHbOpMaLMU: OCHOBBI TEOPUH: y4eOHUK Ui OakanaBpuara u

maructparypsl / A. FO. llernos, K. A. llernoB. — Mocksa: N3narensctBo Opaiir,
2020. — 309 c. — (bakanaBp u maructp. Akagemudeckuii kypc). — ISBN 978-5-534-
04732-5. — Tekct: onektponnsii // DObC  IOpaiit  [caiit]. — URL:

https://urait.ru/bcode/449285

5. Ceru ¥ TeIEKOMMYHHUKAIUH : Y9eOHHUK U npakTuKyMm s By3oB / K. E. Camyiinos [u mp.]
; mon penakuueii K. E. Camyitnosa, U. A. lllanumosa, J1. C. Kyns6oBa. — Mocksa : U3-
natenbcTBO HOpaiit, 2020. — 363 c. — (Bricmee oOpazoBanne). — ISBN 978-5-534-
00949-1. — Tekct : onekrponnbii // OBC HOpaiit [caiit] — URL:
https://urait.ru/bcode/450234 (nara obpamienus: 09.09.2020).

6. Komnnexcnas 3awuma nHGOpMAIIIK B KOPIOPATUBHBIX CHUCTeMax : y4eO. mocobue / B.D.
[Hanbrun. — M. : U] «®OPYM» : UHDOPA-M, 2017. — 592 c. — (Bricuiee oOpa3oBaHue:
BakanaBpuart). - Pexxum ngoctyna: http://znanium.com/catalog/product/546679

7. Llanveun B.®. 3amurta KoMIbloTepHON MHMOpMaIuu. DPGEeKTHBHBIE METOIBI U CPEACTBA
[Dnextponnslii pecypc] / B. @. lllanprun. - M.: JIMK IIpecc, 2010. - 544 c.: un. - ISBN
978-5-94074-518-1. - Pexxum noctyna: http://znanium.com/catalog/product/408107

6.2. Ilepeuenpb pecypcoB HHPOPMAITMOHHO-TEIEKOMMYHUKAITMOHHOM ceT « HTEepHETY.

1. Odunmaneueiii caiit kommanuun Kpunrtompo [DnekTpoHHbIH pecypc]: Pexum nocrty-
na: http://www.cryptopro.com/, cBoOOIHBIN. — 3ari. ¢ IKpaHa.

2. Uentp pazpaborku Kpunrokom [DneKkTpoHHEIH pecypc|: Pexxum gocrymna:
http://www.cryptocom.ru/products/index.html/, ceo6oanbIN. — 3ari. ¢ 3KpaHa.

7. MaTtepuajJbHO-TeXHHYECKOe o0ecredeHue U CHUNINHbI

Jnis poBeieHust 3aHATUI HEOOXOJMMO CIIEIYIOIee MaTepUaIbHO-TEXHUYECKOE 0OecieYeHue:
1) nAns NEeKIMOHHBIX 3aHATHH — JICKIIMOHHBIN KJIACC C BUJCOMPOESKTOPOM M KOMITBIOTEPOM,
Ha KOTOPOM JOJDKHBI OBITh ycTaHOBIEHBI caenyroliee [10:

No Haunmenosanue 10 [IpousBoguTens Crnioco6 pacrpocTpane-
/11 HUS

1 Microsoft Office 2010 Microsoft JIMLIEH3UOHHOE

2 Windows 10 Pro Microsoft JIMLIEH3UOHHOE

3 Kaspersky Endpoint Security Kaspersky JIUIIEH3UOHHOE

2) Ui IPaKTUYECKHX 3aHATUN — KOMITBIOTEPHBIH KJ1acc, 000pyI0BaHHBIA COBPEMEHHBIMU
IIEPCOHAIILHBIMU KOMIIBIOTEPAMU JJIS KAKAO0r0 CcTyaeHTa. Ha koMmbproTepe 1O KHBI
ObITH ycTaHoBIeHO ciexytomiee [10:

Nent Haumenosanue [10 [IpousBoaurens Crnioco6 pacmpocTpaHeHus
Javi (JIMIIEH3MOHHOE WUJTU CBOOOTHO
pacnpocTpaHsIeMoe)
1 Microsoft Office 2010 Microsoft JINLIEH3UOHHOE
2 Windows 7 Pro Microsoft JIMIIEH3UOHHOE
3 Microsoft Share Point 2010 | Microsoft JIMIIEH3UOHHOE
4 Microsoft Office 2013 Microsoft JINLIEH3UOHHOE
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Windows 10 Pro

Microsoft

JIMIICH3UOHHOC

(o)}

Kaspersky Endpoint Security

Kaspersky

JInnieH3noHHoe

Secret Net Studio 8.4

Konx 6e3onacHoctn

CsoOognoe 110,
Pexum nocryna:
https://securitycode.ru
Jemo-Bepcus

Vmware Player 15.5

VMWare

CsoOognoe 110,

Pexum nocryna:
https://www.vmware.com/prod
ucts/

Jemo-Bepcust

XSpider 7.0

Positive Technolo-
gies

CsoOoanoe 110,

Pexum nocryna:
https://www.ptsecurity.com/ru-
ru/

Jemo-Bepcust

10

Nmap 7.8

Nmap

CsoOoanoe I10,

Pexum nocryna:
https://nmap.org/
Hemo-Bepcus

11

Open VPN

OpenVPN

Cso0Ooanoe I10,
Pexxum pgocryna:
https://openvpn.net/

12

SoftEther VPN

SoftEther

Cso0Ooanoe I10,
Pexxum pgocryna:
https://www.softether.org/

13

Windscribe VPN

Windscribe

Csoboanoe I10,
Pexxum pgocryna:
https://windscribe.com/
Jemo-Bepcust

14

TinyFEC VPN

Wangyou

Ortxkpsitoe 110,

Pexxum gocryna:
https://github.com/wangyu-
/tinyfecVPN

HJ’IH IMPOBEACHU A 3aHATUH JICKOMOHHOTI'O THUIIA INPEIararoTCa TEMaTUUCCKHUEC UILTIOCTPAluA

B (hopmate npesenTanuii PowerPoint.

Ilepeuens B/l u UCC
Nent HaumenoBanue

/n

1 | MexnyHapoanele pedepaTuBHbIe Haykomerpudeckue bJl, mocTymHble B pamKax
HalMoHaJILHOU nmoanucku B 2020 r.
Web of Science
Scopus

2 | Ilpodeccuonanbupie momHOoTeKcTOBBIe bJl, mOCTynmHBIE B paMKax HalMOHAIBHOM
nonmucku B 2020 r.
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Kypuaner Cambridge University Press
ProQuest Dissertation & Theses Global
SAGE Journals

Kypnans! Taylor and Francis

3 | IlpodheccuonanbHbie MOTHOTEKCTOBBIE B/]

JSTOR

W3nanus no o01eCTBEHHBIM U TYMaHUTapHBIM HayKaM
DnektponHas 6ubianoreka Grebennikon.ru

4 | KoMnproTepHbIE CITPABOYHBIE TPABOBBIE CUCTEMBbI
Koncynprant Ilntoc,
l"apanT

8. ObGecnevyenne 00pa3oBaTeIbLHOIO NMpoLEcca IJIsl JUIl ¢ OTPAHNYEHHBIMHA BO3MOKHOCTS-
MM 310POBbS

B xone peanuzanuu IUCHMUIUIMHBI UCTIOIB3YIOTCS CAEAYIOIINE TOMOTHUTEIbHBIC
METOJIbI 00YYEHHsI, TEKYIIIETO KOHTPOJIS YCIIEBAEMOCTH U TPOMEKYTOUHOM aTTecTalliu 00y4Ja-
IOIINXCS B 3aBUCHMOCTH OT UX UHAUBUIYAJTbHBIX OCOOCHHOCTEH:

e JUIs CIENbIX U CIa00BUISAIINX:

— JIEKIIMH OQOPMIIIOTCS B BHJIE€ JIEKTPOHHOTO JOKYMEHTA, JOCTYIHOTO C MOMOIIbIO KOM-
IBIOTEPA CO CIIEUAIN3UPOBAHHBIM MPOTPAMMHBIM 00ECTICUCHUEM;

— IIUCbMEHHBIE 3a/IaHMS BBINOJHSAIOTCS HAa KOMIIBIOTEPE CO CHEUUATIM3WPOBAHHBIM IIPO-
rPaMMHBIM 00€CTICUeHUEM, HITH MOTYT OBITh 3aMEHEHBI YCTHBIM OTBETOM;

— obecreunBaeTCsl HHANBUIYaIbHOE paBHOMEPHOE ocBerieHue He MmeHee 300 Jrokc;

— I BBIMOJHECHHS 3alaHds TPH HEOOXOJUMOCTH TMPENOCTABISACTCS YBEIWYUBAIOIICE
YCTPOMCTBO; BO3MOXKHO TaKKe UCIIOJIb30BaHUE COOCTBEHHBIX YBETUYMBAIOIINX YCTPOUCTB;

— MUChbMEHHBIE 3a7aHus O(OPMIISIOTCS YBEITUYCHHBIM MIPUPTOM;

—3K3aMeH U 3a4€T IMPOBOJATCA B YCTHOW (pOopMe HIIM BBINOJIHSIOTCSA B MUCbMEHHOM dopme
Ha KOMIIBIOTEPE.

® JUIS TIYXHUX U CIa0OCITBIIIAIINX:

— JIGKIIMK OQOPMIISIFOTCSI B BUJE AJIEKTPOHHOTO JIOKYMEHTa, JTUOO MpEeoCTaBisieTcs 3BYKO-
YCWJIMBAIOILAsS alllapaTypa UHIUBUAYAIbHOTO TOJIb30BaHUS;

— MUChbMEHHbIE 3aJaHHsI BBHITTOJIHAIOTCS Ha KOMIIBIOTEPE B MUCbMEHHOU hopme;

—9K3aMEeH M 3a4€T MPOBOJAATCS B MUCbMEHHOH (popMe Ha KOMIIBbIOTEpPE; BO3MOXKHO IPOBE/Ie-
HUE B (popMe TECTUPOBAHHS.

® Ui JUI C HAPYIICHUSIMUA ONIOPHO-ABUTATENILHOTO aIllapara:

— JIeKUuu O(POPMIISIOTCS B BUJE JIEKTPOHHOTO JOKYMEHTA, JOCTYITHOTO C IOMOIIbIO KOM-
NBIOTEPA CO CMEIMATU3NPOBAHHBIM POTPAMMHBIM 00ECIICUEHHUEM;

— MIMCbMEHHBIC 3a/IaHMs BBIMOJHSAIOTCS HAa KOMIBIOTEPE CO CHEHUATU3UPOBAHHBIM IIPO-
TPaMMHBIM 00€CTIEeUCHUEM;

—9K3aMeH U 3a4€T MPOBOJATCS B YCTHOH (popMe MM BBIOJIHSIOTCS B MHUCBMEHHOH (opme
Ha KOMITBIOTEPE.

[Tpu HEOOXOIUMOCTH MpeyCMaTpUBACTCS YBEITNUYEHUE BPEMEHHU JJISl TIOATOTOBKU OTBETA.

[Ipouenypa  mnpoBeneHHS  MPOMEXKYTOUHOM  arTecTauu Uil  OOy4YaroIluXcs
YCTaHABIMBAETCS C YYETOM WX UHAUBHAYAIBHBIX TCUXO(U3HUYECKHX OCOOCHHOCTE.
[IpomexyTouHas arrecTanus MOXKET IPOBOJUTHCS B HECKOIBKO JTAIIOB.

[Tpu mpoBeneHUU MPOIETYpPHl OICHUBAHUS PE3YJABTaTOB OOYyUEHUS MPEIyCMaTpUBaeTCs
UCIIOJb30BAaHME TEXHUYECKUX CPEACTB, HEOOXONMMBIX B CBSI3U C WHIUMBUIYyaJIbHBIMU
0COOEHHOCTSAMHU O00yYaroIuXcs. DTU CPEACTBA MOTYT OBITh NPEIOCTABICHBI YHUBEPCUTETOM,
WJIM MOTYT MCIIOJIb30BAThCSl COOCTBEHHBIE TEXHUYECKUE CPEICTBA.
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[IpoBenenne mpomeaypsl OICHHMBAHUS  PE3YJAbTATOB  OOy4YEHHs JIOMYCKaeTcs C
HCIIOJIb30BaHUEM JTMCTAHIIMOHHBIX 00pa30BaTeIbHBIX TEXHOIOTHA.

ObecneunBaeTcst AOCTYN K MH(POPMALMOHHBIM M OUOIMorpaduyeckuM pecypcam B CETH
WuTepHer ans kaxzaoro oOydaromierocs B (opMax, aJanTUPOBAHHBIX K OTPAHUYEHUSIM HX 3]10-
POBBS ¥ BOCIIPUATHS HH(DOpMALIHH:

® JUIS CIENbIX U cIa00BUISAIINX:

— B I1€4aTHOM (hopMe YBEIMYCHHBIM HIPUPTOM;
— B hopMe JIEKTPOHHOT'O IOKYMEHTA;

— B ¢popMme aynuodaiina.

e JUIS TIYXUX U CIa0OCITBIIIAIINX:

— B IIeUaTHOM opme;

— B (popMe 3IIEKTPOHHOTO IOKYMEHTA.

e s 0O0YYarOMIMXCS C HAPYIIEHUSIMU OTIOPHO-/IBUTaTENIbHOTO anrmapara:
— B IIeUaTHOM opme;

— B (popMe 3IIEKTPOHHOTO TIOKYMEHTA;

— B (hopme aynuodaiina.

VY4eOHble ayAUTOPUH I BCEX BUAOB KOHTAKTHOW M CaMOCTOSITEIbHON paboThI, HayyHas
OMOJIMOTEKa W WHBIE TIOMEIICHHS JIsi OOYYEHHUs OCHAIICHBI CIIEIUATBLHBIM O000pYJOBAaHUEM W
y4eOHBIMH MECTaMHU C TEXHUYECKHUMHU CPEACTBAMU O0YUCHUS:

® JUIS CIENbIX U CIa00BUISIINX:

— YCTPOMCTBOM JIJIs1 CKAaHUPOBaHUS 1 uTeHus ¢ kamepoid SARA CE;

— nuctuieem bpaiing PAC Mate 20;

— npunTepoM bpaiins EmBraille ViewPlus;

® JUIS TIIYXUX U CIa0OCIBIIIAIINX:

— aBTOMAaTHU3UPOBAHHBIM pabOUYMM MECTOM JUIs JIFOJICH ¢ HapyIIEHHEeM cllyXxa U ci1a0oCbl-
HIanux;

— aKyCTUYECKUN YCUTTUTEIb U KOJIOHKH;

e s 00YYarOMIMXCS C HAPYIIEHUSIMU OTIOPHO-/IBUTaTENIbHOTO afrapara:
— MEePEIBUKHBIMU, PETYJIUPYEMBIMU 3proHoMuyeckumMu napramu CU-1;
— KOMITBIOTEPHOM TEXHUKOM CO CHEIMAIBHBIM MPOrPAMMHBIM 00€CIIeUeHUEM.

9. MeTroauvecKkue MaTepuaJibl

9.1. IInaHbl NpaKTHUECKUX 3aHATHH - mpoBepka cpopmupoBanHocTH komnerenuii OI1K-4.2,
I1K-3

IIpakTyeckoe 3ansaTHe 1 (4 4.) «TexHonornm ayreHTH(PUKANNN, ABTOPU3ALMHA U YIIPAB-
JIEHHS I0CTYNOM» - ipoBepka chopmupoBanHocTn komneTeHiui OI1K-4.2, [TK-3
3agaHus:
1. Co3naHne HOBBIX MMOJB30BATEIEH U UCCIIEIOBAHUE MEXAHU3MOB PACIIIMPEHHON ayTeH-
tudukanuu Ha npumepe Secret Net Studio.
2. VYmnpaBieHHe JOCTYIOM B ONEPALMOHHBIX CHCTEMaX C MOMOIIbIO BCTPOSHHBIX U HAJIO-
JKCHHBIX CPCACTB 3allIUThI I/IH(bOpMaI_[I/II/I.

Cnucoxk nutepaTypsl:
[IpuBenén B n. 6 gannou PIIJ]

MarepuaabHO-TEXHHUECKOE 00ECIICUCHUE 3aHATHS: ayIUTOPHS, OCHAIICHHAS MPE3CHTAIMOHHON
TEXHUKOH (MPOEKTOp, IKpaH, KOMIIbIOTEP/HOYTOYK). KOoMIbIOTEpHI 110 KOJMYECTBY 00yUaIOIIHX-
cs ¢ pazeépuyroit OC MS Windows, BupTyansHO#l MammHoit VMPlayer, cpencTBa 3amuThl UH-
dopmaruu Secret Net Studio.
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IIpakTyeckoe 3ansaTHe 2 (4 4.) «TexHonornu 6€30MacHOCTH Ha OCHOBe (PUIALTPALIUM U
MOHUTOPHUHTA Tpadukay» - mposepka copmupoBannoctu kommnerenuuii OI1K-4.2, TTK-3
3agaHus:

1. VYcranoBka u HacTpoiika VPN-kiueHra.

2. OcyuiecTBICHHE MOHUTOPHHTA TpadHKa.

3. OcymecTBieHne ayauTa COOBITHIT 0€30MaCHOCTH.

CHIucoK JIUTepaTyphl:
[IpuBenén B n. 6 nannoi PIT/]

MarepuanbHO-TEXHHUECKOE 00ECTIeYeHHE 3aHATH: ayIMTOPHsI, OCHAIIICHHAs MPE3EHTALMOHHOM
TEXHUKOHU (ITPOEKTOP, IKPaH, KOMIBIOTEP/HOYTOYK). KOMITBIOTEPHI IO KOJIMYECTBY O0YJarOIITIX-
cs ¢ pa3Bépuyroit OC MS Windows, BuptyansHoit MmamuHoii VMPlayer. VPN-kimeHT, BBIXOA B
HNHTepHET ¢ BO3MOXKHOCTBIO JOoCcTyNa K caiitam https://ipleak.net , https://www.perfect-
privacy.com/check-ip, https://ipx.ac/run, https://browserleaks.com/webrtc, https://www.perfect-
privacy.com/dns-leaktest.

IIpakTnyeckoe 3ansiTue 3 (4 4.) «McciienoBaHusi TPAHCIMOPTHON MH(PPACTPYKTYPHI CETH -
npoBepka copmupoannoctu komnereHuuid OITK-4.2, TIK-3
Saganus:

1. Wzyunts crex nmpotokona TCP/IP.

2. TlomyuuTs y mpenoaaBaTesiss METPUKH 30HIUPYEMBIX CETEH.

3. CkanupoBanue cetd. CkaHUpOBaHUE TIOPTOB.

4. TlonroroBka oTyeTa 00 YpOBHE 3alUIIIEHHOCTH MPOCKAaHUPOBAHHBIX Y3JIOB.

CHIucOoK JIUTepaTyphl:
[IpuBenén B n. 6 nannout PIT/]

MarepuanbHO-TEXHHUECKOE 00eCTIeYeHHE 3aHATH: ayIMTOPHsL, OCHAIIICHHAs MPE3EHTALMOHHOM
TEXHUKOHU (ITPOEKTOP, IKPaH, KOMIBIOTEP/HOYTOYK). KOMITBIOTEPHI TTO KOJIMYECTBY O0YyJarOIITHX-
cs ¢ pa3Bépuyroit OC MS Windows, BuptyansHoit MmamuHoit VMPlayer,IIporpammuoe cpen-
CTBO CKaHMpOBaHUs ceTu U moptoB (XSpider, Nmap), VPN-knuenT, Beixoq B UHTEepHET ¢ BO3-
MOHOCTBIO ITOAKIIFOUEHUS K cepBepaM VPN-ycuyr.

IIpakTuyeckoe 3ausiTHe 4 (4 4.) «YSI3BUMOCTH NPOrPAMMHOIO KO/I1a U BPeIOHOCHBbIE MPO-
rpaMmaI» - ipoBepka chopmupoBanHocTr komneteHi OI1K-4.2, TIK-3
3agaHus:

1. VYS3BUMOCTH IPOTPAMMHOI0 KOJa.
2. I/ICCJIC,Z[OBaHI/Ie MCEXaHHU3MOB KOHTpO.HSI OEJI0CTHOCTH, KOHTpO.HSI HpI/I.HO)KeHI/Iﬁ nT.O..
3. Hacrtpolika KOMIOHEHTOB 3alUTHI.

CHuCOK JIUTepaTyphI:
[IpuBenén B n. 6 nannou PIT/]

MarepuanbHO-TEXHHUECKOE 00eCTIeYeHHE 3aHATH: ayIMTOPHsL, OCHAIIICHHAs MPE3EHTALlMOHHOM
TEXHUKOHU (ITPOEKTOP, IKPaH, KOMIBIOTEP/HOYTOYK). KOMITBIOTEPHI IO KOJIMYECTBY O0YyJArOITHX-
cs ¢ pa3Bépuyroit OC MS Windows, BuptyansHoit MmamuHoii VMPlayer, cpencTBa 3amuThl HH-
dopmarmu Secret Net Studio.

IIpakTnyeckoe 3ansitue 5 (4 4.) «IIporpammubie 3akaaaku. Padora ¢ u3oampoBaHHOI
NpOrpaMMHO¥ cpenoii» - nmpoepka copmupoBanHocTu komnerenmii OITK-4.2, TTK-3
Saganus:



21

1. MccnenoBanue METOI0B BHEAPEHUSI IPOIPaMMHBIX 3aKJIaZIOK B BUPTYaJlbHOH “TieCOUHHULE”.
2. HacTpoiika n301upOBaHHON MPOTrPaMMHON CPEIBI.

3. KondurypupoBanue KOMIIOHEHTa KOHTPOJISI Cb€MHBIX MAIIMHOMMCHBIX HOCUTENEeH HHpopMa-
LUH.

CHuCcOoK JIUTepaTyphl:
[IpuBenén B n. 6 nannou PIT/]

MarepuanbHO-TEXHHUECKOE 00eCTIeYeHHE 3aHATH: ayIMTOPHsL, OCHAIIICHHAs MPE3EHTALlMOHHOM
TEXHUKOHU (ITPOEKTOP, IKPaH, KOMIBIOTEP/HOYTOYK). KOMITBIOTEPHI IO KOJIMYECTBY O0YJArOIITHX-
cs ¢ pa3Bépuyroit OC MS Windows, BuptyansHoit MmamuHoii VMPlayer, cpencTBa 3amuThl HH-
dopmarmu Secret Net Studio.

IIpakTuyeckoe 3ansaTue 6 (2 4.) «be3onmacHocTH Bed-cepBUCA» - IPOBEpKa CHOPMUPOBAHHO-
ctu komnerennui OIIK-4.2, TTK-3

3agaHus:

1. N3yunTh criocoObl MpoOBEIEHUS TECTOB Ha TPOHUKHOBEHUE.

2. COop cBeneHuii B CeTH HTEPHET 1O ya3BUMOCTsIM Web-cepBepoB Ha npumepe apache u
nginx.

3. YcranoButh ckanepbl XSpider u Nmap.

4. [Tpou3BecTr ckaHWPOBaHHUE HA 3aANTUIIICHHOCTh Web-CepBHCOB Ha MPUMEPE CAaHTOB

www.rsuh.ru, www.yandex.ru , www.ict.cn.

Cnucok nutepaTypsl:
[IpuBenén B n. 6 gannou PIIJ]

MarepuanbHO-TeXHUYECKOE 00eCTIeYeHNE 3aHATH: ayUTOPHI, OCHAIIICHHAS ITPE3EHTallnOHHON
TEXHUKOH (IIPOEKTOP, IKpaH, KOMIBIOTEP/HOYTOYK). KOoMIbIOTEpHI MO KOTMYECTBY 00y4aromuX-
cs ¢ pazsépuytoit OC MS Windows, BupryanpHoii Mamnaoii VMPlayer.Ckanepst Nmap u
XSpider.

Ilpunooscenue 1
AHHOTALIUA AUCHUIIJIINHBI

Jucuumuna «HpopmannonHas 6€30MacHOCTh TENEKOMMYHHKAIIMOHHBIX CUCTEM» pean3yeT-
cs Ha (akynprere MHQOpMAIMOHHBIX CHCTEM U 0€30MacCHOCTH IS CTYICHTOB 4-TO Kypca, 00y-
Yaomuxcs Mo nporpaMMe OakangaBpuaTa mo HamnpasieHuto noarorosku 10.03.01 Mudopmanu-
OHHast 6e301acHOCTh (MPOGUIN OATOTOBKH — be30macHOCTh aBTOMAaTH3UPOBAHHBIX CUCTEM)
Kaeapoil KOMIIEKCHON 3aIIUThl HHPOPMALIUH.

ey aucrumianHbel — (GOPMHUPOBAHKWE 3HAHWW U YMEHUHW 1O obecreueHruto MHGOPMAIMOHHON
6630HaCHOCTI/I KOMIIBIOTCPHBIX CUCTCM U I/IHq)OpMaI_[I/IOHHBIX mponeccoB, U HABBIKOB IO HUX
OTIPENIEIICHUIO ISl KOHKPETHBIX YCIOBUH.

3a1[aq1/1 JUCHUIIIIMHBI:

— OBJIAZICHHE METOJaMH MOHHMTOPWHTA WM ayJWTa, BBISBICHUS YIpo3 WH(GOPMAIMOHHON Oe3-
OTIaCHOCTH MH()OPMAITMOHHBIX CUCTEM;

— (¢dopMHpOBaHKE HABBIKOB aHalW3a WH(POPMAIMOHHON HHPPACTPYKTYpHl HHOOPMAITMOHHBIX
CUCTEM U ee 0e30MaCHOCTH.



22

JlucuuruivHa HarpasiieHa Ha (JOPMHUPOBAHUE CISAYIOIINX KOMIIETSHIIUI:

e OIIK-4.2 -Cnioco6eH BBITIOJHATHh padOTHI IO YCTAHOBKE, HACTPOIKE, aIMUHUCTPUPOBA-
HUI0, 00CTY)KMBaHUIO U MPOBEPKE pabOTOCTIOCOOHOCTH OTAEIBHBIX IPOTPAMMHBIX, ITPO-
IPaMMHO-AMINapaTHBIX (B TOM YKCIIE KPUITOTpapUUECKUX) U TEXHUYECKUX CPEJICTB 3a-
ATl THPOPMALIUY aBTOMATU3UPOBAHHBIX CUCTEM

e OIIK-4.2.1 -3Haer cpeAcTBa, METOIBI M IPOTOKOJIBI UACHTU(UKAIINHN, ayTeHTU(PUKAITUH
U aBTOPU3ALUU

e OIIK-4.2.2 -YMeeT ycTaHaBIMBaTh U HACTPAUBATh ONEPALMOHHBIE CUCTEMBI, CUCTEMBI
yInpaByieHUs1 0a3aMU TaHHBIX, KOMITBIOTEPHBIE CETH U IPOTPAMMHBIE CUCTEMBI C YIETOM
TpeOOBaHM IO 0OECIICYCHHIO 3aIUTHI HHPOPMAITIH

e OIIK-4.2.3 -Bnageer HaBbIKaMu yNpaBJI€HUsI IOJTHOMOUYHUSIMH 0JIb30BaTENEN

e [IK-3 -CnocoOeH ynpaBisTh 3alIUTON HH(OPMAIMK B aBTOMAaTH3UPOBAHHBIX CHCTEMax

e [IK-3.1 -3HaeT OCHOBHBIEC METO/IbI YIIPABJICHUS 3aIIUTON HH(POpMaKU, HHHOPMAIHOH-
HBIE PECYPCHl aBTOMAaTU3HPOBAHHBIX CUCTEM, IOJUIEKAIINE 3aALUTE; OCHOBHBIE YTPO3bI
0e301acHOCTH UH(GOPMALUK, MOAEIN HApYIIUTENs B aBTOMaTU3MPOBAHHBIX CUCTEMAX

e [IK-3.2 -Ymeer pazpabaTbiBaTh NPEATI0KESHUS IO COBEPIICHCTBOBAHUIO CUCTEMBI YIIPaB-
JIEHU 3alUThl HHPOPMALIMK aBTOMATU3UPOBAHHBIX CUCTEM; KJIACCU(PUIIUPOBATh U OLle-
HUBATh YIrPo3bl 0€30MacCHOCTH HH(OPMAIINH; OLICHUBATh UH()OPMAIIMOHHBIC PUCKHU B aB-
TOMAaTU3UPOBAaHHBIX CHCTEMAX

e [IK-3.3 -Bnazneer HaBbIKaMH COCTaBJIEHMsI KOMILJIEKCA MPaBUJI, IPOLIETYP, IPAKTHUECKUX
PUEMOB, IPUHIUIIOB U METOJIOB, CPEACTB 00ECTIeueHHs 3alUThl HH(OpPMAIH B aBTO-
MAaTHU3UPOBAHHOMN CUCTEME

B pe3ynbrate 0CBOCHHUS TUCIUIUINHBI 00 YyJarOIIUICS TOJKEH:

3HaTh MPHUHLUUIOB U METOJbl NPOTUBOACUCTBUS HECAHKIIMOHMPOBAHHOMY HH(POPMALMOHHOMY
BO3JICHCTBUIO HA BBIYMCINTEIbHBIE CHCTEMbI U CUCTEMBI IIepe1aun HH)OpMAaIUH.

YMeTb OCYIIECTBIATH MEpPhl MPOTUBOJACHCTBUS HAPYLICHUSIM CETEBOM 0€30MacHOCTU C HCIIOIb-
30BaHUEM Pa3JIMYHBIX MPOrPAMMHBIX M alllapaTHBIX CPEICTB 3alUTHI; aHATM3UPOBATH M OICHU-
BaTh Yrpo3bl WH(GOPMAIMOHHON O€30MacHOCTH; MPHUMEHSATh OTEUECTBEHHBIE M 3apyOeKHBbIC
CTaHJApTHl B 00JIACTH KOMIIBIOTEPHON 0€30MMaCHOCTH sl TPOSKTUPOBAHMUS, pa3pabOTKU U OIICH-
K{ 3alIMIEHHOCTH KOMITbIOTEPHBIX CUCTEM.

Bragers MeTomamMu M CpeACTBaMHU BBISBICHHUS Yyrpo3 0€30MAaCHOCTH aBTOMATH3HPOBAHHBIM CHU-
cTeMaM; MeToJamMu (pOpMHUPOBaHUS TPeOOBAaHUH MO 3aIuTe HHPOPMAIIMN; METOIaMHU aHAJIN3a U
dopmanuzanuyu HHPOPMAIIMOHHBIX IPOLECCOB OOBEKTa M CBSA3EH MEXIy HUMH; METOANKAMH
IPOBEPKU 3AIUIIEHHOCTH 00BbEKTOB MH(POPMATU3AIMN Ha COOTBETCTBHE TPEOOBAHUSAM HOpMa-
TUBHBIX JIOKYMEHTOB.

[To qucuuuMHE MpeaycMOTpeHa MPOMEXKYTOYHasI aTTecTalus B popme 3auera.

OO61mast TpyA0EMKOCTh OCBOSHUS TUCIUTIIMHBI COCTABISAET 2 3a4ETHBIC CIUHUIIBI.



