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1. [losicHuTEIbHAA 3aIMCKA

1.1. Lenp u 3ama4uu AUCIUTLINHBI

Henp aucrumniuHbl — GopMUpOBaHUE 0a30BBIX 3HAHMN B 00JacTu obecriedeHus: HH(OpMaIoH-
HOH Oe3omacHOCTH aBTOMaTtu3WpoBaHHBIX cucteM (AC), BBIBICHHS Yrpo3 0€30mMacHOCTH WH-

dopmanuu.
3amga4un AMCHUIIINHEL:

— PacCMOTpEHHE CyIIecTBa MpoOJeMbl OE30MAaCHOCTH WMH(pOpPMAalUKd B aBTOMATU3UPOBAHHBIX
CHCTEMax, OCHOBHBIX CIIOCOOOB OOecCIeueHHUs TOCTYIMHOCTH, KOH(DHICHIIMAIBHOCTH W IIe-
JOCTHOCTH MH(pOpManuu npu e€ nepeaaye u o0padoTke.

1.2.

HBIX C UHAUKATOPAMH JOCTHKEHUS KOMIIETCHIUN

[lepeuens muaHUPyEMbIX PE3yIbTATOB O0yUEHUS MO JUCHUILIMHE (MOIYII0), COOTHECEH-

Komnerenuus
(KOJl ¥ HANMEHOBAHUE)

NHaukaTopbl KOMIIETEH-
1107041
(KO 1 HANMEHOBAHUE)

Pe3yabTaTnl 00yyeHus

IIK-2

Cnocoben npumensims npo-
2pamMMHble CpedCcmea Cu-
CMEMHO020, NPUKIAOHO20 U
CNeYUaIbHO20 HA3HAYEHUS,
UHCMPYMEHMATIbHBLE CPEO-
Ccmea, A3bIKU U CUCTEMbl
nPOSPAMMUPOBAHUSL OJIS]
peutenus npogeccuoHalb-
HbIX 3004y

1IK-2.1

3nams apxumexkmypy u
NPUHYUNBL NOCIPOEHUS
ONepayuoOHHbIX CUCTNEM,
noocucmem 3aujumsl UH-
dopmayuu, cocmas muno-
8bIX KOHu2ypayuu npo-
2PAMMHO-ANNAPAMHBIX
cpedcms 3auumsl UHPOP-
Mayuu, A36IKU U CUCeMbl

3nams:

OCHOBHbIE 8UObL Yepo3 besonac-
Hocmu uHpopmayuu npu eé
xpanenuu u oopabomku 8 AC u
eé nepedauu.

Yepo3bl U Memoobl HAPYUIeHUs.
oezonacnocmu AC;
¢opmanvuvie mooenu, nexica-
wue 8 0OCHO8e cucmem 3auumsl
AC;

npocpamMmuposanis o Ccmanoapmvl NO OYeHKe 3auil-
wennocmu AC u ux meopemu-
yecKue 0CHOBbL

TIK-2.2 Ymemns:

Ymeem npomusooeticmeo-
eamov yepo3am 6e30nacHo-
cmu uHgopmayuu ¢ Ucnob-
308aHUeM 6CMPOECHHBIX
cpeocme 3awumsl UHGop-
mayuu

npo8OOUMb AHANU3 YePO3 be3-
onacrnocmu AC;
paspabamuleams Mooenu u no-
JUMUKY 6e30nacHocmu, uc-
NONb3YS U3BECMHbIE NOOX0ObI,
Memoovl, cpedcmea u ux meo-
pemuuecKkue 0CHOBbl

1IK-2.3

Braoeem xonmponem kop-
PEeKMHOCIU PYHKYUOHUPO-
8aHUsL NPOCPAMMHO-
annapamuwix cpeocms 3a-
wumsl uHgopmayuu & one-
PAYUOHHBIX CUCTEMAX

Braoems:

Hasvikamu pabomul ¢ AC pac-
npeoesiénHbLX GbIYUCTICHU U
0bpabomxu ungopmayuu;
HasvlKamu pabomsl ¢ HOpMa-
MUBHBIMU OOKYMEHMAMU
DCTIK Poccuu

1IK-8

Cnocoben ocywecmensams
MOHUMOPpUHE U AyOUm 3a-
wuwéHnocmu ungopmayuu
8 aBMoMamusuUpOBaAHHbIX
cucmemax

1IK-8.1

3naem ocHosHble Kpunmo-
epaghuueckue memoowl, an-
20pUMMbl, NPOMOKOIbL, UC-
nonv3yemvle 01 3aujumsl
ungopmayuu 6 agmomamu-
3UPOBAHHBIX CUCEMAX, Op-

3nams:

Memoobl u cpedCcmea peanrusa-
yuu, 3awuuennovix AC;
Memoobl u cpedcmaa sepuu-
Kayuu u anaiu3a HaoéiCHoCmu,
sawuuénuvix AC

bazosyio mooens yepoz ®CTOK
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2aHU3AYUOHHBLE MePbl NO Poccuu
3awume ungopmayuu
IIK-8.2 Ymems:

Ymeem anaausupoeseanio
npozcpammusle, apxumex-
MypHO-mexHu4ecKkue u cxe-
MOmexHuvecKkue peulenus

AHAIU3UPOBAMs Y2po3vl He3-
onacrocmu ungpopmayuu AC;
Peanu3o8vieams Cucmemsbl 3a-
wumul unghopmayuu 6 AC 6 co-

KOMNOHEHMO8 agmomamu-
3UPOBAHHBIX CUCTNEM C Ye-
JIbI0 GLIABNIEHUSL NOMEHYU-
ANbHBIX ya3eumocmel Oes-
onacHocmu ungopmayuu 8
A8MOMAMUZUPOBAHHBIX CU-
cmemax, eecmu NpomoKobl
U JHCypHanbl yuéma npu
ocyujecmeaneHuly ayouma
cucmem 3aujumsl UHQHOp-
Mayuu agmomamu3uposan-
HbIX cucmem

omeemcmeuu co CmaHoapmamu
no ouyenxe 3auwpuuiénnocmu AC.

IIK-8.3

Bnaoeem nasvixamu evipa-
bomku pekomeHoayuil 0
NPUHSIMUSL PeULeHUsL O MO-

OepHu3ayuu cucmemsl 3a- o
wumol uHpopmayuu aemo-

MAMUu3UpOBAHHOU CUCEMbL

Bnaoemy:

® npuémamu UCNOIb306aAHUSL
Kpumepues OYeHKU 3aujuileH-
nocmu AC;

npuémamu nocmpoenusi gpop-
MANbHBIX MOOenell CUcmem 3a-
wumol uHopmayuu.

1.3. MecTo TUCHMILUIMHBI B CTPYKTYpe 00pa30BaTENbHOM MPOrpaMMbl

JucnunianHaa «YTpo3sl HHOOPMAaMOHHON 0€30MMacCHOCTH aBTOMAaTH3MPOBAHHBIX CHCTEM» OTHO-
CUTCA K TUCHMIUIMHAM IO BbIOOpPY YacTH, GOPMHPYEMOH y4aCTHUKaMU 0Opa30BaTENbHBIX OT-
HOIICHHH, 0JI0Ka AUCIUIUIMH Y4eOHOTO IJIaHa.

s ocBOCHMS MUCLUMIUIMHBI HEOOXOAMMBI 3HAHUS, YMEHHS U BJIaJeHHs, CHOPMHUPOBAHHBIC B
XO/Ie M3YYEHHs CIEIyIONINX MOIylIeld M IUCHUIUINH: «MeTombl U cpeicTBa oOecreueHHs MH-
dopmannonHoit 6e3omacHoCTHY, «HPOPMALIMOHHBIE TEXHOIOTHI.

B pesynbpTaTre OCBOEHMS TUCHUIUIMHBI GOPMHUPYIOTCS 3HAHUS, YMECHUS M BIAJICHHUSA, HEOOXOaH-
MbI€ JUISI M3YYEHUS CIEeIYIOIUX IUCUUIUIMH: «MeToabl W CpeicTBa 3alluThl HH(POPMAIUK OT
YTEUKH M0 TEXHUYECKUM KaHanam», «OCHOBBI yIpaBiieHHsS HHPOPMAIIHOHHOH 0€3011aCHOCTHION,
«Aynut nH(GOpPMaITMOHHON 6E€30MaCHOCTHY.




2. CTpyKTYypa QM CUMILITUHBI

CTpyKkTypa AMCUMIIMHBI 1JIS 04HOI GopMbI 00yUeHHsI

OO6mias Tpy1o€MKOCTh AUCIMIUIMHEL cOcTaBisier 3 3.e., 114 4., B TOM 4ncIie KOHTaKTHas paboTa
oOyyaromuxcs ¢ npenojasareneM 60 4., mpoMeKyTouHas aTrectauust 18 .,
caMocTosTenpHas paborta o0ydatomuxcs 36 4.

Bunbr yue6HOM paboThI

(B yacax) DOopMBI TEKYILETO
KOHTaKTHas KOHTPOJIS yCIeBa-
|
Ne Pazzien qucuumnim- 2 2 o E ;_‘% b eMocTH,
/1 HBI/TEMBI 5 2 = sl & 8 OPMa TIPOMEKy=
o o o o ;» 3 S g TOYHOM aTTecTa-
E = 2 = 2 s S S El 8§ wm (no cemecm-
S5 | 5588 23| 2+ pam)
o | o | & szl sq 53 O3
@) = @) E &8lB & o)
1 OcHogHyle yepo3vl uH- 5 4 2 | Onpoc
¢opmayuonnoil bezonac-
HOCIMU A8MOMamMu3upo-
BAHHBIX cUCEM
2 | Mooenu yepo3s 6esonacno- | 5 2 2 | Onpoc
cmu ungopmayuu 8 as-
MOMamu3UpOBAHHbIX CU-
cmemax.
3 Oyenka yepos b6ezonacHo- 5 4 2 | Omnpoc.
cmu ungopmayuu agmo-
MAMUBUPOBAHHBIX CUCTEM
4 | bauk 0anHbIX yepo3 be3- 5 2 2 | Ompoc.
onacrocmu uHgopmayuu
DCTIK Poccuu
5 Obecneyenue b6e3onacHo- 5 4 2 | Omnpoc.
cmu agmomMamu3uposan-
HbIX cucmem
6 | Heoexnapuposanuvle 603- 5 2 2 | Omnpoc.
MOJACHOCMU
7 3awuma ungopmayuu 6 5 6 2 | Omnpoc.
A8MOMAMUZUPOBAHHBLX
cucmemax om yepo3 He3-
onacHocmu
8 | Ilpaxmuueckas paboma 5 8 4 | BemmonHeHue u
Ne 1. Pazpabomxa opea- 3aluTa mpakTuye-
HU3AYUOHHBIX U OP2AHU3A- CKO# paboThI
YUOHHO-MEeXHUYeCKUx me-
ponpusamuil no 3aujume
aA8MOMAMU3UPOBAHHO
cucmemvl
9 IIpaxmuueckasa paboma 5 8 4 | BemmosHeHue u
Ne 2. Cozoanue npocmozo 3aluTa NpaKkTuye-
VPN kanana CKOM pabOThI
10 | IIpakmuueckas paboma 5 20 6 | BemosHeHue u
Ne 3. 3awyuma asmomamu- 3aIuTa NpaKkTuye-




3UPOBAHHOIU CUCMEMbL N~
MéM cO30aHUs CHUCKO8
KOHMpO.Jis 0ocmyna

CKOM paboThI

Orzamen

18

DOx3amen no bune-
mam

HUTOTO:

24

36

18

36




3. Copep:xkanue TUCHUINIMHBI

Ne

HaumenoBaHue pa3jaesa JTucum-
IIMHBI

Conepxanue

Tema 1. OcHOBHBIC YIPO3bI UH-
dopmannonHoi 0€30MaACHOCTH
aBTOMATH3HPOBAHHBIX CHCTEM

AKTyanpHOCTh 1po0isiemsbl 3amuThl AC B COBpeMeH-
HbIX ycnoBUsiX. DakTopsl, €€ omnpenensdiomuye. 3a-
mura AC Kak Ipolecc ynpasieHUsl puckamu. AHa-
7u3 puckoB. OCHOBHBIE TOJIXO/IBI K aHAJIN3Y PUCKOB.
OTtarnbl aHaIM3a PUCKOB U YIPABJICHUS UMH.
«bazoBas Mozenp yrpo3 6€30MacHOCTH MEPCOHAb-
HBIX JIaHHBIX MpH UX 00paboTke B MH(pOpPMAIMOH-
HBIX CHCTeMax NepcoHalbHbIX AaHHbIX» DCTIOK
Poccun u e€ cBs3p yrpozamu AC. OCHOBHBIE Tep-
MUHBI U OTPEIEIICHNUS.

Knaccudukanus yrpo3 nHpopmManoHHOH Oe3omac-
HOCTH aBTOMAaTU3UPOBAHHBIX CUCTEM. YTPO3bI yTeU-
KU WHPOPMALIUY IO TEXHUYECKUM KaHallaM. YTPO3bl
HECaHKLMOHUPOBAHHOTO JOCTyMNa K MH(pOpMaluU B
AC. Ucrounukamu yrpo3 HCJI. Bunel nHapymnre-
nert GezomacHoctd nHpopManuu. OOmas xapakrte-
puctuka yszsumocrteit AC.

VYSA3BUMOCTH OTAETBHBIX MPOTOKOJIOB CTEKa MPOTO-
koioB TCP/IP, Ha 6a3e KOTOpOro GyHKIIMOHHPYIOT
r7100aJbHBIE CETH OOILEro MOJIb30BAHNUA.

OOm1ast XxapakTepUCTUKA yA3BUMOCTEH MPHUKIATHOTO
MPOTrpaMMHOTO 00€CTICUeHUSI.

OOmiast XapakTepuCTUKa Yrpo3 HEMOCPEACTBEHHOTO
J0CTyna B onepanuonnyto cpeny AC.

OOmiast xapakTepuCcTUKa yrpo3 Oe30MacHOCTH HH-
dbopmarmu AC, peanu3yeMbIX C HCIOIb30BAHHEM
MIPOTOKOJIOB MEKCETEBOTO B3aMOICHCTBHSL.

OOmiasi  xapakTepucTHKa yrpo3  MpOrpaMMHO-
MaTeMaTUYECKUX BO3JACHUCTBHI.

OO6mrast XxapakTEepUCTHKAa HETPATUIIMOHHBIX HHQOP-
MAaIMOHHBIX KaHAJIOB.

XapakTepucTuka creraHorpaduyeckux
npeoOpa3oBaHust HHPOPMAIUH.

OOmiasi XapakTepucTUKa pPe3yJIbTaTOB HECAHKIIHO-
HUPOBAHHOT'O MJIM CIYYaifHOTO JOCTYIIA.

METOI0B

Tema 2 Moaenu yrpo3 6e3omnac-
HOCTH MHGOPMaAIlUM B ABTOMATH-
3MPOBAHHBIX CHCTEMAX.

TumnoBeie Monmenu yrpo3 OeszomacHoctu AC Ha oc-
HoBe 0azoBoit mogenu yrpo3 ®CTOK Poccun.

Knaccudukanmss AC. Monenu yrpo3 pa3HbIX THIIOB
AC.

Tema 3. Ouenka yrpo3 de3omnac-
HOCTH UHHGOPMAIIUN ABTOMATH-
3HPOBAHHBIX CHCTEM

Tepmunsl u onpeneneHud. [lopsaok OUEeHKH yrpo3
6e3omacHoctn wHpopManuu. OmnpenencHue Hera-
THUBHBIX MOCIEACTBUI OT peanu3anuu (BOZHUKHOBE-
HUs1) yrpo3 6e3omacHoctu uHpopmaruu AC. Ompe-
JIeJIeHuEe BO3MOXKHBIX OOBEKTOB BO3JCHCTBUS yrpo3
6e3omacHoctu nHpopmanuu. OeHKa BO3MOKHOCTH
peanu3anuu (BOSHHUKHOBEHHUS) yrpo3 0e30MacHOCTH
uHpOpMalUd W ONpeJelieHHe UX AaKTyaJlbHOCTH.
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DKcrnepTHasi OIeHKa yrpo3 0e30MacHOCTH HHQOpP-
maru AC. CTpyKTypa Mozienu yrpo3 6€30MacHOCTH
nHopmanuu AC. Bunel puckos (ymepba) u THUIIO-
BbI€ HETaTUBHBIC TIOCIIECTBUS OT Pean3aliy yrpo3
6e3onacHocTH WHMopmaiuu. Bo3MokHBIE 1Ienn pe-
alM3aluy yrpo3 0e30macHOCTH MHPOPMALUU Hapy-
IUTEIAMU. YPOBHH BO3MOXKHOCTEH HapYIIUTENICH
0 peayn3aIiu yrpo3 6e30mnacHoCcTd HHHOPMAIIUH.

Tema 4. baHk 1aHHBIX Yyrpo3 0e3-
onacHoctu uHpopmannu ®CTIK
Poccuu

Knaccudukanus yszsumocteit mo I'OCT P 56546-
2015. Buns! ys3Bumoctelt B banke nanubix. OCHOB-
HBbIE yrpo3bl Oe3onacHocTu nH(popManuu. [lopsmox
BKJIIOYCHUS WHPOpMaUU 00 YA3BHUMOCTSX HpO-
rpaMMHOro  oOecriedeHusi W [POTrPaMMHO-
anmapaTHBIX CpeACTB B baHK maHHBIX yrpo3 0e3-
onacHoct nHpopmarnuun DCTIK Poccun

Tema 5. O0ecnieueHue 0€30MacCHO-
CTH aBTOMATU3WPOBAHHBIX CH-
creM

OpranuzanoHHasl CTPYKTypa CHUCTEMBbI obecriede-
Hus OesomacHoctu AC. TexHonorusi ympaBIeHUS
0e3omacHOCThIO (0OecreueHus: 0€30MacHOCTH) HH-
dbopmaruu u pecypcoB B AC. TpeboBaHuUs K TEXHO-
JIOTUU yTpaBieHHs] 0e30MacHOCThI0. MeponpusTus
IpY pealin3aluy TEXHOJIOTHH yIpaBieHHs Oezomac-
HOCTBIO. ITHCTUTYT OTBETCTBEHHBIX 32 OOECIIeueHUE
nHpopManoHHoM Oe3omacHocTH. BriustHue Ha 6e3-
onacHocTh UT pa3Hbix cyobekToB opranuzanuu Ub.
[lenn pernameHTanu ACHCTBUN MOJIL30BATENCH M
obciyxwuBatoniero nepconana AC. CocraBisromue
3¢ pexTUBHOTO (PYHKIIMOHUPOBAHUS CHUCTEMBI 0e€3-
onacHocty UT. Tlonutuka 6€30mMacHOCTH OpraHu3a-
nuu B obmactu UT, e€ 1ens, ycmoBus ocyiiecTBiie-
HUS 1 TpobOIeMbl. YpoBHH 3penocTh (B chepe odec-
neueHuss Vb). Bunpl opraHm3aliMOHHBIX U OpraHu-
3aIlMOHHO-TEXHUYECKUX MEPONPUSATUHN MO CO31aHUIO0
u obecrieyeHn0 (QYHKIIMOHUPOBAHUS KOMITJICKCHON
cucteMbl 3ammThl. Pacmpenenenue QyHKIuE 10
obecrieuennto OezomacHoctn AC. OpraHu3ammoH-
HO-pacTOpSANTENbHBIC JTOKYMEHTHI IO obecreye-
Huto OezonacHoctu AC. OOs3aHHOCTH TOJIB30BaTE-
Jell ¥ OTBETCTBEHHBIX 3a oOecmeuenue Wb B mon-
paznenenusax. IlpobGiema demoBeueckoro Qakropa.
Oo6mue mpasuna obecrieuenus: 6ezonacHocTu. OOsI-
3aHHOCTH OTBETCTBEHHOro 3a obecreueHue Oe3-
ormacHOCTH WHQOpMaIK B mojapasaeneHuu. OTBeT-
CTBEHHOCTH 3a HapylleHus TpeOoBaHMil obecrieue-
Hus 6e3onacHocT. [Topsmok paboOTel ¢ HOCUTEISIMHI
KJIFOY€BOM MH(POPMAIIHH.

SIBHasg M HesABHas KoMmmpomerauus kiarouen. IIpu-
3HAKM W JIEUCTBUSI MPU KOMIIPOMETAIUM KITFOYEH.
PernamenTtanus npaBuil NapOJbHONM M aHTUBUPYC-
HOW 3aluThl. PermaMeHTtamusa mopsiaka JOmycKa K
paboTe W W3MEHEHHS MOJTHOMOYUU IOJIh30BaTeNei
AC. PernamenTanus nopsiika M3MEHEHHSI KOHPUTY-
paluu anmnapaTHo-nporpaMmmubIx cpeacts AC.
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Tema 6. HenexiniapupoBaHHbIe
BO3MOKHOCTH

Ocnosubie nonoxeaus PJI ®CTIK Poccun «3amu-
Ta OT HECAaHKIIMOHUPOBAHHOT'O J0CTyNa K UH(popMma-
nuu Yacte 1. [Iporpammuoe oOecrieueHne CpeacTB
3anmThl nHpopmanuu. Knaccudukanus no ypoBHio
KOHTPOJISI OTCYTCTBUSl HEIEKJIAPUPOBAHHBIX BO3-
MOYKHOCTEW.

Knaccudukanus HeaekiIapupoBaHHBIX BO3MOKHO-
cTeil. BrisiBieHUe ya3BUMOCTEH U HENECKIApPUPOBAH-
HbIX Bo3MoOkHOCcTel B [10. 3ammra oT ys3BUMOCTEl
1 HEJIEKJIAPUPOBAHHBIX BO3MOYKHOCTEH.

Tema 7. 3ammura nanpopmaunu B
ABTOMATU3HPOBAHHBIX CHCTEMAX
OT YIpo3 0e301acHOCTH

OcHOBHbBIE MEXaHU3MBbI 3aLIUTHl aBTOMAaTU3UPOBAH-
Heix cucteM oT HCJI. CymHocTh M Ha3HaueHue
UIEeHTU(DUKAIIMA U ayTeHTU(UKAIIUU T0JIh30BaTe-
neit. Buner u ciocoOs! ayrenTudukanuu. Parpanu-
YeHHUe JA0CTyma Tmoib3oBaTened k pecypcam AC.
Hucneruep nocryna. CymHOCTh W30HMPATETBLHOTO U
MOJIHOMOYHOTO pPa3rpaHUYEHHUsl JOCTyNa. 3aMKHY-
Tas nporpamMmHas cpeaa. Perucrpanus u oneparus-
HOE OIOBEIEHUE O COOBITHIX OE30MACHOCTH.
3amura nepuMeTpa KOprnopaTUBHON CETH.
AnmnapaTHO-IpOrpaMMHbBIE CpEACTBAa 3alllUThl HH-
¢opmanuu or HCJI. Pexomenpgauuu mo BBIOOPY
C31 HCJH. Bunel 6momerpuyeckor uaeHTH]UKA-
WU, TPEUMYILECTBA U HEJOCTATKHU.

YTrpo3bl, CBA3aHHBIE C IEPUMETPOM KOPIIOPATUBHOU
cetu. CocTaBisiolue 3auuThl nepuMerpa. Mexce-
TEBbIE HKpaHbl UX BHUJBI. JleMunuTapuzoBaHHas 30-
Ha. AHaIW3 COJEPKUMOTO TIOYTOBOTO U BeO-
Tpaduka.

BupryanbHble 4aCTHBIE CETH.

KoHnuenmuss mocTpoeHuss BHUPTYalbHBIX YaCTHBIX
cereif — VPN. OcHOBHBIC MOHATHS U (QDYHKIIMH CETH
VPN. 3ammra nadopmManuu B mporecce e€ mnepea-
yu 1o TyHHeno VPN. VPN-kimuent, VPN-cepsep u
nutro3 Oe3omacHoctd VPN. Peannsanusg mexannsma
VPN. BapuaHTbl OCTpOEHUsI BUPTYaJIbHBIX 3alllM-
mEHHBIX KaHamoB. CpencTBa obecrieueHus Oe3ormac-
Hoctu VPN. Kpurepunm 0€30mMacHOCTH JaHHBIX
MPUMEHUTENBHO K 3a7a4yaM VPN.

[Ipumenenue mrtatHbIX U jgonosHuTeNnbHbIX C3U
HCJH. Crpareruss  0e30MacHOCTH  KOMIAHUHU
Microsoft. 3ammra OT BMeEIIAaTENbCTBA B IMPOIIECC
HopMmasibHOTO (yHKIMOoHUpoBaHus AC. Bcrpoen-
HbIE MEXaHU3Mbl pa3rpaHUYCHUs] JOCTyNa Ha MpU-
Mepe OC Windows. YpoBHH J0BEpHs MEXaHH3M
1nenocTHocTu. OnepaTUBHOE OIMOBELIEHUE O 3aperu-
ctpupoBanHbIX nonbiTkax HCJI. Ciyx6s1 ACS. Cu-
crema 3amuthl nHpopmanuu ot HCJI Secret Net 6.
3amuTa JaHHBIX OT HE-CAHKIIMOHUPOBAHHOW MOJM-
dbukanuyu, KOMUPOBAaHUS U TIepexBaTa CPEACTBAMHU
muGpoBaHUSI.
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4. O0pa3oBaTesibHbIE TEXHOJIOTHH

Ne . |OOpa3oBaTeJbHbIE TEXHOJIO-
HaumenoBanue pa3zaena |Buabl yueOHbIX 3aHATHI
n/n THH
1 2 3 4
1 [OcHosHvie yepo3vl un- Jlexyus 1. Tpaouyuonrnas ¢ ucnonb308aHU-
gopmayuonnou bezonac- em npeseHmayuti
HOCMU A8MOMamu3upo-
BAHHBIX cUCmEM Camocmosmenvuasn paboma |U3yuenue mamepuanog iexyuil
2 |Mooenu yepos 6ezonacHo- |Jlexyus 2. Tpaouyuonrnas ¢ ucnonb308aHU-
cmu ungopmayuu 8 as- em npeseHmayuti
MOMamu3UpOBAHHbIX CU-
cmemax. Camocmosmenvuasn paboma |U3yuenue mamepuanog ieKyuil
3 |Oyenka yepos 6ezonacho- |Jlexyus 3 Tpaouyuonnas c ucnonb308aHu-
cmu uHgopmayuu asmo- em npeseHmayuti
MAMU3UPOBAHHBIX CUCTEM
Camocmosmenvrasn paboma |zyuenue mamepuanog nexyuii
4  |bank danHbvix yepo3 be3- |Jlexyus 4. Tpaouyuonnas ¢ ucnorv306auu-
onacnocmu uHgopmayuu em npeseHmayuti
DOCTIK Poccuu
Camocmosmenvras paboma|Bvinonnenue 3adanus
H3yyenue mamepuanos nexyuii
5 |Obecneuenue 6ezonachno- |Jlexyus 5. Tpaouyuonnas c ucnonb308aHu-
cmu a8moMamu3upo8an- em npeseHmayuti
HbIX cucmem
Camocmosmenvras paboma |Vzyuenue mamepuanog nexyuii
6 |Heoekxnapupoeannvie 603- |Jlexyus 6 Tpaouyuonnas ¢ ucnorb306auu-
MOdACHOCMU em npeseHmayuti
Camocmosmenvras paboma |Vzyuenue mamepuanog nexyuii
7 |Bawuma ungpopmayuu 6 |Jlexyus 7 Tpaouyuonnas c ucnonb308aHu-
A8MOMAMUZUPOBAHHBLX em npeseHmayuti
cucmemax om yepo3s He3-
onacHocmu Camocmosmenvrasn paboma |Vzyuenue mamepuanog nexyuii
8 |lpakmuueckas paboma |lIpakmuueckas paboma Buvinonnenue u 3awyuma npak-
Ne [. Paspabomka opea- muyeckol pabomol
HU3AYUOHHBIX U OP2AHU3A-
YUOHHO-MEXHU4EeCKUX me-
ponpusmuil no 3awume
aA8MoMaAmMu3UPOBAHHOU
cucmemvl
9 |llpaxmuueckas paboma |IIpakmuueckasn paboma Buvinonnenue u 3awuma npax-
Ne 2. Cozoanue npocmozo muueckou pabomuwl
VPN xanana
10 |/Ilpakxmuueckas paboma  |[Ipakmuyeckas paboma Buvinonnenue u 3awuma npak-

Ne 3. 3awuma asmoma-
MU3UPOBAHHOU CUCTIEMbL
nymém co30anusl CNUCKO8

KOHMpO.Jis1 0ocmyna

muueckou pabomoi
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5. OneHka IAHUPYEMBIX pPe3yIbTATOB 00y4YeHus!

5.1. Cucrema orieHUBaHUA

®opMa KOHTPOJIS Makc. K0JIM4ecTBO 0aJJI0B
3a onny pa- |Bcero
ooty

Texymuit KOHTPOIIb:

—onpoc (memwl 1-7) 4 6anna 28 6annos

— npakmuyuecxkas paboma 1,2 10 6annos 20 6annos

— npakxmuueckas paboma 3 12 6annos 12 6annos

[IpoMexxyTouHas arTecTanus 40 6annos

Ix3amen

HToro 3a nucuuniauny 100 6annos

IK3amen

[lepeyeHb KOMIETEHIMH C YKa3aHUEM 3TarnoB UX (POPMUPOBAHUS B IIPOIIECCE OCBOCHUS IUCIH-
IUIMHBI IPEJCTABISETCS B BUAE TAaOIHIIbL:

Ne | Konmponupyemvle pazoe-
n/n | bl OUCUUNTIUHDL

Koo konmponupyemoii kom-
nemenuyuu

Haumenoeanue oye-
HOYHO020 cpedcmeéa

1. Temer 1 —7

I1K-2.1, I1K-2.2, [1K-2.3, T1K-
8.1, ITIK-8.2, T1K-8.3

Ompoc

2. [Ipaktuueckue 3ansTus 1 —
3

I1K-2.1, I1K-2.2, [1K-2.3, T1K-
8.1, IIK-8.2, TIK-8.3

IInan npakTUYeCKOro
3aHATHSA

[TosrydeHHBINM COBOKYIIHBIN Pe3yIbTaT KOHBEPTUPYETCSA B TPAAULIMOHHYIO KAy OLICHOK U B
IKay olleHoK EBporieiickoii cucteMsl nepeHoca 1 HakoruieHus kpeautos (European Credit
Transfer System; nanee — ECTS) B cooTBeTCTBHM C TaOIUTICH:

100-0aipHad 1mKa- TpajiHonHas mKana IlIxana
nIa ECTS
95 -100 A
3394 OTJINYHO B

68 — 82 XOPOIIIO 3a4TEHO C

56 — 67 D
50_55 YAOBIIETBOPUTEILHO E
20-49 FX

0 — 19 Hey,Z[OBJIeTBOpI/ITe.HBHO HEC 3a4TCHO F

5.2. Kputepun BbICTABICHHS OLICHKHU MO TUCUUILINHE

Bbannnl/ Onenka mo auc- Kpurtepun oueHku pe3yjbTaToB 00y4eHusl MO TUCIH-

HIxanaa HUIIJINHE IJINHE

ECTS

100-83/ COTIUIHOY/ BricTaBnsercst oOydaromemycs, eCiu OH ri1y00KO U TIpod-

AB «3a4TeHo (OTINY- HO YCBOWJI TEOPETUYECKUN U MPAKTUYECKUN MaTepuall,
HO)»/ MO3KET IPOJAEMOHCTPUPOBATH 3TO HA 3aHATUAX U B X0JI€
«3a4TEHO» MIPOMEKYTOUHON aTTECTAIUU.

OO0yuaromuiicst KICYEPIBIBAIOIIE U JIOTHYECKH CTPOMHO U3-
Jaraet yueOHbI MaTepuall, YMEeT YBSI3bIBATh TEOPUIO C
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Banany/
HIxana
ECTS

OneHka 1o auc-
IUILJINHE

Kpurepun oueHKH pe3yJibTaTOB 00y4eHHsI MO U CIU-
TUINHE

MPAKTUKOH, CIIPABIISETCS C pellieHueM 3aiay npodeccuo-
HaJIbHOW HAIpPaBJIEHHOCTU BHICOKOT'O YPOBHS CII0KHOCTH,
IMpaBUJILHO OGOCHOBBIBaeT IMPUHATBIC PCIICHUS.
CBoOOaHO OpHEHTUPYETCS B Y4eOHOH U TpodecCHOoHAITb-
HOU JIUTEparype.

OreHka 1Mo JUCHUIUIMHE BBICTABIISIOTCS 00YYaIOmEeMycs C
Y4ETOM PE3YIbTATOB TEKYIIEH U MPOMEKYTOUHOM aTTe-
CcTaluu.

Kommnerenmum, 3akpeniaéHubie 3a AUCHUIUTMHON, CHOPMHU-
pOBaHbI HA YPOBHE — «BBICOKUI.

82-68/

«XOPOII0Y/
«3a4TeHO (XO0po-
110)»/
«3aUTEHOY

BricTaBnsierca oOyuaromemMycsi, €Cii OH 3HaeT TeopeTuye-
CKMI U NIPAKTUYECKUN MaTEPUAII, TPAMOTHO U I10 CYLIECTBY
M3JIaraeT €ro Ha 3aHIATUSAX U B XOJ€ MPOMEXYTOUHOM aTTe-
CTallMM, HE J0IyCKasl CYIIECTBEHHBIX HETOUHOCTEH.
OO0yuaromuiicst MpaBMUIIBHO MPUMEHSET TEOPETHUYECCKHUE TI0-
JIOKEHUS NIPU PELICHUU MPAKTUYECKUX 3a]1a4 podeccro-
HaJIbHOM HalPaBJIEHHOCTH Pa3HOr'O YPOBHS CIIOKHOCTH,
BJIa/IeeT HEOOXOUMBIMHU JJIsSI STOTO HAaBBIKAMU U MpUEMa-
MU.

JIOCTaTOYHO XOPOIIO OPUEHTUPYETCS B YUeOHOU U MPOo-
(dheccroHaIbHOM JIUTEpaType.

OreHka 1Mo JUCHUIUIMHE BBICTABIISIOTCS 00YYaIOMEMyCs C
Y4ETOM PE3YyIbTATOB TEKYIIEH U MPOMEKYTOUHOM aTTe-
CTaluu.

Kommnerenum, 3akperniéHubie 3a JUCIUIUTMHON, CHOPMHU-
POBaHbI HA YPOBHE — «XOPOIIUIY.

67-50/
D.E

«yIIOBJIETBOPH-
TEIHHOY/
«3a4teHo (ymoBie-
TBOPUTEIBHO)»/
«3aYTCHOY

BricTaBnsercst oOydaromemycs, eciiu OH 3HaeT Ha 6a30BOM
YPOBHE TEOPETUYECKUN U ITPAKTUYECKUM MaTepuall, 10-
MyCKaeT OT/AENIbHbIC OMNUOKU MPH €ro U3JI0KEHUHU Ha 3aHs-
TUSAX U B X0J1€ IPOMEKYTOUHOM aTTECTALUH.
OOyuaromuiics UCIIBITHIBAET OIpeIeIEHHbIE 3aTPYIHEHUS
B IIPUMEHEHUH TEOPETUUECKUX TOJI0KEHUH NPU PELIEHUH
MPaKTUYECKHX 3a7a4 MpodeccnoHalbHOI HAlIPaBICHHOCTH
CTaHJApTHOTO YPOBHS CIIO’KHOCTH, BJIa/IeeT HEOOXOMMBbI-
MU JJIs1 3TOr0 0a30BBIMU HaBBIKAMU U MIPUEMAMH.
JIeMOHCTpHUpPYET 1OCTaTOYHBIN YPOBEHb 3HAHUS YUEOHOM
JUTEPaTyphl 10 AUCIUILIMHE.

OreHKa 1Mo JUCHUIUIMHE BBICTABIISIOTCS 00YYaIOmEMycCs C
Y4ETOM PE3YyIbTATOB TEKYIIEH U MPOMEKYTOUHOM aTTe-
CTaLlUH.

Kommnerenum, 3akpeninéHubie 3a JUCIUIUTMHON, CHOPMHU-
pPOBaHbI Ha YPOBHE — «10CTATOYHBIN Y.

49-0/
F,FX

«HEYIOBJICTBOPH-
TEJILHOY/
HE 3aYTEHO

BricTaBnsercst oOydaromemycs, €Ciiu OH He 3HaeT Ha 6a30-
BOM YPOBHE TEOPETHUUECKUH U IIPAKTUYECKUNA MaTepual,
JOTyCKaeT rpyOble OMMOKY MPHU €ro U3JI0KEHUHN Ha 3aHs-
TUSAX U B X0J1€ IPOMEKYTOUHOU aTTECTAIIHH.
OO0yuaromuiicst HICTIBITHIBACT CEPHE3HBIC 3aTPYTHCHUS B
MPUMEHEHUH TEOPETUYECKHUX TOJIOKEHUH MPU PelICHUN
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Banany/ OneHka mo auc-
HIxana IHUIJINHE IJIMHE
ECTS

Kpurepun oueHkH pe3yJibTaToB 00y4eHH sl M0 IUCIHU-

paTypsl 10 JUCLUILINHE.

CTallUH.

MPAKTUYECKUX 33729 Po(dhecCHOHATLHOM HAPaBICHHOCTH
CTaHJApTHOTO YPOBHSI CIIO)KHOCTH, HE BIIaJiceT HEOOX 0~
MBIMU JJI1 3TOI'O HaBbIKaMU N HpI/IéMaMI/I.

JleMoHCTpUpYET (pparMeHTapHbBIC 3HAHUS YICOHOU JTUTE-

OreHka o JUCHUIUIMHE BBICTABIISAIOTCS 00YJaIOMEMyCs C
y4ETOM PE3yIbTAaTOB TEKYILEH U IIPOMEKYTOYHOM aTTe-

KomMmnereH1un Ha ypoBHE «OCTaTOYHBINY, 3aKPETUIEHHBIE
3a AMCUUIUIMHON, He COPMHUPOBAHBI.

5.3. OueHouHble cpescTBa (MaTepualibl) Uil TEKYIIEr0 KOHTPOJIS YCIEBAEMOCTH, MPOMEXKYTOY-
HOM aTTecTanuy 00YyJarOIIUXCs 0 AUCIUILTHHE

Yemmuouii onpoc

YCeTHBIH ONMpoc — 3TO CPEACTBO KOHTPOJISI, OPraHM30BaHHOE KaK CHelnanbHas Oecena mpenoa-
BaTciisd C 06y‘-IaIOH_II/IMC}I Ha TEMBI, CBA3aHHBIC C H3yqaeM0171 ﬂHCHHHHHHOﬁ, " PACCUUTAHHOC HaA
BBISICHEHHE 00BhEMa 3HAHMM, 00ydaromerocs Mo ONpeaeiéHHOMY pas3feiy, TeMe, mpobieme u

T.II.

Ilepeuensv ycmuwix 60npocos 013 npoeepKu 3HAHUI

No

Bomnpoc

Peannzyemasi kommneTeH-
s

1.

Kputepun knaccudukanuu u kinaccudukaius HapyumTenen.

[TK-2.1, T1IK-2.2, I1K-2.3,
I1K-8.1, I1K-8.2, TTK-8.3

Ocuosuble noHaTusa B Ub AC.

I1K-2.1, T1IK-2.2, I1K-2.3,
I1K-8.1, I1K-8.2, TTK-8.3

Lenp 3ammtel AC 1 HUpKyIUpYOIei B Helt HHpOpMaIum.

[K-2.1, I1K-2.2, TIK-2.3,
ITK-8.1, TIK-8.2, I1K-8.3

[Tepeuncnure Buasl yrpo3 6e3onacHoctu nHpopmaimu AC

[IK-2.1, I1K-2.2, T1IK-2.3,
ITK-8.1, TIK-8.2, I1K-8.3

Ilepeuncinre 3Tamnsl aHAIM3a PUCKOB U YIIPABICHUS UMHU.

[IK-2.1, I1K-2.2, TIK-2.3,
I1K-8.1, TIK-8.2, I1K-8.3

[Tepeuncnure monenu yrpo3 6e3omacHocTi napopmammu AC

[IK-2.1, I1K-2.2, T[IK-2.3,
ITK-8.1, TIK-8.2, I1K-8.3

Ha3zoBuTte nopsiioK OLEHKH YIpo3 6€30MacHOCTH HH(POpMAITUH.

[IK-2.1, I1K-2.2, TIK-2.3,
I1K-8.1, TIK-8.2, I1K-8.3

CyIIHOCTB 3KCTIEPTHOM OLIEHKH yrpo3 06e30macHOCTH UHQOpMa-
i AC

[IK-2.1, I1K-2.2, T[IK-2.3,
ITK-8.1, TIK-8.2, I1K-8.3

Knaccudukanus yszsumocteit mo 'OCT P 56546-2015

I1K-2.1, T1IK-2.2, I1K-2.3,
I1K-8.1, I1K-8.2, TIK-8.3

10.

[lepeuncnure OCHOBHBIE BUIIbI YSI3BUMOCTEl B baHke naHHBIX
OCTOK Poccumn.

[1K-2.1, T1IK-2.2, I1K-2.3,
I1K-8.1, I1K-8.2, TIK-8.3

11.

HenexnapupoBaHHbIe BO3MOKHOCTH.

I1K-2.1, T1IK-2.2, I1K-2.3,
I1K-8.1, I1K-8.2, TTK-8.3

12.

Knaccudukamnmsi mporpaMMHOTro o0ecredeHus 1Mo ypoBHIO KOH-
TPOJIL OTCYTCTBUS B HEM HEJIEKJIAPUPOBAHHBIX BO3MOXKHOCTEMN

[TK-2.1, TIK-2.2, I1K-2.3,
I1K-8.1, I1K-8.2, TIK-8.3

13.

Opranm3anoHHas CTPYKTypa CHUCTEMBbI oOecrieueHus Oe3orac-
Hoctu AC.

[TK-2.1, T1IK-2.2, I1K-2.3,
I1K-8.1, I1K-8.2, TTK-8.3
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14.| Texnonorus ympasieHus Oe3omacHOCThIO (oOecmeuenmst Oe3- | [1K-2.1, ITK-2.2, TTK-2.3,
ornacHocTH) uHpopmanuu u pecypcos B AC. I1K-8.1, I1K-8.2, TTK-8.3

15.| Bnussaue Ha 6e3onacHocTh UT pasubix cyonsektoB opranuzanuu | [1K-2.1, I[TIK-2.2, TTK-2.3,
Ub. I1K-8.1, I1K-8.2, TTK-8.3

16.| ITopsiiok pabOTHI C HOCUTEISIMU KJIFOYEBOW HH(POPMAIIHH. [1K-2.1, T1IK-2.2, TIK-2.3,
I1K-8.1, TIK-8.2, TT1K-8.3

17.| SIBHas u HesIBHAsI KOMIIPOMETAIIMS KIIFOUYEH. IIK-2.1, I1K-2.2, TIK-2.3,
I1K-8.1, TIK-8.2, TT1K-8.3

18.| [Ipu3Haku u AEeWCTBUA P KOMIIPOMETALIMH KITFOUEH. IK-2.1, I1K-2.2, T1K-2.3,
I1K-8.1, TIK-8.2, TT1K-8.3

19.| PernmamenTanus mpaBuii apobHON U AaHTUBUPYCHOM 3aIlMTHI. IK-2.1, I1K-2.2, T1K-2.3,
I1K-8.1, TIK-8.2, TT1K-8.3

20.| Yro Takoe AeMIIMNTApU30BaHHAs 30HA? T1IK-2.1, I1K-2.2, T1K-2.3,
I1K-8.1, TIK-8.2, I1K-8.3

21.| Kakue cepBucsl nomemarot B JJM3? T1IK-2.1, I1K-2.2, T1K-2.3,
I1K-8.1, TIK-8.2, I1K-8.3

22.| OcHoBHBIE BUIBI VPN? TIK-2.1, I1K-2.2, T1K-2.3,
I1K-8.1, TIK-8.2, I1K-8.3

23.| OcHOBHBIE BapuaHThl apXUTEKTypel VPN [IK-2.1, I1K-2.2, TIK-2.3,
I1K-8.1, TIK-8.2, I1K-8.3

24.| OcHOBHbBIE MEXaHU3MBbI 3alIUThl aBTOMaTu3upoBaHHbIX cucteMm | [1K-2.1, [TK-2.2, T1K-2.3,
ot HCJI. I1K-8.1, TIK-8.2, I1K-8.3

25.| Buasl u criocoObl ayTeHTU()UKAITIH. TIK-2.1, I1K-2.2, T1K-2.3,
I1K-8.1, TIK-8.2, I1K-8.3

26.| Pasrpanndenue nocryna nosas3oBarenei k pecypcam AC. uc- | I1K-2.1, TIK-2.2, ITK-2.3,
reTyep JOCTyma. I1K-8.1, ITK-8.2, ITK-8.3

Ilpomesicymounas ammecmayusn (npumepHsle 60npocwl 015 IK3AMEHA) —
npoeepka cghopmuposannocmu komnemenuui — I1K-2; I1K-8

Ne | Bompoc Peannzyemasi kommneTreH-

st

1. | 3amura AC xak mnpouecc ympabieHuss puckamu. Anamus | [1K-2.1, [1K-2.2, [1K-2.3,
puckoB. OcHOBHbBIE MOAXOAbl K aHanu3y puckoB. Oramnsl | [1K-8.1, [IK-8.2, ITK-8.3
aHaJIM3a PUCKOB U YIIPABJICHUS M.

2. | «ba3oBasg mozens yrpo3 6e3omnacHoCTH nepcoHanbHbIX naHHbix | [1K-2.1, [TIK-2.2, T1K-2.3,
npu ux obOpabotke B wuHPOopMammoHHbiXx  cuctemax | [1K-8.1, [TK-8.2, TIK-8.3
nepcoHasbHbIX TaHHBIX» DCTOK Poccun u e€ cBa3b yrpozamu
AC.

3. | Knaccudukanuss yrpo3 unpopmanumonHoir 6ezomacuoctu | I1K-2.1, T1K-2.2, TTK-2.3,
ABTOMATU3UPOBAHHBIX CUCTEM. IIK-8.1, I1K-8.2, TTIK-8.3

4. | Ya3BUMOCTH OTHENbHBIX MPOTOKOJOB cTeka mnpotokoiyioB | [IK-2.1, T1IK-2.2, [1K-2.3,
TCP/IP, na 6a3ze kotoporo ¢pyHKIHOHUPYIOT riaobansubie cetn | [1K-8.1, [TK-8.2, TIK-8.3
00I11ero NOJIb30BAHUS.

5. | O06mast xapakTepucTuUKa Yys3BUMOCTeH mnpukiaagHoro mpo- | [1K-2.1, I1K-2.2, [TK-2.3,
TPaMMHOTO O00ECTICUCHUSI. TIK-8.1, IIK-8.2, I1K-8.3

6. | Obmas xapakTepucTuKa yrpo3 HemocpeacTBeHHoro fgocrymna B | I1K-2.1, T1K-2.2, TTK-2.3,
onepanroHnyto cpeny AC. ITK-8.1, ITK-8.2, TTK-8.3

7. | Obmas xapakrepucThka yrpo3 OezomacHoctu wunpopmarmu | [1K-2.1, [1K-2.2, T1K-2.3,

AC, peanuszyembIX ¢ UCIIOJIb30BaHUEM MPOTOKOJIOB MEXKCETEBO-
r0 B3aUMOJEHUCTBUSL.

I1K-8.1, IIK-8.2, IIK-8.3
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OO0mas xapakTEepUCTHUKA YIpo3 MPOrpPaMMHO-MATEMAaTHYECKUX
BO31€HCTBUI.

[TK-2.1, T1IK-2.2, I1K-2.3,
I1K-8.1, I1K-8.2, TIK-8.3

OO0mas xapakTepuCTHKa HETPAAUIIMOHHBIX MH(POPMAIIMOHHBIX
KaHAJIOB.

[1K-2.1, T1IK-2.2, I1K-2.3,
I1K-8.1, I1K-8.2, TTK-8.3

10.

XapakTepucTuKa creranorpaduyeckux MeToAoB mpeoOpa3oBa-
HUS HHGOPMAIMK U PE3y/IbTaTOB HECAHKIIMOHHUPOBAHHOTO WU
CIIy4aitHOTO JOCTYyMaA.

ITK-2.1, TIK-2.2, I1K-2.3,
[IK-8.1, I1K-8.2, TIK-8.3

11.

TunoBsle Moaenu yrpo3 6e3omnacHoctd AC Ha ocHOBe 0a30BOM
mozaenu yrpo3 ®CTOK Poccun. Kimaccudukamuss AC.Moaenu
yrpo3 pa3Hbix Tunos AC.

[IK-2.1, I1K-2.2, TIK-2.3,
I1K-8.1, IIK-8.2, IIK-8.3

12.

[Topsimok omeHku yrpo3 6e3omacHoctu uHpopManuu. Onpene-
JICHHUC HETraTUBHBIX HOCJ’IG,Z[CTBI/II‘/JI OT pcajin3danuun (BOBHI/IKHOBG-
HUs) yrpo3 6e3onacHoctr nHpopmanmu AC.

ITK-2.1, TIIK-2.2, I1K-2.3,
IIK-8.1, I1K-8.2, TIK-8.3

13.

Crpykrypa Monenu yrpo3 OezomacHoctu uHpopmarmu AC.
Bunpr puckoB (ymiep0a) U TUIIOBBIE HETaTUBHBIE TTOCIIEICTBH
OT pealn3alnu yrpo3 0e30macHoCcTH HHGOPMaIUU

[IK-2.1, I1K-2.2, TIK-2.3,
I1K-8.1, IIK-8.2, IIK-8.3

14.

Bo3MoskHBIE €T peanu3anuy yrpo3 0e30macHoCTH UH(popMa-
UM HAPYIIUTEISAMHA. Y POBHH BO3MOXKHOCTEW HAPYIIUTENEH MO
peanu3anuy yrpo3 0€301MacHOCTH HH(OpMaIuy.

[IK-2.1, I1K-2.2, TIK-2.3,
I1K-8.1, IIK-8.2, IIK-8.3

15.

Knaccudukanus yszsumocteit mo 'OCT P 56546-2015. Bunbt
ys13BUMOCTEN B baHKe TaHHBIX.

[TK-2.1, T1IK-2.2, I1K-2.3,
I1K-8.1, I1K-8.2, TIK-8.3

16.

[Topsimok BkmroYeHUs: WHGOPMAIUK 00 YSI3BHUMOCTSIX TIPO-
TPaMMHOT0 00ecreYeHns: U MpOorpaMMHO-aNapaTHbIX CPEACTB
B baHK gaHHBIX yrpo3

[TK-2.1, T1IK-2.2, I1K-2.3,
IIK-8.1, I1K-8.2, TIK-8.3

17.

OpranuzanroHHas CTPYKTypa CUCTEMBbI oOecrieueHus Oe3omac-
Hoctu AC. TexHomorus yrnpasieHus 0e30MacHOCThIO (oOecrie-
yeHus 6e3onacHoctr) uHPopMaru u pecypcoB B AC. Tpebo-
BaHM K TEXHOJIOTUHU YIPaBJICHUs O€30MTaCHOCTHIO.

[IK-2.1, I1K-2.2, TIK-2.3,
I1K-8.1, IIK-8.2, IIK-8.3

18.

Brnusinue Ha GezomacHocTh UT pasHbIX CyOBEKTOB OpraHm3a-
muu b

[IK-2.1, I1K-2.2, TIK-2.3,
I1K-8.1, TIK-8.2, I1K-8.3

19.

BI/II[I:I OpraHu3alMOHHBIX U OPraHU3aAlIMOHHO-TCXHUYCCKUX MC-
PONPHUATHH 1O CO3JaHUI0 M 00ECTICUCHHIO (YHKIIMOHUPOBAHUS
KOMIIJIEKCHOI CUCTEMBI 3allUTHI.

[IK-2.1, I1K-2.2, T[IK-2.3,
I1K-8.1, IIK-8.2, IIK-8.3

20.

OO0s13aHHOCTH II0JIL30BATENIEll U OTBETCTBEHHBIX 3a o0OecIiieye-
nue Ub B monpasznenenusx. [Ipobnema yenoeueckoro hakro-

pa.

[1K-2.1, TIK-2.2, I1K-2.3,
IIK-8.1, I1K-8.2, TIK-8.3

21.

OcnoBubie nonoxkeaus PJI ®CTOK Poccun «3ammura ot He-
CaHKIITMOHMPOBAHHOTO aocTyna K uHpopmanuu Yacte 1. IIpo-
rpaMMHOE oOecIieueHue CpesiCcTB 3amuThl nHpopmaruu. Kiac-
cupuKalysg MO YPOBHIO KOHTPOJS OTCYTCTBHUSI HEIEKIApHpO-
BAHHBIX BO3MOYKHOCTEMN.

[IK-2.1, I1K-2.2, TIK-2.3,
I1K-8.1, IIK-8.2, ITIK-8.3

22.

Knaccudukanus HenexnapupoBaHHBIX BO3MOKHOCTEH. BbIsB-
JICHUE YSA3BUMOCTEH M HEIEKIAPUPOBAHHBIX BO3MOYKHOCTEH B
[10. 3amura oT ysI3BUMOCTEN U HENEKJIAPUPOBAaHHBIX BO3MOXK-
HOCTEH.

[IK-2.1, I1K-2.2, T[IK-2.3,
I1K-8.1, IIK-8.2, ITIK-8.3

23.

CymHOCTh ¥ Ha3HAYeHUE MJCHTU(DUKALNUU U ayTeHTH(PHUKAIUN
noJib30BaTeseil. Buapl v criocoObl ayTeHTU(PUKALIAHN.

[IK-2.1, I1K-2.2, T[IK-2.3,
ITK-8.1, TIK-8.2, ITIK-8.3

24.

OCHOBHBIE MEXaHU3MBI 3alMUTbl aBTOMAaTU3HUPOBAHHBIX CUCTCM

ot HCJL.

[IK-2.1, I1K-2.2, T[IK-2.3,
ITK-8.1, TIK-8.2, I1K-8.3

25.

Pasrpannuenne gocryna nonbs3oBareneid k pecypcam AC. [uc-
neTyep AOCTyma.

[K-2.1, I1K-2.2, T[IK-2.3,
ITK-8.1, TIK-8.2, I1K-8.3

26.

CYH_IHOCTI: I/I36I/IpaTeJIBHOFO 1 TMOJITHOMOYHOI'O pasrpaHu4CHUud

[1K-2.1, I1K-2.2, T1IK-2.3,
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JOCTyTA. I1K-8.1, TIK-8.2, I1K-8.3
27. | 3aMKHYyTas IporpaMMHasi cpefa. [IK-2.1, I1K-2.2, TIK-2.3,
I1K-8.1, TIK-8.2, I1K-8.3
28. | Kpunrorpaduueckue meroasl 3amutel uHpopmarnuu. Kpunro- | [1K-2.1, I1K-2.2, T1K-2.3,
rpadusi ¢ CHMMETPUIHBIMH M OTKPBITBIMH KITFOYaMH I1K-8.1, TTK-8.2, TTK-8.3
29. | DnexTpoHHas UdpoBas noanuck. Peanuzanums DI, [IK-2.1, I1K-2.2, TIK-2.3,
I1K-8.1, TIK-8.2, I1K-8.3
30. | Cucrema oOHapy>KEHUS U IPEIOTBPALLICHHS aTaK. [IK-2.1, I1K-2.2, TIK-2.3,
I1K-8.1, TIK-8.2, I1K-8.3
31. | 3ammra nepuMeTpa KOMIIBIOTEpHBIX cered u ymnpasiaeHue Mme- | [1K-2.1, TIK-2.2, ITK-2.3,
XaHW3MaMH 3aIlIUTHL. IIK-8.1, IIK-8.2, TTIK-8.3
32. | Bunpr OGuomerpudeckoi wuaeHTudukanuu, npeumyinecta u | [1K-2.1, I[1K-2.2, [TK-2.3,
HEJIOCTAaTKU TIK-8.1, IIK-8.2, I1K-8.3
33. | AnmapaTHO-IporpaMMHBIe cpeacTBa 3amuThl nHpopmanuu ot | [1K-2.1, T1K-2.2, TTK-2.3,
HC/L. I1K-8.1, I1K-8.2, TIK-8.3
34. | Ilpumenenue mraTHbIX U gonoaHuTenbHbix C31 HC/I. IIK-2.1, I1K-2.2, TIK-2.3,
I1K-8.1, I1K-8.2, TIK-8.3
35. | 3amura nepumMeTpa KOprnopaTUBHOM CETH. IK-2.1, I1K-2.2, T1K-2.3,
VYrpo3bl, cBsi3aHHBIE € NIepuMeTpoM KoprnopatuBHoi cetu. Co- | IIK-8.1, I[1K-8.2, I1K-8.3
CTaBJISIIOIINE 3aIIUTHI IEPUMETpA.
36. | MexceTeBble 3KpaHbl UX BUIbL. [leMunuTapru3oBaHHas 30Ha. IIK-2.1, [1K-2.2, T1K-2.3,
I1K-8.1, TIK-8.2, I1K-8.3
37. | KoHuenuus nocTpoeHus BUPTyaibHbIX YacTHBIX ceterd — VPN. | T1K-2.1, TIK-2.2, ITK-2.3,
I1K-8.1, TIK-8.2, I1K-8.3
38. | VPN-pemenus st nocrpoeHus 3amuiménnbix cereit. Kmaceu- | 11IK-2.1, I1K-2.2, TTK-2.3,
dukarmus cereit VPN. Kputepun knaccudukamuu. OcHobie | [1K-8.1, T1K-8.2, [TK-8.3
BapuaHThl apxuTeKTypsl VPN. JlocTOMHCTBA IPUMEHEHHUS TEX-
Hosioruii VPN
39. | Crparerus 6e3onacHOCTH KoMnanuu Microsoft. I1K-2.1, I1K-2.2, T1IK-2.3,
I1K-8.1, I1K-8.2, TIK-8.3
40. | 3ammTa OT BMEIIATEILCTBA B Mpollecc HopMabHOro ynkmuo- | [TK-2.1, T1IK-2.2, T1K-2.3,
HupoBaHus AC. TIK-8.1, IIK-8.2, IT1K-8.3
41. | BctpoeHHble MEXaHU3MBbI pa3rpaHuueHus nocrymna Ha npumepe | [1K-2.1, 11K-2.2, 1T1K-2.3,
OC Windows. I1K-8.1, I1K-8.2, TIK-8.3
42. | YpoBHu noBepus Mexanu3M neaoctHoctd. Ciyx0b1 ACS. IK-2.1, I1K-2.2, T1K-2.3,
I1K-8.1, I1K-8.2, TIK-8.3
43. | OnepaTuBHOE OIOBEIIEHUE O 3aperucTpupoBaHHbIX nonbiTkax | [1K-2.1, I1K-2.2, ITK-2.3,
HC/L. I1K-8.1, I1K-8.2, TIK-8.3
44. | 3amuTa NaHHBIX OT HECAHKIMOHMpOBaHHOW Momudukanuu, | [TK-2.1, T1IK-2.2, T1K-2.3,
KOIMPOBAHUS U NIepeXBaTa CPEeICTBAMHU MHU(POBAHUSI. I1K-8.1, I1K-8.2, TIK-8.3

6. YueOHO-MeTOAUYeCKOe U MH(POPMAIIMOHHOE o0ecTieYeHre JUCHMIITTHHBI

6.1. CnMCOK HCTOYHUKOB U JINTEPATYPhI

HUcToynuku

OcHOBaHHBIE

1. ba3oBas Mozenp yrpo3 O€30MacHOCTH TIEPCOHAIBHBIX JAaHHBIX TpPH HX 00paboTke B
WH(OPMAIIMOHHBIX CHUCTEMaxX MEPCOHANBHBIX JaHHBIX (BBIMHCKA). [DIEKTpOHHEIN pecypc] /
OCTOK Poccun, 2008 rom — Pexum npocryma: https://fstec.ru/component/attachments/
download/289
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2. Metoauka OLleHKH yrpo3 6e30MacHOCTH HHpopMaluu. [DIeKTpOHHBIH pecypc]| / Metoauye-
ckuit mokyMeHT. YTBepka¢H ®CTIK Poccuu 5 dpespans 2021 r. — Pexxum gocryna:
https://fstec.ru/component/attachments/download/2919

3. Meronuka omnpeaeneHus: akTyalbHbIX Yrpo3 0€30MacHOCTH MEePCOHANBHBIX JAHHBIX MPU UX
00paboTke B MH(POPMALIMOHHBIX CUCTEMaX MEePCOHATBHBIX JaHHBIX. [ DIEeKTpOHHBIN pecypc] /
OCTOK Poccun, 2008 rom — Pexum pocryma: https://fstec.ru/component/attachments/
download/290

JlommomHuTEIbHBIE

4. PermameHT BKIIOYEHHUS HHGPOpMAIMU 00 YA3BUMOCTAX IPOrPaMMHOTO OOECIECUCHHS H
MpPOrpaMMHO-AINapaTHBIX CPEACTB B baHK NMaHHBIX yrpo3 0e30MacHOCTH HH(POpMAIUH
OCTIK Poccun. [InextponHsiii pecype] / Metonudeckuit mokymeHT. Y Bepxkaén @CTOK
Poccun 26 wmions 2018 r. — Pexum pocryma: https://fstec.ru/component/attachments/
download/1956

5. 3amuTa OT HECAaHKIIMOHMPOBAHHOTO nocTynma K uH(popmanuu. Yacte 1. I[Iporpammuoe
oOecrieyeHne CpeACTB 3amuThl uMHpopMmauuu. Kiaccuduxanus mo ypoBHIO KOHTPOJIS
OTCYTCTBUSI HEIEKJIIAPUPOBAHHBIX BO3MOKHOCTEW. PykoBomsdmumii mokymeHT. [lpukas
npeacenarens ['ocrexxomuccuu Poccuun ot 4 utonst 1999 r. Ne 114 [DnektpoHHbIi pecypc]
— Pexxum noctyna: https://fstec.ru/component/attachments/download/294

6. TOCT P 56546-2015 3amurta wuHbopManmuu. YS3BUMOCTH HH(POPMALUOHHBIX CHCTEM.
Knaccudukanus yszBumocteid ”HGOPMAITMOHHBIX CUCTEM. [ DIIEKTPOHHBIN pecypc| — Pexum
nocrymna: https://bdu.fstec.ru/documents/28

7. baHK maHHBIX yrpo3 6e3onacHoCcTH HHbopMaruu. [DnekTponubii pecypc| / DCTIK Poccun,
DAY «'HUNU IIT3U ®CTIK Poccun» — Pexxum moctyna : http://sec.ru/, cBoOOAHBIN. —
3arii. ¢ ’KpaHa.

JIureparypa

OcHoBHas

1. Komnnexchas 3awuma nHbOpMaIIU B KOPIIOPATUBHBIX cUCTeMax: YueOHoe mocodue / B.O.
[Manprun. - M.: UJI ®OPYM: HULl UHOPA-M, 2013. - 592 c.: un.; 70x100 1/16. -
(Beicmee oOpazoBanme). (meperuter) ISBN  978-5-8199-0411-4 - Pexum nocryna:
http://znanium.com/catalog/product/402686

2. Mumiowun J].A. Vcnionp3oBanue mporpammHoro komruiekca Cisco Packet Tracer v.7.3 B
W3yYEHUU CETEBBIX TEXHOJOTUU: Yy4deOHO-TpakThueckoe mocobue (mpaktukym) / JI. A.
MurtromH ; Poccuiickuil roCy1apCTBEHHBIN I'yMaHUTapHbId yHHBepcuteT. — M.: M3n-Bo
PITYVY, 2021.-217c.

JlonosHuTENbHAS

1. Onugep B.I'. KoMIbIOTEpHBIE CETH : MPUHITUIIBI, TEXHOJIOTHH, poTokoibl / B. I'. Omudep,
H. A. Omudep. — 3-e u3a. — M. [u np.] : [Turep, 2008. — 957 c.

2. Ilanacenxo C.I1. BupTyallbHbIC YacThle CETH W APYTHE CMOCOOBI 3ammuThl nHpopmaruu //
Mup IIK. — 2002. — Ne 4. https://www.osp.ru/pcworld/2002/04/163195

6.2. Ilepeuenpb pecypcoB HHPOPMAITMOHHO-TEIIEKOMMYHUKAITMOHHOU ceTn « HTEepHETY.

1. Buoeo ypoxu Cisco Packet Tracer. Kypc momomoro Goiima. [DnekTponHsiit pecype] : Pexum
noctymna : https://www.youtube.com/playlist?list=PLcDkQ2Au8aVNYsqGsxRQxYyQijlLa
94T9, cBobOAHBI. — 3ari. ¢ 3KpaHa.

2. http://information-security.ru.

3. https://telecom-sales.ru/content/stati/tehnologii-cisco-vpn-vidy-i-tipy-udalennogo-dostupa/

4. https://infotecs.ru/

5

7

https://www.signal-com.ru/

. MaTepuajibHO-TeXHUYECKOE o0ecnevyeHne JUCHMIIMHBI

1) nist TEKIIMOHHBIX 3aHATUM — JIGKIIMOHHBIA KJIACC C BUACONMPOEKTOPOM U KOMIIBIOTEPOM, Ha
KOTOPOM JIOJKHO OBITh ycTaHOBIIeHO cienyroriee [10:
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Nor/ HanmenoBanmue 110 [TpouzBoauTENH Crnoco6 pacrpocTpane-
II HUA

1 Microsoft Office 2010 Microsoft JINLIEH3UOHHOE

2 Windows 10 Pro Microsoft JTUTICH3NOHHOE

3 Kaspersky Endpoint Security Kaspersky JIUTIEH3UOHHOE

2) nns MPaKTUYECKUX 3aHATUH — KOMIIBIOTEPHBIHN Kilacc, 000pyIOBaHHbIM COBPEMEHHBIMH IEp-
COHAJIbHBIMHM KOMIIBIOTEPAMU JUIsSl KaX10ro cTyAeHTa. Ha koMnbroTepe TOKHBI ObITh YCTaHOB-
neHo caexyoniee [10:

Neri/mm Haunmenoanue [10 [TponzBoauTENH Crnoco6 pacnpocTpane-
HHUS

1 Microsoft Office 2010 Microsoft JIAIEH3MOHHOE

2 Windows 10 Pro Microsoft JIMLIEH3UOHHOE

3 Kaspersky Endpoint Security Kaspersky JIUIEH3UOHHOE

4 Cisco Packet Tracer v.7.2 Cisco Systems cBOOOIHOE

ILJ'DI IMPOBCACHU A 3aHATUN JICKOMOHHOT'O THIIA MPEAIAratoTCa TCMAaTUYCCKUC HUIJIIIOCTpPaA-
uu B popmate npesenrtanuii PowerPoint.

Ilepeuyens b/ u ICC
Nen/n HaumenoBanue
1 MexnyHapoanbie pedepaTuBHbIe Haykomerpudeckue bJl, mocTymHbie B paMKax
HanuoHaJILHOU moanucku B 2020 r.
Web of Science
Scopus
2 [Ipodeccuonanbapie moONMHOTEKCTOBBIE bBJI, HoCTymHBIE B pamMKax HaIMOHAIHHOM

noamucku B 2020 T.

Kypnansr Cambridge University Press
ProQuest Dissertation & Theses Global
SAGE Journals

XKypnans! Taylor and Francis

3 [Tpodeccuonanbabie MOTHOTEKCTOBBIC BJ]

JSTOR

W3nanust o oOLIECTBEHHBIM U TYMAaHUTAPHBIM HayKam
OnekrponHas 6ubmnoreka Grebennikon.ru

4 KomnproTepHbie cripaBOYHBIE TPABOBBIE CUCTEMBI
Koncynprant Ilntoc,
I"apanT

8. ObGecneyenne 00pa3oBaTeIbLHOIO NMpoLecca IJIsl JHUIl ¢ OTPAHNYEHHBIMHA BO3MOKHOCTS-
MH 310POBbSI H HHBAJIW/I0B

B xone peanuzanuu IUCUUIUTMHBI UCITOIB3YIOTCS CIEAYIOINE TOMOTHUTEIbHBIE METOIbI
00y4YeHUsI, TEKYIEro KOHTPOJIS YCTIEBAEMOCTH M MPOMEKYTOYHON aTTeCTallui 00yJaIOIUXCs B
3aBUCUMOCTH OT WX UHAUBUIYATbHBIX OCOOCHHOCTEH:

® I CJEIBIX U CIA0OBUISIINX:

— IeKIUA OQOPMIISIOTCS B BUJIE JEKTPOHHOTO JTOKYMEHTA, JOCTYITHOTO C IMMOMOIIBI0 KOM-
HBIOTepa Cco CHGI_[I/IaJII/BI/IpOBaHHBIM HpOFpaMMHBIM OGGCHG‘-IGHI/IGM;

— MIMCbMEHHBIC 3aJIaHMs BBIMOJHSAIOTCS Ha KOMIBIOTEPE CO CHEIUATM3UPOBAHHBIM IIPO-
I‘paMMHBIM O6€CH€‘-I€HI/I€M, nJjm MOI‘YT 6I:ITB 3aMCHCHBI yCTHBIM OTBCTOM,

— obecreunBaeTCsl HHANBUIYaIbHOE paBHOMEPHOE ocBerieHue He MmeHee 300 Jrokc;

— IJI1  BBIIIOJIHCHUA 3adaHUs HpI/I H€O6XO,Z[I/IMOCTI/I HpGI[OCTaB.H}IeTCH yBeanHBa}omee
YCTPONCTBO; BO3MOXKHO TaK)K€ UCIOJIb30BAaHUE COOCTBEHHBIX YBEIIMUUBAIOIINX YCTPOUCTB;
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— MUChMEHHBIE 3a7aHus 0(OPMIISIOTCS YBETUICHHBIM IPUPTOM;

—3K3aMEeH U 3au4€T NMPOBOJAATCA B YCTHOW (popMe I BBIIOJHSIOTCSA B MUCbMEHHOM (opme
Ha KOMITBIOTEpE.

® JUIS TIYXUX U CIa0OCIBIIIAIINX:

— JIEKUUU OQOPMIISIOTCS. B BHJIE JIEKTPOHHOTO JTOKYMEHTa, TUOO MPEeaoCTaBIAETCs 3BYKO-
YCUJIMBAIOIIIAs anmnapaTypa UHANBUAYAIBHOTO TIOJIb30BaHUS;

— MUChbMECHHBIE 3a[aHHsI BBHITTOJHSAIOTCS Ha KOMIIBIOTEPE B MUCEMEHHOU hopme;

— 3K3aMEeH M 3a4€T MPOBOAATCA B MUCbMEHHOH (hopMe Ha KOMIBIOTEPE; BO3MOXKHO MTPOBEIe-
HUE B (hOpMe TeCTUPOBAHUS.

e IS JIUI C HAPYLIEHUSIMU OMOPHO-/IBUTaTEILHOTO anrmapara:

— JIEKIIMH OOPMIIAIOTCS. B BHJIE€ JEKTPOHHOTO JOKYMEHTA, JOCTYIHOTO C MOMOIIbIO KOM-
IBIOTEPA CO CIIEUAIN3UPOBAHHBIM MPOTPAMMHBIM 00ECTICUCHUEM;

— NUCbMEHHBIE 3aJaHMs BBIMOJIHAIOTCA HA KOMIIBIOTEPE CO CIEHUATM3UPOBAHHBIM IPO-
TpaMMHBIM 00ecIieueHUEM;

—3K3aMeH U 3au4€T NMPOBOJAATCA B YCTHOW (popMe HIIM BBIIOJHSIOTCSA B MUCbMEHHOU (dopme
Ha KOMITBIOTEpE.

[Tpu HEOOXOMMMOCTH MpenyCMaTPpUBACTCs YBEIMUYEHUE BPEMEHHU ISl IOATOTOBKU OTBETA.

[Iponienypa  mpoBeAeHUsT  NPOMEXKYTOUHOM  arTecTauuu sl OOy4arommxcs
YCTaHABIMBAETCS € YYETOM UX UHAUBUAYAJIBHBIX ICUXO(U3UUYECKHX OCOOEHHOCTEH.
[TpomexxyTouHas aTTecTanus MOXKET MPOBOAUTHCS B HECKOIBKO TAIOB.

[Ipu mpoBeneHuu Mporeayphl OLCHUBAHUS PE3yJAbTaTOB OOyUeHUs IpeaycMaTpUBaeTCs
UCIIONB30BAaHUE TEXHUYECKUX CPEACTB, HEOOXONMMBIX B CBSI3U C HHIUBUIYaTbHBIMU
O0COOCHHOCTAMHU OO0YyYaromMXCsl. DTU CPEACTBa MOTYT OBITh MPEIOCTaBICHBI YHUBEPCUTETOM,
WJIA MOTYT MCIIOJIb30BaThCSl COOCTBEHHBIE TEXHUYECKUE CPEICTBA.

[IpoBenenune mpoueAypbl OLEHUBAHUS  pe3ylbTaToB  OOy4deHHsS  JIOMYCKaeTcs C
MCTIOJB30BaHUEM JTMCTAHIIMOHHBIX 00pa30BaTEIbHBIX TEXHOIOTHA.

O6ecneunBaeTcss AOCTyN K MHGOPMAIIMOHHBIM M OMOIHOrpaduIecKuM pecypcaM B CETH
Wureprer mig kaxaoro odydaromerocs B (hopMax, alaiTAPOBAHHBIX K OTPAHUYEHUSIM HX 3]10-
POBBS ¥ BOCIIPUATHS MH(DOpMALIUU:

® JUIS CIENBIX ¥ CTa00BUISIINX:
— B I1€4aTHOM (hopMe YBEIMYCHHBIM HIPUPTOM;
— B hopMe JIEeKTPOHHOT'O IOKYMEHTA;
B (hopme aynuodaiina.
® JUIS TIYXHUX U CIa0OCIBIIIAIINX:
— B IieyaTHoOM (opwme;
— B (popMe 3IIEKTPOHHOTO IOKYMEHTA.
e s O0YYAIOMIMXCS C HAPYIIEHUSIMU OTIOPHO-/IBUTaTEeNIbHOTO anrmapara:
— B IIeUaTHOM opme;
— B (popMe 3IIEKTPOHHOTO IOKYMEHTA;
— B (hopme aynuodaiina.

VY4eOHblE ayAUTOPUH I BCEX BUAOB KOHTAKTHOW M CaMOCTOSITEIbHON paboThI, HayyHas
OMOJIMOTEKa W WHBIE TIOMEIICHH JJIsi OOY4YEHHUs OCHAIICHBI CIIEIUATBLHBIM 000pYJOBAaHUEM W
y4eOHBIMH MECTaMHU C TEXHUYECKHUMHU CPEACTBAMU O0YUCHUS:

e JUIsS CIENbIX U CIa00BUISAIINX:

— YCTPOMCTBOM JIJIs1 CKAaHUpPOBaHMS 1 uTeHus ¢ kamepoid SARA CE;

— nuctuieem bpaiing PAC Mate 20;

— npunTepoM bpaiins EmBraille ViewPlus;

® JUIS TIIYXUX U CIa0OCIBIIIAIINX:

— aBTOMAaTU3HPOBAHHBIM pa0OYMM MECTOM IS JIFOJICH C HAPYIICHHEM CIyXa U Cl1abOoCIbI-
HIanux;

— aKyCTUYECKUU YCUTTUTEIb U KOJIOHKH;

e s 00YYarOMIMXCS C HAPYLIEHUSIMU OTIOPHO-/IBUTaTENILHOTO anrmapara:
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— IEPEABUKHBIMU, PETYIUPYEMBIMU dproHoMudeckumu napramu CHU-1;
— KOMIIBIOTEPHON TEXHUKOM CO CHelHalbHBIM IPOTrPAMMHBIM 00€CTIeUeHUEM.

9. MeToau4eckue MaTepHaJIbl

9.1. IlnaHel MpakTHYECKUX 3aHATHA — MpoBepka chopmupoBaHHOCTH KommeTeHInd — [1K-2;
[IK-8

Tembl yueOHON TUCHUIUIMHBI IPETyCMAaTPUBAIOT NMPOBEACHNE MPAKTUYECKUX 3aHATUH, KOTOpHIE
CIIyXaT KaK LEJsIM TEKYIIEro U MpOMEXYyTOYHOTO KOHTPOJISi MOATOTOBKU CTYIEHTOB, TaK U 1ie-
JSIM TIOJIyY€HHUs MPAKTUYECKUX HABBIKOB MPUMEHEHHUS METOAOB BBIPAOOTKU pEIICHUM, 3aKper-
JICHUS] U3YYCHHOTO MaTepHualia, pa3BUTHUS YMEHUU, MPUOOPETEHUS OTBITa PEIICHUS KOHKPETHBIX
npo0sieM, BeIeHUs! TUCKYCCHUM, apryMEHTAallMM U 3alluThl BbIOpaHHOTO pemieHus. [Tomomis B
STOM OKAa3bIBAIOT 3aJaHusl JIsl MPAKTUYECKUX 3aHSATUM, BbIaBa€Mble MPEMOJaBaTEIeM Ha Kax-
JIOM 3aHSITHH.

LeabIo MPaKTUYECKUX 3aHATUHN SIBISETCS 3aKPETUICHHE TEOPETUIECKOT0 MaTeprana u mpruoope-
TE€HUE TPAKTUYECKUX HABBIKOB PaOOTHI C COOTBETCTBYIOLIUM OOOpYIOBAaHUEM, MPOTPAMMHBIM
obecrieueHreM U HOPMATHUBHBIMU ITPABOBBIMU JIOKYMEHTAMH.

TemaTuKa MPaKTUYECKHUX 3aHATUH COOTBETCTBYET MPOrpaMMe UCHUTIIHHBI.

Ilpakmuueckoe 3anamue 1 (8 u.) — Pazpabomka opeanu3ayuoOHHbLIX U OPZAHU3AUUOHHO-
MEeXHUYEeCKUX MEPONPUAMmUIl no 3aujume aAeMOMAMUIUPOCAHHOU CUCMEMbl — RNPOepKa
chopmuposannocmu komnemenyuit — INK-2; I1K-8

3agaHus:

1. Pa3paboraTe Uis NpeAsioKeHHOW (GUPMBI BUIbl OPTraHU3aLMOHHBIX M OPraHU3allMOHHO-
TEXHUYECKUX MEPOIPHUSATUI MO0 CO3JaHUI0 M 00eCreYeHUI0 (PYHKIIMOHMUPOBAHUS KOMILIEKC-
HOU CUCTEMEI 3aIlIUTEI.

2. CocTaBUTh MaTPUILy pa3aelieHus JOCTYIA K pecypcam s MPeI0KEHHON (HUPMBI.

3. BbINOJHUTE MaHAATHOE pa3rpaHUUYEHUE IOCTYIA K pECypCaM.

4. OTBETUTH Ha YCTHBIE BONPOCHI IIPH 3aILUTE.

VYKa3zaHus 110 BBLITOJIHEHUIO 3aJaHUN:

1. U3yuuTh TeOpeTHUECKUE MAaTEPHAIIBI.

2. IlpenogaBaTenpb BbIIAET KaXKAOMY NepeUYeHb 00bEKTOB aBTOMATU3UPOBAHHOW CUCTEMBI,
CTPYKTYpY U IITAT OpraHU3aIiu.

CHuCOK JIUTepaTyphl:

1. Komnnexcuas 3awuma vHGOPMAIIUU B KOPIIOPATUBHBIX CHUCTeMax : y4de0. mocobue / B.D.
[Manprun. — Mocksa : UJ[ «DOPYM»y : UHOPA-M, 2019. — 592 c. — (Bsiciee o6pa3oBa-
HHUE:! bakanaspuar). — Tekct : 3JIEKTPOHHBIN. — URL:
https://new.znanium.com/catalog/product/996789 (nara oopamenus: 11.08.2019)

MatepuaabHO-TEXHHUECKOE 00eCTIeUCHIE 3aHsTHSI:

1. Kommbrotepsl mo koiaudecTBy odyuarommuxcs ¢ pazsépuyroir OC Microsoft Office 2010,
Windows 10 Pro

Ilpakmuueckasa paooma Ne 1 (8 u.). Cozoanue npocmozo VPN kanana — npoeepka cghopmu-

posannocmu komnemenyuii — INK-2; ITK-8

[IpakTuueckas padora Ne 7 u3 yuebnoro nocooums [1].

CHuCOoK JIUTepaTyphl:

1. Mumiowun /].A. Vcnionb3oBanne mporpammHoro komruiekca Cisco Packet Tracer v.7.3 B
W3yYEHUW CETEBBIX TEXHOJOTUHU: Yy4deOHO-TIpakThueckoe mocobue (mpaktukym) / JI. A.
MurtromH ; Poccuiickuil roCy1apCTBEHHBIN I'yMaHUTapHbId yHHBepcuTeT. — M.: M3n-Bo
PITYVY, 2021.-217c.

2. Buoeo ypoxu Cisco Packet Tracer. Kypc monomoro 6oiina. [nekTpoHHbIN pecypc] : Pexxum
noctymna : https://www.youtube.com/playlist?list=PLcDkQ2Au8aVNYsqGsxRQxYyQijlLa
94T9, cBobOAHBI. — 3ari. ¢ 3KpaHa.
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MartepuaabHO-TEXHHUYECKOE 00ECTICUCHIE 3aHsTHSI:

2. Kommnsrotepsl no komudectBy ooyuatommuxcs ¢ [T MS Office 2007 wmm Beime, CITO CPT
v.7.0 WiH BBILLIE.

Ilpakmuueckan paooma Ne 3 (20 u.). 3awguma aemomamu3upo8anHoll CUucmemovl Nymém co-

30aHUA CRUCKOE KOHMPOAA 00CHmYyna — npoeepka chopmuposannocmu komnemenyuil — IK-

2; ITIK-8

Ha ocHoBe pa3paboTaHHOI MOAENTH pa3rpaHUYCHUS JOCTYIA, UCIONB3Ys MPAKTUYECKYIO PaboTy

Ne 6 u3 yuebnoro nmocod6wus [1], coznare crpykrypy npeanpustust B CIIO CPT v.7.0. u BbIe.

Hactpouts cnucku koHTposs goctyna. OO0OCHOBATh MPUBS3KH KOHKPETHOTO CIHCKA Ha KOH-

KpeTHBIN MHTepdenc ceTeBOro 000pyI0BaHMs M BUJ OTPAaHUYECHHOTO Tpaduka (BXOASAIIMN HIIN

HCXOAIITUIN).

CHuCOK JIUTepaTyphl:

1. Mumiowun /].A. Vctionp3oBanue mporpammHoro komruiekca Cisco Packet Tracer v.7.3 B
M3YYEHUU CETEBBIX TEXHOJOTUH: Yy4eOHO-TpakThueckoe mocobue (mpaktukym) / JI. A.
MurtromvH ; Poccuiickuil roCyIapCTBEHHBIN I'yMaHUTapHbId yHHBepcureT. — M.: M3n-Bo
PITYVY, 2021.-217c.

2. Buoeo ypoxu Cisco Packet Tracer. Kypc monomoro 6oiina. [nekTpoHHbIN pecypc] : Pexxum
noctymna : https://www.youtube.com/playlist?list=PLcDkQ2Au8aVNYsqGsxRQxYyQijlLa
94T9, cBobOAHBIH. — 3ari. ¢ 3KpaHa.

MartepuanbHO-TEXHUYECKOE 0OecTieyeHHe 3aHsTHS:

1. Kommetoteps! o konudectBy ooydarormmxcs ¢ [T MS Office 2007 unu Boime, CIIO CPT
v.7.0 unu BhILIE.

Kpaiine xenaTenbHO MpakTUdeckue padoTsl Ne 2 1 3 BBIMOIHATH MOCIIE 3aBEPIICHUS] MPAKTHYC-
ckux padot Ne 1-6 mucuurianHbl «CeTH U CHCTEMBbI Iepeadn HH(OPMAIIN.
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Ipunoowcenue 1
AHHOTALIUSA JMCHUTTJIIMHBI

Juctumimza «YTpo3sl HHPOPMALMOHHOM 0€30MacHOCTH aBTOMAaTH3UPOBAHHBIX CUCTEM» peal-
3yercs Ha (akynbrere MHDOpMaMOHHBIX CUCTEM M 0€30MacHOCTH JAJs CTYIEHTOB 3-ro Kypca,
oOyyaromuxcst o mporpamme OakanaBpuara 1o Hampasienuto noarorosku 10.03.01 Uudopma-
IHOHHAs1 0e30macHOCTh (MpoduIIb MOATOTOBKH — be30macHOCTh aBTOMAaTU3UPOBAHHBIX CHCTEM)
Kaeapoil KOMIUIEKCHON 3aIIUThl HHPOPMALIUH.

Henp auctumiueel: GopMupoBaHrue 0a30BBIX 3HAHUI B oOiacTu obecriedyeHus WHGOPMAIUOH-
HOH Oe3omacHOCTH aBTOMaTtu3upoBaHHBIX cucteM (AC), BBISBICHHS Yrpo3 0€30MacHOCTH WH-
dopmanuu.

3amaun: [pacCMOTpPEHHE CYIIECTBA MPOOJIEMbl 0€30MacHOCTH WH(OpPMAIMKU B aBTOMATH3UPO-
BaHHBIX CHUCTEMaX, OCHOBHBIX CIIOCOOOB OOeCredeHHUs: JOCTYIMHOCTH, KOH(DHICHIIUATBHOCTH U
1IeJI0OCTHOCTH MH(OpMaIuu mpH e€ nepeaade u 0opadboTke.

JlucuumuivHa HarpasiieHa Ha (JOPMHUPOBAHUE CIEAYIOIINX KOMIIETEHIIU:

e JIK-2— CnocoOGeH NMpUMEHSATh MPOTpaMMHBIE CPEJICTBA CUCTEMHOT'O, MPUKIATHOTO U CHEIH-
QJIBHOTO0 Ha3HA4YEeHUs, HHCTPYMEHTAIbHbBIE CPEJICTBA, SA3BIKM U CUCTEMBI IIPOIPaMMHPOBAHUS
JUISL pelIeHus: TpoecCHOHATIBHBIX 3a7a4

B pesynbpTaTe 0CBOCHMS TUCIUIUIMHBI (MOJTYJISI) 00YYaIOIMIUNACS TOJDKEH:

e 3HaATh APXUTEKTYPY M MPHHLHUIBI TOCTPOCHUS ONEPAIMOHHBIX CHUCTEM, IOJACUCTEM 3allH-
Thl UHPOPMALIMHU, COCTAB TUIIOBBIX KOH(PUTypaluii IporpaMMHO-alapaTHbIX CPEACTB 3a-
ATl UHPOPMALINH, SI3BIKH U CUCTEMBI IIPOTPAMMHUPOBAHUS

e YMeeT NpPOTUBOACUCTBOBATH yrpo3aM O€30MacHOCTH WHGOpPMAlUU C HCHOJIb30BAaHUEM
BCTPOCHHBIX CPE/ICTB 3aIIUTHI HHPOPMALIUN

e Biageer KOHTpOJeM KOPPEKTHOCTHM (YHKIMOHMPOBAHUS MPOTrPaMMHO-aNIapaTHBIX
CPEZACTB 3alUThl HH(HOPMALIMK B ONIEPALUOHHBIX CUCTEMAX

e [IK-8 — CrocobeH oCyIIecTBISATh MOHUTOPUHT U ayAHUT 3alTUIIEHHOCTH WH(POPMAIIMH B aB-

TOMATHU3UPOBAHHBIX CUCTECMAX

B pesynbrare 0CBOCHUS AUCHUILTUHBI (MOYJIsl) 00Y4aIOLIHICS JOMKEH:

e 3HaeT OCHOBHBIC KPUNTOTPaPUUECKUE METOJbI, aIrOPUTMBI, IPOTOKOJbI, UCTIOIb3yeMble
JJIs1 3allIUThI I/IHq)OpMaI_II/II/I B aBTOMATU3HUPOBAHHBIX CUCTCMAX, OPraHU3allMOHHBIC MCPHI 110
3amuTe nHpopManuu

e VYMeeT aHAJIU3UPOBATh IIPOIrPAMMHBIEC, APXUTEKTYPHO-TEXHUYECKUE U CXEMOTEXHUUYECKUE
peIICHN A KOMIIOHCHTOB aBTOMATH3UPOBAHHLBIX CUCTCM C LCJIbIO BBIABJICHUA MOTCHIHUAIb-
HBIX yA3BUMOCTEH 0€30macHOCTH MHGOpMAIMU B aBTOMATHU3UPOBAHHBIX CHCTEMax; BECTH
IPOTOKOJIBI M )KYpHAJIbI y4ETa MPHU OCYILECTBICHUH ayqUTa CUCTEM 3aIIUThHI HHYOpMAITUH
ABTOMATHU3UPOBAHHBIX CHCTEM

e Brazneer HaBbIKAMH BBIPAOOTKH PEKOMEHAALUN TSl PUHSATHUS PEHICHUS O MOJCPHU3AIIUU
CUCTEMBI 3alIUThl HTHPOPMAIIUU aBTOMAaTU3UPOBAHHON CHCTEMBbI

B pe3ynbrate 0CBOCHHUS TUCIUIUINHBI 00 YJarOIINICS TOJKEH:

3HaTh: OCHOBHBIE BH/IbI YTPp0O3 Oe30macHOCTH HHpopManuu npu e€ XxpaneHuu u o0padbotku B AC
U e€ mepenayuu; yrpos3bl U MeToJibl HapyuieHus 6ezonacHoctu AC; opManbHbIe MOAEIH, JIexkKa-
e B OCHOBE cucTeM 3anuThl AC; cTaHIapThI 1O OleHKE 3auIIEHHOCTH AC U UX TeopeTruye-
CKHE OCHOBBI; METO/bI U CPEICTBA peaju3ally, BepUPHUKAIMM M aHATU3a HAAEKHOCTH 3allH-
meénabIx AC; bazoByto mozaens yrpo3 ®CTIK Poccun.

YMeTb: MpoBOAUTH aHanu3 yrpo3 Oe3zomacHoctu AC; pa3pabaThiBaTh MOJEIU M MOJUTHKY Oe3-
OIIACHOCTH, MCIOJb3Ysl M3BECTHBIE MOIXO/bI, METO/BI, CPEJICTBA U UX TEOPETHYECKHE OCHOBEI,
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aHAIM3UPOBATH YTPo3bl Oe3omacHocTr uHGopMaiuu AC; pealn30BbIBaTh CUCTEMBI 3alTUTHl HH-
dbopmaru B AC B COOTBETCTBHH CO CTaHIAPTaMHM 1O OlleHKe 3amuiméHHoctu AC.

Brnaners: HaBbikamMu paboTel ¢ AC pacnpenen€HHBIX BBIYUCICHUNA U 00paboTKH MH(pOpMAINH;
HaBbIKaMH paboThl ¢ HopMaTuBHBIMH AokymeHTamMu PCTOK Poccun; mpuémamu ucmoab3oBa-
HUS KpUTEpHUEB OleHKHU 3amuménHocti AC, mocTpoeHus: (HOpMaTbHBIX MOJENIEH CHCTEM 3alllu-
ThI HTHGOPMAIIHH.

[To nucrumuiiHe IpeaycMOTpEeHa IPOMEXKYTOUHas aTTecTalus B (opMe IK3aMEH.

OO6mmas Tpya0€MKOCTh OCBOCHHS TUCIIUIUIMHBI COCTABIISIET 3 3a4€THBIC €TMHUIBI.
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Ipunooswcenue 2

YTBEPXJIEHO
[Tpotokon 3acenanus kadeapsl
Ne OT

JIUCT UBMEHEHUI

B pabouelt mporpaMme JUCIUIUTHHBI Y TPO3bl HHOOPMAITMOHHOW 0€301MacCHOCTH aBTOMAaTH3UPO-
BaHHBIX CUCTEM
(Hazsanue OUCYuniIuHol)
0 HANpPaBJICHUIO NOAroTOBKU HbopMannonHas 6€300acHOCTb

Ha 20 /20 y4eOHbIi TOA

1.B BHOCSITCS CIEIYIOIINE U3MEHEHHUS:
(anemenm paboueil npoepammol)

I ;

L2 ;

L0

2.B BHOCSITCS CIEIYIOIINE U3MEHEHHUS:
(anemenm paboueil npozpammol)

2 e, :

2 ;

2.0

3.B BHOCSITCSI CIIEAYIONINE U3MEHEHUSI:
(anemenm paboueti npocpammoi)

R T ;

R I :

3.0

Cocmasumens



