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1. [losicHuTEIbHAA 3aIMCKA

1.1. Lenp u 3ama4uu AUCIUTLINHBI

Henp aucrumniuHbl — GopMUpOBaHUE 0a30BBIX 3HAHMN B 00JacTu obecriedeHus: HH(OpMaIoH-
HOI 0€30MacCHOCTH aBTOMAaTU3UPOBAaHHBIX CHCTEM; HaBBIKOB OpraHM3aluu paboThl [0 IPUMEHE-
HUIO BUPTYaJIbHBIX YAaCTHBIX CEeTEl, ONTUMAIBLHOIO BEIOOpA M MHTETPALMHU CETEBBIX MPOTOKOJIOB
BUPTYyaJIbHBIX YacTHBIX ceteit (BUC).

3a1aun TUCHUIUTUHBL:

— paccMOTpeHHuE CyIIecTBa IMpoOiIemMbl Oe30macHoi nepenayn nHpopManuu B UHGHOPMAIMOH-
HBIX CHCTEMaxX, OCHOBHBIX CIIOCOOOB oOecredeHHs KOH(PHIECHIMATbHOCTH M LEIOCTHOCTU
uHpopMauuu npu e€ nepefade, OCHOBHBIX NPOTOKOJIOB, NPUMEHSEMBIX Ul OpraHu3aluu
sanmménHbpx BUC, kputepueB BbIOOpa ONTUMAIBHBIX CXEMHBIX PEIICHHUN JUIsI OpTaHU3aIiH

samumEHHbIX BUC Ha KaHAJIbHOM, CETEBOM U MPUKJIIATHOM YPOBHSIX.

1.2.

HBIX C MHAUKATOpaMu JOCTUKCHHA KOMHGTGHHI/II\/'I

[lepeueHpb MIaHUPYEMBIX PE3YJIbTATOB OOYUEHUS MO AUCIUILTUHE (MOJYIIO), COOTHECEH-

Komnerennus
(K01 1 HAUMEHOBAHUE)

HNuaukaTopbl KOMIIETEeH-
197071
(KO ¥ HANMECHOBAHUE)

PesynbTaTsl 00yyeHus

OIIK-4.3

Cnocoben gvinonnams pa-
bomul no ycmanosxe,
HAcmpouKe, AOMUHUCTPU-
POBAHUIO, OOCILYHCUBAHUIO U
npogepke pabomocnocoo-
HOCMU OMOENbHBIX NPO-
CPAMMHBIX, NPOSPAMMHO-
annapamuoix (6 mom 4ucie
Kpunmoepaguueckux) u
MEXHUYECKUX cpeoCcms 3a-
Wumol UHGopmayuu asmo-
MAMU3UPOBAHHBIX CUCTIEM

OIlIK-4.3.1

3naem mpebosanus no
ycmauoeke, Hacmpoltixe,
AOMUHUCTPUPOBAHUIO U 00-
CILYIHCUBAHUIO NPOSDAMMHO-
annapamuvix u mexuHuye-
CKUX CPeoCcme 3aujumsl UH-
Gopmayuu agmomamuzupo-
BAHHBIX cUCmEM

3namo:

® ocHo8HbIe 8UObL Y2pO3 be3onac-
Hocmu uHgopmayuu npu eé ne-
peoaue no KOMNbIOMEPHLIM Ce-
msam.

® (N0COOBI NOCMPOEHUsL U apXU-
mexmypy BUC, npasuna
HACMPpOUKU U AOMUHUCTHPUPO-
BAHUSL BUDTYATIbLHBIX KAHALO8

OIIK-4.3.2

Ymeem nacmpaueamo npo-
epammuoe obecneyenue cu-
cmembl 3auumsl UH@opma-
Yuu, 8bIAGNIAMY U AHATU3U-
POBaAMb YA36UMOCMU ABMO-
Mamu3upoBanHoU CUCmembl,
npueoosuue K 603HUKHOGe-
HU0 yepo3 bezonacHocmu
uHgopmayuu

Ymems:
®  1POBOOUMDb HACMOUKY Napa-
Mempo8 3auuéHHO20 KaHAA

OIIK-4.3.3

Bnraoeem nasvikamu no
ocywecmenenuio niaHupo-
8aHUSL U OP2AHU3AYUU Pa-
bomwl nepconana asmoma-
MU3UPOBAHHOU CUCEMBL C
yuémom mpebosanuil no
3awume ungopmayuu

Braoems:

® npuémamu HACMpoUKU U AOMu-
Hucmpuposanus B4C muna
«JIBC-JIBC» u «JIBC-
VOANEHHBLU XOCM»

1IK-8

Cnocoben ocywecmensams
MOHUMOPpUHE U AyOUm 3a-
wuwénHocmu uHgopmayuu
8 a8MoMamu3UpOBaAHHbIX

1IK-8.1

3naem ocHosHble Kpunmo-

epaghuueckue memoowl, an-
20pUMMbl, NPOMOKOJIbL, UC-
noab3yemule 0 3aujumsl

3nams:

® Kpunmoepaghuueckue memooswl,
aneopummbl, UCNONIb3YEMble 8
BYC;

® NPOmMOKOJIbl NpU opcanu3ayuu
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cucmemax

unghopmayuu 6 asmomamu-
3UPOBAHHBIX CUCTNEMAX, Op-
2aHU3AYUOHHbIE Mepbl NO
3awume ungopmayuu

3awuuénnvix kananos BYC.

IIK-8.2

Ymeem ananuzuposamo
npocpamMmHuble, apXumex-
MYpHO-MexHuyecKue u cxe-
MomexHuyecKue peueHus
KOMNOHEHMO8 agmomamu-
3UPOBAHHBIX CUCTNEM C Ye-
JIbI0 GLIABNIEHUS NOMEHYU-
ANbHBIX ya3eumocmel es-
onacHocmu ungopmayuu 8
A8MOMAMUZUPOBAHHBIX CU-
cmemax, eecmu NpomoKobl
U JHCypHanbl yuéma npu
ocyujecmeaneHuy ayouma
cucmem 3aujumsl UHQHOp-
Mayuu agmomamu3uposan-
HbIX cucmem

Ymems:
® 1POBOOUMb AHANU3 NPODIEM

bezonacnocmu nepeoaydu uH-
Gopmayuu ¢ mouxu 3peHus
KOHGhuOeHyuarbHocmu u ye-
JIOCMHOCIU,

NPOBOOUMb AHANU3 U BbIOOD
cemesbix npomokonos BUC.

I1IK-8.3

Bnaoeem nasvixamu evipa-
bomKu pekomeroayuil 0
NPUHSMUSL PeULeHUsL O MO-
OepHuzayuu cucmemvl 3a-
wumol uHpopmayuu asmo-
MAMU3UPOBAHHOU CUCEMBL

Braoems:
® npuémamu HACMpOUKU U NPu-

MeHeHUsl COBPEeMEHHBIX ceme-
8bix npomokonoe B4C

1.3. MecTo qUCHMILUIMHBI B CTPYKTYpe 00pa30BaTEIbHOM MPOrpaMMbl

Jucuummaa «Opranu3aiusi BUPTYTbHBIX YaCTHBIX CETEeW» OTHOCUTCS K JUCIUILINHAM TI0 BbI-
Oopy uactu, GopMHUpyeMOil ydyaCTHHUKaMH O0pa30BaTeIbHBIX OTHOIICHHMA, OJIOKA IUCIUTUINH
y4eOHOTO IJ1aHa.

Jlist oCBOCHHMSI TUCIUIUTMHBI HEOOXOAMMBI 3HAHUS, YMEHHSI W BIAJCHUS, cOpMUpPOBAHHBIC B
XOJIC U3YUEHUS CIICAYIOUINX AUCHUILTUH: «CeTH U CHCTeMBI Iepenadynd HHpopManun», «Merto-
IIbl U CPEACTBA KpUNTOTpaduueckoi 3ammThl HHGopManum», «be30macHOCTh BEIYUCIUTENbHBIX

ceTemn.

B pesynbTare ocBOEHHS AUCHUILTUHBI (POPMUPYIOTCS 3HAHUS, YMEHUS U BIIAJCHUS, HEOOXO0IU-

MBIE JIJIS1 U3YUYEHUS CIACAYIOMMX TUCIUTIINH: «[IpenauraoMHas mpaKkTUKay.




2. CTpyKTYypa QM CUMILITUHBI

CTpyKkTypa AMCUMIIMHBI 1JIS 04HOI GopMbI 00yUeHHsI

OO0miast Tpy1OEMKOCTb AUCIMIUIMHBI COCTaBIsAET 2 3.€., 76 4., B TOM yHciie KOHTaKTHas padora
oOyyJaromuxcs ¢ npenogasaresnieM 40 4., mpoMeKyToyHas aTTecTauus - 4.,

caMocTosTeNnpHas paborta o0ydatomuxcs 36 4.

Bunpr yue6HOM paboTh

(B yacax) @OopMBI TEKYILETO
KOHTaKTHas KOHTPOJIS yCIIeBa-
|
Ne Paznen qucuunim- Q 2 O % eMocTH,
/1t HbI/TEMBI 5 2 e g = (I)OpMaquOMe)Ky-
] ) ) S o TOYHOM aTTeCTa-
| S |Ez §=|82 S '§ uu (no cemecm-
3| E|E |88 5828 |82
2| B2 2985|25 |38| e
Sl2 |d |Ef SEFE |©F
1 OcHognoie yepo3bvl 8 2 2 Ompoc
uHopmayuouHoU
bezonacrocmu
2 Onpeoenenue, yeau u 8 2 2 Ompoc
3a0ayu 8UpMyaIbHbIX
YaCmMHBIX cemell
3 3awuma eupmyano- 8 2 2 Ompoc.
HbIX KAHATI08 HA Ka-
HANbHOM U CeaHCOBOM
ypoeusx mooenu OSI
4 3awuma eupmyano- 8 2 2 Ompoc.
HbIX KAHATI08 Ha ceme-
80M Ypo8He Mooenu
OSI
5 Hugpacmpyxkmypa 8 4 2 Ompoc.
3auumol Ha NPUKLAO-
HOM YpO8He Mooenu
OSI
6 Cpeocmea 3aujumsi 8 2 2 Ompoc.
unghopmayuu, oonoi-
HAIOWUE BUPMYATIbHbLE
yacmmuoule cemu
7 Ilpoepammno- 8 2 2 Ompoc.
annapammbvie KOM-
nJeKcol 07151 CO30aHUsL
BUPMYANLHBIX YaCm-
HbIX cemell
8 | Ilpaxmuueckas pabo- | 8 8 8 O1eHKa BBINOHE-
ma Ne 1. Coz0anue HHS TPAKTHYECKO-
npocmozo VPN kana- ro 3aJaHus
aa
9 | Ilpakxmuueckas pabo- | 8 14 10 | OueHka BbINOJHE-
ma Ne 2. PazpaboTka u HHS TPAKTHYECKO-
CO3/IaHHE CETH CIIOK- r0 3aJaHus
HOU CTPYKTYpHI TEP-




pUTOpPHATIBHO-
pacnpenenéHHon
koMnanuu. Co3ganue
VPN xaHaiosn

3ayém

3auém no bunemam

HUTOTO:

16

24

36




3. Copep:xkanue TUCHUINIMHBI

Ne

HaumenoBaHue pa3jaesa Jucum-
IIMHBI

Conepxanue

Tema 1. OcHOBHBIC YIPO3bI UH-
dopmannonHoi 0€30MaACHOCTH

Ananu3 yrpo3 cereBoil 6e3omacHocTH. [IpoOiemsr
o0e3onacHoctu [P-cereii. Yrpo3bl M ysI3BUMOCTH
KOPIIOPATUBHBIX IPOBOJHBIX CETEU. YTIPO3bl U ys3-
BUMOCTH OecrpoBOAHBIX cereil. CrocoOsl obecrie-
YeHUs1 THPOPMALMOHHOM OE30MaCHOCTH.

Tema 2 Onpenesienue, HeJau U 3a-
JAa44 BUPTYaJIbHBIX YaCTHBIX Ce-
Tel

OcHoBHbIE TIOHATUA W (YHKIUU BUPTYAIbHBIX
gacTHeIXx cetedt (VPN). .Bapuantel moctpoeHus
BUPTYalIbHBIX 3alIUIIEHHBIX KaHaoB. Cpenctsa
obecrieuenus Oe3omacHoctn VPN. kmaccudukamms
cerei VPN. OcHoOBHBIE BapHaHTBl apXUTEKTYpHI
VPN. JlocTOMHCTBa WHCIIOJb30BAaHUS TEXHOJOIUU
VPN.

Tema 3. 3ammTa BUPTYaJbHBIX
KAaHAJIOB HA KAHAJLHOM U CeaH-
cOBOM ypoBHsX moaean OSI

Kananbensiii ypoBenb Mmogenu OSI. ITporokon PPTP.
IIporokon L2F. [Ilporokon L2TP. Ilporokon
SSL/TLS. IIporokxon SOCKS.

Tema 4. 3ammTa BUPTYaJbHbIX
KAaHAJIOB HA CeTeBOM YPOBHE MO-
mean OSI

CereBoii  ypoBeHb wmozenu OSI.  Apxurtektypa
cpeactB Oe3zomacHoctu IPSec. 3ammra nepenaBae-
MBIX JTaHHBIX ¢ momolbio mpotokosnoB AH u ESP.
[Tporokon ympaBnenust kpunrokiarodamu. OcobeH-
HOCTHU peanuzanuu cpencts [PSec.

Tema 5. Uu¢pacTpykrypa 3amu-
Thl HA NPUKJIATHOM YPOBHE MO-
mean OSI

VYnpasnenune uaeHtudukanuen u gocrynom. Oco-
OCHHOCTHU YMPABJICHUS JTOCTYNOM. ()YHKIIMOHHPOBA-
HUE€ CHUCTEMBI yIpaBieHus noctynom. OpraHusamnus
3aIIMIIEHHOIO ynanéHHoro pocryna. I[IpoToxosst
ayTeHTH(UKAIMK yIaaEHHBIX Mojb3oBarenei. [{en-
TPaJIM30BaHHBIA KOHTPOJIb YHAJIEHHOIO [TOCTYIIA.
VYnpasnenue nocrynom mno cxeme SSO. IIpoTokon
Kerberos. UndpactpykTypa ynpaBieHUsI OTKpPBITbI-
mu kimodamu PKI. TIpuHnuner GyHKIMOHUPOBAHUSA,
JIOTHYECKasi CTPyKTypa U KomnoHeHTsl PKI.

Tema 6. CpeacTBa 3a10MTHI HH-
dhopmanum, 10MOJIHSIONINE BHP-
TyajibHbI€ YACTHBIE CETH

Me:xcereBoe sKkpaHupoBaHue. CHCTEMbl aHTHBH-
pycHoi 3anuThl. CUCTEMBbI OOHAPYKEHHSI BTOPIKE-
Huil. KommnekcHas 3amura nHpopmanuu.

Tema 7. IIporpammHuo-
annapatHble KOMILUIEKCHI ISl CO-
30aHUS BUPTYaJIbHBIX YACTHBIX
cereit

[Toctpoenue cereii VPN Ha 06a3ze mapiipyTusato-
poB. Co3aaHue 3alIMIIEHHBIX TYHHENIEH ¢ TOMOLIbIO
MeKceTeBbIX 3KpaHoB. [loctpoenune cereir VPN ¢
nomotnbto crenuanuzupoBannoro [10. Tynuenupo-
BAHME Ha OCHOBE CIEHHUAIbHBIX AallapaTHbIX
cpeactB. VPN-pemenuss komnanuu «MHOTEKC.
VPN-pemienus B cemeiictBe npoaykToB «Net-PRO»
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koMmauuu «CurHain-KOMy.

4. O0pa3oBaTe/ibHbIE TEXHOJIOTHH

Ne . |OOpa3oBaTeJbHbIE TEXHOJIO-
HanmenoBanmue pasiena |Buabl yueOHbIX 3aHATHIH
n/n THH
1 |2 3 4
1. |OcHosHvlie yepo3vl un- Jlexyus 1. Tpaouyuonnas c ucnonb308aHu-
Gopmayuonnoti besonac- em npeseHmayuti
Hocmu
Camocmosmenvras paboma |Vzyuenue mamepuanog nexyuii
2 |Onpeoenenue, yeru u 3a- |Jlekyus 2. Tpaouyuonnas ¢ ucnorv306auu-
0auu 8UPMYanIbHbIX 4aACH- em npeseHmayuti
HbIX cemell
Camocmosmenvrasn paboma |Hzyuenue mamepuanog nexyuii
3 |Bawuma supmyanvuvix  |Jlexyus 3 Tpaouyuonnas c ucnonb308aHu-
KAHA08 HA KAHATIbHOM U em npeseHmayuti
Ceanco8oOM YPOGHAX MOOe-
au OSI Camocmosmenvras paboma|H3yuenue mamepuanos iekyuii
4 |3awuma eupmyanvuvix  |Jlexyus 4. Tpaouyuonnas ¢ ucnorv3o8auu-
KAHAl08 HA ceme8om em npeseHmayuti
ypoene moodenu OSI
Camocmosmenvras paboma|Bvinonanenue 3adanus
H3yyenue mamepuanos nexyuii
5 |Hugpacmpyxkmypa 3a- Jlexyus 5.1 Tpaouyuonrnas ¢ ucnonb308aHU-
Wumul Ha NPUKIAOHOM Jlexyus 5.2 emM npezeHmayui
ypoene moodenu OSI
Camocmosmenvuas paboma |U3yuenue mamepuanog iexyuil
6 |Cpeocmsa zawumol un-  |Jlexyus 6 Tpaouyuonrnas ¢ ucnonb308aHU-
Gopmayuu, oonoanawue em npeseHmayuti
8UpPMYabHble YaACMHbLE
cemu Camocmosmenvuasn paboma |U3yuenue mamepuanog ieKkyuil
7 |llpoepammno- Jlexyus 6 Tpaouyuonrnas ¢ ucnorb308aHU-
annapammbvie KOMNIEKC bl em npeseHmayuti
0J151 CO30AHUS BUPMYAIb-
HbIX YACMHBIX cemell Camocmosmenvuasn paboma |U3yuenue mamepuanog ieKkyuil
8 |llpaxmuueckasn paboma |[Ipaxmuyeckas paboma Buvinoanenue 3adanus
Ne 1. Cozoanue npocmozo
VPN kanana
9 |llpaxmuueckasn paboma |[Ipaxmuyeckas paboma Buinonnenue 3adanus

Ne 2. Pa3pabotka u co3fa-
HUE CETH CJIIOKHOU CTPYK-
TYpbl TEPPUTOPUATIBHO-
pacrpene€HHON KoMIIa-
gHuu. Co3nanue VPN ka-
HAJIOB
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5. OneHka IAHUPYEMBIX pPe3yIbTATOB 00y4YeHus!

5.1. Cucrema orieHUBaHUA

®opMa KOHTPOJIS Makc. K0JIM4ecTBO 0aJJI0B
3a onny pa- |Bcero
ooty

Texymuit KOHTPOIIb:

—onpoc (memwl 1-8) 3 banna 24 6annos

— npakmuyueckas paboma 1 10 6annos 10 bannos

— npakxmuueckas paboma 2 26 bannos 26 bannog

[IpoMexxyTouHas arTecTanus 40 6annos

3auem

HToro 3a nucuuniauny 100 6annos

3a4ém

[lepeyeHb KOMIETEHIMH C YKa3aHUEM 3TarnoB UX (POPMUPOBAHUS B IIPOIIECCE OCBOCHUS IUCIH-
IUIMHBI IPEJCTABISETCS B BUAE TAaOIHIIbL:

Ne | Konmponupyemwie pazoe- | Koo konmpoaupyemoit Kom-
n/n | bl OuCYUNIUHBL nemenyuu

Haumenoeanue oye-
HOYHO020 cpedcmeéa

1. Temer 1 — 8

OIIK-4.3.1, OIIK-4.3.2, OIIK-
4.3.3, I1K-8.1, T1K-8.2, I1K-8.3

Ompoc

2. [Ipaktuueckue 3anstus 1,2 | OIIK-4.3.1, OIIK-4.3.2, OIIK-

4.3.3, IIK-8.1, TIK-8.2, I1K-8.3

IInan nmpakTUYeCKOro
3aHATHSA

[Tomy4yeHHBII COBOKYIHBIN pe3ylbTaT KOHBEPTUPYETCS B TPAAULIMOHHYIO IIKATY OLECHOK U B
mKany oreHok EBpomneiickoii cucteMbl mepeHoca u HakorieHus kpeautoB (European Credit
Transfer System; nanee — ECTS) B coorBeTcTBUM ¢ TaOnHLIEH:

100-6amnbpHas 1Ka- TpazuimoHHas WKana [xana
Ja ECTS
95— 100 A
2304 OTIIUYHO B

68 — 82 XOPOIIO 3a4TE€HO C

56 — 67 D
5055 YIIOBJIETBOPUTEIHHO E

20 — 49 FX
019 HEYIOBJIETBOPUTEIIEHO HE 3aUTCHO F
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5.2. Kputepuu BbICTABICHHS OLICHKHU MO TUCUUILINHE

Banany/
HIxana
ECTS

OneHka 1o auc-
IUILJINHE

Kpurepun oueHKH pe3yJibTaTOB 00y4eHH sl MO U CIU-
TUINHE

100-83/
AB

COTITUYIHOY/
«3a4TeHo (0TInyY-
HO)»/

«3aUTEHOY

BricraBisiercs o0yyaromemMycs, €ciid OH IITyOOKO U Ipod-
HO YCBOMJI TEOPETUYECKHUI U MTPAKTUUYECKHUI MaTepual,
MO>KET IIPOAEMOHCTPUPOBATH 3TO HA 3aHATUAX U B XOJI€
MPOMEKYTOYHOM aTTECTALINH.

OOy4Jaromuiicss UCYEPIBIBAIOIIE U JIOTHUECKHA CTPORHO H3-
Jaraet yuyeOHbIN MaTepual, yMeeT YBSI3bIBaTh TEOPHIO C
MPAKTUKOH, CIIPABIISIETCS C pellleHueM 3aiay npodeccuo-
HaJIbHOM HAIPAaBJIEHHOCTH BBICOKOTO YPOBHS CII0KHOCTH,
MPAaBUIILHO OOOCHOBHIBAET MPUHSATHIC PEIICHUSI.
CB0oOOIHO OpUEHTUPYETCS B Y4eOHOH U TpodeCcCHOHAITb-
HOH JIUTEparype.

OreHka 1Mo JUCHUIUIMHE BBICTABIISIOTCS 00YYaIOMEMyCs C
Y4ETOM PE3YyIbTATOB TEKYIIEH U MPOMEKYTOUHOM aTTe-
CcTaluu.

Kommnerenum, 3akpeniéHubie 3a JUCIUIUTMHON, CHOPMHU-
pOBaHbI HA YPOBHE — «BBICOKUI».

82-68/

«XOpOII0Y/
«3a4TeHO (XOpo-
110)»/
«3aUTEHO»

BricTaBnsierca oOyuaromemMycsi, €Cii OH 3HaeT TeopeTuye-
CKMI U NIPAKTUYECKUN MaTEPUAJI, TPAMOTHO U I10 CYLECTBY
M3JIaraeT €ro Ha 3aHATUSAX U B XOJ€ MPOMEXYTOUHOM aTTe-
CTallMM, HE JOIyCKasl CYIIECTBEHHBIX HETOUHOCTEH.
OO0yuaromuiicst MpaBMWIHBHO MPUMEHSET TEOPETHIESCKHUE TI0-
JIOKEHUS NIPU PELICHUU MPAKTUYECKUX 3a]1a4 podeccro-
HaJIbHOM HaIPaBJIEHHOCTH Pa3HOr'O YPOBHSI CIIOKHOCTH,
BJIaJieeT HEOOXOAMMBIMHU JJISl 3TOTO HAaBBIKAMU U MPUEMa-
MU.

JIOCTaTOYHO XOPOIIO OPUEHTUPYETCS B Y4eOHOU U MPo-
(dheccroHaIbHOM JIUTEpaType.

OreHka 1Mo JUCHUIUIMHE BBICTABIISIOTCS 00YYaIOmEeMycs C
Y4ETOM PE3YyIbTATOB TEKYIIEH U MPOMEKYTOUHOM aTTe-
CTaLlUH.

Kommnerenum, 3akpeniaéHubie 3a JUCIUIUTMHON, CHOPMHU-
pPOBaHbI HA YPOBHE — «XOPOILLUN).

67-50/
D.E

«yIIOBJIETBOPH-
TEIHHOY/
«3a4teHo (ymoBie-
TBOPUTEIBHO)»/
«3aYTCHOY

BricTaBnsercst oOydaromemMycs, eciiiu OH 3HaeT Ha 6a30BOM
YPOBHE TEOPETUYECKUN U ITPAKTUYECKUM MaTepUall, 10-
IIyCKAeT OT/AEIbHbBIC OIINOKH MPH €ro U3J10KEHNUHU Ha 3aHs-
TUSAX U B X0J1€ IPOMEKYTOUHOM aTTECTALUH.
OOyuaronuiics UCIIBITHIBAET ONpPEENEHHBIE 3aTPyAHEHUS
B IIPUMEHEHUH TEOPETUUECKUX TOJIOKEHUH NPU PELIEHUH
IPAKTUYECKHX 3a/1a4 TPO(eCCUOHATIbHON HApaBIEHHOCTH
CTaHJApTHOTO YPOBHS CIIO’KHOCTH, BJIa/IeeT HEOOXOMMBbI-
MU JUIs1 3TOr0 0a30BBIMU HaBbIKAMU U TPUEMaMHU.
JIeMOHCTpHUpPYET 1OCTaTOYHBIN YPOBEHb 3HAHUS YUEOHOM
JIUTEPATYypPHI 110 TUCLHUIIIMHE.

OreHka 1Mo JUCHUIUIMHE BBICTABIISIOTCS 00YYalOmEeMycs C
Y4ETOM PE3YIbTATOB TEKYIIEH U MPOMEKYTOUHOM aTTe-
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Banany/ OneHka mo auc- Kpurepun oueHkH pe3yJibTaToB 00y4eHH sl M0 IUCIHU-
HIxana IHUIJINHE IJIMHE
ECTS

CTallMU.

Kommnerenum, 3akpeniaéHubie 3a JUCIUIUTMHON, CHOPMHU-
POBaHBI HA YPOBHE — «IOCTaTOYHBINY.

paTypsl IO JUCIUIUIMHE.

CTalluu.

49-0/ «HEYIOBJIETBOpU- | BricTaBisercst oOydaronemMycs, eciiu OH He 3HaeT Ha 6a30-
F,FX TEJIbHOY/ BOM YPOBHE TEOPETHUUECKUHN U IIPAKTUYECKUNA MaTepual,
HE 3a4TEHO JIOTTyCKaeT rpyObie OMMOKY MPU €ro U3JI0KEHUH Ha 3aHsl-

TUSAX U B X0J1€ IPOMEKYTOUHOM aTTECTALUH.
OO0yuaromuiicst UICTIBITHIBACT CEPHE3HBIC 3aTPYIHCHUS B
IIPUMEHEHUH TEOPETUUECKUX IOJIOKEHUM NPU PELIEHUN
MPaKTUYECKHX 3a7a4 MpodeccnoHaNbHOI HAIPaBICHHOCTH
CTaHJApTHOTO YPOBHS CIIOKHOCTH, HE BJIaJieeT He0OX01u-
MBIMH /ISl 3TOTO HaBBIKAMU U TPUEMAMHU.
JleMOoHCTpHpYeT (pparMeHTapHbIe 3HAHUS YUeOHOU JHUTe-

OI.[GHKa 110 AU CHUIIJIMHE BBICTABIAKOTCS 06yqa101ueMyc;1 C
Y4ETOM PE3YyIbTATOB TEKYIIEH U MPOMEKYTOUHOM aTTe-

KomMnereHnumn Ha ypoBHE «1OCTaTOUYHBINY, 3aKPETUIEHHBIE
3a AMCUUIUINHON, HE C(OPMHUPOBAHBI.

5.3. OueHouHbIe cpencTBa (MaTepualibl) Ul TEKYIIEr0 KOHTPOJIS YCIEBAEMOCTH, IPOMEXKYTOU-
HOM aTTecTaluu 00y4aroIuXcs N0 AUCHUIUINHE

Yemmuwuii onpoc

YeTHBIN 0MPOC — 3TO CPEACTBO KOHTPOJIS, OpraHM30BAaHHOE KaK clieluaibHas Oecena mpemoja-
BaTesl ¢ 00y4aroIUMCs Ha TeMbl, CBSI3aHHbIE ¢ M3Y4aeMOH JHUCUUIIMHON, U pacCUMTaHHOE Ha
BBISICHEHHE 00BbEMa 3HAHUM, 0OYUaIOLIETOCs MO ONpPENSIEHHOMY pas3fely, TeMe, mpoodiieMe U

T.I1.
Ilepeuens ycmuuix 60npocoe 01 npoeepKu 3HAHUIL
Ne | Bompoc Peanusyemast koMIieTeH-
s

1. | Jaiite pa3snuuHble onpenencHus BUpTyainbHOW yacTHOM cetu u | OIIK-4.3.1; ITK-8.1
MOSICHUTE UX.

2. | Kakue 3amaun pemaer noctpoenue VPN, a xakue — ycranoska | OIIK-4.3.1; I1K-8.1
MD?

3. | KakoBsl 3HaueHus TepmuHa "yacTHbIM" nmpuMennTenbHo K VPN? | OTIK-4.3.1; TIK-8.1

4. | B yem pasznuuMe wucnosnb3oBaHusl npoaiinepoB cBsazu  u | OIIK-4.3.1; [1IK-8.1
npoBaiiiepoB Internet myst cozmanuss VPN?

5. | Bo3MOXXHO M HCHOIB30BaHHME TOJNbKO KaHanoB cBsa3u | OIIK-4.3.1; [IK-8.1
NPEINPUITHS U1s co3aanus ero VPN?

6. | KakoBbl nmpeumyiiecTBa U HeIOCTaTKU ucnoab3oBaHus Internet | OIIK-4.3.1; ITK-8.1
g cosganusa VPN?

7. | B yem 3akmrodaroTcsi MapKeTHHroBas u mnotpeburtensHas | OIIK-4.3.1; [TIK-8.1
cymHocTh VPN?

8. | Kak morumaeTcs 3amumEéHHOCTh OT MMOTOKOB AaHHBIX B VPN? OIIK-4.3.1; I1IK-8.1

9. | Kakwue ycnyru no 3amure faHHbIX obecrieunBaroT VPN? OIIK-4.3.1; TIK-8.1

10.| Yto BaxHO IJIs1 KOHEUHBIX TOJb30BaTenel npu ucnoiab3oBanuu | OIIK-4.3.1; TIK-8.1

VPN?
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11.

KakoBbl 0COOEHHOCTH COBPEMEHHBIX CETEH, Ha OCHOBE KOTOPBIX
IpUXOANUTCS co3aaBath VPN?

OIIK-4.3.1; IIK-8.1

12.| Kakue TpeboBaHUs MPEIbIBISIOTCS K co3naBaeMort VPN? OIIK-4.3.1; TIK-8.1
13.| KakoBel ocobennoctu moctpoenuss VPN B pazmuunbix cetsx | OIIK-4.3.1; [TIK-8.1
nepenaun ganubix (FR, ATM, X.25, TCP/IP)?
14.| Kakue ycayru npeiaratoT nposaiaepsl o noctpoenuto VPN? | OIIK-4.3.1; ITK-8.1
15.| B yem 3akimouaerca MexaHu3M TyHHenupoBaHus B cetsax? | OIIK-4.3.1; OIIK-4.3.2;
KakoBbI ero 0COOEHHOCTH U CXEMBI UCIIOIb30BaHUS? OIIK-4.3.3; I1K-8.1;
[1K-8.2; T1K-8.3
16.| Yto Takoe VPN-areHThl ¥ KakOBbI UX (YYHKIIMU? OIIK-4.3.1; [IK-8.1
17.| daiite ompenenenue mnoiauTtuku Oe3omacHocty VPN  u | OIIK-4.3.1; [1IK-8.1
MIPUBEANTE HECKOJIBKO MPHUMEPOB.
18.| ITosicauTe ONpeACIICHUS KPUTEPUEB oe3omacuoctu | OITK-4.3.1; T1K-8.1
MPUMEHUTEBHO K 3a7a4yaM VPN.
19.| Kakumu cpenctBamu 3amuThl nHGopMamu HyxHO fonoinHuTts | OITK-4.3.1; [TK-8.1
VPN, uT005I peaii30BaTh KOMIIJICKCHYIO 3aIIHUTY?
20.| Ha xakux ypoBHsax mozaenu OSI paborator xakue mportokonsl | OITK-4.3.1; [TK-8.1
co3nanusg VPN?
21./|Yto u kakuMu cpeAcTBamMM 3amuuiaerca Ha npukiaagHoM | OINK-4.3.1; ITK-8.1
ypoBHE?
22.| Kakue mpoTOKOJBl BBINOJIHAIOT 3amuTy AaHHbBIX B VPN Ha | OIIK-4.3.1; [1IK-8.1
KaHaJbHOM ypoBHE? CpaBHUTE UX BO3MOKHOCTH.
Ilpomessccymounas ammecmayusn (npumepHuvle 60npocsl 0714 3a4éma) —
npogepka cpopmuposannocmu komnemenyuii — OIIK-4.3; ITK-8
1. | Pacckaxute 06 ocobeHHocTsix mpotokona PPTP. Paccmorpute | OIIK-4.3.1; ITK-8.1;
cxeMsbl ero npumeHenus. Hapucyiite crpykrypy nakera PPTP. | I1K-8.2; I1K-8.3
2. | Pacckaxute 00 ocobeHHOCTSIX mpoTokoa L2F. OIIK-4.3.1; OIIK-4.3.2;
OIIK-4.3.3; [IK-8.1;
[1K-8.2; T1K-8.3
3. | Pacckaxure 006 ocobenHoctsx npotokona L2TP. Paccmorpute | OITK-4.3.1; OIIK-4.3.2;
cxeMbl ero npumeHenus. CpaBHute ¢ npotokojaom PPTP. OIIK-4.3.3; TIK-8.1;
[1K-8.2; I1K-8.3
4. | Kakue mpoTOKOIBI BBIMONHAIOT 3amuTy gaHHbix B VPN Ha | OIIK-4.3.1; OIIK-4.3.2;
ceTeBoM ypoBHe? CpaBHUTE UX BO3MOKHOCTH. OIIK-4.3.3; [IK-8.1;
[1K-8.2; T1K-8.3
5. | Pacckaxkure 06 ocobenHocTsx mporokona [PSec u pemaemsix | OITIK-4.3.1; OI1K-4.3.2;
UM 3a7a4ax. PaccMoTpuTe cXxembl €ro IpuMEHEHUS. OIIK-4.3.3; TIK-8.1;
[1K-8.2; I1K-8.3
6. | Kakue mpoToKoJibl BBIMNOJHSIOT 3amuTy AaHHbiXx B VPN Ha | OIIK-4.3.1; OIIK-4.3.2;
ceaHcoBOM ypoBHe? CpaBHUTE UX BO3MOKHOCTH. OIIK-4.3.3; [IK-8.1;
I1K-8.2; T1K-8.3
7. | Pacckaxxure 00 ocobenHocTsix mporokona SSL. Ilosicaute | OITK-4.3.1; OIIK-4.3.2;
paboty mpotokoa auanora SSL. OIIK-4.3.3; TIK-8.1;
[1K-8.2; I1K-8.3
8. | Pacckaxure 06 ocobeHHOCTsIX poTokona TLS. OIIK-4.3.1; OIIK-4.3.2;
OI1K-4.3.3; [IK-8.1;
I1K-8.2; I1K-8.3
9. | Pacckaxute 06 ocobennoctsax mporokona SOCKS. IMoscaute | OITK-4.3.1; OIIK-4.3.2;

0000MEHHYIO CXEMY YCTAHOBJICHUS COSJMHEHUS 110 IPOTOKOIY

OIIK-4.3.3; IIK-8.1;




14

SOCKS. CpaBnute 4-10 1 5-10 BEpCUHU MPOTOKOJIA. I1K-8.2; TIK-8.3
10. | Yto IIOHUMAETCs oJ TEPMUHOM ynpasienue | OIIK-4.3.1; OIIK-4.3.2;
kpunrorpadpuueckumu kimouamu? KakoBa ocHoBHas nenb u | [1K-8.1; T1K-8.2
OCHOBHBIC 33/1a4d YIPABJICHUS KIItoUaMu?
11. | Yro Takoe >xu3HEHHBIN MUK kiaroda? KakoBel ero ocuosHble | OIIK-4.3.1; IIK-8.1
craaun’?
12. | B xakux cocrosiHusax npedpiBatoT kpunrorpaduueckue kimroun | OIMK-4.3.1; TTK-8.1
3a BpeMsl CBOEro »XM3HeHHoro nukia? [lpu Kakux ycaoBHUSX
MPOUCXOJAT MEePEXO bl U3 OJTHOTO COCTOSIHUS B Ipyroe?
13. | B yeM oTiMuue XU3HEHHOIO IMKJIa CEKpeTHbIX M OTKphITHIX | OIIK-4.3.1; OIIK-4.3.3;
KpUNITOTpaQUIeCKUX KITFOUCH? ITK-8.1; TIK-8.2; T1K-8.3
14. | Yro Takoe uH(ppacTpykTypa OTKphIThIX Kmoueii? Kakoa ee | OIIK-4.3.1; OIIK-4.3.2;
Joruyeckast u puzndeckasi CTpykrypa? OIIK-4.3.3; TIK-8.1;
[1K-8.2; I1K-8.3
15. | Kakue ocHoBHbIe Jnormueckue wmozaenun wuHppactpykrypsl | OIIK-4.3.1; OIIK-4.3.2;
OTKPBITHIX KItoueld  pa3paboTaHbl MexayHapoansivu | OI1K-4.3.3; T1IK-8.1;
opranuzaisimMu? B yem 3akiogarorcs uX 0coOeHHOCTH? [1K-8.2; I1K-8.3
16. | KakoBbl OCHOBHBIE CHOCOOBI pacnpocTpaneHuss OTKPHITHIX | OI1K-4.3.1; OITK-4.3.2;
KJIIOUel B KpunTocucremax? OIIK-4.3.3; I1K-8.1;
[1K-8.2; T1K-8.3
17. | U3noxute B 00muX ueprax cymecTBo Merona ceprudukanmu | OINK-4.3.1; OIIK-4.3.2;
OTKPBITHIX Kiouer. B yem 3akmouatrorcs mpeumyiiectsa u | OI1K-4.3.3; [1K-8.1;
HEIOCTAaTKU 3TOro MeToaa’? TIK-8.2; IIK-8.3
18. | B uwem pazmuume Mexnay —uaeHTHukarmmonHeiMu | | OI1K-4.3.1; OITK-4.3.2;
aTpuOyTHBIMH cepTUhUKaTaMuU? OIIK-4.3.3; [IK-8.1;
[1K-8.2; T1K-8.3
19. | Kakue ocHOBHBIE cTaHgapThl, omnuceBaronme (opmatsl | OIIK-4.3.1; OIIK-4.3.2;
cepTudUKATOB M CIUCKOB aHHYJIUPOBaHHBIX cepTudukaros, | OI1K-4.3.3; [1K-8.1;
pa3paboTaHbl M IPUHITHI MEXTyHapoaHbIMH opranu3anusamu? | T1K-8.2; TIK-8.3
20. | Kakue tpeboBanus mpeabsaBistoTcs K mpoayktaM moctpoerus | OITK-4.3.1; OIIK-4.3.2;
VPN? Iloscuute ux. OIIK-4.3.3; I1K-8.1;
[1K-8.2; T1K-8.3
21. | Pacckaxute o  Bapmantax  peammszauun VPN, ux | OIIK-4.3.1; OIIK-4.3.2;
npeuMmyiectBax M Hemocrtatkax. IlpuBeaute mnpumepst | OI1K-4.3.3; [1K-8.1;
IPOJYKTOB. [1K-8.2; I1K-8.3
22. | Kakwue ¢pynkuuu B VPN BBITIONHSIOT IIUTIO3bI M KJITUEHTHI? OIIK-4.3.1; OIIK-4.3.2;
OIIK-4.3.3; [IK-8.1;
[1K-8.2; T1K-8.3
23. | Kakue ceteBble cpelcTBa peanusyroT NpoTokoisl co3nanus | OIIK-4.3.1; OIIK-4.3.2;
VPN? OIIK-4.3.3; [IK-8.1;
I1K-8.2; T1K-8.3
24. | CpaBHUTE NOCTOMHCTBA U HeAocTaTtku cpeacts coznanus VPN | OIIK-4.3.1; OIIK-4.3.2;
Ppa3IMYHBIX KaTErOpHil. OIIK-4.3.3; TIK-8.1;
I1K-8.2; I1K-8.3
25. | Pacckaxute o moctpoenuun VPN nHa 06a3e cereBoit OC. | OIIK-4.3.1; [1K-8.1;
[IpuBeauTe npuMepsl. I1K-8.3
26. | Pacckaxure o moctpoenuun VPN Ha 6a3e mapmpyrtusatopos. | OIIK-4.3.1; [IK-8.1;
[IpuBeauTe npuMepsl. I1K-8.3
27. | Pacckaxute o mocrpoenun VPN Ha 6aze MD. Ilpusegute | OIIK-4.3.1; [1K-8.1;
IPUMEPBHI. I1K-8.3
28. | Naiite ompenenenrie MO u pacckaxute o0 ux HaszHadeHuw, | OI1K-4.3.1; [1K-8.1;

KOMITIOHCHTAaX, TUIIaX U CXEMaX IIOAKIIIOYCHHUA B CCTHU.

I1K-8.3
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29. | Pacckaxute o moctpoenun VPN nHa 06aze I10. Ilpuemute | OIIK-4.3.1; [1K-8.1;
IPUMEPBHI. I1K-8.3

30. | Pacckaxkute o moctpoeHnu VPN Ha 6aze anmaparasix cpeacts. | OIMK-4.3.1; I[TK-8.1;
[IpuBeauTe npuMepsl. I1K-8.3

31. | Kakue Bumei VPN Bam wm3Bectuel m kakwme 3agaum oHu | OIIK-4.3.1; OIIK-4.3.2;
pemaroT? OIIK-4.3.3; [IK-8.1;

[1K-8.2; T1K-8.3
32. | Pacckaxute 06 Intranet VPN. IIpuBenure cxemy nocrpoenus. | OIIK-4.3.1; I[1IK-8.1;
I1K-8.3

33. | Pacckaxxute o Client/server VPN. Hapucyiite cxemy | OIIK-4.3.1; [1K-8.1;
MTOCTPOECHUS. I1K-8.3

34. | Pacckaxxure 00 Extranet VPN. Cxemaruuno mnpencraspTe | OITK-4.3.1; T1K-8.1;
c1oco0 MOCTPOCHUSI. I1K-8.3

35. | Pacckaxute o VPN ¢ ynan€HHbIM JOCTYIIOM U UX BapHaHTaXx. OIIK-4.3.1; TIK-8.1;

I1K-8.3

36. | KakoBbl Ha3HaueHHe, OCOOCHHOCTH, cocTaB M Bo3MoxkHOocTH | OITK-4.3.1; OIIK-4.3.2;
anmapaTHO-IPOrPaMMHOI0 KOMIuIeKca 3amuTsl nHpopmarmu | OITK-4.3.3; TIK-8.1;
"Koutunent-K"? I1K-8.2; TTIK-8.3

37. | Kakue mnporpammusle npoaykTbl kommanuu "OJIBUCH" | OIIK-4.3.1; OIIK-4.3.2;
ucnonp3yrores At noctpoeHus VPN u kak mmenno? Kakon | OI1K-4.3.3; [1K-8.1;
OCHOBHOI MpOTOKOJ ympaBiaeHus kiarodamu npumensercs B | [1K-8.2; I1K-8.3
ATUX NPOAYKTaX?

38. | Pacckaxxure 00 VPN-pemenusix kommnanuu "Huadorekc". | OIIK-4.3.1; OIIK-4.3.2;
KakoBbl ux ocobenHocTH n (pyHKIMOoHAIBbHBIE BO3MOxXHOCTH? | OITK-4.3.3; [1K-8.1;

B uewMm 3akmrodaercs texnooruii ViPNet? TIK-8.2; IIK-8.3

39. | Kakue ¢ynknmuu mo co3ganuto VPN u  kak wumenno | OIIK-4.3.1; OIIK-4.3.2;
peann3oBaHbl B ceMmeiicTBe NMpoAaykroB "Net-PRO" xomnanum | OIIK-4.3.3; I1K-8.1;
"Curnan-KOM"? Ha OCHOBE KaKkoro npotokoina | [TK-8.2; T1K-8.3
OCYIIECTBIIsICTCS H(ppoBaHue?

40. | Paccmotpute HazHaueHue W Bo3MOxHOCTH TponykroB MO | OIIK-4.3.1; OIIK-4.3.2;
[MHUOMU "HIUII" n "Wrna-2" ¢ touku 3peHus nocrpoenus | OIIK-4.3.3; I1K-8.1;
VPN. [1K-8.2; T1K-8.3

41. | Kakue cocraBistomue anmnaparHo-nporpammuoro kommiekca | OIIK-4.3.1; OIIK-4.3.2;
"®IICY-IP" xommanuu "AmukoH" u ¢ kakumu ocodennoctsmu | OITK-4.3.3; T1K-8.1;
ucnoap3ytorcst uist nocrpoenuss VPN? Yto peanmnsyer VPN- | [IK-8.2; I1K-8.3
SKpaHUpOBaHUE?

42. | Tlo kakMM OCHOBHBIM TOKa3ateisiM yao0Hee Bcero cpaBHuBaTh | OIIK-4.3.1; OIIK-4.3.2;

MPOAYKTHI 11 co3aanusi VPN?

OIIK-4.3.3; [IK-8.1;
I1K-8.2; I1K-8.3

6. Y4yeOHO-MeTOAMYECKOE M HH(POPMALMOHHOE 00ecnieyeHHe U C M ILTHHBI

6.1. CiucoKk HCTOYHUKOB M JINTEPATYPHI

JIureparypa

OcHoBHas

1.

2.

Komnnexcnas 3auwyuma nadopManny B KOPIOPATUBHEIX cucTeMax: YdeOHoe mocobue / B.O.
[Manprun. - M.: UJI ®OPYM: HULl UHOPA-M, 2013. - 592 c.: un.; 70x100 1/16. -
(Beicee oOpazoBanme). (meperuter) ISBN  978-5-8199-0411-4 - Pexum mocryna:
http://znanium.com/catalog/product/402686

Mumiowun J].A. Vcnionp3oBanue mporpammHoro komruiekca Cisco Packet Tracer v.7.3 B
M3yYEHUW CETEBBIX TEXHOJOTUU: Yy4deOHO-TIpakThueckoe mocobue (mpaktukym) / JI. A.
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MutromvH ; Poccuiickuil roCyIapCTBEHHBI I'yMaHUTapHbId yHHBepcuteT. — M.: M3n-Bo
PITY, 2021.-217c.

3. Ilanacenxo C.I1. BupTyanbHble YacTble CETH U JAPYrHe CHOCOOBl 3alMThl WH(popMayu //
Mup TIK. — 2002. — Ne 4. https://www.osp.ru/pcworld/2002/04/163195

JlonosHuTENbHAS

1. Onugep B.I'. KoMIproTepHBIE CETH : MPUHITUIIBI, TEXHOJIOTHH, poTokoibl / B. I'. Omudep,
H. A. Omudep. — 3-e u3a. — M. [u np.] : [Turep, 2008. — 957 c.

6.2. Ilepeuenpb pecypcoB HHPOPMAITMOHHO-TEIEKOMMYHUKAITMOHHOM ceTn « HTEepHETY.

1. Buoeo ypoxu Cisco Packet Tracer. Kypc monmomoro Goiima. [DnekrponHnsiit pecype] : Pexum
noctyma : https://www.youtube.com/playlist?list=PLcDkQ2Au8aVNYsqGsxRQxYyQijlLa
94T9, cBoOOAHBIN. — 3ari1. ¢ IKpaHa.

2. https://telecom-sales.ru/content/stati/tehnologii-cisco-vpn-vidy-i-tipy-udalennogo-dostupa/

3. https://infotecs.ru/

4. https://www.signal-com.ru/

7. MaTtepuajbHO-TeXHUYECKOe o0ecnedeHne JUCHUNINHBI

1) 1 TeKIMOHHBIX 3aHATHH — JICKIIMOHHBIA KJIACC C BHJICONMPOECKTOPOM M KOMITBIOTEPOM, Ha
KOTOPOM JIOJDKHO OBITH ycTaHOBJIEHO ciaenyromee [10:

Neri/ Haumenosanue [10 [IpousBonurens Crioco6 pacripocTpaHe-
i HUSI

1 Microsoft Office 2010 Microsoft JUIEH3UOHHOE

2 Windows 10 Pro Microsoft JIMLIEH3UOHHOE

3 Kaspersky Endpoint Security Kaspersky JIMIIEH3UOHHOE

2) ny1sl TPaKTUYECKUX 3aHATUN — KOMIBIOTEPHBIN Kilacc, 000pYyIOBaHHBIA COBPEMEHHBIMH TIEP-
COHAJIBHBIMU KOMIIBIOTCpAMU JIA KaXJA0r'0 CTYACHTA. Ha KOMIIBKOTCPC NOJIZKHBI 6I:ITB YCTAHOB-
neHo caenyromee [10:

Neri/mt Haumenoanue [10 [IpousBoaurens Crnioco0 pacrmpoctpane-
HUS

1 Microsoft Office 2010 Microsoft JIUIEH3UOHHOE

2 Windows 10 Pro Microsoft JIUIEH3UOHHOE

3 Kaspersky Endpoint Security Kaspersky JIUTIEH3MOHHOE

4 Cisco Packet Tracer v.7.2 Cisco Systems cBOOOIHOE

JInst mpoBeieHNsI 3aHATHH JICKIMOHHOTO THIIA MPEUIaraloTcsl TEMaTH4eCKue HILTIOCTpa-
un B hopmate npesenranuii PowerPoint.

Ilepevens b/ u UCC
Neni/n HaumenoBanue
1 MexnyHnaponnsle pedepaTuBHbIe HaykoMeTpudeckue bJl, mocTymHble B paMkax
HalMoHaJIbHOM nmoamucku B 2020 T.
Web of Science
Scopus
2 [Tpodeccuonanbapie MONMHOTEKCTOBBIE bBJI, goCTymHBIE B pamMKax HaIMOHAIBHOU

noamucku B 2020 T.

Kypnansr Cambridge University Press
ProQuest Dissertation & Theses Global
SAGE Journals

XKypnans! Taylor and Francis

3 [Ipodeccronanbhbie MOTHOTEKCTOBBIE B/

JSTOR

W3 nanust no obuiecTBEHHBIM M TyMaHUTApHBIM HayKaM
OnektponHas oubimoreka Grebennikon.ru

4 KoMImproTepHble ClIpaBOYHBIE IPABOBBIE CHCTEMBI
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Koncynperant Ilroc,
l'apanTt

8. Obecneyenne 00pa3oBaTEJBLHOIO NpoLecca s JUI ¢ OTPAHNYCHHBIMH BO3MOKHOCTSI-
MU 3/10POBbSI H HHBAJIH/I0B

B xoze peanuzanuu IUCUUILTAHBI UCHIOJIBb3YIOTCS CIEIYIOLIUE JOTOTHUTEIbHBIE METOIbI
00y4YeHHs, TeKYILEro KOHTPOJISI YCIIeBAeMOCTH M MPOMEKYTOYHOM aTTeCTallui 00yUYaloLUXCsl B
3aBUCHUMOCTH OT UX WHIUBUAYAIBHBIX OCOOEHHOCTEH:

® JUIS CIICIIBIX U CIa0OBUIAIINX:

— JIeKUuu OPOPMIISIOTCS B BUJE JIEKTPOHHOTO JOKYMEHTA, JOCTYIHOTO C IOMOIIbIO KOM-
IBIOTEPA CO CNELUAIN3UPOBAHHBIM IPOTPAMMHBIM 00ECTIEUEHHEM;

— MUCbMEHHBIE 3aJlaHMsl BBIMOJHAIOTCS HAa KOMIIBIOTEPE CO CHEUHATM3HPOBAHHBIM IIPO-
IPaMMHBIM 00€CIIe4€HUEM, UM MOTYT OBbITh 3aMEHEHBI YCTHBIM OTBETOM;

— o0ecnieunBaeTCsl MHANBUAYAIbHOE paBHOMEpPHOE ocBenieHne He MeHee 300 Jrokc;

— ISl BBIMOJIHEHUS 3aJaHusl NpU HEOOXOAMMOCTH IPEAOCTABISCTCS YBEIUYMBAIOLIEE
YCTPOHCTBO; BO3MOXHO TAK)K€ MCIIOJIb30BaHUE COOCTBEHHBIX YBEIMYUBAIOIIUX YCTPOUCTB;

— MMUCbMEHHBIE 3a/1aHUs 0(QOPMIISIOTCS YBEITMUEHHBIM HIPU(TOM;

—9K3aMeH U 3a4€T MPOBOJATCS B YCTHOM (popMe WMIIM BBIOJHSIOTCS B MHUCBMEHHOH (opme
Ha KOMIIBIOTEpE.

® Ui TIYXHX U cIa0O0CITBIIIATHX:

— JIEKUUU OQOPMIISIOTCS. B BHJIE JIEKTPOHHOTO JTOKYMEHTa, JTUOO MPEeaOCTaBISETCS 3BYKO-
YCHUJIMBAIOILAS aNaparypa MHIMBUAYAIBHOTO OJIb30BAHHUS;

— MUChMEHHBIE 3a/1aHUS BBITIOJIHIIOTCS HAa KOMIIBIOTEpE B MUCEMEHHOM (opme;

— 9K3aMeH M 3a4€T NPOBOJAATCS B MMCbMEHHON (popMe Ha KOMIIbIOTEPE; BO3MOKHO MPOBE/IE-
HUE B (hOpMe TeCTUPOBAHUS.

e ISl JIUL C HAPYIIEHUSIMH OMIOPHO-/IBUTATEJILHOTO anmapara:

— JIeKUUU O(QOPMIISIOTCS. B BUJE JIEKTPOHHOIO JOKYMEHTA, JOCTYIHOI'O C IOMOIIbIO KOM-
IBIOTEPA CO CIIEUAIN3UPOBAHHBIM MPOTPAMMHBIM 00ECTICUCHUEM;

— MIMUCbMEHHBIE 3aJlaHMs BBIMOJIHAIOTCS HAa KOMIBIOTEPE CO CIELMAIM3MPOBAHHBIM IIPO-
IpaMMHBIM 00ecIieueHUEM;

—9K3aMeH U 3a4€T MPOBOJATCS B YCTHOH (pOpMe WMIIM BBINOJHSIIOTCS B MHUCbMEHHOH (opme
Ha KOMITBIOTEpE.

ITpu HEOOXoMMMOCTH NpelycMaTpUBaeTCs yBEINUYEHUE BPEMEHHU AJIs TIOATOTOBKU OTBETA.

[Iponienypa  mpoBeAeHHsST  NPOMEXKYTOUHOM  arTecTauuu sl oOydaromuxcs
YCTAHABIMBACTCSI C Y4ETOM UX HMHIUBUAYAJIbHBIX ICUXO(PHU3MUECKHX OCOOEHHOCTEH.
[IpomexyTouHast aTTecTanus MOKET IPOBOTUTHCS B HECKOJIBKO ITAIOB.

ITpu npoBeneHNM NpOLENYpbl OLEHUBAHUS PE3yIbTaTOB OOYyUCHMsI MpeLyCcMaTpUBAETCs
UCTIOJIb30BAaHHE TEXHUYECKHX CpPEACTB, HEOOXOOUMBIX B CBA3M C WHAWBUIYAJIbHBIMU
0COOEHHOCTAMHU O00yJaroIuxcs. DTU CPEICTBA MOTYT OBITh HPEAOCTABIECHbl YHUBEPCUTETOM,
WJIA MOTYT MCIIOJIb30BaThCSl COOCTBEHHBIEC TEXHUYECKUE CPECTBA.

[IpoBeneHne mpoueAypbl OLIEHUBAHWUS  pE3ylnbTaroB OOy4deHHs JIONyCKaeTcs ¢
UCTIOJIb30BaHUEM JAMCTAHIIMOHHBIX 00pa30BaTeIbHBIX TEXHOIOTHHA.

O6GecneunBaeTcss AOCTyN K MHGOPMAIIMOHHBIM M OMOIHOrpaduIecKuM pecypcaM B CETH
WnTepHer i kaxaoro oOyuaronierocss B popMax, aJanTUPOBAHHBIX K OTPAaHUYEHUSAM HX 3710-
POBbSI U BOCIIPUSITUS UH(DOPMALIUU:

® IS CIICIIBIX U CIa0OBUIAIINX:

— B I1€4aTHOM (hopMe yBEIMYCHHBIM HIPUPTOM;
— B (popMe 3JIEKTPOHHOTO TIOKYMEHTA;

— B popme ayauodaiina.

® Ui TIIyXMX U cIa00CTBIIIALIHX:
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— B 1e4aTtHoO# opme;

— B hopMe JIEKTPOHHOTO TIOKYMEHTA.

e IS OOYYAIOIIMXCS C HAPYIIEHUSIMU OTIOPHO-IBUTATEILHOTO armapara:
— B IIeUaTHOM opme;

— B hopMe IIEKTPOHHOTO IOKYMEHTA;

— B (hopme aynuodaiina.

VY4eOHble ayAUTOPUH I BCEX BUAOB KOHTAKTHOW M CaMOCTOSITEIbHON paboThI, HayyHas
OMOJIMOTEKa W WHBIE TIOMEIICHHS JJIi OOYYEHHUs OCHAIICHBI CIEIUATBLHBIM O000pYJOBAaHUEM W
y4eOHBIMU MECTaMH C TEXHHYECKUMHU CPEJICTBAMU O0yUCHUS:

e IS CIENbIX U cIa00BUISIINX:

— YCTPOMCTBOM JIJIs1 CKAaHUPOBaHUS 1 uTeHus ¢ kamepoid SARA CE;

— nuctuieem bpaiing PAC Mate 20;

— npunTepoM bpaiins EmBraille ViewPlus;

® JUIS TIIYXUX U CIa0OCIBIIIAIINX:

— aBTOMATU3HPOBAHHBIM pa0OYMM MECTOM MJIS JIFOJICH C HAPYIICHHEM CIyXa U Cl1abOoCIIbI-
HIanux;

— aKyCTUYECKUN YCUTTUTEINb U KOJIOHKH;

e s 00YYarOMIMXCs C HAPYIIEHUSIMU OTIOPHO-/IBUTaTENILHOTO anrmapara:
— MEePEIBUKHBIMU, PETYJIUPYEMBIMU 3proHoMuyeckumMu napramu CU-1;
— KOMIIBIOTEPHON TEXHUKOHN CO CHEIHATbHBIM MPOTPAMMHBIM 00ECTICUCHUEM.

9. MeroauvecKkue MaTepuaJibl

9.1. TlnaHbl MpaKTUYECKHUX 3aHATUN — MpOBepKa copmMupoBaHHOCTH kKoMnereHuuii — OIIK-4.3
u [1K-8

TeMbl yueOHOI AMCHUIUIMHBI NIPEyCMaTPUBAIOT MIPOBEACHNE MTPAKTUYECKUX 3aHATUH, KOTOpPbIE
CIIy’KaT KakK LEJIAM TEKYILEro U IPOMEXYTOYHOTO KOHTPOJISA IMOATOTOBKU CTYICHTOB, TaK U Iic-
JSIM TIOJTYYEHHUs! MPAKTUYECKHX HABBIKOB MPUMEHEHUS METOOB BBHIPAOOTKU PELICHHM, 3aKpern-
JIEHHs U3Yy4EHHOr0 MaTepHaia, pa3BUTHUsS YMEHHUH, IPHOOPETEHUs OIbITA PEIIECHUS KOHKPETHBIX
npo0ieM, BeJeHHUS IUCKYCCHHM, apryMEeHTallud M 3aIluThl BHIOpaHHOTO perieHus. Ilomomrs B
9TOM OKa3bIBAIOT 3alaHUs Ul NIPAKTUYCCKUX 3aHATHM, BbIAABACMBIC IIPEIIOAABATEIEM Ha KaX-
JIOM 3aHATHH.

Iesabo MpakTUYECKUX 3aHATHH SBJISAETCS 3aKpeIIeHHE TEOPEeTHUECKOro Marepuaia u npuoope-
TEHHE MPAKTUYECKHX HABBIKOB PabOTHI C COOTBETCTBYIOIIUM OOOPYAOBAaHUEM, MPOTPAMMHBIM
o0ecrneyeHneM 1 HOpMaTUBHBIMU ITPABOBBIMU JOKYMEHTaMH.

TemaTnKa IPaKTUYECKUX 3aHATUN COOTBETCTBYET NIPOrpaMMe JUCLUIIIINHBL.

Ilpakmuueckasa paooma Ne 1 (8 u.). Cozoanue npocmozo VPN kanana

[IpakTrueckas padora Ne 7 u3 yueGHoro mocodus [1].

Cnucoxk nurepaTypsl:

1. Mumtwowun J{.A. UcnionszoBanue mporpammHoro komruiekca Cisco Packet Tracer v.7.3 B
U3YYEHHH CETEBBIX TEXHOJIOTHil: ydeOHO-TpakTHueckoe mnocobue (mpaktukym) / 1. A.
MurttommH ; Poccuiickuii TOCYJapCTBEHHBIN T'yMaHUTapHbI yHuUBepcuteT. — M.: M31-BO
PITYVY, 2021.-217c.

2. Buoeo ypoxu Cisco Packet Tracer. Kypc monomoro 6oiina. [DnekTpoHHBIN pecypc] : Pexum
noctyma : https://www.youtube.com/playlist?list=PLcDkQ2Au8aVNYsqGsxRQxYyQijlLa
94T9, cBoOOAHBINA. — 3ari1. ¢ IKpaHa.

MarepuanbHO-TeXHUYECKOe 00eCTieueHHE 3aHsATHS:

1. Kommbroteps! mo koaudectBy odyuatommuxcs ¢ [T MS Office 2007 unu Beite, CI1O CPT
v.7.0.

Ilpakmuueckan paooma Ne 2 (14 u.). Pazpadomka u cozoanue cemu C10H#CHOU CMPYKMYpbl

meppumopuanvHo-pacnpeoenénnoil komnanuu. Cozoanue VPN kananog
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[IpaxTuueckas padora Ne 10 u3 yueGHoro mocobus [1].

CHuCOK JIUTepaTyphl:

1. Mumiowun /].A. Vcnionp3oBanue mporpammHoro komruiekca Cisco Packet Tracer v.7.3 B
M3yYEHUW CETEBBIX TEXHOJOTUH: Yy4eOHO-TIpakThueckoe mocobue (mpaktukym) / JI. A.
MurtromH ; Poccuiickuil roCy1apCTBEHHBIN I'yMaHUTapHbId yHHBepcuteT. — M.: M3n-Bo
PITY, 2021.-217 c.

2. Buoeo ypoxu Cisco Packet Tracer. Kypc monomoro 6oiina. [nekTpoHHbIN pecypc] : Pexxum
noctymna : https://www.youtube.com/playlist?list=PLcDkQ2Au8aVNYsqGsxRQxYyQijlLa
94T9, cBobOAHBIH. — 3ari. ¢ 3KpaHa.

MarepuaabHO-TEXHHUECKOE 00ECTICYCHNE 3aHITHS:

1. Kommeroteps! o konudectBy ooydarormmxcs ¢ [T MS Office 2007 unu Boime, CIIO CPT
v.7.0.
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Ipunoowcenue 1

AHHOTAINUA TNCHUITJIMHBI

Juctummaa «Opranu3anus BUPTYATbHBIX YaCTHBIX CeTei» peanmusyercs Ha ¢akynbrere WH-
(GbOpMaIIMOHHBIX CHUCTEM U OE€30MacHOCTH I CTYACHTOB 4-TO Kypca, OOYyYaroIuXcsl MO IMpo-
rpamme OakanaBpuata 1o HampasieHuto noarotosku 10.03.01 Mudopmanmonnas 6e30macHOCTb
(mpoduik MOATOTOBKHM — be30MmacHOCTh aBTOMATH3UPOBAHHBIX CHCTEM) Kadeapoil KOMIIEKCHON
3amUTHl UHOOPMALIUH.

Henp auctumiueel: GopMupoBaHrue 0a30BBIX 3HAHUI B oOiacTu obecriedyeHus WHGOPMAIUOH-
HOM 06€30MacHOCTH aBTOMATHU3HPOBAHHBIX CHCTEM; HaBBIKOB OpPraHM3aliy paboThl O MPUMEHE-
HUIO BUPTYaAJIbHBIX YACTHBIX CETEH, ONTUMAIBHOTO BHIOOPA U MHTErPAIlUU CETEBBIX MPOTOKOJIOB
BUPTYyaJIbHBIX YacTHBIX ceteit (BUC).

3agaun: pacCMOTpEHHUE CyliecTBa mpodaeMbl Oe3onacHoi nepenaun nHpopManuu B uHpopma-
IIMOHHBIX CHCTEMax, OCHOBHBIX CIIOCOOOB oOecredeHrss KOHPHUIESHIUATbHOCTH U LEI0CTHOCTU
uH(popManuu npu e€ nepeaaye, OCHOBHBIX MPOTOKOJIOB, MPUMEHSEMBIX /I OPTaHU3AINH 3a-
muméHabx BUC, kpuTeprueB BbIOOpa ONTUMAIBHBIX CXEMHBIX PEIICHUN IIJIsi OpraHu3alliu 3a-
nmméHHbix BUC Ha kaHAIbHOM, CETEBOM U MPUKJIAJHOM YPOBHSIX.

JucnumnivHa HampaBieHa Ha (GOPMHUPOBAHKE CIACAYIONINX KOMIIETCHITHIA:

e OIIK-4.3 — CiocoOeH BBIMOJHATH PabOTHI 1O YCTAHOBKE, HACTPOHKE, aIMUHUCTPUPOBAHUIO,
00CITy’)KMBaHUIO U TPOBEPKE pabOTOCIIOCOOHOCTH OTAEIBHBIX MPOTPAMMHBIX, MMPOTPAMMHO-
anmapaTHbIX (B TOM YHCIIe KpUNITOTPAUIECKUX) U TEXHUYECKUX CPEJICTB 3aIUTH HH(OpMa-
[IUU aBTOMaTU3UPOBAHHBIX CUCTEM

B pesynbrare 0CBOCHUS AUCHUILTUHBI (MOYJIs) 00Y4aIOLINICS JOMKEH:

e 3HaerT TpeOOBaHUS MO YCTAaHOBKE, HACTPOMKE, aJMUHUCTPUPOBAHUIO U OOCITYKMBaHHUIO
MPOrPaMMHO-AIAPATHBIX U TEXHUUYECKUX CPEACTB 3aIIUTHI HHPOPMAIIMH aBTOMATHU3UPO-
BaHHBIX CUCTEM

e VYMeeT HACTpauWBaTh MPOrpaMMHOE OOECIEYCHHE CHUCTEMBI 3allUThl HHPOPMAIUH, BBISB-
JSATh U aHAIM3UPOBATh YSI3BUMOCTH aBTOMATU3MPOBAHHON CHCTEMBI, TPUBOSIINE K BO3-
HUKHOBEHHIO YTpo3 0€301macHOCTH MHGOpMAITIT

e Brazneer HaBBIKAMH IO OCYIIECTBICHUIO IIAHUPOBAHUS M OpraHU3AIMK PabOTHI MEPCOHA-
Jla aBTOMaTU3UPOBAHHON CUCTEMBI ¢ YU4ETOM TpeOOBaHMIA MO 3alIUTe HHPOPMAITUU

e JIK-8 — CriocobeH oCymIeCTBIATh MOHUTOPHHT M ayIUT 3aIIUIIEHHOCTH MH(POPMAIIUN B aB-

TOMAaTHU3UPOBAHHBIX CHCTEMaxX

B pesynbpTaTe 0CBOCHMS TUCIUILUIMHBI (MOJTYJISI) 00YYaIOMIUNUCS TOJDKEH:

e 3HaeT OCHOBHBIC KPUNTOTPAPUUECKUE METOJbI, aIrOPUTMBI, MIPOTOKOJbI, UCTIOIb3yeMble
JUIS 321U THI UHQOpPMAIMK B aBTOMAaTU3MPOBAHHBIX CUCTEMaX, OPraHW3allMOHHBIE MEPHI 10
3amuTe nHpopManuu

e YMeeT aHaJM3UpPOBATh NMPOTPAMMHBIC, APXUTEKTYPHO-TEXHUUECKUE U CXEMOTEXHUYECKHE
pelIeHusl KOMIIOHEHTOB aBTOMAaTU3UPOBAHHBIX CHUCTEM C IIEJIBIO BBISBICHUS MOTEHIINANb-
HBIX YS3BUMOCTEH 0€30macHOCTH WHPOPMAIUK B aBTOMATH3HPOBAHHBIX CHCTEMax; BECTH
IPOTOKOJIBI ¥ )KYpHAJIbI y4ETa MPU OCYILECTBICHUH ayqUTa CUCTEM 3aIIUTHI HH)OpMAITUH
ABTOMATH3UPOBAHHBIX CHCTEM

e Biageer HaBbIKaMH BBIPAOOTKM PEKOMEHIALNHN JUIS IPUHATHS PELICHUS O MOACPHHU3AINN
CHCTEMBI 3alUThI HH(OPMAIIMHA ABTOMAaTH3UPOBAHHOMN CHCTEMBbI

[To nucuumIMHE MPeTyCMOTPEHA MTPOMEXKYTOUHAS aTTecTanus B popme 3auéra.
OO6mmas Tpya0€MKOCTh OCBOCHHS TUCIIUTUIMHBI COCTABIISIET 2 3aU4€THBIC €TMHUITBI.



