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1. [TosicHUTEIbHAA 3aAIMCKA

1.1. Lens u 3agaun QUCHUILIMHBI
[lenb MUCHUIUIMHBL: pa3BUTh y CIyIIATENIECH MOAXO K PEIICHUIO0 TEXHUYECKUX 3a/1a4 POTrpamMM-
HO-aNmapaTHOM 3alUThl HH(OPMAITHH.
3agaun: U3yyeHue HHPPaCTPYKTYPbl OTKPHITHIX KIHOYEH, OCBOCHUE IPUHIUIIOB (POPMUPOBAHUS
AJIEKTPOHHOM MOANHNCH, BEIPAaOOTKA YMEHHH HACTPOUKH KOMIIOHEHTOB HH(PACTPYKTYpHI.

1.2. ®opMupyemblie KOMIIETEHIINH, COOTHECEHHBIE C INITAHUPYEMBIMU PE3yJIbTaTaMHu 00yUCHHS

10 JUCLUIUINHE:

KoMmnerennus

NHaukaTopbl KOMIIETEH-

Pe3yabTaThl 00yyeHus

(ko1 1 HAaUMEHOBAHME) 1107071
(K01 1 HANMEHOBAHUE)
[IK-1 — Cnoco6en Boimon- | I[IK-1.1 3Haet nops- 3HaTh: apXUTEKTYPY U KOMIIOHEH-

HATH PaOOTHI MO YCTAaHOBKE,
HACTpOHKe U 00CITyKHBa-
HUIO IPOrPaMMHBIX, TIPO-
IrpaMMHO-aIapaTHbIX (B
TOM YHCJIe KpUnTorpadudie-
CKHX) ¥ TEXHU-YECKUX
CPENICTB 3alIUThl UHPOpMa-
1002078

JIOK YCTaHOBKH, HACTPOUKHU
1 00CITyKUBaHUS MTPO-
TPaMMHOTO O0eCIIeUeHUs,
CHCTEM YyIpaBleHHs Oa3amMu
TaHHBIX, CPENICTB JICKTPOH-
HOTO JJOKYMEHT0000poTa U
CPEeJIICTB 3alIUThl HH(POpMa-
1IN

I1K-1.2 Bnaneert
HaBbLIKaMU 10 YCTAaHOBKC,
HaCTPOMKE U 00CTyKUBAHHUIO
IPOrpaMMHOT0 obecrneye-
HUS, IPOTPaMMHO-
afrapaTHbIX U TCXHUYCCKUX
CPEeJICTB 3aUThl HH(pOpMa-
UK ¢ cobmoaeHneM Tpebo-
BaHMI 10 3amuTe nHPpopMa-
19041

IIK-1.3 YmMmeer
YCTaHABIIMBAThH MPOTPAMM-
HOe o0ecIieueHne B COOTBET-
CTBHH C TEXHUYECKOU JIOKY-
MEHTaIMeH, BIOIHSITh
HACTPOMKY IMapaMeTpoB pa-
OO0THI MPOTPaMMHOTO 00ec-
IEUCHMS, BKJIIOYAsT CHCTEMBbI
yIpaBieHUs: 6a3aMu JaHHBIX
U CPEJCTBA SJEKTPOHHOTO
JTIOKyMEHTO0000poTa, GopMy-
JMPOBATh paBuiIa Ge3ormac-
HOW AKCIUTyaTaluu

Thl UHPPACTPYKTYPBI OTKPBITHIX
KJIIOYEH;

IOPUAMYECKHUE U METOUYECKHE
OCHOBBI 00€CIIeUeHHUs I0pUIye-
CKOM 3HAUMMOCTH 3JIEKTPOHHBIX
JIOKYMEHTOB;

MPUHLIMIIB POPMUPOBAHUS DJIEK-
TPOHHOM MOJIINCH;

dbopmar nudpoBoro ceprudukara.
YMeTh: TONB30BaThCSI OCHOBHBIMHU
KPHUIITO MTPOBaiiiepaMu, B 4aCTU
(dbopMUPOBaHUS FITEKTPOHHOM
MOJIKUCH; Pa3BOpAYNBATh TaKKe
KOMIIOHEHTHI HHPPACTPYKTYPHI
KaK YJ0CTOBEPAIOIINE IEHTPbI;
BBIOMpATh, YCTAHABIUBATD U
HACTpauBaTh KOMIIOHEHTHI UH-
bpacTpyKTyphl, IPUHUMATH y4a-
CTHE B pa3pabOTKe MOJUTHKH 0e3-
OITACHOCTH.

Bnanets: mpodeccuoHabHOM
TEPMHUHOJIOTUEN;

HABBIKAMU HACTPOUKU M IKCILITya-
Taluu KOMIIOHEHTOB HH(]pa-
CTPYKTYPBI OTKPBITHIX KITFOYCH.

I[NK-2 - CnocoGeH mpume-
HSTh TPOTPAMMHBIC CpeJ-
CTBa CHCTEMHOTO, TPUKIIA-
HOTO W  CIEIUAIBLHOTO
HA3HAYCHUs,  WHCTPYMECH-
TaJIbHBIC CPEJICTBA, S3BIKU H
CUCTEMBI porpam-

I1K-2.1 3HaTh apXu-
TEKTYpY ¥ NPUHLIMIIBI [10-
CTPOEHUS OTIEPALMOHHBIX
CHCTEM, MTOJICUCTEM 3aIHUTHI
uH(pOpMaINU, COCTaB THIIO-
BBIX KOH(UTYypaIu mpo-
IpPaMMHO-AIMAPATHBIX

3HaTh: aPXUTEKTYPY U KOMIOHEH-
Tl HHQPACTPYKTYPBI OTKPHITHIX
KJIIOYEH;

IOPUMYECKHE U METOINIECKHE
OCHOBBI 00€CIIeUeHHUs I0pUIIYe-
CKOW 3HAYMMOCTH 3JIEKTPOHHBIX
JIOKYMEHTOB;
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MHPOBaHHsI Ui PEIICHUS
npo(hecCHOHANBHBIX 3a71a4

CpEeJIICTB 3alUThl HH(pOpMa-
1H, A3bIKK U CUCTCMBI IIPO-
TpPaMMHPOBAHUS

[K-2.2 Ywmeert npo-
THUBOAECHCTBOBATh yrpo3am
6e30macHOCTH HH(pOpMALIUU
C MCTIOJIb30BaHHEM BCTPOECH-
HBIX CPCACTB 3alIUThI NH-
dhopmaruun

[1K-2.3 Biageer xoH-
TPOJIEM KOPPEKTHOCTH
(GyHKIIMOHMPOBAHUS TIPO-
rpaMMHO-aIapaTHBIX
CpeACTB 3alIUThI HH(OpMa-
LIUH B ONEPAllMOHHBIX CH-
creMax

MPUHLIMIIB POPMUPOBAHUS HIIEK-
TPOHHOM MOJIINCH;

dbopmar nudpoBoro ceprTudukara.
YMeTh: TONb30BaThCSI OCHOBHBIMHU
KPHUIITO MTPOBaiiiepaMu, B 4aCTU
(dbopMUPOBAHHUS FITEKTPOHHOM
MOJIKUCH; Pa3BOPAYNBATh TaKHe
KOMIIOHEHTHI HHPPACTPYKTYPHI
KaK YJ0CTOBEPAIOIINE [IEHTPbI;
BBIOMpaTh, YCTAHABIUBATh U
HACTpauBaTh KOMIIOHEHTHI UH-
bpacTpyKTyphl, IPUHUMATH y4a-
CTHE B pa3pabOTKe MOJUTHKH 0e3-
OTIaCHOCTH.

Bnanets: mpodeccuoHabHOM
TEPMUHOJIOTUEH;

HaBbIKaMU HACTPOMKU U IKCILTya-
TaIlM¥ KOMIIOHEHTOB HH(]pa-
CTPYKTYPBI OTKPBITHIX KITFOYCH.

1.3. MecTo TUCIUTIITUHBI B CTPYKTYPE 00pa30oBaTEIbLHOM MPOrpaMMBbl

Huctummna «HbpacTpykTypa OTKPBITHIX KIIIOYEH, YIOCTOBEPSIOUINE LEHTPbD» OTHOCHUTCS K
BapUaTUBHON YacTH OJIOKA TUCIUILIMH Y4eOHOTO IJIaHa.

Jl1s ocBOeHUs TUCHUIUIMHBI HEOOX0 UMbl KOMIETEHIIUU, (OPMUPYEMbBIE B XOJI€ U3YUCHHUS JHC-
nuIUIMH: "be30macHoCTh onepanroHHbIX cucTeM", "MareMaTndeckiue OCHOBBI 3alIUuThl UH(OP-
Manun'", "BerauciauTensHeIe ceTh' .

B pesynbrare ocBOeHUs TUCIUILIUHBI GOPMHUPYIOTCS KOMIETCHIIMH, HEOOXOIUMBIC IS U3yde-
HUS CIAEAYIOMNUX TUCIUIUINH: "AIMUHUCTPUPOBAHUS MOJCUCTEM 3amuThl nHbopmanun', "bes-
OIIaCHOCTh MPOrpaMMHOro odecrieyenus", "Arrectanus o0bEKTOB HHPOpMaTH3aUK'".



2. CTpyKTYypa QM CUMILITUHBI

CTpyKkTypa AUCHHUILIMHBI 1JI1 04HOH GopMBbI 00yUeHUs

Oo0mas Tpy10EMKOCTh AMCIUILUIMHBI COCTABIIACT 2 3.€., 76 4., B TOM YHCJIe KOHTaKTHas paboTa o0ydaro-
IUXCs ¢ nmpenoaaBaTeiem 40 4., camocTosTeabHas padoTa o0yJaromuxcs 36 .

Bunast yueOHoI paboThI
(B wacax) @OopMBI TEKYILETO
KOHTaKTHas KOHTPOJIS yCIeBa-
1
) €MOCTHU
Ne Pasnen nucnumnim- o 2 O = ’
> = o © < | dopma mpomexy-
/T HBI/TEMBI 5 a. £ s (o .
] ) ) S o TOYHOM aTTeCTa-
o o S |2 d4d E x| RO 5 Q
5| 2 T 5§ SE8|2¢ g & | uwm (no cemecm-
10} = = ¥ H o E <
S| 2 |2 |23 85|22 |23 pam)
(5} ) (5} 29 E 3D O
O H O Ed B & =
1 | Komnonenmuot ungppa- |5 |2 8 Ompoc
CMPYKmMypbl OMKPbI-
MulX K1iouel
2 Hopmamueno- 5 |2 10 Ompoc.
Memoouyeckas 6asa 3amuTa nadopa-
UCNONIL30BAHUS DTIEK- TOPHBIX paloT.
MPOHHOU NOONUCU 015
npuodanus wpuouye-
CKOU 3HAUUMOCmU
9NeKMPOHHBLX OOKY-
MEHMOo8
3 Cmpyxkmypa yugppo- 5 |4 8 6 Ompoc.
8bIX cepmugpuKamos 3amuTa nadopa-
TOPHBIX PabOT.
4 5 |4 8 6 Ompoc.
Dyuxyuu yoocmoge-
3ammTa 1abopa-
pAaoue2o yeumpa
TOPHBIX paloT.
5 HUcnonvzosanue pynk- |5 | 4 6 6 Ompoc.
yuii nposatioepa 3amuTa nadopa-
Kpunmoepaguueckux TOPHBIX PabOT.
yenye
3auém 2 3auém no bunemam
UTOrO: 16 24 36
3. Conep:kaHue QM CHUTIINHbBI
Ne | HammeHnoBaHue pa3aesia JUCIHU- Coaepxanue
TLUIMHBI
1 Komnonentsl undppacTpykrypsl | PKI peanusyercs B Monenn KIMEHT-cepBEp, TO ECTh

OTKPBITBIX KJIKOYel

MPOBEPKA KaKON-TM00 MHPOPMAIIHH, TPETOCTABIIS-
eMoii UHQPACTPYKTYPOd, MOKET IPOUCXOUTH
TOJIBKO 110 MHULIMATUBE KIUEHTA.

OcHoBHble KoMTTOHEHTHI PKI:

VY nocroBepsrommii ieHTp (V1) siBisieTcss OCHOBHOM
CTPYKTYpO#i, hopmupyroieit nudpossie ceptudu-
KaTbl MOJYUHEHHBIX [IEHTPOB CepTUPUKALINN U KO-
HEYHBIX TToib30Barenei. Y1 sBisieTcst r1aBHbIM
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komnoHeHTtoM PKI:

OH SIBJIAETCSL JOBEPEHHOU TPETHEN CTOPOHOU
(trusted third party)

3TO CepBEpP, KOTOPBIN OCYIIECTBIISET yIPaBICHUE
YKU3HCHHBIM IIUKJIOM CepTHU(HUKATOB (HO HE MX
HEMOCPEACTBEHHBIM HCTIOJIb30BAHUEM).

HopmaTtuBHo-MeToqM4ecKas 0a3a
HCIO0JIb30BAHUSA IJIEKTPOHHOM
MOANUCH [JIsl IPUAAHUS IOPUAU-
YyecKOi 3HAYUMOCTH 3JIeKTPOH-
HBIX JOKYMEHTOB

CepTudukaT OTKPHITOTrO KI04a (Jalie BCEro MpocTo
cepTuduKaT) — ATO JTaHHBIC TTOJIH30BATENS U €TO
OTKPBITBHIN KJII0Y, CKPEIUIEHHBIE YJIEKTPOHHOM OJ-
MUCBIO YIOCTOBEPSIOUIETO IIeHTpa. Brimyckas cep-
TU(UKAT OTKPHITOTO KIII0YA, YIOCTOBEPSIOLIHIA
LEHTP TEM CaMbIM MOJATBEPKIAET, YTO JIUIIO, T0-
MMEHOBAaHHOE B cepTU(UKaTe, BIaJCET 3aKPhITHIM
KJIFOUYOM, KOTOPBI COOTBETCTBYET 3TOMY OTKPBITO-
My KIIIOUY.

Peno3uropuii — XpaHwiuiie, coaepxaniee CepTu-
(uKaTHl ¥ CIIUCKU OTO3BAHHBIX CEPTH(PHUKATOB
(COC) u cyxarmee sl pacIpOCTPAHSHHS ITHX
00BEKTOB cpeau noib3oBareneid. B dexepanbHom
3akoHe PD Ne 63 «O0 31eKTpOHHOM MOAMUCH» OH
Ha3bIBAETCS peecTp cepTU(UKATOB KIIFOUYEH MOIH-
ceil.

Crpykrypa nudpossbix ceprudu-
KAaTOB

CrpykTypa ceprudukara

e Bepcus

o CepuiiHblil HOMED

e Hnentudukarop aaroputrMa noamucu

o NMwMms uznarens

e Ilepuon nerictBus

e Uwms cyObekra

e Hudopmarus 06 OTKPHITOM KIIFOYE CYObEK-
Ta:

e ANTOpPUTM OTKPBITOTO KJIIOYa

e OTKpBITHIN KITIOY CYOBEKTa

e  YHUKaJIbHBINA UACHTU(UKATOP U3ATEIS
(00s13aTeNBHO TOMBKO IS V2 U V3)

e  VYHUKaJIbHBIN UACHTU(UKATOP CyOBEKTa
(0o0s13aTeNBHO TOMBKO ISt V2 U V3)

e JlonmonHenus (s v2 u v3)

e Bo03MOXHBIEC JOTIOTHUTETBHBIC ACTATTN

e Anroputm noanucu ceptudukara (00s13a-
TEJIbHO TOJILKO IS V3)

o [loamucek ceprudukara (00sa3aTEIBHO IS
BCEX BEPCUI)

DYHKIUH YI0CTOBEPHIOLIEr0
LHeHTpa

Perucrparnmonnsiit nentp (P1) — HeoOs3aTenpHbIH
KOMITOHEHT CHUCTEMBbI, PeHa3HAYCHHBIH 715 peru-
cTpauuu nojipzoBaresien. [ns stux uenen PL]
0OBIYHO TIpeA0CTaBIIsIeT BeO-nHTEpdEiic. Y mocToBe-
PSIOLIUH [IEHTP JOBEPSIET PETUCTPALIMOHHOMY IICH-
Tpy MpoBepKy HHpOpMaIuu o cyobekTe. Peructpa-
[IMOHHBIN IICHTP, MPOBEPUB MPABUIHLHOCTH HHOP-
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MalliH, TOAMUACKHIBAET €€ CBOMM KJIFOUOM U MEPEAAET
YAOCTOBEPSAIOLIEMY LEHTPY, KOTOPBIH, IPOBEPUB
KJIFOY PETHCTPAIMOHHOTO LIEHTPA, BHITUCHIBAET CEp-
tudukar. OQUH PErUCTPAIIMOHHBIA IEHTP MOXKET
paboTaTh ¢ HECKOJBKUMH yIOCTOBEPSIFOITUMU T1€H-
Tpamu (TO €CcTh cOCTOSITh B Heckoabkux PKI), oqun
YAOCTOBEPSIONINH [IEHTP MOKET padoTaTh C He-
CKOJIbKMMH PETUCTPALMOHHBIMU LIEHTpaMu. HO-
/1, YIOCTOBEPSIOMIUNA IEHTP BHITOIHSAET (PYHKITUH
PErUCTPAllMOHHOTO LEHTPA.

yeayr

Hcnoub3oBanue GpyHKIUH Po-
Baiiiepa KpunTorpaguyecKux

ApXUB CepTUPHUKATOB — XPAHWIUIIE BCEX U3/IaH-
HBIX KOTJa-In00 cepTu(PUKaTOB (BKIIIOYASI CEPTH-
(uKaThl C 3aKOHYMBILIUMCS CPOKOM J€HCTBUSA). Ap-
XHUB UCMOJIb3YeTCs ISl IPOBEPKH MOATUHHOCTH
3JIEKTPOHHOU MOAIUCH, KOTOPOU 3aBEPSIIUCH JOKY-
MEHTBHI.

LlenTtp 3anpocoB — He0OsA3aTENbHbIH KOMIOHEHT
CUCTEMBI, IJie KOHEYHbIE MOJIb30BATEIN MOTYT 3a-
MIPOCHUTD WJIM OTO3BATh CEPTU(DUKAT.

Koneunble noabp30BaTeN — MOJIb30BATENH, TPH-
JIOKEHUS WA CUCTEMBI, SIBJISIONIUECS BIalebllaMU
cepruduKaTa U UCIOIB3YIONNE HHPPACTPYKTYpY
YIPaBJIEHUS OTKPBITBIMU KITIOUAMH.

4. O0pa3oBaTe/ibHbIE TEXHOJIOTHH

Ne . |O0Opa3oBaTejibHbIE TEXHOJIO0-
u/n HaumenoBanue pa3zaena |Buabl yueOHbIX 3aHATHI un
1 |2 4
1. |Komnonenmoi ungppa- Tpaouyuonrnas ¢ ucnorb308aHU-
CMPYKmMypbl OMKPbIMBIX em npeseHmayuti
Kaoueu
Camocmosmenvuasn paboma |U3yuenue mamepuanog iexyuil
2 |HopmamusHo- Tpaouyuonrnas ¢ ucnorb308aHU-
Memoouueckas 6a3a uc- em npeseHmayuti
NONb308AHUSL INNEKMPOH-
Hou noonucu ons npuoa- |Camocmosamenvnasn paboma|H3yuenue mamepuanos nekyuti
HUS IOPUOUYECKOLL 3HAYU-
MOCMU INEKMPOHHBIX 00-
KYMEHMO8
3 |Cmpyxmypa yugpposvix  |Jlexyus 3.1 Tpaouyuonnas ¢ ucnorb308auu-
cepmuguxkamos Jlexyus 3.2 eM npezeHmayuti
Ipakxmuueckoe 3anamue 1. |Bvinonnenue 3a0anust
Camocmosmenvras paboma |V3yuenue mamepuanog nexyuii
4 |Dynkyuu yoocmosepsro- |Jlexyus 4.1 Tpaouyuonrnas ¢ ucnonb308aHU-
wezo yeuwmpa Jlexyus 4.2 em npeseHmayuti

Buinonnenue 3aoanus
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lIpakmuueckoe 3ansamue 2.

CamocmosmenvHasn paboma

Hs'yltenue mamepuauios ]ZeKI/{I/lIz

5 |Hcnonvsosanue pynrkyuii
npoeatioepa Kpunmozpa-
Quueckux ycnye

Jexyus 5.1 Tpaouyuonnas ¢ ucnorv3o8auu-
Jlexyus 5.2 eM npezeHmayuti

Ilpakmuuecxoe 3auamue 3. |Bvinonanenue 3a0anus

Camocmosmenvras paboma |Hzyuenue mamepuanog nexyuii

5. Ouenka nJIaHUPYeMbIX Pe3yJIbTATOB 00y4YeHM st
5.1. Cucrema oneHUBaHUs

®opmMa KOHTPOJIA

Makc. KoJIH4YecTBO 0a/1J1I0B
3a onny pa- |Bcero

ooty
Tekymuii KOHTPOJIb:
— onpoc (memvl 1-5) 5 6annos 30 6annos
— 1abopamopHoe 3adanue (memwl 3) 6 bannos 6 bannos
— abopamopnoe 3adanue (memwl 4-5) |7 6a1108 14 6annos
[TpomexyTouHas aTTeCTanus 40 6annos

3auém

HToro 3a 1uCHUIINHY
3a4yém

100 6annos

[Tomy4yeHHBII COBOKYIHBIN pe3ylbTaT KOHBEPTUPYETCS B TPAAULIMOHHYIO IIKATY OLEHOK U B
mKany oreHok EBpomneiickoii cucteMbl mepeHoca u HakorieHus kpeautoB (European Credit
Transfer System; nanee — ECTS) B coorBeTcTBUM ¢ TaOnHIIEH:

100-6annpHas mKa- TpazmiHonHas mKaa [xana
Ja ECTS
95-100 A
2394 OTJINYHO B

68 — 82 XOPOIIIO 3a4TEHO C

56 —-67 D
50_55 yIIOBJIETBOPUTEILHO E
20-49 FX
0-19 HEY/I0BJIETBOPUTEIHHO HE 3aUTEHO 7

5.2. Kputepuu BbICTaBICHUS OLIEHKU MO JTUCIUILIMHE

Bbannnl/ Onenka mo auc- Kpurtepun oueHku pe3yjbTaToB 00y4eHusl MO TUCIH-

HIxanaa HUILJINHE IJINHE

ECTS

100-83/ COTIUIHOY/ BricTaBnsercst oOydaromemycs, eCiu OH ri1y00KO U Tpod-

AB «3a4TeHo (OTINY- HO YCBOWJI TEOPETUYECKUN U MPAKTUYECKUN MaTepuall,
HO)»/ MO3KET IPOJAEMOHCTPUPOBATH 3TO HA 3aHATUAX U B X0JI€
«3a4TEHO» MIPOMEKYTOUHON aTTECTAIUU.

OO0yuaromuiicst KICYEPIBIBAIOIIE U JIOTHYECKH CTPOMHO U3-
Jaraet yueOHbI MaTepuall, yMeeT yBsI3bIBATh TEOPHUIO C
MIPAKTUKOM, CIIpaBIIsieTcs ¢ pelIeHHeM 3a/1a4 npodeccro-
HaJIbHOU HaIpaBJICHHOCTHU BBICOKOI'O YPOBHS CJIOKHOCTH,
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Banany/
HIxana
ECTS

OneHka 1o auc-
IUILJINHE

Kpurepun oueHKH pe3yJibTaTOB 00y4eHHsI MO U CIU-
TUINHE

MIPaBIJIBHO OOOCHOBBIBACT NMPUHSTHIC PEIICHUSI.
CBoOOHO OpHEHTUPYETCS B Y4eOHOH U TpodeCcCHOoHAITb-
HOU JIUTEpaType.

OreHKa 1Mo JUCHUIUIMHE BBICTABIISIOTCS 00YYaIOMEMyCs C
Y4ETOM PE3YyIbTATOB TEKYIIEH U MPOMEKYTOUHOM aTTe-
CcTaluu.

Kommnerenum, 3akpeniéHubie 3a JUCIUIUTMHON, CHOPMHU-
pOBaHbI HA YPOBHE — «BBICOKUI».

82-68/

«XOPOIIOY/
«3a4TeHO (XOpo-
110)»/
«3aUTEHO»

BricTaBnsierca oOyuaromemMycsi, €Ciii OH 3HaeT TeopeTuye-
CKMI U NIPAKTUYECKUN MaTEPUAJI, TPAMOTHO U I10 CYLIECTBY
M3JIaraeT €ro Ha 3aHATUSAX U B XOJ€ MPOMEXYTOYHOM aTTe-
CTallMM, HE JOIyCKasl CYIIECTBEHHBIX HETOUHOCTEH.
OO0yuaromuiicst MpaBMWIBHO MPUMEHSET TEOPETHUYECCKHUE TI0-
JIOKEHUS NIPU PELICHUU MPAKTUYECKUX 3a]1a4 Ipodeccro-
HaJIbHOM HaIPaBJIEHHOCTH Pa3HOI'O YPOBHS CIIOKHOCTH,
BIIa/IeeT HEOOXOUMBIMHU JJISI ’TOTO HABBIKAMH U MpUEMa-
MU.

JIOCTaTOYHO XOPOIIO OPUEHTUPYETCS B YUeOHOU U MPo-
(dheccroHaIbHOM JIUTEpaType.

OreHka 1Mo JUCHUIUIMHE BBICTABIISIOTCS 00YYalOmEeMycs C
Y4ETOM PE3YyIbTATOB TEKYIIEH U MPOMEKYTOUHOM aTTe-
CTaluu.

Kommnerenum, 3akpeniaéHubie 3a JUCIUIUTMHON, CHOPMHU-
POBaHbI HA YPOBHE — «XOPOIIUIY.

67-50/
D.E

«yIIOBJIETBOPH-
TEIHHOY/
«3a4teHo (ymoBie-
TBOPUTEIBHO)»/
«3aYTCHOY

BricTaBnsercst oOydaromemycs, eciiu OH 3HaeT Ha 6a30BOM
YPOBHE TEOPETUYECKUN U ITPAKTUYECKUM MaTepuall, 10-
MyCKaeT OT/AENIbHbIC OMNUOKU MPH €r0 U3JI0KEHUHU Ha 3aHs-
TUSAX U B X0J1€ IPOMEKYTOUHOM aTTECTALUH.
OOyuaromuiicst UCIIBITHIBAET OIpeeEHHbIE 3aTPYIHEHUS
B IIPUMEHEHUH TEOPETUUECKUX MOJIOKEHUH NPU PELIEHUH
MPaKTUYECKHX 3a7a4 MpodeccnoHaNbHOI HAlIPaBICHHOCTH
CTaHJApTHOTO YPOBHS CIIOKHOCTH, BJIa/IeeT HEOOXOMMBbI-
MU JJIs1 3TOr0 0a30BBIMU HaBBIKAMH U MIPUEMAMH.
JIeMOHCTpHUpPYET TOCTaTOYHBIN YPOBEHb 3HAHUS YUEOHOM
JUTEpaTyphl 10 AUCIUILIMHE.

OreHka 1Mo JUCHUIUIMHE BBICTABIISIOTCS 00YYaIOmEeMycs C
Y4ETOM PE3YIbTATOB TEKYIIEH U MPOMEKYTOUHOM aTTe-
CTaLUH.

Kommnerenmum, 3akpeniaéHubie 3a JUCIUIUTMHON, CHOPMHU-
pPOBaHbI Ha YPOBHE — «10CTATOYHBIN Y.

49-0/
F,FX

«HEYIOBJICTBOPH-
TEJILHOY/
HE 3aYTEHO

BricTaBnsercst oOydaromemycs, eciiu OH He 3HaeT Ha 6a30-
BOM YPOBHE TEOPETHUUECKUH U IIPAKTUYECKUN MaTepual,
JOTyCKaeT rpyOble OMMOKY MPHU €ro U3JI0KEHUHN Ha 3aHs-
TUSAX U B X0JI€ IPOMEKYTOUYHOU aTTECTAIIHH.
OO0yuaromuiicst HICTIBITHIBACT CEPHE3HBIC 3aTPYTHCHUS B
MPUMEHEHUH TEOPETUIECKHUX TOJIOKEHUH MPU PEeLICHUN
MPaKTUYECKHX 3a7a4 MpodeccnoHalbHOM HAIPaBICHHOCTH
CTaHJApTHOTO YPOBHS CIIO’KHOCTH, HE BJIaJieeT He0OX0 -
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Banany/ OneHka mo auc- Kpurepun oueHkH pe3yJibTaToB 00y4eHH sl M0 IUCIHU-
HIxana IHUIJINHE IJIMHE
ECTS

MBIMHM ISl 3TOT'0 HaBBIKAMU U IPUEMaMHU.
JlemoHCTpUpYET (parMeHTapHbIC 3HAHUS YICOHOU JTUTE-
paTypsl 10 JUCLIUIUIMHE.

OreHka o JUCHUIUIMHE BBICTABIISAIOTCS 00YJarOMEMyCs C
y4E€TOM pe3yIbTaTOB TEKYILEH U POMEKYTOYHOU aTTe-
CTaLlMH.

KomMnereH1umn Ha ypoBHE «OCTaTOUHBINY, 3aKPETUIEHHBIE
3a AMCUUILUIMHON, HE COPMHUPOBAHBI.

5.3. OueHouHble cpecTBa (MaTepuabl) sl TEKYLIET0 KOHTPOJIS YCIIEBAEMOCTH, TPOMEKYTOU-
HOM aTTecTanuu 00yJarOIIUXCs 0 AUCIUILTHHE

[TpumepHbIe KOHTPOJIBHBIE BOIIPOCHI TS 3aUéTa - MpOoBEepKa CPOPMUPOBAHHOCTH KOMITETCHIIUI

I1K-1; I1-2

1. OpranuzanroHHas cTpykTypa cucremsl atTectanuu OU u ux ¢pynknuu. Kakne OU momexar
00s13aTeNILbHON aTTECTAIHH.

. @enepasbHBIE OPraHbl 10 aTTECTAUU U UX (QYHKIIHH.

. Opransl 110 arTecTanuu 00bEKTOB U UX QPyHKIMH. 3a7a4u U (HYHKIIUU OpPTaHa MO aTTECTAIIHH.

. CepTudukanus OTKpBITOro KIIt04a.
. Jlormueckas cTpykTypa u komnoHeHThl PKI.

2
3
4. JlesTenbHOCTh aTTECTAIMOHHBIX KOMHCCHM.
5
6
7

. Pucku ucnons3opanns D1I1.
8. 3asButenu u ux QyHKIMHU. 3asgBKa Ha TpoBeaeHUE arTectamuu OU.
9. Tlopsimok mpoBeneHUS aTTecTanuu 00beKTOB HHGopMaTuzanuu. ComepikaHue 3asBOK.

10
11

33

. Ilopsimok B3aumoeiicTBUS 3asBUTENS M OpraHa 1o IPOBEICHUIO aTTECTALUU.
. IIpoBeneHue sKCMEpTU3 AMEKTPOHHBIX TOKYMeHTOB ¢ DIT/DIII.

12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.

Opranu3anioHHO-IITaTHOE o0ecnedeHue aesTenpbHocTr Y1,
OcHoBHble noHsTHS TexHonoruu PKI.

@YHKIHH YAOCTOBEPSIOIErO LIEHTPA.

[Iponenypa odopmiieHus 3asBOK Ha Ody4deHus: ceprudukara B Y1I.
Crpykrypa nudpooro ceprudukara popmara X.509 v.3
3axnrounTenbHbId 3Tan arrecraunu O, YcnoBus nonydeHus artectara COOTBETCTBUS.
YTO NOIKHO COAEPKATh 3aKJIFOUEHHUE aTTECTAllHOHHON KOMHUCCHUU.
Criucku 0TO3BaHHBIX CEPTHU(PHUKATOB.

DKcmlyaTanus aTTeCTOBAaHHOTO 00bEKTa.

Paccmotpenue anemranuil o Borpocam arrecranuu Y11

Nutepderic OC Windows ajis paboThl ¢ cepTuduKaTamu.
[Tpumenenne D1 s obecrieueHus IOPUINUECKON 3HAYMMOCTH AIIEKTPOHHBIX JJOKYMEHTOB.
[Tpouenyps! hopmupoBanus u npoepku JII.

Hocurenu kiaroueBoit nHpopmanuu.

®yuk1iuu kpuntonposaiaepa Kpunronpo-CSP

Arttecraunonnbie ucneitanus BII. Uto BxoauT B ipoBepky cuctem 3U.
WNuTterpanus GyHKIUA KpUNITOIIPOBaiiepa B 0(QUCHBIC TTAKETHI.
Hcnonws3oBanue YI1I.

Buaper OLII.

OcHoBHBIE pa3paboTunKy makeToB 1t padoTsl ¢ PKI.

[Tepeyenr ocHOBHBIX pa3paboTuynkoB CSP.

. TpeboBanus k mUppPOBaHUIO MTPHU padOTE C rOCYIAPCTBEHHBIMHU 3aKa3uHMKaMH.




34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44.
45.
46.
47.

48
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KoMmpoMeHTanus Kiroden.

[Tponykt Vip Net. OcHOBHOM (hyHKIIOHAJ.

[Tponykt OpenVPN. OcHOBHO# (yHKIIMOHAI.

Kpunrorpaduueckas 3amura B OC Linux.

KBanrtoBas kpunrorpadus. [Tytu pazBurus.

V1. UccnenoBanue ysi3BUMOCTEN.

Yrunuts! 11t padotel ¢ SSL B Linux.

Pabota ¢ kopHEBBIME cepTH(DHKATAMHU.

Aynut 6e3zomacHoctu B Y1I.

PaccnenoBanve HHIMIECHTOB NpH Kpaxe kiroder Y.
AJIMMHHCTpaTUBHAsI OTBETCTBEHHOCTD 3a HapyllIeHHe periiaMmeHTa padorsl Y11,
enTp ynpasnenus cetbio B VIP Net.

[TpaBuna 6e3omacHocTH Iptables.

Kondurypuposanne ceppuca Fail2ban.

. BzanmoieiictBre KOMIOHEHTOB HH(PPACTPYKTYPBI OTKPHITHIX KIIOUEH.

Ilpumepnvie 3a0anusn 013 mecmuposanus- NPoGePKa CHoOpmMupo8anHoOCmu KOMnemeHyui
[TK-1; I1-2
1. Yto Takoe iptables:

a)

KOHcoJb ynpaesnenus MO netfilter.

0)
B)

MIOJTHOLIEHHBIH (paepBoILI.
CETEBOM MOCT.

2. Fail2ban — »To:

a)
0)

Menua-npourpsiBaTeib.
Ymunuma 0na 610Kuposanus HecaHkKyuoHUpO8aAHHO20 0OCMYNd.

B)

CepBep NpUIIOKEHUH.

6. YueOHO-MeTOAMYECKOE M HH(POPMALMOHHOE 00ecnieyeHHe TN C UM ILTHHBI

6.1. CIMCOK HCTOYHUKOB U JINTEPATYPhI

HUcToynuku
OcHOBHEBIE

. @eoepanvrviil 3axon ot 27 wtons 2006 . Ne149-d3 «O6 nadpopmanmu, nHOOPMAITHOHHBIX

TEXHOJIOTHSIX M O 3amuTe uHpopManun» [DIeKTpoHHbIH pecype]| : Pexxum mocryna :
http://www.consultant.ru/document/cons_doc LAW 61798/, ceo6oanbIN. — 3ari1. ¢ 3KpaHa.
Dedepanvruiil 3axon oT 27 ntonst 2006 1. Nel52-D3 «O nepcoHaNbHbIX JaHHBIX» [ DJIEKTPOH-
HBIH pecypc] : Pexxum noctymna : http://www.consultant.ru/document/cons_doc LAW 61801/,
CBOOOJHBIN. — 3ari. ¢ SKpaHa.

. @eoepanvrviil 3akon ot 6 anpens 2011 r. Ne63-D3 «O0 37eKTPOHHON TOATHUCHY [ DIEKTPOH-

HBII pecypc]: Pesxxum goctyma: http://www.consultant.ru/document/cons_doc LAW 112701/,
CBOOOJTHBIN. — 3arl. ¢ KpaHa.

Deodepanvhviii 3akon o1 27 nexabdps 2002 r. Nel84-d3 «O TeXHUYECKOM PETyIUPOBAHUI
[DneKTpOHHBIN pecypcl: Pexum JOCTYyMa:
http://www.consultant.ru/document/cons_doc LAW_ 40241/, cBoO6oaHbIN. — 3ari. ¢ 3KpaHa.
Jluteparypa
OcHoBHas

Komnnexcnasn 3awuma nadopmanuu B KOPIOPATUBHBIX CUCTeMax : y4eb. mocooue / B.D.
[Manerua. — M. : U] «®OPYM» : UHOPA-M, 2017. — 592 c¢. — (Bsiciee oOpazoBaHue:
bakanaBpwuar). - Pexxum gocryna: http://znanium.com/catalog/product/546679
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2. Ulanveun B.@®. 3amuTa xommnbloTepHoil nHGopMaruu. DPPeKTUBHbIE METOBI U CPEICTBA
[DnexTponnsblit pecypc] / B. ®@. lllansrun. - M.: JIMK Ilpecc, 2010. - 544 c.: un. - ISBN
978-5-94074-518-1. - Pexxum nocryna: http://znanium.com/catalog/product/408107

6.2. [Tepedens pecypcoB HH(HOPMALIMOHHO-TEIIEKOMMYHHKAITMOHHOM ceTu «HTepHET».

1. Odbunmanbupiii caliT kommnanuu Kpunrompo [OnekTpoHHBIM pecype]: Pexum mocty-
na: http://www.cryptopro.com/, cBOOOHBIN. — 3arl. ¢ 9KpaHa.

2. Lentp pazpadotku Kpuntokom [DnekTpoHHBIN pecypc]: Pexum gocryna:
http://www.cryptocom.ru/products/index.html/, ceo6oanbIif. — 3aru. ¢ skpaHa.

6.3. Ilepeuens bl u UCC

Neni/n

HanmenoBanue

MexnayHnaponnsie pedepaTuBHbIE HaykoMeTpudeckue bJl, mocTymnHbple B pamMKkax

HaIIMOHAJILHOM nmoamucku B 2017 T.

Web of Science
Scopus

[Tpodeccuonanbubie moTHOTEKCTOBBIC B/I, HOCTYyHBIE B paMKax HaIlMOHATIbHON

noamucku B 2017 T.

Kypuansr Oxford University Press
ProQuest Dissertation & Theses Global

SAGE Journals

Kypnans! Taylor and Francis

KomnbioTepHbie cripaBoYHbIE PABOBbIE CHCTEMBI

Koncynprant Ilntoc,
l"apanT

7. MaTepuajibHO-TEXHUYECKOE o0ecnevyeHne JUCHUIIIMHBI

Jlis mpoBenieHus 3aHATUI HEOOXOAMMO CIIeyIollee MaTepruaibHO-TEXHUYECKOe 00ecrieyeHue:
1) TEKIIMOHHBIH KJIACC C BUACOMPOEKTOPOM M KOMITBIOTEPOM, Ha KOTOPOM JIOJIKHBI OBIThH yCTa-
HOBJICHBI:
— nmuuensuonHoe [10 MS Windows 7 u crapiie;
— murenzuonHoe [10 MS Office 2010 (c o6s3aTensHbIM HanuueM MS PowerPoint) u crapmie
2) KOMIIBIOTEPHBIN KJ1acc, 000PYAOBaHHBIN COBPEMEHHBIMU MIEPCOHATLHBIMA KOMITBIOTEpAMU

JUISL KQKJIOTO CTY/IEHTA C BBIXOJIOM B MHTEpHET. Ha koMmbioTepe JOMKHBI ObITh YCTAHOBIICHBI:
— muuensuonHoe [10 MS Windows 7 u crapiie;
— murenzuonHoe [10 MS Office 2010 u crapie;
— mporpaMMHbIi runiepuzop Vmware Player;

— mnporpamma CryptoPro

Ilepeuens 11O
Nent Haumenosanue [10 [IpousBoaurens Crnioco6 pacmpocTpaHeHus
Javi (TMIIEH3MOHHOE WJIU CBOOOTHO
pacnpocTpaHsIeMoe)

1 Microsoft Office 2010 Microsoft JINLIEH3UOHHOE
2 Windows 7 Pro Microsoft JIMIIEH3UOHHOE
3 Microsoft Share Point 2010 | Microsoft JIMIIEH3UOHHOE
4 Microsoft Office 2013 Microsoft JINLIEH3UOHHOE
5 Windows 10 Pro Microsoft JIULIEH3UOHHOE
6 Kaspersky Endpoint Security | Kaspersky Jlutien3nonHoe
7 Vmware Player 15.5 VMWare Cob6onanoe I10,

+ Pexxum gocryna:
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I'octeBas OC CentOS 7 https://www.vmware.com/prod
ucts/

Jemo-Bepcust

OrtxkpsiToe 10

Pexum nocryna:

https://www.centos.org/downlo

ad/
WNHCcTausIIIMOHHBINA TUCTPHOY-
B Linux
8 nemo-nuctpudyrussl CK3U | Kpunro-Ilpo Coboanoe I10,
«Kpunro-ITpo». Pexxum gocryna:

https://www.cryptopro.ru/user?
destination=node%2F148

Jemo-Bepcust

JIist TpOBeICHUS 3aHATHUI JIGKIIMOHHOTO THIIA MPEIAraloTCsl TEMAaTHIECKIE HIUTFOCTPAIIUN
B (hopmate npesenTanuii PowerPoint.

8. O0ecneuyenne 00pa3oBaTEJIHLHOIO MPOLECCA ISl JIMI] C OTPAHNYEHHBIMUA BO3MOKHOCTSI-
MH 3/10POBbSI H MHBAJIW/I0B

B xoze peanuzanuu IMCUUIUTMHBI UCTIOJIB3YIOTCS CIENYIOLIUE JOTOTHUTEIbHBIC
METO]Ibl 00Y4YEeHHUsI, TEKYIIIETO KOHTPOJISl YCIIEBAEMOCTH U TPOMEKYTOUHOM aTTecTauu ooyda-
IOIUXCS B 3aBUCUMOCTH OT UX WHIUBUAYAIBHBIX OCOOSHHOCTEH:

® IS CIICIBIX U CIa0OBUIAIINX:

- JIGKIUU OQOPMIISIOTCS B BUJIE SJIEKTPOHHOTO JJOKYMEHTA, JOCTYITHOT'O C MOMOIIIbIO KOMITb-
I0TEpa CO CNEeLUAIN3UPOBAHHBIM IPOTPAMMHBIM 00€CTIEUCHUEM;

- IIMCBbMEHHBIE 3aJjaHMs BBINOJHAIOTCS HAa KOMIBIOTEPE CO CHEIUAIM3UPOBAHHBIM IIPO-
IPaMMHBIM 00€CIIeY€HUEM, UM MOTYT OBbITh 3aMEHEHBI YCTHBIM OTBETOM;

- o0ecrieunBaeTCs MHANBUIyalIbHOE paBHOMEpHOE ocBerieHne He Mmeree 300 Jrokc;

- s BBINOJHEHMs 3aJaHusl IpU HEOOXOAMMOCTH NPEIOCTABIACTCS YBEIMUYHBAIOILEE
YCTPOHCTBO; BO3MOXHO TAK)K€ MCIIOJIb30BaHUE COOCTBEHHBIX YBEIMYUBAIOIIUX YCTPOUCTB;

- IUCbMEHHBIE 33aJaHUs OPOPMIISIOTCS YBEJIIMYEHHBIM HIPU(PTOM;

- 9K3aMEH U 3a4€T MPOBOJATCA B YCTHOM (hopMe MM BBIMTOJHAIOTCS B MUCBMEHHOH (opme Ha
KOMIIBIOTEPE.

® Ui TIYXHX U cIa0O0CITBIIIANTHX:

- JeKuuu opOpMIIIOTCS B BUJAE 3JCKTPOHHOTO JOKYMEHTA, JIMOO MPEerIoCTaBIsSIeTCs] 3BYKO-
YCWJIMBAIOIIAs anapaTypa UHANBUAYAIBHOIO II0JIb30BaHUS;

- IMCbMEHHBIE 33aJJaHHsI BBIMOIHAIOTCSA Ha KOMIIBIOTEpPE B MMCBbMEHHOM (popme;

- DK3aMeH U 3a4€T IPOBOJATCS B MUCbMEHHOM (popMe Ha KOMIBIOTEPE; BOZMOXKHO IIPOBEJIE-
HUE B (hOpMe TeCTUPOBAHUS.

e JUIs JIUL C HAPYIIEHUSMU ONOPHO-IBUIaTEJIBHOTO anrapara:

- JIEKLUU O(QOPMIISIOTCS B BUJIE 3JIEKTPOHHOI'O JJOKYMEHTA, JOCTYITHOI'O C ITOMOIIbIO KOMIIb-
I0TEpa CO CIEHUAIN3UPOBAHHBIM IPOTPAMMHBIM 00ECTICUCHHEM;
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- IIMCBbMEHHBIE 3aJjaHMs BBIIOJHAIOTCS HAa KOMIBIOTEPE CO CHEUAIM3UPOBAHHBIM IIPO-
TPaMMHBIM 00€eCTIeUCHUEM;

- 9K3aMEH U 3a4€T MPOBOJATCA B YCTHOM (hopMe MIIM BBIMTOJHAIOTCS B MUCBMEHHOH (popme Ha
KOMIIBIOTEpE.

[Tpu HEOOXOIUMOCTH MpeyCMaTPUBACTCS YBEITUUYEHUE BPEMEHHU AJISl TIOATOTOBKU OTBETA.

[Ipouenypa  mnpoBeneHHS  MPOMEXKYTOUYHOM  arTecTaluud Uil  OOy4YaroIIuXcs
YCTAHABIMBACTCS C Y4YETOM UX HMHIUBUAYAJIbHBIX ICUXO(PH3MUECKUX OCOOEHHOCTEH.
[TpomexxyTouHast aTTecTalusl MOXKET MIPOBOIUTHCS B HECKOJIBKO ATAIOB.

[Tpu mpoBeneHNH TPOLEAYPHl OLEHUBAHUS PE3YIbTATOB OOYyUCHHsS MpeaycMaTpHBAETCS
UCIIOJIb30BAaHME TEXHUYECKUX CPEACTB, HEOOXONMMBIX B CBSI3W C WHIUMBUIYaJIbHBIMU
0COOCHHOCTSAMHU O00yJaroImuXcs. DTU CPEACTBA MOTYT OBITh HPEIOCTABICHBI YHUBEPCUTETOM,
WJIM MOTYT MCIIOJIb30BAThCSl COOCTBEHHBIE TEXHUYECKUE CPEICTBA.

[IpoBenenne mpomenypsl OICHHMBAHUS  PE3YJAbTaTOB  OOy4YEHHs JIOMYCKaeTcs C
HCIIOJIb30BaHUEM JIMCTAHIIMOHHBIX 00pa30BaTeIbHBIX TEXHOIOTHH.

ObecneunBaeTcst AOCTYN K MH(POPMALMOHHBIM M OUOIMorpadguyeckuM pecypcam B CETH
WnuTepHer ans kaxzaoro oOydaromierocs B (opMax, aJanTUPOBAHHBIX K OTPAHUYEHUSIM HX 3[10-
POBBSI U BOCIIPHUSTHS HHPOPMALTUU:

e JUIS CIENbIX U CIa00BUISIINX:

- B Ie4aTHOU (popMe yBEIIMUEHHBIM MIPUPTOM;
- B (hopMe 3IEKTPOHHOTO JOKYMEHTA;

- B popme ayauodaiina.

® Ui TIIYXHX U CIa0OCHbIIAIINX:

- B IeyatHou opme;

- B (hopMe 3JEKTPOHHOTO JOKYMEHTA.

e s O0YYarOMIMXCS C HAPYIIEHUSIMU OTIOPHO-/IBUTaTENILHOTO afrmapara:
- B IeyatHou popme;

- B (hopMe 3IEKTPOHHOTO JOKYMEHTA;

- B popme ayauodaiina.

VY4eOHble ayAUTOPUH Ul BCEX BUAOB KOHTAKTHOW M CaMOCTOSITEIbHON paboThI, HayyHas
OMOJIMOTEKa W WHBIE TIOMEIICHH JIsi OOYYEHHUs OCHAIICHBI CIEIUATBLHBIM O000pYJOBaHUEM W
y4€OHBIMH MECTaMHU C TEXHUYECKHUMHU CPEACTBAMU O0YUCHUS:

® JUIs CIENbIX U cIa00BUISIINX:

- YCTPOMCTBOM ISl CKaHUpOBaHUs U uTeHusa ¢ kamepoil SARA CE;

- nuctieeM bpaitnsg PAC Mate 20;

- npuaTepoM bpaiinsg EmBraille ViewPlus;

® U DIIYXHX U CIAa0OCIHbIIAIINX:

- QBTOMATH3UPOBAHHBIM PabOYMM MECTOM IS JIIOJIEH ¢ HapyIIEHUEM CIIyXa M CJIab0CIbl-
HIanux;

- aKyCTUYECKUI YCUIIMTEND U KOJIOHKHU;

e s 00YYarOMIMXCS C HAPYIIEHUSIMU OTIOPHO-/IBUTaTENILHOTO anrmapara:
- IEPEABUKHBIMU, PETYIUPYEMBIMU dproHoMudeckumu napramu CHU-1;
- KOMIIBIOTEPHOW TEXHUKOW CO CHEMAIbHBIM MPOrPAMMHBIM 00€CIICUeHUEM.

9. MeToauvecKkue MaTepuaJibl
9.1. Ilnanpl npakTHYecKUX pador. Meroanyeckue yKa3aHusl 110 OPraHU3allil U NpoOBeJie-
HHIO

Tembl yueOHOM AUCHUIUIMHBI IPEyCMaTPUBAIOT MPOBEICHUE MPAKTHUECKUX paboT, KOTO-
pble CIyXaT KakK LEIsIM TEKYIIEro M MPOMEXYTOUYHOIO KOHTPOJIS 3@ MOJrOTOBKOM CTYIEHTOB,
TaK W LEJSAM MOJYyYeHHs MPAKTHUECKUX HABBIKOB NMPHUMEHEHHUS METO/OB BHIPAOOTKH peIICHUH,
3aKperuIeHUs] U3y4eHHOr0 Marepuana, pa3BUTHS YMEHUH, MpUOOPETEHHs ONbITa PEHICHUs KOH-
KPETHBIX Mpo0jeM, BEJICHHUS AUCKYCCUH, apryMEHTAlUH U 3alMThl BEIOpaHHOTO pemeHus. [lo-
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MOIIb B 3TOM OKa3bIBAIOT 3aJ[aHUs JJIS IPAKTHUECKUX paboT, BbIIaBaeMbIe MPEMOAaBaTesIeM Ha
KaX/IOM 3aHSTUH, 33/1aHUs] HA CAMOCTOATENNbHYIO TOATOTOBKY, [IEPEYEHb BOIPOCOB AJIS MOATO-
TOBKH K 3a4€Ty ¥ KOHTPOJIbHBIC JJOMAITHUE 3aJaHUs [T CAMOCTOSTEIbHOW PabOThI CTYACHTOB.
Hesablo npakTHUeCKuX padoT SIBISETCS 3aKpeNeHUE TEOPETUYECKOro MaTepuaia U Ipu-
oOpeTeHre NMPaKTHUYECKUX HABBIKOB MCIIOIb30BaHMUSA METOJOB NPHUMEHEHHS MaKeTOB KOMIIbIO-
TEPHOM MaTeMaTHKU B MPO(ECCHOHAIBHON AEATENbHOCTH, MPUMEHSATh HAaBBIKU JUIS MPUHATHS
HanOosee 3 (PEeKTUBHBIX PELICHUH B YCIOBUAX OBICTPO MEHSIOIIEHCS pealbHOCTH, AJIsi OBICTPOH
aJlanTalluy K U3MEHSIOIINMCS YCIIOBUAM J€SATEIbHOCTH.
TemaTuka npakTU4ecKux paboT COOTBETCTBYET IMPOrpaMMe Kypca.
1. Pab6ota c ceprudpuxaramu B OC Windows.
2. @OyHKIMH yIOCTOBEPSIOLIETO LIEHTP Ha npumepe tectoBoro Y1l Kpunronpo.
3. Hactpoiiku kpunronpoBaiaepa Kpunronpo CSP.
4. ®ynkuuu kpunrodudbmmorexkn OpenSSL.
Mertoanueckue yka3aHHus K MPaKTHUYECKUM pab0oTaM NMPUBEAEHBI B OTAEIBHOM JOKYMEH-
TE.
9.2.MeToanyeckue yKazaHus 1Jisl 00y4alOUUXCH M0 OCBOCHUIO JUCHMILIIHHBI
YcnenrHoe 0CBOCHUE AUCHUIUIMHBI CTYACHTOM ONpPEAEIseTcsl, HECKOIbKIUMHU (DaKTo-
paMHu: MOCELIEHUE ayIUTOPHBIX 3aHATHUI, TOATOTOBKA U BBIMOJIHEHUE JOMAIIHUX 3aJaHUi, CBOE-
BpPEMEHHOE BBIMIOJHEHHE 3aIIAHUPOBAHHBIX (DOPM OTUETHOCTH.
CamocrosrenbHas paboTa CTyIEHTOB HallpaBlieHa Ha 3aKpeIUIeHHE MOITY4YE€HHBIX HaBbl-
KOB U JJIsl IPUOOPETEHUs] HOBBIX TEOPETUYECKUX U (DAKTUUECKUX 3HAHHM, BBIMOJHSACTCS B YH-
TaJIBHOM 3ajie€ OMOJIMOTEKH U B JOMAIIHUX YCIOBUSAX, MOAKPEIUIAETCS y4eOHO-METOINYECKUM U
UH(POPMALIMOHHBIM obecnieueHreM (y4eOHUKH, Y4eOHO-METOAWYECKHE MOCOOUs, KOHCIEKTHI
JICKITH ).
CamocrosTenbHas paboTa BBIMOIHAETCS CTyAEHTaMH ¢ ucnoib3oBanueM 1K B momari-
HUX YCIIOBMSX, JINOO B OMOJIMOTEKE MHCTUTYTA MO CHELMATIbHBIM 33JaHUSIM B COOTBETCTBUU C
METOAMYECKMMH MaTepuaiaMu, BRITaHHBIME TpenoaBareneM. CamocTosTeabHas padoTa BKIIO-
YyaeT oTpabOTKY HAaBBIKOB aHAJIM3a CUTYallMM, CO3JJaHHE MOJIENIN CUTYallUH, KOTOpask MCIOJIb3Y-
€Tcs B JaHHOM KOHKPETHOM METO/Ie BhIOOpa HaWIydlleld aJbTepHATHBBI, U PELICHUE 3a/1auH,
TaKXe K CaMOCTOSATEJIbHOM paboTe OTHOCUTCS MOATOTOBKA K MPAKTUYECKUM padoTaMm, HOAro-
TOBKA 10 TEMaM IPOIYIIECHHBIX 3aHATHIH.
Hauunnas ¢ nmepBoro 3aHsATus, IpenojaBaTeiab OObIBIAET CTYACHTAM TEMY CIelylo-
IIETO 3aHATUS M CIUCOK JUTeparypbl. CTyIEHT IOKEH O3HAKOMUTHCS C MPEJIOKEHHBIMU HC-
TOYHHKAMH, B TAKOM CIy4ae OH Ha CJIEAYIOUIEM 3aHATHU OyJdeT TOTOB K BOCIPHITHIO HOBOTO
MmarepHaa.
CTyneHT Juisi CaMOCTOSITENbHO pabOThI AOIKEH UMETh IIPOrpaMMy Kypca, BOIIPOCHI K
3a4yeTy, CIUCOK OCHOBHOM U JIOTIOJIHUTENBHON JINTEpaTyphI 10 KypCy.
ITocne xaxxgoro 3aHATHs, NEpel CIENYIOIUM, CTYIEHT IOJDKEH O3HAKOMHUTBCS C
npoiiieHHBIM MaTepuaioM. [Ipy BOSHUKHOBEHHH BOIPOCOB WJIM HETIOHUMAHUS, CTYIEHT JIOJIKEH
U3YyYUTh PEKOMEHIO0BAaHHYIO U JIOTIOJIHUTENIBHYIO JTUTEPATYPY O KYypCy.
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Ilpunooscenue 1
AHHOTALIUA AUCHUITJIINHBI

Hucuummna « HPpacTpyKTypa OTKPBITHIX KIIOUEH, yI0OCTOBEPSIONINE EHTPBI» PeaTu3yeTcs
Ha (akynprere MHDOpMAIMOHHBIX cHCTEM U 0€30MacHOCTH /IS CTYIEHTOB 3-TO Kypca, o0yda-
IOIIMXCS 110 Iporpamme OakanaBpuara 1o HampasieHuto noarorosku 10.03.01 Mudopmarmon-
Hast 6e30macHOCTh (podun moaAroToBKU — Ne 2 Opranu3aius 1 TEXHOJIOTHS 3aIUThl HH)OP-
MaIrum) kapeapoil KOMITJICKCHOM 3aIUThl HH()OPMALIHH.

[{enb IUCUMIIIMHBL: HAYYUTh CTYIEHTOB IIpUeMaM paboThl ¢ THPPACTPYKTYPOH OTKPBITHIX KITIO-
4eil 1 HUPPOBBIMHU cepTU(UKATAMH.

3anaun: GopMHUpPOBaHUE Y CTYJECHTOB MPEACTAaBICHUN 00 HHPPACTPYKTYPE OTKPHITHIX KIIOUEH,
BbIpabOTKa YMEHHI pa3BOpayMBaTh U HACTPAUBATh YAOCTOBEPSIONIUE IICHTPHI, HAYYUTh CTYCH-
TOB HCIOJIb30BaTh MEXaHU3MbI OOECTIeUeHUs IOPUINYECKON 3HAUUMOCTH IOKYMEHTOB.
JlucuuruivHa HarpasiieHa Ha (JOPMHUPOBAHUE CISAYIOIIUX KOMIIETSHIIUI:

e [IK-1 — CocoGeH BBITIOIHATH PabOThI IO YCTAHOBKE, HACTPOUKE W OOCITYKUBAHHIO MPO-
IPaMMHBIX, TPOTPaMMHO-ANIAPATHBIX (B TOM YHCJIE€ KPUNTOTPapUUECKUX) M TEXHUYE-
CKHX CPECTB 3alllUThl UHpOpMaLIUU

B pesynbrare 0CBOCHUS AUCHUILTUHBI 00YYAIOLIUICS JOKEH:

e 3HaeT NOpsAA0K yCTAaHOBKH, HACTPOHKHU M 0OCTYKMBAaHUS IPOTPAMMHOTO 00ECTICUCHHMS,
CUCTEM YIpaBlieHUs1 6a3aMH JTaHHBIX, CPECTB 3JIEKTPOHHOTO TOKYMEHTO000pOTa U
CpPEZICTB 3alIUThI HH(OPMAITHH

e Brazneer HaBbIKaMH 110 yCTaHOBKE, HACTPOMKE M 00CITYKMBAaHUIO IPOTPAMMHOTI0 o0ecre-
YEeHHUsI, MPOTPAMMHO-ANIMAPATHBIX ¥ TEXHUYECKUX CPEACTB 3alUThl HUHPOPMALIUK C CO-
Omr0IeHreM TpeOOoBaHMI MO 3alTUTe HHPOPMALUU

e VYMeeT yCTaHABIMBATh MPOrPaMMHOE 00ECIIeYeHUE B COOTBETCTBUH C TEXHUUYECKOM J10-
KyMEHTAIMeH, BIIOJIHATh HACTPOIKY MapaMeTpoB pabOThI MPOrpaMMHOI0 0OecIedeHus,
BKJTIOYAasi CUCTEMBI yIpaBJIeHUs! 0a3aMu TaHHBIX U CPEACTBA 3JEKTPOHHOTO IOKYMEHTO-
oboporta, hopmynupoBaTh paBuiIa 0€30MacHON IKCIUTyaTaIlluu

e [IK-2 - CmocobeH mpuMEHSTh MPOTrpaMMHBIE CPEJICTBA CHUCTEMHOTO, MPUKIAJTHOTO W
CHEIMAIbHOTO Ha3HAYEeHUsI, HHCTPYMEHTAIIbHbBIE CPEJCTBA, SI3bIKU U CHUCTEMbI IIPOrpam-
MHUPOBaHUS ISl PELICHUs TPO(PECCHOHATBHBIX 3a1a4

B pesynbraTe 0CBOCHUS IUCHUILUIMHBI 00yYatONIHICs TOJIKEH:

e 3HaTh APXUTCKTYPY U MPUHIUIILI TOCTPOCHUA OIICPATUOHHBIX CUCTCM, IMOJACHUCTCM 3allln-
Tl UH(POPMAIIUHU, COCTAB TUIOBBIX KOH(UTYpaLIUii MPOTrpaMMHO-ANIaPATHBIX CPEICTB
3alUThl UH(OPMAIIUY, SI3BIKU U CHUCTEMBI TPOrPaMMHUPOBAHUS

e VYMeeT MPOTUBOACHCTBOBATH yTrPpO3aM 0€30MacHOCTH HHPOPMAIUH C UCIIOIE30BAHUEM
BCTPOCHHBIX CPEJICTB 3aIUTHI HHPOPMALIUN

e Brazneer KOHTPOJIEM KOPPEKTHOCTH (PYHKIIMOHUPOBAHUS IPOrpaMMHO-aNNapaTHIX
CpCACTB 3allIUTLL I/IHq)OpMaI_[I/II/I B OIICPALIMOHHBIX CUCTCMAX

[To nucruIuiiHe IpeaycMOTpEeHa MPOMeXKyTOUHas aTTecTaluus B (hopme 3auéTa.
OO61mmast TpyA0EMKOCTh OCBOSHUS TUCHUTIIIMHBI COCTABIISAET 2 3a4ETHBIC SIUHUIIBI.



