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1. llosicHuTeIbHAS 3aNIMCKA

1.1 Hens u 3a0auu oucuyuniaunsl

Leab AMCHMNIMHBI — MOATOTOBUTH BBIITYCKHHKA, YMEIOIIEr0 pa3padaThiBaTh CUCTEMY
1o obecneyeHnto 0e30MacHOCTH MH(POPMALMOHHBIX PECYPCOB, KaK JUIsl aBTOHOMHBIX M pacrpe-
JICTICHHBIX BBIYMCIUTEIBHBIX CHCTEMaX.

3amauu THCHMIUIHHBI:

®  [IOJIyYCHHE CUCTEMATH3UPOBAHHBIX 3HAHUHM O COBPEMEHHBIX KOHIECTIHUIX, METOAAX U
TEXHOJIOTUSX oOecreyeHuss MHPOPMALMOHHON 0e30MacHOCTH B MH(POPMAIMOHHBIX CHCTEMax
Pa3ITMYHOTO Ha3HAUCHHUS;

*  HM3YyYEHHE TEOPETHYECKUX OCHOB MH(OPMAIMOHHON 0€30MacHOCTH;

*  (dopMHUpOBaHHE YMEHUH UCIOIH30BATh OCHOBHBIE JTOCTHKEHUS B 00acT nH(popMa-
IIMOHHOW 0€30MaCHOCTH NIPU pealIn3allui CBOeH MPpoeCCHOHATFHOMN IeATeIbHOCTH;

*  BIIQJICHHE HaBBIKAMH OOECHEUYCHHUS 3alIUThl HHPOPMAIMK B MH(OPMALMOHHBIX CHU-
cTeMax pa3JIMYHOrO Ha3HAYCHUS;

*  pa3BUTHE AaHAIUTHYECKOTO MBIIUICHUS, YMEHHUS CTPOTO M3JaraTh CBOM MBICIIH, pa3-
BUTHE CIIOCOOHOCTEH K 0000IICHNIO U aHaIi3y WH(OPMAIINH, TOCTAHOBKE IIeNIei U BEIOOpY MY-
TEW €€ JOCTUKEHHS.

1.2. ®opmupyeMble KOMNETEHIINMH, COOTHECEHHBIE ¢ MJIAHMPYEMbIMH Pe3yJIbTaTaMHu
00y4yeHUs MO THCIHILIHHE

JucuurinuHa HanmpaBjieHa Ha (POPMUPOBAHUE CIISAYIOMIUX KOMITETCHIIHM:

IIK-18: cnoco0en mnpuHuMarh, yuyactue B opranusauuun UT-undpacTtpykrypsl u
yHpaBJeHHH HH(POPMALIMOHHOK 0€30NACHOCTHI0

Baanenue YMmenue 3Hanue

HaBBIKAMU  HCIOJIb30BAHUS
CTaHJAPTOB JUISl  3aIIUTHI
uHpopmanuu B C.

BBIINIOJIHATE aHaIu3 Tpe6OBa-
HUM K CHCTEME 3allUThl HH-

¢bopmanuu.

Ha3HA4YeHHWs] ¥ BUAOB TMOJJIe-
)amnux 3amurte pecypco UC,
MoOJIeliei U TPOLIECCOB JKU3-
HEHHOTO IIMKJIa CUCTEMBI 3a-
HIUTH HHQOPMAIIHH.

HaBbIKAMH paboThI c
MHCTPYMEHTAIbHBIMU
CpeaCcTBaMU
MIPOEKTUPOBAHUS 0a3
JAHHBIX u 3HAHUMH,

ynpasneHus npoekramu MC
Y 32U THl HHPOPMAIIHIH.

AHANIM3UPOBATh M KOHTPOJIM-
poBaTh ypPOBEHb OpPraHU3alM-
OHHOM W TEXHOJOTHYECKOH
3aIUIIEHHOCTH HH(OpMaluu
B UC.

Bus0oB yrpos MC u meronos
obecneuenus Ub.

OIIK-4: Cnioco0HOCTH pemiaTh CTaHJAPTHBIE 321a4M NPOGecCHOHATBHON AeATeJbHOCTH

HAa OCHOBe HH(OPMANMOHHON U OubIMorpadguueckoi KyJ1bTypbl ¢ IPpUMeHEeHHeM UH(pOP-
MANMOHHO-KOMMYHHKANMOHHBIX TEXHOJIOTMIl M C Y4eTOM OCHOBHBIX TpeOOBaHWH WH-
popMannmoHHoO# 0e30MaACHOCTH

Baanenue YMmenune 3HaHue

HaBBIKaMU pa3pa60TI<1/1 TCX- | ONIPEACIIATE HAIMPaABJICHUA HW | COACPIKAHNUA OCHOBHBLIX YPOB-
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HOJIOTMYECKON JTOKYMEHTa- | BUJIbI 3alUThl MHGOpMAIMU ¢ | Hel obecnieuenus Ub.
LUH. y4e€TOM XapakTepa 3allluIilae-
MOH uH(MOpMaIu.

HaBbIKaMW  HUCIIOJIb30BAHUA | BBISABIIATH YI'PO3bI I/IB, 000C- | OCHOBHBIX 3aKOHOJaTCIbHBIX
MCTOJOB OpraHu3alvid W | HOBbIBATb OpraHnu3allMOHHO- | © HOPMAaTHBHBIX JOKYMCHTOB

KOHTPOJIA TEXHUYECKHUE MEPOIPHUATHS 10 | enepaibHOr0  ypOBHSA B
G YHKIIMOHUPOBAHUS 3amurte napopmanuu B UC obmactru Wb w  3amurh
CHUCTEMBI 3aIlUTHI | . nH(pOopMaIHH.

nHpopmanuu.

1.3. Mecmo oucyunaunsl 6 cmpykmype 0CHO8HOIU 00pa3068amenbHoil nPOZPaAMMbl

Hucuummuaa «MHbopManmonHass 0€30MacHOCTh» OTHOCUTCS K OJIOKY JUCIUTUIHH
0a30BOIi YacTH y4eOHOTO IJIaHAa.

Jlis OoCBOEHHS IUCHMILUIUHBI HEOOXOMUMBbI KOMIETEHIHH, (OpMHUpYyEeMble B XOJe
u3ydeHus  guctuiuinH:  «MHpopmaTHka» — «BbIUMCIMTENbHBIE ~ CHCTEMBI, CETH U
TeJICKOMMYHUKaUny, « M HpopManmonHbie cucteMbl» «MHDOPMAIMOHHBIC TEXHOIOTHI.

B pesynbrare 0CBOCHUS IUCIUIUITMHBI ()OPMUPYIOTCS KOMITETEHIIUU, HEOOXOAUMBIC JIIIst
U3YYEHHUS CIEeNYIOMMX AUCHUILIMH: «Pa3paboTka M BHeApeHHE HHQPOPMAIIMOHHBIX CHUCTEM,

((YHpaBJ'IeHI/IC IMPOCKTaMHU I/IH(i)OpMaI_II/IOHHLIX CHUCTEM)).




2. CTpyKTYypa TUCHMILUTHHBI

Obwas mpyooemkocms oucyuniunvl cocmasisem 2 (0e) 3auemmuvie eOuHuysl, 72

4acoe, 6 mom vucijie KOHmakmHas pa60ma 28 yaca, camocmosimelbHdas pa6oma 44 yacos.

Bunsl yueOHoii paboThI

(B yacax) DopMBbI TeKyIIIe-
KOHTAKTHasi 5 T'0 KOHTPOJIS
Ne Pasjien 1ucuIIm- Q 2 O E YCIEBAEMOCTH,
/i HBI/TEMBI 5 z e <§ g $opua 1TpOMe-
a o | 2 o ;x 3 = JKYTOYHOHU aTTEC-
I E| £ |58 &8 S E| § m| crauuu (no ce-
Sl 2| 8 §;L8;°“§S Mmecmpam)
| o () a % = I &5 59
ol=5lo |88 FE& O &

1. | Memooonozuueckue 4 1| - 4 --- 4
acnekmul uHpopmayu-
OHHOUl  Oe3onacnocmu
(4b)

1.1. | Beeoenue 6 oucyunauny, | 4 | 0 | --- 2 --- 2 | YcrHbIi onpoc.
mepMunbl U onpeoee- [TpoBepka
HUA, NOHAMUE U CYU- JOMAIITHETO
nocmo UD. 3aJlaHuA.

Brinosinenue n
3almTa
nabopaTopHOI
paboTHI.

1.2. | bazosvie yeposzvl unghop- | 4 | 0 | --- 2 -—- 2 | YcTHBIN ompoc.
MAayuoHHOU  6e30nacHo- [TpoBepka
cmu. JOMAIITHETO

3aJIaHHSI.
Brimosinenue n
3aImTa
nabopaTtopHoOi
paloTHI.

2. | 3akonooamensvnuii, 4 1| -- 4 --- 8
Ypoeens obecneuenusn
Uk

2.1. | Cmanoapmul u cneyu- 4 105 | --- 2 --- 4 | YcrHbli omnpoc.
Guxayuu 6 oonacmu UPb. IIpoBepka

JIOMAIlIHETO
3aJJaHMS.
Brimosinenue u
3ammTa
nabopaTopHOI
paboTHI.

2.2. | Cmanoapmul P® 6 06- 4 105 | --- 2 --- 4 | YcrHBIi ompoc.
nacmu UB, Pykosoos- ITpoBepka
wue OOKyMeHmbl JIOMAIIIHETO
DCTOKa Poccuu. 3aJaHus.

Brinosinenue u
3ammTa
nabopaTOpHOI




paboThI

3. | Pazoen 3. Aomunu- 4 1 2 | -- 4 - 12
CMpamueHblil U npoye-
OypHbLIL YypOBeHb obec-
neuenua Ub

3.1. | Aomunucmpamuenwiii 4 | 1 | - 2 --—- 6 | YcrHbIi ompoc.
VposeHb, yenu, 3a0auu ITpoBepka
UDb, ynpasnenue pucka- JIOMAIIHETO
MU 3a/laHusl.

Brinosinenue u
3almTa
nabopaTopHOi
paboTHI.

3.2. | Ilpoyedypusiii yposens, 4 | 1 | - 2 --—- 6 | YcrHbIi ompoc.
Ha3HayeHue, OCHOBHblE ITpoBepka
HAaNpaeienus Opeanu3a- JOMAIITHETO
yuu pabom, yenu, 3a0a- 3aaHUs.

Yu, NPUHYUNBL NOCMPOe- Bremonxenue u

HUS. 3aImTa
nabopaTopHOI
paboTHL..

4. | Ilpocpammmno- 4 | 4 | - 4 --- 12

mexHUu4ecKuil ypoeens

obecneuenus ungop-

MayuoHHOU unghopma-

uuu

4.1. | Texnonoeus obecneue- 4 | 2 | - 2 --- 6 | YcrHslii onpoc.
nus UUB, yeau u npunyu- [IpoBepka
nbl NOCMPOEHUsl ApXU- JIOMAIITHETro
mexmypuot UB. 3a7aHus.

Brimonnenne wu
3ammTa
nabopaTopHOI
paboTHI.

4.2. | Cepsucvr Ub, naznaue- 4 | 2 | --- 2 --- 6 | YcrHslit onpoc.
Hue, hyHKYUuu, Memoowl [TpoBepka
peanuzayuu cepeucos JIOMAIITHETOo
ub. 3a7aHus.

Brimonnenne wu
3ammTa
nabopaTopHOI
paboTHI.

5. |Texywuii konmpono 4 | - | - 4 --- 8

5.1. [Koumponvnoe mecmupo- | 4 |--—- | --- 2 " 2 | TectupoBanue
sanue

5.2. [[Ilpomescymounas amme- | 4 | --- | --- 2 --- 6 | 3auer c oneHKOI
cmayus (3a4em ¢ oyeH- mo omyeram
Koll).

HUToro: — | 8 |-- 20 --- 44




3. Coaepxanue TUCHUILINHBI

Pasznes 1. MeToaoiorndyeckue acneKTbl HH(POPMAIMOHHOI 0€3011aCHOCTH
Tema 1. BBeienne B IMCUMIJIMHY, TEPMHUHBI M ONIpe/ieIeHUs, MOHATHE U cylHocThL UB

[TonsTre 6e30macHOCTH 00BEKTa (TOCYIapCTBA, MPEANPUATHS U HHPOPMAITHOHHOM CH-
cteMbl). OCHOBHBIE KOMITOHEHTHI O€30MaCHOCTH TOCYAapCTBa U JOMHUHUPYIOLIAsk pojb HHPOP-
ManuoHHo# 6e3onacHoctu (MBb). CraHoBiieHHe U pa3BUTHE TOHATHS «MH(pOpMannoHHas 06e3-
omacHocThbY. CymHocth u noHsTus b u 3amutel nndopmanuu. Heo6xoaumMocTs u 3HaUeHNE
HOPMAaTHUBHO-IIPABOBOTO ONpe/ieieHUs] OCHOBHBIX NOHATHH. CBs3b Mb ¢ nndopmaruzamnueii 06-
niectBa. ba3oBeie ypoBHH obecriedeHusI HHPOPMAIIMOHHOM O€30MaCHOCTH U 3aIUThI HH(pOpMa-
117078

Tema 2. ba3oBbie yrpo3bl HHGpOpMaLMOHHOI 0€30I1ACHOCTH

Knaccudukanust yrpo3 6€30MacHOCTH 10 LENM Peali3alii YTrPO3bl, IPUHITUITY, XapaKTepy
U crioco0y e€ BozneicTBrs. OCOOCHHOCTH YTpo3 BO3JICHCTBHS Ha OOBEKT aTaKu B 3aBHCUMOCTH OT
€ro COCTOSIHUSI U UCIIONIb3YeMBIX CpelcTB araku. OCHOBHBIE METOJbI M KaHajbl HECAHKIHOHUPO-
BaHHOTO jocTyna K nHpopmanuu B IC. ba3oBble TPUHIIUIIBI 3alIUTHl OT HECAHKIIMOHUPOBAHHOTO
Jnoctyna K uHGOpMaluy B COOTBETCTBUU ¢ HOPMAaTUBHO-IIPAaBOBBIMU JI0OKyMeHTaMu Poccuu. 3a-
JIa4¥ TI0 3aIUTe HH(OPMAIIMOHHBIX CUCTEM OT PEATU3AIUU YTPO3.

Pa3nes 2. 3akoHoaaTe/IbHBII, YpOBeHb o0ecnieyeHNs] HH(POPMALMOHHON 0€30NaCHOCTH
Tema 3. Ctangaprtsl U cnenupukanuu B odsactu Ub

[Ipennochuiku co3aaHus MEXIYHAPOAHBIX CTAaHIAPTOB M0 oOecrneueHno HHPOpMaImoH-
HOM Oe3omacHocTH. Ha3zHaueHue cTaHIAapTOB M Kakue 33Jayd pemiarcd IpU UCHOJIb30BAaHUU
CTaHJapTOB B 00JaCTH MH(POPMAIIMOHHON OE30MacHOCTH: B OINPEACIICHUM e OO0ecredeHus
UH(POPMALIMOHHOM 0€30MacHOCTH KOMITBIOTEPHBIX CHCTEM, co3gaHusd 3((EeKTUBHONH cucTeMa
yrpaBieHus] HHHOPMAITMOHHON 0€30MaCHOCThIO, KPUTEPUH OLIEHKH COOTBETCTBUS MH(OpMAIIH-
OHHON O€30MaCHOCTH 3asIBICHHBIM IIEJNISIM, CO3/IaHUsl YCJIOBHM NMPUMEHEHHUs] MMEIOLIETrocsl MH-
CTpyMeHTapus (MPOTPAaMMHBIX CpEICTB) obecrnieueHus WHGOPMAIMOHHOW O€30MacHOCTH U
OLICHKH €€ TEKYILEro COCTOSHUS.

Ha3nauenne u OCHOBHBIE MOJIOKEHUSI MEXIYHAPOIHbIX CTaHAApTOB: «Kputepun oueHku
HAJIeKHOCTH KOMITBIOTEpHBIX cucteM» («OpanxkeBas kHHUTa»), «MHbopmanmonHas Oe3omac-
HOCTh pacrpeneneHHbx cucteM. Pexomenmanuu X.800», SO 15408 — «OO0mme xputepum.
MexnyHapoassle cranaaptsl cemerictsa 27000.

Tema 4. Crangaprsl P® B o0.1acTtu nHdpopmanuonnoii desonacuocru (Ub), Pykosoasimmue
nokymeHTbl ®CTIKa Poccun

OcHoBHBIE (peiepanbHbIe OpTraHbl, reHepupupytomue B Poccuiickoit deaepannu HOpMa-

TUBHO-TIPABOBBIC AKThI B C(I)epe Wb u 3amuThl I/IH(I)OpMaI_II/II/I. FOCYI[apCTBeHHaSI CuCTCMa II0
(o]



obecrieuennro OezomacHoctd M 3ammThl wHGopManuu (I'C3U1). OcHOBHBIE 3aKOHOAATEIIBHBIC
akTel PO B obnactu nHGOPMAITMOHHON 0€30MacHOCTH W 3amuThl nHGopManuu. PykoBoasiue
nokymenTsl ®Ch, ®CTOKa Poccun B 061actu nHGOPMAIMOHHON 6€30IaCHOCTH U 3aLIUThI HH-
(dopmanuu OT HECAaHKLIMOHUPOBAHHOI'O 10CTYyIA IIpU ee 00paboTke ¢ ucnosnb3oBanuem CBT.
Pa3zngen 3. ATMMHUCTPATUBHBIN U POUEAYPHBINI YPOBeHb oOecniedeHusi HHPOPMAMOHHOM
0e3onmacHocTH
Tema 5. AIMMHHCTPATHBHBIN YyPOBeHb, LeJH, 3aga4yu Ub, ynpasiienne puckamu

Konnenmus Wb, e€ nenu u stans moctpoenus. [lomutruka nHGOpMaIMOHHON O€3011acHO-
ctu (IINB) xak ocHOBa aAMMHMCTPATHBHBIX MEp MO 3alIuTe MH(OpMAIUU Ha MPEIIPUATHH.
CrpyKTypa TOKyMEHTa, XapaKTepU3YIOIIEro NOJUTUKY 0€30IacHOCTH, M OCHOBHBIE JTAllbl pas-
pabotku [1UB. 3anaun, pemaembie npu ananuze puckoB it MC. bazoBble METOIUKH, UCTIOIb3Y-
emble JUIsd OoLleHKH puckoB. OCHOBHBIE cTaHAApTHI B 00nactu pazpadbotku [INb u ananusa puc-
KOB. ba30BbIe MHCTpYMEHTAIIBHBIE CPECTBA JJI aHAIM3a PUCKOB U ympasieHus puckamu. Oc-
HOBHbIE puHIMIBI peann3anuu [1N1b.

Tema 6. [IpouenypHblii ypoBeHb, Ha3HAYEHHE, OCHOBHbIE HANIPABJICHHUSA OPraHU3ALUA
padoT, nesu, 3aa4M, NPUHIHUIBI IOCTPOCHUSA

Ha3nauenue u 3ajauM NpoLEAYpPHOTO YPOBHS IO oOecredeHHto HH(OpMarMOHHON
Oe3omacHocTH. OCHOBHBIE KJIACChl MEpP MPOLEAYPHOIO YPOBHS: YIPABIECHUE MEPCOHANIOM,
¢du3mveckas 3ammTa, noJaepxkaHiue paboTocrocoOHOCTH, pearnpoBaHie Ha HAPYIICHHUS PEKUMa
0€30I1aCHOCTH, TUIAHUPOBAHNE BOCCTAHOBUTEIBHBIX PaloT.

Pa3nes 4. [IporpaMMHO-TeXHH4EeCKHH YPOBEeHb o0ecniedeHns HHPOPMANMOHHOI HH(pOP-
MalMu
Tema 7. TexnoJiorust odoecneyenusi Ub, neau m npuHumnnbl nocrpoeHusi apxurekrypsl Ub

OcHoBHbIE MIOHSTHS IIPOrPaMMHO-TEXHUYECKOIO YPOBHS o0ecrieyeHus
uHpOpMalMOHHOM Oe3omacHOCTH. OCOOEHHOCTH COBPEMEHHBIX HH(MOPMALMOHHBIX CHUCTEM,
CYILIECTBEHHbBIE C TOUKHU 3pEHUS oOecrneueHuss THPOPMAIMOHHON 0€3011acHOCTU. ApXUTEKTypHas
0€30MacHOCTb.

Meps! 0€30MaCHOCTH: IIPEBEHTHUBHBIE, IPENATCTBYIOIINE HapyLICHUSM
UH(POPMALIMOHHOM 0e30MacHOCTH, Mepbl OOHApY)KEHUS HApPYUIEHHWH, Mephl JIOKAIN3YIOIIHUE,
Cy’Kalolllie 30HY BO3JEUCTBUS HApYyLIEHUI, Mepbl MO MPOCIC)KUBAHUIO HAPYIIUTENS, MEpbI
BOCCTAHOBJIEHHSI peXHMa 0€30IaCHOCTH.

Tema 8. CepBuchbl HH(pOPMALIHOHHOM 0€30NIACHOCTH, HA3HAYEHHUE, PYHKIHMH, METOABI pea-
JIN3ALMHU CEPBHCOB
[IporpaMMHbIe cepBUCHI 3alUThl MH(pOpMaLUKU B UH(POPMALMOHHBIX cucTeMax. MaeH-

TUdUKaIMs U ayTeHTHU(PUKAUS oJib30BaTeseil. bazoBeie MeTo1bI TapOIbHON ayTeHTU(DUKALIUH.
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Monenu pasrpanndenust qoctyna k uHpopmanuu. [IpoTokomupoBanue u aynuT (aKTUBHBIA U

MACCUBHBIN) HH(POPMAIIMOHHOW CHCTEMBI, IX OCHOBHBIE IIeJT U 0coOeHHOCTH. ba3oBbie MeTOAbI

Kpunrorpaduueckoro npeodpasoBanus naHHbX. [lorokoBoe u Giounoe mugpposanue. [Ipore-

nypa GopMUPOBaHUS 3JEKTPOHHOM NoanucH. DKpaHupoBaHue nHGpopmaluu B cetsx. OCHOBHbIE

CEpBHCHI 3alUTHl B HH(OpMannoHHO-TenekoMMyHUKaMOHHBIX ceTsx (UTC). KommnberorepHsie

BUPYCHl M BpPEJIOHOCHBIE IMPOTPaMMBI: KJIaCCH(UKAINA, METOAbI U CPEACTBa OOPHOBI C HUMHU.

AHTUBHpPYCHBIE IPOTrPAMMHBIE KOMILJIEKCHI.

Beenenne B amc-
LUUIJIMHY, TEpPMHU-
Hbl M Olpeaene-
HHUS, TIOHATHE U

3ananue 1.

Jlomawnee 3a0anue Nol.

1. BeiGop Meromonoruu Jyisi MOCTPOCHUS BEP-
OaJIbHOTO 0OBEKTA 3AIIUTHI.

4, Oopa3oBaTesibHbIE TEXHOJIOTUH
Neo | Haumenoeanue . OopazosamenvHole
Buowt yueonoii pabomut

n/n paszoena mexHo02uu

1. |Pazgen 1. Jlexyus 1. Beedenue 6 oucyuniuny, mepmunsl u|Beoonas  nexyus ¢
Mertononoruue- |onpedenenus, nouamue u cywyHocms Ub. UCNOIb308AHUEM
CKHe acnekTsl | Codepoicanue 3aHAMUSAL: 8UOeoMamepuaos.
uHpopmannon- |l. OnpeneneHne OCHOBHBIX NOHSATHIA U TePMH- | M3yueHue mamepuana
HOM 0e30MacHO-|HOB JUCIHILTUHBIL. no meme.
ctu (Ub) 2. Henwu, 3anaun u npuHuuns! b u 3U.
Tema 1. Jlabopamopnas paboma: Boinonnenue u zawuma

1abopamopHoll
pabomol

IIposepxa Odomauinezo
3a0aHUAL.

nHpopmaruu HP.

Jlabopamopnas paboma:

Samanue 2.

Camocmosmenvnas paboma:

1. Kakuie 00BbeKThI 3a1UThl B UH()OPMAIIMOHHBIX
cucremax (MC).

2. OcHOBHBIE HCTOYHUKH yrpo3 ais UC.

3. XapakTepHble yrpo3bl JIsi HHQOPMAIIMOHHBIX

pecypcos (HP).

cymHocTs UB. Camocmosmenvhas paboma: Koncynomayus c
1.Ces3b Ub ¢ nuadopmaruzanueii odmiecTna. UCNOIb30BAHUECM
2.HopmaTruBHO-IPaBOBOTO OIPEAEICHUSI OCHOB-|91€KMPOHHOU — NOYMbL
HBIX MMOHATHH. (OIl).

2. |Pa3pmea 1. Jexyua 2. Bazoevie yeposzvl ungopmayuonnou|/lexyus-euzyaruzayus
Metononorude- |6ezonacHocmu. c npumeHeHuem
CKHe acnekTsl | Codeparcanue 3aHAMUSA: npoexmopa.
uHpopmannoH- |1.bazoBble 00BEKTHI U CYOBEKTBl 3alIUTHI | M3yueHue mamepuana
HOM Ge3omacHO- | MHQOpMAaIIIH. no meme
ctu (1b) 1.Ucrounuku yrpo3 u yrpossl Ub.

Tema 2. bazossie|[lomamtnee 3amanue No2. Ilposepra oomauwneco

yrpo3bl  uHpop-|1.0OnpeneneHne UCTOUHUKOB YIpo3 MO OTHOIE- |3ad0aHUA.

MallMOHHOW  0e3-|HHIO K BepOaibHOMY 00beKTy 3amuThl VP.

OIAaCHOCTH. 2.0rmpenienenye NOTeHIMAIBHBIX YIpo3 0e30MacHon

Buvinoanenue u 3awuma
nabopamopHuoi
pabomul
Koncynomayus
UCNONb3068AHUEM
9NEeKMPOHHOU NOUMb.

c
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Paznen 2.
3aK0HOJATECIIb-
HbI{, YPOBEHb
obecneucHus
nHpopmaIon-
HOI Oe30ImacHo-
CcTH

Tema 3. Cran-
JApTHI U CIIEIN-
¢dukanyu B o0na-
ctu Ub.

Jexyua 3. Cmanoapmel u cneyuguxayuu 6
oonacmu UPB.

Cooepoicanue 3auamusi:

1. 3HaueHue CTaHIapTOB B MCHOJb30BAaHUM HH-
(bopMaIMOHHBIX TEXHOJIOTHA.

2. CTpyKTypa U OCHOBHBIE IOJIO)KEHUS MEXKY-
HapoJHbIX akToB B chepe Ub.

Jlabopamopnas paboma:

3amaunue 3.
Jlomawmnee 3a0anue No3:

1.Be16op kputepusi TpeOOBaHUN MO OTHOIICHHIO
noBeputenbHO 6a3p1 C.

Camocmosmenvras paboma:

Jlexyus-eusyanuzayus

c npumeHeHuem
npoexmopa

H3zyuenue mamepuana
no meme.

Buvinonanenue u 3awuma
1abopamopHou
pabomwl

Ilposepxa Odomauwinezo
3a0anus.

1. [TonaTHE U Ha3HAYEHHE CTAHIAPTOB. Koncynemayus c

2.Bunpl craHmapToB U KPUTEPUHM  OLEHKHU|UCNONb30BAHUEM

COCTOSTHUSI THPOPMAITMOHHOHN 0€3011aCHOCTH. 91eKMPOHHOU NOYMDbL.
Pa3nea 2. Jexyusa 4. Cmanoapmer P® 6 obnacmu HUDB,|/lexyus-euzyanuzayus
3akoHomarenb-  |pykogooawue ookymenmol PCTIKa PD. c npumeHeHuem
HBI, ypoBeHsb | Codepoicanue 3aHamusi: npoexmopa.
obecrieueHus 1.Poccuiickue HOpPMATUBHO-TIPABOBBIC aKThl B|M3yuenue mamepuana
uHpopmarnmon- |obaactu Ub. no mem.

HOl 0e3o0IacHo-
cTH

2.ba3oBbIe MPUHIMITBI 3aIUTHl UHHOPMAIIUU OT
HecaHkuuonupoBanHoro goctyna (HC) B

Tema 4. COOTBETCTBUM  C  HOPMaTUBHO-IIPaBOBBIMH
Cranpaptel PO B| noKymMeHTaMH. Buvinonnenue u 3awuma
obnactu Ub, Py-|Jlabopamopnas paboma: nabopamopHou
KOBOIdIIMEe O0-|3amanue 4. pabomol
KYMEHTBI Jlomawnee 3a0anue No4: IIposepra oomauwnezo
DdCTOKa Poc-|1.0npenenenne BO3MOXHBIX KaHAJIOB OCTYIA|3A0aHUSL.
CHH. 3JI0yMBINIUICHHUKA K BepOaIbHOMY OOBEKTY 3a-
LIUTHL.
2. TpeyroiapHHK 3JI0YMBIIUICHHBIX JCHCTBUH.
CamocmosmenvHas paboma: Koncynomayus c
1.OcHoBHBIE penepanbHble opranbl PO, renepu-|ucnonvsosanuem
pyIoIe HOPMAaTUBHO-TIPABOBBIE aKTHI B C(hepe|21eKmpoHHO NOYmbl.
Ub.
2.Kareropuu leHHOCTH U BaKHOCTU MH(OPMAIUH
B FOCYJJapCTBEHHBIX yupexkaeHusx Poccun.
Paznea 3. Jlexyus 5. Aomunucmpamuenwiil yposens: yeau, |Jlekyusa-eusyanusayus
AnMUHHCTpA- 3a0auu UB, ynpaenenue puckamu. c npumeHeHuem
TUBHBIN U Tipotte- | Codeporcanue 3aHamusi: npoekmopa.

JIyPHBI YPOBEHb
o0ecrieueHus
uH(pOpPMaIMOH-
HOM 6e30macHo-
CTH.

Tema S.
AnMUHHCTpA-
THUBHBIA YPOBEHb,
nenu, 3amaun Ub,
yIpaBJeHUE pUC-
KaMU.

1. Konuenmusa Ub.

2. Ilonutuka n nporpamma Mb.
3. Anamu3 puckos Ub.
Jlabopamopnas paboma:
3amanue 5.

Jlomawmnee 3a0anue NoS.

1.0numure comepKaHWE OCHOBHBIX —JTaloB
¢dhopmupoBanus kouuenimu 1b.
2.0mMmuTe  coJepiKaHue OCHOBHBIX —JTarloB

¢dbopmupoBanus nonmutuku Ub.

Camocmosmenvnas paboma.

Hzyuenue mamepuana
no meme.

Buinonnenue u 3awuma
nabopamopuol
pabomul

3anamue
UCNOTb3068AHUEM
Cneyuanu3UpoBaAHHO20
110.

IIposepka Oomauinezo

3a0aHU.
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1.0OcHoBHbIe pa3aensl noautuku Ub.

2.ba3oBbie WHCTpyMEHTaNbHBIE cpencTBa s |Koxcyrbmayus c

aHaJIM3a PUCKOB. UCNOIb308aHUEM

3.CtpaTeruu yrnpaBJieHHUS PUCKAMHU. 971eKMPOHHOU NOYMDbL.
Paznea 3. Jlexyus 6. Ilpoyedypusiii yposeHv: HasHauenue,|/lexyusa-euzyanuzayus
AnMuHHUCTpa- OCHOGHblE HANPAGIeHUs opanusayuu pabom,|c npumeHeHuem
TUBHBIH U TIpoLIe- |yenu, 3a0auu, NPUHYUNbL NOCMPOEHUS. npoexmopa.

JIYPHBI YPOBEHb

Cooeporcanue 3anHamusi:

H3zyuenue mamepuana

obecrnieueHus OBHBIE KJIACChl MEP MPOLIEIYPHOTO YPOBHSI. no meme.
uHpopmannoH- |1.YnpaiaeHue nepcoHanom.
HOM Oe3omacHo- |2.Ddu3uueckas 3amura.
CTH. 3.IToxnepxanue paboTOCTIOCOOHOCTH.
Tema 6. 4.PearupoBaHue Ha  HapyuleHHs  pexXHuMa
[TpouenypHsiii  |0€3011aCHOCTH. Buvinonnenue u zawuma
ypOBeHb, Ha3Ha- |5.I1naHnupoBaHNe BOCCTAHOBUTENBHBIX paboT.  |1abopamopHou
4yeHue, OCHOBHBIE |Jlabopamopnas paboma: pabomol
HarpaBJeHus op- |3aaanue 6. 3anamue c
raHu3aiuu pador,|Jomawnee 3adanue Nob. UCNOIb308AHUEM
1IeJIH, 3aa49H, 1.Pa3pabotka TpeboBaHMii TIO pabOTe C|cCreyuaru3zuUpoBaHHO20
NPUHIUIGI TI0-  |TIEPCOHANOM, Blaaeomue KoHpuaeHuuansHoi| /0.
CTPOCHHSI. uHpopMmaIuen. Ilposeprxa Oomauneco
2. TumoBele  TpaBWJa  PEArHpOBAaHUS  HA|3A0AHUAL.
HapyuieHus b B upe3BbIYaliHbIX CUTYaALUSX.
Camocmosmenvhas paboma:
1. MunuM#3aus NpUBWIETUN U pacrpe/esieHne
00si3aHHOCTEH  MEXIy  mepcoHanoM,  Kak|Koucyremayus c
OCHOBHOM MPHUHIIMIT UCKIIOYEHUS OT CIIYHYalHBIX |UCNOIb308AHUEM
OMMOOK M pearu3aliy MPEeJHAMEPEHHBIX YIPO3 |91eKMPOHHOU HOUMbL..
2.0cHOBHBIE TpeOOBaHUS K MEPCOHANLY IO
noaaepkanuio padborocnocoonoctu. UC.
3.OCHOBHBIE  MpaBuUia MO  HUCKIIOYCHHUH
JeCTa0MIM3UPYIOMKUX  (AKTOPOB  HAPYIICHUS
cocrosauus Ub.
4. JleficTBUsl TIEpCOHAlla [0 MHUHHUMH3ALUU
yiep6a npu TUTAHUPOBAHHUH
BOCCTAaHOBUTENBHBIX PabOT.
Pasznen 4. Jexyus 7. Texnonoeus obecneuenuss Ub, yenu u|/lexyus-euzyanuzayus
[TporpammHo- npUHYUNnsl nocmpoenus apxumexmypul Ub. c npumeHeHuem
TEXHUUYECKUU Cooepoicanue 3auamusi: npoexmopa.

YpOBEHBb o0ecrie-
4yeHus: tHpopma-
IUOHHOW UH-
bopmanuu

Tema 7.
TexHonorus
obecneuenus Ub,
LIEJIM U IPUHLIU-
bl IOCTPOCHHUS
apxurekTypsl Ub.

1. OcHOBHbIE OHATHUS TPOTPAMMHO-
TEXHUYECKOTo ypoBHs obecnieueHus 1b.

2. OcoOeHHOCTH COBPEMEHHBIX
MH(POPMALIMOHHBIX CHCTEM, C TOUKH 3PEHUS
obecnieuenus Ub.

3. ApxurektypHast 6€301acHOCTb.
Jlabopamopnas paboma:

3ananue 7.

Jlomawnee 3aoanue No7.

1.ITocTpoeHue apXUTEKTypbl O€30MaCHOCTH ISt
BepOATHLHOTO OOBEKTA 3AIIHTHI.
Camocmosmenvuas paboma:

1.0cHoBuble mnpoOnembl B mnoctpoeHun C3U,

H3zyuenue mamepuana
no meme.

Buvinonnenue u 3awuma
1abopamopHou
pabomwl

3anamus
UCNOIb308AHUEM
CReyuanu3UpoOBaAHHO20
110.

Ilposepxa Odomauinezo
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CBS3aHHBIX C pa3BUTHEM HMH(POPMAIIMOHHBIX
TEXHOJIOTHUH.

2.llepeuncnuTe  TPUHIUIBI  APXUTEKTYPHOU
0e30IMacHOCTH JUTSL obecneueHust
koHpuaeHManpbHOoCcTH UP.

3.Ilepeuncianre TOPUHIMUIBI  APXUTEKTYPHOM
0e30macHOCTH i1 00ecledYeHHsl BBICOKOH
JOCTYITHOCTH (HEenmpepbIBHOCTH

¢dbyakunonuposanus) k UC.

300aHUA.

Pazneua 4.
[Iporpammuo-
TEXHUYECKUMN
YpOBEHb oObecre-
4yeHus: uHpopMa-

[IAOHHOMI HH-
dopmanuu
Tema 8.
CepBucol UBb,
Ha3Ha4YCHHE,
GyHKIIUH, METO-
Ibl  peaau3aluu

cepucoB Ub.

Jlexyus 8. Cepsucevt Ub: nasnauenue, ¢oynxyuu,
Memoowl peanuzayuu cepsucos UPb.
Cooeporcanue 3anamus:

1. Nnentudukanus U ayTeHTU(DUKAIUS TIOIB30-
BaTelleH.

2.Y1paBieHue J0CTyIoM K nH(popMaIuu.
3.IlpotokonupoBanue u ayaut Ub.

4.ba3oBble METO/BI KpUNTOrpauueckoro Impe-
00pa3oBaHus JaHHBIX.

5.0kpaHupoBaHME Kak 3amuTa WH(GOpMalUU B
CeTsX.

Jlabopamopnas paboma:

3amanue 8.9.

Jomawmnee 3adanue No7:

1. Knaccudukanus KOMIBIOTEPHBIX BUPYCOB.

2. Beibop Meronma KpunTorpaguyeckoro mpeoo-
pa3oBaHUs TaHHBIX.

Camocmosmenvras paboma:

1.OcHOBHBIE TPYMITBI METOJIOB Ay TCHTU(UKAIHH.
2.0co0eHHOCTH TPOTOKOJIIMPOBAHUS AyAHTA.
3.0OCHOBHBIE TPYINIBI KJIACCOB 3alIUIIEHHOCTH
nucC.

4.CuMMeTprUYHbIE U aCCUMETPUYHBIE KPUIITOCH-
CTEMBI.

5.KommprotepHas creranorpadus.

6.0OCHOBHBIE KJIACCHI MEKCETEBBIX SKPAHOB.

Jlexyus-eusyanuzayus

c npumeHeHuem
npoexmopa.

H3zyuenue mamepuana
no meme.

Buinonnenue u sawuma
1abopamopHou
pabomul

3anamus
UCNOb308AHUEM
cneyuanu3upoB8aHHO20
110.

IIposepka odomawnezo
3a0anus.

Koncynomayus
UCNONb306AHUEM
9NEeKMPOHHOU NOUMb.
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5. OueHka MIaHUPYEMbIX Pe3yJbTATOB 00yUYeHHsI

5.1. CucreMa oleHUBAHUSA

dopma KOHTPOJIS Makc. KoInu4ecTBo 0aJijioB
3a oHy pa- Bcero
ooty

Tekymuii KOHTPOJIb:

- onpoc; 5 6annos 30 b6annos
-3awuma 1abopamopHeix pabom, 5 6annos 20 bannos

- mecmuposgauue, 10 6annos 10 6annos
[TpomexyTouHas aTTecTanus 40 6annos
(3auem c oyenkoi);

Wtoro 3a ceMecTp (AUCUMILIUHY). 100 bannos

Texkywyuit KoHmpo.iop

Ilpu ouyenusanuu ycmnozo onpoca u yuacmus 6 OUCKycCUuu Ha cemunape yuumaolea-
omcea:
- CTENEHb PAaCKPBITUA cojepkanusa Matepuana (0-2 6amna);
- U3JI0’KEeHHEe MaTepuania (rpaMOTHOCTh PEeYH, TOUHOCTh UCIIOJIb30BAHUS TEPMUHOJIOTHH U CUM-
BOJIMKH, JIOTUYECKasl TOCJIeI0BATEIbHOCTD U3NI0XKeHus MaTepuania (0-2 6amna);
- 3HAHUE TEOPUHU U3YUYECHHBIX BOMPOCOB, CHOPMUPOBAHHOCTH H YCTOMYHBOCTD UCTIOIB3YEMBIX
pu oTBeTe yMeHUI 1 HaBbIKOB (0-1 Gaiwn).

Ilpu ouenusanuu npakmuueckux padom yuumoleaOmcsa:
- TIOJIHOTA BBITIOJIHEHHOM paboThI (33aHKE BBITIOJHEHO HE MOJHOCTHIO W/WIIH IOMYIICHBI IBE U
OoJsiee omMOKM WM TPU U Oojiee HETOYHOCTH) — 1-4 Ganna;
- 000CHOBaHHOCTh COJIEPKAaHUS U BBIBOJOB pabOThI (3a7aHK€E BBIIIOJHEHO MOJIHOCThIO, HO 000C-
HOBaHHE CO/ICPKAHUS U BBIBOJIOB HEIOCTATOYHBI, HO PACCYKJIEHUSI BEPHBI) — 5-8 0aIOB;
- paboTa BBITIOJIHEHA TIOJTHOCTHIO, B PACCYKIIEHUSIX U 0OOCHOBAHHH HET MPOOETOB WU OLITHOOK,
BO3MOYKHA OJIHA HETOYHOCTH -9-10 6aos.

Ilpu oyenusanuu nucomennvix pabom (peghpepamos, 00k1a00s):
OreHKa «OTJIIMYHOY:
- HaJMyuWe YeTKOro IUlaHa pedepata I0KIaaa;
- packpeITue B pedepare, T0KIaae CyTH TPOOIEMBI;
- CaMOCTOSITENIbHOCTh B MOA00pe (aKTUYECKOro MaTepuaia U aHAIUTUYECKOTO €ro OCMbIcie-

HUS;

- cB0O0OOJHOE U3NOKEHUE MaTepHralia U YeTKHE OTBETHI Ha MOCTABJICHHBIE BOIIPOCHI.
O1eHKa «XOpOIIO»:
- yMEHHE U3JI0KHUTh CKATO OCHOBHBIE MOJIOXKEHUS pedepara, T0KIaaa;

- packpsiTue B pedeparte, JOKIaaE CYyTH MPOOIEMBL;
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- CaMOCTOSITEIbHOCTh B MOJI00pe (haKTUUECKOTo MaTepuala U aHaJUTHYECKOTO €ro OCMBbICIe-
HUS;
- cBOOOJHOE M3IIOKEHHE MaTepuana U OTBETHl HA MOCTABJICHHBIC BOMPOCH C HECYIIECTBEH-
HBIMH, HO OBICTPO HUCIPABIIIEMBIMH JTOKIATYMKOM OIIHOKAMH.
OrneHka «yA0BIETBOPUTEIBHON:
- JIOKJIQJYMK 3aTPyIHSACTCSA U3JI0KHUTh OCHOBHBIE ITOJIOKEHUS pedepaTa, JOKIaa;
- HE JIOCTAaTOYHO IOJIHBIX 3HAaHUU MO TeMe pedepaTa, AOKIana, OTCYTCTBUE apryMEHTAIUH
IIPU OTBETE;
- He CTPYKTYpHUPOBAHHOE U3JIOKEHUE MaTepuaia pedepara, J0KiIaaa, MpU OTBETE Ha BOMPOCHI
JIOITYCKAaeT OITHOKH.
OreHKa «HEYIOBJIETBOPUTEIHLHON:
- pedepar, JOKIa] HE TOATOTOBJICH.
Kpumepuu oyenueanua npu mecmuposanuu.
[Tpu TecTupoBaHUH CTYACHT JOJDKEH OTBETUTH Ha 20 BOIIPOCOB.
[Tpu onleHMBaHUM OTBETA HA BONIPOC YUUTHIBACTCS:
- oTBET coaepkuT Menee 20% mpaBuiibHOTO OTBETA (1-4 Oanna);
- otBeT coaepkuT 21-50 % mpaBuibHOTO OTBETA (5-9 GanoB);
- otBeT coaepxkuT 51-80 % mpaBuibHoro otBera (10-14 6amnos);
- oTBeT coaepxkuT 90% u Oonee npaBuiibHOTO 0TBETa (15-20 GaisoB).
Kpumepuu oyenueanusa npu coaue 3auema ¢ oueHKoil.
[Tpu cnave 3a4yera ¢ OLIEHKOW CTYJIEHT JOJDKEH OTBETHThH Ha 2 BOIIPOCA TEOPETUUYECKOTO
Xapakrepa.
[Tpu onleHMBaHUM OTBETA HA BOIIPOC TEOPETHUECKOTO XapaKTepa YIUTHIBACTCS:
- TEOPETUYECKOE CO/Iep)KaHUE HE OCBOCHO, 3HAHNE MaTepuana HOCUT (pparMeHTapHbIN XapakTep,
HaJlmyue rpyosIx omunbok B otBeTe (1-3 Gana);
- TEOPETUYECKOE COJIEP’KaHNEe OCBOEHO YaCTUYHO, JIOMYILEHO HE 0oJiee IBYX-TpeX HEA0UYETOB (4-
7 GamioB);
- TEOPETUYECKOE CO/IeP’)KaHUEe OCBOEGHO MOYTH MOJHOCTBIO, JIOMYIEHO He 00Jiee 0OAHOTO-BYX
HEJI0YeTOB, HO 00YYaroIUICs cMOT Obl UX UCIIPABUTh CAMOCTOATENBHO (8-11 GansoB);
- TEOPETUYECKOE CO/IEPI)KaHNe OCBOCHO MOIHOCTHIO, OTBET MOCTPOEH IO COOCTBEHHOMY TUIaHY

(12-15 6amnsos).

15



[TosryueHHBIN COBOKYIHBIN pe3ynbTaT KOHBEPTUPYETCS B TPAIULIMOHHYIO IIKATy OLICHOK

U B IIKaTy OIleHOK EBpomeiickoil cuctemsl mepenoca u HakoruieHus KkpeautoB (European Credit

Transfer System; nanee — ECTS) B cooTBeTcTBUM ¢ TaOnHIICH:

100-6annpHas mka-

1 TpaauumonHas mkana Hlxana ECTS
95 —-100 A

83904 OTJIMYHO B

68 — 82 XOPOIIIO 3a4TEHO C

56 — 67 D

50 55 YIIOBIICTBOPUTEIHHO E

20-49 FX

0_19 HEYJIOBJIETBOPUTEIBHO HE 3a4TEHO =
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5.2. Kpurepun BbICTaBJIEHUS OLIEHOK

Banany/
HIxkana
ECTS

OneHka 1o auc-
IUILJINHE

Kpurepun oueHKH pe3yJIbTaTOB 00y4eHH s 110 JUCIU-
TUINHE

100-83/
A.B

«OTIIHYHOY/
«3a4TeHo (OTINY-
HO)»/

«3a4TEHO»

BricTaBmsiercss 00y4aromeMycsi, €Cu OH TITyO0KO U TPOYHO
YCBOUJI TEOPETUUYECKUI U MPAKTUYECKUI MaTeprall, MOKET
MPOJAEMOHCTPUPOBATH 3TO HA 3AHATHUAX U B XO/I€ IPOMEXKY-
TOYHOM aTTeCTalllH.

OOyuaronuiicst UCUEPIIBIBAIOIIE U JOTHYECKH CTPOHHO U3-
Jaraet yuyeOHbIN MaTepual, yMeeT YBSI3bIBaTh TEOPHIO C
MIPAKTUKOH, CIIPABIISETCA C peIIeHNeM 3aaay npodeccuo-
HaJbHOW HAIPaBIEHHOCTU BBICOKOTO YPOBHSI CIIOKHOCTH,
MIPaBUILHO OOOCHOBHIBAET MPUHSATHIC PEIICHUSI.

CB00OOIHO OpUEHTHPYETCS B yueOHOH U TpodeccoHaIbHON
JaUTEparType.

OneHka no JUCHUILTMHE BBICTABIISIOTCS 00yUarolemMycs ¢
y4€TOM PE3YJIBTATOB TEKYILEH U IPOMEKYTOUHON aTTeCcTa-
LUU.

Komnerenmum, 3akperiéHnble 3a JUCUUIUIMHON, chopMu-
pPOBaHbI HA YPOBHE — «BBICOKHID.

82-68/

«XOPOMIO»/
«3a4TeHo (XOopo-
110)»/
«3a4TEHO

BeicTaBnsiercs 00ydaromemMycsi, €ClIi OH 3HAeT TeopeTHYe-
CKH M MPAKTUYECKUI MaTepuall, fpaMOTHO M IO CYIIECTBY
M3JIaraeT ero Ha 3aHATHUSIX U B XOJIE POMEKYTOYHOH aTTe-
CTaIiH, HE JIOITyCKasl CYIIECTBEHHBIX HETOUHOCTEH.
OOyyaromuiics MpaBUJIbHO IPUMEHSET TEOPETUUECKUE T10-
JIOKEHUS IIPU PEIICHUN TPAKTUYECKUX 3a1a4 Mpogheccuo-
HAJIBHOW HAPaBICHHOCTH PAa3HOTO YPOBHS CIOKHOCTH,
BJIaJiceT HEOOXOIUMBIMH JJISl STOr'0 HaBBIKAMH U IIPHEMAMH.
JlocTaTOuHO XOpOILIO OPUEHTHPYETCS B yUeOHOM U npodec-
CHOHAJILHOW JIUTEpaType.

OueHka 1Mo JUCIUITUIMHE BBICTABIAIOTCS 00yJaromeMycs ¢
y4€TOM pe3yNbTaTOB TEKYIIEH U MPOMEXYTOYHOM aTTecTa-
M.

Komnereniuu, 3akpeniaéHnble 3a JUCUUIUIMHON, chopMHU-
POBaHBI HA YPOBHE — «XOPOIIANY.

67-50/
D,E

«yIOBJIETBOPU-
TETBbHOY/

«3a4TeHo (ynoBIe-
TBOPH-TEIBHO)»/
«3a4TEHO»

BeicTaBisiercs o0yyaromemycs, €cii OH 3HaeT Ha 6a30BOM
YPOBHE TEOPETUYECKU U TPAKTUYECKUM MaTepural, J10Imyc-
KaeT OT/IeIbHbIE OINOKY MPH €r0 U3JI0KEHUH Ha 3aHATHIX
U B XOJI€ IPOMEKYTOYHON aTTECTALlUH.

OOyuaromuiicss UCTIBITHIBAET ONpeIeIEHHBIE 3aTPyIHEHUS B
IIPUMEHEHHUH TEOPETUYECKUX MOJI0KEHUN ITPU PEILICHUH
MPAKTUYECKHX 3a/1a4 MPO(HheCcCHOHAIBHOM HApPaBICHHOCTH
CTaHJIaPTHOT'O YPOBHS CII0KHOCTH, BIIaJIeeT HEOOXOJUMBIMU
JUIs1 3TOTO 0A30BBIMU HAaBBIKAMH U TIPUEMAMHU.
JleMOHCTpUpYyeT AOCTaTOYHBIM ypOBEHb 3HAHUS yUEOHOU
JIUTEPaTypsl 110 AUCLUIIIVHE.

OneHka o JUCHUIUIMHE BBICTABIISAIOTCS 00Y4aIOMEMYCS C
Y4€TOM PE3YJIBTATOB TEKYILEH U IPOMEKYTOYHOU aTTeCcTa-
LUH.

Komnerenmuu, 3akpeniéHnble 3a JUCUUIUIMHON, chopMHu-
POBaHbI HA YPOBHE — «JIOCTaTOYHBINY.
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banabl/ Ouenka no auc- Kpurepun oueHKH pe3yJbTaTOB 00y4eHH s 10 IUCIU-

Hlxana IHUIIJINHE IJIMHE
ECTS
49-0/ «HEY/IOBICTBOPU- | BrIcTaBiseTcst 00yJaronieMycs, €Clid OH He 3HaeT Ha 0a3o-
F.FX TEIBLHOY/ BOM YPOBHE TEOPETHYECKUIN U IPAKTUUCCKUIA MaTepura,
HE 3a4TEHO JOTyCKaeT rpyOble OMOKY MPHU €ro U3JI0KEHUU Ha 3aHATH-

X U B XOJI€ IPOMEXYTOUYHOM aTTECTALNH.

OOyuaronuiicst UCTIBITHIBACT CEPhE3HBIC 3aTPYAHEHUS B
IIPUMEHEHUH TEOPETUYECKUX TI0JI0KEHUH IIPU PELICHUH
MPAKTUYECKHX 33124 MPO(HEeCCHOHAIBHON HAIPaBICHHOCTH
CTaHJApTHOI'O YPOBHS CJIO’KHOCTH, HE BlIaJieeT He0OX01u-
MBIMU IS 3TOI'O HaBBIKAMH U IIPUEMAMM.

JleMoHCTpUpYeT (parMeHTapHble 3HaHUS Y4eOHOH JuTepa-
TYpBbI 110 JUCLHUILINHE.

OneHka 1o JUCLHUIUIMHE BBICTABIISAIOTCS 00Y4arOEMYCs C
y4€TOM PE3YJIBTATOB TEKYILIEH U IPOMEKYTOUHON aTTeCcTa-
LUN.

KomnereHumn Ha ypoBHE «IOCTATOYHBII), 3aKPEIIEHHBIE
3a AMCUUIUIMHON, HE CHOPMHUPOBAHBI.

5.3. OueHouHbIe cpeAcTBAa (MaTEepHAJIBI) JAJI51 TEKYLIEr0 KOHTPOJIA yCIIeBaeMOCTH, IPOMe-

)KyTO‘lHOifI aTrTreCcralumn oﬁyqamnmxca mo JTUCHUIIJIMHE

YcrHblii onpoc

YerHbrid OIMIPOC — 3TO CPEACTBO KOHTPOJIA, OPraHN30BaHHOC KaK CIICI{HaJIbHas 6CCCI[a

npenoaaBaresis ¢ 00y4JarouIMMCs Ha TEMBI, CBA3aHHbIE C U3y4aeMON AUCLUIIIIMHON, U paccuu-

TaHHOE Ha BhIICHEHHE 00beMa 3HaHUI 00yUaIOIIerocs 10 ONPeIeIEHHOMY pa3zely, TeMe, po-

OJiIeMe U T.II.

© © N o g b~ w DR

e T o
A © D B O

IlepeyeHb YyCTHBIX BONIPOCOB /I IPOBEPKH 3HAHUM
OcHoBHbI€ cocTaBstonIMe HHpopmanoHHoi 6e3onacHoctu (UB).
Xapaxrepucrtuka rnpodnem Ub.
Konuenmus 00beKTHO-OpUEHTHPOBAHHOTO TOX0/1a K obecnevenuto 1b.
Henocratku TpaauumonHoro nojaxoaa k ooecneuenuro Ub.
XapakTepucTuka HauboJsee paclpoCTPaHEHHBIX yIPo3.
Kputepun knaccupukanuu yrpos.
[Tprmeps! yrpo3 HOCTYITHOCTH.
BpenonocHoe nporpaMmHoe obecrieueHue.
OcHOBHBIE YIPO3bI LIETOCTHOCTH
OcHOBHBIE YIPO3bl KOHPHUIECHINATHHOCTH.
Yro Takoe 3aKOHOAATENbHBINA ypoBeHb b 1 mouemy oH BaxeH?
OcHoBHble 3ak0HbI PD B 00mactu Ub.
OcHoBHBIE 3apy0OeKHbIE CTaHAApTHI B oOnactu Mb.

Yto Takoe OIIEHOYHbIE CTAHIAPTHI U TEXHUYECKHE crierupuKanun’?
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15. Yro Takoe opaHkeBas KHUTA U JJI Y€ro OHA IPUMEHSIETCS?
16. Pexomennaruu X.800.
17.  Crangapt ISO/ IEC.
18. Uro Takoe monMTHKa OE30MaCHOCTH M €€ aKTyaJbHOCTh?
19.  Yro takoe mporpamma 6€3011aCHOCTH U €€ aKTyalbHOCTb?
20. B uewm nposiBnsieTcs aAMUHUCTPATUBHBIN ypoBeHb UB?
21. Kax cMHXpOHM3HPYETCS MOJIMTHKA 0€301acCHOCTH € KU3HEHHBIM KoM M C?
22. DTanbl ynpaBJI€HUs] pUCKaMH B CUCTEME 3aIlUThI HH(OPMALIHH.
23. OcCHOBHbIE IPOIPAMMHO-TEXHUUYECKUE MEPbI 3aLUTHI.
24. TexHonorust HISHTH(PUKALNU U ayTEHTH(PHUKALINN.
25. TexHonorusi ynpaBieHUs JOCTYIIOM.
26. IIporoxomupoBaHUE U ayIHT.
27. Texuonorus muppoBaHUs.
28. ApXHTEKTYpHBIE aCIIEKThI SKPAHUPOBAHHUSL.
29. Kiaccuduxammst MeKCETEBBIX SKPAHOB.
30. AmnHanu3 3aIAIIEHHOCTH.
31. BO03MOXHOCTHM TUIHMYHBIE CXEM TYHHEIUPOBAHUS.
32. 3amaum ynpasienus cuctemoit Ub.
KonTposabHoe TecTUpoBaHue

KoHTpo/bHOE TecTHpPOBaHMe UMEET Psijl IPEUMYLIECTB Nepe] TPAIULMOHHBIMU (opMa-
MU U METOAaMHU KOHTpoJst. OHO MO3BOJIsIET O0JIee pallMOHAIBHO UCIIOIb30BATh BPEMs yPOKa,
OXBaTUTh OOJBIINN 00BEM COAEepKaHUS, OBICTPO YCTAHOBUTH OOPATHYIO CBSA3b CO CTYACHTAMU U
OTIPENIeNIUTh PE3yNIbTaThl YCBOCHHUS MaTepHaia, COCPeJOTOYNTh BHUMaHHE Ha MpoOeiax B 3Ha-
HUSIX U YMEHUSAX U BHECTH B HUX KOPPEKTHBBHI.

TecThl - MOTYT HCIIOB30BATHCS J1JIS1 BCECTOPOHHEH OLEHKH COCTOSIHUSI UCTIBITYEMBIX,
HarpuMep, 10 Havaja mporecca 00y4eHHs C EIbI0 OIEHKH UX OTHOMICHUS K YYEHUIO, POBHS UX
MHTEJUIEKTYaJIbHOTO Pa3BUTHS, CIIOCOOHOCTEH K KOHKPETHOMY y4eOHOMY IpEMETY, yCTaHOB-
JIeHUs YPOBHS 00y4aeMOCTH, YPOBHS JTOCTHKEHUI B paccMaTpUBaeMoi 00JacTH 3HAaHUH.

TectupoBaHue — 3T0 cucTeMa, 001aaroIas AByMs TJIaBHBIMH CUCTEMHBIMU (DaKTOpaMHU:
COJIepKaTeIbHBIM COCTAaBOM TECTOBBIX 33/IaHUH, 00pa3yONINX HAMIYYIIYIO IEJTOCTHOCTD, U
HapacTaHWEM TPYIHOCTH OT 3aJIaHHsI K 3aJIaHHIO.

[TpuHIMI HapacTaHUs TPYIHOCTH U MTO3BOJISIET ONPEAEINTh YPOBEHb 3HAHUNA U YMEHUI
10 KOHTPOJIUPYEMOH JUCHUIUIMHE, a 00513aTEIbHOE OTPAaHUYEHUE BPEMEHH TECTUPOBAHUS — BbI-

SIBUTHh HAJIMYNUE HABBIKOB 1 yMeHI/II\/’I
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HIMeHHO TpYIHOCTH 3aJjaHusl KaKk CyOBEKTUBHOE MOHATHE ONPEAEIAETCS IMIIUPUIECKH,
10 BEJIMYMHE JIOJIU HETPABUIBHBIX OTBETOB. TPYIHOCTh OTIUYAETCS OT 0OBEKTUBHOTO TIOKa3a-
TEeJsl — CIIOKHOCTH, MTOJI KOTOPOM MOHUMAIOT COBOKYITHOCTh YMCJIA MOHATHM, BOIIEANIUX B 3a/1a-
HUE, YUCIIa JOTMYECKHUX CBSI3eH MEXIy HUMH U YKCIia Onlepanuii, HeOOXOIMMBIX JJIsl BBIIOJIHE-
HUS 3aJaHus. 3a/1aHus TeCTa MPEACTaBISIOT OO0 HE BONIPOCHI U HE 3a7a4u, a YTBEPKACHHUS,
KOTOpbIE B 3aBUCUMOCTH OT OTBETOB UCIIBITYEMbIX MPEBPALIAIOTCS B ICTUHHBIE UJIU JIOKHBIE.
IIpumepHbIe TECTOBBIE 3aJAHNSL:
1. B coomeemcmeuu c oeiicmeyrwouwum 3akoHom P®D nonamue «ungopmavyusn», xomopas
nooanexcum 3aujume, onpeoeniemcs KaxK:
1) cBemeHus o nHIax, mpeaMeTax, (pakTax, COOBITHIX, SBICHUSAX M MPOIECCaX HE3aBUCHUMO OT
(OpMBI UX TIPECTABICHUS;
2) ceederust (cooOweHus, Oanmvie) He3a8UCUMO OM POPMbL UX NPeOCMABIeHUS;
3) cBeneHusl, paccMaTpUBaeMbIe B MIPOLIECCE WX MEPeNayd MIIM BOCIIPUSATHS, TO3BOJIAIOIINE pac-
HIUPUTH 3HAHUS 00 UHTEPECYIOIIEM O0BEKTE;
4) cBeneHus, MepeaaBaeMble OJHUMU JIFOJAbMHU JPYTUM JIIOJSIM YCTHBIM, MUCHbMEHHBIM WM Ka-
KUM-JTH00 IPYTUM CIIOCOOOM.
2. Konghuoenyuanvnocmo ungpopmayuu:
1) cBeeHHsI, B yCTAHOBJIICHHOM IIOPSIIKE OTHECCHHBIC PYKOBOIUTENIEM K HH(POPMAIIUU OTPaHU-
YEHHOTO J0CTYIIA;
2) doxymeHmuposanHasn uHgopmayus, 00CMyn K KOmMopou 02paHudusaemcs 8 COOmeemcmesuu ¢
3akoHooamenbcmeom PD;
3) oTnenbHBIE 3aKPBHIThIE JOKYMEHTHI (MAacCUBBI JIOKYMEHTOB B 3aKPBITHIX MH()OPMAIIMOHHBIX
CHUCTEMax);
4) 3adukcupoBaHHas Ha MaTepUATLHOM HOCHTeNEe UH(OpPMAIIHS ¢ PEeKBU3UTAMH, MTO3BOJISIOIIH-
MU €€ UIECHTUPUITIPOBATE.
3. B coomeemcmeuu c oeiicmeyrouwyum 3akonom P® unghopmayuonnaa 6e3onacnocms onpe-
oensaemcs Kak:
1) mpouiecc opraHu3zaluy 3alUMIIEHHOCTH WHGOPMAIMOHHON Cpellbl OT BO3JIEHCTBUS HCTOUYHU-
KOB yIrpo3, obecrneunBaroiiee e€ (opMUpOBaHKE, UCTIOIb30BAHUE, PA3BUTHE B HHTEPECAX IPak-
JlaH, OOIIeCTBa, TOCY/IapCTBa;
2) cocmosiHue 3auunéHHocmu UHPOPMAYUOHHOU CPedbl OM 8030€UCMBUs. UCTOYHUKO8 V2pPO3,
obecneyusaroujee eé hopmuposanue, UCNOIbL30BAHUE, PA3BUMUE 8 UHIMEPECaX 2paicoaH, oouje-

cmea, 2ocyoapcmaea,
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3) cocTosiHME 3aMMIIEHHOCTH UH(YOPMAIIMOHHBIX PECYPCOB OT BO3AECHCTBUSI HCTOYHUKOB YIPO3,
oOecrieunBaroiee e€ GopMUpOBaHUE, UCIIONB30BAHNE, PA3BUTHE B MHTEpECax IpaxaaH, oOIe-
CTBa, TOCYJapCTBa;

4) cocrosiHUE 3AIIMIIEHHOCTH MH()OPMAILIMOHHBIX CHCTEM OT BO3JEUCTBUS HUCTOYHHKOB YIpo3,
obecrieunBaroniee e€ (GpopMupoBaHUE, UCIIONB30BAHKE, PA3BUTHE B MHTEpECax I'pakaaH, oOiie-
CTBa, TOCYJapCTBa.

4. 3awguma ungopmayuu om HeCaHKYUOHUPOBAHHO20 OOCMYNA:

3amuTa UH(OpMalMy, HampaBieHHAasl Ha MPEIOTBpAIICHUE OMyYeHUs 3aluiaeMoi nudopma-
[[UU 3aMHTEPECOBAaHHBIMU CYOBEKTAaMU C HapyllIeHHEeM TpeOOBaHH HOPMATHUBHBIX U MPABOBBIX
JIOKYMEHTOB;

3anyTa MHPOPMAaILMK, HapaBJIeHHas Ha MPEJIOTBPAIIEHUE MMOTyYeHHS 3aluIaeMoil nupopma-
[[UU 3aUHTEPECOBAHHBIMU CYOBEKTaMH C HApYIICHUEM IpaB 001aaTeIIMU UH(DOPMALIUH;
3awuma uHgopmayul, HAaNPAasiIeHHAs Ha NPedomepaweHue NOIy4eHUs 3auuaemol uHgpopma-
Yuu 3aUHMepecoO8anHbIMU CYOLEKMAaMU ¢ HApyUleHuem YCmaHo81eHHbIX HOPMAMUBHbIMU U NPa-
608bIMU OOKYMEHMAaMu (akmamu) uiu ooradamensimu uHGopmayuu npas uiu npasul pazepanu-
yeHus 00CMyna K 3auuuaemol ungopmayuu;

MPeIOTBpallleHUE MOTYYCHHs 3alIUiaeMoil MHPOpMalMK ¢ HapyIIeHHEeM YCTaHOBICHHBIX Tpe-
0OBaHMI1 K 3amUInaeMoi HHPOpPMaIUH.

5. Hcmounuk yepo3wt 6e3onacnocmu ungopmayuu:

1) cyOBekT (pusznyeckoe IUI0), SBISIOUIUICS HEMOCPEICTBEHHOW MPUYMHON BO3HUKHOBEHUS
yrpo3bl 0€30MacHOCTH UH(OpMaIy;

2) cyOBeKT (pu3ndeckoe JUI0, MAaTEPUATIbHBINA 00BEKT), MEHSFOIITUN COCTOSTHUE UH(POPMAIIUOH-
HOM 0€30I1acHOCTH;

3) cybvexm (ghusuueckoe nuyo, mamepuaibHulll 00beKm unu usuyeckoe sgienue), AGIAOUWUNCS
HenocpeoCcmeenHol NPUYUHOU 803HUKHOBEHUS Y2PO3bl De30NaACHOCIU UHGOpMayuU;

4) cyObeKT (puznueckoe JHUI0, MAaTEPHAIbHBIA O0OBEKT WMJIH (PU3UUYECKOE SBJICHUE), CO3IAI0IINX
MOTEHIHATBFHYIO WM PEAIbHO CYIIECTBYIONIYIO OMACHOCTh HapymIeHHst O0e30macHoCTH HHDOP-
MaIuu.

6. Yepo3a 6ezonacnocmu ungpopmavyuu:

1) COBOKYITHOCTh YCIOBUH M (DAaKTOPOB, CO3AAMONINX MOTEHIMAIHHYIO OMACHOCTh HAPYIICHUS
0e30macHOCTH UH(pOpMALIHH;

2) coeoxkynHocmuv yCaosuii u hakmopos, co30arouux NOMeHYUAIbHYIO UIU PealbHO CYUecma)-
IOWYI0 ONACHOCMb HAPYUleHUsl 6€30NACHOCMU UHDOpMayulL,

3) cyOBekT (pu3ndeckoe JUI0, MAaTEPUATBHBIA O0BEKT), SBISIOMIUIC HETTIOCPEICTBEHHOU MPHU-

YUHOW BO3HUKHOBEHUS yrpo3bl 0e30MacHOCTH HHGOpMaIUY;
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4) cyOBekT ((pu3nyeckoe JMI0, MaTepUATBHBIN OOBEKT), SBISIOMIMICS MPUYUHON HW3MEHEHUS
cocTosTHUS 6€30MacHOCTH HH(OPMALIUH.

7. K ocnoenvim memooam peanuzayuu HC/] k ungpopmayuu ne omnocumcsn:

1) «mackapany;

2) «moaxiabIBaHNE CBUHBI;

3) «kapuasany;

4) «atakay;

8. bopvoy c komnvromepuvimu npecmynienuamu ¢ Poccuu ne eeoym:

1) ctpyktypsl ®Cb;

2) omoenwt denapmamenma « Cy MYC Poccuu;,

3) otnensl «K» MBJI Poccuu;

4) cneunoapasziencHuss YIpaBleHUs 1Mo 0opb0Oe ¢ AKOHOMHYECKMMHU mpecTyruieHusmMu MBJ]
Poccun.

9. Kaxoii u3 6u006 KOMRbI0OMEPHBIX NPECMYNIEHUTL Haudo1ee pacnpoCcmpaner é Hacmosauee
epemn?

1) kpaka cpeiCTB KOMIBIOTEPHON TEXHUKH;

2) HeCaHKYUOHUPOBAHHBIL OOCMYN K UH(OpMayuu,

3) U3roTOBJICHHUE WIJIH PACIIPOCTPAHEHHE BPEIOHOCHBIX IPOTPAMM;

4) nepexBat uHGOpPMALINH.

10. K ocnoenvim ceoiicmeam uHgopmayuu, noOAEHCAUUM 3auiume, He OMHOCUMCA:

1) 1OCTYmHOCT®;

2) KOH(UICHIIMATBHOCTb;

3) 0ocmoseprocmy;

4) IeNOCTHOCTb.

11. B coomeemcmeuu c Oeiicmeyouum 3aKOHOM (KOHPUOEHUUANbHOCMb UHPOpMayuu)
onpeodenaemcs Kak:

1) cBoiicTBO MH(pOpMaKHU, TO3BOJISAOINIEE 00IaAaTENI0 MPHU CYIIECTBYIOMNX WM BO3ZMOXKHBIX
00CTOSITENbCTBAX YBEIMUUTH JOXOJIbI, M30€KaTh HEOMPABAAHHBIX PACXOJI0B, COXPAHUTH MOJIO-
JKEHUE Ha PhIHKE TOBAPOB, pabOT, yCIYT WIH MOJYYUTh HHYIO KOMMEPUYECKYIO BBITOY;

2) obs3amenvHoe 05 8bINOJHEHUS TUYOM, NOLYHUUBUUM OOCMYN K ONpedesieHHOU ungdopmayuu,
mpebosanue He nepedasams Maxyro uHgopmayuro mpemvum auyam 6e3 coanacus ooaraoamensi,
3) cBoiicTBO uH(pOpMamuH, AOCTYyl K KOTOPOW OrpaHUYUBAETCS B COOTBETCTBUU C
3aKOHOJATEeILCTBOM PD;

4) o6s3aTenbHOE TSl COOMIOEHUS (PU3NIECKUM WUITH IOPUIUISCKUM JIUIOM TpeOoBaHUE HE J0-

mycKaTh pacipocTpaHeHue nHpopmaiuu 0e3 coriacus e€ odnanaTens.
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12. Ilpu peanuzayuu mandamuoil nOJIUmMUKY 0OCMyna He peanusyemcsa ci1e0yroujuil Kpume-
puii:

1) Bce CyOBEKTBI U OOBEKTHI CUCTEMBI JOJKHBI OBITh HIICHTU(UITUPOBAHBI,

2) mpasa docmyna cyOvekma K 00bekm)y cucmembl ONpeoensiomcss Ha OCHOBAHUU HEKOMOPO2O
npasuia;

3) KaXJ10My OOBEKTY CHCTEMBI IPHCBAMBAETCS METKA KPUTUYHOCTH;

4) Kaxx10My CyOBEKTY CUCTEMBI IIPUCBOEH YPOBEHDb IMPO3PAYHOCTH, ONPEACISIONIMNA MaKCUMaIbHOE
3HAYEHUE METKU KPUTUYHOCTH O0OBEKTOB, K KOTOPBIM CYOBEKT UMEET JIOCTYIIL.

13. Umo ne npeocmasneno 6 mampuue 0ocmyna Kk uHpopmauuu:

1) cyOBekT nocrymna;

2) BUJI IOCTYIIA;

3) npasuno oocmyna;

4) 006beKT JocTyma.

14. Hoeoe cemeiicmeo mexncoynapooOHsblx cmanoapmos Ha CUCmeMbl YRnpaesieHus uHgopma-
UUOHHOIL DE30NACHOCMbIO UMeem KOO:

1) 17000;

2) 27000;

3) 37000;

4) 47000.

15. B kpunmocucmemax ucnojpb3yemcsa 6 0CHOBHOM C/1e0YIOWUIL MUR WUPPOsaHUA:

1) 6nounvlii;

2) IOTOKOBBIIA;

3) CUMBOJIBHBI;

4) cMelaHHBIH.

16. Kaxoe u3 nusice nepeuucieHHblX HANPAGIeHUIl He 6X00UM 6 COCMAE (Pu3uuecKoll 3auju-
mol:

1) dpusnueckoe ynpapieHue JOCTYIIOM;

2) pazoenerue docmyna noib3o8ameinell;

3) 3ammTa OT repexpara JaHHbIX;

4) 3amuTa noiIepKuBaronieid MHOPaACTPYKTYPHI.

17. 'ammuposanue — 3mo:

1) onuH U3 GYHKIIMOHATLHBIX METOAOB ayTeHTU(DUKAIIHH;

2) pa3HOBHIHOCTH CTETAaHOTPA(QUUECKOTO METO/1a 3aIIUThHI HH()OPMAIINK;

3) cnocob wugposanus ungopmayuu,

4) MeToJ1 MOATOTOBKU COOOILIEHUS I TPEOJOJICHHS MEKCETEBOr0 SKpaHa.
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18. Umo aenaemcsa 06vekmom 3auumol 6 06aacmu UHGOPMAUUOHHOU OE30NACHOCMU U 3a-
wumul ungopmayuu:

1) uadopmarus;

2) HocHTE M HH(POPMAIIHH;

3) uHopMaIOHHBIE MPOIIECCHI;

4) uadopmanus, HOCUTENH HHPOPMALIUU, HUH(OPMAIIMOHHBIE TTPOLECCHI.

19. Kakozo cpeocmea 0na 3auumol UHGDOPpMAUUU UTU €€ YHUUMONCEHUA He CYUieCmEyem:

1) «uHbOpMATMOHHBIN cerd»;

2) «IlyHAM#Y,;

3) «mopHaooy,;

4) «TeHbY.

20. Ilpozpammmusie upycwl He Kaaccu@uuupylomcs no cieoylouiemy npusHaKy:

1) mo cpene oOuTaHus BUpyca;

2) o croco0y 3apaKeHus,

3) 1O AECTPYKTUBHBIM BO3MOXHOCTSIM,

4) no cnocoby pazmHodicenusl.

21. Ilpeumyuwiecmeom manOamuo20 mMemooa ynpagieHus 00CHYynoM He AGIAEHCA:

1) obecnieuenue 6osee BbICOKOM HaieKHOCTH padboThl camoit NC;

2) mpocToTa onpeAeNeHus IPaBUil pa3rpaHUUEHUs JOCTYIIA;

3) wupoxoe pacnpocmparnenue 0aHH020 Memooad 0as. pabomsl ¢ KOHGUOESHYUANbHOU UHDOpMa-
yueti,

4) npenoTBpallleHue yTeuykKd UHPOpMAaIMU U3 0OBEKTOB C BBHICOKON METKON KOH(HIAEHIIHAIb-
HOCTH B OOBEKTHI ¢ HU3KOH METKOW KOH(UICHIIHATBEHOCTH .

22. Cospemennan kpunmozpagusa ne eKa0uaem cieoyiouuil pasoen:.

1) cuMMeTpUYHbIE KPUITOCUCTEMBI;

2) KpUNTOCUCTEMBI C OTKPBITHIM KJIIOUOM;

3) cucmemvbl popmuposarus xaui-yuKyui;

4) ynpaBJeHHe KII0OYaMH.

23. Cummempuynsie KpURMOCUCHIEMbl HE UCHOIb3YIOM Ce0YIOWUIL al120pumm wugposa-
HuA:

1) DES;

2) IDEA,;

3) 'OCT 28147-89;

4) aneopumm [ughgpu-Xennmana,
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24. Ykaxcume, kaxkoii u3z yKa3aHHwvlX Memo008 3aKpulmusa UH@opmauuu Haubdonee mpyooé-
MOK:

1) nepecraHoBKa;

2) ananumuyeckue npeoopazo8anus,

3) raMMupOBaHHUE;

4) 3ameHa.

25. B uucno ocHo8HbIX RPUHUUNOB, HEOOXOOUMBIX 0713 OOCMUNCCHUSA APXUMEKMYPHOU He3-
ORACHOCMU 3AUUULAEMBIX CUCHIEM, HE 6X00UM C1eOVIOUUIL:

1) HEBO3MOKHOCTh MMHOBATh 3alIIUTHBIE CPE/CTBA;

2) aukeuoayusi camoco ciaboco 36ena,

3) HEBO3MOKHOCTH IEPEX0/1a CUCTEMBI B HEOE30MMaCHOE COCTOSHUE;

4) S11eTOHUPOBAHHOCTH OOOPOHBHI.

26. Kaxoit u3 ykazanHvlX )YHKUUII He AGNAEMCA CEPEUCOM ONA ARNAPAMHO-NPOZPAMMHBIX
cpeocme 3auumaul uHgopmayuu:

1) upentuduranys u ayreHTUQUKAIS;

2) kpunrorpaduueckas 3aIuTa;

3) ynpaenenue nepconanom,

4) sKpaHUPOBAHHUE.

27. Konuuecmeo Knaccog 3aujuuyeHHOCmU 0151 MeXNCCemesvlX IKPAHO8:

1) Tpu;

2) yeTsIpe;

3) nams,

4) miecTs.

28. K ocnosnvim mepam no 3augume Kpunmozpagpuyueckux Kaloueil He OmMHOCUmcs cieoyio-
wasn:

1) orpanuveHue Kpyra Jull, TOMyIEHHbIX K padoTe ¢ KIIYaMHu;

2) periaMeHTalvs PacChUIKH, XPAHEHUS U YHUUYTOKEHUS KITFOUECH;

3) pernmameHTaIysl MOPsAKA CMEHBI KITFOUeH;

4) npumeneHue Memooa KOHSPYIHMHBIX CeUeHULl O XPAHEeHUsl KITOYell.

29. B nacmosawee epemsa Opanomayip - ymo:

1) cnenuanu3upoBaHHBINA MPOrPAMMHBIN KOMILIEKC;

2) crienralibHOE TEXHUYECKOE CPEICTRO;

3) cneyuanu3uposanubiii NPOSPAMMHO-ANNAPAMHbBIL KOMNAEKC,

4) pa3HOBUAHOCTH KPUNTOTPapUIECKOro CPeICTBA 3aLUIUTHl HH(POPMAIUH.

30. Llenwv 3auumeol ungpopmayuu:
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1) 3apaHee HaMEUEHHBIN Pe3yJbTaT 3aIMMUTHl HHGOPMAIIMH 11O TIPEAOTBPAICHUIO yiepOa ola-
JaTelnto nHpOpMaInu;

2) 3apanee HamMeueHHbLI pe3yIbmam 3auumsl uHpopmayuu no npedomspaujenuio yuepoa oo-
aadamento uHGopmayuy U3-3a 803MONHCHOL ymeyKy uHgdopmayuu u (Unu) HecaHKYuoHUPOBAHHO-
20 U HENPeOHAMEPEHHO20 8030eliCMBUs HA UHDOPMAYUIO,

3) uckioYeHre (HeAOMyIIeHNs) pealln3aluy yrpo3 0e30macHOCTH HH(OPMAIIHH;

4) 3ammrTa HHPOPMALIUH OT €€ YTCUKH.

31. Dppexkmusnocms 3auumol ungopmayuu:

1) BeimosHeHHE TpeOOBAaHUI HOPMATUBHBIX IOKYMEHTOB IO 3alllUTe HHPOPMALIHH;

2) BBINIOJTHEHHUE PEKOMEH/IAINN PYKOBOASIIUX TOKYMEHTOB TI0 3alUTe HH(pOpMAaInH;

3) cTeneHb COOTBETCTBUS PE3yIbTATOB 3AIIUTH HHPOPMAITUU TPEOOBAHHMSI 110 3amuTe HHPOpMa-
1uH;

4) cmenens coomeemcmeus pe3yibmamos 3auumsl UHGOpMayuy yeau 3auumsl UHGopmayuu.
pabouero JHS.

32. Munumuzauusa npusunecuii 013 padbomHuKa:

1) MuUHUMU3AIMS TOTHOMOYHIA 110 UCTIOJIHEHUIO CBUX CITY>KEOHBIX 005S3aHHOCTEIH;

2) @vloenamob nov3oeamessiM mMoIbKo me npasa 00Cmynd, Komopbvle HeooXxooumsvl um OJisl 8bl-
NOJIHEHUSL CIYHCEOHBIX 0053aHHOCMEl,

3) Tak pacnpenensaTh pOJId K OTBETCTBEHHOCTh, YTOOBI OJIMH YEJIOBEK HE MOT HAPYIIUTh KPUTHU-
YeCKH BaXKHBIH JIJIs1 OpraHu3aluy mpolecc;

4) MUHUMU3ALKS TOCTABIEHHBIX 3a7a4 JJIs JOCTUKEHHSI TOCTABJICHHBIX IENeH.

33. Pazoenenue obazannocmeit 011 pabomuuka:

1) MuUHMMU3a1MS TOTHOMOYHH 110 UCIIOJHEHUIO CBUX CIIY>KEOHBIX 005S3aHHOCTE;

2) BBIIENATH MOJH30BATENSAM TOJIBKO T€ MpaBa JOCTYIMA, KOTOPble HEOOXOAUMBI UM JUJISl BBIMIOJ-
HEHMS CITy’KeOHBIX 00513aHHOCTEH;

3) mak pacnpedensamv poau U OMEEMCMBEEHHOCHb, UMOObl 0OUH YE08eK He MO2 HAPYUWUMb
KpUMU4eCKU 8aXNCHbIU 01 OP2aHU3AYUU NPOYECC;

4) MUHUMU3ALIMS TIOJITHOMOYHH MO UCTIOTHEHHIO CBUX CITYKEOHBIX 00s3aHHOCTEH.

34. Ocnoenoil yenvio KOHmpoasa (NPoeepKu) COCMOAHUA 3aU{UMbl KOHPUOCHUUATbHOU UH-
dopmayuu na npeonpuamuu aenaemca:

1) ycTaHOBJIEHHE TPABUII 110 3alTUTE CBEJACHUN OTPAaHUYCHHOTO JOCTYTIA;

2) nposepka Hanuwus Hocumeneli c8edeHUll KOHQUOEHYUAnbHo20 Xapakmepa U coOM00eHUs
YCMAHOBNIEHHO20 NOPAOKA 00PAUeHUs ¢ HUMU,

3) mpoBepka cobioieHusT TpeOOBaHUM MO MOPAIKY 3aCEKpEUMBAHMS CBEACHUN U MPUCBOCHUIO

rpuda ceKpeTHOCTU HOCUTESIM;
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4) npoBepka MPaBUJILHOCTU Y4€Ta, XpaHEHUs, Pa3MHOKEHUS, YHUUTOKEHUSI HOCUTEJIEH cBejie-
HUM.
35. Konmponw 3¢ppexkmuenocmu 3augumeul ungpopmayuu:
1) mpoBepka COOTBETCTBUS KAUECTBEHHBIX IoOKa3aTesiell 3(pPEeKTUBHOCTH MEPONPUATUN MO 3a-
e HHGOpMAIMK TpeOOBAaHUAM MM HOpMaM 3(PPEKTUBHOCTH 3alTUThI HHPOPMAIIHUH;
2) npogepka coomeemcmaus Ka4ecmeeHHbIX U KOIUYeCmEeHHbIX nokazameietli 3¢pghexmusrHocmu
Meponpusmuil no 3awume uH@opmayuu mpedo8aHuaM Uiu HOPMAam dPHeKmusHOCmuY 3auumaol
ungopmayuu,
3) nmpoBepka coOTBETCTBUS A(H(PEKTUBHOCTH MEPONPUATHIL 0 3a1uTe HHPOPMALIUU Ha OOBEKTE
3alUTHl TPeOOBAHUAM MM HOpMaM 3(pPEeKTUBHOCTH 3aIIUTHI HHPOPMALIUH;
4) mpoBepKa COOTBETCTBUS BBHIMOJTHEHUS Ha 0OBEKTE 3aIIuTe TpeOOBaHUH 10 3amuTe nHphopma-
117078
36. B coomeemcmeuu ¢ YK P® nenpagomepuutii 00cnyn K KOMRbIOMEPHOU UHPoOpMayuu:
1) c1.271;
2) em.272,
3) c1.273;
4) ct.274.
KonTposabHbie BONPOCHI K 3a4eTy ¢ OlleHKOii
1. OcHoBHBIC TOHATHS HHPOPMAIIMH, UCTOYHUKN UHPOPMAITUH, CBOKCTBA HHPOPMAITUH.
2. Knaccuduxanus unbopManuu B MpaBoOBOM cHCTeMEe OT MOPSAIKA €€ MPEAOCTABICHUS N
pacmpocTpaHeHHUs.

[TonsTre nHopMaMOHHON OE30MACHOCTH.

OcHOBHBIE COCTaBIIAIONINE HHHOPMAITMOHHON O€30MTaCHOCTH.

BaxxHOCTB U C10KHOCTB TTPOOIEMBI HHPOPMAITMOHHOMN 6€30MacHOCTH.

o o h w

[ToreHnanpHble HMCTOYHMKM YIPO3 M CIOCOOBI  HapylleHus HMH()OPMAIMOHHOU

0€30MaCHOCTH.

7. OCHOBHBIE OIPECIICHHS U KPUTEPUH KJIacCU(PUKAIMK YIpo3 0€30MacHOCTH HH(POpMAITUH.

8. Hawmbouee pactipocTpaneHHBIE YTPO3BI IOCTYITHOCTH.

9. OcHOBHBIE yTpO3bl LEIOCTHOCTH.

10. OcHOBHBIE YIpO3bl KOHPHUIECHIIMATHLHOCTH.

11. HopmatuBHOe mpaBoBoe oOecrieueHue nHpopmanronHoi OezonacHoctu Poccuiickoit de-
Jepanuu.

12. Cranmaptel u crenudukanud B 001acTH WHGOPMAIMOHHON O€30MacCHOCTH, OCHOBHBIE

TIOHATHA.
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13.

14.

15.

16.

17.

18.

19.

20.

21.
22.

23.

24,
25.

26.
217.
28.
29.
30.
31.
32.

33.

34.

Cranmaptel U crnenudukanui B 00JacTH WHOOPMAIMOHHOW O€30MacHOCTH: CTaHAAPT
«Kputepun o1ieHKH JOBEPEHHBIX KOMITBIOTEPHBIX CUCTEM).

Crangaptel u crneuudukanuu B oOmactd WHOOPMAIMOHHONW OE30MAcCHOCTH: CTaHIAPT
ISO/IEC 15408 «Kputepuu OieHKH 0€30MacHOCTH HH(POPMAIIMOHHBIX TEXHOIOTHII».
Crannmaptel U crienuukanuu B 001acT MHPOPMAIMOHHON O€30macHOCTH: WH(pOpPMAIIH-
OHHasi 6€30MacCHOCTh pacIpeelIeHHbIX cucTeM, pekoMeHtanuu X.800.

Crangaptel u crienudukanuu B 001acTd HHPOPMAITMOHHON OE30MaCHOCTH: PYKOBOISIIUE
nokymeHTel ®CTIOK (I'ocrexkomuccun) Poccun.

AJMUHUCTPATUBHBIN YpOBEHb HH(POPMAIIMOHHOM 0€30MaCHOCTU: OCHOBHBIE TIOHATHUS, LIETH
¥ 3a1a4¥, IIOJIUTHKA O€30IIaCHOCTH.

AJMUHUCTPAaTHBHBI ~ ypoBeHb  HMH(OpPMAIMOHHONW  0€30macHOCTH:  IporpamMma
0€30MMacHOCTH.

VYropaBiieHuss pUCKaMH: OCHOBHBIE TMOHSTHS IO aHAIM3y PUCKOB, OCHOBHBIE ATallbl
YIIPaBJICHUS] PUCKAMH.

[IponienypHblii  ypoBeHb HMH(POPMAIIMOHHOW OE30MACHOCTH: OCHOBHBIE KJIACCHI MEp
MIPOLIEYPHOTO YPOBHSI.

[IpouenypHsiii ypoBeHb HHPOPMAIIMOHHON 0€30MaCHOCTH: YIIPaBIIEHUE TIEPCOHATIOM.
[IpouenypHsiii  ypoBeHb HH(pOpMaLMOHHOW Oe3omacHOCTH: (U3MYecKas  3allluTa,
noJiAep kanue paboToCrOCOOHOCTH.

[IpouenypHsiii ypoBeHb HH(POPMAIIMOHHON O€30MaCHOCTH: pearupoBaHUE HA HAPYIICHUS
pekuma 0e30MacHOCTH, MJIAHUPOBAHUE BOCCTAHOBUTEIBHBIX PadoOT.

OcHOBHBIE OHATUS TPOrPAMMHO-TEXHHUUECKOTO YPOBHS HHPOPMAIIMOHHON 0€3011aCHOCTH.
OCOoOEHHOCTH COBPEMEHHBIX MH(POPMAIMOHHBIX CHUCTEM, CYIIECTBEHHBIE C TOYKH 3PEHUS
0€30MacHOCTH.

[TpuHIUIIBI TOCTPOEHUS ApXUTEKTYPHOH 0€30MacHOCTH MH(POPMAIITMOHHBIX CUCTEM.
WNnentudukanus 1 ayTeHTUPHUKAIUSA: OCHOBHBIC TTOHSTHS.

WNnentudukanus u ayTeHTUPUKALUS: TaposibHas ayTeHTU(UKAIMSL, OAHOPA30BbIE MapOJIH.
WNnentudukanus u ayreHTUQUKaAUS: cepBep ayTeHTHPHKauu Kerberos.
Wnentudukanus/ayreHTUGUKALIS ¢ TOMOIBI0 OMOMETPUYECKUX JTaHHBIX.

VYnpaBieHue 10CTyIIoM: OCHOBHBIE TOHATHS, POJIEBOE YIIPABICHUE JTOCTYIIOM.

VYnpasieHne JOCTYOM: BO3MOXKHBIH TTOAXO]T K YIPABICHHIO IOCTYIIOM B pacipeeeHHON
00BEKTHOM cpejie.

KommbroTepHble BUPYCHL: ONpe/eNieHne KOMIBIOTEPHOTO BHPYCA, BUJIBI U CIIOCOOBI Pa3MHO-
KEHUsI, CTEeTNIeHb HAaHECeHUs yIiepOa KOMIBbIOTEPHOTO BUpYCa.

KomMrierotepHsie BUPYCBI: METOBI M CPENCTBA HEUTPAIN3ALNN IPOTPAMMHBIX BUPYCOB.
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35. [IpoTokoaupoBaHUE U ayIUT: HA3HAYEHHUE, 3a/1a4H, (PYHKITUH.

36. llIudpoBanue nHpopmMalMu: Ha3HAUCHHE, METO/AbI U CIIOCOOBI MM poBaHUs HHPOPMAITUH.

37. KoHTpoJb IETOCTHOCTH JAHHBIX: Ha3HAuUCHHE, 3a1a49H, (QYHKIIHUH.

38. MexceTeBble KpaHbl: apXUTEKTYPHBIE aCTIEKThl MEKCETEBBIX SKPAHOB.

39. MexceTeBble 3KpaHbl: KIacCU(PUKALUSA MEXKCETEBBIX SKPaHOB.

40. CepBu3 aHanM3a 3alIMIICHHOCTHU: 331a4H, Ha3HAUYCHHE.

41. TynHenupoBaHWE W YIpaBICHHE: Ha3HAYCHHWE, 3a1aud, (YHKIUMOHAIbHBIE OOJIACTH
yIIpaBJICHHSL.

42. OGecrieyeHrne BBICOKOM JIOCTYITHOCTU: OCHOBHBIE IOHATHUS, OCHOBBI Mep oOecreueHus
BBICOKOU JIOCTYITHOCTH.

43. OGecnieyeHre BBICOKON JOCTYITHOCTH: OTKa30yCTOMYMBOCTD U 30HA PUCKA.

44. OGecrieueHue BBICOKOI JOCTYITHOCTH: obecrieueHue OTKa30yCTOMYUBOCTH

HH(bOpMaHHOHHBIX CHCTCM.

6. YueOHO-MeTOoAMUYeCKOEe U HH(POPMALIMOHHOE 0O0ecieueHue TUCIHILINHBI
6.1. CiicOK HCTOYHNKOB H JIUTEPATYPbI
HopmaTuBHo-nipaBoBbie akThbl Poccuiickoii @exepanun
1.  JloxtpunHa unpopmannonHoi 6e3onacHoctu PO. Yreepxaena [Ipesunentom Poccuiickoii
Oenepaunn ot 05.12.2016r.  Ne646. [Onextponsslii  pecypc]: Pexum  pocryna:
https://rg.ru/2016/12/06/doktrina-infobezobasnost-site-dok.html, cBoboamsIii. - 3ari. ¢ sxkpana.

2.  ®enepanbblit 3ak0H PO O6 nHpopmanmy, HHPOPMAITMOHHBIX TEXHOJIOTUAX U O 3allUTe

uHpopmanum» ot 27 utons 2006 Ne 149-@3. [DnextponHbIl pecype]: Pexum nocryna: Pexxum

nocrtyma: http://www.consultant.ru/document/cons_doc LAW_ 61798/, cBoGoanbIif. — 3ari. ¢
JKpaHa.
3. TOCT P 50922-2006. 3amura uapopmarui. OCHOBHBIE TEPMUHBI U ONIPEICTICHUs. [ DIIeK-

TpOHHBIH pecypc]: Pexum moctymna: https://standartgost.ru/g/TOCT_P_50922-2006, cBOOOIHBIIA.

- 3arJ1. ¢ ’3KpaHa.

4. I'OCT P UICO/M3K 17799-2005 TIpakTrueckue npaBuia ynpasieHuss HHPOPMALMOHHOM
0€30MaCHOCTBIO. [DnexTpoHHbIH pecypcl: Pexum JIOCTYTIA:
https://meganorm.ru/Index2/1/4293850/4293850664.htm6 cBoGOHBI. 3ari. ¢ KpaHa.

5. TOCT P UCO/MDBK 15408-1 (15408-2, 15408-3) Kputepuu oreHKH 0E30MaCHOCTH HH-

(bopMamOHHBIX TEXHOJIOTHH. [DneKTpOHHBII pecypc]: Pexnm JOCTYyTIa:

https://standartgost.ru/g/TOCT_P_MCO/MDBK 15408-1, cBoboaHBIH. 3ari. ¢ 3KpaHa.
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6. PJI. KoHuenuus 3aliUuThl CPEACTB BHIUUCIUTEILHON TEXHUKH U aBTOMAaTU3UPOBAHHBIX CH-

CTeM OT HECaHKLUMOHHPOBAaHHOTro noctyna Kk mHpopmanuu, Pemenue [Ipencenarens ['octexko-

muccun  Poccunm ot 30.03.1992.  [DOnekrtponHbli  pecypc]:  Pexum  gocryna:

https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-

dokumenty/384-rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-

30-marta-1992-g, cBoOoaHbBINH. — 3ari. ¢ FKpaHa.

7. PI. AC. 3amuta ot HC/] x undopmanuu. Knaccupukauus AC u tTpeGoBaHUS 10 3aIUTE

unpopmanuu. Pemenue Ipencenarens I'ocrexkomuccuu Poccun ot 30. 03.1992.. [IaekTpon-

HBIi{ pecypc]: Pexxum JA0CTyma: https://fstec.ru/tekhnicheskaya-zashchita-

informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/384-rukovodyashchij-

dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-g, cBoOoaHbIH. —

3ar. ¢ 3KkpaHa.

IMeuaTHble M3a1aHKusA, UMeOIIMecs B HaJInunu B Hayunoii 6mb.1uorexe PI'TY (Ha Bcex Tep-

puTOpHUsX) B OyMasKHOM BHJIe.

Pexomenayemasi imTeparypa (OCHOBHAs)

1. A.IL 3aiiueB u ap, TexHudeckue CpesicTBA U METOABI 3aIUTHI HHPOpMAIUK, yueOHuK / 7

nu3a. - M. 2014 — 442 c., nonou.ugaexc 681 317.

Pexomenayemasi aureparypa (101MOJHUTEIbHAS)

1. Omudep B.I'. KomnbloTepHbie CETH : MPUHIIMUIIBI, TEXHOJIOTHH, TpoTokosl / B. I'. Onudep,

H. A. Omudep. — 3-e uzn. — M. [u ap.] : [Turep, 2008. — 957 c. monou.ungexc 600 054

2. A.IL Pocenko Buyrpennne yrpo3sl 0ezonacHoCcTH KOH(UIEHIMANBHOW nHpopManuu b M.

2010 — 156 c., momnou. nanexc 681 P747.

IleyaTHble M3a1aHKUsA, UMeOMecs B Haanunu B Hayuynoit 0mdamorexe PI'TY (Ha Bcex Tep-
PHUTOPHSIX) B JJICKTPOHHOM BHJE.

Pexomenayemas iureparypa (OCHOBHAas1)

1. CnoBapp TepMUHOB U olpeAeNeHul 1o HHOOPMALMOHHOW O€30MaCHOCTH U 3alUTe

uHpopManuu [DNEeKTpoHHBIN pecypc| : yueOHO-cpaBo4yHOE mocobue : ayisi OakanaBpuarta IO

HanpasieHuto 090900.62 "'Mudopmannonnas 6e3onacHocts’ / MunoopHayku Poccun, denep.

roc. Or0/KeTHOe 00pazoBaT. YUpeXJeHHE BbICII. Mpo¢. oOpa3oBanus "Poc. roc. ryMaHuTapHbIi

ya-T" (PITYVY), UH-T nHpOpM. Hayk u TexHosnoruii 6e3omnacHoctu, dak. nHpopMal. cuctem u

6e3onacunoctH, Kad. nadopmar. 6e3omacuoctu ; [coct.: Umeitrnos B. f., Menarynssa M. B.]. -

Mocksa : PITY, 2014. - 117 c. - Pexxum noctyna: http://elib.lib.rsuh.ru/elib/000009502. - 3arm.

C DKpaHa.

2. Teopus uHpopManuu [DNEKTPOHHBIH pecypc] : yIeOHO-METOAMYECKH KOMIUIEKC JUist Oa-

KaylaBprara no HarpasieHuio noarotoBku 090900 — «MadopmanimonHas 6€301MacHOCThY, MPO-
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https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/384-rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-g
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/384-rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-g
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https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/384-rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-g
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/384-rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-g

¢bunn: OpraHuzanus U TEXHOJIOTHs 3amuThl uHpopmanuu ; KomruiekcHas 3ammra 0ObEKTOB
uHpopmaruzanun / MunoOpHayku Poccun, @enep. roc. Oromxker. oOpa3zoBar. yupekaeHUE
BeIcul. ipod. oOpazoBanus "Poc. roc. rymanutapueii yu-t" (PITY), UH-T nHPOPM. HayK U TeX-
Hostoruit 6e3onmacHocTH, Dak. 3amuTsel uHGopM., Kad. opr.-nmpaBoBoii 3amuTtel nHGOPM. ; [COCT.:
E. 1. Ilo3nsikoBa, o1B. pen.: A. A. TapacoB]. - DnektpoH. nas. - M. : PITY, 2013. - 27 c. - Pe-
*uM noctyna : http://elib.lib.rsuh.ru/elib/000007392. - 3arn. ¢ sxpana.

3. OpraHu3zaiimoHHOE W MPaBOBOE oOecrieueHne HHPOPMAITMOHHON 0€30MacHOCTH [ DIEKTPOH-
Hbelil pecype] : Yacte II. OpranuzanmonHoe obecriedeHue HWHEGOPMAIIMOHHONW O€30MacHOCTH;
Y4eOHO-METOAMYECKUI KOMIUIEKC JJis OakanaBpuaTa 1o HampaBiieHuto noarotoBku 090900 —
«MudpopmanronHas 6€30macHOCTb; npodmin: OpraHu3amus 1 TEXHOJIOTHS 3alUThl HHPOpMa-
uu. KomruiekcHast 3ammra o0bexToB nHpopMatusanuu. Y. 2 / denep. areHTCTBO MO 00pazoBa-
Huto, ['oc. oOpa3oBar. yupexaenue Boicil. mpod. oopazoBanus "Poc. roc. ryManuTapHbsiii yH-T"
(PITY), Un-T uadopm. Hayk u TexHONOrHil 6e3omacHocTu, Pak. 3amutel nHbopMm., Kad. opr.-
paBoBOM 3amuThl HHPOPM. ; [cocT.: I'. A. [lleBuoBa]. - DnekrpoH. aaH. - M. : PITYVY, 2012. - 55
c. - Pexxum mocryma : http://elib.lib.rsuh.ru/elib/000007393.pdf. - 3aru. ¢ sxpaHa.

4. OcnoBbl uH(popmanmonHoii 6e3omnacHoctu. Yactu I-1I. [DnexTponHslii pecypc] : YuebHO-
METOJMYECKUN KOMIUIGKC I OakamaBpwara IO HampasieHuto mnoarotoBku 090900 —
«MHdpopmanronHas 6e30macHOCTb» 0 npodmsaM: OpraHu3anss U TEXHOJIOTHS 3alIUTHl WH-
dopmaruu. KomruiekcHas 3amura 00bekToB nH(popMaTusanuu / denep. areHTCTBO 1o 00pa3o-
BaHuI0, ['0c. 00pa3zoBar. yupexaeHue Boicil. mpod. odpa3zoBanus "Poc. roc. ryMaHUTapHBIA YH-
T (PITY) Un-T undopm. Hayk u TexHonoruii 6esonacHoctu, Pak. 3amutsl HHGopM., Kad. me-
ToAosoruu 3amuThl uHGopM. ; [coct.: . A. Pycenkas]. - Dnexrpon. gan. - M. : PITY, 2012. -
52 c. - Pexxum noctyma : http://elib.lib.rsuh.ru/elib/000007265.pdf. - 3armn. ¢ sxpana..

5. IIpobGnemsbl ynpaiaeHus 0€30MacCHOCTBIO CIOXKHBIX CHCTEM [DNEeKTPOHHBIN pecypc] : Tpy.bl
XII Mexnynap. koH(p., Mocksa, nexkadbps 2004 r. / Poc. akan. Hayk [u np. ; mox pexd.: H. WM.
ApxunoBoit u B. B. Kyns0s1]. - Dnekrpon. gan. - M. : PITY, 2004. - 507 c. : puc. - Pexum
noctytma : http://elib.lib.rsuh.ru/elib/B04010.pdf. - 3arm. ¢ skpana.

Pexomenayemas aureparypa (10M0JTHUTEIbHAS):

1. Meroasl U CpeacTBa 3allUThl MPOTPaMMHOTO obOecredeHus [DIeKTPOHHBIM pecypc] :
yue0.-MeTo/1. KOMIUIEKC : I OakaiaBpuara 10 HampasieHuto moarotoBkd 090900
«apopmanmonHast 6e30macHOCThY: 1Mo mpopwrsm: OpraHu3anuss W TEXHOJOTHS 3alllUThI
uHpopmanuu, KommnekcHas 3ammra oObekToB HMH(pOpMaruzanuu / MunoOpHayku Poccun,
@enep. roc. OmKETHOE 00pa3oBaT. ydpekleHue Bbicul. mpod. obpazoBanus "Poc. roc.
rymanutapubii yH-T" (PITY), UH-T uHdopman. Hayk u TexHojoruii Oe3zomacHocTH, Dak.

nHpopmartl. cucteM u 6e3onacHoctH, Kad. kommbroTepHon 6e3omacHocTH ; [coct.: Kazapun O.
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B. ; otB. pen. A. A. TapacoB]. - OnekrpoH. naH. - Mocksa : PITY, 2013. - 30 c. - Pexxum
nocryna: http://elib.lib.rsuh.ru/elib/000009341. - 3arx. ¢ sxkpana.

2. Metoasl MHMDOPMAIMOHHOTO MPOTUBOOOPCTBA [DIEKTPOHHBIN pecypc] : yued.-MeTo.
KOMIUIEKC : JijIs OakajaBpuaTa mo HampasiieHuto moarot. 090900 «Mudopmanronnas 6e3ormac-
HOCTBY»: 10 npoduno Opranu3anus U TEXHOJIOTUs 3auThl HHGopmanyu / Munoopuayku Poc-
cuu, @exnep. roc. OromKeTHOE 00pa3oBaT. ydpexkaeHue Bhicul. mpod. obpaszoBanus "Poc. roc.
rymanutapusiii yu-1" (PITY), UH-T undopman. Hayk U TexHosoruii 6e3onacuoctu, Pax. uH-
dopmarl. cuctem u 6e3onacHoctH, Kad. meTononoruu 3amurel nHGopmanu# ; [cocT.: B. B. Ap-
yTIOHOB]. - OnektpoH. maH. - MockBa : PITY, 2013. - 32 c¢. - Pexum pnocryma:
http://elib.lib.rsuh.ru/elib/000009324. - 3ar:. ¢ skpaHa.

3. Jlo6ames A.K., Xamsmun JI.b., I'yaos I'.H. [IpotuBoneiictBie sxoHOMIYecKoMy ImoHaxXy (H-
dopmarmonHoe nocoodue, smekTpoH. uHpopm.-meror. [locodue, — CII0.: Mznarensckuii oM «AduHay,
2013. 1ankrpon.ont. (CD-ROM) nonow.urnexce 681 I1 83 (Tonmbko 6udmmoreka G3N).

4, SaoBcknii I'.I'. Cern cBsi3u: YueOnuk / [Nonpamreiin B.C., Cokonos H.A., SIuosckuii I'.T.
— CII6:bXB-IlIerepOypr, 2014. — 401c. — Pexum JIoCTyTa:

http://znanium.com/catalog /product/944261- 3ari. ¢ skpaHa.

6.2. IlepeueHnb pecypcoB HH(POPMALMOHHO-TEJIEKOMMYHUKAIIMOHHOM ceTH «AHTEepHEeT»

1. Uudopmaunonnsiii 6romierens Jet Info [DnexTponnsiit pecypc]. - DnekTpoH. aaH. - [M.,
2014]. - Pexxum noctyna cBobo.: http://www.jetinfo.ru/ .

2. Odwunuanbublii caiiT Poccuiickoit rocyaapcTBeHHOM OMOIMOTEKH [DIeKTPOHHBINA pecypc].
- DNeKTpoH. AaH. - [M., 2013]. - Pexxum noctyna csoOox.: http://www.rsl.ru/ .

3. OdummanpHbi caidt Poccuiickoit HarmoHambHONW OMONHMOTEKH [DNEKTPOHHBIA pecypc]. -
DeKkTpoH. aaH. - [M., 2014]. - Pexxum moctymna cBo6o.: http:/www.nlr.ru/ .

4.  Glossary Commander. Ciy)x6a TeMaTHYECKHX TOJKOBBIX CloBapei [DineK-TpOoHHBIN pe-
cypc]. - OnexTpoH. naH. - [M., 2008]. - Pexum noctyna cobo.: http://glossary.ru/ .

5. CaiiT cnpaBOYHO-IIPABOBOM CHCTEMBI 1O (eepaibHOMY U PETMOHAIBHBIM 3aKOHOATENb-

ctBam Poccun - Pexxum goctymna cBo6o.:http://pravo.ru/.

6. OdunuanpHbBli WHTEpHET-TIOPTaN MpaBoBod uHGopmanuu - Pexum goctyma cBo-
60x.:http://pravo.gov.ru.
7. NudopmarmionHsii moptaim B 007acTH 3aluThl MHGOpMaIuu - PexxuM goctyma cBoOOI.:
http://www.securitylab.ru

8. [Mopran ®CTIK - Pexxum noctyma cBobox.: http://www.fstec.ru

9.  Caiir anexTpoHHON OnOIHOTEKHM - Pesxkum moctyna cobox.: http://www.iprbookshop.ru

32


http://znanium.com/catalog
http://pravo.ru/
http://www.fstec.ru/
http://www.iprbookshop.ru/

7. MaTepuajibHO-TEXHUYECKOe o0ecnevyeHne TUCHUIINHBI

Jnist ipoBeieHust 3aHATUH 110 TUCIUITIIMHE HE00X0IUMO:

1. Cepsep — 1.

2.119BM — 25 KOMIUIEKTOB, OOBEUHEHHBIE B JIOKAIBHYIO CETh, ¢ yCTaHOBJICHHBIM [10O

MS WINDOS.

3. MynbTUMETUITHBIN BHICOTIPOEKTOP.

4. DKpaH €O CTOMKOA.

JIeKIIMOHHBIX 3aHATUN - ayAUTOPUS C KOMIBIOTEPOM U MPOEKTOPOM,

[IpakTHueckux 3aHATUH — KOMIBIOTEPHBIN Kiacc ¢ ycraHoBiaeHHBIM [I0 MS WINDOS,
CSS, oO6beanHeHHbIN JOKaIbHON WH(POPMAIIMOHHON CEThIO MO0 TEXHOJOTHH KIMEHT-CepBep, UH-

TErPUPOBAHHOM B IOMEH C BBIXOAOM B IHTEpHET

8. Obecneuenune 00pa3oBaTENIBHOIO NPOLECCA JIs1 JINL C OTPAHNYEHHBIMH BO3MOKHOCTSIMHU
310POBbS

[Tpu HeoOxomuMocTH pabodas MporpaMMa AUCIUILTAHBI MOKET OBITh aIallTHPOBAHA IS
obecrnieueHns 00pa30BaTEIBHOIO MpoIlecca JUIaM ¢ OTPAaHHYEHHBIMHA BO3MOXKHOCTSIMU 3/10PO-
Bbs, B TOM YHCIIE AJIs AUCTAaHIIMOHHOTO 00ydeHus. J{Jist 3Toro ot cryaeHTa TpedyeTcs npeacra-
BUTH 3aKJIFOUCHUE MICUXO0JIOTO-MeauKo-tienarorundeckoit komuccuu (IIMIIK) u nuunoe 3asBie-
HUe (3asBJICHUE 3aKOHHOTO MIPEJACTABUTEIS).

B 3akmouenun [IMIIK nomxHO OBITH IPOIKCAHO:

- pekoMeH1yeMasl yueOHas Harpy3ka Ha o0yJaronierocs (KOJIu4ecTBO IHEH B HEAeIo, Ya-
COB B JICHbB);

- 000pyZI0BaHNE TEXHUUYECKUX YCIOBUH (TIpU HEOOXOJUMOCTH);

- COMPOBOKIEHUE U (W) MPUCYTCTBUE POJUTENEH (3aKOHHBIX MPEACTaBUTENEH) BO Bpe-
M1 yaeOHOro mporiecca (pu He0OXOAUMOCTH);

- OpraHu3alus ICUX0JIOr0-TelarorH4eckoro ConpoBOKIACHHE 00yUaroIIerocs ¢ yKa3aHu-
€M CIEIUATUCTOB U IOMYCTUMOUN HArpy3ku (KOJUYECTBA YaCOB B HEJIETIIO).

Jns ocymiecTBieHUs: TpoLEayp TEKYIIEro KOHTPOJIS YCIIEBAEMOCTH U MTPOMEKYTOUHOM
aTTecTaluy oOydJaroluXxcs MNP HEOOXOAUMOCTH MOTYT OBITh CO3/1aHbI (POH/IBI OIICHOYHBIX
CPENICTB, aallTUPOBAHHBIC JIJISl JTUI] C OTPAHMYEHHBIMU BO3MOXKHOCTSIMHU 3JI0POBbBS M TIO3BOJISIO-
M€ OLICHUTH IOCTHKEHUE MU 3aITAaHUPOBAHHBIX B OCHOBHOM 00pa30oBaTeIbLHOM MporpaMme
pe3yIbTaTOB O0YYEHHS U YPOBEHb CHOPMUPOBAHHOCTH BCEX KOMIIETESHIIMIA, 3asBIIEHHBIX B 00pa-
30BaTeNIbHON MTpOrpamMmme.

®dopma npoBeAeHUS TEKYIIEH U UTOTOBOM aTTECTAIMH JIJIS JIUI] C OTPAaHUYEHHBIMHU BO3-

MOXXHOCTSAMHU 300POBbs YCTAHABIIMBACTCA C YUHETOM HHAUBHUAYAJIbHBIX HCI/IXOC];)I/ISI/I‘IeCKI/IX 0CO-
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OeHHOCTEH (YCTHO, MUCHbMEHHO (Ha Oymare, Ha KOMIBIOTEPE), B (hopMe TECTUPOBAHUS U T.I1.).
HpI/I HGOGXOI[I/IMOCTI/I CTYACHTY NPCAOCTABIIACTCA JOIMOJTHUTCILHOC BPEM IAJId IOATOTOBKU OT-

BCTa Ha 3a4CTC.

9. MeTroauvecKkue MaTepuaJibl

YcnenHoe 0CBOSHHUE TUCITUTUIMHEI CTYIGHTOM OIPEEIsIeTCsI, HECKOJIBKUMU (PaKTOpaMHu:
MOCEIIEHUE ayAUTOPHBIX 3aHITHIA, TOJITOTOBKA U BBIITOJIHCHUE JOMAITHUX 3aJaHHH, TPAKTHYIC-
CKHX DPaboT, CBOEBPEMEHHOE BBIMOJHEHUE 3aINIAHUPOBAHHBIX (POPM OTUETHOCTH.

9.1. I1manbl CaMOCTOSATEIbHBIX 3aHATHH

CaMocTosATeIbHBIC 3aHATHS HATIPABIICHBI HA 3aKPEIUICHHUE MTOJTyYEHHBIX HABBIKOB U IS
MPUOOPETEHUST HOBBIX TEOPETUICCKUX U (DAKTHUECKHUX 3HAHUH, BBITIOIHSACTCS B YUTATHLHOM 3aJie
OMOIMOTEKH U B JOMAIIIHUX YCIOBUSX, MOAKPEIUISeTCs] y4eOHO-METOAMYECKUM U
nH(pOpMalMOHHBIM oOecrieueHrneM (y4eOHUKH, yieOHO-METOIUYECKUE TTOCOOUSI, KOHCIIEKTHI
JIEKIIH ).

CaMocTosTeTbHBIC 3aHATHUS BBIIOITHICTCS ¢ UCToNb30BaHueM 1K B joMaliHux ycioBu-
AX, T100 B OMOIMOTEKEe HHCTUTYTA MO CHEIHATbHBIM 33/1aHUsSM B COOTBETCTBUU C METOAMYE-
CKMMH MaTepHallaMH, BBIJTaHHBIMH TIpernoaBareaeM. CaMOCTOSTEIbHBIC 3aHATUS BKIIFOYACT OT-
paboOTKy HaBBIKOB aHAIM3a CUTYAIIMH, CO3JaHIE MOJICTTH CUTYAIlUU, KOTOPAast UCIIOJB3YETCS B
JAHHOM KOHKPETHOM METO/IC, M PEIICHUE 3a]]a9d, TAKXKE K CAMOCTOATEIHLHOM paboTe OTHOCUTCS
BBITMIOJTHEHHE 33/1aHUi TI0 TPOHIeHHOMY MaTepuany. [lonroroBka mo reMaM MmpoIymieHHbIX 3a-
HSTHUM.

Hauwnast ¢ mepBOro 3aHsTHS, IPEToaBaTellb OOBIBISET CTYJACHTAM TEMY CIICIYIOIIETO
3QHSITHSI U CITUCOK JTUTepaTyphl. CTYACHT JOJHKCH 03HAKOMUTECS C MPEI0KESHHBIMI HCTOYHH-
KaMH, B TAKOM CITy4ae OH Ha CIEAYIOIIEM 3aHsATUHU OyIeT TOTOB K BOCIIPUSTHIO HOBOTO MaTepua-
aa.

CTyIeHT T CaMOCTOSITEIIbHON padOThI TOJDKEH HMETh ITPOrpaMMy Kypca, BOTIPOCH K
AK3aMEHY, CIIMCOK OCHOBHOW M JIONOJHUTEIBHON JIUTEPATYPHI 11O KYpCYy.

[Tocne kaxa0ro 3aHATHs, TIEpe]] CIEAYIONUIUM, CTYACHT JOHKEH 03HAKOMUTHCS C MPOi-
JIEHHBIM MaTepuaioM. [Ipu BOSHUKHOBEHUH BOMPOCOB WJIM HETIOHUMAHHUS, CTYJIEHT T0JKEH
U3YYHUTh PEKOMEH/IOBAaHHYIO U JOTIOJIHUTEIBHYIO JJUTEPATyPy O KypCy.

[Ipomecc wW3y4eHHs] AUCHUILIMHBI TPEAYCMATPUBAET BBIMIOJHEHUE OOYYaIOIIUMUCS
CIIETYIOIIUX BUIOB CAMOCTOSITENILHON paOOTHI:

- IIOArOTOBKA K JEKIIHIM,

- TIPAKTUYECCKUM 3aHATHIM, YCTHBIM OIPOCaM,

- BBIIIOJIHEHHEC ITNCHbMEHHBIX pa60T,
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- TOJATOTOBKA K UTOTOBOI aTTeCTaIllH.
Bonpocs! 1151 caMOCTOSATEILHO MPOPAOOTKH M CAMOKOHTPOJISI.

Pazoen Ne 1 Memooonozuueckue acnekmuvl unopmayuonnou 6ezonacnocmu (Ub) u
3auwumol ungopmayuu (3H)
1.  OcBoeHHE OCHOBHBIX TEPMHUHOB U ONpeiesieHui, moHsaTuil B oomactu b u 3.
2 Cesi3p b ¢ undopmaruzamnueii odmiectsa.
3.  Heob6X0AUMOCTb ¥ 3HAYEHHE HOPMATHBHO-TIPABOBOTO OMPEIEIEHNs] OCHOBHBIX HOHSTHIA.
4

Knaccugukarus yrpo3 Ub, kananos HC/I k nunpopmanmu B UC. [loaroroska k TecTupoBa-

HUIO.
5. Kakwue 00beKkThI 3anuThl B HHGopMannoHHbIX cucremax (MC).
6.  OcHoBuble ncToyHUKH yrpo3 it UC.
7. XapakTepHble Yyrpo3sl s nHGopMaIoHHbIX pecypcos (HP).
8.  IloaroroBka gomMamrHei pabOTHI MO 33AaHUIO IPEMOIABATEINS.
Pazoen Ne 2 3axonooamenvHulil, ypoeeHb odecnevyeHus UHPOPMAUUOHHOU
be3onacnocmu
1. Tlonarue u Ha3HAYECHHE CTAH/IAPTOB.
2.  Bupael craHAapTOB U KPUTEPUH OIICHKU COCTOSHHSI MHPOPMAIIMOHHOM 0€30MacHOCTH.

3. OcBoeHHE OCHOBHBIX JEHCTBYIOIUX B Poccuu MeXIyHapOJHBIX CTaHIApTOB B 001acTH
Ub.

4.  OcBoeHHE OCHOBHBIX JCHCTBYIOIIMX B POoccMu HOpPMAaTHBHO-TIPABOBBIX aKTOB B 00JacTh
Ub.

5. Poccuiickue HopMaTUBHO-TIpaBOBbIe akThl B o0nactu Ub.

6.  ba3oBple MpUHIMIIBI 3aUTH HHPOPMAIIUK OT HecaHKIHOHUpoBaHHOTO jaoctymna (HCJI) B
COOTBETCTBUU C HOPMATHBHO-TIPABOBBIMH JIOKYMEHTAMHU

7. OcHoOBHbIE IpymIbl Ki1accoB 3amumeHHocty VC.

8.  IloaroroBka romaiiHel paboThI MO 3aJaHUIO MTPETI01aBaTEs.
Pazoen Ne 3 Aomunucmpamusnuviii u npoueoypHulil ypoeenv obecneuenus

UHGoOpMayuonHoll 6e3onacnocmu.

1. OcHoBHble pa3zaensl U coaepkanue nonutuku Ub.

2. OcHoOBHBIE pa3fiensl U coepkanue nporpammsl Ub.

3. bazoBble HHCTpYMEHTAJIBHBIE CPENICTBA JUIS aHATN3a PUCKOB.

4.  Crpareruu ynpapjieHUs] pUCKaMH.

5. MuHuMHU3anMs NPUBWICTUH M paclpeliesieHue 00SI3aHHOCTeH MEXIy NEepCOHANIoOM, Kak

OCHOBHOH IMPUHIHUIT UCKITFOUCHUA OT Cﬂy‘{af/'lHBIX OIINOOK U peamm3anuu nMpeaAHaMCPCHHBIX

yrpos
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6. OcHoBHBIC TpeOOBaHUS K IMEPCOHATY O MOJACpKaHUI0 paboTocnocodbnoctu. UC,

7.  OcHOBHBIE TMpaBWJa MO HCKIIOYCHUH JECTaOMIM3UPYIOUMX (PAKTOPOB HaApYyIIECHUS
cocrosuus b

8.  eiicTBus mepcoHaia MO MUHMMHU3ALUU yiiepOa MpH IMIaHUPOBAHKWE BOCCTAHOBUTEIBHBIX
pabor

9. TIloaroroBka goMariHei pabOTHI MO 33aHUIO TPENOABATEI.

Pazoen Ne 4 Ilpocpammno-mexnuueckuii ypoeeHv oodecneuenus uH@opmayuoHHou

ungopmayuu

1.  OcuoBuble npobaembl B noctpoennn C3U, cBA3aHHBIX C pa3BUTHEM HHGOPMAIMOHHBIX
TEXHOJIOTHM.

2. IlepeuncnuTe  NPUHIMIIBI ~ APXUTEKTYpHOH  Oe3omacHOCTH Ui oOecredeHus
koH(puaeHnuanbHocTH P,

3. Ilepeuucnure TPUHLMIIBI APXUTEKTYPHOH OE30MACHOCTH [UIsI OOECIEUYEHHS] BBICOKOM

JOCTYIHOCTH (HenpepbIiBHOCTH (pyHKIIMOHUpoBaHus) k MC.

OCHOBHBIE TPYIIIBI METOJIOB ayTEHTH(PUKALINH.

OcoOenHocTH MPOTOKONUPOBaHus U aynuta. 1b.

CHUMMETpHUYHbIE U ACCUMETPUYHBIE KPUITOCUCTEMBI.

KommnbrorepHas cteranorpadusi.

OCHOBHBIC KJIACCHI MEKCETEBBIX OKpPaHOB.

© o N o 0o b

Iloaroroska ,HOMaHIHeﬁ pa6OTBI 110 3aIaHHIO IIPCIIOaAaBaTCIIA.

9.2. IlnaHbl NPAKTHYECKUX 3aAHATHI

MeToanyecKue yKa3aHusi 0 OPraHNU3aluM U MPOBeIEHHI0 MPAKTHYECKUX 3aHATHH.

IIpakTHyeckue 3afaHus — 3TO 3aJlaHUs, MO3BOJISIONIME OLEHWBATh U JAMAarHOCTUPOBAThH
3HaHuE QaKTHYECKOro MaTepuasa (0a30Bble MOHATHS, aJITOPUTMBbI, (PAKThI) U yMEHHE MPaBUIBHO
UCTIOJIB30BaTh CHENUANTBHBIE TEPMUHBI M TOHSTHS, y3HaBaHUE OOBEKTOB M3YUEHHS B PaMKax
OIIPEIETICHHOTO pa3ziesa AUCIUIIIHHBL

[TpakTuyeckue 3aHATHS MPOBOAATCSA B yUeOHBIX Ipymnmnax (HOArpynnax) 1 UMEIOT CBOeH
LEJIBIO:
1) 3akperyieHne TEOPETHIECKUX OCHOB IUCIUILTHHBI, U3JIaraeMbIX B JICKIIMOHHOM KypCe, a TaK-
K€ CAaMOCTOSITEIIbHO N3Y9aeMbIX CTyJICHTAMHU;
2) dopmHpOBaHUE MPAKTUUECKUX HABBIKOB IO UCIIOJIb30BAaHUIO CPEJICTB 3AILUTHI HHPOPMALIUY;

Metoanyeckast IEHHOCTh UCIOJIB30BAHUS PAKTUUECKUX 3a/IaHUH B TOM, UTO CTYACHTY
HAJI0 TITy0)Ke BHUKATh B CYIIHOCTh 33JJaHUS, BBIJEIISATH TIIaBHBIC MOMEHTBI, YIUTHIBASI CBS3H

MeXJ1y KOMIIOHEHTaMH, U T. 1. biaronapst atomy yueOHbIN HaBbIK, Ha (POPMUPOBAHHUE KOTOPOTO
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HaIpaBJIEHBI 3T 33JaHUs, BbIpabaTbIiBaeTCs ObICTpee, MO0 OH CBS3aH C MPOAYKTUBHON MBICITH-

TENHHOU AESITENFHOCTBIO 00y1aeMoTro.

[Ipu BBIOOpE MPAKTUYECKUX 3aJaHUI MIPENOIaBaTellb, B MEPBYIO OUepeb, JOJIKEH PYKO-

BOACTBOBATLCA HX MMOTEHITNAILHOMN MNPpUTrOJHOCTBIO IJIs1 HOCTHUIXKCHHA ITOCTABJICHHBIX meiaeH 3a-

Hatusg. Hanbonee 3HaUMMBIMU oeisaIMu JJIA IIpEeroaaBaTeisd I/IH(bOpMaHI/IOHHBIX JUCHUIIIIMH AB-

JSFOTCST (DOPMUPOBAHUE TEOPETUUECKUX 3HAHWN, YMEHHMU J0OBIBaTh, CHCTEMAaTH3HpPOBATH 3HA-

HUS, Pa3BUTHE MBIIUICHHUS, CIOCOOHOCTh BBIPAXKATh MBICIIH, BOCIIMTaHUE WH(POPMALMOHHON U

KOMMYHHUKATHUBHOU KYJIbTYpBHI.

Tematuka MPAKTUICCKUX 3aHATHH COOTBETCTBYCT IIporpaMmMe JUCHUILINHBI.

Odopmitenune 1adopaTopHoii padoThbI.

JIaboparopHasi paboTa BBITIOIHSAETCS B OTJACIBHOMN TeTpaau (Ha OTACIbHBIX JIUCTAX) B PY-

KOIMMCHOM HJIM IEYAaTHOM BapHUaHTaX BKJIHOYACT CIICAYIOIINEC Pa3aCiibl:

- HaMMCHOBAHHE JTA0OPATOPHOM PabOTHI U y4eOHBIC BOIIPOCHL;
- ONHUCaHHE U CXeMa 00BEKTa 3alUTHI;

—  Ta0JHIBI C U3MEPSICMBIMH ITapaMeTpaMu;

- pacueTs (110 He0OXOAMMOCTH);

- pa3paboTaHHBIC MPEIIOKCHUS;

- o01mee BBIBOJIBI IO padoTe.

3amnTa MOJIYYCHHBIX pE3yJdbTaTOB

Odopmnennas naboparopHasi paboTa nmpeAcTaBIseTCs MPENoaaBaTelio.

CTyI[eHT JOJIKCH OBITh TOTOBBIM K OTBCTY Ha BOIIPOCHI IPCTIOAABATECIIA IO TCOPETUUC-

CKHMM MaTepuasaM JJaHHOW paloTbl, IO NOPSAIKY €€ BBIIOIHEHHS U 0OPMIICHHUS.

TemaTuka 1a60paTOPHBIX 3aHATHIA

Pa3znesn Ne 1 Meronosornyeckue acnekTbl HH(popMannonHoi 6esonacHoctu (UbB) n 3amu-

Tl HH(popmanuu (3U)

3aganue Ne 1. (2uyaca) OnpenesieHne NOHATHS «CHCTeMA 3alIUTa HHpoOpManum»

Hwxe nanbr 9 moHSTHII cCTeMa U3 pa3IMYHbIX UCTOYHUKOB. [IpounTaiiTe Kaxmaoe u3 ITUX

MOHATUH U IIPOJENANTE CIEAYIOIIEE:

1.
2.

4.

IIpoananusupyiite NpUBEAEHHBIE U BBIIECINTE OCHOBHBIE CBOMCTBA CUCTEM.

ChopmynupyiiTe CBOW BapHaHT ONpPENETCHUS TOHATHUS «CHCTEMA  3alUThI
uHpopmanun» (C3N).

CdhopmyiiTe cBO  BapuaHT ONpeAETCHUs TOHATHS  «IeJb OpraHu3alMu |
¢ynkunonupoBanus C31».

Pazpaboraiite mupamuay neneit C3U.
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5. Omnpenenure ocHOBHBIE Kiacchl 3amady C3U w gaiiTe MX KpaTkylo W OOOOIIEHHYIO
XapaKTePUCTHKY.

Cywecmsyrowue onpeoenenus NOHAMUSL «CUCTNEMA»

l. «...Bce, cocrosiliee U3 CBSI3aHHBIX JIPYTr C JIPYroM 4YacTed, Mbl Oy/eM Ha3blBaThb CHUCTEMON»

(Ct. bup ).

2. «CuctemMa — 3TO KOMILJIEKC B3aUMOICHCTBYIONMX KOMITOHEHTOBY (JI. bepranandn).

3. «CucreMa — 5TO MHOXECTBO B3aMMOCBSI3aHHBIX JJIEMEHTOB... HE CYIIECTBYET OIHOTO

MOJIMHO>KECTBA AJIEMEHTOB, HE CBA3aHHOIO C APYruM noaMHokecTBOM» (P. Axodad).

4. «Cuctema — 3TO HE MPOCTO COBOKYNMHOCTh €IUHUIL... & COBOKYIHOCTh OTHOLICHUH MEXKIy

sTUMU eauHuaMm» (A. Pamopr).

5. «/Ml XOTS TIOHATHE CHCTEMBI OIPEACTSAETCS MO-Pa3HOMY, OOBIYHO BCE-TAKU MMEETCS B BUY,

YTO cHUCTeMa MPEACTaBIseT COO0 OmpeneNeHHOe MHOKECTBO B3aHMMOCBSI3aHHBIX 3JIEMEHTOB,

00pa3yromux ycTOH4YMBOE €MHCTBO U LIETOCTHOCTD, 00JIaatollee MHTErpalbHbIMUA CBONCTBAMU

u 3akoHoMepHocTAMW» (B. I1. Ky3pMun).

6. «Mbl MOXKEM OIpPEAETUTh CUCTEMY KaK HEUTO 11€J10€, a0CTPAKTHOE UM PEATIbHOE, COCTOSALIEE

U3 B3aMMOCBSI3aHHBIX B3aUMOJICHCTBYIOIIMX WJIM B3aMMO3aBUCUMBIX yacTei» (. Xanuka).

7. «JIroboit xommeke, mobas Gopma pacrnpeneneHuss akTUBHOCTH B LI€TIH, paccMaTpuUBaeMas

KaKuM-JI100 HaOIroaTesieM Kak 3akoHOMEpHoe, siBiisieTcs cucremoi» (I, Tlack).

8. «Cucrema — 3TO TO, YTO MOJYYaETCA B PE3YJIbTAT€ ONTUMH3ALUU KOHCTPYKIHMM TyTEeM

BCECTOPOHHETO aHallu3a B3aMMOCBS3aHHBIX (DAKTOPOB, BIUAIOIIMX HA €€ CYIIECTBEHHBIE

xapakrepuctukn» (b. baiiep).

9. «CucreMoil MOXHO Ha3BaTh TOJBKO TaKOW KOMIUIEKC H30UpATENIbHO BOBJICUEHHBIX

KOMIIOHEHTOB, Y KOTOpBIX B3aWMOJICWCTBHE M B3aUMOOTHOIICHHE MPUOOPETAIOT XapakTep

B3aUMO/ICCTBUSI KOMIIOHEHTOB Ha MOJIy4eHHE (POKYCUPOBAHHOTO mojie3Horo pesynbTraTtay (I1. K.

AHOXUH).

Cnucok JimTeparypsbl:

1. I'OCT P UCO/M3K 15408-1 (15408-2, 15408-3) Kpurepuu oreHKH 6€30MaCHOCTH WH-

(opMaMOHHBIX TEXHOJIOTHH. [ DNeKTpoHHBIN pecypc]: Pexum nocryna:

https://standartgost.ru/g/TOCT _P_MCO/M3K 15408-1, cBoboaHbIi. 3ari. ¢ dKkpaHa.

2.  Kak nonws3zoBatbcss Wireshark moq Windows [OnekTponHsiii pecypc] : Pexum moctyma :
https://www.windxp.com.ru/1017-wireshark-kak-i-dlya.htm, ceo6oansIii. — 3ari. ¢ sxpaHa.
MarepuanbHO-TeXHUYeCKOe o0ecrieyeHue 3aHATHS:

Komnreioteps! no xonuuectBy odydaromuxcs ¢ pa3Bépuyror OC MS Windows, BupTyasibHOI

marunoi, TTITIT Cisco Packet Tracer u Wireshark.
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3ananue Ne2. (2gaca) PazpaboraiiTe Mmoae/ib CHCTEMbI 3alIIUTHI HHGOPMALMH HA NPeANPH-
SATHH.

1.  IIpencraBuTh COCTaB OCHOBHBIX ()YHKUMH M OpraHn3alMoHHBIX 31emMeHToB KC3U.

2. OOBSCHUTH, KaK COJAEP’KATEIbHO B3aMMOCBA3aHbl (DYHKIMOHAJIbHAS M OpraHU3allMOHHAs
ctpykrypsl KC3U.

3. Tloctpouth U rpaduveckd MpeacTaBUTh (HYHKIIMOHAIBHYIO U OPTaHU3AlMOHHYIO MOJEIH
CHCTEMBI 3aIIUThl MHPOPMALUU OOBEKTa, ONMHUCAHHE KOTOPOTO MPHUBEACHO B MPUIIOKECHHUU K
3aJJaHHUIO.

Ipunooicenue k 3a0anuio

OnenuBaeMblii  OOBEKT TMPEICTAaBISET COOOH HAayYHO-TIPOM3BOJICTBEHHOE IMPEIIpPUSATHE,
OpPUEHTUPOBAHHOE HAa BBINYCK CIOYKHBIX, JOPOrOCTOSIIIUX U3AEIUN CHELUATIBbHOTO Ha3HAUYEHUS.
[Tpeanpustie 001a1aeT BEBICOKUM TEXHUUYECKUM MOTEHIIMAIOM, UMEET CJI0)KHOE 000py0BaHUE
U KBAIM(ULUUPOBAHHBIX CIELUUATUCTOB. B cocTaB mnpeanpusTus BXOIUT CIELUAIBHOE
KOHCTPYKTOPCKOE 010p0 ¢ COOCTBEHHOM rpa’kJaHCKON U 000POHHON TEMaTHKOM.

B ycnoBusix pe3koro cokpaiieHuss 000pOHHBIX 3aKa30B MPEAIPUATHE BBIHYKIEHO ObLIO HauaTh
IIOUCK BHEOIJUKETHBIX HCTOYHMKOB MHBECTUIMHA. OIHUM U3 TaKUX HCTOYHHMKOB CTajo
IPOM3BOJICTBO IEKTPOXPOMHBIX aKTHBHBIX 3€pKall 3aJJHETO BUJA Ul JETKOBBIX aBTOMOOUIIEH,
IpeHa3HaYEHHBIX Ha CBOOOAHYIO peanu3auuio. Takue 3epkana sBIAIOTCS YHUKAJIbHBIMHU IS
Poccun, o0nanaoT «HOy-Xay» M HUMEIOT KOHKYPEHTHBIE MPEUMYIIECTBA BBICOKOTO IMOPSAIKA,
IPEOJI0JIEHHNE KOTOPBIX JJIi KOHKYPEHTOB SBJISI€TCS CJIOXKHON MpoOieMoil. AHaJoruuHble
W3JIENHS1, KOTOPBIE MOCTAaBIIAIOTCS B POCCHIO, IPOM3BOIATCS €I1€ TOJBKO JBYMsI aMEPUKAHCKUMHU
¢upmamu ([Jonemnmm u I'enrakc). [lotpebutenemM wux mnpoxnykuuu B Poccum sBisiercs
MpeACTaBUTENBCTBO (upMbl Anbdha-Pomeo, opuc KOToporo HaXOAUTCS PSAIOM C HEHTPATHHBIM
aJMMHHMCTPATUBHBIM KOPILYCOM 3/IaHUS PACCMAaTPUBAEMOTO MTPEANIPUATHS.

OcCHOBHBIE TPOM3BOJICTBEHHbIE MMOMELIEHU (1eXa), TJle U3rOTaBIMBAIOTCS M3/EIHsI, HaXOAATCsS
B I. YUexose. UTo Kkacaercs npeacTaBUTEIbCTBA (LIEHTPAIbHBIN O(HC), B KOTOPOM PacIoiaraeTcs
PYKOBOAAIIMI anmapar, TO OH HaXOAWUTCA B LeHTpe MOCKBBI. PAJIOM C OCHOBHBIM KOpIIyCOM
aIMMHHMCTPAaTUBHOIO 3/1aHUS HAaXOJWUTCS CTPOCHHME, KOTOPOE OJHOBPEMEHHO BBIIOJIHAET
(GYHKLIMU XpaHWIMIA TOTOBOM MPOIYKIIMK U BBICTABOYHOT'O KOMILIEKCA.

Cucrema 3ammThl O0BEKTa IMOCTPOEHA IO MPUHIUIY BBIIEICHHS 3allUIIAaeMbIX 30H U HX
JEKOMIO3UIMKY. BHEmHss 30Ha 3alIUTHl OXBATHIBAET TEPPUTOPHIO OT OTPAKICHUS 0
nepuMeTpa 3/1aHui (BKIII0Yast aBTOCTOSIHKY).

BuyTpeHHss 30Ha pa3zaeneHa:

1)  Ha cexTOop 3alIUTHI BBIIEICHHBIX TIOMEIIEHUI B | KOMHATY;

2)  CeKTOp 3alllMThl XPaHUJIMILA U BBICTABOYHOI'O KOMILIEKCA.
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3) Jna oOecnieyeHust 0e30MacCHOCTH BHEIIHEH 30HBI YCTAHOBJICHO METAJNTMYECKOe
OTpaXKJICHHE BBICOTOM 3 MeTpa.

4)  be3omnacHOCTb BHYTpPEHHEH 30HbBI 00€CIIEUNBACTCS CIIEIYIOIUMH CPEICTBAMH, METOAAMHU U
MEpONPUATHIMU:

5) mnpu BXoae B KaxIbli KOPIYC OCYILECTBJIAETCS JIEKTPOHHBIA KoHTpousb. [loceturenu u
COTPYAHUKHU IIPOXOST Yepe3 CHelHaIbHble BOPOTA, Ie ONPEAEIsIeTCs, HET JIU IIPU HUX OPYXKHUS
U OnacHbIX npeaMeroB. Kpome Toro, y corpyHuKa npoBepsieTcs NponycK, a y MOCeTUTeNne —
JIOKYMEHT, YZOCTOBEPSIOIINNA JTUYHOCTb;

6) wumeercs cucrema TeneHaOmronenusi. CurnHansl ¢ TB-kamep BBIBOASTCS Ha IU(POBBIC
aHanmu3aTopbl. Ilpum cpabaTbiBaHMM CUTHAJIOB TPEBOTM H300pakE€HHs C TPEBOXKHBIX Kamep
BBIBOJSTCS Ha BUJICOMAarHUTO(OH;

7) ycTaHOBJIEHAa CUCTEMa OXPAaHHON CUTHAIU3AIMM C PE3E€PBHBIM U aBapUHHBIM MCTOUHUKAMU
HNUTAHUSA;

8) BBIJCIIEHHbIE IIOMEIIEHUS O0OPYJAOBaHbl MAarHUTHBIMU JaTYMKAMHU, pEarupyroluMu Ha
IPOXOXKJICHHUE YEJIO0BEKa C METAIIMUECKUM MPEIMETOM JI0CTaTOYHO OOJIBIIONH MacChl;

9) mnpuUMEHSIOTCS 3apaHee OrOBOPEHHBbIE YCIOBHBbIE (pa3bl M KOJOBBIC BBIPAKECHUS INPU
BEJICHUU TeNe(POHHBIX pA3rOBOPOB IO TOPOJACKMM KaHAJlaM CBSI3M O BpPEMEHH U MecTe
IIPOBEJICHUS BaXKHBIX JICJIOBBIX BCTPEY U COBEIIAHMIA;

10) B YcraB u nmpaBuia TpyOBOTO PACIOPSAAKA, & TAKXKE B KOHTPAKTBI COTPYJHUKOB BHECEHBI
CliellMalIbHbIEe pa3/ieibl U MYHKTHI, Kacaroluecs: IpaBuil 00ecredeHus 3auThl HHPOPMAILUH;
11) exxerogHo mNPOBOAUTCS OOy4YeHHE COTPYAHUKOB MpaBUJaM M MpoleaypaMm padoThl ¢
KOH(pHAeHIIMAIIbHON HH(OpMaIuei;

12) ompeneneH Kpyr UL, KOTOpble B CHJIy 3aHUMAaeMOIo CIIy:KeOHOro IOJIOKEHHUS Ha
HOPEIPUATHA UMEIOT JOCTYI K 3allliiiaeMoi HHpOpMaIuy;

13) ocymiecTBisieTcst B3aMMOAEHCTBHE C OpraHaMy BHYTPEHHHUX JI€JI 110 BONIpocaM 0OecreyeHust
0e30IMacHOCTH;

14) B BBIJIEJICHHBIX MOMEIICHUAX MPUMEHSIOTCS 3BYKOIOIJIOIIAONIME OOJIMIIOBKM U JBOMHbBIE
OKOHHBIE TIEpEeIIeThI 1711 3alUTHI OT MPOCITYIINBaHUS;

15) ucnonap3yroTCsl CBETOHETIPOHUIIAEMbIE CTEKIIA, 3aHABECKH, JPAIMPOBKHU U JIPYTHe 3allUTHHIE
MaTepHalbl s 3aIlIUThI 0T HabIroAeHus U GoTorpagupoBaHus.

16) Jlns 3amuThl JIOKAIbHO-BBIYMCIUTEILHON CETH MPETyCMOTPEHO CIICTYIOIIEE:

17) uneHTHPUKAIUSA TEXHUUECKUX CPEICTB, (aillioB U ayTeHTU(PHUKAIUS TOJIb30BaTeNEeH;

18) peructpauus v KOHTPOJIb pabOTHl TEXHUYECKUX CPEJICTB U MOJIb30BaTENECH;

19) ynuuToxkeHue nHpopmanuu B 3Y 1ocie UCIoJIb30BaHMs;
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20) ycTaHOBJEHBI CHELMAIBLHBIE AaHTUBUPYCHBIE CPEJICTBA;

21) Benercs y4eT HOCUTENEH.

Koopaunupyer nelictBus mo obOecreyeHHIO0 0€30MacHOCTH Ciayx0a 3amuThl HHGOpMaLuUy,
SBIISIOIIASICS CAMOCTOSITENIbHBIM CTPYKTYPHBIM MOPa3AeICHUEM.

Cnucok JiuTeparypsbl:

1. TOCT P HUCO/MBK 15408-1 (15408-2, 15408-3) Kputepuu orieHKH 0€30MaCHOCTH UH-
(dhopMaIMOHHBIX TEXHOJIOTHH. [ DNeKTpOoHHBIN pecypc]: Pexum gocryna:

https://standartgost.ru/g/ITOCT_P_HMCO/M3K 15408-1, cBob60aHBI#. 3ari1. ¢ 3KpaHa.

2.  Kak nmomp3oBarbes Wireshark monx Windows [DnekTponHsiii pecypc] : Pexum moctyma :
https://www.windxp.com.ru/1017-wireshark-kak-i-dlya.htm, ceoGoaHbIii. — 3ari. ¢ 3kpaHa.
MartepuajbHO-TEXHHYECKOe o0ecrieyeHne 3aHATHS
KomnbroTepsl 1o kosnmdectBy obydaromuxcs ¢ pa3Bépuyroi OC MS Windows, BupTyaibHOU
mamunoii, ITTTIT Cisco Packet Tracer u Wireshark.

Pa3znea Ne 2 (2uaca) 3akoHoaaTe/IbHBIN, YPOBeHb oOecrniedeHUs WH(POPMALMOHHOM
0e30MacHOCTH
3ananme Ne3. PazpaboraiiTe npuMepHBbIH NepeYyeHb CBeeHUI, COCTABIAIIIUX KOMMepYe-
CKYIO TaifHy npeInpusATUs.

1. Vxkaxwure pa3ziesbl JaHHOTO MEPEUHS.

2.  Omnpenenute KpUTEPHH, 1O KOTOPHIM T€ WU WHBIE CBEIACHHUS MOTYT OBITh OTHECEHBI K
3aIUIIAEMBIM.
3.  Omnpenenure, Kakue TOKYMEHTHI HEOOXOIUMBI JUIsl BHECEHHSI M3MEHEHUM U JIOMOJIHEHU B

chOpMUPOBAHHBIA TEPEYCHb CBEIACHUMN, COCTABIISIONINX KOMMEPUYECKYI0 TalHy, U KTO OTH
TIOKYMEHTHI paspabamviéaem.

Cnucok JimTeparypsbl:

1. Ocnosvr pabomwer ¢ Cisco Packet Tracer [DnektpoHHbIN pecypc] : Pexum nocrtyma :
http://just-networks.ru/articles/osnovy-raboty-s-cisco-packet-tracer, cBoGoaubIii. — 3aria. ¢
DKpaHa.

2. Kaxk nonvsosamuvca Wireshark noo Windows [ OnexktponHslii pecypc] : Pexxum nocryma :
https://www.windxp.com.ru/1017-wireshark-kak-i-dlya.htm, cBo6omHbIif. — 3ari. ¢ 9kpaHa.
MarepunanbHO-TeXHUUYECKOe o0ecrieyeHue 3aHATHS:

Komnreioteps! nmo xonudectBy odydaromuxcs ¢ pa3Bépuyrod OC MS Windows, BupTyanbHOI
marrunoit, TTTTIT Cisco Packet Tracer u Wireshark.

3aganue Ne4. OmnpenesneHue NOHATHI TEXHOJOTHsl YNpaBJeHHs W (PYHKIHOHMPOBAHMA
Cc3u

1. Ha ocHoBe o0000UIeHUSI TNPUBEACHHBIX HWHTEPIpPETAlUid OINpeNeseHU MOHATUSA
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«TEXHOJIOTUs» C(HOPMYIUPOBATh CBOW BapUaHT OMNPEACICHHUS MOHATUS «TEXHOJOTHS
ynpasinenust C3U» u «rexnonorust pynkunonupoBanust C3W».
2.  IlpoBecTu CpaBHHUTEIIFHBIN aHAIN3 PACCMATPHBAEMBIX TOHSATHH.
3. Omnpenenuthb, Ha KaKHe ATaIlbl JEIUTCS MPOLEAypa NPUHATHS PELCHMs], YYUTHIBAs, YTO
OHO (IIPUHATHE PELLEHMsI) COCTABIAET OCHOBY TEXHOJIOTUH YIIPABJICHHUS.
Ilepeuensv cywecmsyrowux onpeoeneHuii NOHAMUS K MEXHOA02U)
1. Texnonoruss — nr000€ CPEACTBO MPeoOpa30BaHUsI MCXOJHBIX MaTepuanoB, OyAb TO IIOJIH,
uHpopManus Wi GU3NIECKUe MaTepuabl, 1) NOTYYESHUs KETaeMbIX MPOIYKIMHA WIN YCIIYT.
2. TexHonorusi — (MCKyCCTBO, MAaCTEpCTBO, YMEHHUE) — COBOKYIHOCTb METOAOB 00pabOTKH,
U3TOTOBIICHHUS, M3MEHEHUS COCTOSIHHS, CBOMCTB, (DOPMBI CBHIpbs, MaTepuana HIu
noiyhabpukaTa, OCyIIECTBIIEMBIX B IIPOLECCE TPOU3BOJICTBA MTPOAYKIIUH.
3. TexHOJIOTUST — MPOLIECCHI TOJATOTOBKH, MEepelaul, HAaKOIUIEHUS U 00paboTKH MHPOpPMALUU C
HOMOILBIO BEIYUCIUTENBHBIX MAIIMH.
4. TexHOIOTUSI — CHUCTEMa B3aMMOCBSI3aHHBIX CHOCOOOB OOpabOTKM MaTepHaioB U NPUEMOB
W3TOTOBJICHUSI MPOLYKIIMHU B IPOU3BOACTBEHHOM MPOIIECCE.
5. TexHonorus — COBOKYIHOCTb METO/OB, NPOU3BOJCTBEHHBIX IMPOLECCOB U MPOTrPaAMMHO-
TEXHUYECKHUX CPEJICTB, OOBEANHEHHBIX B TEXHOJIOIMUYECKYIO LEMOYKY, 00eCIeunBarolyo coop,
XpaHeHHne, 00pabOTKy, BBIBOA U PACIPOCTpaHEHNUE MH(POPMAIIUH TSI CHIDKEHUS TPYIOEMKOCTH
IIPOLIECCOB HMCIOJB30BaHUS HH(POPMALMOHHOTO pecypca, IMOBBIIIEHUS HUX HAAECKHOCTH U
OIIEPATUBHOCTH.
6. TexHONMOrMs — COBOKYIHOCTb TEXHOJOTMYECKHX DJIEMEHTOB, HAIpUMEpP YCTPOMCTB WIIH
METO/IOB, UCIIOJIb3YEMBIX JIFOABMHU JUIsl 00pabOTKH HH(OPMALIUH.
Cnucok JiuTepaTypbl:
1. I'OCT P UCO/M3K 15408-1 (15408-2, 15408-3) Kpurepuu oreHKH 6€30MaCHOCTH WH-
(opMalMOHHBIX TEXHOJOTHH. [DNeKTpoHHbIH pecypc]: Pexxum nocrymna:

https://standartgost.ru/g/TOCT _P_MCO/M3K 15408-1, cBoboaHbIi. 3ari. ¢ dKkpaHa.

2.  Kak nome3oBarecss Wireshark monq Windows [Dnekrponsslit pecype] : Pexxum moctyna :
https://www.windxp.com.ru/1017-wireshark-kak-i-dlya.htm, cBo6omHbIii. — 3ari. ¢ 9kpaHa.
MarepuanbHO-TeXHUYECKOe ofecreyeHHe 3aHSATHS
Komnreioteps! nmo xonuuectBy odydaromuxcsi ¢ pa3Bépuyror OC MS Windows, BupTyasibHOI
marmmno#, TITIIT Cisco Packet Tracer u Wireshark.

Pazgnen Ne 3. AIMHMHHCTPATHBHBI W NPOUEAYPHBbIH  YPOBeHb o0ecneYeHHs
HH(}OPMaALMOHHOM 0€30IACHOCTH.

3aganue Ne 5. (2uaca) OnpenesieHre OCHOBHBIX IPUHIMIIOB YIIPABJIEHHS CJI0KHBIX OP-

TFraHU3allMOHHO -TEXHUYECCKUX CUCTEM.
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1. O3HaKOMbTECh C TEPEYHEM MPUHIMIIOB OPraHU3ALUKN CIOKHBIX OPraHU3alMOHHO-
TEXHUUYECKHUX CHCTEM.

2. W3 mpemioKeHHOro HIDKE TIepeyHsl BBIOpaTh MPHHLUUIBI OpPraHU3alMHd  CJIOKHBIX
COLIMOTEXHUYECKHX CHUCTEM, OOOCHOBaTb CBOW BBIOOP M JAaTh MHTEPIPETALMI0 BBIOPAHHBIX
MIPUHIIMIIOB C TOYKHU 3peHus opranuzamnuu C3U;

3. VYka3zaTb, KakuMH €lle NPUHIUIAMU CIEAYeT PYKOBOJCTBOBATHCS IPH OPraHU3ALUU U
ynpasinenuun C3U;

4.  BpIABUTH NPUOPUTETHOCTh CPEIU BHIOPAHHBIX MPUHIUIOB (0OOCHOBaTh CBOE MHEHHE,
UCIOJIb3Yysl IPAKTUUECKHUE IPUMEPHI).

Ilepeuens npunyunos opeanuzayuu C10HCHLIX OPSAHUIAYUOHHO-MEXHUYECKUX CUCTIEM:

Llenenanpasnennocms — COCpPEIOTOYEHHE OINPEAEISAIONIEHN JOIM BCEX BUIOB PECYPCOB Ha
peLICHUH Ba)KHEHIINX 3a/1a4.

Komnnexcnocms — yder Bcex WM IO KpaifHe Mepe OOJBIIMHCTBA BaXKHEHUIIMX
(akTOpoB, OKa3bIBAIOLIMX BIUSHUE HA pEIICHUE IOCTaBJICHHOM 3aJayd, a TaKXkKe Y4eT
BO3MOXKHBIX NOCJIEACTBUM peanu3allid NPUHUMAEMBbIX PEHIEHUH U BHYTPEHHUX B3aUMOCBSI3El
pa3pabaTbIBa€MbIX U OCYLIECTBISIEMbIX MEPONIPUATHH.

Hayunas obocnosannocms — CHCTEMHOE pPACCMOTpPEHHE MpoOJeM, H3Yy4YeHUE W
00001IeHNE TTePeIOBOr0 HAYYHOTO U MPAKTUIECKOTO ONBITA B TAHHOH MPEeIMETHON 00JIaCcTH.

OKOHOMUYHOCMb — CO3JAHME U OKCIUIyaTalusi CHUCTEMBl, OCYILECTBISIEMBbIE C
ONTUMAJIBHBIM PACX0J0BAaHUEM PA3JIMYHBIX BUI0B PECYPCOB.

Opeonomuynocms — TPOEKTHPOBAHUE CHCTEMBl C YYETOM ICHUXO(pU3UOIOTHYECKUX
0COOEHHOCTEH uenoBeKa, KOTOPhIM OyJeT ee SKCIITyaTHPOBATh.

Llenmpanuzoéannocms ~—  OpPraHU3allMOHHO-(QYHKLIHMOHAJIbHAS  CAMOCTOSITEIbHOCTD
IpoIeccoB, OOECHEUMBAIONIMX pEHIEHWe BCeX BaXHEHIIMX 3a7ad  OpraHu3alud |
(YHKLIMOHUPOBAHUS CUCTEMBI.

Cneyuanusupoeannocms — TIPUBIEYEHHE K TMPOEKTUPOBAHUIO, BHEIPEHUIO U
AKCIUTyaTallu CUCTEMBI CHeIHaTN3UPOBAHHbBIX OopraHusarui, poheccuoHaNbHO
HOJTrOTOBJIEHHBIX CIELUAINCTOB, UMEIOIIUX ONBIT HAYyYHOU U J1abopaTopHOM paboThI B 00J1aCTH,
COOTBETCTBYIOLIEH IeleBOMY U (DYHKIIMOHAJILHOMY HAa3HAYEHMIO CHCTEMBI, €€ TEXHUUYECKUM U
JIPYTUM OCOOEHHOCTSIM.

Cogepuiencmeosanue — HETIPEPHIBHBINA aHAIN3 U BHECEHHE COOTBETCTBYIOIINX KOPPEKTUB
B 1mporecc (YHKIMOHUPOBAHUS CHCTEMBI C YYETOM COOTBETCTBYIOIIMX HAYYHBIX U
NPAaKTUYECKUX TOCTHKEHUH 1 0000I1IeHNSsI HAKOIUIEHHOTO OTIBITA.

Cnucok JIuTepaTypbl:
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1. TOCT P HUCO/MBK 15408-1 (15408-2, 15408-3) Kputepuu OrieHKH O€30MaCHOCTH HH-
(opMaLMOHHBIX TEXHOJOTHHA. [ DNeKTpOoHHBIH pecypc]: Pexxum nocrymna:

https://standartgost.ru/g/TOCT _P_MCO/M3IK 15408-1, ceoboanbIii. 3ari. ¢ s3kpaHa.

2.  Kak monws3oBarbcst Wireshark monq Windows [DnextponHslid pecypce] : Pexxum gocryna :
https://www.windxp.com.ru/1017

MarepuaabHO-TeXHUYECKOE o0ecrieYeHue 3aHATHS:

KommbtoTeps! mo konudecTBy odydarommxcsi ¢ pasBépuyror OC MS Windows, BUpTyaJIbHOI
mammunoii, ITIIIT Cisco Packet Tracer u Wireshark.

3ananue Ne 6. (2gyaca) PaspaboraiiTe Moxe/ib yrpo3 3amuiiaeMoii MH(poOpMAIUM HA Npea-
NPUATHH:

1. IpencraBpre rpaUYecKyl0 CXEMy, OTPAXKAIOIIYI0 COJCpKAHWE OCHOBHBIX JTaIloB
IPOIIETyPHI BBISBICHHS YTPO3 HHPOPMALIUU ¥ OCHOBHBIX KATErOPUN HAPYIITUTEIICH.

2. OObBsICHUTE, KAaKUM 00pa30M JCHCTBUS HAPYIIUTENICH Pa3JIMYHBIX KAaTErOPHH OKa3bIBAOT
BIMsiHUE Ha obecnieueHne ¢pynkuuonuposanus KC3U.

3. 3anmomaute a6 I11.1 cnexyromero Buaa:

Tabnuya I11.1

Kareropun Jectabunuzupyrome Bo3AeiCTBUS

HapylmuTenen

O6wextsI 3amuThI (Qi...Qn)
I VIl

VYrpossl (A, B, C, ..., Z)

A — BBIBOJI M3 CTPOSI OCHOBHOTO 000PY/IOBAHMS,

B — nepexsar nnpopmanuu;

C—..;

Z — (usnyeckoe BO3eiCTBIE HA HH(DOPMALIHIO.
O6nexto! 3anuThi (1, 11, ..., X)

| — BBIIEIEHHBIC TIOMETIIEHUS;

Il — cpenctBa 00paboTKH MH(OPMAIIH U CBSI3H;

M —..;

X — cucreMsbl obecrieueHus: GQyHKIIMOHUPOBAHUS OOBEKTA.
BepOanbHO-4rcIOBast OIIEHKA CTETIEHU OMACHOCTH JeCTAOMITH3UPYIOMIETO BO3ICHCTBHS

1— HC3HAYUTCIIbHAA,

44


https://standartgost.ru/g/ГОСТ_Р_ИСО/МЭК

2 — Majas;
3 — cpenHss;

4 — BpICOKAA.

Kareropun napymurenei:

1.  cnenmanucThl GYHKIIMOHATBHBIX TOIPA3ACICHUI;
2.  CHEIHMAIIMCTHI CITYKObI 0€30MaCHOCTH;
3.  BCIOMOTaTeNbHBIN (TEXHUUYECKHH ) IIEpCOHAT.

Cnucok Jaureparypsbi:
1. TOCT P HUCO/MBK 15408-1 (15408-2, 15408-3) Kputepuu orieHKH 0€30MaCHOCTH UH-
(opMaLMOHHBIX TEXHOJOTHNA. [ DNEKTPOHHBIHN pecypc]: Pexxum nocryma:

https://standartgost.ru/g/ITOCT_P_MCO/M3K 15408-1, cBob60aHBIH. 3ari1. ¢ 3KpaHa.

2.  Kak nmonn3oBatbes Wireshark mog Windows [Onektponssiit pecypce] : Pexxum gocryma :

https://www.windxp.com.ru/1017 — cBoGoaHbIN. 3ari. ¢ dKpaHa.

MarepunanbHO-TeXHHYeCKOe o0ecrieyeHrue 3aHATHS:
KomnbroTepsl 1Mo kosnmuecTBy obydaromuxcs ¢ pazpépHyrodl OC MS Windows, BupTyaabHOI
mamunoii, ITTIIT Cisco Packet Tracer u Wireshark.

Pa3znesn Ne 4 IlporpaMMHO-TeXHH4YeCKHH ypOBeHb o0ecniedyeHHsi HH(POPMAIMOHHOMH
uHopmanuu
3apanue Ne7. (2uaca) Onpeaesienue U pa3padoTkKa 3TanoB IIAHUPOBAHUSA padoT
1. Onpenenutb, Kakue oOIIKE 3TAIbI BKIOYAET B ce0s MIIAHUPOBAHUE OpraHU3allMy CHCTEMbI
3aiuThl HHOpMaLuu (cucTeMa 3alIuThl THPOPMAIUN).
2. Pazpaborarb cTpykTypy IuiaHa opranmzanuu C3W Ha OCHOBE MpEMJIOKEHHOM OOIIEH,
MOA3TANHOM nporpaMMsel aeicTBui (cM. [Tpunoxenue 2), oxBaTeIBaromeil mpoliecc opraHu3aluu
C3U Ha n000M IpeanpusTHH.
3. Ilpemynoxuthb cBOE coepKaTeIbHOE HAMOJIHEHNE Pa3padOTaHHOM CTPYKTYpHI IUIaHa.

Tabnuya I11.2

XapaKkTepUCTUKU BUJIOB KOHTPOJIS 3Ha4YeHMs XapaKTePUCTUK

[lepnoaMUHOCTE TPOBENCHUS OnepaTuBHbBIN
[Tepuoanueckuit
ONU30IUUeCKAH

Cnucok JIuTepaTypbl:
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1. TOCT P HUCO/MBK 15408-1 (15408-2, 15408-3) Kputepuu OrieHKH O€30MaCHOCTH HH-
(opMaLMOHHBIX TEXHOJOTHN. [ DNEKTPpOHHBIH pecypc]: Pexxum nocryma:

https://standartgost.ru/g/TOCT _P_HMCO/M3BK 15408-1, cBoOOHbIH. 3aril. ¢ 3KpaHa.

2.  Kak monws3oBarbes Wireshark mog Windows [DnektponHsiii pecype] : Pexxum noctyna :

https://www.windxp.com.ru/1017 — cBoGoaHbIi. 3ari. ¢ 9KpaHa.

MartepuaibHO-TEXHHYECKOE O0ecriedeHne 3aHATHS:

Kommprorepsr o konudecTBy obOydaromuxcsi ¢ pa3Bépuyroir OC MS Windows, BupTyanbHOH
mammunoii, ITIIIT Cisco Packet Tracer u Wireshark.

3ananue Ne 8. (2uaca) AJITOPUTM MOCTPOEHUSI KOHTPOJISI CUCTEMBI 3alIIUThHI HH(POPMALHMH.
1.  CdopmynupoBaTh onpeneicHue MOHATHS «KOHTPob pyHkunoHupoBanust KC3My.

2.  Onpenmenutb, B 4YeM 3aKJIIOYAIOTCS  OCOOCHHOCTH  OpPraHM3allMMd U KOHTPOIS
dbyukumonupoanuss KC3U u cucrem apyroro HazHadeHusl (Hampumep, MPOU3BOJICTBEHHBIX,
cucrteM cBs3u, ACOJl u T. 1.);

3.  I'padwmuecku npencraButh anroput™ KoHTpois B KC3U;

4.  3anoaHuUTH Kiaccu(UKaMOHHYIO Tabnuiy (Tadmn. I11.2).

Tabnuya I11.2

XapakTepUCTUKU BUIOB KOHTPOJIS 3Ha4YeHHS XapaKTEPUCTUK

[TeproMUHOCTH TPOBEICHUS OnepaTUBHBII
[Tepuoanueckuit
DMU30ANYECKUHI

Cnucok JauTepaTypsl:
1. I'OCT P UICO/M3K 15408-1 (15408-2, 15408-3) Kpurepuu oreHK: 0€30MaCHOCTH WH-

(opMaMOHHBIX TEXHOJIOTHH. [ DeKTpoHHBIN pecypc]: Pexum nocryna:

https://standartgost.ru/g/TOCT P_MCO/M3IK 15408-1, cBoboanbIii. 3ari. ¢ skpaHa.

2. Kak none3oBarbesa Wireshark mon Windows [nexkrponHslii pecypc] : Pexxum noctyma :

https://www.windxp.com.ru/1017 — cBoOOAHBIN. 3ari. ¢ IKpaHa.

MarepunanbHO-TeXHHYeCKOe o0ecrieyeHre 3aHATHS:

KommnbroTeps! o kosnmdecTBy obydaromuxcs ¢ pa3sépuyroir OC MS Windows, BupTyaibHON
marrunoit, TTTTIT Cisco Packet Tracer u Wireshark.

3ananue Ne 9. (2gaca) Pazpadorka nporpaMMsbl 1eiCTBHH B Ype3BbIYAHHBIX CUTyallUsIX HA
npumepe 0aHka.

1. Ha ocHoBe aHanmM3a OMNpeneNeHUN pa3IMYHBIX MOHSATHH, OTHOCAIIMXCS K JaHHOH

HpCIlMCTHOﬁ O6J13.CTI/I, C(I)OpMyJII/IPOBaTL OIIPCACIICHUC TTOHATUA «‘-Ipei’»BBI‘-IaﬁHaﬂ CUTyalus» B
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OTHONIEHUH IMPOLIECCOB 3aIUTHI HHPOpMAIINH;
2.  Omnpenenuth KPUTEPHUH, MO KOTOPHIM MOXHO MPOBECTH KIACCU(DUKAIMIO MOTEHIIMAIBHO
BO3MOYKHBIX YPE3BBIYANHBIX CUTYAIIHM, CIOCOOHBIX BIUATH HA GpyHKIMoHUpoBaHue KC3U;
3.  Pa3zpaborare mporpamMmy AeicTBUII B YpEe3BBIYAMHBIX CUTYyallUAX Ha ImpuMmepe OaHka, U
CaMOCTOSITENIbHO CPOPMUPOBATE:
a) CTPYKTYpY Macropra pucka 00beKTa;
0) CTpyKTypy Tpynmbl (KOMHTETa) MO yrpaBieHuo B ycinoBusx UYC M JIMKBUJAUMU UX
OCJICICTBUM.
Ilepeuensy onpedenenuil paziuuHblX NOHAMUL, OMHOCAWUXCA K KAMeE2opUu IKCMPeMAalbHbIX
(upe38biuaiinbix) COOLIMULL:
Aeéapuss — omacHOE MPOUCIIECTBUE HAa XO3SIMCTBYIONIEM CyOBEKTe, TPAHCIIOPTE MM HA JTMHHIX
CBSI3H, MPECTABIIAIONIEe YTPO3y KHU3HU U 3J0POBBIO JIIOJeH THO0 MpUBOAsIIEe K Pa3pyIICHUIO
MPOU3BOJCTBEHHBIX  IMOMEIICHUN, TMOBPEXKICHUI0O WIM YHUUYTOKEHUIO  000pyHOoBaHUS,
MEXAaHU3MOB, TPAHCIIOPTHBIX CPEJICTB, ChIPbsi U FOTOBOM NMPOMYKIMH, a TAKK€ K HApYIICHUIO
IIPOM3BOJICTBEHHOTO IIpOLIEcca.
Kamacmpogha — BHe3amHOe OGenicTBUE, COOBITHE, BIIEKYIIIEE 32 COOOH TsKeIbIe MOCIEACTBUS.
Kpuszucnas cumyayus — pe3kuii, KpyTod TmepenoM B UYeM-IH0O0, TSDKEIoe MepexoaHoe
COCTOSIHHE.
Puck - Tn peanusanuy ONacHOCTEW OIPENENIEHHOTO KJlacca, KOTOPBIM MOXKET ObITh ONpenesieH
KaK 4acTOTa WJIM KaK BEPOSTHOCTh BOSHHUKHOBEHUS OJHOTO COOBITHS MPU HACTYILICHHH JIPYTOro
COOBITHSI.
Ypesgvluaunas cumyayusi — KOMIUIEKC COOBITUH, MPOTEKAaHHWE M PEe3yNbTaT HACTYIJICHUS
KOTOPBIX MPUBOJUT K pEAIU3alHMKN B PallOHE YPE3BBIYANHON CHUTYallMH, ONACHOW JJISl KU3HU U
3l0pOBbs  JIIOAEH, a TaKXKE MaTEpPUAIbHBIX IIEHHOCTEH, HapylIEHWe OSKOHOMHYECKON
JESTENIbHOCTH, HOPMAJIbHOTO >KH3HEOOecreueHus, (PYyHKIMOHUPOBAHUS CXEM YIpaBJICHUS U
CBSI3H, a TAKXK€E SKOJIOTUYECKOT'O PABHOBECHS.
Cnucok JiuTepaTypsbl:
1. I'OCT P UCO/M3K 15408-1 (15408-2, 15408-3) Kpurepuu oreHKH 6€30MaCHOCTH WH-
(dbopMaIMOHHBIX TEXHOJOTHH. [ IeKTpOHHBIN pecypc]: Pexum noctyna:

https://standartgost.ru/g/TOCT _P_MCO/M3K 15408-1, cBoO0oaHBIH. 3aril. ¢ dKpaHa.

2.  Kak monp3oBatbes Wireshark mog Windows [Dnekrponsblii pecypce] : Pexxum gocryma :

https://www.windxp.com.ru/1017 — cBoGoaHBIN. 3ari. ¢ FKpaHa.

MarepuaiabHO-TEXHUYECKOe ofecreyeHne 3aHSATHS
Komnreroteps! nmo xonuuectBy obyvaromuxcs ¢ pa3Bépuyror OC MS Windows, BupTyasibHOI

mammno#, TITIIT Cisco Packet Tracer u Wireshark.
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9.2. MeToanuyecKkue peKOMEH/IAIUH 0 NMOAT0TOBKE MIUCbMEHHBIX padoT (pedepaTos,
JOKJIA/10B)

Pedepar, 1okjaax — IPOIyKT CAMOCTOATEIBHON pabOThI CTYACHTA, MPECTABIISIOIINMA

co0o0ii Hanrcanue y4eOHbIi pabOoThl U MyOIMYHOE BBICTYIUICHHE I10 MPEACTABICHUIO MOTyYeH-

HBIX PE3yJIbTATOB PEIICHUS ONPEACICHHON Y4eOH0-I1a00paToOpHO, y4eOHO-UCCIIEI0BATEIbCKON

WJIM HAYYHOU TEMBI.

10
11

12
13

14
15
16
17

IIpumepHbIii epevyeHb TeM pedepaToB, 10KJIAI0B
OcHOBHBIE METOJMKH, UCIIOJIB3YEMBIE JIJIS1 OLIEHKU PHUCKOB.
[Tponetypa popMupoBaHus 3JIEKTPOHHOM MOJIIHCH.
OcHoBHbIe KaHaTBl HecankimorupoBanHoro gocryna (HCA0 k uadopmarmu npu ee 00-
paboTKe ¢ UCOIb30BAHUEM TEXHUUECKHUX CPEJCTB.
Metonbl, criocoObl HecanknmuoHupoBanHoro nocryma (HCJI) x wHbopMmamuu mpu ee
obpabotke Ha CBT (AC).
OcHOBHBIEC YPOBHHU 00ecriedeHrs1 THPOPMALMOHHOM OE30MaCHOCTH.
Knaccugukarusi yrpo3, HCTOYHHKOB yrpo3 MH()OpMAIMOHHON 0€301MacHOCTH MpH 00pa-
00TKe HH(pOPMAINH C UCTIOIE30BAaHINEM TEXHUYECKUX CPEJICTB.
OcHoBHble nonoxenuss O3 «O6 nHpopmanny, HHGOPMALIMOHHBIX TEXHOJIOTHIX U O 3a-
muTe HHGOpMaIT».
KonuenryanbHble HOpMaTUBHO-TIPaBOBbIE aKThl Poccuu B 06s1acTu 3aiyThl THPOPMALIUH.
Ponp B Poccum MexBEeTOMCTBEHHONM KOMMCCHM IO 3aIUTE IOCYJAapCTBEHHOM TalHBI B
(GbopMUPOBAHNUY NIEPEYHS CBEICHUMN, COCTABIISAIOUINX FOCYIapCTBEHHYIO TalHY.
Bunpl u knaccudukanys KOMIbIOTEPHBIX MPECTYIIICHUM.
Buapl KOMIBIOTEPHBIX MPECTYIUIEHUH, METOABI NMPOTUBOACUCTBUSI KOMIIBIOTEPHBIM IIpe-
CTYIUJICHUSIM.
[TonuTuka nHGOPMALTMOHHOM 0€30I1aCHOCTH, OCHOBHBIE MOJI0KEHUS U 3Tallbl €€ pa3paboTKH.
[Tporpamma nH(pOpMaIIIOHHON 0€30MaCHOCTH, OCHOBHBIE MOJIOKEHUS U 3TaIlbl €€ pa3paboT-
KU.
OcCHOBHBIE yTPO3bl KOMIIBIOTEPHBIM CUCTEMAM.
MeToarKH OLEHKH PUCKOB JJIsl HHPOPMAITHOHHBIX CUCTEM.
Cranpaaptsl B 061acTH pa3pabOTKH MOJUTHKH HH(POPMAIIMOHHON 0€30MacHOCTH.

I/IHCTPYMGHTHIH)HI)Ie Cpe€AacTBa IJisd aHAJIM3a PUCKOB M YIIPABJICHUSA UMHU.

48



18

19

20

21

22

23
24

25
26

27
28
29
30
31
32
33
34

35
36
37
38
39
40
41
42

3aKOHOJATENIbHBIH ypOBEHb MH(POPMALMOHHONW 0€30MacHOCTH, OCHOBHBIE HOPMAaTHBHO-

IIPaBOBBIC TOKYMCHTEIL HCO6XOI[I/IMBIe JIIA obecrneyeHust 0€30IMaCHOCTH I/IH(i)OpMaLII/II/I

IPEANPUATHH.

Ha

AJMUHUCTPATUBHBIN YpOBeHb MH(DOPMALIMOHHONW 0€30MacHOCTH, MOJUTHUKA U Mporpamma

UH(POPMALIMOHHOM 0€30MaCHOCTH.

AJMUHUCTPATUBHBIN YPOBEHb HH(POPMAIIMOHHOIN 0€30MMaCHOCTH, aHATU3, YUET U YIpaBlie-

HUS PUCKAMH.
[Tpouenypuslit ypoBeHb HHGOPMAIIMOHHON 0€30M1aCHOCTH, HA3HAYCHHE, LI U PellIaeM

3aga4u.

bIC

[TporpaMMHO-TEXHUYECKUN YPOBEHb WH(POPMAIIMOHHON 0€30MIaCHOCTH, Ha3HAYCHUE, LIENIH

" pCIIaCMbIC 3a1a4H,

[TpUHIUIIBI TOCTPOCHUS APXUTEKTYPHOI 0€301macHOCTH HH(POPMAITMOHHBIX CHCTEM.

OcHoBHBIE TPYNIBI TPOLEAYPHBIX Mep Mo obecrneyeHno WHGOpMalnoOHHONW Oe30macHo-

CTH.

bazoBbie HampaBiieHUS MTOAIEPKKU pabOTOCIOCOOHOCTH HH(POPMAITMOHHBIX CUCTEM.

OcHOBHBIE CEPBUCHI MPOTPAMMHBIX CPEICTB 3aIIUTH HHPOPMAIIMH B HH(YOPMAIIMOHHBIX

cucTeMax.

ba3oBbIe TpyNITbI METOIOB ayTeHTH(UKAIINH.

OcHOBHbIE NTpaBUJIa APOJILHON 3aIIUTHl B KOMIIBIOTEPHBIX CUCTEMAX.
buomerpuueckue cucTeMsl HASHTU(UKALMH [TOJIb30BaTEIEH.

OcHOBHBIC BU/IBI YIIPABJICHUS JOCTYIIOM K HH(POPMAIIUH.

Knaccugukanus nporpaMM-BUpyCOB.

bazoBbIe BUIBI aHTUBHPYCHBIX MIPOTPAMM.

Knaccugukarys BpeJOHOCHBIX PO PaMM.

OcHOBHBIE CBOMCTBa aHTUBHUPYCHOTO IporpamMMHoro npojaykra Jlaboparopun Kacnep-
CKOTO.

Knaccugukarus MeTo0B Kpunrorpaduyeckoro npeodpasoBaHus TaHHbBIX.
brounoe u moTokoBoe mMQpoBaHue.

OcHOBHBIEC METOIBI IM(DPOBAHUS TAHHBIX.

bazoBsie kpunrorpadguyeckre CTaHIAPTHI.

CHUMMETpPUYHBIE U ACCUMETPHUYHBIC KPUIITOCHCTEMBI.

Creranorpaduyeckue cCUCTeMBbI IpY Niepeaade nHPOpMAIMK IO KaHAJIaM CBSI3H .
BbazoBbie pecypchl HHPOPMALMOHHBIX CUCTEM, MOJUIEKAIMX 3aIHTE.

OcHOBHBIC MPUHIMIIBI apaneKTypHoﬁ 0e30IMmacHOCTH I/IH(I)OpMaI_II/IOHHLIX CHUCTCM.
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43
44

45

46

47

48

CepBUCHI 0€30MTACHOCTH JIJISl peaTn3allui 3alIUTHEIX (YHKIIUN BRIYUCIUTEIHHON CETH.
Hepapxusi cepBUCOB 0€30MACHOCTH B MH(POPMAIIMOHHBIX TEIEKOMMYHUKAIIMOHHBIX CH-
cremax (UTC).

KOpuandeckast OTBETCTBEHHOCTh 32 HAPYIIIEHUE TIPABOBBIX HOPM IO 3aIIUTE HHPOPMAITUH.
Mepbl TUCIUTIITMHAPHON 32 HApYIICHHE MPABOBBIX HOPM TI0 3alTUTE WH()OPMAIIHH.
AJMUHUCTpATUBHAS OTBETCTBEHHOCTH 3a MPABOHAPYIIICHUS B 00JIACTH 3aIIUTHI HH(POpMa-
IUH.

YTon0BHAsE OTBETCTBEHHOCTH 32 MPABOHAPYIICHUS U MPECTYIUICHUS B 007acTH KOHPHICH-

UaTbHON MH(OPMAITUH.
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AHHOTaNUA

Hucuumummna b1.b14  «Mupopmanmonnas ©6e3omacHOCTb» OTHOCUTCS K Onoky bl
JUCHMIUTMH 0a30BOM dYacTH ydeOHOro miaHa 1o HampasieHuto noarotoBku 09.03.03
«[IpuxnagHas nuHpopmMaTuka.

HucuuiuinHa peanusyercst Ha (akynbrere MHpOpMaLMOHHBIX cuCTEM U G€30MacHOCTH
Kadeapoit «KoMIuIekCHOM 3auThl HHOOPMAITI.

eas AMCHMIIMHBI:

e mpodeccuoHaIbHas MOATOTOBKA CTYACHTOB, HEOOXOIMMAs JUIsI OCBOCHHUSI METOJIOB U
TEXHOJIOTHI o0ecrieueHus: MHPOPMaIMOHHOM 0€30MacHOCTH M 3aluThl HHPopManuu B HHGOP-
MAaIlMOHHBIX CUCTEMAaX apXUBOB U CHCTEMax JOKYMEHTO000pOTA.

3agaum JUCHMINJIMHBI:

*  TOJYyYCHHE CHCTEMAaTH3MPOBAHHBIX 3HAHHUH O COBPEMEHHBIX KOHIICTILIUAX, METO/IaX
TEXHOJIOTUSAX o0ecrneyeHuss MHPOPMALMOHHOM 0e30MmacHOCTH B MH(GOPMALMOHHBIX CHCTEMax
Pa3InYHOIO Ha3HAYCHUS;

*  U3y4YeHHE TEOPETUUYECKUX OCHOB MH(POPMALMOHHON 6€3011acHOCTH;

*  (dopMHpOBaHHE YMEHUH UCIIOIB30BaTh OCHOBHBIE JOCTIKEHHS B 00sacTH HH(OpMa-
IIUOHHOW 0€30MaCHOCTH IPU pealIn3allui CBOEeH MPpOoeCCHOHATLHON IeATeIbHOCTH;

*  BJAJCHME HaBbIKAMM OOECleYeHHUs 3alUThl HHPOpPMALUU B MH(MOPMAIIMOHHBIX CHU-
CTeMax pa3jIMYHOIro Ha3HAYCHMUS;

*  pa3BHUTHE aHAJUTUYECKOTO MBIIUIICHHUS, YMEHUS CTPOrO M3JaraThb CBOM MBICIH, pa3-
BUTHE CITIOCOOHOCTEHN K 0000IICHUIO U aHaN3y UH(POPMAIINH, TTOCTAHOBKE IIeJIel U BHIOOPY IMY-
TEU ee JOCTUKEHHUS.

JlvcuuIuiHa HarpaBiieHa Ha (popMUpOBaHHUE CIIETYIOIUX KOMIETEHIUAX:

e OIIK-4: cnocoOeH pemaTh CTaHAAPTHBIE 33]1a4l NPOPECCUOHATBHON 1eATETbHOCTH
Ha OCHOBE MH(OPMAIMOHHON U OMOIMorpaguueckoi KyiabTypbl ¢ MPUMEHEHUEM HH(OpMaIIK-
OHHO-KOMMYHUKAIIHOHHBIX TEXHOJIOTHH U C Y4ETOM OCHOBHBIX TpeOOBaHWH MH(MOPMAITMOHHOMH
0€30I1aCHOCTH;

e JIK-18: cmocoben npuHuMaTh y4yactue B opranuzauuu WT-undpactpykTypsl u
ylpaBiieHUU UH(HOPMAITMOHHON 6€3011aCHOCTHIO.

B pe3ynbrare 0CBOGHUS NUCIUILTUHBI 00YYaIOLIUICs JOKEH:

3Hame OCHOBHBIE TIOHATHS, CBA3AHHBIX C oOecrieueHneM MHGOPMAIMOHHOI Oe30macHo-
CTBIO W 3alIMTON MH(GOPMAIIHNH, TSN U 33]]a9i PEAMETHONW 00J1aCTH U KOMITBIOTEPHBIE METO/IBI
UX pEUIeHUs, OCOOCHHOCTH HCIOJb30BaHUS JIOKAJIBHBIX U TJIOOAIbHBIX HH(POPMALMOHHO-
TEJIEKOMMYHHUKAIIMOHHBIX CeTel, TpeOOBaHUS K HAJCKHOCTU M 3(P(HEKTUBHOCTH WHPOPMALIUOH-

HBIX CHUCTEM B 00J1acTH €€ MPUMEHEHHSI.

o1



Ymems BBHIOMpATh METOJBI U TEXHOJIOTHH OOecredeHus: MHGOPMAIIMOHHONW Oe30macHo-
CTH, UCIIOJIBb30BAaTh CUCTEMHBIN nmoaxoa K MCCICIOBAHUIO U TIOCTPOCHUIO I/IH(bOpMaI_[I/IOHHLIX CHU-
CTEM.

Braoems KOMILIEKCHBIM MOJIXOJOM K oOecreueHnio MH()OpPMaIMOHHONW 0e30macHOCTH,
HABbIKAMU PEILLIEHUS 33[a4d MPOCKTUPOBAHUS MHPOPMAIMOHHBIX CHCTEM Ui MPEAMETHON 00-
JIaCTHU C UCIIOJB30BAHUCM THUIIOBBIX ITPOCKTHBIX peL[IeHI/Iﬁ " CTaHAApTOB, HABBIKAMHU ITOCTAHOBKHU
3ala4yi CUCTCMHOI'O IMPOCKTUPOBAHUA U O6CJIy)KI/IBaHI/I$I MMporpaMMHBIX CPCACTB HAa BCCM KHU3-
HEHHOM LIMKJIE TH(POPMAIIMOHHBIX CUCTEM.

PaGoueit mporpammoii mpe1ycMOTpPEeHbI CIETYIOIINE BUIBI KOHTPOJIS: TEKYIUN KOHTPOIIb
ycreBaeMOCTH B ()OpME TECTOBBIX 3a/IaHUM, MPOMEXKYTOYHAs arTecTanus B (opMe 3adera C
OLICHKOM.

OO0miasi TpyAOEMKOCTh OCBOCHHMSI TUCIUIUIMHBI COCTaBISICT 2 3a4eTHbIC €IUHUIIBI, 72

gaca.
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[Tpunoxenue 2

YTBEPX/IEHO

[TpoTokou 3acenanus kadeapobl
KOMIUIEKCHOM 3aIUThI
unpopmanuu PITY

Ne 20 o1 26.06.2018

JIMCT U3MEHEHUU
B paboueii mporpamme aucuurInabl «MHPOpMaronHas 6€30MacHOCThY 0 HAIIPABJICHUIO MO/-
rotoBku 09.03.03 «IIpuknagnas uadopmaTuka» (mpukiaaHon 6akanaspuat) Ha 2018/2019

y4€OHBIN Tof

1. B nepeuens nporpammuoro obecneyenus (I10) BHOCATCS cnenyromue u3MeHeHus (tabdmu. 1):

Tab6muna 1

Ne | Haumenosanue 110 [TpousBoautens | Crocod pacmpocTpaHeHUs
/1

1 Microsoft Office 2013 Microsoft JIALEH3UOHHOE

2 Windows 10 Pro Microsoft JULEH3UOHHOE

3 Kaspersky Endpoint Security Kaspersky JIMIIEH3UOHHOE

2. B nepedens coBpeMeHHBIX npodeccruoHanbHbIx 0a3 ganubix (b/1) u nadopmanmonno-
cinpaBouHbIx cucteM (MCC) BHOCSTCS chenyroniie usmMeHenus (Tabi. 2):

Tabauua 2

No /it | HammeHnoBanue

MexnyHaponanslie pedeparuBHble HaykoMeTpuueckue bJl, moctynmHbie B paMkax Halu-
oHabHOM moanucku B 2018 1.

Web of Science

Scopus

HpO(I)eCCI/IOHaJ'IBHBIe INOJJTHOTEKCTOBBIC BI[, JOCTYITHBIC B paMKax HaLII/IOHaHLHOﬁ IIoa-
mucku B 2018 1.

XKypuaner Cambridge University Press

ProQuest Dissertation & Theses Global

SAGE Journals

XKypuaner Taylor and Francis

DNEKTPOHHBIE U3aHUs U3/1aTEIbCTBA Springer

[Tpodeccuonanbabie MOTHOTEKCTOBBIE B/]
JSTOR
W3nanus no oO1IeCTBEHHBIM U TYMaHUTAPHBIM HayKam

KoMmbroTepHble ClIpaBOYHBIE TIPABOBBIE CHCTEMBI
Koncynsrant Ilmroc,
l'apanT
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[Ipunoxenne 3

YTBEPXJIEHO
[Tporokon 3acenanus kadeapsl
KOMIIICKCHOM 3aIlMTHI
nndopmaruu PITY
Ne 1 or 29.08.2019
JINCT U3MEHEHUU

B paboueii mporpamme AuCHUIIIHHBL «VHPOpMaIoHHas 0€301MacHOCTh) MO HANPaBICHUIO O~
rotoBk# 09.03.03 «IIpuknagnas nnpopmaTuka» (MpukiIaaHoi 6akanaspuar) va 2019/2020
y4eOHBIN TOT

1. B nepeuens nporpammuoro odecneuenus (110) BHocsTCA cnenytomye usmeHenus (taodi. 1):

Tabmuma 1
Ne Haumenosanue 110 ITpousBoautens | Crocod pacmpocTpaHeHUs
/11

Kaspersky Endpoint Security Kaspersky JIMLEH3MOHHOE

Microsoft Office 2016 Microsoft JIALEH3UOHHOE

Visual Studio 2019 Microsoft JIALEH3UOHHOE

Adobe Creative Cloud Adobe JIALIEH3UOHHOE

2. B nepeuenb coBpeMeHHBIX NpodeccnoHanbHbIX 0a3 gaHHbIX (bJl) n nHGpOopManmoHHO-
cupaBouHbix cucteM (MCC) BHOCATCS cneayronue u3MmeHeHus (tad. 2):

Tabnumna 2

Nerm | HaumeHnoBaHue

/m

1 Mexnynaponnslie pedeparuBHble HaykoMeTpuueckue bJl, mocTymHble B paMKax HaIu-
oHanpHOH moanucku B 2019 r.
Web of Science
Scopus

2 [Tpodeccuonanpubie momHOTEKCTOBBIE b/l, TOCTYHBIE B paMKaxX HallMOHATBHOM MOA-

nucku B 2019 .

Kypuaner Cambridge University Press

ProQuest Dissertation & Theses Global

SAGE Journals

XKypuans Taylor and Francis

3 [TpodeccnonanbHbie MOIHOTEKCTOBBIE /]
JSTOR

W3nanus no oOIIeCTBEHHBIM U TYMaHUTAaPHBIM HayKaM
DnexkTponHas oubimoreka Grebennikon.ru

4 KomnbroTepHbl€ CIpaBOYHBIE IPABOBBIE CUCTEMBI
KoncynsranT Ilmtoc,

I"apanT
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[Tpunoxenue 4

YTBEPX/IEHO

[TpoTokou 3acenanus kadeapobt
KOMIUIEKCHOM 3aIUTHI
unpopmanuu PITY

Ne 14 o1 23.06.2020

JIMCT U3MEHEHUU
B paboueii mporpamme aucuurInabl «HPOpMarronHas 6€30MacHOCThY 0 HAIIPABJICHUIO MO/-
rotoBku 09.03.03 «ITpuknagHas nadpopmaTukay (mpukiaaHoi 6akamaspuat) Ha 2020/2021

y4eOHBIN Tof

1. B nepeuens nporpammuoro obecneuenus (110) BHocsTCA cnenytromue n3mMenenus (tadm. 1):

Tabnuma 1

Nent | Haumenosanue 110 [TpousBogutens | Crocob pacnpocTpaHeHUs
/n

1 Windows 10 Pro Microsoft JUIICH3UOHHOE

2 Kaspersky Endpoint Security Kaspersky JIMIIEH3UOHHOE

3 Microsoft Office 2016 Microsoft JIMIEH3MOHHOE

4 [Tnatpopma ZOOM Zoom JIUIEH3UOHHOE

2. B nepeuenb coBpeMeHHBIX NpodeccnoHanbHbIX 0a3 gaHHbIX (b/]) n nHGOpManmOHHO-
cinpaBouHbIx cucteM (MCC) BHOCSTCS cneayrouiue usmeHeHus (taoi. 2):

Tabmnura 2
Neri/m | HanmmeHnoBaHue
1 Mexnynaponnslie pedepatuBHble HaykomeTpudeckue bJl, moctymHble B paMkax

HalMOHAJIBHOMN noamucku B 2020 r.
Web of Science
Scopus

2 [TpodeccrnonanbHble MonHOTEKCTOBBIE B/I, 1OCTyHBIE B paMKax HallMOHAIBHON
moamucku B 2020 T.

Kypuaner Cambridge University Press

ProQuest Dissertation & Theses Global

SAGE Journals

Kypuansr Taylor and Francis

DJICKTPOHHBIC U3JaHKs U3JIaTeIbCTBA Springer

3 KoMnbroTepHsle ClIpaBOYHBIE TPABOBBIE CUCTEMBI
Koncynpranr [ltoc,
I'apanT
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