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1. IosAcHUTEIbHAS 3aNMCKA

1.1. [lenp u 3aa9U JUCHUTUTHHBI

Lenb AMCHUIUIMHBI — MOATOTOBUTH BBITYCKHUKA, YMEIOIIETO pa3padaThiBaTh CHCTEMY IO o0ec-

MEYEHUI0 0E30MacHOCTH MH(POPMAITMOHHBIX PECYpCOB, KaK JUIs aBTOHOMHBIX, TaK M pacrpene-

TNEHHBIX BRIYUCIUTEIBHBIX CUCTEM OpraHU3alli T'yMaHUTApHOH cepsbl.

3anauy TUCIUIUIMHBIL

— TIOJIy4eHHE CHCTEeMAaTU3UPOBAHHBIX 3HAHUI O COBPEMEHHBIX KOHLEHIIHMIX, METOaX U TEXHO-
norusix obecrieueHust HHPOPMAMOHHONW 0€301MacHOCTH B MH()OPMAIIMOHHBIX CUCTEMax pas-
JMYHOTO HAa3HAYCHUS;

— HW3y4YeHHE TEOPETHUYECKMX OCHOB MH(POPMAIIMOHHOH 0€301MacHOCTH;

— (opMupoBaHNE YMEHHI MCIIOJIB30BAaTh OCHOBHBIE JJOCTH)KEHHUS B 00JIACTH MH(POPMALTMOHHOM
0€30IaCHOCTH MIPH pPeaM3alny CBOEH Mpo(ecCHOHAIBHOM NesITeIbHOCTH;

— BIIQJICHUE HaBbIKaMH OOECTeYeHHs 3amuThl MHOpMAMu B HH(DOPMAIMOHHBIX CHCTEMax
Pa3IMYHOTO Ha3HAYCHHUS,

— pa3BUTHE aHAIUTHYECKOTO MBIIIJICHUS, YMEHHUS CTPOTO M3JIaratb CBOM MBICIH, Pa3BUTHE CIO-
coOHocTel K 000OLIEHNIO U aHaNM3y MH(OpMaIMK, MOCTAHOBKE IieJiel U BBIOOPY IyTel ee
TOCTHKEHHSL.

1.2. ®opmupyemble KOMIIETEHIINH, COOTHECEHHBIE C TUIAHUPYEMBIMU PE3yJIbTaTaMH OOYydeHHS
10 AWCLUIUIMHE:

KoMmnerenuus

NHaukaTopbl KOMIIETEH M H

Pe3yabTaThl 00yyeHHs

I1K-8 — cnocoben
MPUHUMATh  ydYa-
CTHE B OpraHm3a-
05051 UtT-
HH(PPACTPYKTYPHI
U YOpaBJICHUH
nH(pOpMaITUOH-
HOHl 0Oe3omacHo-
CTBIO

IIK-8.1 — 3HaeT cmocoObl op-
raHu3aluu UT-
HHOPACTPYKTYPBI, METOJBI W
MpUEMBI  yIIpaBJieHusT WH)OP-
MAaIrOHHON 0€30I1aCHOCTHIO

3Hath: cnocoObl  opranmzauuu  UT-
UHGPACTPYKTYpbl M 3aluThl HMH(pOpMa-
IIUH, METOJIbI U TIPUEMBI yIIPABICHHUS WH-
dbopmarmoHHoO 06€30MacHOCThIO OpraHu-
3a1uil TyMaHUTapHOU cepbl

[IK-8.2 — YMeer opraHu3oBbI-
BaTh UT-undpactpykrypy
OPEaNpUsATHS. W TPOIECCHI
yIpaBJIeHUs] THPOPMAIIMOHHOM

YMeTs: OpraHu30BaTh UT-
UHQPACTPYKTYPY NPEANpUATHS T'yMaHU-
TapHO# cdepsl U 3amuTh HHPOPMAIIUH, B
TOM YHCJIe HIUPKYIUPYIOLIEH M0 KaHajIaM

0€e30MacHOCTBIO CBSI3H.
[IK-8.3 — Bmanmeer naBbikamu | BrageTs: HaBbikamu opranuzarmu WT-
OpraHu3aIuu WUT- | unpacTpyKTyphl NpeaNpHUsATHS T'yMaHH-

UHPPACTPYKTYphl H YIpaBJe-
HUA WHGOPMAIIMOHHONW  0e3-

OITIACHOCTBIO

TapHO# ceprl u ynpaBieHus uHpopma-
IIMOHHOW  O€30TaCHOCThIO, HAaBBIKAMH
3alMThl UHPOPMALIUH, TUPKYIUPYIOIIEH
B MH(MOPMAIIMOHHON CHCTEME TPEeIIpusi-
THSI.

1.3. MecTo TUCHUILTUHBI B CTPYKTYpe 00pa3oBaTeNbHOM MPOrpaMMBbl

Juctuiuimaa « CUCTeMbl KOMILICKCHOW 0€30MacHOCTH OpPTraHU3aliii TYMaHUTaApHOU cephl» OT-
HOCHUTCSl K JUCHUIUTMHAM 4YacTH, (popMUpyeMOl ydacTHUKAMHU 0Opa30BaTENbHBIX OTHONICHUH
O50Ka AMCUUILIIUH y4eOHOTO IJIaHa.

Jlnisi OCBOGHMSI TUCHUIUIMHBI HEOOXOJWMBI 3HAHUs, YMEHUS M BIaJCHUs, chOpMUpPOBaHHBIC B
X0Je  M3y4YeHHs]  CIEAYIOUIMX  JUCIMILIUH: «Uudopmarukay  «MHDOpMaroHHO-
BBIYHCITUTENbHBIE CETH M TEJICKOMMYHHUKAIIMOHHBIE TEXHOJIOTUNY», «H(POpMAIMOHHbBIE CHUCTe-
MbD», «MH(DOpPMAITHOHHBIE TEXHOIOTHI.

B pesynbrare ocBOEHHS MUCHUIUTMHBI (JOPMUPYIOTCS 3HAHMS, YMEHUS U BJaJIeHUs, HEOOXOIH-
MBbI€ JUTSI U3y4EHUS CIEAYIOMUX AUCHUIUIHH: «[IpoekTHBIN mpakTUKyM B WH(OPMATHU3AIMH TY-
MaHUTapHOU cdepbl», «YTpaBieHHE MPOEKTaMH HH()POPMAIMOHHBIX CHCTEM T'yMaHUTapHOM
cdepbl».



2. CTpyKTYpa AMCUUILIHHBI

CTpyKTypa TUCHUILIMHBI JJ151 04HOI (pOpMBbI 00yUeHH s

O6mmas Tpya0éMKOCTh TUCIMILIMHBL cocTaBiseT 3 3.¢., 108 4., B ToM uncie KoHTakTHas pabora o0y4a-
IOIIUXCS C MpenoaaBareneM 42 4., IpoMexyTouHas aTrectarus 18 u.,

camocTosTenbHas pabora o0yuarommxcs 48 4.

Ne
/1

Pazgen mucrumin-
HBI/TEMBI

CemecTtp

Bunpst yueOHOI paboThI

(B yacax)

KOHTaKTHas

JlaGopaTopHbIie

[IpakTHyeckue
BaHATHUS

BaAHATHUA

[IpomexyTou-

Hast arTTeCcTranus

Camocrositenb-
Has pabora

DOopMBI TEKYILIE-
r'0 KOHTPOJIS
yCIIEBAaEMOCTH,
dbopma nmpome-
JKYTOYHOH aTTe-
CTallH

Tema 1. Iloustue,
CYIITHOCTB U yI'PO3BI
nH(OpPMaLMOHHON
0e30I1acHOCTH

ro Uleknmm

| |[Cemunap

SN

Ormpoc.

Tema 2. 3akoHo1a-
TEIBHBIN, aAMHUHH-
CTPATUBHBIN U MPOLE-
JIYpPHBIA YPOBHH ypO-
BCHBb 00CCIICUCHHUS
HH(POPMAITMOHHOM
0e30MmacHOCTH

Omnpoc.

Tema 3. IIporpamMmmHO-
TEXHUYECKUN YPOBEHb
obecnieuenust HHGOP-
MallMOHHOM 6e3omac-
HOCTH

Tema 3.1. Pazepanu-
YyeHue 00Cmyna K um-

Gdopmayuu

Tema 3.2. Kpunmo-
epaguueckasn 3awuma
ungopmayuu

Tema 3.3. OcHogwl op-
2anuzayuu cemetl.
Mesiccemesoe sxpa-
HUpOBaHue

Tema 3.4. Ilpouue
Cepaucyl 3aujumul UH-

dopmayuu

Ompoc.

IIpakTnueckoe 3aHs-
tue 1. PazBopaunBa-
HUE CETH MPEANpHs-
THUS

3amura npaKkTh-
4EeCKOTO 3aHATHS

[IpakTnueckoe 3aHs-
tue 2. Pasrpannuenue

3amura npaKkTh-
4EeCKOT0 3aHATHS




AOCTYIIa B CCTMCHTAaxX
CCTHU

10 | IlpakTuueckoe 3aHs- 6 6 3amura npakTu-
tue 3. Hactpoiika YECKOT0 3aHATUSA
CIIMCKOB KOHTPOJIS
J0CTyna

11 | IlpakTuueckoe 3aHs- 8 6 3amuTa npakTu-
tue 4. MexcereBoe YECKOTO 3aHSTHUS
HKPaHUPOBAHUE

12 | IlpakTuueckoe 3aHs- 6 8 3amuTa npakTu-
tue 5. Coznanue YEeCKOTro 3aHATHS
VPN-kanana

13 18 Dkzamen no ou-
Ox3amen

emam
WUTOTO: 14 28 18 48




3. Conep:xkaHue TUCHUILIUHBI

Tema 1. IlonsiTHe, CyIIHOCTH M YTPO3bl HHPOPMALMOHHON 0€30I1aCHOCTH

[Tonstue Ge3zomacHOCTH 00BEKTa (TOCYAApPCTBA, MPEANPHUATHS M WHPOPMALMOHHON CHUCTEMBI).
OcHOBHBIE KOMIIOHEHTHI 0€3011aCHOCTH TOCYAapPCTBAa U JOMUHHUPYIOLIAs POJIb HH(GOPMAIIMOHHOH
oe3omacaoctr (Mb). CraHoBIeHHE W pa3BUTHE TMOHATUSA «WH(OPMAIMOHHAS OE30MaCHOCTHY.
CymHocts u noustust b u 3ammrel napopmanmu. HeoOXouMoCTh U 3HaYeHHE HOPMATHBHO-
MIPaBOBOTO OTIpe/eeHusl OCHOBHBIX noHsTHH. CBsi3b Ub ¢ nnpopmaTuzanueit odmiecta. bazo-
BbIe YPOBHH oOecrieueHnss HH(POPMAIIMOHHOH 0€301MacHOCTH U 3alIUThI HH(POPMALIHH.
Knaccudukamus yrpo3 0€30mMacHOCTH IO IETH pPEeaTH3alMy yrpo3bl, MPUHIMITY, XapaKTepy U
crioco0y e€ BozaeicTBusi. OCOOEHHOCTH yrpo3 BO3ACUCTBHS HA OOBEKT aTaKU B 3aBUCUMOCTH OT
€ro COCTOSIHUS U UCIIOJIb3YEMBIX CpeCTB araku. OCHOBHbIE METO/Ibl U KaHaJIbl HECAHKIIMOHUPO-
BaHHOTO JocTtyna K uHpopmanuu B VIC. bazoBble NpuHIUIIBI 3aIIUTHl OT HECAHKIIMOHUPOBAHHO-
ro JocTyna K HH(opMaluu B COOTBETCTBUM ¢ HOPMATHUBHO-TIPAaBOBBIMM JJOKyMeHTamMu Poccun.
3aiauu 1o 3amuTe HHOOPMAIMOHHBIX CUCTEM OT peaTn3aluy yrpos.

Tema 2. 3akoHoaaTeILHbIN, AIMUHUCTPATUBHBIN U MPOLEIYPHBIl YPOBHH YPOBEHb 00ecC-
nevyeHusi UHGpopMannoHHOI 6€30NMACHOCTH

[Ipeanoceinku co3maHuss MEXIYHAPOIHBIX CTaHAAPTOB IO OOECTICYCHHIO WH(GOPMAIIMOHHON
6e3omacHocTH. HazHaueHre cTaHaapTOB M KaKHUE 3a7]a49M PEIIaTCs MPU UCTIOIb30BaHUH CTaHAap-
TOB B 007acTH MH(GOPMAIIMOHHON 0€30MMaCHOCTH: B ONPECIICHUH 1IeTT oO0ecnieueHust nHpopMa-
LIMOHHON 0€30IaCHOCTH KOMITBIOTEPHBIX CUCTEM, CO3JaHUsI IPPEKTUBHOMN cUCTEMA YIIpPaBICHUS
nH(OPMaLMOHHON O€30MaCHOCTHIO, KPUTEPUH OLIEHKH COOTBETCTBHSI MH(POPMAIMOHHOHN 0e3-
OTIACHOCTH 3asBJICHHBIM IIEJISIM, CO3/JaHMS YCJIOBHH NMPUMEHEHUSI, UMEIOIIETOCS WHCTPYMEHTA-
pus (MpOrpaMMHBIX CPEACTB) obecrieueHruss HHHOPMAITMOHHOW OE€30TaCHOCTH U OIIEHKH €€ Te-
KYIIIETO COCTOSIHHSL.

Haznauenne u OCHOBHBIE TOJIOKEHHUS MEXKIYHApOAHBIX cTaHAapToB: «Kpurepum oueHku
HaJIS)KHOCTH KOMITBIOTEPHBIX cucteM» («OpamkeBass kHura»), «Mubopmanuonnas Oe3omac-
HOCTBh pactpeaenéHubix cucteM. Pekomenmamuu X.800», ISO 15408 — «OOmue KpuTepum».
MexnyHnapoanblie ctannapthbl cemeiictBa 27000.

OcHoBHBIE (enepanbHbIe OpraHbl, pazpadarsiBaroiiue B Poccuiickoit denepanin HOpMaTUBHO-
npaBoBbie akThl B chepe b u 3amutel nndopmarmu. ['ocynapcTBenHas cucrema 1o odecreye-
Huro 6e3omacHoctH U 3amuThl HHGopmanuu (I'C3U). OcHoBHBIE 3aKOHOAATENbHBIC aKThl PO B
obnactu UH(POPMAIIMOHHOW 0€30MaCHOCTH U 3alUThl HHGopMau. PykoBoasine 10KyMEHThI
®CB Poccun, ®CTIK Poccuu B obnactu b u 3amuThl nHGOpMaKK OT HECAHKIIMOHUPOBAH-
HOTO JIOCTYyTa Ipu ee 00padoTke ¢ ucnonp3zoBanuem CBT.

Konnenmmus Wb, e€é menu m stansl noctpoeHus. IlonuTtrka wHGOPMAIIMOHHON 0€3011acHOCTH
(ITMB) xak OcHOBa aJAMHUHHMCTPATHBHBIX Mep IO 3amuTe HHQOpPMAIMU HA MPEANPUATHH.
CrpykTypa TOKYMEHTa, XapaKTEepPHU3YIOIIEro MOJUTUKY O€30IaCHOCTH, U OCHOBHBIE ATAIlbl pa3-
pabotku [IUB. 3anaun, pemraempie npu ananusze puckos it MC. ba3oBbie METOAUKH, UCHIOB3Y-
eMbIe ISl OLleHKHU puckoB. OCHOBHBIE CTaHAApThl B oOnactu pa3padorku [IMb u ananuza puc-
koB. ba3oBble HHCTpyMEHTalIbHBIE CPEJCTBA AJISl aHAIM3a PUCKOB U yIpaBieHus puckamu. Oc-
HOBHBIE PUHINITEI peanuzanuu [T1D.

Haznauenue u 3agauu npouLeaypHOTO YPOBHS MO OOECHeueHUI0 WH()OPMAIIMOHHONM 0e30macHo-
cti. OCHOBHBIE KJIacChl Mep MPOIEAYPHOTO YPOBHS: YIpaBlIeHUE MEPCOHANOM, (hu3nueckas 3a-
IIUTa, MOANepX)aHHe pabOTOCTIOCOOHOCTH, pearupoBaHUE HAa HAPYIICHHUS peXrMa 0e30TMacHO-
CTH, IJIAHUPOBAHHE BOCCTAHOBUTEIBHBIX PadoOT.

Tema 3. IIporpaMMHO-TeXHH4YEeCKHH YpOBeHb ol0ecnevyeHusi HHpopManuoOHHOI (6e30macHo-
CTH

Texnonorus obecneuenuss Wb, nenu u npuHIunsl noctpoeHus apxutektypsl Mb. OcHoBHbIE
MOHATHUS TPOrPAMMHO-TEXHHUYECKOTO YPOBHS obOecrieueHHss MHPOPMAIMOHHON 0e30MacHOCTH.
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OCOoOeHHOCTH COBPEMEHHBIX MH(OPMAIIMOHHBIX CHCTEM, CYIIECTBEHHBIE C TOUYKH 3peHUs obec-
nedeHus: HHPOpPMaIMOHHONW 6€30MaCHOCTH. APXUTEKTYpHAst 0€3011aCHOCTb.

Mepsl 6€30nmaCHOCTH: MPEBEHTHBHBIC, MPEMSATCTBYIONINE HAPYIICHUSIM HMH(POPMALMOHHONW Oe3-
OTNACHOCTH, MEpbl OOHAPYKEHUSI HApYIICHUH, MEpbl JIOKATU3YIOUIUE, CY>KAIOIINe 30HY BO3Cii-
CTBUSL HapyIIEHUH, MEpbl MO MPOCIECKUBAHUIO HAPYIIMTENS, MEPbl BOCCTAHOBJIEHMS PEXUMA
0€30IMaCHOCTH.

[IporpammHbIe CepBUCH 3aMIMTHI HH(POPMaUK B MHPOPMALMOHHBIX cucTeMax. MneHtuduka-
U U ayreHTH(UKanus moyib3oBaTeneil. bazoBeie MeToabl TapoabHON ayTeHTH(uKauu. Moze-
T pa3rpaHUyueHHst JOCTyna K HHpopMaIum.

[TporokospoBanue M ayauT (aKTUBHBIA M TACCHUBHBIN) HH()OPMAIIMOHHOW CHCTEMBI, UX OCHOB-
HbIE 111 U 0COOCHHOCTU. ba3oBbie METOBI KpUTNITOTpapuueckoro mpeodOpa3oBaHUsl JAHHBIX.
[TotokoBoe u 6mounoe mudpposanue. Ilponenypa GopmMupoBaHus SIEKTPOHHOH MTOMTUCH.

Buns! cereil n cereBble Tononoruu. basoBas 3TamoHHas MoJenb B3anMMOCBS3M OTKPBITHIX CH-
creM (ISO/OSI). OcHoBHBIE TPOTOKOJIBI ceTeit Ethernet.

MesxcereBoe 3kpaHupoBaHue. Buabsl MexceTeBbIX SKpaHOB. OCHOBHbBIE CEPBUCHI 3alllUThI B WH-
(opmanoHHO-TeNneKOMMYHUKaIMOHHBIX ceTsax (UITC).

Buptyansabie yacTHbie ceTu. Bunsl ceteid. Pabora VPN Ha pasnmnysbix ypoBHsx moaenn OSI.
KowMmmbroTepHble BUpYChl U BPEIOHOCHBIE MPOrpaMMBbl: KiacCU(pHUKALMsA, METOAbl U CpEeACTBa
060pbOBI C HUMU. AHTUBUPYCHBIE IPOTPaMMHBIE KOMILIEKCHI.



4. O0pa3oBaTe/ibHbIE TEXHOJIOTHH

Ne |HaumeHoBaHue pas- .
Buabl yueOHbIX 3aHATHI OO0pa3oBaTte/ibHbIE TEXHOJIOTUH
n/m |aejia
1 |2 3 4
1 |(Tema 1. Ilonstue, Jlexuus 1 TpanuuMOHHAS C UCIIOIB30BAHU-
CYIITHOCTb U yIPO3BI €M TpPEe3CHTaLUN
nHPOPMAITMOHHOH 0e3-
OMAaCHOCTH KoHncynbeTrpoBanue nocpeacTBom
AIIEKTPOHHOM MOYTHI
2 |Tema 2. 3akoHona- Jlexnus 2 TpaaunuoHHas ¢ UCOJIb30BaHU-
TEJIbHBIN, AIMUHUCTPA- €M Mpe3eHTalun
TUBHBIN U IPOLETYP-
HbIA YPOBHH YPOBEHD KoncynbeTHpOoBaHue MocpeacTBOM
obecnieuenust HGOP- AJIEKTPOHHOU TTOYTHI
MallMOHHOM 6e3omac-
HOCTH
3 |Tema 3. Ilporpammuo- |Jlekrus 3.1 TpaguuuoHHAas ¢ UCTIOIB30BaHU-
TeXHUYECKU ypoBeHb |JIexums 3.3 €M Mpe3eHTan
obecrieuenus uapop-  |Jlexuums 3.3
MaIlMoOHHOM Oe3omac-  |Jlekmus 3.4 KoncynbTHpoBaHue nocpeacTBOM
HOCTH AJIEKTPOHHOM MOYTHI
8 |Pa3BopaumBanue cetu |[IpakTuueckoe 3ansarue 1. BrinosiHeHWE U 3amuTa npakTh-
NPEIPUATHUS 4eCKOU paboThI
KoHcynbTHpOBaHNE OCPEACTBOM
3JIEKTPOHHOM MOYTHI
9 |Pasrpanunuenue nocty- |IIpakTuueckoe 3ansatue 2. BrinosiHeHWE U 3amUTa NpaKkTH-
I1a B CETMEHTAax CETH YeCcKOi paboThI
KoHcynbTHpoBaHMe NocpeacTBOM
3JIEKTPOHHOM MOYTHI
10 |Hacrpoiika ciuckoB [Ipaktrueckoe 3ansTue 3. BrinosiHeHune U 3amuTa NpakTh-
KOHTPOJISI 1OCTYIIa YeCcKOi paboThI
KoHcynbpTHpoBaHMe NocpeacTBOM
3JIEKTPOHHOM MOYTHI
11 |MexcereBoe skpanu- |IIpakTudeckoe 3ausarue 4. BrlnionHeHue u 3amuTa npakTu-
poBaHue 4yecKoil paboThl
KoHcynbeTHpoBaHMe NOCpeaCTBOM
3JIEKTPOHHOM MOYTHI
12 |Coznanune VPN-kanana |[Ipaktuueckoe 3ansrtue 5. BrlnionHeHue u 3amuTa npakTu-

4ecKoil paboTbI

KOHCYHBTI/IpOBaHI/Ie moCcpeaACTBOM
BHGKTpOHHOﬁ IIOYTHI
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5. OneHka IIaHNUPYeMBbIX pPe3yJIbTaTOB 00y4eHHsI

5.1. Cucrema orieHUBaHUA

dopMa KOHTPOJIA

Makc. KOJIU4ecTBO 0a/1J1I0B

3a ogny pa- |Bcero
ooty
Texymui KOHTPOJIb:
— Onpoc 5 bannos 15 6annos
— 3awuma npakmuueckoeo 3auamue 1 |5 6annos S bannos
—3awuma npaxmuyeckux zansmuil 2-5 |10 6annos 40 b6annos
[IpomexyTouHas aTTecTanus 40 6annos
Ox3amen
HToro 3a aucuunjanny 100 6annos
Ox3amen

[Tony4eHHBIN COBOKYNHBIM pe3yibTaT KOHBEPTUPYETCS B TPAJULMOHHYIO IIKAIy OLIEHOK U B
mKany oleHok EBpomneiickoil cucrembl nmepeHoca u HakoruieHusi kpeautoB (European Credit
Transfer System; nanee — ECTS) B cooTBeTCTBUM ¢ TaOIUIIEH:

100-6ampHas mka- TpammonHas mxana [IIxana
n1a ECTS
95 -100 A
8304 OTJIHUYHO B

68 — 82 XOPOIIO 3a4TEHO C

56 — 67 D

50 55 yIOBJICTBOPUTEIILHO E

20 - 49 FX
0_19 HEYJIOBJICTBOPUTEIILHO HE 3a4YTEHO E
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5.2. Kputepuu BbICTaBICHHUS OLIEHKH 110 TUCIUILIIMHE

Bananl/

Mlkana
ECTS

OueHka mo auc-
HUIIMHE

Kpurtepuu oneHku pe3yjbTaToB 00y4eHHs 110 AUCHHU-
IJIMHe

100-83/
A B

«OTJIMYHOY /
«3a4TeHO (OTJINY-
HO)» /

«324TEHOY

BrictaBnsiercst oOyuaromemycs, eCiIi OH IITyOOKO U IpoU-
HO YCBOWJI TEOPETUYECKUN U TPAKTHYECKHUM MaTepuall,
MO’KET IPOJAEMOHCTPUPOBATH 3TO HA 3aHATUSAX U B XOJIE
IIPOMEKYTOYHOU aTTECTALUH.

OO0yuaromuiicst HICUEPIBIBAIOIIE U JIOTUYECKU CTPOUHO U3-
jaraeTr y4eOHbIM MaTepuall, yMeeT yBA3bIBATh TEOPUIO C
IPAKTUKOM, CIIpaBIIsSIeTCs C pEeLICHUEM 3a/1ad pogeccuo-
HaJIbHOM HaNpaBJIE€HHOCTU BBICOKOTO YPOBHSI CJI0KHOCTH,
IPABUJIBHO 00OOCHOBBIBAET MTPUHSTHIE PEIICHMUSI.
CB00OIHO OpHEHTUpPYETCS B y4eOHOM U podeccuoHa b-
HOW JIUTEparype.

OneHka o TUCHUIUIMHE BBICTABIIAIOTCS 00ydaroIeMycs ¢
Y4ETOM pE3YJIBTATOB TEKYIEH U MPOMEKYTOUHON aTTe-
CTalLlMH.

Kowmnerenium, 3akpennéHHble 3a AUCUUILTUHON, CHOPMHU-
POBAaHBI HA YPOBHE — «BBICOKHI.

82-68/

«xoporioy /
«3a4TeHO (X0po-
mo)» /
«3aYTCHOY

BricTaBnsiercs o0ydaromemMycs, €Ciu OH 3HaeT TeopeTnde-
CKMI M MPAKTUYECKUI MaTepHall, FPAMOTHO M 110 CYIIECTBY
M3JIaraeT €ro Ha 3aHATHAX U B X0J1€ TPOMEXYTOUYHOU aTTe-
CTaluU, HE JOIMYCKasl CYIIECTBEHHbIX HETOYHOCTEN.
OO0yuaromuiicst MpaBWIHLHO MPUMEHSET TEOPETHUECKUE T10-
JIOKEHUS TIPU PelIeHUH MPAaKTUYECKUX 3aa4 rmpodeccuo-
HaJIbHOM HAMPABIEHHOCTH Pa3HOTO YPOBHS CIIOKHOCTH,
BJIa/ieeT HEOOXOJUMBIMU I ATOTO HaBbIKAMU U MpHéMa-
MU.

JlocTaTouHO XOPOIIO OPUEHTUPYETCS B y4eOHO U mpo-
beccroHanbHOM TUTEpaTYypE.

Onenka no JUCIUILIMHE BBICTABISIOTCS 00y4aronemMycs ¢
Y4€TOM pE3yJIbTATOB TEKYIIEH U IPOMEKYTOUHON aTTe-
CTalUU.

Komnerenuuu, 3akperniéHHble 3a AUCUUIUIMHON, cPopMHU-
POBaHbI HA YPOBHE — «XOPOLIUIY.

67-50/
D, E

«yIIOBJICTBOPU-
TEIBHOY /
«3a4TeHO (yIoBIIe-
TBOPHUTEIBHO)» /
«3aYTCHOY

BricraBnsercs oOyyaromemycs, €ciii OH 3HaeT Ha 6a30BOM
YPOBHE TEOPETUUECKUN U IIPAKTUYECKUI MaTepuall, 10-
IyCKaeT OTAEIbHbIC OMNOKH IPH €ro U3JI0KEHUH Ha 3aHs-
TUSX U B XOJI€ IPOMEKYTOYHON aTTECTALUH.
OOyuaromuiicss UCTIBITHIBACT ONPEAEIEHHBIE 3aTPYIHEHUS
B IPUMEHEHUH TEOPETUUECKUX MTOJI0KEHUN IIPU PELICHUU
NPaKTUYECKUX 3a]a4 Mpo(hecCHOHATbHON HANPaBIEHHOCTH
CTaHJAPTHOTO YPOBHS CJIOKHOCTH, BJIajIe€T HEOOXOUMBbI-
MU JUISI 3TOr0 6a30BBIMU HaBBIKAMU M TPUEMaMHU.
JIeMOHCTpHUpYET J0CTATOUHBIA YPOBEHb 3HAHUS y4eOHOM
JIUTEPATYpPBI 110 JUCLUIIIIMHE.

OreHka 1Mo JUCHUIUIMHE BBICTABIIAIOTCS 00ydaroieMycs ¢
Y4€TOM PE3yJIbTATOB TEKYIIEH U IPOMEKYTOUHON aTTe-
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Baanbl/ Ounenka no auc- Kpurepuu oneHku pe3yjbTaToB 00y4eHHs 110 AUCHHU-
MIkana HMITHHE IUINHE
ECTS

CTaLlUU.

Komnerenuu, 3akperniéHHble 3a JUCUUIUIMHON, CPOpMu-
POBAaHBI Ha YPOBHE — «OCTATOYHBINY.

49-0/ «HEYIOBIETBOpU- | BwIicTaBnsieTcs o0yJaromemycs, €Clii OH He 3HaeT Ha 0a30-
F, FX TEIILHOY / BOM YPOBHE TEOPETUYECKUI U MPAKTUYECKUI MaTepuall,
HE 3aYTEHO JIOITyCKaeT TpyOble OMIMOKU TP €ro W3JI0KEHUU Ha 3aHsI-

TUSX U B XOJI€ IPOMEXYTOYHOU aTTECTALUH.
OOyyaromuiics UCIIBITHIBAET CEPbE3HBIE 3aTPYIHEHUS B
IPUMEHEHUH TEOPETUUECKUX MOJIOKEHUN NPHU pelIeHUH
MPAKTHYECKUX 33/1a4 IPOo(eccuoHaNbHOM HallpaBIeHHOCTH
CTaH/IapTHOTO YPOBHS CJIO)KHOCTH, HE BJaJIe€T HEOOX01H-
MBIMH ISl 3TOTO HaBbIKaMU U pUEMaMHu.
JeMmoHCTpHUpyeT (pparMeHTapHbIE 3HAHUS YICOHOU JTUTe-
paTypbl 110 TUCHUIUIMHE.

Onenka no JUCIUILIMHE BBICTABIISAIOTCSA 00yJaroniemMycs ¢
Y4ETOM pE3YJIBTATOB TEKYIEH U MPOMEKYTOUHON aTTe-
CTallHH.

Komnerenium Ha ypoBHE «IOCTaTOUHBIN), 3aKPETIEHHBIE
3a TUCIUIUIMHOM, He COPMUPOBAHBI.

5.3. OueHounble  cpejacTtBa  (MaTepuaibl) JUIS  TEKYIIETO  KOHTPOJSL  YCIIEBAEMOCTH,
MIPOMEXYTOUYHOM aTTecTalluy 00yJaromuXcs M0 JUCIUILINHE

Yemmuouit onpoc
YceTHBIN 0npoc — 3TO CPeICTBO KOHTPOJIS, OPraHW30BaHHOE KaK CHelualbHas Oecesa npemnojaa-
Bareis ¢ 00y4arolMMCs Ha TEMbI, CBSI3aHHBIE C U3y4aeMOU TUCIUIUIMHON, U pacCUMTaHHOE Ha
BBISICHCHHE 00BhEMA 3HAHMI 00YyJaroerocs Mo onpeaeaéHHOMY pasieny, TeMe, mpoodaeMe U T.11.

Ilepeuens ycmuuix 60npocog 01 npoGepKu 3HAHU

OcHoBHBIE cocTaBistonue nHhopmarmonHon 6ezonacuoctu (Mb).
Xapakrtepucrtuka npooiem Ub.

Konuernius 00beKTHO-0pUEHTUPOBAHHOTO 1MoAxo0/1a k obecnieuenuto Ub.
HenocraTku TpaaumuoHHOT0 noaxoaa K obecrneuenuto Mb.
XapakTepucTuka Haubojee pacpoCTpPaHEHHBIX YIPO3.

Kputepuu knaccudpukanuu yrpos.

[Ipumeps! yrpo3 AOCTYIMHOCTH.

BpenonocHoe nmporpamMmmMmHoe obecrieueHue.

OcHOBHBIE YIPO3bI LEIOCTHOCTH

0. OcHoBHbIE YTpO3bl KOH(DUICHIINATEHOCTH.

1. UYro Takoe 3aKoHOJaTENbHBIN ypoBeHs b 1 moyemy oH BaxkeH?
12.  Ocnosuble 3akoHbl PD B 06mactu Ub.

13.  OcHoBHble 3apyOekHble cTaHaapThl B oonactu Ub.

14. Yro Takoe OLIEHOYHbIE CTAHAPTHI U TEXHUYECKHE crienndukanmumn?
15. Yro Takoe opaHkeBas KHUTA U AJIs YETO OHA MPUMEHSIETCS?

16. Pexomenmarmu X.800.

17.  Crangapt ISO/ IEC.

18. Uro Takoe MOJUTHKA OE30MaCHOCTU U €€ aKTYallbHOCTh?

19. Yro Ttakoe mporpamma 6e30MacHOCTH U €€ aKTYalIbHOCTh?

20. B uem mposiBisieTcsl aAIMUHUCTPATHBHBIN ypoBeHb UB?

RBPBooo~NokwNE
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21. Kak CMHXpOHHM3HMPYETCs MMOJIUTHKA OE30MaCHOCTH C KU3HEHHBIM nukioM NUC?
22. DTambl ynpaBieHUs! pUCKaMU B CUCTEME 3aIlIUThl HHPOPMALIUH.

23. OcHOBHBIE MPOTPAMMHO-TEXHUYECKUE MEPHI 3AIIUTHI.

24. TexHonorus uACHTU(PHUKALNN U ayTeHTH(PUKALNH.

25. TexHonorus ynpaBiaeHUs JOCTYIOM.

26. IIpoTOKOTUpPOBAHUE U AYHT.

27. Texnonorus mmdpoBaHus.

28. ApXUTEKTYpHBIE aCIIEKThI SKPAHUPOBAHHUSL.

29. Kiaccuduranus MeXCeTeBbIX SKPaHOB.

30. Amnanu3 3anMIEHHOCTH.

31. BO3MOXHOCTH TUIIHYHBIE CXEM TyHHEIUPOBAHUSI.

32.  Yposuu mojnenu OS|, Ha KOTOPBIX TPOU3BOIUTCS TYHHETUPOBAHHE
33. 3amaum ympasnenus cucremon Ub.

Ilpumepnuie 3a0anusn 011 mecmuposanus

1. Leabio 32U THI HUPKYJIMpPYIoell B THGOPMAIMOHHOI ccTeMbl HH(OPMAIUH SABJIAIOTCH:

a) npedomspaujenue ymeuku, UCKANCeHUs, YMpamol, OIOKUPOBAHUA UNU HE3AKOHHO20 MUPAHCUPOBAHUS
ungopmayuu.

0) mpenoTBpallleHue YTEUKU, HCKaKEHHSI, YTPaThl, OJIOKMUPOBAHMUS HJIM HE3aKOHHOT'O THUPAXKUPOBAHUS HH-
(hopmarum, a TaKke HECAHKIIMOHMPOBAHHOTO TOCTyTa K HH(pOpManu.

B) MPEIOTBpAIeHHEe HECAHKIIMOHUPOBAHHOT'O JI0CTYIa K HHPOPMAIIUH.

2. Ilaro3 6esomacuoctu VPN — 9T0:

a) CEeTeBOE YCTPOICTBO, MOJKIIOYAEMOE K JBYM W 0Oojiee CeTSM M BBINOIHSIOMEe (yHKITUU
UG POBAHUS U AyTCHTH(PHUKAINH JIJIT MHOTOYUCIICHHBIX XOCTOB, PACIIOJI0KEHHBIX 32 HHUM.

0) cemesoe ycmpoucmeo, NOOKI0YaemMoe K 08YM CemaM U 8blnoHAIwee QYyHKYuY wmupposanus
U aymenmuduxayuy 011 MHO2OYUCTEHHBIX XOCHO08, PACHOJIONCEHHbIX 34 HUM.

B) CETEBOE YCTPOMCTBO, MOJKIIOYaEMOE K ABYM U Oojiee CETSAM W BBITIOJHIONIEE (PYHKIIMH
muPOBaHUS U aBTOPU3ALMHU JIJIST PA3IMYHBIX XOCTOB.

Ilpumepnuie eonpocel K IK3ameny

1. CymHOCTh ¥ MOHATHS HHPOPMAITMOHHOM 0€30TMAaCHOCTH U 3aIUThl HHGOPMAIIHH.

2. Knaccuduxkanus yrpo3 6e3onacHoCcTH HH(DOPMAITUH 110 IS Peai3allii YTPO3bl, PUHIIH-
Iy, XapakTepy U crnocoly e€ BO31eHCTBHS.

3. OcobeHHOCTH yrpo3 BO3JCHCTBUS HAa OOBEKT aTaKh B 3aBUCHMOCTH OT €TI0 COCTOSTHUS M M C-

MOJIb3YEMBIX CPEJICTB aTaKH.

OcCHOBHBIE METOJIbI ¥ KaHaJIbl HECAHKITMOHUPOBAHHOTO JocTyna K nHpopmanuu B C

ba3oBbie IPUHITUIIBI 3aITUTHI OT HECAHKITMOHHUPOBAHHOTO JIOCTYNA K MH(GOPMAIMU B COOT-

BETCTBUU C HOPMATUBHO-TIPABOBBIMU JIOKyMeHTaMu Poccum.

6. CrpykTypa noauTuka uH(GOpMaMOHHON 0€30MaCHOCTH MPEANPHUATHS KaK TOKYMEHTa U OC-
HOBHBIE 3Tarbl €€ pa3pabOoTKH.

7. Ha3naueHHe U OCHOBHBIC IOJIO)KEHUS MEXKIYHApOIHBIX CTaHIApTOB: «KpHUTEpuu OICHKU
HaJ&KHOCTH KOMITBIOTEPHBIX cucTeM» («OpanxeBas KHHUTA»), «HbopmarmonHas 6e3-
OTIACHOCTh pacmpenenéHHbIX cucteM. Pexomengamuu X.800», ISO 15408 — «O0mue kpure-
pun».

8. PykoBomsmme nokymentsl @®Cbhb Poccun, ®CTOK Poccuu B obmactu nHpOpMaMOHHON
0€30MacHOCTH | 3alIUThl HHGOPMAIIUU OT HECAHKIIMOHHUPOBAHHOTO JIOCTYMa MpU ee oOpa-
6oTKe ¢ ucnoas3oBanueM CBT

9. Konnenmus uHGOpMaAIIMOHHON OE30TTACHOCTH MPENNPHUITHSI, €€ IIENIU U ITAIIbl TOCTPOCHHUSL.

10. 3amaum, pemraembie MPH aHAIU3€ PUCKOB I MH(GOPMAIIMOHHON cucTeMbl. bazoBbie MeTo-
JIUKH, UCTIOJIb3yEeMBbIE JJIsl OLIECHKU PUCKOB.

11. Ha3znauenue u 3aJa4yu MPOLETYpHOTO YPOBHS MO oOecredeHrto WHGOPMAIUOHHON 0e3-
onacHOCTH. OCHOBHBIE KJIACCHI MEP MPOIIEAYPHOTO YPOBHSI.

o s
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18.
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23.

24,
25.
26.
27.
28.
29.
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31.
32.
33.

34.
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Texnonorust oGecriedeHnss HHPOPMATMOHHON 0E30MAaCHOCTH, e U MPHUHLHUIBI TTIOCTPOE-
HUS apXUTEKTYPbl HHPOPMALMOHHOM O€30MaCHOCTH.

OCOOGEHHOCTH COBPEMEHHBIX MH(OPMALMOHHBIX CHCTEM, CYLIECTBEHHBIE C TOUYKU 3PEHHS
obecrnieueHns UHPOPMAMOHHON OE30MACHOCTH. APXUTEKTYpHAasi 0€30MacHOCTb.
[IporpamMmHbIe CepBHCHI 3alIUTH HH(QOPMAIMK B HHPOPMAIIMOHHBIX CHCTEMaX.

Ha3nauenue u CymHOCTh WACHTHU(HUKAINA ¥ ayTeHTH(HUKAINS NOJIb30BaTenel B nHGopMma-
UOHHOM CHCTEME.

OcHoBHbIE MepbI 0€3011acCHOCTH NHPOPMALTUOHHOM CHUCTEMBI

ba3oBbie MeTOIbI TAPOIBHOM ayTEHTHU(HKAIIHH.

Mopenu pasrpaHudeHus 10CTyna K HHPOPMALUU U UX KpaTKasi XapaKTepUCTHKA
JIMCKpenroHHas MOJIENb pa3rpaHUYeHHs JOCTYNA K HH(POpMaIHN

ManpatHas MOJI€Ib pa3rpaHUuEHUs JOCTyNa K MHPOpMaluu

Ponesas pazrpannueHus noctyna K HHpopMauu

[IpoTokonupoBaHue U ayauT (aAKTUBHBIN U MACCUBHBIN) HH(OPMALIMOHHON CUCTEMBI, UX OC-
HOBHBIE LI€IM U OCOOCHHOCTH.

baszoBsie MeToabl KpunTorpaguyeckoro npeodpasoBanust JaHHbIX. [loTokoBoe u Gio4HOE
g poBaHue.

[Ipouenypa popMupoBaHus MEKTPOHHON TOITUCH.

Buner cetell 1 ceTeBBIEe TOIOIOTHM.

Mogenu ISO/OSI u TCP/IP cerei

OcHoBHbIe IpoTOKOIEI ceTet Ethernet.

BbecnipoBoHbIE ceTH, UX 0COOEHHOCTH U OCHOBHBIE CTaH1aPThI

CyIIHOCTh MEKCETEBOTO 3KPAaHUPOBAHUS U BUbI MEKCETEBBIX IKPAHOB.

OcHOBHBIE CEPBUCHI 3aIIUTHI B HHPOPMAIIHOHHO-TEJIEKOMMYHUKAIIMOHHBIX CETAX

[lonsiTHe, Ha3HaUeHHUE, CTPYKTYpa U BUJbl BUPTYaJIbHBIX YAaCTHBIX CETEH.

Pa6ota VPN Ha paznuunbix ypoBHsX mojaenu OSI

KomnbroTepHble BUPYCHI ¥ BPEIOHOCHBIE IPOTPAMMBI: KJIAaCCU(PUKALINSA, METOIBI M CPENICTBA
OOpBbOBI C HUMH.

AHTHBHpYCHBIE IPOTPAMMHBIE KOMILIEKCHI, HA3HAYEHNE M CPABHUTEJIbHAS XapaKTEPUCTHKA

6. YueOHO-MeTOAMYECKOE M HH(POPMALIMOHHOE 00ecnevyeHrue THCIUIIIUHBI

6.1. CnucoK UCTOYHUKOB U JINTEPATYPHI

HUcrounuku
OCHOBHEBIE

. @edepanvubiii 3akon oT 27 uronst 2006 r. Ne149-d3 «O6 undpopmanmu, HHOOPMAITMOHHBIX

TEXHOJIOTHSAX M O 3ammTe uHbopmaruu» (¢ u3M. u gom., noci. ot 01.05.2019). [Dnexrpon-
HBII pecypc]: Pexxum moctyma: http://www.consultant.ru/document/cons_doc_LAW_ 61798/,
CBOOOIHBIN. — 3ari. ¢ 3KpaHa.

@edepanvroiii 3axon oT 27 urons 2006 r. Nel152-®3 «O nepcoHaNbHBIX JAHHBIX» (C U3M. H
gom., moca. ot  31.12.2017).  [DOnekrponHslii  pecypc]:  Pexum  goctyma:
http://www.consultant.ru/document/cons_doc LAW 61801/, cBoGoHbIif. — 3ari. ¢ 3kpaHa.

. @eodepanvuwiii 3akon ot 6 ampens 2011 r. Ne63-03 «O0 31eKTpOHHOIN TOATUCH» (C U3M. U

nom., mocia. ot 23.06.2016). [Onekrponnslii  pecypc]:  Pexum  mocryma:
http://www.consultant.ru/document/cons_doc_LAW _112701/, ceoGoaHbIii. — 3ari. ¢ sKpaHa.
Deoepanvrviii 3axon ot 27 nexadps 2002 1. Nel184-D3 «O TeXHMUYECKOM peryaupoBaHUI (C
usM. ujgom., mocia ot 28.11.2018). [OnexrponHsii pecypc]: Pexum goctyna
http://www.consultant.ru/document/cons_doc LAW 40241/, cBoboaHbIi. — 3ari. ¢ sKpaHa.

I[OHOJ'IHI/ITGJ'ILHLIG
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5. Ilocmanosnenue Ilpasumenvcmea Poccuiickoii @edepayuu ot 16 anpens 2012 . Ne 313 «O6

YTBEPKACHUHU TIOJIOKEHUS O JIUIIEH3UPOBAHUM JEATEIHOCTH 10 pa3padOTKe, IPOU3BOJICTBY,
pacrpocTpaHeHuo MuGPOBATBHBIX(KpUNTOTpadHUECKUX) CPEACTB, MHPOPMALMOHHBIX CH-
CTEM M TEJIIEKOMMYHHKAIIMOHHBIX CHCTEM, 3AIIMIIEHHBIX C UCIOJB30BaHUEM IU(PPOBATBHBIX
(kpunTorpadu4ecKrux) CpeiCTB, BHIIOIHEHUIO paboT, OKa3aHUIO yCIyr B obnactu mudpoBa-
HUST WHPOpPMALMHU, TEXHUYECKOMY OOCIyXnBaHUIO MH(POBaIbHBIX (Kpunrorpadude-
CKUX)CPEACTB, HHPOPMALIMOHHBIX CUCTEM U TE€IEKOMMYHHUKAI[MOHHBIX CUCTEM, 3aIlUIIEHHBIX
C WCIIOJIb30BaHUEM IU(PPOBATBHBIX(KPUITOTPAPHUECKIX) CPEACTB (32 MCKIIOUCHHEM CIY-
Yas, eCIM TeXHUYeCKoe oOCIyknBaHUE MH(PPOBATHHBIX(KPUIITOTPAPUUECKIX) CPEICTB, UH-
(OpMAIOHHBIX CUCTEM U TEIEKOMMYHHUKAIIMOHHBIX CUCTEM, 3aIIUIIEHHBIX C CIIOIB30BAHU-
eM MH(POBATBHBIX (KpUOTOTpadUIECKUX) CPEICTB, OCYIIECTBISIETCS sl 0OecneueHus co0-
CTBEHHBIX HYXJ IOPUAUYECKOTO JIMIA WM MHAUBHUIYAJIBHOTO MpPEANPUHUMATENS)». (C U3M.
u gon., mocha. oT 18.05.2017). [DnekrponHsiii pecypc] : Pexum goctyma
http://www.consultant.ru/cons/cgi/online.cgi?rnd=8BEAE327715772BF511477DA184EFFA

2&req=doc&base=LAW&N=217125&dst=100007 &fld=134&stat=refcode%3D16876%3Bdst
i1dent%3D100007%3Bindex%3D0#rn1enft0qj, cBOOOHBIN. — 3ari1. ¢ IKpaHa.

. I[lonoxenne o pa3paboTKe, MPOU3BOJCTBE, pealM3allMM M SKCIUTyaTaluu IH(POBaIbHBIX

(kpunrorpaduyeckux) cpeacts 3amuTsl nHpopmanuu (Ilonoxenne 11K3-2005), yrB. [Ipuka-
3oMm Jlupekropa ®Cbh Poccun ot 09 depans 2005 roga Ne 66. (¢ u3M. U J0IL., MOCH. OT
12.04.2010) [DneKTpOHHBIIH pecypc]: Pexum JOCTyIa:
http://www.consultant.ru/document/cons_doc_LAW 52098/, mo nepabouum AHIM, HO MOXHO
3aKa3a JOKYMEHT Ha 3JIeKTPOHHYIO IOYTY. — 3arjl. ¢ KpaHa.
Jluteparypa
OcHOBHas
lernos, A. YO. 3amura nHdopManuu: OCHOBBI TEOPUM: Y4EOHMK /s OakajaBpuara U Ma-
ructparypsl / A. FO. Illernos, K. A. lllernos. — Mocksa: M3narensctBo FOpaiit, 2019. — 309
c. https://www.biblio-online.ru/bcode/433715 (nata obpamenus: 23.08.2019).
[Manprun B.®. KommnekcHas 3anuTta nHGOpPMaIMK B KOPIIOPATUBHBIX CHCTEMax: y4el. 1mo-
cooue / B.®. [llanprun. — Mocksa: UJ[ «®OPYM»: MTHOPA-M, 2019. — 592 c. — (Bricuiee
oOpasoBaHue: bakanaspuar). — Tekcr: AJICKTPOHHBIN. — URL.:
https://new.znanium.com/catalog/product/996789
SInosckuii I'.I. Cetu cBs3u: YueOnuk / 'ompamreiin b.C., CokxonoB H.A., SInoBckuii I'.T". —
CII6:BXB-Ilerep6ypr, 2014. — 401 c. — Pexxum nocrtyma: http://znanium.com/catalog
/product/944261
lernos, A. }O. 3amura undopManuu: OCHOBBI TEOpUH: YU4EOHHK s OakajaBpuara U Ma-
ructparypsl / A. 1O. Illernos, K. A. lllernoB. — Mocksa: M3narensctBo FOpaiit, 2019. — 309
c. https://www.biblio-online.ru/book/zaschita-informacii-osnovy-teorii-433715

JononHuTtenpHas
I'puwuna H. B. Opranu3zanus KOMIUIEKCHOW cucTeMbl 3amuThl nuHpopmanuu / H. B. I'pu-
muHa. - M.: I'emnoc APB, 2007. - 254 c.: puc., Tabmn.; 20 cm. - Ok3. Ne 541-08 ¢ aBTOTD. aBT.
- bubnuorp.: c. 248-252 (45 HasB.).

6.2. ITepeuenp pecypcoB HH(DOPMALIMOHHO-TEIEKOMMYHHUKAIIMOHHOM ceTu «IHTepHET».

1.

2.

Ocnosvr pabomwr ¢ Cisco Packet Tracer [DnexTpoHHbI pecypc] : Pexum nocryna :
http://just-networks.ru/articles/osnovy-raboty-s-cisco-packet-tracer, cBoGoambrif. — 3arm. ¢
JKpaHa.

Buoeo yporu Cisco Packet Tracer. Kypc mosomoro 6oiina. [DnexTpoHHslii pecypc] @ Pexum
noctyna : https://www.youtube.com/playlist?list=PLcDkQ2Au8aVNYsqGsxRQxYyQijlLa
94T9, cBoOOaHBIN. — 3ari. ¢ IKpaHa


https://www.biblio-online.ru/book/zaschita-informacii-osnovy-teorii-433715
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3. OXPAHA.ru. Poccuiickoe CMU o Ge3omacHOCTH. [DIEKTpOHHBIN pecype] : Pexxum moctyna
- http://www.nicohrana.ru, ceo6ogHbIH. — 3ari. ¢ 3KpaHa.

4. Sec.ru. ITopran no Ge3omacHoCTH. [DeKTpoHHBINH pecype] : Pexum moctyma : http://sec.ru/,
HEoOXoIMMa perucTpanus. — 3ari. ¢ IKpaHa.

5. bank naHHBIX yrpo3 6e3onacHocT uHGopmanmu. [nexkrponnsiii pecype] / ®CTOK Poccun,
®AY «'HUNU MT3U ®CTIK Poccum» — Pesxxum nocryna : http://sec.ru/, cBoGomHbIit. —
3ari. ¢ ’KpaHa.

1. MaTepI/la.ﬂbHO-TeXHH'{eCKOC odecneyeHue AUCIUITINHBI

I[JI?I MaTCpHUAJIbHO-TEXHUYCCKOTO O6€CH€‘I€HI/I$I JUCHUITIINHBI H€06XOI[I/IMO:
1) st ACKIMOHHBIX 3aHATHH — JICKIIMOHHBIM KJIacC ¢ BHUIACOMPOCKTOPOM M KOMIIBIOTEPOM, Ha
KOTOPOM JIOJDKHO OBITH ycTaHOBIIEHO cienyroriee [10:

Neni/m | HaumenoBanue I10 [IpousBoaurens Cnoco6  pacripocTpane-
HUA

1 Microsoft Office 2010 Microsoft JIMIIEH3HOHHOE

2 Windows 10 Pro Microsoft JTUICH3NOHHOE

3 Kaspersky Endpoint Security Kaspersky JIMIIEH3HOHHOE

2) JUTs IPaKTHYECKHUX 3aHATHIA — KOMITBIOTEPHBIN Kilacc, 000pyJI0BaHHbIH COBPEMEHHBIMHU TIep-
COHAJIbHBIMHU KOMIIBIOTEpAMU JIS KAXKIAOTO CTyJACHTA. Ha KOMITIBIOTEPE JOJKHBI OBITh YCTaHOB-
seHo caenyronee [10:

Neri/m | HaumenoBanwme 110 [TpousBoauTenn Cnoco6 pacmpocTpane-
HUA

1 Microsoft Office 2010 Microsoft JIMIIEH3UOHHOE

2 Windows 10 Pro Microsoft JTUIEH3NOHHOE

3 Kaspersky Endpoint Security Kaspersky JMIIEH3HOHHOE

4 Cisco Packet Tracer v.7.2 Cisco Systems cBOOOIHOE

8. ObecnieueHne 00pa3oBaTeJbLHOr0  Mpolecca JAIsi JHI €  OrPaHWYEHHBIMH
BO3MOKHOCTSIMU 310POBbSI M1 HHBAJIU/I0B

B X0J€ p€alr3aluy JUCHUITIIMHBI UCIIOJB3YIOTCA CICAYIOIIUEC NOIIOJTHHUTCIBHBIC METOAbI
O6yLIGHI/IH, TEKYHIET0O KOHTPOJIA YCIIEBAEMOCTH 1 HpOMCH(YTOqHOfI arrecrauuu 06yqa10mnxc51 B
3aBUCHUMOCTH OT UX UHJAUBUAYAJIbHbIX 0COOEHHOCTEH:

e JIId CJENBIX U CJIa0OBUIAIINX:

— JIeKIUUA O(GOPMIISIOTCS. B BUJE JJIEKTPOHHOTO JOKYMEHTA, JOCTYITHOTO C MOMOIIBIO KOM-
MBIOTEPA CO CHEIUATU3UPOBAHHBIM MIPOTPAMMHBIM 00ECIICUCHHUEM;

— IIMCbMCHHBIC 3aJIaHUs BBIMOJHSIOTCS HAa KOMIIBIOTEPE CO CIEHHATIM3UPOBAHHBIM IPO-
IrPaMMHBIM 00ecTieYeHEeM, T MOT'YT ObITh 3aMEHEHBI YCTHBIM OTBETOM;

— o0ecrnieunBaeTcss MHANBHUAYaIbHOE paBHOMEPHOE ocBeleHune He meHee 300 JroKc;

— 7S BBIMOJHEHMs] 3aaHusl TpH HEOoOXOJUMOCTH TMPEIOCTAaBISIETCS YBEIMYMBAIOIIEe
YCTPOMCTBO; BO3MOKHO TAaK)K€ UCIIOJIb30BAHUE COOCTBEHHBIX YBEIMUMBAIOIIUX YCTPOICTB;

— NUChbMEHHBIE 33JaHUsI 0(OPMIISIOTCS YBETUUYEHHBIM MIPUPTOM;

— 3K3aMeH U 3a4€T MPOBOJATCSA B YCTHOW (hOpMe WIIM BBIMOIHSIOTCS B MUCBMEHHOU (hopme
Ha KOMIIBIOTEPE.

® ISl TIIYXUX M ca00CIBIIIAIINX:

— JIEKIIMH OQOPMIISIFOTCSI B BUJE DJIEKTPOHHOTO JTOKYMEHTa, JTHOO MPEIOCTaBISIETCS 3BYKO-
yCUITUBAIOIIAs ammapaTypa HHIAWBUIyaIbHOTO MOIb30BAHMUS;

— MUChbMEHHBIE 33JJaHUS BBITIONHAIOTCA HA KOMIIBIOTEpE B MUCbMEHHOHU (hopMme;

— 3K3aMeH U 3a4€T MPOBOJAATCS B MUCHMEHHOM (hopMe Ha KOMIBIOTEPE; BO3MOKHO TIPOBETIe-
HUE B (OpMe TECTUPOBAHMSL.
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e JUIsl I C HAPYLIEHUSIMHU OIIOPHO-ABUIaTEIbHOTO aniapara:

— JIEKUUU O(QOPMIISIOTCS B BUJE JIEKTPOHHOTO JOKYMEHTA, JOCTYIIHOTO C MOMOIIBIO KOM-
MBIOTEPA CO CIEUUAITU3UPOBAHHBIM IPOTPAMMHBIM 00ECIICUEHUEM;

— IMCbMEHHbBIE 33JaHUS BBINOJHSIOTCA Ha KOMIIBIOTEPE CO CHELMAIU3UPOBAHHBIM IPO-
I'PaMMHBIM 00€CIICUCHHEM;

—9K3aMEH U 3a4€T MPOBOJATCS B YCTHOH (pOpME WM BBITIOJIHSIOTCS B MMCBMEHHOU (opme
Ha KOMIIBIOTEPE.

[Tpu HEOOXOIMMOCTH TPEAYCMATPUBACTCS YBEITUUEHUE BPEMEHH ISl IOATOTOBKU OTBETA.

[Ipouiemypa  mpoBeAECHHST  NPOMEXKYTOYHOH  arTecTai Ui OOydYarolIuXcs
YCTaHABIMBAETCA C Y4€TOM HUX HUHAUBUAYAJIBHBIX ICUXO(U3UUECKUX OCOOEHHOCTEM.
[IpomexyTouHas arTecTalusi MOXKET IPOBOAUTHCS B HECKOJIBKO ATAIlOB.

[Ipu mpoBeneHNH MPOIEAYPbl OLEHUBAHUS PE3YIBTATOB OOYUYECHHUs NMPEAyCMAaTPHBACTCS
HCIOJIb30BAaHUE TEXHUYECKUX CpEICTB, HEOOXOMUMBIX B CBSI3U C HHAUBUAYAJIbHBIMU
OCOOEHHOCTAMHU OOydarolUXcs. DTH CPEICTBA MOTYT OBITh IPEAOCTABIEHBl YHHUBEPCUTETOM,
WM MOTYT MCIIOJIb30BaThCsl COOCTBEHHBIE TEXHUUECKHE CPE/ICTBA.

[IpoBenenne mpoueaypbl OLIEHMBAaHUS — pe3yJAbTaTOB  OOy4YeHHS  JIOMYCKAeTcss C
HCI0JIb30BaHUEM JIMCTAHIIMOHHBIX 00pa30BaTeIbHbIX TEXHOJIOTUH.

ObecrnieunBaeTcst JOCTYNl K MHPOPMALMOHHBIM U OMOIMorpaduyeckum pecypcaMm B CETU
WuTepHer ans kaxaoro odyyatomerocs B (opMax, aganTHPOBaHHBIX K OIPaHUYEHUSIM UX 3710-
POBBS U BOCTIPUATHS UHPOPMALIIN:

® IS CHEMNBIX U CIIA00BUAIINX:

— B ITeYaTHOU (hopMe yBEIIMUEHHBIM MIPUDTOM;
— B (hopMe AIIEKTPOHHOTO JOKYMEHTA;

— B (hopMme ayauodaiina.

e ISl TIIYXUX M cIIa00CbIIIAIINX:

— B IIe4aTHOU (opme;

— B (hopMe PIIEKTPOHHOTO JOKYMEHTA.

e It 00YJaroIMXCs C HAPYHIICHUSIMHU OMOPHO-ABUTaTENIbHOTO ammapaTa:
— B IIe4aTHOU (opme;

— B (hopMe 3IIEKTPOHHOTO JOKYMEHTA;

— B popme ayamodaiina.

Y4eOHble ayIUTOPUU Ui BCEX BHJIOB KOHTAKTHOW M CAMOCTOSITENILHOM paboThl, HaydHas
O6ubnIMoTEeKa U MHbIE MOMEUICHUS Ul 00y4eHHs] OCHAIEHBI ClelUaIbHBIM O00OpYIOBAaHUEM U
y4eOHBIMH MECTaMU C TEXHHUUYECKUMU CPEJICTBAMU OOyUEHUS:

® JUISl CIENBIX U CIa00BUISAIIHX:

— YCTPOMCTBOM 7151 ckaHupoBaHus 1 uTeHust ¢ kamepoid SARA CE;

— muctuieem bpaiins PAC Mate 20;

— npunTepoM bpaiins EmBraille ViewPlus;

e JUISI TIIYXUX M Ca00CIBIIIAIINX:

— aBTOMATHU3UPOBAHHBIM pabOYUM MECTOM /ISl JIOJeH C HapyIICHHEeM CllyXa U ci1aboCibI-
IAIKX;

— aKyCTUYECKUH YCUIIUTENb U KOJIOHKU;

e Uit OOYYarOIIMXCS C HAPYIICHUSIMHU OIOPHO-ABUTaTENILHOTO ammapaTa:
— HepeIBUKHBIMU, PErYIUPYyEMbIMU dproHomuueckumu napramu CH-1;
— KOMITBIOTEPHOM TEXHUKOM CO CHeMaIbHBIM ITPOrPaMMHBIM 00€CTIEUCHHEM.

9. Meroauyeckue MaTepuabl

9.1. [1naHel NPaKTUYECKUX 3aHATUN — IPOBEpKa chopMUpoBaHHOCTU KoMieTeHuui — [TK-8

IIpakmuueckoe 3anamue 1 (4 u) Pazeopauueanue cemu npeonpuamus
3agaHus:
1. B cumynsarope Cisco Packet Tracer co3natk cets opranuzaimu u e€ ¢unmana.
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2. HacTpouTh ceTeBbie 1 OKOHEYHBIC YCTPOUCTBA.

3. CocTaBuTh OTYET O MPAKTUIECKOU paboTe

VYKa3zaHus 10 BBINOJHEHHUIO 3aJaHUN:

1. [IpenoxaBaTenb BBIIAET KAKIOMY CTYACHTY aJpecHOe MpocTpancTBo |P-anpecos u TpedoBa-
HUS K TOAPA3/ICIICHUSIM OPTaHU3aI|H 110 CTPYKTYPE M KOJTUIECTBY OKOHEYHBIX Y3JIOB B KaXK-
JIOM OTHETIE.

2. CryzmeHTaM 3alpeniaercss UCIOoJIb30BaTh HE CBOE aJ[peCHOE IPOCTPAHCTBO. 32 3TO CHUKACTCS
OIICHKA.

3. OTBeTUTH HA TEOPETUICCKHUE BOIIPOCHI B KOHIIE MMPAKTHICCKOTO 3aHITHS

Crincok nureparypsl:

1. Ocnosvr pabomwr ¢ Cisco Packet Tracer [DmexrponHbIii pecype]| : Pexum mocryna :
http://just-networks.ru/articles/osnovy-raboty-s-cisco-packet-tracer, cBoGoaHBIN. — 3ari. ¢
JKpaHa..

2.  Buoeo ypoku Cisco Packet Tracer. Kypc momooro 6oiita. [DnekTpoHHbI# pecype] : Pexum
noctyma : https://www.youtube.com/playlist?list=PLcDkQ2Au8aVNYsqGsxRQxYyQijlLa
94T9, cBobOaHEII. — 3ari. ¢ 9KpaHa.

3. Uleenos, A. IO. 3amuTa nHGOPMALIMU: OCHOBBI TEOPHH : YIEOHHK [UIs OakajaBpuaTa U Ma-
ructpatypsl / A. FO. llernos, K. A. Illernos. — Mocksa : U3narensctBo IOpaiit, 2019. —
309 c. — (bakamaBp u maructp. Akagemudeckuii kypc). — ISBN 978-5-534-04732-5. — Tekct
: anextpounbiit // DBC IOpaiit [caiit]. — URL: https://www.biblio-online.ru/bcode/433715
(mata oopamenus: 23.08.2019).

MatepuanbHO-TEXHHYECKOE 00eCIICUeHUE 3aHATHSL:

1. KomnbroTepsl 1Mo KoJMUeCTBY oOydarormuxcs ¢ pa3sépuyroir Windows 10 Pro u Microsoft

Office 2010, Cisco Packet Tracer.

Ilpakmuueckoe 3ansamue 2 (4 4w) Pazepanuuenue oocmyna é ce2meHmax cemu

Samanus:

1. B cumynstope Cisco Packet Tracer B co3maHHO# ceTH IPEANPHUATHS MPOU3BECTH C TIOMOIIBIO
texHosioruu VLAN pa3OueHne ceTr Ha CETMEHTHI.

2. CocTaBuTh OTUET O MPAKTUIECKON paboTe

VYKa3aHus 10 BBINIOJTHEHUIO 3aJaHUN:

1. PaGoTaTh CTpOro B CBOEM aJIpeCHOM MPOCTPAHCTBE.

2. CryzaeHTaM 3alpelaercss UCHOIb30BaTh HE CBOE aJ[peCHOE MPOCTPAHCTBO. 3a 3TO CHUKACTCS
OIICHKA.

3. OTBeTUTH Ha TEOPETUYECKHE BOIIPOCHI B KOHIIE MPAKTUYECKOTO 3aHITUS

Criucoxk auTeparypsl:

1. Ocnosvr pabomwur ¢ Cisco Packet Tracer [Onektponnbii pecype]| : Pexxum mocryma :
http://just-networks.ru/articles/osnovy-raboty-s-cisco-packet-tracer, cBoGoaHBIN. — 3ari. ¢
JKpaHa..

2. Buoeo ypoxu Cisco Packet Tracer. Kypc mosogoro 6oiina. [DaekTpoHHslid pecypc] : Pexxum
nocryna : https://www.youtube.com/playlist?list=PLcDkQ2Au8aVNYsqGsxRQxYyQijlLa
94T9, cBoOOIHBII. — 3ari1. ¢ dKpaHa.

3. Llecnos, A. FO. 3amurta uHGopMaIMi: OCHOBBI TEOPUH : y4EeOHHK Ui OakanaBpuara U Ma-
ructpatypsl / A. FO. llernos, K. A. Illernos. — Mocksa : U3narensctBo FOpaiit, 2019. —
309 c. — (bakanaBp u maructp. Akagemudeckuii kypc). — ISBN 978-5-534-04732-5. — Tekct
: anektpouHusbiii / DBC Opaiit [caiit]. — URL: https://www.biblio-online.ru/bcode/433715
(mara obparmmenus: 23.08.2019).

MartepuanbHO-TEXHUUYECKOE 0OecTieueHIe 3aHATHSL:

1. KommbroTepsl 10 KonudecTBY oOydaroruxcs ¢ pa3sépayroir Windows 10 Pro u Microsoft
Office 2010, Cisco Packet Tracer.

Ilpakmuueckoe 3anamue 3 (6 v) Hacmpoiika cnuckoé konmpoasa docmyna

3agaHus:
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1. Ha mapmpyru3aTopax BHYTPEHHEH CETH OpraHM3alud W (uinasa HACTPOUTH CIUCKU KOH-
TPOJISL OCTYIIA 10 3aIaHHBIM MPETNoaBaTeieM TPeOOBaHUSIM.

2. CocTaBUTh OTYET O MPAKTUYECKOU paboTe.

YKa3zaHus 10 BBINOJHEHHUIO 3aJaHUN:

1. IlpenonaBarenb BELAAET KAKIOMY CTYACHTY JaHHBIE O TOM, KaKyl0 HH(pOPMALIUIO ClIeayeT

3a0JIOKMPOBATh, & KAKyI0 Pa3pelInTh ISl KaK0T0 OTAea OpraHu3annu u (puamana.

2. Pabortarh CTpOro B CBOEM aJpeCHOM MPOCTPAHCTBE.

3. CryneHTtam 3amperiaeTcsi HCIoJb30BaTh HE CBOE aAPECHOE MPOCTPAHCTBO. 3a 3TO CHUXKACTCS

OIICHKA.

4. OTBETHTH HAa TEOPETUYECKHUE BOMIPOCHI B KOHIIE MMPAKTUYECKOTO 3aHATHS

Crincok nuTeparypsl:

1. Ocnosvr pabomwr ¢ Cisco Packet Tracer [Dnexrponnblii pecype] : Pexum mocryna :
http://just-networks.ru/articles/osnovy-raboty-s-cisco-packet-tracer, cBoGoaHBIN. — 3ari. ¢
JKpaHa..

2. Buoeo ypoku Cisco Packet Tracer. Kypc momnooro 6oiitia. [DnekTpoHHbI# pecype] : Pexum
noctyma : https://www.youtube.com/playlist?list=PLcDkQ2Au8aVNYsqGsxRQxYyQijlLa
94T9, cBobOaHEII. — 3ari. ¢ 9KpaHa.

3. Ueenos, A. IO. 3amuTa nHGOPMALIMU: OCHOBBI TEOPHUH : YIeOHHK JUIs OakajaBpuaTa U Ma-
ructpatypsl / A. 1O. lllernos, K. A. Illernos. — Mocksa : U3parensctBo IOpaiit, 2019. —
309 c. — (bakamaBp u maructp. Akagemudeckuii kypc). — ISBN 978-5-534-04732-5. — Tekct
: anextpounbiit // DBC IOpaiit [caiit]. — URL: https://www.biblio-online.ru/bcode/433715
(mata oopamenus: 23.08.2019).

MarepuaabHO-TEXHHUECKOE 00eCTIeYeHHEe 3aHITHS:

1. KommbroTepsl Mo Koim4ecTBy oOy4aromnuxcs ¢ pazsépuyroir Windows 10 Pro u Microsoft
Office 2010, Cisco Packet Tracer.

Ipakmuueckoe 3anamue 4 (8 u) Mesccemesoe Ikpanuposanue

Samanus:

1. TIpoBecTn MeXceTeBOE SKPAHUPOBAHUS C HCIOJB30BAHHEM MapIIPyTU3aTOPOB CETH IMPEJ-

MIPUATHSL.
2. J1o6aBUTh K ceTH TpeAnpusTus u (uarana MexcereBbie skpadbl CiSCO ASA U BBITIOJHHTH
SKpaHUPOBAHUE ceTel ¢ yuétom orpanndenunii munensun Cisco Packet Tracer mis Cisco ASA

3. CocraBUTh OTYET O IPAKTUYECKOI padoTe.

Yka3aHus 110 BBITIOJHEHUIO 33 JaHUN:

5. PaGoTath CTpOro B CBOEM aJIpeCHOM MTPOCTPAHCTBE.

1. CryneHTaMm 3amperiaeTcsi UCIOoIb30BaTh HE CBOE aipECHOE MPOCTPAHCTBO. 3a 3TO CHUXKACTCSI

OIICHKA.

2. OTBETUTH HAa TEOPETUYECKUE BOIIPOCHI B KOHIIE TPAKTUYECKOTO 3aHITHUS

Crucok uTeparypsl:

4. OcHoswvi pabomer ¢ Cisco Packet Tracer [DnexkrtponHslii pecypc] : Pexxum poctyma :
http://just-networks.ru/articles/osnovy-raboty-s-cisco-packet-tracer, cBoGomHbIi. — 3ari. ¢
JKpaHa..

5. Buoeo ypoxu Cisco Packet Tracer. Kypc monogoro 6oiina. [DaekrpoHHsIid pecypc] : Pexxum
nocryna : https://www.youtube.com/playlist?list=PLcDkQ2Au8aVNYsqGsxRQxYyQijlLa
94T9, cBoOOIHBII. — 3ari1. ¢ dKpaHa.

6. Ileenos, A. IO. 3amuTa nHGOpPMALMU: OCHOBBI TEOPUH : y4eOHHK Ui OakajgaBpuaTa U Ma-
ructpatypsl / A. FO. lllernos, K. A. Ilernos. — Mocksa : M3marensctBo FOpaiit, 2019. —
309 c. — (bakanaBp u maructp. Akanemuueckuii kypc). — ISBN 978-5-534-04732-5. — Teker
: anektponHusiii / DBC Opaiit [caiit]. — URL: https://www.biblio-online.ru/bcode/433715
(mara obparmmenus: 23.08.2019).

MarepuanabHO-TEXHHUECKOE 00eCTIeYeHUE 3aHATHSL:

1. KowmmbloTepsl mo KonmvecTBy oOydaronuxcs ¢ pazsépuyroir Windows 10 Pro u Microsoft
Office 2010, Cisco Packet Tracer.
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Ilpakmuueckoe 3anamue 5 (6 u) Cozoanue VPN-kanana

3anaHus:

1. Co3path 3amUIIEHHBINA TYHHEIb MEXIY OpraHu3anueii u Gpuimanom.

2. CocTaBUTh OTYET O MPAKTUYECKOU paboTe.

VYKa3zaHus 10 BBINOJHEHHUIO 3aJaHUN:

1. PaGoraTh CTpOro B CBOEM aJpECHOM MTPOCTPAHCTBE.

2. CryzmeHTaM 3alperniaercst UCIOoJb30BaTh HE CBOE aJ[peCHOE IPOCTPAHCTBO. 32 3TO CHUKACTCS

OIICHKA.

3. OTBETHUTH Ha TCOPCTUUCCKHUEC BOIIPOCHI B KOHIIC ITPAKTUYICCKOT'O 3aHATUA

Crincok nureparypsl:

1. Ocnosvr pabomwr ¢ Cisco Packet Tracer [DmexrponHbIii pecype]| : Pexum mocryna :
http://just-networks.ru/articles/osnovy-raboty-s-cisco-packet-tracer, cBoOGoaHBIN. — 3ari. ¢
JKpaHa..

2.  Buoeo ypoku Cisco Packet Tracer. Kypc momooro 6oiitia. [DnekTpoHHbI# pecype] : Pexum
noctyma : https://www.youtube.com/playlist?list=PLcDkQ2Au8aVNYsqGsxRQxYyQijlLa
94T9, cBobOaHEII. — 3ari. ¢ 9KpaHa.

3. Uleenos, A. IO. 3amuTa nHGOPMALIMU: OCHOBBI TEOPHH : YIEOHHK [UIs OakajaBpuaTa U Ma-
ructpatypsl / A. FO. llernos, K. A. Illernos. — Mocksa : U3narensctBo IOpaiit, 2019. —
309 c. — (bakamaBp u maructp. Akagemudeckuii kypc). — ISBN 978-5-534-04732-5. — Tekct
: anektponHusiii / DBC Opaiit [caiit]. — URL: https://www.biblio-online.ru/bcode/433715
(mata oopamenus: 23.08.2019).

MaTepI/IaJ'II)HO-TeXHI/I‘-IeCKOG oOecrieueHre 3aHsTHS:

1. KommbroTepsl mo KoimvecTBy oOy4aromnuxcs ¢ pazsépuyroir Windows 10 Pro u Microsoft
Office 2010, Cisco Packet Tracer.

[To pe3ynbTaTaM MpakTUYECKOTO 3aHATUS 00YJarONINeECs] COCTABISIOT OTUET, CTPYKTYpa KOTOPO-
ro mpencraBiieHa HwKe. OTUYET COCTABISAETCS B AJICKTPOHHOM (opMe ¢ HCIOJb30BaHHEM MS
Office 2007 u BbITIe ¥ Iepeaa&Tcst MPETOIaBaTEI0 MOCPEACTBOM OTOBOPEHHON (DOPMBI CBSI3H.
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Ipunoowcenue 1
AHHOTAIUA JTUCHUITJINHBI

Juctummaa «CUCTeMbl KOMIJICKCHON 0€30MacHOCTH OpTraHu3aliii TyMaHuTapHOU cdepsl» pe-
anuzyercst Ha paxyiapTere MHPOpMaMOHHBIX CHCTEM U 0€30MaCHOCTH Ui CTYACHTOB 3-TO Kyp-
ca, 00yJaroOIIUXCs 1O MPOrpaMMe MarucTparypsl 1Mo HamnpapieHuto noarotosku 09.03.03 IMpu-
knanHas nHpopmatuka (mpoduins noaroroBku — [lpukinagnas nHGOpMaTHKa B TYMaHUTapHOU
cdepe) kadeapoit KOMIUIEKCHON 3alIUThl HHPOPMAIIHH.

Lenb AMCHUIIIMHBL: OATOTOBUTH BBITYCKHHKA, YMEIOIIETO pa3padaTbiBaTh CUCTEMY 110 obOecIie-
YeHHI0 0€30MacCHOCTH MH(POPMAIIMOHHBIX PECYpCOB, KakK JUIsl aBTOHOMHBIX, TaK M pacrnpeenét-
HBIX BBIYHCIUTEIBHBIX CHCTEM OpraHU3aluii TyMaHUTApHOU Cephl.

3amaun: MOJTydeHUEe CUCTEMAaTH3MPOBAHHBIX 3HAHWH O COBPEMEHHBIX KOHIIETIHUSAX, METOJaX U
TEXHOJIOTUSAX obOecriedeHus UHPOPMAIMOHHON Oe30macHOCTH B MH(GOPMAIMOHHBIX CUCTEMax
Pa3IMYHOIO HAa3HAYEHHUS; M3y4yE€HUE TEOPETUYECKUX OCHOB MH(POPMAIMOHHON 0€30MacHOCTH;
(¢bopMHUpOBaHHE YMEHHMI MCIOJIb30BATh OCHOBHBIE JOCTHXKEHUS B 001acTH MH(POpPMAIIMOHHON
0€30I1aCHOCTH TIPU pealln3aluy CBOEH NMpOo(PeCcCHOHAIBHON AEATeNIbHOCTH; BIaJCHUE HaBBIKAMU
obecrieyeHns 3amIUThl WHGQOpMAIMKA B WHPOPMAITMOHHBIX CHCTEMax Pa3IMYHOTO Ha3HAYCHHS,
pa3BUTHE AaHATUTUYECKOTO MBILIUICHUS, YMEHHSI CTPOrO U3JIarath CBOU MBICIH, Pa3BUTHE CIO-
coOHocTel K 0000IIeHNIO U aHAIN3Y UH(pOpMaIlMK, TIOCTAaHOBKE 1iejeil u BbIOOpY myTel ee J0-
CTHIKEHWSL..

JlucuuninHa HanpaBjieHa Ha (GOPMUPOBAHUE CIIETYIOIUX KOMIIETEHIINN:

e JIK-8 — cmocoGHOCTH mpuHHUMATh y4dacTue B opranusanuu WT-unHdpacTpykTrypsl u
yrpaBJIeHHH THHOPMAITHOHHON O€30MaCHOCTHIO

B pesynbraTe 0CBOCHUS AUCIUIUTMHBI 00YJatONTHICS TOIDKEH:

3Hath: cnocoObl opranuzanuu UT-uHbpacTpyKTypsl ¥ 3a01UThl HHOOPMAIMHA, METOIBI U TIPHE-
MBI yIIpaBiieHUs HHPOPMAIIMOHHOM 0€30MMacHOCThI0 OPraHU3aluii TYMaHUTApHOH chephl

Ymerb: opranu3oBats UT-uH(pacTpykTypy NpeAnpusITHs TyMaHUTapHOW cepbl U 3allUThl UH-
dbopmaryu, B TOM YHCIIe IUPKYITHPYIOMIEH 110 KaHaJlaM CBSI3H.

Bnanets: HaBbikamu opranumzanuu UT-uHPpacTpyKTypsl MPeanpusTusi TyMaHUTApHOU chepbl U
yrpaBiieHus: HHPOPMAIIMOHHON 0€301aCHOCTHIO, HABBIKAMH 3alIUThl MH()OPMAIUH, TUPKYITHU-
pyrorieid B ”HGOPMAIIMOHHOM CUCTEME TIPEAPUSITHS.

[To aucuumuIMHE MpeIycMOTPEHA IPOMEKYTOUHAs aTTecTalus B popMe IK3aMeHa.

O6mas TpyA0EMKOCTh OCBOCHUS UCHUIUIMHBI COCTABIISIET 3 3a4ETHBIX €MHUIIBL.
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YTBEPXIEHO

[Iporokon 3acenanus
Kadeapbl KOMIUIEKCHOM
3amuThl nHpopmanuu PITY

Neld ot 23.06.2020

JIUCT UBMEHEHUM

B paboueil mporpamMMme AUCHUIUIUHBI «CHCTEMBl KOMILUIEKCHOW O€30MacHOCTH OpraHu3aIuil

ryMaHUTapHOU cdepb» 1o HampasiieHuto noarotoBku 09.03.03 «lIpuknagnas uHpopmaTHKa
Ha 2020/2021 yueOHbIi TOJ

1. B nepeuens nporpammuoro obecneuenus (110 ) BHOcsTCA cremyroniye u3MEeHEHUS:

Tabnuya 1

Nerm | HanmenoBanue 110 [IpousBoautens | Crnocob pacpocTpaHeHus
/m

1 Microsoft Office 2010 Pro Microsoft JIMIIEH3UOHHOE

2 Windows XP umu Windows 7 Microsoft JIMIIEH3HOHHOE

3 Kaspersky Endpoint Security Kaspersky JMIIEH3HOHHOE

4 Microsoft Office 2016 Microsoft JIMIIEH3UOHHOE

5 [Tnatdhopma ZOOM Zoom JIUTIEH3UOHHOE

2. B mepedeHb coBpeMeHHBIX npodeccnoHanbHbIX 0a3 qaHHbIX (b/]) n nHGpOpManmonHo-
cripaBouHbix cucteM (MCC) BHOCSTCS CleayIONIHe N3MECHEHHS:

Tabnuya 2
Neni/m | HaumenoBanue
1 MesxnyHapoaHbie pedepaTuBHbIC HaykoMeTpudeckue bJ1, TocTymHble B paMKax

HarmoHaIsHOU noanucku B 2020 r.
Web of Science
Scopus

HpO(beCCI/IOHaJ'ILHbIe IIOJTHOTCKCTOBBIC BI[, JOCTYIIHBIC B paMKax HaLIHOHaJIBHOﬁ
noamucku B 2020 r.

XKypuansr Cambridge University Press

ProQuest Dissertation & Theses Global

SAGE Journals

XKypuansr Taylor and Francis

DJIeKTpOHHBIC U3AaHMsI U3AaTeILCTBA Springer

KoMnproTepHbIe ClIpaBOYHbBIE TIPABOBBIE CUCTEMBI
Koncynpranrt [Iroc,
l'apanTt




