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B pa6oTe npeAcTaBaeH aHa/IN3 BO3MOXHOCTU
$opMUpPOBaHUA B ONTUYECKUX CETAX
MH$OpMaTMBHOro CUrHana paguoauanasoHa

Ha OCHOBE HeJIMHEeNHO-0NTUYECKOW reHepauum
pasHOCTHbIX YacToOT. Ha ocHOBe ynpoLLeHHOM
¢$usnyeckoin mogenu nepexsara tpadpuka

B OMTUYECKUX CETAX C aMNAUTYAHOW MOAyALMei
noJiy4yeHbl OLLEHKU MOLHOCTU MHPOPMATUBHOIO
NapasuTHOro 3/1IeKTPOMarHUTHOI O U3/TyYeHUS.
Mogenb 1 OLEeHKU MOKa3blBalOT PeasMCTUYHOCTb
AUCTAHLMOHHOIO nepexeaTa TpadumKa B ONTUHECKUX
ceTax. O6cyxpatoTca Hanbosee onacHble y4acTKu
ONTUYECKOW CETU U HEKOTOpble MeTOAbI MOBbILLIEHUS
3¢ peKTUBHOCTU NepexBaTa. TakxXe npegnaratorcs
MeTozbl 3aLUTbl TpadMKa TEXHUYECKMMU CpeacTBaMU.
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epexosi B KabelbHBIX CHCTEMax CBSI3U C Mef-
I I HOro (37IeKTPUYEeCKOro) Ha ONTHYeCKHN (Iu3-
JIeKTPUYECKUH) Kabenb MpUBeT K IIOBBILIE-
HHUIO BCeX XapaKTepHUCTHUK Iepefauu UHPOPMAIUU:
ITPOITYCKHOM CIIOCOOHOCTH, AAIBHOCTH, HAJEXKHOCTH,
JOJITOBEYHOCTH M 3allMIeHHOCTU [1-4]. IlocnenmHee
[IPeHMYIIeCTBO CBSI3BIBAETCSI C OTCYTCTBHEM I10604-
HBIX 37eKTPOMAarHUTHBIX H3nydeHuUi ([I9MHU) mpu
IIPOXOKAEHUH CBeTa IO JU3TeKTPUYECKOMY KaHaJly
(OIITOBOJIOKHY), OTCYTCTBHE KOTOPOIO He MCK/IIoYaeT
BO3MOKHOCTb IlepexBaTa IlepelaBaeMoll HHdopma-
uuu [4].
MepexeaT Tpaduka B onTuyeckux cetax [4-10].
OcHOBHBIe CIIOCODBI IIepexBaTa CBsI3aHBI C QOPMH-
pOBaHMEM OITHYECKUX HHOOPMATHBHBIX CHUTHAIOB
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from copper (electrical) to optical (dielectric)
cable has led to an increase in all informa-
tion transmission characteristics: throughput, range,
reliability, durability and protection [1-4]. The lat-
ter advantage is associated with the absence of side
electromagnetic radiation (SEMR) during the passage
of light through the dielectric channel (optical fibre),
the absence of which does not exclude the possibility
of interception of the transmitted information [4].
Traffic interception in optical networks [4-10]. The
main methods of interception are connected with the
formation of optical informative signals by output-
ting a part of the optical information signal, e.g., by
removing a part of the radiation when the fibre is
bent; registration of side optical radiation on the basis
of leaky modes in the initial part of the optical fibre
or scattered radiation in other parts of the optical net-
work. Features of the propagation of light in the fibre,
the design of the optical cable limit the possibilities of
interception based on optical informative signals by
the difficulties of registering fast processes with lim-

T he transition in cable communication systems
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IIyTeM BBIBOAA YaCTH OITHYECKOr0 MHGOPMALIHMOH-
HOIO CUTHaJ/Ia, HAaIllpUMep, OTBOJA YaCTH H3/1yYeHHUs
Ipy KU3rube ONTOBONIOKHA, PETHCTPALIMH ITOOOYHBIX
ONTUYECKHX M3/TyYeHHUH Ha OCHOBE BBITEKAIOUIKMX MO/
Ha Ha4yaJIbHOM Y4YaCTKe OITHYeCKOro BOJIOKHA MU
PacCcessHHOTO M3/yYeHHS! Ha OPYTHMX ydacTKax OITH-
yeckoy cetd. OcoBeHHOCTH PaCIpOCTPaHEHUs CBeTa
B BOJIOKHe, KOHCTPYKLIMSI OITHYECKOTro Kabess orpa-
HHUYHBAIOT BO3MOXKHOCTH IIepeXBaTa Ha OCHOBe OIITH-
YeCcKMX HMHQPOPMATUBHBIX CUIHAJIOB TPYLHOCTSIMHU
PerucTpanyu ObICTPONIPOTEKAIOIIUX ITPOLIECCOB IIPH
OTPAaHHUYEHHOCTH OTBOAMMOK OINTHYECKOHM MOIIHO-
CTH, PAa3BUTOCTBIO TeXHUKH MOHUTOPHUHIA OITHYe-
CKUX ceTel pedreKTOMeTPUYEeCKUMU U OPYTHMHU
MeTOoJaMH.

TeopeTuUueCcKUH aHaIU3 QU3HYECKHUX OCOOEHHO-
CTel PacIpoCTPaHEHMs CBeTa B BOJIOKHE U IIpaKTHYe-
CKHH IIOMCK TeXHHYeCKHX Pealn3allhi CyIIecTBYIO-
IIMX BOJIOKOHHO-OITUYECKUX TEeXHOJOTHM I03BOISIET
IIPeJIOKUTh HOBBIe CIIOCODBI IlepexBaTa TpadHKa,
B TOM YMCJ/Ie Ha OCHOBE I1apa3HUTHBIX 3JIeKTPOMArHHUT-
HBIX H3/Ty4eHHM, TeHepUPyeMBbIX BCIeACTBHE HelIH-
HEeMHO-ONTHYeCKUX IIpeobpa3oBaHUI B BoJIOKHe. CyTh
JAHHOIO IepexBaTa CBOOUTCA K TOMY, YTO KOIHPO-
BaHHe HMHQOPMALIUU B ONTHUYECKUX CeTSIX IIPOH3BO-
JUTCS CO CKOPOCTSMHU BILUIOTh A0 C=100 I'But/cex
M COOTBETCTBYIOIIMM 4YaCTOTAaMH MOAYJISLHHU
IopsaKa f= 100 ITw onTHYeCKOM HecylleH Ha JIHHaX
BOTH A=800-1600 HM. [leTeKTUPOBAHUE OIITHUYECKOr0
W3/Iy4eHHsS METOJAMU HEeMHEMHOMU ONTHUKHU MOYKeT
IPUBECTH K QOPMHUPOBAHHUIO IIAPA3UTHBIX 3IEKTPO-
MarHUTHBIX H31ydeHHH (IIp9MHU) Ha 4yacToTax MOAY-
JIILIUK, KOTOpBle MOTYT OBITh HHPOPMATHBHBIMHU CHI-
HaJIaMH ISl CUCTeM IlepexBara Tpaduka. B pabote
npencTaBieH GU3WYeCKHUIH aHAAMW3 JaHHOIO BHIA
repexBara.

MOJAEJ1b BOJIOKOHHO-ONTUYECKOIO
KAHAJTA U UHOOPMALMNOHHOIO
OMNMTUYECKOIo CUrHAJA

[IpeMyIIeCcTBa ONTHYECKUX KabeIbHBIX CeTel Iepen
3/IeKTPUYECKUMHU CBSI3bIBAETCS C ITOBBIIIEHHOM 4acTo-
TOH HeCyIlel U CO CpPefiok KaHajla llepefauu HHopMa-
ouH [3-5]. OCHOBOM BOJIOKOHHO-OIITHYECKOro KaHaja
CBSI3U SIBJISIETCSI OIITHYECKOe BOJIOKHO H3 OIITHYECKH
IIPO3PavYHOro AU31eKTPHUKA. B TeTeKOMMYHHKAIHIX —
3TO OYMILEHHBIN aMOPOHBIM KBapl, (IHMOKCHL, KpeM-
Hus, SiO,) B BUJEe TOHKOM THOKOM LIUIUHAPUIECKON
HUTH JHaMeTpoM 125 MKM (0b0J10UKa) C BBIIEIeHHBIM
BHYTPH I10 OCH HUTH LMJIUHAPOM (CepAlleBUHA) K-
MeTpoM MeHee 10 MKM [ji1 OJHOMOJOBOIO BOJIOKHA
1 62,5 nnu 50 MKM AJ11 MHOTOMOJOBOTO BOJIOKHA. ['eo-
MeTpHUYeCKHe U ONTHYEeCKHe IapaMeTpbl 0060I0YKHU
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ited optical power output; the development of optical
network monitoring technology using reflectometric
and other methods.

Theoretical analysis of the physical features of
the propagation of light in the fibre and the practi-
cal search for technical implementations of existing
fibre-optic technologies allows us to offer new ways
to intercept traffic, including on the basis of parasitic
electromagnetic radiation generated as a result of
non-linear-optical transformations in the fibre. The
essence of this interception comes down to the fact
that information is encoded in optical networks at
speeds up to C=100 Cbit/s and corresponding modula-
tion frequencies of the order of =100 CHz of optical
carrier at wavelengths A=800-1600 nm. Detection
of optical radiation by non-linear optics can lead
to the formation of parasitic electromagnetic radia-
tion (PEMR) at modulation frequencies that can be
informative signals for traffic interception systems.
The paper presents a physical analysis of this intercep-
tion type.

FIBRE CHANNEL AND INFORMATION
OPTICAL SIGNAL MODEL

The advantages of optical cable networks over elec-
trical ones are associated with an increased fre-
quency of the carrier and with the medium of the
information transmission channel [3-5]. The basis
of a fibre-optic communication channel is an opti-
cal fibre made of an optically transparent dielectric.
In telecommunications, it is purified amorphous
quartz (silicon dioxide, SiO,) in the form of a thin
flexible cylindrical filament with a diameter of 125
pm (shell) with a cylinder selected inside the axis
(core) with a diameter less than 10 pm for single-
mode fibre and 62.5 or 50 pm for multimode fibre.
The geometrical and optical parameters of the shell
and core are chosen so that the light propagating
inside the shell experiences total internal reflection
from the shell, for which the core refractive index
(n, is about 1.46) is chosen more than that of the
shell (n) in order of magnitude by An=n-n,=0.01.
The refractive index is controlled by introducing a
small amount of additives to increase n, - Ge and P,
and to reduce n, - B and F. The loss in quartz fibres is
influenced by impurities of Fe, Cu, Cr and OH- with
a typical concentration of about 10-1000 mln. For
optical amplification in the wavelength range of
1060-1300 nm, the core is doped with Yb, and in
the region of 1500 nm - with Er. The low content of
impurities determines the optical properties of the
fibre, such as low loss, elastic and inelastic scatter-
ing, non-linear transformations.
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M CepILIeBUHBI BBIOUPAIOTCS TaK, YTO PACIIPOCTpaHs-
IOLMICS. BHYTPH 000JIOUKY CBET HUCIIBITHIBAET I10JIHOE
BHYTpPeHHee OTpaskKeHHe 0T 000/10YKH, [JIsI Uero IoKa-
3aTe/b IIPeJIOMJIEHHS CepALIeBUHEI (1, mopsiaka 1,46)
BeIOMpaeTcs 6osblue, yeM y 0607109KH (1) IIO TIOPSIIAKY
BeTMYMHEL Ha An=n-n,=0,01. YIIpaBjieHHe [10Ka3aTe-
JIeM IIpeJIOMJIeHHS IIPOM3BOOMTCA IIyTeM BHeCeHHUS
HeDOJIBIIOr0 KOMIHYecTBa H00aBOK /Sl yBeIHUYeHMUSs
n. - Ge u P, a ;g ymeHbieHud 1, - B u F. Ha nmorepu
B KBapLIeBbIX BOJIOKHAX OKa3blBAIOT BJIHSIHHUE IIpH-
mecu Fe, Cu, Cr 1, OH- ¢ TUIIMYHOM KOHILIEHTPaLluen
nopsaaka 10-1000 muul. [y ONTHYeCKOro ycuie-
HUA B 06/1acTU IIUH BoiaH 1060-1300 HM CepALIeBUHY
monupyor Yb, a B obmactu 1500 HM - Er. IloHH-
>KeHHOe COoflep>KaHKe IPUMecer oIlpefeNsieT OITHYe-
CKHe CBOMCTBA BOJIOKHA, TaKHe KaK HHU3KHe IIOTepH,
yIpyroe M HeyIpyroe paccesiHHe, HeJIHHeLHbIe
mpeobpa3oBaHMUS.

JInHelHble N HeNnHelHble OnTUYeckue SBJeHUS
B cpefe BOJIOKOHHO-OMTUYECKOro KaHana [2-4, 11-13].
PacripocTpaHeHMe CBeTa B JHU3JIeKTPHYECKOM BOJIOKHE
COIIPOBOKIAETCH IIOTEPSMHM, CIIeKTP IIOTJIOLIeHUS
KOTOPBIX XapaKTepH3yeTCs CHUKeHHeM II0Tepb IIpU
YBeIMYEeHHUH JJIMHBL BOJIHBI OT ONITHYECKUX 10 UHPpa-
KpPacHBIX JJIHUH BOJH Iopsnka 1600 HM C XapakTep-
HBIMU BCIIECKAMM BeIWYMHBL IIOTJIOIIEHMS Ha
OTZIeNIbHBIX BHJAX IIpHUMecer U 00MacTIMH MeXIy
HHMH C He3HAYMTEIbHBIM HM3MeHeHHeM KOo3pPHIIM-
€HTa IomIomeHus (067acTU MPO3PauHOCTH) HA [UIH-
Hax BoiH 850, 1310 u 1550 HM. HanMeHbliIee 3aTyxa-
Hue mopsigka 0,22 nb/xm HabmomaeTcs Ha OJIMHAX
1550 HM. [lanbHelllee yBelHuYeHHe [JIUHBI BOJIHBI
BbI3bIBaeT POCT IIOIJIOLIEHMS, CBSI3AaHHOIO C Koyeba-
HUSIMH aTOMOB KPHCTaJITHYECKOM peIleTKH. B obra-
CTH IIPO3Pav¥HOCTH OCHOBHOM BKJIAf, B ociabieHue
CBETOBOTO IIOTOKA JaeT paccesHHe Psjies Ha ONTH-
YeCKUX HEeOJHOPOJHOCTSIX MHOIO MEHBIINUX [JIMHBI
BOJIHBI CBeTa, KOTOPOe XapaKTepH3yeTCs 3aBHCHUMO-
CTBIO OT AJIMHBI BONHBI ~\ 4. J[IOTIOTHUTEe/IbHEIE [T0TEPHU
BHOCSIT CTPYKTypHble HEOJHOPOJHOCTH BOJIOKHA,
CpaBHUMEBIe C OIMHAMH BONH (paccesHue Mwu), 1io-
CKHe IIPOTSDKeHHBbIe CKOJBI, TpPelIWHBl U Ap. (oTpa-
>KeHHe ®peHess). 9TH U Opyrhe BUABL II0TePb $op-
MHPYIOT I1060UHBIe OITHYecKHe u3nydeHus ([ION),
MMeIoLIHe XapaKTepHYH MHAUKATPUCY pacCessHHUS
(puc. 1) c HarmpaBIeHHEeM MaKCHMAJIBHOTO PacCesHHUS
BI,Ob OCH BOJIOKHA M KBaJPaTHYHOH 3aBHCHMOCTBIO
OT yIJIa paccessHHUS 0.

CoCTaB/SIOUIMHI OCHOBY ONTOBOJIOKHA IIaB/IeHBIH
KBap1 SiO, MMeeT aMOPOHYIO CTPYKTYpy IIPH Masok
JONMH IpUMecel M OINTHYEeCKHX HeOoJHOPOLHOCTEH,
[I03TOMY B BOJIOKHE C HeDONBIION 3)PeKTHUBHOCTHIO
MOTyT Hab/loaThCsl HeTMHEHHO-OIITHYeckHe Ipeob-
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Linear and non-linear optical phenomena in a fibre-
optic channel [2-4, 11-13]. The propagation of light
in the dielectric fibre is accompanied by losses, the
absorption spectrum of which is characterized by a
decrease in losses with increasing wavelength from
optical to infrared wavelengths of the order of 1600
nm with characteristic bursts of absorption on indi-
vidual types of impurities and areas between them
with a slight change in the absorption coefficient
(transparency region) on the wavelengths of 850 nm,
1310 nm, 1550 nm. The smallest attenuation of about
0.22 dB/km is observed over the lengths of 1550 nm.
A further increase in wavelength causes an increase
in absorption associated with vibrations of the atoms
of the crystal lattice. In the field of transparency, the
main contribution to the attenuation of the light
flux is made by Rayleigh scattering by optical inho-
mogeneities much smaller than the wavelength of
light, which is characterized by the dependence on
the wavelength ~A"4. Additional losses are caused by
structural inhomogeneities of the fibre comparable
to wavelengths (Mie scattering), flat chipped frac-
tures, cracks, etc. (Fresnel reflection). These and other
types of losses form side optical radiation (SOR) hav-
ing a characteristic scattering indicatrix (Fig. 1) with
the direction of maximum scattering along the fibre
axis and a quadratic dependence on the scattering
angle 6.

Fused silica SiO,, which forms the basis of the opti-
cal fibre, has an amorphous structure with a small
fraction of impurities and optical inhomogeneities;
therefore, non-linear optical transformation of radia-
tion can be observed in the fibre with low efficiency,
which is associated with a small channel size, high
input radiation power, and the influence of external
factors. In particular, inelastic Raman scattering is
observed (on lattice vibrations), Brillouin scattering

Puc. 1. MIHOukampuca p3neescKko20 paccesiHus Ha ONMuUYecKux
HEO0OHOPOOHOCMSIX MHO20 MeHbLUUX OAUHbI 80AHbI 30HOU-
pyrouwe20 usAay4yeHus:, 9 - y2on cocmasasiemplli paccesHHbIM
C8emom ¢ HanpasneHuem c6emogoz20 NOMoKa

Fig. 1. Rayleigh scattering indicatrix on optical inhomoge-
neities is much smaller than the wavelength of the probing
radiation, 9 is the angle composed by scattered light with the
direction of the light flux




BN FIBER OPTIC DEVICES & TECHNOLIGIES m

Pa30BaHUS HU3JIyUYeHMs, UTO CBSI3bIBAETCS C MaJIbIM
pasMepoM KaHaja, BbICOKOK MOIIHOCTbIO BBOJHIMOIO
M3/ydeHHUs], BAUSHHEM BHeMHHX GaKTOpoB. B yact-
HOCTH, HabIIOAIOTCS HeyIpyroe KOMOHWHAIIMOHHOE
paccessHue (Ha KonebaHHUSIX aTOMOB PeLIeTKH), pac-
cesHHe MaHenbllITaMa - BpHIIO3HA (Ha aKyCTH-~
YyecKUX POHOHAX), KOTOPbIe MPHUBOAST K IIOSIBIEHUIO
XapaKTepPHBIX MaKCHUMYMOB M YIIHPEHMIO CIIeKTpa
ONTHUYeCKOro H37y4deHHs. Ha IpaKkTHKe [aHHBIe
3¢ deKThl HCIIONB3YIOTCS [UIsI pPaclpesieleHHbIX BOJIO-
KOHHO-OIITHYEeCKHX H3MepeHUI TeMIlepaTypbl, MeXa-
HHYeCKUX HaIlpsDKeHHUH.

Ene oquH BUA HeTHHENHO-ONTHYeCKUX Ipeobpa-
30BaHUI B ONTOBOJIOKHE CBSI3bIBA€TCS C U3MeHeHHeM
IokasaTesisi IIpeJloOMJIeHHs, TeHepalilell I'apMOHHUK,
CyMMapHBIX U Pa3HOCTHBIX YacTOT. K HUM OTHOCSTCA
dasoBas caMOMOAY/ISALIMS, YeThIPeXBOJIHOBOE CMelle-
HUe, MOAY/ISILIMOHHAs HeCTabuIBHOCTb, GOPMHUPO-
BaHMe COJIMTOHOB, $a30Bas KPocc-MOAY/ISLIMS, KOTO-
pble OKa3bIBaIOT CYIleCTBeHHOe BIMSIHUE Ha Ilepefady
MHPOPMALIMK B ONTHYECKHMX IHUHUIX. Hampumep,
YeTBIPeXBOTHOBOE CMeIlleHHe HabliofaeTcsi MpH pac-
IIpOoCTpaHeHHe B BOJIOKHe CHTHAJIOB Ha TpeX (w;, wj,
o) 1u 6osee YacToTax, IIPH 3TOM FeHepHUPYeTCsl CUT-
HaJI Ha CMeIIaHHOM YacToTe (wjj=w;+w;~wy), 6IU3K0M
K paboyel 4acToTe KaHal0B, YTO OKa3bIBAeT BIIMS-
HHUe Ha mepefady. [nsi 3¢pdeKTUBHOIO HeTHHENHO-
OIITHYECKOTro ITpeobpa3oBaHUS OITHYECKOTO H3JIyde-
HUS TpebyeTcsl MOCTHKeHHe KPUTHYeCKHUX 3HaUeHHUH
MHTEHCHBHOCTEH, YTO BIIOJIHE BO3MOSKHO BCIIe[ICTBHE
MaJIOCTH II0IIePeYHOr0 CeYeHHs BOJIOKHA M BBICOKOK
MOIIHOCTH H31y4eHHs. JPPeKTUBHOCTh HeJTMHENHO-
OITHYeCKUX Ipeobpa3soBaHUIN MOXKET 3HAUHUTEeNIbHO
IIOBBICHTECSI IIPH JIOCTHKEHUH ($a30BOro (BOJIHOBOIO)
CUHXPOHH3Ma, a TakoKke MIPU BHEIIHUX BO3JEHCTBHUSX,
IIOBBIIIAONIKX HeTUHEMHOCTD CPelIbl.

HennHelNHO-oNTHYeCKHe Ipeobpa3oBaHUs, IIPO-
HCXOsilie IPU PacIpPOCTPaHEHUM OITHYECKOIo
M3/Iy4eHHUs B OIITOBOJIOKHE, OIIpefe/IsiioTCsl TEH30POM
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(on acoustic phonons), which lead to the appearance
of characteristic maxima and broadening of the spec-
trum of optical radiation. In practice, these effects are
used for distributed fibre-optic measurements of tem-
perature, mechanical stresses.

Another type of non-linear optical transforma-
tions in optical fibre is associated with a change in
the refractive index, the generation of harmonics, the
total and difference frequencies. These include phase
self-modulation, four-wave bias, modulation instabil-
ity, the formation of solitons, phase cross-modulation,
which have a significant impact on the transmission
of information in optical lines. For example, four-
wave mixing is observed when signals are distributed
in the fibre at three (w;, ®;, w;) or more frequencies,
and a signal is generated at the mixed frequency
(0oj=w;+ ;=) close to the operating frequency of the
channels, which affects transmission. For effective
non-linear optical transformation of optical radiation,
it is necessary to achieve critical intensities, which
is quite possible due to the small cross section of the
fibre and high radiation power. The efficiency of
non-linear optical transformations can significantly
increase when phase (wave) synchronism is achieved,
as well as when external influences increase the non-
linearity of the medium.

Non-linear optical transformations occurring dur-
ing the propagation of optical radiation in an optical
fibre are determined by the non-linear susceptibility
tensor Xy, of amorphous silicon with impurities. The
non-linear polarization of the fibre material induced
by radiation occurs at mixed frequencies and is equal
to

Py =eoxnEiEs,
where g, is the electric constant, E; E, is the electric

intensity of the interacting waves at frequencies ,,
®,, while the non-linear susceptibility %, may depend
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HeJTHHEeMHON BOCIPUUMYHUBOCTH Xy aMOPOHOTO
KpeMHHsI C IpuMecsiMU. HaBofumas H3/lydyeHHeM
HeJIMHelHas Mospr3alksd MaTepHasa OITOBOJIOKHA
IIPOMCXOJUT Ha CMeIIaHHbIX YacTOTax K PaBHA

f)NL = SOXNLEIEZ ,

rzie e, - 97eKTpUYecKas nocTosHuas, E;; E, - anextpu-
YeCKHe HaNpsKeHHOCTH B3aHMOJEHCTBYIOIIMX BOJIH
Ha 4aCToTax ®;, W,, IPH 3TOM HeJHHeHHas BOCIIPH-
MMUHBOCTb Xy, MOXKeT 3aBHCeTb KaK OT 3JIeKTpHue-
CKUX IOJIeH 3THUX ’Ke, TaK U APYTHUX BOJIH B OIITOBO-
JIOKHe, a TAK’Ke OHA 3aBHCHUT OT BHEIIHHX BO3/IeICTBUI
3/IeKTPUYeCKOM HJIM HMHOM IIPHPOABI, HAIIpPHMeD,
OT MeXaHHYeCKHUX HaIlpsSDKeHUH, CYIIeCTBYOIIUX UIH
BO3HHUKAOIHUX IPH CKPYYHMBAaHHUH OIITOBOJIOKHA.
B uIOeanpHBIX KpPHUCTa/AlaX KOMIIOHEHTEI TeH30pa
HeJIMHEeHNHOK BOCIIPUMMUMBOCTH OIIPele/ISIoTCsl CUM-
MeTpHeH, TaK, B MaTepHajaax C aMOPQHOH CTPYKTY-
poHr KBaJpaTH4Hasi HeJIHHEHHOCTb PaBHA HYIIIO
U TIPOSIBNIFIOTCS HEeJMHEMHOCTH TPeThero IMopsijgka
1 6o71ee BBICOKOTO ITOPSIKA. B peasbHBIX MaTepHaiax
CYIIeCTBYIOT CTPYKTYpPHble HEOJHOPOJHOCTH, BHeII-
HHe BO3[eLCTBHS, KOTOpble NPUBOAIT K TOMY, YTO
3ddeKxTHBHAS HelHHeHHasl BOCIIPUMMYHUBOCTb MOXKET
OT/JIMYAThCSl OT HJeaJbHOH. I103TOMy 3QdeKTHBHas
KBaJpaTH4Hasl HeJTMHEHMHOCTh aMopdHoro SiO, oTiu-
4JaeTcsl OT HYJIEBOIO 3HA4eHHs, a IPU BO3IEeHCTBHU
BHEIIHUX IIOJIeld MOKeT IIPUHHMMAaTh 3HadeHHs,
IOCTaTOUHBIe ISl HaOMIOfeHUsl HelUHEeMHO-ONTHYe-
CKHUX ITpeobpa3oBaHUS BTOPOIO IOPSIIKA.

Kpome Ha3BaHHBIX SIBJIEHH B BOJIOKHE MOTYT IIPO-
XOOUTb W Jpyrue IMpOLIeCChl, KOTOpble He yYMTHIBA-
IOTCS IIPH 3KCIUTyaTallMKM ONTHYeCKHX CeTek, TaK KaK
He OKa3blBalOT 3HAYHTe/IbHOIO BIMAHUS Ha llepefady
MHPOPMALIMK, HO MOTYT ObITb HCIIONB30BAHBI KaK
HWCTOYHUKKA MHQOPMATHBHBIX CHUTHAJIOB [JIS Ilepe-
XBaTa Tpaduka.

MHpopMaunoHHbiA curHan [2-4, 12]. Ilepemaua
MHQOPMAlLIMK B ONTHYECKHUX CEeTSAX IPOM3BOAHTCS
IyTeM MOIY/ISALUN ONTHYECKOM HeCyIllleH, B Kaye-
CTBe KOTOPOM IPUMEHSeTCS H3/ydyeHHe Ha MJIH-
Hax BOJMH M3 objacTel MPO3pavyHOCTH Ha YacTOTax
v=w/21-10% Ty (A=850 HM), 2,3-10* T (1310 HM)
u 1,9-10% T (1550 HM). IIpHM KOAMPOBAHHUM HHOP-
MallM{ MCIIONb3YeTCs aMIUIUTYAHast, pasoBas MOAY-
JIALIMS Ha YacToTax f=Q/Z1'[=108 T'y, u BeiIe. OCHOB-
HOM CI10cOO IOBBIIIEHMSI IIPOIYCKHOM CIIOCOOHOCTH
JIMHUHU CBSI3K CBSI3aH C BOJIHOBBIM MYJIbTHILIEKCHPO-
BaHUeM 40 u 6ojee AJIMH BOJH. MOIIHOCTD UHOP-
MallMOHHOI'O CHUIHaja OIlpelessieTcs ONTHYeCKUM
6romKeTOM THMHUU (6e3 ITPOMEKYTOUHOTO YCHUIEHHUS),
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on both the electric fields of the same and other waves
in the optical fibre, and it also depends on external
influences of an electric or other nature, e.g., from
mechanical stresses existing or arising when twisting
the optical fibre. In ideal crystals, the components of
the non-linear susceptibility tensor are determined by
symmetry, as in materials with an amorphous struc-
ture, the quadratic non-linearity is zero and third-
order and higher-order non-linearities appear. In
actual materials, there are structural inhomogenei-
ties, external influences, which lead to the fact that
the effective non-linear susceptibility may differ from
the ideal one. Therefore, the effective quadratic non-
linearity of amorphous SiO, differs from the zero
value, and when exposed to external fields it can take
values sufficient to observe a second-order non-linear-
optical transformation.

In addition to the above phenomena, other pro-
cesses can take place in the fibre that are not taken
into account when operating optical networks, since
they do not have a significant impact on the trans-
mission of information, but can be used as sources of
informative signals for intercepting traffic.

Information signal [2-4,12]. Information is transmit-
ted in optical networks by modulating an optical car-
rier, which uses radiation at wavelengths from trans-
parency areas at frequencies v=w/2n-10* Hz (A=850
nm), 2.3-10* Hz (1310 nm) and 1.9-10 Hz (1550 nm).
When encoding information, amplitude and phase
modulation is used at frequencies f=Q/2n=108 Hz and
above. The main way to increase the bandwidth of
the communication line is associated with wave mul-
tiplexing of 40 or more wavelengths. The power of
the information signal is determined by the optical
budget of the line (without intermediate amplifica-
tion) expressed in dB, i.e. total losses in the passive
elements, which must be less than the difference in
power source and the sensitivity of the receiver.

INFORMATIVE PARASITIC
ELECTROMAGNETIC RADIATION

Based on the description of the information signal,
line and communication channel in optical networks,
it is possible to propose a simplified physical model of
a fibre-optic information transmission system. The
information transmission medium is a single-mode
optical fibre with a stepped refractive index profile of
n=1.46 and a diameter of d=125/10 pm with an absorp-
tion coefficient of ®=0.22 dB/km (5.1-10 m™). Infor-
mation signal in the form of a monochrome optical
carrier at a wavelength of A=1550 nm (v=1,9-10* Hz)
with a source power of Py=1 mW modulated by a sinu-
soidal signal with a frequency of f=1 CHz in amplitude
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BBIpa’)KEHHBIM B nb, T.e. O6I_LII/IMI/I IIOTepsIMH B I1acC-
CHBHBIX 3JIEMEHTAX, KOTOPbl€ OOJI>KHbBI OBITh MEHbIIIE
Pa3HOCTH MOIIHOCTHM HCTOYHHKA M YYBCTBHTEJIbHO-
CThbIO [IPMEMHHKaA.

MHOOPMATUBHDIE MAPA3UNTHDbIE
DJIEKTPOMAIHUTHDIE N3JTYHYEHUSA

Hcxonss u3 omMcaHHS MHQPOPMALIMOHHOIO CHUIHaa,
JIMHUU U KaHajla CBS3U B OITHYECKUX CeTSAX MOXKHO
[IPeJIOKUTDL YIIPOIeHHYI (QU3HYECKyl0 MOZeNb
BOJIOKOHHO-OIITUYECKON CHUCTeMBl Iepefadyr HHOOP-
manuud. Cpepa Imepefayud HMHOOPMALKK - OLHO-
MO 0BOe OIITHYeCKoe BOJIOKHO CO CTYIIeHYaTbIM
npoduaeM IoKasaTess IpeIoMIeHHS n=1,46 U nua-
MeTpoM d=125/10 MKM C K03pPHIIMEHTOM IIOIJIO-
meHust a=0,22 gb/xm (5,1-10° M™Y. MHbOpMALU-
OHHBIM CHUTHA/I B BHJe MOHOXPOMHOK OINTHYECKOM
HeCylleH Ha IJInHe BOoMHB A=1550 HM (v=1,9-10' I'1r)
MOIIHOCTBIO MCTOYHHMKA Py=1 MBT, MoOyaupoOBaH-
HOM CHHYCOMAQJIBHBIM CHUTHAJIOM 4acToTod f=1 ITIg
[I0 aMIUIMTYZAe C KO3QOUIIMeHTOM MOZYISAIUU m<1.
B omTHMuYecKOM KaHaje IIPUCYTCTBYIOT I1060YHEBIe
OIITHYeCKHe H3jlydeHHs, GopMHpyeMble, IJIaBHBIM
obpasoMm, BCIenCTBHE paccesiHUs Patest, KOrepeHTHbIe
HeCyIlel U UMeIolliee MOIIHOCTh Iopsiaka Py=aAP,/2,
rae A=c/f - AIMHBI BOTHBI MOAYJIHUPYIOIIET0 CUIHAIA

Syl 4
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with a modulation factor of m<1. The optical channel
contains side optical radiation, generated mainly due
to Rayleigh scattering, coherent carrier and having a
power of about P,=aAP;/2, where A=c/f is the wave-
lengths of the modulating signal and ¢ is the speed of
light in vacuum, i. e. of the order of the spatial length
of the bit.

In accordance with this approximation, the propa-
gating optical radiation in the optical fibre consists in
the forward direction of the flux N, of photons with
energy 7o and N ,of photons of each type with energies
h(w-Q) and 7(o+Q). The number of carrier photons in
the stream decreases with the x distance travelled, so
that

P
N, = exp(-ax)

and modulated photons for each energy
N, =m’N, /2.

In addition to direct photons that form the infor-
mation optical signal, back-scattered photons are pre-
sent in the optical fibre, which form side optical radi-
ation with energies nw, #(0-Q) and #(w+Q). Their
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M ¢ - CKOPOCTb CBeTa B BaKkyyMe, T.e. IOPsiAKa IIPO-
CTPaHCTBEHHOM JJIMHEI OUTa.

B COOTBETCTBMM C JaHHBIM NpHUOIHKeHHEM, pac-
IIPOCTPAHSIIONIeecs: OIITHYECKOe H3TyuyeHHe B OITOBO-
JIOKHEe COCTOMUT B IPSIMOM HaIlpaBleHUH M3 I10TOKA
N, dotoHOB c 3Hepruen hw u N, $OTOHOB KaxKIOro
THUIIA C SHEPIUAMH h(w—Q) U h(0+Q). Yucao $oToHOB
Hecyller B II0TOKe y6bIBaeT C MPOMIeHHBIM PaccTosi-
HHeM X, TaK YTO

P
N, =2 exp(-ox
b= p(-ox),
a MOZLYTHPOBAaHHBIX QOTOHOB JISI K&KIOHM SHEPrUH

N, =m’N, /2.

Kpome $OTOHOB IIPSMOIO IIOTOKA, GOPMHPYIOIIHX
MHOOPMALIMOHHBIN OITHYeCKUI CHUTHAl, B ONTOBO-

number is determined by the Rayleigh and Mie scat-
tering, the Fresnel reflection, and is equal to the car-
rier at the-distance from the source

— AN = oA 22 exp(—
Nrb—ocANb—ocAhwexp( ax).
The number of modulated photons for each
energy

N,,=m’N, /4,

where the additional decrease is two times due to the
symmetry of the scattering indicatrix.

The photons scattered from other distant parts of
the optical fibre are not coherent with the informa-
tion optical signal; therefore, their contribution to
non-linear processes is insignificant and is not taken
into account. The coherence length of the information

JIOKHe IIPUCYTCTBYyeT obpaTHopaccesHHble ¢oToHBI, || optical signal with a spectrum width of 2Q is equal
dopmupymomue 1mobouHoe ONTHYECKOe H3ITydeHHe, || to

C 3HEPTUSIMH /o, h(w—Q) U h(w+Q). Hx yucio onpene-
ngeTcd paccessHueM Panes, Mu, orpaxeHueM Ope-
Hels U PaBHO Ui HeCyLleHM Ha PAacCTOSHUU X OT l.=
HMCTOYHHUKA

A

<A
w2’

PO
N, =aAN, = ocA%exp(—ocx). 3

=~
M

YKo MOAYIMPOBAaHHBIX (GOTOHOB [IJIS1 KasKOOH -

SHepruu
P a)

Nrm :mZNrb/4’

IZie JOIIOIHUTEIbHOE YMEeHBIIeH e B 1BA Pa3a CBI3aHO
C CUMMETPHUYHOCTBI0O HHAUKATPUCHL PACCesSHHUS.

PaccegHHBbIe OT APYIUX yJaJeHHBIX YYaCTKOB OIITO- b)
BOJIOKHA QOTOHBI He KOTePeHTHBI C MHPOPMAaLIMOHHBIM
OIITHUYEeCKUM CHUTHAJIOM, [I09TOMY HUX BKJIaJ, B HeJTHHEH-
HbIe IIPOLIeCCH He3HAYUTE/IbHBI U UX He YUYMUTHIBAEM.
JIMHA KOTepeHTHOCTH HHQOPMAIIMOHHOIO OIITHYe-
CKOTO CHMTHAaJa IIPY IIHPHHe cIiekTpa 2() paBHa

A
A

=
I

=~
M

o~

0 ky k,

A
Tn

c

A
< 2 Puc. 2. B3gumodelicmeaue 8 cpedax ¢ Keaopamu4HoU HeAuHel-
Hocmbto: k, +k, =k, a) 2eHepauus cymmapHbix yacmom npu
KoAAUHeapHoM 83aumodelicmauu, b) u ¢) zeHepauusi pazHocm-
HbIX YACMOM NPU AHMUKOAAUHEAPHOM U HEKOAAUHEdPHOM
83aumodelicmsuu
Fig. 2. Interaction in media with quadratic non-linearity:

k, +k, =k;: a) generation of total frequencies in a collinear
interaction, b) and c) generation of difference frequencies in
the anti-collinear and non-collinear interaction

T.e. JJINHA KOTePEeHTHOCTH [. CHUrHa/la HEeCKOJIbKO
MeHBbIlle [UIMHBL OUTa A/2, ClIef0BaTeIBHO B KOT€PeHT-
HBIX IIPOLIeccaX MOIYT y4acTBOBATh IIPAaKTHYECKH BCe
boToHBI buTa HHGOPMALHH.

HennHeNHO-ONTHYeCKas AeMOAyIsALUsS HHGopMa-
LILOHHOTO CHUTHAJA MOKET MPOUCXOAUTh IIPH T0boMm
B3aKMMHOM HaIlpaB/IeHHUH BOJIHOBBIX BEKTOPOB $OTO-
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HoB [11-13] - KOANKMHeapHOM, aHTHUKOIJINHEApPHOM
1 HeKO/UIMHeapHOM (puc. 2). IIpu 3TOM [O/IKHBI
BBIIIOJIHATBCSA ~ 3aKOHBI  COXPaHEHHSA DJHEpPruu
ho, +ho, =ho, W UMIOyabca ik, +#k, =#k,, KoTopkle
TPaHCOOPMUPYIOTCS B COOTHOIIEHUS [JIs1 YacTOT
* I KOJUIMHEapHOTO B3aUMOJEUCTBHUS
o, +0,=0; U o, +M,0,=MN10,,
OTCIO[IA YAaCTOTA FeHePUPYeMOI0o U3TydeH U
o =(ny/ny) o, +(n, /0y )0,
* ISl aHTUKOJ/UIMHEeapHOI0 B3aUMOJeHCTBHUS
®,+0,=0;+W/i U no,-no,=Mn0,,
I7le O - 3Heprus MOoJspu3aldy BellecTBa Ha

HYJIEBOI:I 9acToTe, OTCIoAd YaCTOTa I'eHepHpye-
MOTO H3JIy4eHUA

05! :(”1/”3)(”1 _(”2/”3)(92;

° 15 HEKOJ/IVIMHEAPHOTO B33.I/IMO,IIEI;ICTBI/IFI
C yIJioOM 0 Me>KAy BOTHOBBIMH BEKTOPAMH

O, +0, =0;+W/h
1 (n,o,) +(n,0,)" -2mm,0,0,c0s0 = (1,0, )’

" [UI1 9aCTOTBI TeHEPpUPYyeMOTIo U3J/IyYeHU A

o, :\/(nl/n3)2 o’ +(n2/n3)2 w3 —2(nn, /n3)w,w, cose .

IIpy KO/UTMHEAapHOM B3aMMOJEHCTBUM JeMOJYJIs-
LIMsI BO3SMO>KHA TOJIBKO ITPU TPEXBOJIHOBOM CMEIIIE€HUH
$OTOHOB, BEPOSITHOCTb KOTOPOIO HKKe JBYXBOTHO-
BOTO B3aMMOJEMCTBUS. IIpH aHTHUKOIIMHEapHOM
M HeKO/VINHeapHOM B3aHMOJEHCTBUU B IIPUOIIIKe-
HUM 6IH30CTH Y9acTOT ®;,®, > ®,, TaK KaK M, =M,=n,
ny=1 U MaJOCTH yraa 0, moaydaem

o;=n(o,-,).

PasHOCTHAas 4acToTa FeHEePUPYeMOro H3/IydYeHHs
OHpe;(enHeTCH TUIIAMHU (bOTOHOB, HpI/IHI/IMaIOH_[I/IX
yd4acTHe BO B3aMMOLEHCTBUU. OHa MOXET MPUHH-
MATh 3HAUYEHU A

w; =1Q; 2nQ ,

Ifle IepBas 4acToTa TeHEpPHpYeTcd IPHU B3aHMOIEH-
CTBUM OTOHOB YAaCTOTOM HeCylleM o, =0 M OLHOH

Syl 4

i.e., the coherence length I. of the signal is slightly
less than the bit length A/2, therefore almost all pho-
tons of the information bit can participate in coherent
processes.

Non-linear optical demodulation of the informa-
tion signal can occur for any mutual direction of the
wave vectors of photons [11-13] - collinear, anti-col-
linear and non-collinear (Fig. 2). In this case, the laws
of conservation of energy o, +%ho, =ho,and momen-
tum #k, +#k, = ik;, which are transformed into rela-
tions for the frequencies

for collinear interaction

0, +0, =0, and 1o, + 1,0, =10,
hence the frequency of the generated radiation
w3 = (”1/”3)(’31 + (”z/“s)(‘)z;
« for anti-collinear interaction
o, +0,=0,+w/h and 1o, -n,0, =n,0;,
where w is the polarization energy of the sub-

stance at zero frequency, hence the frequency of
the generated radiation

0, :(”1/”3)(”1 _(”2/”3)(92;

« for non-collinear interaction with an angle 6
between the wave vectors

o, +0, =0, +w/h and
(mo, )’ +(n,0,)" -2n,m,0,0,c080 = (1,0, ),

and for the frequency of the generated
radiation

o, :\/(nl/n3)2 o2 +(n,/n,)’ 03 -2(myn,/n})o,0, cose .

With collinear interaction, demodulation is possi-
ble only with three-wave mixing of photons, the prob-
ability of which is lower than two-wave interaction.
With anti-collinear and noncollinear interactions, in
the approximation of the proximity of frequencies
0,0, >0, , since n,=n,=n, n,=1, and the smallness
of the angle 6, we obtain

o;=n(0,-o,).
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13 MOIY/IHPOBAHHBIX BOJIH ®,=0*Q, a yABOeHHas
IIPY  B3aUMOJEMCTBHH MOZYIHPOBAHHBIX BOJIH
0,=0-Q U 0,=0+Q C IPOTHBOIOJIOXHBIM HaIlpaB-
JleHHeM BOJIHOBBIX BeKTOPOB. JleMOAYy/SILIMS IIPHUBO-
OUT K TeHepallMHU HU3/1y4eHHUs Ha 4YacToTe o, , KOTopoe
OTHOCHTCSI K PafHofHaIla3oHy, U /ISl Hero AHu3JIeK-
TpUUeCKoe OIITOBOJIOKHO He SBJISIeTCS BOTHOBOLOM.
9TO H31y4eHHe PaCIIPOCTPAHSIeTCS BO BCe CTOPOHBL
oT Kabesi, GopMHUPYyst UHPOPMATUBHBIM [1apa3UTHBIH
3/1IeKTPOMarHHUTHBIN CUTHA.

OLeHHUM MOIIHOCTb U3/Ty4eHHs Ha 4acToTe o, = nQ.
Vicxonst U3 IpUBeJleHHOM MoJe/u reHepaniyiu [IpIMHU,
MaKCHMaJIbHOe 3HaueHHe ee MOIIHOCTH OIIpefess-
eTcsl yCIOBHEM HeTHHEHHO-OITHYEeCKOro Ipeobpaso-
BAaHHUSI BCeX PACCesIHHBIX BOJH KaK HeCylleH, Tak
M MOJYJIHPOBAaHHOM BOJHBI, T.e. BKIOYAIOT IPO-
LIeCCBI B3aMMOJICHCTBUS

e HecylleH B IpsMOM HampaBieHuu (N, ¢oto-
HOB) 1 0OpaTHOPACCeSHHOM MOAYIMPOBAHHOM
BonHBI 2N, =m’N,, /2 $oTOHOB);

» obpaTHopaccessHHON Hecymen (N, $OTOHOB)
1 MOJY/IHPOBAHHOM BOJIHBI B IIPSIMOM HaIlpaB-
neHuu (2N, =m’N, GOTOHOB)

TakuM o6pasoM, oIlpefensieMoe II0 MeHbIIEMY
YKCIYy Yy4acTBYIONIMX BO B3aHMOENCTBHU (GOTOHOB
obmiee MaKCHMalbHO BO3MOXKHOe 4YHC/IO GOTOHOB
OeMOIY/ISILIMU PaBHO

N,+2N,, =N, (1+m’/2)

WIK [JIs1 MOIIHOCTH HMHGQOPMATHBHOIO CHIHajla Ha
yactoTte Q)

P, = o(c/w)(2 + m* )P, exp(-ox).

MoIHOCTh MHPOPMATUBHOTO CHMTHaja Ha BXofe

(x=0) st 100% TIyOMHBL MOLY/ISIIUK paBHA

P, = o(c/w)(2+m?)B, =7,3-107 Br,
KOTOpasi IIPOKUCXOAUT Ha 4actore f=1 Tl OT y4acTKa
BOJIOKHA AJIHMHOM A/2=0,1 M.

B c1yvyae perucrpauyu MHQPOPMATHBHOIO Ilapa-
3UTHOI'O 3JIEKTPOMATrHUTHOTO M3/IyYeHHS OT OITHYe-
CKOM HeOJHOPOLHOCTH THUIIA Pa3beMHOI0 COeJUHeHHUSI
C BO3BPaTHBIMM IIOTepsSIMH mopsiika B=-40 1B, ux
MOIITHOCTb MOSKET TOCTUTaTh

P, =B(f/v)(1+m/ 2)B,exp(-ox)

K Ha BXO[e COCTAaBJIATDH

Pm = B(f/v)(l"'mz/ Z)P" = 3 * 10_7 BT~
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The differential frequency of the generated radia-
tion is determined by the types of photons involved in
the interaction, it can take values

0, =nQ; 2nQ

where the first frequency is generated by the interac-
tion of photons by the carrier frequency w,=w and
one of the modulated waves o,=w+Q, and doubled
by the interaction of the modulated waves o, =0-Q

and o, =0+Q with the opposite direction of the wave
vectors. Demodulation leads to the generation of radi-
ation at a frequency o, that belongs to the radio band
and where the dielectric fibre is not a waveguide. This
radiation propagates in all directions from the cable,
forming an informative parasitic electromagnetic
signal.

Let us estimate the radiation power at the fre-
quency o, =nQ. Based on the present model of PEMR
generation, the maximum value of its power is deter-
mined by the condition of non-linear optical transfor-
mation of all scattered waves of both carrier and mod-
ulated waves, 1i.e., it includes interaction
processes

« carrier in the forward direction (N, photons)

and Dbackscattered modulated wave (
2N, =m’N,, /2 photons);

«  backscattered carrier (N, photons) and forward

modulated wave 2N, =m’N, photons)

Thus, determined by the smaller number of pho-
tons participating in the interaction, the total maxi-
mum possible number of demodulation photons is

N,+2N,, =N, (1+m’/2)

or for the power of the informative signal at the fre-
quency Q

P = o(c/w)(2 + m* )P, exp(-ox).

The power of the informative signal at the input
(x=0) for 100% modulation depth is equal to

I

P, = o(c/w)(2+m?)P, =7.310° W,

which occurs at a frequency f=1 CHz from a section of
fibre with a length of A/2= 0.1 m.

In the case of registration of informative parasitic
electromagnetic radiation from optical inhomogene-
ity such as a detachable connection with return losses
of the order of B=-40 dB, their power can reach

P =B(f/v)(1+ mZ/Z)POeXp(—onx)’
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[Tony4eHHBIe MOIIHOCTH MHQPOPMATHUBHBIX CUTHa-
JIOB MOT'YT OBITh Ha/IeSKHO ITPHUHSTHI K JeKOJHPOBAHEL
0b1L1eI0CTYIIHBIME IIpHeMHUKaMu CBY curHana.

OLleHUM OITUMaIbHOe 3HaueHHe 3PPeKTUBHOU
HeJTUHeHHON BOCIPUMMYHUBOCTH )y, =|Y | A5 Tpeob-
pa3soBaHUS THIA O, +®,=0,. Tak KaKk HeJIHMHeHHas
[IOJIIpH3alivs Ha YacToTe o,

Py =ggxmEE,
TO €€ MOXKHO IIPe[CTaBHUTh B BHJEe CBS3U I1aJaIOIIHUX
N;, N, u redepupyemblx N; IIOTOKOB (POTOHOB
B BUJIE

N,=1N,N,,

rae Ko3dPUIMEHT T, UMEIIHUMN Pa3sMepHOCTb Bpe-
MeHH, OIIpefie/IIeTCs KaK

2
Tzznlnz h 0,0, X
N, g€ ®, ©

’

rae o =nd’/4 - II0NAb CeUYeHUSI CepPILIeBUHBL.
Qu3nYeCKHUN CMBICT KO3POUIIHEHTA T CBSI3bIBAETCS

CO BpeMeHeM IIOJHOrO IIpeobpa3oBaHHUs (HOTOHOB,

OTpaHHUYHMBaeMoOe IIpelleJIbHbIM 4YHCIOM (OTOHOB

DOeMTOCEKYHHbIE
fla3epHble CUCTEMD

PrHaxus

AnAa nHpyCcTpuanbHbIX U
HayU4HbIX MPUSIOXKEHUN

20 Bt * 2 mAX

190 ¢c - 10 nc

OT OgMHOYHOro umnynbca go 1 Mly,
00 5°" rapMOHMKM

Juempubsromop 8 PO OO0 «[IpomsHepaonabd»

=

and make at the input of

By =B(f/v)(1+m*/2)B, _ 3,107 W,

Received power of informative signals can be
reliably received and decoded by public microwave
receivers.

Let us estimate the optimal value of the effective
non-linear susceptibility y,, =[x/ for type transfor-
mation o, t®,=,. Since non-linear polarization at
frequency o,

Py =¢gxnEE;

it can be represented as a connection between the incident
N,, N, and generated N, photon fluxes in the form of

N,=1N,N,,

where the coefficient t, having the dimension of time,
is defined as

2
Tzznlnz 0,0, Xa
’
n, g ®, ©
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B moToke. IlycTb B IIOTOKe (QOTOHOB BBIIIOIHSIETCS
ycaoBue N, =N, 2N, , T.e. moToK N, GOTOHOB C 3HEp-
THel hw, IpeBbllIaeT MOTOK N, GOTOHOB C SHeprueu
ho,, TOrAa MOToK N, reHepUpyeMbIX GOTOHOB C 3Hep-
THel hw, He MOXKeT IIPeBbIIIATh YUCIEHHO MEHbIINN
II0TOK QOTOHOB, T.e. N,. MakCUMaJIbHO 3¢ eKTUBHOE
npeobpa3zoBanue Habmromaercs, korma N,=N,, T.e.
Korga BCe (QOTOHBI M3 MEHBIIero CyIeCTBYIOILero
1otoka N, mpeobpasyroTcsi B GOPMUPYIOIIUE ITOTOK N;.
B sToM ciydae TpebyeTcs, 4TO6BI GOTBUIIMH IIOTOK
poToHOB

_ 1
N, =1".

OTcioma MOXKHO HAHTH ONTUMAJIBHOE 3HaudeHHe
3¢ PeKTUBHOM HETHHENHON BOCIIPUUMYHNBOCTH

= &Jnﬁoc/annz
N JN o, /o

IU1s1 TIONTHOTO IIpeobpa3oBaHUs BceX POTOHOB. TakUM
obpazom, st 100% HeTHHEHNHO-OITHYECKOro mpeob-
pasoBaHus TpebyeTcs, 4TOOBI 3HaueHHe 3PPeKTHB-
HOU HEJIHWHEMHOHN BOCIPUHUMYHBOCTH IIPEBBIIIAJIO
HEeKOTOpoe KpUTHUYeCKoe 3HaueHHe, KOTOpoe 3aBHCUT
OT MHTEeHCHUBHOCTHU 60sbIrero rnoroka (N, /) 1 cOOT-
HOIIeHMA ,/®,/®, YacTOT FeHepHUPYyeMOoro U IaJaro-
mero GoTOHOB. 3aBUCHMOCTb OT COOTHOIIEHUS YaCTOT
IIPUBOJUT K TOMY, YTO IIPOLIeCC FeHepallit Pa3sHOCT-
HOM YaCTOTBI IIPOMCXOJUT IIPH HETMHEHMHOCTSAX MeHb"
IIMX Ha HEeCKOJIbKO IOPSIAKOB, 4YeM [JIsi TeHepalhu
BTOPOM TapMOHHKH.

OlleHKa OIITUMAJIBHOTO 3HauyeHUs 3PPeKTHBHOU
HeJIMHEeNMHOM BOCTIPUMMYUBOCTH [I71 TeHepalluu pa3-
HOCTHBIX YaCTOT B OIITOBOJIOKHE JIa€T 3HaUeHHe

Ane =108 M/B,

IJle TIPHUHSTO: YacTOTHl B3aHMOZEHCTBYIOIIHUX BOJIH
npubIM3UTEeNBHO  PaBHBL  4YacTOTe  HeCylleHn
0, =0,=0 =3,81m-10* pam/cek, Kak U IIOKa3aTelu
IIpeJIOMJIeHHUS 1, =1, =1 =1,46; 4aCTOTa reHepHPYyeMOK
BOJIHBI paBHa JacToTe MOAYyISALUU

=Q=2m-10° pan/cek, a IoKa3aTelb IIPelOM/IEHUS
n,=1; MHTeHCHUBHOCTb BOJIHBl Ha YacTOTe ®, PaBHa
MHTeHCUBHOCTH  HeCylled B  OITOBOJIOKHE
I, =N,ho,/c=4P,/nd* =1,27-107 BT/ Mm?2.

IlonyyeHHOe 3HaueHHe BIIOJHE JOCTHKHMO.
B miaBIeHOM KBaplle JHHeHHasi BOCIPUHMYHBOCTD
MMeeT BeIUYMHY Iopsaka x| =1, KBafpaTUuHas BOC-
IPUHUMYHUBOCTS ¥y =10-10"3 m/B, kybudeckas Boc-
IPUUMYHBOCTb x$) =1021-1023 m2/B? [11-13]. Tak Kak
BeJIMYMHa HEJIHWHEMHOW BOCIPHUHMMYHBOCTH B MaTe-
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where o=nd*/4 is the cross-sectional area of the
core.

The physical meaning of the coefficient t is associ-
ated with the time of complete transformation of pho-
tons, limited by the limiting number of photons in
the flux. Let the condition be satisfied in the
N, =N, 2N, photon flux, i.e. the N, flux of photons
with energy 7o, exceeds the N, flux of photons with
energy hw,, where the N, flux of generated photons
with energy so, cannot exceed a numerically smaller
flux of photons, i.e. N,. The most effective transfor-
mation occurs when N,=N,, i.e. when all photons
from a smaller existing flux N, are converted to a form-
ing flux N;. In this case, it is required that a greater
photon flux

-1
N,=1".

From here you can find the optimal value of the
effective non-linear susceptibility

\/7,/n 1€,6/21,1,

N hml/c

for full transformation of all photons. Thus, for 100%
non-linear optical transformation, it is required that
the value of the effective non-linear susceptibility
exceed a certain critical value, which depends on the
intensity of the larger flux (N 70, /) and the frequency
ratio \o,/w, of the generated and incident photons.
The dependence on the ratio of frequencies leads to the
fact that the process of generating the difference fre-
quency occurs when the non-linearities are smaller by
several orders of magnitude than to generate the sec-
ond harmonic.

Estimation of the optimal value of the effective
non-linear susceptibility for the generation of differ-
ence frequencies in optical fibre gives the value

OITUYEeCKUH Kabelb / BOIOKHO
Optical cable/ fibre

[IpreMHas aHTeHHA
Receiving antenna

!

|

TexHHUYeCKHe CPe/ICTBA Pa3BeKU
Technical reconnaissance equipmen

Puc. 3. CmpykmypHas cxema nepexeama uHgopmauuu

8 onmuyeckux cemsx

Fig. 3. Block diagram of the interception of information in
optical networks
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BOJIOKOHHO-ONTUYECKME YCTPOUCTBA U TEXHOJIOMUM

puane 6e3medeKTHOTro0 OINTOBOJOKHA Ha 3 IOpsiAKa
MeHbIlle Tpebyemon s 100% mpeobpasoBaHus, cie-
JOBaTeIbHO KOIQPHUIIMEHT T MeHbIlle Ha 6 IIOPIAKOB
KPUTHUECKOTO 3HAUeHHsl, T.e. bymeT mpeobpasoBaHO
TONMBKO 107® OT MaKCHMalabHO BO3MOXKHOIO YHC/IA
$0oTOHOB. MOIIHOCTY MHPOPMATUBHBIX I1apa3sHUTHBIX
3/1IeKTPOMAarHHUTHBIX H3/Iy4eHUH IIPHUMYT 3HadYeHHs
MeHee 10753 BT, 4TO perucTpupyeTcs B HeIIOCPeCTBeH-
HOM OJMIM30CTH K MCTOYHHKaM. B 3ToM ciydae, s
yBeNM4eHHUs 3QPeKTHBHOCTH ITpeobpa3oBaHUSI MOXKET
OBITH HCIIO/IB30BAHO BHEIIHEee BO3/EHCTBHE IIOBBIIIA-
Iolllee HeJIMHEeMHOCTb Cpeibl.

OCOBEHHOCTU NEPEXBATA U 3ALLNTDI

B ONTUYECKNX CETAX

Peanu3anus nepexsBaTa TpadrKa B OIITHYECKUX CETIX
CBsI3aHA C BBIOOPOM CPe[CTB TeXHHUUYECKOM pa3BefiKH,
ero ONTHMAJIBPHOIO pacCHonoKeHHUs. OCHOBHOHU 3jle-
MEHT - 3TO IpHeMHas aHTeHHAa, KOHCTPYKILHS KOTO-
POI 3aBHUCHUT OT THIIA IIPOK/IAAKK KabeTbHOM CUCTEeMBL
(rmopg3emHasi, IIOABOHAS, BO3LYNIHAS), KOHCTPYKIIUHU
Kabesnst (QUIMeKTPUYECKUMH HIH MeTUIIHYeCKHIMH
3aIIUTHBIMHK / HECYIIMMH 3/IeMeHTaMH), KOJIN4ecTBa
ONTHYEeCKHX BOJIOKOH. /ISl IHMIMHAPUYECKOH UHPOP-
MaTHBHOM I1apa3UTHON 3/1eKTPOMArHUTHOI BOJIHEI,
pacxonsIerics oT Kabessi, aHTeHHA MOKeT UMeTbh BUT,

Syl 4

Xn =108 M/B,

where it is assumed that the frequencies of the inter-
acting waves are approximately equal to the carrier
frequency o, =, =0 =3,8n-10" rad/s, as well as the
refractive indices n, =n, =n=1,46; the frequency of the
generated wave is equal to the modulation frequency
0, =Q=2mn-10%rad/s, and the refractive index n,=1; the
intensity of the wave at a frequency o, is equal to the
intensity of the carrier in the optical fibre
I, = N,ho, /o = 4P, /nd* =1,27-10 W /m?.

The resulting value is quite achievable. In fused
quartz, the linear susceptibility has a magnitude of
the order of y"=1, the quadratic susceptibility is
X =108-10"8 m/V, and the cubic susceptibility is
X =102-103 m2/V2 [11-13]. Since the magnitude of
the non-linear susceptibility in the material of the
defect-free fibre is 3 orders of magnitude less than that
required for 100% transformation, hence the coeffi-
cient is 6 orders of magnitude less than the critical
value, i.e. only 107 of the maximum possible number
of photons will be converted. The power of informative
parasitic electromagnetic radiation will take values
less than 103 W, which is recorded in close proximity
to the sources. In this case, to increase the transfor-
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IIPOBOJAIIEIO [JIEHOYHOIO HWJ/IM IIPOBOJIOYHOTO BUH-
TOBOTO LIMJIMHJIpa BOKPYI BOJIOKHA JJIHMHOH IIOPSIAKA
IJIMHBL 6UTa A/2, CUTHal C KOTOPOK IlepefaeTcsl Ha
YCUJIMTeNIb U IPUeMHHUK (PHC. 3).

MeTaiiyecKkye 3allUTHEIE U HeCyIye 3JIeMeHTEI
Kabens MoOTyT ocnabnsiTh MHOPOPMATHUBHBIN 3JIeK-
TPOMAarHUTHBIM CHUTHAJI, II03TOMY OHM BBIIIOJIHSIOT
GYHKUMH IIepBOTO 3aIIMTHOIO 3IluenoHa. Ha momy-
JSILMOHHBIX YacToTax Q=2m-10° paxa/cek riybuHa
IIPOHUKHOBEHHS 3JIeKTPOMArHUTHOTO M3JIYUeHUS
mopsaaka 2,5 MKM [JJisl JKeje3a C yAeIbHOU IIPOBO-
IHUMOCTBIO 107 OM/M, YTO MHOIO MEHbIIIe TOJILIHMHBI
3alIUTHBIX 06o04eK. [I/Isl ero IIpeofoeHUs HapyLu-
Tea0 HeobXoAHMO PaspyIHIMTh 3alIHUTHbIE CTaJbHbIE
0005109KH Kabesst ¥ MOMYyYUTh JOCTYI K BHYyTPeHHUM
ITIOBEPXHOCTSIM MeTA//IMYeCKUX 3aIIUTHBIX 0007109eK,
B 3TOM CjIy4yae CaMH BHYTPeHHHE IIOBEPXHOCTH MOLYT
BBIIIOIHATh QYHKLI MK aHTeHH.

Ha MomHocTh MHGOPMATHUBHOIO CHUIHAjAa OKa-
3pIBaeT BJIMSAHHE MOIIHOCTh HMHQPOPMALIMOHHOIO
OITUYeCKOTO CHUTrHaia (HecyIler), IO3TOMY Hambo-
7lee OIMACHBIMHU SIBJISIOTCS YYaCTKHU ONTHYECKOH CeTH
BOMIM3M aKTUBHBIX JeMEeHTOB, TaKHUX KakK Ilepefat-
YMK/yCHUIUTENb/ PeTPAHCIATOP, U MeHee OIIaCHBIMH —
y4aCTKH Ha BXOJe Ilepefi IIPUeMHHUKOM /YCHIIUTe-
neM/peTpaHCAATOpOM. K3 3THX >Ke COooOpaskeHHUH,
Hauboslee OIaCHBIMH SIBJISIFOTCS yYaCTKH ONTHYeCKOM
CeTH C OIITHYEeCKMMH HEOJHOPOJHOCTIMH, TaKHEe KaK
coeqUHHUTebHble MydTHl (IZe pasMeLIAloTCs COemu-
HeHHble CBAPKOH OIITOBOJIOKHA), paclpesennTelbHble
mKadpl (Ioe pasmeInaroTcsl pasbeMHble COeAHHEeHHS
BOJIOKOH), a Takoke JoOble Ipyrye y4acTKU BOJIOKHA
C IOBBIIIEHHBIMHU JIOKAJIbBHBIMHU IIOTEPSIMH.

YBEIUYUTh MOIIHOCTh HMHGPOPMATHBHOIO CHI-
HaJIa MOXKHO, YBeJIHYHB ONTHUYECKYI0 HeJIMHEHMHOCTb
B BOJIOKHEe IIyTeM BHeEIIHero BO3[eKCTBHS IIOCTOSH-
HBIM 3/1eKTPUUYECKHM, MAaTHUTHBIM IIOJSIMH J1H60
MeXaHH4YeCKMM BO3[eHCTBHeM. BelH4YHHa BO3[en-
CTBHSI MOKeT OBbITh OIIpefie/leHa OIBITHBIM IIyTeM
WIK TEOPeTHYeCKU M0 (PHU3MYECKHM XapaKTepH-
CTUKaM OITHYeCKOr0 BOJIOKHA, HO B JII060M ciaydae
JOTIOTHUTEeIbHOE BO3ZELCTBHE IIOBBIIIAeT MOLIHOCTD
MHQPOPMATHUBHBIX [aPa3sUTHBIX 3J€KTPOMArHHUTHBIX
H3/Iy4eHHH, TaK KaK YBeIMUHUBaeT He TOJIbKO ONTHYe-
CKYIO HeJIMHEHHOCTb, HO K yBeJIH4YHBaeT JIOKAJIbHEIe
IIOTE€PHU B OIITOBOJIOKHE.

[IpoTHBOIENCTBHE yTpo3aM IepexBaTa MOXKHO OCY-
IeCTBUTh MHOTHMHU cIiocobamu. Hampumep, myrem
mogadud B 060/I0YKYy KOTepeHTHOIO IIyMOBOTO CHI-
HaJjla Ha 4acTOoTaxX, OTIMYHBIX 0T HHGOPMaLIMOHHOrO,
HO C IIMPHHOM I10JI0CHI, 6/1M3KOM K IIHPHHEe I10T0ChI
MHPOPMALIMOHHOIO curHasa. To >ke camoe MOXKHO
IIPUMEHUTL IIPU MYJIbTHUIUIEKCUPOBAHUU HMHPOpMa-
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mation efficiency, an external effect can be used to
increase the non-linearity of the medium.

FEATURES OF INTERCEPTION AND
PROTECTION IN OPTICAL NETWORKS

The implementation of traffic interception in optical
networks is associated with the choice of technical
reconnaissance equipment, its optimal location. The
main element is a receiving antenna, the design of
which depends on the type of cable system installa-
tion (underground, underwater, air), cable design
(dielectric or metal protective/carrying elements), the
number of optical fibres. For a cylindrical informative
parasitic electromagnetic wave radiating from a cable,
the antenna can be in the form of a conductive film or
wire screw cylinder around a fibre of the order of the
A/2 bit length, the signal from which is transmitted
to the amplifier and receiver (Fig.3).

Metallic protective and supporting cable elements
can weaken the informative electromagnetic signal,
so they perform the functions of the first protective
echelon. At modulation Q=2m-10° rad/s, the penetra-
tion depth of electromagnetic radiation is about 2.5
pm for iron with a specific conductivity of 10 Ohm/m,
which is much less than the thickness of protective
shells. To overcome it, the intruder must destroy the
protective steel cable sheaths and gain access to the
internal surfaces of the metal protective sheaths, in
which case the internal surfaces themselves can act as
antennas.

The power of the informative signal is influenced
by the power of the information optical signal (car-
rier); therefore, the most dangerous are sections of
the optical network near active elements, such as a
transmitter/amplifier/repeater, and less dangerous -
sections at the input in front of the receiver/ampli-
fier/repeater. Of these considerations, the most dan-
gerous are the parts of the optical network with
optical inhomogeneities, such as couplings, where
welded fibres are placed; distribution cabinets where
fibre detachable joints are placed; as well as any other
fibre areas with increased local losses.

The power of the informative signal can be
increased by increasing the optical non-linearity in
the fibre by external influence by constant electric,
magnetic fields, or mechanical action. The magni-
tude of the impact can be determined experimentally
or theoretically by the physical characteristics of the
optical fibre, but in any case, the additional effect
increases the power of informative parasitic electro-
magnetic radiation, as it increases not only the optical
non-linearity, but also increases the local loss in the
optical fibre.
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LIMOHHOI'O U IIYMOBOI'O CHI'HAJIOB HeEIIOCPeACTBEHHO
B cepAlLleBUHe. B 3ToM ciydyae HMHPOPMATHBHBIM
[apa3sUTHBIN 31eKTPOMAarHUTHBIN CUTHAJ, TeHePUPY-
eMBIH 0T HHOPMALIMOHHOIO CHTHaja, OyJeT 3amrym-
JleH Mapa3sUTHBIM 3JIeKTPOMAarHHUTHBIM H3/1ydeHHeM
OT ILIyMOBOTO CUTHAJIA.

3AKMHOYEHUE

TeopeTHYeCKHMMN aHaAW3 HeJIUHEHMHO-ONTHYeCKUX
IIPOIeCCOB ¢ MHOPOPMALIMOHHBIM OIITHUYECKHUM CHI-
HaJIOM B ONTHYeCKHX BOJIOKHAX CeTel CBSI3H ITOKa-
3pIBaeT BO3MOXKHOCTb eHepaluy MHPOPMALIMOHHBIX
[Iapa3sUTHBIX 3JIeKTPOMarHUTHBIX CUTHAJIOB, KOTOPhIe
MOTYT 6BITh HCIIOTB30BAHBI AJISI LUCTAHIIOHHOIO (T. €.
Oe3 paspylleHHs 3aLIUTHBIX 000/10UeK OIITHYeCKOro
Kabens) mepexBaTa TpadHUKa B ONTHYECKHUX CeTSX.
2$deKTUBHOCTh IlepexBaTa OIIpefesieTCsl PacCIIoyio-
SKeHHeM CpelCTB TeXHHUYeCKOH Pa3BelIKH OTHOCH-
TeJIBHO aKTHUBHBIX 3JIeMeHTOB, OJIH30CTRIO pa3melle-
HUS [IPUEMHOM aHTeHHBI K ONTOBOJIOKHY, BHEIITHUM
BO3/IeHICTBHEM Ha OIITOBOJIOKHO [JI4 YBeJIMYeHUS ero
HeJIMHEeNMHOM BOCIIPUMMYHBOCTH. BBIIBIeHHBIE 0CO-
OEHHOCTH IlepexBaTa II03BOJISIOT CHOPMYIHPOBATH
TpebOBaHUS K CPeACTBAM TeXHHUUYECKOHM 3alUThl Tpa-
¢HKa, TakMe KaK HCII0JIb30BaHHUe LIIYMOBOTO CMTHaja

U IpyTHe.

i g
R

Countering threats of interception can be accom-
plished in many ways. For example, by feeding a coher-
ent noise signal into the shell at frequencies other than
the information one, but with a bandwidth close to the
bandwidth of the information signal, the same can be
applied when multiplexing the information and noise
signals directly in the core. In this case, the informa-
tive parasitic electromagnetic signal generated from the
information signal will be noised by the parasitic elec-
tromagnetic radiation from the noise signals.

CONCLUSION

A theoretical analysis of non-linear optical processes
with an information optical signal in optical fibres of
communication networks shows the possibility of gen-
erating information parasitic electromagnetic signals
that can be used for remote (i. e., without destroying the
protective shells of an optical cable) to intercept traffic
in optical networks. The effectiveness of interception is
determined by the location of technical intelligence rela-
tive to the active elements, the proximity of the receiv-
ing antenna to the optical fibre, external influence on
the optical fibre to increase its non-linear susceptibility.
The revealed features of interception allow us to formu-
late requirements for means of technical protection of
traffic, such as the use of a noise signal, etc.
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3aK0H 0 KHbepbe3zormacHOCcTH EC

CO CXeMOH CepTH(l)HKaHHH IIPpOAYKTOB, ITIPOLLECCOB H YCIYyI

B cepeauHe mapra 2019 roga penytarsl EBponap-
NamMeHTa MPUHSN 3akoH 0 kubepbesonacHocTy EC,
B KOTOPOM ObiNa YCTAHOBMEHA MepBasi CXema CepT-
(uKaLUM NpogyKTOB, MPOLICCOB W YCAYT, NPoAaBae-
MbIX Ha TeppuTopun EC, Ha COOTBETCTBYE CTaHAApTaM
kubepbeonacHoCcTH. JokyMeHT ydke HeoduLManbHo
COrIacoBaH C rocyfapcreamu B coctase EC. [lanee
3aKOH 0 Knbepbe3onacHoCT JOMKEH BbITb opuLm-
AbHO YTBEPXK/AEH EBPONECKIM COBETOM W Yepes 20
[IHei nocse onybn1koBaHws BCTYMNT B CUAY.
Mpegnonaraetcs, 4T0 HA NepsoM 3Tane npeg:-
NOXeHHas oxema cepTudukaumn byaeT A06poBOAL-
HOM, a peLLeHie O TOM, CTAHET /I OHa 0bs3aTeNbHON
K WMCnonHeHmto, EBponenckast KOMMCCUS [OMKHA
Gyger npuHsTb K 2023 rogy. Ha ocHoBe 3akoHa
0 KkubepbesonacHocTn EC 6ydeT OCyLecTBASTLCA
CepTUdMKaLNA NOAKTHOHEHHBIX YCTPOUCTB. B AoKy-
MeHTe MOAYepKUBAETCS BAKHOCTb CepTUdMKALMN
KPUTMYECKM BaXHON WHOPACTPYKTYpb, BK/KOYAs
UCTeMbl  BORO- M 3HEPrOCHaOXeHWs, a Taloke
baHKOBCKWE CUCTeMbl. 3aKOH paclumpsieT  chepy
MO/HOMOYM EBPOMENCKOr0 areHTCTBA MO CETeBOM
N MHPOpMALMOHHON be3onacHocTy. Llenb npuks-
Tis 3aKoHa — obecneynTh EBPOCOIO3y BO3MOXHOCTb
B AONOCPO4HON NepCreKTvBe NpOTUBOAENCTBOBATH
yrpo3am 6e30MacHoCTi Ha GoHe passuTus LMdpo-
BbIX TEXHONMOrMIA. Pa3BuTHE 3aKOHOAATENLHON Ha3bl
no3soAuT EC 3aHSTb AOCTOMHOE MeCTO Ha MMPOBOM
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pbiHKe K16ep6e3onacHOCTH. 3hech 0COBEHHO BKHO
LO6UTLCA 0BEPUS K NPUMEHSIEMbIM [T-peLueHinsaM Ha
YPOBHE KaK OTAeNbHbLIX NOTpebuTenen, Tak 1 Liebix
oTpacnen.

Kpome Toro, EBponapnameHT NpUHAI pe3onto-
LI, NPU3BaHHYHO 0BECTIeYMTD 3aLLMTY OT Yrpo3, CBS-
33HHbIX C PACTYLLMM TEXHONOTNYECKIM MPUCYTCTBIEM
Kutas Ha Tepputopuu EC. Mpexae Bcero, peyb uaet
06 MCnonb30BAHUM MPOAYKLUMNA KMTAACKMX MPON3BO-
[Teneit Npu CO3AaHMN MHGPACTPyKTYpLl 5C. [leno
B TOM, 4TO 060pyA0BaHMe 5G MOXET 0bnagaTh BCTPO-
EHHLIMW MHCTPYMEHTaMi Anst 06X0fa MpOTOKOMOB
3AWWKTDI, 4TO NO3BOAUT KWTAI0 MOAYYUTL HECAHKLM-
OHMPOBAHHDIA JOCTYN K CUCTEMaM TenekoMMYHMKa-
LAV Ha TeppuTopiu EC 1 IMUHLIM JAHHBIM MPOKAAH.
KuTaiickvie 3aKOHbI O rOCYAApCTBEHHOW 6e30macHo-
CTW, 0643bIBAIOLLME YACTHBIE KOMMAHWN COTPYAHU-
yaTb C NPaBUTeNLCTBOM, B TOM YUCIE 1 32 NPpefenamMm
CTpaHbl, MPEACTABASIOT Yrpo3y A KubepbesonacHo-
cmEC.

Ha cerogHsiwnmin geHb noautuka KHP yxe
Bbi3BA PSA 3aNpeToB HA WCMONMb30BAHME MPo-
W3BEAEHHbIX KWTACKUMK  GUpMamu  npubopos
W YCTPOWCTB CO CTOPOHbI Pa3MYHbIX TOCYAAPCTB
mapa. [lenyTarbl EBponapnameHTa Mpu3bIBOT
EBpoMneicKkylo KOMUCCUIO W FOCYAAPCTBA B COCTaBe
EC paspabotartb pykoBoacTBo no bopube ¢ knbepy-
rpo3aMu 1 YS3BUMOCTSIMM, CBA33HHBIMU C 3aKYMKOM

0bopyaoBaHNs 5G. Bo3moxHble NyTW NpeosoneHuns
npobnembl — AMBEPCHPUKALMS 33KYMOK 33 CHeT
B3QVMOZEICTBUSIMI C PA3NU4HLIMK NOCTABLUMKAMM,
BHEJpeHue MHOrO(a3Horo MpoLecca 3akynok, pas-
paboTka CTpaTer N0 CHUKEHWIO 3aBUCUMOCTM
EBponbl OT MHOCTPaHHbLIX TeXHoMoruiA B cQepe
kubepbesonacHocTi. Tatoke fenyTartbl EBponapna-
MEHTa MpW3bIBAIOT EBPOMENCKYI0 KOMUCCUIO MOpY-
4iTL EBPONECKOMY areHTCTBY MO CeTeBON U MHGOP-
MaLMOHHOM 6E30MaCHOCTY Kak 3KCMEPTHOMY LIEHTpY
B c(epe KkubepbesomacHOCTW pa3pabotaTb Cxemy
cepTudukaLmn, kotopas 06ecreynT COOTBETCTBME
NHOPACTPyKTYpbI 5G, C034ABAEMON HA TEPPUTOPUN
EC, cambiM BLICOKMM CTaHAApTaM 6e3omacHocTy.
TOArOTOBNEHHAs pe3oMiouMs Mo BOMPOCaM Mpu-
CYTCTBIA KuTaCkux IT-petueHnid Ha Tepputopim EC
ByLeT HanpasneHa Ans JanbHewen paboTbl npeg:-
CTaBuUTENsSM EBPOMeNcKoi KOMUCCMM W FOCyAapCTB
B coctase EC.
Ty6aukyemcs ¢ paspeweus usdamens
3apybexHas 3eKmpOHHAS MeXHUKA,
gbin. 8 (6682) om 18.04.2019 11
(Mo mamepuanam MEPs Adopt Cybersecurity Act and Want
EU to Counter IT Threat from China. European Parliament
News, March 20, 2019: http.//www.europarl.europa.eu/
news/en/press-room/201903071PR30694/
meps-adopt-cybersecurity-act-and-want-eu-to-counter-it-
threat-from-ching,
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