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MOJE/Db YIPO3
KOHOUAEHLUANBHOCTU
PEYEBOW MHOOPMALLUU

B COBPEMEHHOM O®UCE

HA OCHOBE KOHBEPTEHLUK
®YHKLMA ONTUYECKUX CETEM

B.B.I'puwiaues, K.¢.-M.H.,

HHcmumym uHGopMayUoHHbIX HAYK U MeXHOA02UL
besonacrocmu Pocculicko2o 20cydapcmeerHo20 2yma-
HUMapHo20 yHusepcumema, Mocksa

MpepcTaBsneHbl pesybTaTbl UCCIEA0BAHUS
BO3MOXXHOCTEN BO/IOKOHHO-ONTUYECKOro KaHana
yTeuku aKkycTuyeckoii (peyesoit) nHpopmMauuu,
o6pa3syemMoro napasmMTHbIMU aKyCTUYECKUMU
MOAY/IALUSAMU N HABOAKAMM HA CBETOBbIE MOTOKU

B BOJIOKOHHO-OMNTUYECKUX KOMMYHUKALLUAX
coBpeMeHHoro ogpuca. NMpoBefeHHbIN TeopeTUYeCcKnn
aHanus, NoAKpen/ieHHbI NpakTU4eckKMMm
AEMOHCTpaLUsIMU, NoKasbiBaeT BbICOKYIO CTEMNeHb
yrpo3bl KOHPUAEHLMANIBHOCTU pe4eBor MHGOopMaLmu,
LUPKYMPYIOLLLEA HA COBPEMEHHbIX 06beKTax
MHPOpMATM3aL U C BOIOKOHHO-ONTUYECKUMU
TEXHOMIOrnAMMU, TakKuX Kak opuc 6aHka, KOMNaHUn

1 Ap. Ocob6eHHOCTU peanusaumm n GyHKLNOHNPOBAHUS
yrpo3bl CO34at0T C/I0XKHO 06Hapy>XX1BaeMblii U TPYAHO
HeNTpanM3yeMbii COBpeMEHHbIMU TeXHUYECKUMU
cucTtemMamm 3aWwmTbl UHGOPMaLMKM KaHaN yTeukun
peyeBon MHGoOpMaLUW.

bdexTrBHOe 6Oe3omacHoe QYHKIIMOHHPOBA-

HHe COBpeMeHHoro ob6bekTa HHOpPMaTH3a-

LUK HEeBO3MOXHO 6e3 IIOCTPOeHHsS MOAeIH
yrpo3 HMHOOPMALIMOHHOM 6e30IacHOCTH, IIOHOTA
KOTOPOHM [JO/JKHA HeNpPepblBHO KOHTPOIHPOBATHCS
C Yy4eTOM IIOSIBJIEHMSI HOBBIX TeXHHUYECKHMX KaHaJjIoB
yTeukd uHOopMmauuu (TKYH), pasBUTHeM TexHHUe-
CKHX cpeZncTB pasBegku (TCP), obmuM mporpeccom
TeXHUKHU Ilepefavyi, o6paboTKu M XpaHeHHUs] UHOpP-
MalKH. Ba’kKHBEIM 3/1eMeHTOM TaKOM MOJeNIH SBJIS-
IOTCSL YI'po3bl KOHQUIEHIIMA/JIbHOCTU II€PeroBOpOB,
IIPOBOAMMEBIX B BbII€JIEHHBIX IIOMEIIeHHU X, M3-32 BO3-
MOYKHOCTH yTeUKH HX COOEP’KaHMS I10 TeXHHUYECKHUM
KaHanam [1]. 3aaya JaHHOTO HMCC/Ie0BaHHUS OLleHUTh
yrpo3y KOHQHUAEHLIIMAIBHOCTH pedeBokl HHPOPMaLlUH
IIPH HCIIOJIB30BAaHKH BOJIOKOHHO-OIITHYeCKOro KaHasa
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and Security Technologies, Russian State University
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The paper presents research of capabilities of fiber
optic channel of acoustic (speech) information
leakage formed by spurious acoustic modulation
and crosstalk on the light streams in fiber-optic
communication in modern office. Carried out
theoretical analysis supported by practical
demonstrations reveals a high degree of threat to
the speech information confidentiality circulating
at the modern facility of informatization such

as the office of bank, company, etc. Features of
implementation and operation of threats create
the speech information leakage channel, which

is difficult to detect or to neutralize by means of
modern technical information protection systems.

informatization is impossible without creation

of threat model of information security which
completeness has to be controlled continuously
taking into account the emergence of new technical
channelsof informationleakage (TCIL), development
of technical means of investigation (TMI), general
progress of technology of transfer, processing and
storage of information. The important element of
threat model is the threats of confidentiality of
negotiation in the allocated rooms by means of
leakage via technical channels [1]. The problem of
this paper is to estimate threat of confidentiality of
speech information when using fiber optic channel
of speech information leakage [2,3] the hazard of
which is not properly discussed in modern models
and to propose technical solutions for creating
technical systems of information security (TSIS).

E ffective safe functioning of modern object of
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yTeuKkH pedeBoi HHGopMaluH [2,3]. OacHOCTh TaKOH
yIpo3bl B COBPeMEHHBIX MOJeNsSX HO/IKHBIM o06pa-
30M He 06CysKIaeTcs, IIOSTOMY ClIeflyeT ITPeJIOKHTh
pelLleHH s I10 CO3IaHHIO0 TeXHUYeCKUX CUCTEM 3aLIHUTHI
uHbopmanuu (TC3H).

1. BO34YLUHbIA U BUBPALIMOHHDIN
AKYCTUYECKUI KAHAJT YTEYKU PEYEBOM
MHOOPMALINUN

JpPekTUBHOCTS QYHKIIMOHHUPOBAHUS TeXHHUYECKUX

KaHAJIOB YTeUKHU peueBOM HMHPOPMAlMU BO MHOIOM

orpenensieTcsi GU3MKOM IIPOLIECCOB TeHepalluM, pac-

IIPOCTPaHeHHSI U IIpeobpa3oBaHUS 3BYKOBBIX BOJIH.

PeueBOM CHUTHaJ M3HA4a/IbHO SBISIETCSI YIIPYTOM BOJI-

HOM PeveBOro JHaIla30Ha YacTOT B BO3AyXe (3BYKOBasi

BOJIHA), KOTOpasi PaCIIPOCTPAHSISICH, JOCTUIAeT KOH-

CTPYKLIMH 3[JaHHS U I1peobpas3yeTcs B YIIPyrHe BOTHEI

B TBepABIX TelaX (CTPYKTYPHBIHM 3BYK). YC/IOBUS pac-

[IPOCTPaHeHUs YIPYTUX BOIH B BO3lyXe K B TBep-

JIOM TeJle CYIIeCTBEeHHO Pa3JIHYaloTCs MO THIIY BOJH,

CKOPOCTH, MOIVIOLIEHHIO, paccesiHHIO. CyllleCTBeHHBIe

pasIUuMs MeX/Ay 3BYKOBOM BOJHOM M CTPYKTYPHBIM

3BYKOM IIpH PacIIpOCTPaHEeHUHU U PerUCcTpaliuH I103BO-

JISIIOT BBIOENTHUTH ABa criocoba GOPMHPOBAHUS Tex-

HHYeCcKOro KaHaJla yTeuKH aKyCTH4ecKoH (peueBOLl)

vHPopManuu (puc.l): BO3AYUIHBIM aKyCTHUYeCKHI

Y BUOPAITMOHHBIN aKyCTHYECKUH.

KaskOBIH KaHad HMeeT CBOU (u3nyecKre ocobeH-
HOCTH QYHKLIMOHMpPOBaHUS [4]. B 4acTHOCTH, pas3iu-
YMSsl I0 PacIIPOCTPaHEHUIO 3BYKOBBIX BOJH [5] cocTosT
B CJIeAyIoLeM:

* 3ByKOBas BOJIHA B BO3/lyXe - 3TO 06beMHasl yIIpyrast
MIpOJO/bHASl BOJTHA B OFPAaHHUUYEHHOM IIPOCTPaH-
cTBe (KOMHATa) HJIM B BO3JyLIHOM BOJIHOBOZE (BO3-
JyXOBOJ, KOHAULIMOHUPOBAHUS);

* CTPYKTYPHBIH 3BYK [6] - 3T0 BonHBI JIaMba, T.e. HOp-
MasbHbBle CHMMeTpPHUHBlE U aCHMMeTPUUYHBbIE
yIIpyrHe BOJIHBL B TOHKHX IUIACTHHAX (CTeHBI 37a-
HHS), A TAKKe yIIPyrye BOIHBL B CTPESKHSAX (apMa-
TYPBI CTeH, TPyObl BOMOCHAGXKEHH S K OTOIITIEHHUSI).
3HAYUTEIBHO PA3TUYAIOTCS CIIOCOOBI PETUCTPALIMHU

YIIPyTHX BOJIH B Pa3HbIX cpefax [6, 7]:

e ISl PerHCTPAallMH 3BYKOBBIX BOJIH HCIIOJIB3YIOTCS
MHUKPOQOHBI C ITpeobpa3oBaHHEM MeXxaHHYeCKHX
KomebaHU MeMOpaHBI IIOJ, AEHCTBHEM 3BYKOBBIX
KolebaHUI BO3/yxa B IeKTPHUUYECKHe KonebaHHUs
Ha OCHOBe MHJYKLHOHHBIX, IIbe303/IeKTPHUUECKHUX,
aKYCTOOIITHYECKUX U IPYTHUX 3G HeKTOB;

e IS PeTHCTPalldM CTPYKTYPHOIO 3BYKa HCIIONB3Y-
I0TCS JATYKMKU BUOPAIHH [TI0BEPXHOCTH KOHCTPYK-
LIMH 30aHUS, QYHKIIHMOHUPYIOIIHe Ha TeX e QU3H-
4yecKUX 3¢PerTax, HO HMeIIHe CBOU OTIUYUS
I10 KOHCTPYKIHU;

CTeHa v Apyrue KOHCTPYKLUUM
BblAE€/IeHHOr 0 MOMeLLeHNs
Wall and other structures

TexHun4ecKoe CpeacTso Ofthe allocated room

pasBeAKu C ANHMEN CBA3N
Technical means
of investigation with MepBMYHBI NpeobpasoBaTtens
communication link KaHana yTeuku pe4yeBomn
MHGOPMaLMK B BO3AYLLHOM
Q cpeae (MUKPOHOH)
D Primary converter of the channel
of speech information leakage
in air environment

a)

MCTOYHNK

3ByKa, peun

B BblAEEHHOM
TexHun4ecKkoe CpeacTso < nomMetleHnmn
pasBeaKM C IMHUE CBA3M Source of ?OUﬂd
Technical means orspeechin

the allocated
room

of investigation with
communication link

Q b) I

MepBUYHBLIN
npeobpasosarenb

KaHana yTeyku peyeBon
MHPOpMaLMM Ha MOBEPXHOCTU
cTeHbl (BUBpOAATHUMK)

Primary converter

of the channel of speech
information leakage

on wall surface

Bo3gylwHasa cpeaa
BblA&/1eHHOro NoMeLLeHns
Air environment
of the allocated room

Puc.1. YcaosHas cmpykmypa 8030ywHozo (a) u subpauu-
0HHo20 (b) akycmuueckux mexHU4eckux KaHan08 yme4ku
pedesoll uHpopmayuu

Fig. 1. Conventional structure of air (a) and vibration (b)
acoustic technical channels of speech information leakage

1. AIR AND VIBRATION ACOUSTIC CHANNEL
OF SPEECH INFORMATION LEAKAGE

Efficiency of functioning of speech information leakage
via technical channels in many respects is defined by
physics of processes of generation, propagation and
transformation of sound waves. The speech signal is
initially an elastic wave of speech frequency band in
air (sound wave) which by propagating and reaching
the structures of the building will be transformed
into elastic waves in solid bodies (structural sound).
Propagation conditions of elastic waves in air and
solid body significantly differ by wave types, speed,
absorption, dispersion. Essential distinctions between
the sound wave and structural sound when propagating
and registering allow us to distinguish two ways
of forming of technical leakage channel of acoustic
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* B peueBBIX TeXHHUYECKMX KaHajlaX YTeYKH HHOOp-
MallMM TaKKe HKCIIOJb3YIOTCS I1apasUTHBIE aKy-
CTUYeCKHe MOAYISILMH KM HaBOAKU IJsl Ipeob-
PasoBaHHS M PErrcTpalliH pPe4YeBOro CHMIHasa
TeXHUYEeCKUMH CpeCTBAMU pa3BeIKHU.
CyllecTBeHHbIE pasaIHuyusg QU3IMYECKUX PHUHIIH-

0B GYHKIIMOHUPOBAHUS BO3AYLIHOIO W BHOpallHOH-

Horo TKYHM TpeOylOT M pa3jHUYHBIX METONOB U Tex-

HUKH 3alUThl pedeBoM HMHbopMauuu. Ecim mis

HeMUTPaJXU3aluK BO3AYIIHOTO aKyCTHYeCKOro KaHaja

yTeYKH HeobXOOUMO KOHTPOJIHPOBATH XOf, II0TOKOB

BO3[lyxa B 3alllMIlaeMOM IIOMeIIeHHH, TO HeHTpalu-

3alMsi BUOPALIMOHHOIO aKyCTHYeCKOro KaHala Tpe-

byeT KOHTPO/ISl MPOXOKIAEHHUS 0 KOHCTPYKLIMS 37a-

HHS CTPYKTYPHOrO 3BYyKa, YTO 3HAYMTE/IBHO C/IOKHEe.

Hcrionp3oBaHMe aKTHBHBIX CHCTEM 3alMTHl B BHJE

H3jlydaTe/lled IIyMa IIPOIle HCIIO/Ab30BaTh /IS Iep-

BOI'0 KaHaja yTeuKH, 4YeM J[jis BTOPOro, TakK KakK BO3-

MO>KHBIe IIOTOKHM BO3[yXa OLpPeneniT MeCTOIIOIOXKe-

HHe YCTPOKCTB 3aIlUTHI, YTO JJIs1 CTPYKTYPHOIO 3ByKa

TPYZAHO omnpefienuMo. Hcxoms u3 obmux GU3HMIecKUx

IIpe/ICTABJIeHUH O PacIPOCTPAHEHHH 3BYKa, MOXKHO

yTBepKIaTh, YTO Oosiee BBICOKHUH YPOBEHBb YIPO3BI

IpesCcTaBaseT cobor BHOPAIIMOHHO-aKyCTHYECKUI

KaHaJI yTeYKH, YeM BO3/yIIHO-aKyCTHYECKHH.

2. OCOBEHHOCTb MOJEJIN YT'PO3
KOHO®UOEHLUMAIBHOCTU PEYEBOM
NMHPOPMALIMN B COBPEMEHHOM O®UCE
CoBpeMeHHBIN OQUC KPYIHOM KOIMaHUH, OaHKa
HUIH TOCyYpeskOeHHs, KaK IIPaBUIO, IIpelcTaBiserT
OTIEJIBHO CTOsiIllee BBICOTHOE 3JaHHe C IIePUMeTPOM
KOHTPOJIMPYeMOI 30HBI BOJIHM3K APYrHUx 06LienocTyI-
HBIX 30aHHUH. OCHOBHBIE apXHUTeKTYPHO-KOHCTPYKTHB-
Hble Hecymue (QyHIaMeHTBI, CTeHBI, KapKachl, Iepe-
KPBITUSI M IOKPHITHS) K OrpaxkAarouiye (Hapy>KHbIe
M BHYTpPeHHHE CTeHBI, IIOJIbl, IIeperopofKH, 3aIloj-
HeHHsI OKOHHBIX H [BEPHBIX IIPOeMOB) 3JIeMeHTHI
30AHUM BBIIIOJTHEHBl U3 >Kesle300eToHa, KUPIHYA,
MeTaJIJIOKOHCTPYKUHH. CoBpeMeHHOe OQHCHOe 37a-
HUe SIBISIeTCSl 00BeKTOM HHQPOPMATH3ALUH C Pa3BU-
TOM HMHQPACTPYKTYpPOH AJIsl BelleHHs HHTeHCHBHOM
paboTel ¢ KOHOUIEHIINATPHON HHOOPMALIKeH C IIOMO-
b0 TeXHHUYEeCKUX CPefCTB, B KOTOPOM CYIIeCTBYIOT
BbIJIeJICHHBIe IIOMEIUEeHHUS [JIsl IIPOBeJeHUsl KOHPU-
JIeHIIMa/IbHbIX IIepPeroBOpOB, a TaKXKe IIOMeIleHHS
C OrpaHUYEeHHBIM JOIIYCKOM COTPYAHMKOB, IZe TaKKe
MOYKeT LI PKY/IMPOBATh [IOJJIeKalllas 3alllMTe peuyeBas
nHpopMarius [1].

Hawubosee omacHbBIM peueBbiM TKYH i 3amuina-
€MOro IIOMeIIeHHUs SIB/IsIeTCs. BUOpPALIMOHHO-aKyCTH-
YeCKHUM KaHas (pHC.2), OCHOBAHHBIHM Ha CTPYKTYPHOM
3ByKe, GOpPMHPYeMOM B CTeHaX 3[4aHUs. EC/IU BblJe/leH-

92 ®OTOHMUKA N22/62/2017

CECEEEEEEEEEE e e e e e e e e e e e e e e e e e e e e e e
BOJIOKOHHO-ONTUYECKUE 3JIEMEHTblI U CUCTEMDbI Il
CECEEEEEEEEEE e e e e e e e e e e e e e e e e e e e e e e

(speech) information (Fig. 1): air acoustic and vibration

acoustic.

Each channel has its physical features of
functioning [4]. In particular, the propagation
distinctions [5] are as follows:

+ the sound wave in air is an elastic longitudinal wave
in the limited space (room) or in air wave guide
(conditioning air duct);

» structural sound is [6] Lamb waves, i.e. normal
symmetric and asymmetric elastic waves in thin
plates (building walls), as well as elastic waves in
bars (fittings of walls, pipes of water supply and
heating).

The ways of registration of elastic waves in different
environments [6,7] differ significantly:

« microphones with transformation of mechanical
oscillations of membrane influenced by sound
vibrations of air into electric oscillations based on
induction, piezoelectric, optical-acoustic and other
effects are used for registration of sound waves;

« sensors of vibrations of surface of building structures
which are functioning based on the same physical
effects, but having distinctions in design are used
for registration of structural sound;

 also in technical channels of speech information
leakage spurious acoustic modulations and crosstalk
are used for transformation and registration of
speech signal by technical means of investigation.
The essential distinctions of the physical principles

of functioning of air and vibration TCIL result in
considerable distinctions in methods and technology
of speech information protection. If it is required to
control the course of air streams in the protected room
for neutralization of the air acoustic leakage channel,
it is required to control passing of structural sound over
building structures for vibration acoustic, which is
much more difficult. It is simpler to use active systems
of protection in the form of radiators of noise for the
first leakage channel, than for the second one, since
possible air streams will define location of protection
devices, which is difficult to be defined for structural
sound. Judging from the general physical concepts of
sound propagation, it is possible to claim higher level of
threat from vibration and acoustic leakage channel in
comparison with air and acoustic one.

2. FEATURE OF THREAT MODEL OF
CONFIDENTIALITY OF SPEECH INFORMATION
IN MODERN OFFICE

The modern office of a large company, a bank or a
state institution, as a rule, represents a detached high-
rise building with perimeter of a controlled zone near
other public buildings. The main architectural and
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HOe IOMeIlleHKHe MOYKHO IIOJIHOCTBIO 3aKPhITh OT CBO-
OOMHOro IPOXOXKAEHHS BO3[Ayxa, IlepeKphlBasi TeM
CaMBbIM BO3[YIIHBIM KaHaJI yTeUKH, TO IPeJOTBPATUTh
dopmupoBaHHe MHPOPMATHBHOIO CHMIHa/la B BHIeE
CTPYKTYPHOIO 3ByKa OUeHb TPYAHO. B camom fesie, Ipu
IIpOBeJleHHH I1eperoBOpPOB 3BYKOBbIE BOJIHBI OyAyT pac-
[IPOCTPAHAThCS B OTPAaHMYEHHOM IIPOCTPAHCTBE BhIZe-
JIEHHOTO IIOMeIeHMs [0 TeX II0p IOKa He IOIJIOTATCS
CTeHaMH K UHTepbepoM KOMHAaThl. BpeMsi peBepbepa-
uuu RT60, B TeyeHHe KOTOPOIO MOIIHOCTH 3ByKOBof1
BOJIHBI YMEHBIIAeTCs Ha IIeCTh IIOPSAOKOB, T.e. 3BYK
MIPaKTHUYeCKH MOTHOCTBIO HCUe3aeT, SIB/ISIeTCS BasKHOM
XapaKTePHUCTHUKOM IIOMeIleHHUs, BIUAIOLIEN Ha KOM-
doprabenbHOe BemeHMe I1eperoBopos [1, 7]. BenuynHa
RT60 MOXKET IpeBBIOIaTh CEeKYHAY M OBITh HAMHOIO
IIPOJO/IKUTE/IbHEee HMHEPLHMOHHOCTH C/IyXa YejIoBeKa,
T.e. CIIOCOOGHOCTH CBOAUTDH pa3sHeCeHHBbIe II0 BpeMeHHU
3BYKH B eIHMHOE 3BYKOBO€ BOCIIpUATHE, KOTOpOe Ipe-
BbIIIaeT 50 Mc. 3a BpeMs peBepbepalllH 3BYK MOXKET
IIPOXOAUTE paccTosiHUe boree 350 M B Bo3nyxe U Honee
3500 M B MaTepHaJie CTeH 3aHUS be3 CyIlecTBeHHOro
M3MeHeHHMs Ka4eCTBa BOCIIPUATHS PeUH.

DHeprus 3BYyKOBOM BOJIHBI IIPH PacIIPOCTPaHeHHH
KaK B BO3/lyXe, TaK U B TBepIBIX Telax caabo Iorio-
maetcst [7, 8]. Ilo HmopsiAKY BeIMYHUHBI KO3GPULIU-
€HT IIOIVIOIeHHWS B OOHOPOAHBIX Cpelax COCTaBiseT
TaKoe 3HayeHHe, [IPH KOTOPOM HHTEeHCHBHOCTH 3BYKa
Ha HEKOTOPHIX YaCTOTax IIaflaeT B TPU pasa Ha pac-
CTOSIHHSIX B COTHHU KHJIOMETPOB, II03TOMY IIpeobpa-
30BaHHEM 3HeprHuH 3BYKOBOM BOJIHBI B TEIJIO MOXKHO
npeHe6pedb. OCHOBHBIM MeXaHH3MOM OCTabeHUs
3ByKa MOXKHO CYMTATh PAaCXOKIEeHHE M paccesHHUe,
KOoTOpble He 3¢PeKTHUBHEI 1)1 3BYKa B OrPaHHUYeHHOM
IIPOCTPAHCTBE W B BOJIHOBOJAX. B BhIIeJIEHHOM IIOME-
IIeHHH II0Ka 3BYyK M3 BO3AYIIHOM CpeJbl IOJTHOCTBIO
He IIepeH/ieT B CTPYKTYPHBIH 3ByK B CTEHaX, OH OymeT
cibleH ¢ 3gbekToM peBepbepalinu, a 3aTeM B BHUIE
3xa. B apXHUTeKTYpHOH aKyCTHKe CHHKeHHe RTG60
JOCTHUTAETCS IIyTeM IIOBBIIIEHMS 3BYKOIIOIJIOIIEHU S
CTeH KOMHaTbl, KOTOpoe II0 6osbller YacTH IlepeBo-
OUT 3BYK M3 BO3[yXa B KOHCTPYKLMH 3HaHHUA, T.e.
B CTPYKTYPHBIH 3BYK (mym). IIpy pacrpocTpaHeHHUH
3ByKa B BO3[yXe, IIPH B3aMMOIEHCTBHH CO CTeHAMH
Y MHTePbepoM IIOMellleHH s, YacTb SHEPIrUH 3BYKOBOK
BOJIHBI ITI€PEXOJIUT B TEIJIO, U 3TY YaCTh HeJIb3sl CYUTATh
3HA4YMTe/IbHOM B IIOMellleHUX 0e3 CIIeLMa/lbHOIO 3BY-
KOIIOITIOTUTeJIS, Kak B peBepbepallHOHHBIX KOMHATaX,
CTYOHSAX 3BYKO3AIIMCH U T. .

Co CTPYKTYpHBIM 3BYKOM IIPHM €ro pacIpoCTpaHe-
HUU IIPOMCXOLUT paccessHHe Ha HeOTHOPOLHOCTAX
CTeH, KOHCTPYKTHBHBIX 3JIeMeHTaX 3JaHHs, HO IpH
3TOM BOJIHA COXPaHseT CBOIO IIOJHYIO 3HEPrHIo, yBe-
NMUYKBasi BpeMsl peBepbepalinu. EclM y4yecTb BpeMs
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constructive supporting elements (foundations, walls,
frameworks, overlapping and roofing) and protecting
elements (external and internal walls, floors, partitions,
filling of windows and doorways) of buildings are made
of reinforced concrete, brick, and metalwork. Modern
office building is an object of informatization with
the developed infrastructure for intensive operation
with confidential information using technical means
with the rooms allocated for carrying out confidential
negotiations, as well as the rooms with the controlled
access of the employees where the speech information
subject to protection can also circulate [1].

The most dangerous speech TCIL for the protected
room is vibration and acoustic channel of speech
information leakage (Fig. 2) based on structural sound
created in the building. If the allocated room can be
isolated completely from free passing of air, thereby
excluding the air leakage channel, it will be very
difficult to prevent forming of informative signal in
the form of structural sound. Indeed, when carrying
out negotiations, sound waves propagate in the limited
space of the allocated room until they are absorbed by
walls and interior of the room. Reverberation time RT60
during which the power of sound wave decreases by
six orders, i.e. sound almost completely disappears, is
the important characteristic of the room influencing
comfortable negotiating [1, 7]. RT60 value can exceed
second and can exceed inertance of hearing of the
person in duration, i.e. the ability to reduce the sounds
carried on time into uniform sound perception which
exceeds 50 ms. During reverberation time, the sound
can pass distance of over 350 m in air and over 3500 m
in the material of the building walls without essential
change of quality of speech perception.

Energy of sound wave at propagation both in air
and in solid bodies is poorly absorbed [7,8]. By order of
magnitude, the absorption coefficient in homogeneous
environments makes such a value where the sound-
energy flux density at some frequencies falls three
times at distances of hundreds kilometers, therefore
transformation of sound wave energy into heat can be
neglected. The main mechanism of sound weakening
can be considered as divergence and dispersion not
effective for sound in the limited space and in the
wave guides. Until the sound from air environment
completely pass into structural sound in the walls of the
allocated room, it will be audible with the reverberation
effect, and then in the form of echo. In architectural
acoustics, decrease in RT60 is reached by increase of
sound absorption of the walls of the room which simply
transfers sound from air into building structures,
i.e. into structural sound (noise). When the sound
propagates in air, when interacting with walls and
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3agepkKU (RT60~1 c) MesKly paccesiHHBIMH YacTSIMU
BOJIHBI, TO IIPOXOAHMBIE PACCTOSHHS LOJIKHBI COCTa-
BUTH 6ojlee 3 KM, UTO Ha IOPSIKH IPEBOCXOAUT pas-
MepBI Bcero 34aHH 4. CTPYKTYPHBIH 3BYK 3aIIOTHSIET BCe
[IPOCTPAHCTBO KOHCTPYKLIMH 3aHH S, U er0 MHTEeHCHB-
HOCTb COXPaHSeTCs] HeM3MEeHHOU BO BCEX TOPHU30HTA /b
HBIX CeUEHUIX CTeH 3JaHUS C IOCTOSTHHOM TOJIIHMHOM
HeCyIIHMX 37eMeHTOB (CM. puc.2). OCHOBHBIe IIOTEPH
3HepPrUH CTPYKTYPHOIO 3ByKa MOIYT IIPOHMCXOLUTD
[IPU M3/Iy4YeHHUH BHEIIHUMH [I0BePXHOCTSAMH 3[AHUS
B OKpY>Kalolllee BO3AYIIHOe IIPOCTPAHCTBO, KOTOPIMU
MOSKHO ITpeHeOpeub [/ COBPeMEHHBIX OPHCHBIX 37a-
HUHU C TeIUION30/IsI1IMel BHEITHUX II0BePXHOCTEeH, UIH
depe3 QyHAAMEHT 30aHHSI B OKPY>KAIOIIYIO 3€MHYIO
cpeny - TpyHT. TakuM 06pa3om, CTPYKTYpHBIE BOTHBI
MOTYT IOTepSATh OCHOBHYIO YaCTbh CBOEL 3HEepPrHuHU IIPHU
HUX PaCIpOCTPaHEHUHU B QyHOAMEHTe 3[aHUs BCIe[-
CTBHe PaCcXOXKAeHHSl YIPYroll BOJIHBI B 3eMJISIHOM
cpepe. IIpu 3TOM OCTaeTCsl BO3MOKHOCTb PeTUCTPALIUU
3THUX BOJIH B I'PyHTe BOIH3HU 30aHUS.

IIpou3BesieM OLIEHKY MHTEHCHBHOCTH HMHQOpMa-
THUBHOIO CUI'Hajla B BHUJE CTPYKTYPHOILO 3ByKa B CTe-
Hax Ha ypoOBHe BILJIOTh 0 GyHAAMEHTa COBPEMEeHHOI0
0pHCHOTO 3MaHUs BBICOTOM H, 00IIeH 3TasKHO! IIJI0-
Imaapio (II0MaAb 3aCTPOMKH 3JaHUS) S 1 [I0IIepeuHOM
IIJIOIIA/IBI0 CeYeHHSI CTeH 1) OT 0DIIel IIJIOMAAH 3TaKa,
T.e. IUIOIIAJAbI0 NS. IIpU IIpoBelleHHH IIeperoBOpOB
B BblJIe/IeHHOM IIOMeIeHHH YPOBeHb 3BYKOBOI'O JaB-
neHusa Ly Ha paccTosHMM R=1 M OT IIeperoBopIiHKOB
HMeeT BeJIMYKHY IopsiaKa 60 1B Ipy CIIOKOMHOM pas-
roeope. [JaHHOMY YPOBHIO IPOMKOCTH COOTBETCTBYET
MHTEHCHBHOCTh 3BYKOBOH BOAHBI [=10°1)=1 (MKBT/
M?), TAe I, - IOpor CABIIIMMOCTH, M 06IIasi MOIIHOCTh
HUCTOYHHUKA 3BYKa P=4mR2[=4m (MKBT). M3 obmiemn
MOIIIHOCTH 3ByKa B BO3ZlyXe B MOIIIHOCTb CTPYKTYPHOI'O
3BYKa IIepeXoqUT TOJIbKO HeKoTopas 4acTh k mprumem
ee paBHOM IPUOIHU3UTENBHO 1/T, OCcTanbHOe IIpeobpa-
3yetrcs B Ternio. CyIlecTBYIOIas OLleHKA JJISI CTAHAAPT-
HBIX >Kee300eTOHHBIX CTeH B 32% HeCKOJIbKO 3aHU-
>KeHa, HO JUISL CTeH CO CIIeLIMa/IbHBIMHU IOKPBITHSIMU
HECKOJIBKO 3aBblllleHa. OLIeHMM 3TakKHYIO ILIOIIAJb
3gaHusg S=12/16=10* (M?), a IUIOLIALb CeYEeHHS CTEeH
oducHoro 3naHus Kak NS=41d=400 (m?), roe 1400 m -
IIepUMETP 3JaHU S, d~0,25 M - TONIIKHA CTeH, T.e. HpH-
meM 1=4%. Ilpu BbicoTe 3maHusg H<100 M moTepamu
SHEPruH 3ByKa MOKHO IpeHebpeub, TOrAa CpemHSS
MHTEHCHBHOCTb CTPYKTYPHBIX BOJIH B CTeHAX 3[AHUS
BILJIOTH 10 dyHIameHTa coctaBuT (kP/nS)=10%1,=0,01
MKBT/M?. [laHHOe 3HadeHMe HHTEeHCHBHOCTH CTPYK-
TYPHBIX BOJIH COOTBETCTBYeT yPOBHIO 3ByKOBOI'O JIaBJIe-
HUA B Bo3ayxe L=L,+AL~40 nb, rae ociabneHue cocrTa-
BUT AL=L-L;=10~lg(kP/nSI)~-20 nBb. Takum obpasom,
yPOBeHb T'POMKOCTH COOTBETCTBYeT YPOBHIO JIs CIIy-
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Puc.2. CmpykmypHas cxema Gopmuposarus eubpauuoH-
HO020 aKyCMU4ecKo20 KaHaAd yme4Kku peyegoll uHpopmayuu

8 cogpemeHHbix 30aHusx (1) u3 ebideaeHHbIX nomeuieHul (2)

U € nonepe4HbIMU cedeHusIMu A U B: 3 — ucmoyHuk peyesoll
UHGopmayuu, 4 - akycmu4eckasi 60AHA 8 8030yxe, 5 — CMpyK-
MYypHble B0AHbI 8 CMeEHAX 30aHUS

Fig. 2. Block diagram of forming of vibration acoustic channel
of speech information leakage in modern buildings (1) from the
allocated rooms (2) and with cross sections A and B: 3 - source
of speech information, 4 - acoustic wave in air, 5 - structural
waves in the building

interior of the room, the part of energy of sound wave
converts into heat, and this part cannot be considered
significant in the rooms without special sound absorber,
as in reverberation rooms, recording studios, etc.

The structural sound when propagating is
scattered on non-uniformities of walls, constructive
elements of the building, however the wave keeps its
total energy, increasing reverberation time. If you
consider delay time (RT60~1 sec) between scattered
parts of the wave, then passable distances should
make over 3 km that significantly exceeds the sizes
of the whole building. The structural sound fills all
space of the building structures and its intensity
remains invariable in all horizontal sections of walls
of the building with the constant thickness of the
supporting elements (Fig. 2). The main losses of
energy of structural sound occur when external
surfaces of the building radiate in surrounding
air space which can be neglected for modern office
buildings with heat insulation of external surfaces
or through the building base in surrounding earth’s
environment, i.e. soil. Thus, structural waves can
lose the main part of the energy when propagating
into the building foundation, owing to divergence
of elastic wave in the earth environment, while
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IIaTesIsl Ha PACCTOSTHUU 10 M OT [1€pPeroBOpIIKKOB B CBO-
60HOM IIPOCTPAHCTBE, UTO COOTBETCTBYET IIPSIMOMY
IOZIC/TYIIMBAHHUIO HapyLIMTe/leM Yy IOTHOCTBIO 3BYKO-
IIOIVIOMIAIOMIE  CTeHKH BbIZeJIeHHOTO IIOMeIeHH .

IIpencTaBleHHble OLIEHKM OTHOCSITCS K CIydalo
KOHCTPYKLMH 3[JaHUS C OGHOPOAHBIMHU IIO CTPYKType
cTeHaMH. KoHeuHO, HEOJHOPOSHOCTH KOHCTPYKLIHH,
TaKHe KaK XO3SICTBeHHBble KOMMYHHKAIIUH, JIeCT-
HHUYHBIE IIPOJIeThl, JTUPTOBble IIAXThl, MOHOIHTHBIE
HecyIlue KapKacel U T.J., CO3JAI0T YC/IOBHUS [IJ1s IIepe-
pacrpeneneHus SHEPTUH CTPYKTYPHBIX BOIH U IIOSIB-
NeHus 0cob0 OIACHBIX YYaCTKOB 3[aHMUS, I103BOJIS-
IOIKUX (GOPMHPOBATh BHOpPALIMOHHO-aKyCTHUUYeCKHe
KaHaJIbl yTeUKH.

ITocTpoeHHasi MOfie/lb YI'PO3bl 6€30MacHOCTH peue-
BOM HHQOpPMAIlMHM B COBPeMEHHBIX TeXHHUeCKHX
CHCTeMax 3alIMThl MHOOPMALIUU peIlaeTcs IyTeM
YCTAaHOBKH BUOPAIIMOHHO-aKyCTHYeCKUX HU3/TydaTesIen
myMa BOIM3M BbIIEIEHHOIO IoMelleHus. [lomobHas
CHCTeMa 3aIIUTH MOKeT 3GPeKTUBHO HeUTPaIK30BaTh
nrobor BHOpaIlMOHHO-aKyCTH4YeCKHI peueBoil TKYHU
IIPU ITPOCTEMIIINX CXeMaX pPeajt3alluy yrpo3bl, HO OHa
He 3¢ deKTHBHA IIPH UCIIOIb30BAHUU bojlee CIOKHBIX
cxeM "MOAC/YIINBAHUS C COBpeMEHHBIMHU CUCTEMaMHU
BbLIe/IeHH I MHGOPMATHBHOIO CUTHAIA.

3. POJ1Ib BOJIOKOHHO-ONTUYECKOIO
KAHAJIA YTEYKUN AKYCTUYECKOU
(PEYEBOW) UH®OPMALUU

CymiecTBOBaHHe HHQPOPMATHBHOIO CTPYKTYPHOIO
3ByKa, PACIPOCTPAHSIONIErOCS 10 KOHCTPYKLIMS 371a-
HUSI COBMECTHO CO CTPYKTYPHBIM IIIyMOM, B IIPUHIIHUIIE
II03BOJISIET Peajin30BaTh CJIOKHYIO CXeMY HeCaHKIIHO-
HHPOBAHHOIO JOCTYIIa K pedeBol HHPOpPMaLIH, LIHP-
Ky]'[I/IPyIOH_IeI:I B BBIJEJIEHHOM IIOMellleHHH, HyTeM
dunprpanuu myma. IlpemyiaraeMasi Mofenab yrpo3bl
TaKOTrO JOCTYIIa CTPOUTCSI HA OCHOBE BOJIOKOHHO-OIITH-
YecKoro KaHajla yTeYKH pedeBor HHPOpPMAIHHU, CYTh
KOTOPOTO 3aK/IIOYAeTCsi B KOHBEpPreHUIHH OGYHKIUH
B I/IHq)OPMaLII/IOHHI:IX u I/I3MepI/ITeHbeIX OIITUYEeCKHUX
ceTax obbekTa [2, 3, 9].

Hanuuue omnTudyeckux CETefI Pa3HI/I‘-IHOl"O HA3Ha-
YEeHUS B COBPEMEHHOM OQHCe SIBIISIETCS 00bEKTHBHOM
Heo6X0mMUMOCThI0, 3GPEKTUBHO Peau3yoIer KpoMe
OCHOBHOM OYHKI[MM Iepefaud HHOOpMaluu pas-
JIUYHOT'O BHUOA TAKJKe U (byHKLII/IIO I/I3MepeHI/IH (1)I/I3I/I‘
YecKUX IIOJeH. B 4acTHOCTH, OITHYeCKOoe BOJIOKHO
I/ICHOHB3YETCH B TeHEKOMMyHI/IKaHI/IOHHbIX U JIOKAJIb~
HBIX CHCTEMax CBSI3H; [PHUMEHSETCSI B BOJIOKOHHO-
OITHUYECKUX YITHHUTESIX Pa3InUHbIX HHTEPDEFCOB;
B COeIMHEHUH OTAETbHBIX IEMEHTOB Pa3BeTBIIEHHbBIX
CHCTEM YIIPaB/IeHH s U KOHTPOJIS - TAKHUX KaK CHCTEMBI
BUZeoHabmoneHus1. C APYrod CTOPOHBI, OITHYECKOe
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retaining the possibility for their registration in the
soil near the building.

Let’s assess the intensity of informative signal in
the form of structural sound in the walls at the level
up to the foundation of modern office building with a
height of H and the total floor area (building footprint
area) S and cross-sectional area of the walls n from the
total floor area, i.e. the area of nS. When negotiating
in the allocated room, the sound pressure level L, at
a distance of R=1 m from the negotiators is about 60
dB, quiet conversation. This loudness level corresponds
to intensity of the sound wave 1=10°1,=1 microwatt/
m?, where [, is audibility threshold, and total power
of sound source is P=4nR?I=41 microwatt. Only some
part k passes into the power of structural sound from
the total power of sound in air, let’s assume it equal to
approximately 1/m, the rest will be converted to heat.
The value of 32% is slightly underestimated for standard
steel concrete walls, but is slightly overestimated for
the walls with special coverings. Let’s evaluate the floor
area of the building S=12/16=10* m?, and cross-sectional
area of the walls of office building is nS=41d=400 m?
where 1400 m is a perimeter of the building, d~0,25
m is a thickness of walls, i.e. we assume n=4%. With
height of the building H<100 m, losses of sound energy
can be neglected, then average intensity of structural
waves in the building up to the foundation will make
(kP/nS)=10%1,=0,01microwatt/m?. Thisvalueofintensity
of structural waves corresponds to sound pressure level
in air equal to L=L,+AL~40 dB where attenuation
will make AL=L-L,=10~1g(kP/nSI)~-20 dB. Thus, the
loudness level corresponds to level for a listener at a
distance of 10 m from the negotiators in free space
that corresponds to direct interception by the violator
near completely sound-absorbing wall of the allocated
room.

The provided estimates concern the building
structure with structurally homogeneous walls; but of
course, heterogeneities of the structure, such as utility
communications, stair cases, lift shafts, monolithic
supporting frameworks, etc., create conditions for
re-propagation of energy of structural waves and
emergence of especially dangerous sites of the building
for creation of the vibration and acoustic leakage
channel.

The constructed threat model for security of
speech information in modern technical systems
of information security is solved by installation
of vibration and acoustic radiators of noise near the
allocated room. The similar protection system can
effectively neutralize any vibration and acoustic speech
of TCIL at the simplest schemes of implementation of
threat, but it is not effective when using more complex
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BOJIOKHO SIBJIsIeTCSI 6a30i IJisl IIOCTPOEHUS HU3MepH-
TeIbHBIX CHCTeM QH3UUYECKUX I107Iek 06BeKTa, K KOTO-
PBIM MOXKHO OTHECTH BOJIOKOHHO-OIITHYeCKHUe CHUCTEe MBI
OXpaHBl IIepUMeTpa U CHCTeM OXPaHHO-TIO’KapHOM
CHUTHaIH3alUH. Bce 3TO NPUBOOUT K IIMPOKOMY pac-
IIPOCTPAaHEHUIO BOJIOKOHHO-OIITHYECKHUX TEeXHOJIOTHH
Ha 06beKTe MHPOPMATH3AIIUH, IIPUYEM )15 [Iepefadn
U HU3MepeHHs MOXKeT ObITh HCIIOIb30BAHO BOJIOKHO
O[IHOTO K TOTO ’Ke THIId, YTO IIPHUBOAUT K BO3MOKHO-
CTH HCIIONB30BaHUS JII0O0I0 OIITUYECKOro Kabes Kak
pacrpefieieHHOM H3MePUTEeIbHON CHCTeMBI aKyCTH-
4eCKHUX I071eH, TaK U /1S [lepefladyl HHGOpMaLlHH.

PasMeleHYe OIITUYECKOro Kabessl B COBpeMEHHOM
odrce MPOU3BOAUTCS IO TEXHOJOTHU CTPYKTYpPHUPO-
BaHHBIX KabenbHbIXx cucTeM (CKC), korma KabebHbIe
KaHaJIBl 1T KHPOPMAIIMIOHHOIO U CHJIOBOrO Kabesst
[IPOXOISAT II0 BCeMYy 3JaHUIO, OXBaTblBasi U COeIH-
HSISl MeXAy cobOo BCe ero 4acTH. IIpemocTaBieHUe
MHOOPMALIMOHHBIX YCIYT IJ1S II0Ib30BaTeler BHYTPHU
00beKTa U IJISL CBSI3H C BHEIIHMMHM II0/Ib30BaTe/ISIMU
OCYILeCTBJISIETCS. 110 TeXHOJIOTHH ITaCCUBHBIX OIITHYe-
ckux cereil (PON), B KOTOPBIX QH3UYECKH peal30BaHa
TeXHOJIOTHSI CBSI3H 6e3 ITPOMESKYTOYHBIX aKTHBHBIX
37IeMeHTOB, T.e. KOrJa CBeT OT OJHOTO I10/J1bh30BaTesIs
10 IPyTOro IMPOXOAUT HAIIPSIMYIo 6e3 ITpeobpa3oBaHMUS.
JanpHOCTb TaKOK MPSIMOL CBSI3H 3aBUCHUT OT HCIIONb3Y-
€MOr0 CTaHJapTa CeTH U JOXOAUT Io 60 KM (1S TeXHO-
smoruu GPON) u bostee.

OIITHYeCKOe BOJIOKHO M Kabejap IITATHBIX OITH-
YeCKHX CeTeM IIOIHOCTBIO OXBaTBIBAIOT BeCh O0OBEKT
MHOOpMATHU3aLIMM U BBIXOAAT 3a IIpefie/ibl KOHTPO-
NMupyeMOH 30HBI. ONTHYeCKUI Kabenb MoxkeT OBITH
IIpOJIOkKeH K BOnmM3u obbeKTa. [laHHAS OITHYecKast
KabenbHasl CHCTEMa, I10 OTHENBHOCTH BBIIIONHSS Pas-
JTHUYHbIe IITaTHble QYHKIIMH, MOXKET OBITh HCIIOIB30-
BaHa KaK CTallMOHApHA4 pacIlpefe/leHHasl BOJIOKOHHO-
onTH4ecKass ¢a3svpoBaHHas IIPOCTPAHCTBEHHAs
pellleTKa aKyCTHUYeCKHX NPHeMHHUKOB (MHKPOGOHOB/
BUOpPOIATUHMKOB), POIb KOTOPHIX BBHIIIONHSIOT OIITHYe-
CKHe HeOAHOPONHOCTH, CIy4YalHO paclpeieseHHBIe
1o kabenpHOM cucTeMe (10, 11]. TakuM 06pa3oMm, B IIpo-
CTpPaHCTBe 0QHCHOTIO 3JaHH1S BOKPYI UCTOYHHKA 3BYKa
MMeeM PpacIpefie/leHHYI0 CTPYKTYypy aKyCTHYeCKHX
BOJIOKOHHO-OIITHYECKUX JATYHUKOB (puc.3), obpasyio-
KX 3D-pelleTKy BUOPOAATUHMKOB, KOTOPYIO HapyIIH-
TeJIb MOYKET MCIIOIb30BaTh [/1s1 GOPMUPOBAHUS peye-
Boro TKYH.

OpPerTUBHOCTE QYHKIHMOHHPOBAHUS I[IOCTPOELH-
HOI'O Ha JaHHBIX QU3UYECKUX IIPUHLMIIAX TeXHHUYe-
CKOr0 KaHaJla YTeUKH pedeBol HHGOPMALIMU 3aBHUCHUT
OT MHOTHX YCIOBHH: OT YHC/IA HCIIOIb3yeMBIX BOJIO-
KOH M MX Pa3BETBIEHHOCTH; OT OJIIM30CTH K BblIeNeH-
HOMY IIOMeIlleHHI0; OT HEOAHOPOAHOCTEH ONITUYECKOI0

i1

"interception” schemes with modern systems of isolation
of informative signal.

3. ROLE OF FIBER OPTIC CHANNEL OF
ACOUSTIC (SPEECH) INFORMATION LEAKAGE
The existence of informative structural sound
propagating in the building structure jointly with
structural noise in principle allows anyone to implement
a complex scheme of threat for unauthorized access
to the speech information circulating in the allocated
room by noise filtering. The suggested threat model is
based on the fiber optic channel of speech information
leakage which consists in convergence of functions in
information and measurement optical networks of the
object [2,3,9].

Availability of optical networks of different
designation in modern office is an objective need,
which in addition to effective implementation of its
main function of different information transfer, also
allows for measurement of physical fields. In particular,
optical fiber is used in telecommunication and local
communication systems; it is applied in fiber optic
extenders of different interfaces; in connection of
separate elements of branched control and monitoring
systems such as video surveillance systems. On
the other hand, optical fiber is a base for creation
of measuring systems of physical fields of the object
which can also include fiber optic systems of perimeter
security, systems of security and fire alarms. All this
leads to wide utilization of fiber optic technologies
in the object of informatization, while the fiber of
same type can be used for transfer and measurement,
resulting in the possibility to use any optical cable both
for distributed measuring system of acoustic fields, and
for information transfer.

Placement of optical cable in modern office is made
according to Structured Cable Systems (SCS) technology
where cable channels for information and power cable
pass across the whole building covering and connecting
all its parts. Provision of information services for
users within the object and for communication with
external users is carried out using the technology of
passive optical networks (PON) where the technology of
communication without intermediate active elements
is implemented physically, i.e. when light from one
user to another passes directly without transformation.
Range of such direct link depends on the used
standard of network, and reaches over 60 km (for GPON
technology).

Optical fiber and cable of regular optical networks
completely cover all object of informatization, go beyond
the controlled zone, and alternatively the optical cable
can be laid near the object. This optical cable system,
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Kabess; OT TOUHOCTH HACTPOMKHU
ba3supoBaHHON IMIPOCTPAHCTBEH-
HOM CTPYKTYpHL U T.n. OTMeTUM
BO3MOXXHOCTBb orrcaHHoro TKYU
0B60MTH  CHCTEMBI AKTHBHOH
3alIUTHl BBIJETEHHOIO IOoMele-
HHUS IIyTeM QUIbBTPALMK MIPHUHH-
MaeMoro curHasa mno ¢ase. Takas
ounpTpanus MoxkeT 6bITH 3pdek-
THBHA BCJIe[ICTBHE Pa3HeCEHHO-
CTH B IIPOCTPAHCTBe HMCTOYHHKA
pedeBOro CHrHajla M YCTPOMCTBA
BUOPOAKYCTHYECKOr0 IIyMa, KOTO-
pble 6yoyT MMeTh pa3indHble a3kl
IIpU perucTpauuu B 3D-pelneTke
AKYCTUYECKUX IPHUeMHHUKOB. Eire
OfHA OITACHOCTH CBSI3aHA C HEBO3-
MOKHOCTBIO OOHApy>KUTh QYHK-
LUMOHUPYIOIUK KaHal K HeH-
TPaJIM30BaTh €ro H3BeCTHHIMU
TeXHU4YeCKUMHU CUCTeMaMU
3aIUTHL.

4. NEMOHCTPALMSA
BO3MOXXHOCTEM
BOJIOKOHHO-
ONTUYECKOIO KAHAJIA
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Puc.3. ®opmuposaHue 80A0KOHHO-0NMUYECK020 KAHAAd YmeyKu pe4egoli UHPOop-
MAauuu Ha 0CHOBe NApa3uMHbIX 8030YLWHbIX U 8U6PALUOHHbIX AKYCMUYECKUX
ModyASILUL C8eM08020 NOMOKA 8 ONMUYECKUX KabeabHbIX cucmemax 0As cospe-
MeHH020 yupexdeHus (1) ¢ ebideneHHbIM nomelieHuem (2) co 30aHuem (3) 86au3u
80/10KOHHO-0NMUYECKUX KOMMYHUKAUUL ¢ Hapywumenem (4): 5 — UCMOYHUK
pedesoll uHpopmayuu, 6 -~ 80NOKOHHO-ONMUYECKUE KOMMYHUKAuUU, 7 - onmuye-
CKue HeodHopodHoCMU KabeAbHOU cucmemMbl npu 8030ywHoOM (a) U 8U6PALLOHHOM
(b) popmuposaruu napasumubix modyasuuil ceema, 8 - onmudeckuli pazeem-
gumenp wmamHblli (a) u Hewmamuwili (b), 9 — mexHuYeckue cpedcmea paseedku
Hapywumens

Fig. 3. Forming of the fiber optic channel of speech information leakage based

on spurious air and vibration acoustic modulations of light streams in optical
cable systems for modern institution (1) with the allocated room (2) with the
building (3) near fiber optic communications with the violator (4): 5 - source of
speech information, 6 - fiber optic communications, 7 - optical heterogeneities

YTEYKU AKVCTI/I'-IECKOf/'I
(PEYEBOU) UHOOPMALIUN

of cable system during air (a) and vibration (b) forming of spurious modulations
of light, 8 - optical splitter, reqular (a) and emergency (b), p - technical means of
investigation of a violator

B0O3MOKHOCTE IIOCTPOEHHS peye-
Boro TKYM Ha ocHOBe ¢pa3supoBaH-
HOM IIPOCTPAaHCTBEHHOM CTPYKTyphl (3D-pelieTku)
paciipesie/ieHHBIX BOJIOKOHHO-OINTHYECKHUX aKyCTHYe-
CKUX ITpeobpa3oBaTesiell ObUIA ITPOLEMOHCTPUPOBAHA
Ha 3KCIIepPHMEHTAJIbHOM CTeHJe IIyTeM CPaBHeHHS
BO3/YIIHOTO aKyCTHUYeCKOro KM BUOPAI[MOHHOIO aKy-
CTHYECKOr0 MeTOA0B (GOPMHPOBAHMS I1apa3sHTHBIX
MOZIY/ISILIME CBeTa B OITHYEeCKOM COeTMHEeHHH C I1I0MO-
mpio agantepa tHoa LC-LC ABYX OKOHIIOBAHHBIX
BOJIOKOH.

MogenupoBaHHe ONTHYEeCKOM CeTH OCYILeCTBJIS-
JIOCh C MIOMOIIBI0 HaCTeHHOro Kpocca IIMIKOH-8, B KoTo-
PoM pa3sMemiasioch ONTHYECKOe COeNHHeHHe MOMeTH-
pymolee peasbHble OITHYECKHE CETH C ITaCCHBHBIMU
snemeHTaMu (puc.4). BOIM3M ONTHYeCKOro Kpocca
pasMeIanych KOMIIBIOTepHbIe AUHAMMKH, MOIEIIH-
pyIoIllHe BO3OYIUHBIM aKYCTHYeCKHI KaHaJl YTe4KH.
Jns opMHUPOBAaHUSA CTPYKTYPHBIX BOJIH B CTeHe
HCII0/Ib30BasICcs 6bITOBOM BUb6ponrHaMuK KIT MT6030
(Goodfon) ¢ muama3oHOM BOCIIPOM3BOAMMBIX YaCTOT
oT 150 I'm mo 18 kI, OTHOIIeHHEeM CHUTHaJI-IIyM
He MeHee 60 0B, NOJIHBIM FapMOHHYECKHM HCKa’Ke-
HHeM MeHee 0,5%, BBIXOJHOM MOILIHOCTBIO IOpSiAKa

98 ®OTOHMUKA N22/62/2017

separately carrying out different regular functions, can
be used as the stationary distributed phased space fiber
optic grid of acoustic receivers (microphones/vibration
sensors) replaced by optical heterogeneities randomly
distributed across the cable system [10,11]. Thus, we have
a distributed structure of acoustic fiber optic sensors in
the space of office building around the source of sound
(Fig. 3) forming 3D-grid of vibration sensors which the
violator can use for forming of speech TCIL.

The efficiency of functioning of the technical
channel of speech information leakage built on these
physical principles depends on many conditions: from
number of the used fibers and their branching; from
proximity to the allocated room; from non-uniformities
of optical cable; from the precision of setup of the phased
space structure, etc. One should note the capability of
the described TCIL to bypass systems of active protection
of the allocated room by filtering received signal by
phase. Such filtering can be effective owing to diversity
in space of speech signal source and arrangement of
vibroacoustic noise which will have different phases
when registering in 3D-grid of acoustic receivers. One
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3BT, rabapurtamu 80,7 MM (Irametp) Ha 44 MM (BBICOTA),
KOTOPBIF MOHTHPOBAJICS Ha CTeHe TONIINHOM Iopsika
400 MM B cocefHer KOMHaTe C IIPOTHBOIIOIOKHOM CTO-
POHBI OT OIITUYECKOIo Kpocca. I[Ipyu 3TomM ypoBeHS 3BY-
KOBOT'O AABJIeHUS], CO3LABAaeMBIM B KOMHarte ¢ BHU6pO-
IVMHaMHKaMHU, He mpesbimman 40 gb. Onrtuveckas
CcxeMa 30HIMPOBAHUS CTPOM/IACh HA IIPOXOKIEHHUU
JIa3epHOr0 U3/Iy4YeHH s Yepe3 ONTHUYeCKoe CoeJHHeHHe
BOJIOKOH. B KauecTBe TeXHUYECKUX CPelCTB pa3BeKU
BBICTYIIA/I HeIpephlBHBIN He-Ne-masep ¢ BOJIOKOHHO-
OINITHYEeCKUMM BBIXOJJOM MOIIHOCThI0O MeHee 0,5 MBT
Ha [JIMHe BOJIHBI M3y4yeHMs 632,85 MKM. JlazepHoe
H3/Iy4eHHe BBOLUJIOCH B OIITUYECKUH Kabenb JIHHON
OKOJIO 2 M COeJHMHEeHHBIN uepe3 agantep LC-LC c apy-
IHUM TaKHM >Ke KabemeM, Ha KOHIIe KOTOPOro pas-
Memancg doronpueMHUK @II-21KII moAK/IOYeHHBIN
B GOTOBOJIBTAMYECKOM PesKHMe K CeJIeKTUBHOMY HaHO-
BosibTMeTPy UNIPAN-233. HaHOBOJIBTMETD BBIIIOIHSI
PO/Ib M3MepUTessl U YCUIMUTeNs, CUTHaJ C KOTOPOro
[IOCTYyHaJl Ha HAYWHWKUA A1 apTUKYISALHOHHOILO
KOHTPO/ISl 3GeKTUBHOCTH PedyeBOro KaHajla YTeYKH
IO CTeIleHH CIOBeCHOH Pa30OpPUHBOCTH.

[TpoBeseHHBIe MCCIeNOBAHUS I10KA3a/IM CYILIECTBO-
BaHHe Mapa3sUTHON aKyCTHYeCKOM MOAYJISLIHH CBeTO-
BBIX IIOTOK KakK IIPH IPSIMOM BO3[eHCTBUH 3BYKOBOH
BOJIHBI Uepe3 BO3yX, TaK U IPU BO3OY>KIEeHUH CTPYyK-
TYPHOTO 3ByKa. Pa3bopuMBOCTB COCTaB/IsIA IIOPSAKA
100%, Ha4yMHAas C MUHUMAJIBHBIX YPOBHEH 3ByKa KaK
BO3JYILIHOTO, TaK M BHOPAIIMOHHOIO BO3OY>KIEHMUSI.
IIpryeM [a’ke He3HAYMTE/IbHOE IIOBbIIIEHHEe YPOBHS
TPOMKOCTH IIPH BO3IYIIHOM BO3JEHCTBHU BBIBOLHJIO
CHCTEMY PperucTpalliyd B COCTOSHHE HacChIIeHHs
C BBICOKMM YPOBHEM ILIIyMa. B 11e/10M 4yBCTBHUTE/IBHOCTD
CHCTeMBl TaKOBa, YTO JIEKO IPOCIYIIMBAIUCh LIArU
U pedb, IIPOM3HOCHMMAsl B KOPUIOpe 3a 3aKPHITHIMHU
IBEPSIMH, XOTSI PeYb 0CTaBaIach HeEPa3bOpUHBOLL.

TakuM 06pa3oM, SKCIepHMEHTAJIbHBIE HCCIIEN0BA-
HU S BOIOKOHHO-OIITHYeCKOro KaHasla YTeUKHU pPeyeBOM
UHOOPMAIIMK MOATBEPAMIMN KaueCTBEHHBIM aHa/IN3
BO3MOKHOCTH yBeJIMYeHUS OABHOCTH QYHKIMOHU-
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more danger is connected with impossibility to detect
the functioning channel and to neutralize it using
known technical protection systems.

4. DEMONSTRATION OF CAPABILITIES

OF FIBER OPTIC CHANNEL OF ACOUSTIC
(SPEECH) INFORMATION LEAKAGE

Capability of creation of speech TCIL based on the
phased space structure (3D-grids) of distributed fiber
optic acoustic converters has been shown at the
experimental stand by comparison of air acoustic and
vibration acoustic methods of forming of spurious
modulations of light in optical connection with the help
of LC-LC adapter of two terminated fibers.

Modeling of optical network was carried out by
means of wall distribution frame ShKON-8 where the
optical connection modeling real optical networks
with passive elements (Fig. 4) was placed. Computer
loudspeakers modeling the air acoustic leakage channel
were placed near optical distribution frame. Household
vibroloudspeaker KIT MT6030 (Goodfon) with range of
reproduced frequencies from 150 Hz to 18 kHz, signal/
noiseratioatleast60db, totalharmonicdistortionatleast
0.5%, with an output power about 3 W, dimensions 80.7
mm (diameter) by 44 mm (height) which was mounted
on the wall about 400 mm thick in the neighboring
room opposite to optical distribution frame was used
to form structural waves. Thus, the sound pressure
level created in the room with vibroloudspeakers did
not exceed 40 dB. The optical scheme of sounding was
adjusted to passing of laser radiation through optical
connection of fibers. The continuous He-Ne-laser with
fiber optic outlet with power at least 0.5 MW on the
wavelength of the radiation of 632.85 microns was used
as technical means of investigation. Laser radiation
was injected into the optical cable about 2 m long
connected via LC-LC adapter to the other analogous
cable terminated with FD-21KP photodetector connected
in the photovoltaic mode to the selective nanovoltmeter
UNIPAN-233. The nanovoltmeter was used as the
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POBaHHSA KaHd/Ia YT€YKH IIpH II€pexXo[e Hda BI/I6paL[I/I‘
OHHO‘B.KYCTI/I‘-IECKI/H;I MeXadHH3M perucrpaliuu
peveBoro CMriajia, 4To IIO3BOJISIE€T 06oHTH BCe cymie-
CTBYIOLIMe TEXHUYECKHe CUCTEMBI 3allIMTHI.

5. BOSMOXXHOCTU 3ALLUANTDI

PEYEBOW NMHOOPMALIUN OT YTEYKUA

Mo BOJIOKOHHO-ONTUYECKM

KOMMYHUKALUNAM

OcHOBHBIE CITOCOBBI TPOTUBOJENCTBUS BOJIOKOHHO-

ONTUYEeCKOMY KaHa/ly yTeuKH peueBOM MHPOpMALIUU

CBSI3aHBl C ONTHYECKHM OTIe/leHHeM Y4YacTKOB CeTH

BHYTPH U BOIH3U BblJle/IeHHBIX [IOMEIeHHU 0T YacTer

rnobanpHOM ceTu [9]. B obmeM ciaydae, takue TC3H

IIOJTHOCTBIO MCK/IIOYAIOT YTeUKU NpHU GOpMHPOBAHUU

MHPOPMATUBHOIO CHTHa/Ja IIPU BO3AYLIHOM aKyCTH-

YeckoM BO3[eHCTBUHM Ha 37eMeHTbl KOMMYHHUKAILIHH,

HO ITOJIHOCTBIO MCKJIIOUUTE GopMHUpoBaHHe MHPOpMa-

TUBHOIO CHTHaja IIPU BUOPAIIMOHHO-aKyCTHYECKOM

BO3/EHCTBUK HEBO3MOXKHO, TaK KaK pacIIpocTpaHe-

HHe CTPYKTYPHOIO 3ByKa TPyAHO OIPaHHUYHUTL CTe-

HaMH BBIJIEJIEHHOI'O ITOMeIeHUsI. AKTHBHEBIE METOMbI

3aLIUTHI, TAKHe KaK BUOPOAKYCTHYeCKHe H3JTydaTenn

IIyMa, yCTaHaBJIKUBaeMble 1151 GOPMUPOBAHHUS CTPYK-

TYPHOIO LIIyMa C Lie/Ibl0 [T0AaB/IeH I THPOPMATHBHOIO

CTPYKTYPHOTO 3BYKa, MOTYT OBITH 0OOMIEHBI IIyTeM

GUIbPTpallMKM CHUTHajla OT IyMa Io ¢ase. CiemoBa-

TesbHO, 06cy>kmaeMbiri TKYH TpebyeT HOBBIX TeXHHYE-

CKMX pelleHHH.

B cooTBeTcTBHM C GH3UKOHM (GOPMHPOBAHHS
U OYHKIHMOHHPOBAHUS BOJIOKOHHO-OIITHYECKOIO
KaHa/la yTeYKd peueBOM HHOOPMAlLMM Ha IIPUHIIU-
Iax pacrpefeneHHOM MPOCTPAaHCTBEHHOM PpelIeTKH,
Ipef/IOKeHUS II0 3allyTe pas3feldM Ha IaCCHBHBIE
MeTOIBI, CBSI3aHHBIE C ociaablieHueM WHTEeHCUBHOCTH
MHOOPMATUBHOIO CUT'HAJIA, U aKTHBHBIE METOJbI, CBSI-
3aHHBIe ¢ GH3HMYeCKON HeBO3MOKHOCTBIO Pean3aliuu
IIpY 3allyMJIEHHUU Cpefbl KaHajaa yTeYKH U TPyLHO-
CTBIO KOHTPOJIS 32 CBETOBBIMH ITIOTOKAMH.

ITaccHBHBIE MeTOABl 3alIHUTBEl pPeuyeBOM HHOOpMa-
IIMM MOTYT OBITH CBeJeHBl K CIeyIOIUM CTaHIapT-
HBIM MeponpusTusm [1,4] ¢ HeKOTOPEIMU MoOIUdHUKA-
HUSIMHU, TAKUMHU KaK:

* 3BYKOM3OJSLIMK  BbIJeJeHHBIX IIOMelleHUuH
U3 MaTepHaJIOB He TOJIBKO C BBICOKUM K03 H-
LIMeHTOM 3BYKOIIOITIOmeHHUS (IIOBEPXHOCTBHIO),
HO U C BBICOKUM KO3PPUIIMEHTOM IIOIJIOIIEHU L
3ByKa (B obbeMe) BO BCeM PedYeBOM [Halla3oHe
YacToT;

+ obs3aTesbHAS 3ByKOM30JISLIHS KabeTbHBIX KaHAJIOB
OT HeCyIIMX KOHCTPYKI UM 30aHHUS;

* UCIO/Ab30BaHHe A1 GOPMHPOBaHHUS BHYTPEH-
Hel OIITHYeCKOM KabelbHOM CHUCTeMBI IACCUBHBIX
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Puc.4. Cmpyxkmypa 3kcnepumeHma no MoOeAuposaHuto 803-
OyWHO020 U 8UBPALLUOHHO20 AKYCMU4ecK020 MexHUYeckozo
KaHana ymeyku pe4esoll UHGOpMAuuU Yepe3 80A0KOHHO-
onmuy4eckue KOMMyHUKauuu: - cmeHa 3aw,uLiaemozo
nometueHus (6emoH moauuHol 40 cm), 2 — eU6POBUHAMUK,
NpUKpenAeHHbll K CmeHe, 3 — KOMNbKMepHble KOAOHKU,

4 - onmuyeckuli Kpocc ¢ d8yms 80N0KOHHO-0NMUYeCKUMU
Kabensimu, coedUHeHHbIMU adanmepom U MUKPOHOHOM KOH-
mpoas, 5 - cucmema pezucmpauuu NapasumHbIX ONMU4ecKux
ModyAsuuli (nazep, Gomoduod, soAbmmemp, HAYLUIHUKL)

Fig. 4. Structure of the experiment of modeling of air and
vibration acoustic technical channel of speech information
leakage via fiber optic communications: 1-wall of the
protected room (concrete 40 cm thick), 2 - vibroloudspeaker
mounted on the wall, 3 - computer loudspeakers, 4 - optical
distribution frame with two fiber optic cables connected by the
adapter and microphone of control, 5 - system of registration

of spurious optical modulations (laser, photo diode, voltmeter,
earphones)

measuring instrument and amplifier, which signal
transmitted to the earphones for articulation control of
efficiency of the speech leakage channel by the degree
of verbal intelligibility.

The conducted researches have shown existence of
spurious acoustic modulation of light stream both via
direct influence of sound wave through air and via
excitation of structural sound. The intelligibility made
about 100% starting from minimum levels of sound
of both air and vibration excitation. And even slight
increase of loudness level under air influence has led to
transition of the registration system to a condition of
saturation with high noise level. In general, sensitivity
of system is such that steps and the speech in the
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3/IeMEeHTOB C MUHHMaJIBHBIM OTK/JIKMKOM Ha Ilapa-
3UTHBIe BHOpPALIMOHHO-aKyCTHYECKHe MOZYJISLIMH
M HaBOOKHU,;

e OrpaHHYeHHe CBOOOMHOTO pasMelleHHs Kabeb-
HBIX KaHaJIOB BOJIM3KM BBILEJIEHHOIO IIOMEIeHMS
1 06beKTa HHGOPMATH3ALIHH.

AKTHBHBIe MEeTO/IbI 31U ThI peueBoX HHOPMaIIUHU
CBSI3aHBL C MCIIONIb30BAaHHEM COBPeMEHHBIX TeXHHUe-
CKUX CPe[ICTB 3alllMThl PeueBON UHPOPMAIIUH, K KOTO-
PBIM OTHOCSITCS:

* YCTPOMCTBA HEMTpaTH3aLHUK HeCAHKIIMOHHUPOBAH-
HOT'O 30HIMPOBAHUS OITHUYECKON CeTH pedIeKTo-
MeTpHYeCKUMHU MeTofaMU (raTeHT PP Ne 2551802);

* CpeAcTBa KOHTPOJS OINTHYeCKHX IIOTOKOB B 3alllH-
IIaeMBbIX OIITUYECKHUX ceTsX (maTeHT PO Ne 2428798);

* TIOCTAHOBKOH YCTPOMCTB Mapa3sUTHBIX aKyCcTHYe-
CKHUX MOAY/ISLIMHM U HaBOJOK Ha CBETOBBIE ITOTOKH
B OIITHYECKHX ceTsx (rmateHT PO Ne 2416166);

* BKJ/IIOUEHHUeE B OIITHUECKHe CeTH YCTPOUCTB C LIYMO-
BBIM ONTHYeCKHMM H3/lydeHHeM (maTeHT PO
Ne 2416167).

M3 mnpuBefeHHBIX MeTOJOB 3aIlIHUTH Hawubonee
3pexTUBHBI TeXHHYeCKHe CPelCTBA IIPOTHBOAEH-
CTBUS 30HJHPOBAHUIO ONTUYECKOM CeTH pedekTo-
MeTpPUYeCKMMHU MeTOJaMH, KOTOpble He II03BOJISIIOT
peanu3oBaTh paclpefe/eHHble IPOCTPAHCTBEHHBIE
HU3MepeHUs CTPYKTYpPHOro 3ByKa. JInumeHHe HHPopMa-
THBHOCTH BO3BPaTHBIX OIITUYECKUX H3/Iy4eHUH B ped-
JIeKTOMETPHH IOJTHOCTBIO HCK/II0YaeT HeCaHKIIHOHH-
POBaHHOE 30HJHPOBaHUE CeTH HapyIIHUTelIeM.
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corridor behind closed doors were easily audible though
the speech remained indistinct.

Thus, experiment studies of the fiber optic channel
of speech information leakage have confirmed
qualitative analysis of possibility to increase the range
of functioning of the leakage channel upon transition to
the vibration and acoustic mechanism of registration of
speech signal that allows anyone to bypass all existing
technical systems of protection.

5. POSSIBILITIES OF PROTECTION OF SPEECH
INFORMATION AGAINST LEAKAGE VIA FIBER
OPTIC COMMUNICATIONS
The main ways of counteraction to the fiber optic
channel of speech information leakage are connected
with optical separation of sites of network inside and
near the allocated rooms from the parts of global
network [9]. Generally, such TCIL completely exclude
leakages when forming informative signal during
air acoustic impact on elements of communications,
but it is impossible to completely exclude forming
of informative signal during vibration and acoustic
influence as it is difficult to limit propagation of
structural sound by means of walls of the allocated
room. Active protection methods, such as the
vibroacoustic radiators of noise installed for forming
structural noise for the purpose of suppression of
informative structural sound can be bypassed by
filtering signal from noise by phase. Therefore, the
discussed TCIL demands new technical solutions.

According to physics of forming and functioning of
the fiber optic channel of speech information leakage
based on the principles of the distributed space grid,
we will group the suggestions of protection as passive
methods connected with attenuation of intensity of
informative signal and active methods connected with
physical impossibility of implementation for noise
masking of the leakage channel environment and
control of light streams.

Passive methods of protection of speech information
can be reduced to the following standard measures [1,4]
with some modifications:
 acoustic insulation of the allocated rooms using the

materials not only with high acoustic absorption

coefficient (surface), but also with high sound
absorption coefficient (in volume) in all speech
frequency band;

« obligatory acoustic insulation of cable channels
from the supporting building structures;

« use of system of passive elements for forming of
internal optical cable with the minimum response
to spurious vibration and acoustic modulations and
crosstalk;
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restriction of free placement of cable channels
near the allocated room and the object of
informatization.

Active methods of protection of speech information

are connected with the use of modern technical
means of protection of speech information, such

as

devices of neutralization of unauthorized sounding
of optical network by reflectometric methods [see
patent of the Russian Federation No. 2551802];
control facilities of optical streams in the protected
optical networks [see patent of the Russian
Federation No. 2428798];

installation of devices of spurious acoustic
modulations and crosstalk on the light streams
in optical networks [see patent of the Russian
Federation No. 2416166];

inclusion of devices with noise optical radiation
into optical networks [see patent of the Russian
Federation No. 2416167].

Among the given methods of protection, the most

effective technical means of counteraction to sounding
of optical network are based on using reflectometric
methods which do not allow anyone to implement the
distributed spacial dimensions of structural sound.
Deprivation of informational content of returnable
optical radiations in reflectometry completely excludes
unauthorized sounding of network by a violator.

IV MEKAYHAPOOHBIN TEXHOJIOTUYECKHUH ®OPYM "UHHOBALIUH.
TEXHOJIOI'HMH. [TIPOU3BOACTBO"

MNepefoBble MPOM3BOACTBEHHbIE Tex-
Honormm pana npoekta "®abpuku
byaoywero" ("Factories of the Fu-
ture") — knoyeBas Tema IV MexayHa-
POAHOrO TexHosiornyeckoro dopyma
"MHHoBaumn. TexHonoruwn. [lMpomssoa-
CTBO", KOTOPbIN COCTOUTCA 24—27 anpens
2017 roga B ropoge PoibuHCcke Apoc-
NaBckon obnactn. B nporpamme
dopyma 6Gonee 30 mMeponpuUsSTUA
WHTepaKkTMBHOro dopmarta no pas-
JINYHbIM HanpasfieHNaM nepefoBbiX
NPON3BOACTBEHHbIX TEXHONIOrUK,
BK/OYAs aAANTUBHbLIE TEXHONOTMMU,
umMdpoBoe NPOEKTUPOBAHNE N MOAE-
NIMpOBaHue, WHAYCTPUANbHbIN
WHTEpHEeT, CeHCopuKky, poboToTex-
HUKY, WCKYCCTBEHHbLI WHTeNNeKT.
Mocetutenn dopyma noay4aTt BO3-
MOXHOCTb MPUHATbL y4acTue B CO3-

JAHVN HOBbLIX MPOEKTOB pa3BUTUSA
TexHosormm n GopMMPOBaAHUM KOH-
copunymoB ans peannsaumnm ®abpurk
byaywiero. MNoceTutenm TakXke CMO-
ryT y3HaTb O MPUOPUTETHbLIX HANpaB-
NIeHUSIX PbIHKOB ByayLero.

CBoe y4acTne B popyme yxe nog-
TBepAunun: ¢oHa "Ckonkoso", CKon-
KOBCKMW WHCTUTYT HaykKMm W Tex-
HoMoruM, YHuBepcuTeT NTMO,
OO0 "Ab YHuepcan", MAO "PocTe-
nekom".  Cpeanm  OpraHm3aTopoB
Hay4YHO-TEXHMYECKOro Meponpu-
atTms — pabodaa rpynna "TexHeT"
HauMoHaNbHOM  TeXHOJIOrMYeckom
nHnumaTmebl (MAO "HMO "CaTtypH",
WMHCTUTYT  MNepefoBbiX MNPOM3BOA-
CTBEHHbIX TexHonormmn Creny v gpy-
rve 4neHbl paboyer rpynnbl), Mpa-
BUTENLCTBO SpOCnaBckon obnactw,

PbIBUHCKMA TOCYAAPCTBEHHbIA aBMa-
LMOHHBLIN TeXHUYECKUI YHUBEPCUTET
uM. T1.A.ConoBbeBa, ALMWHUCTPA-
LS ropoAckoro okpyra r. PeibuHCKa.
dopyM NpoOBOAMTCS NMpY Noagepxke
AO "PBK", AC/, MnHunCTepcTBa Npo-
MbILIEHHOCTU M TOProBe/in PO.

[ns yvactua B dopyme "VIHHOBA-
umun. TexHonormu. [lMpownsBoacTeo”
HeObXO0AMMO 3aMONHUTL perucTpa-
LMOHHYIO dopMy Ha camTe http://itp-
forum.ru. Gonee NoapobHyO MHPOP-
MauMio O MeponpusaTusax dopyma
Bol MOXeTe MOAy4MTb Ha camTe
http://itp-forum.ru nan no TenedoHy
(4855) 292-438.

A.KosmyH, pykosodumeAnb npoekma
"Mexx0yHapoOoHbil mexHoAo2u4ecKul
dopym "ViHHo8auuu. TexHoAo2uu.
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