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KAHAN YTEYKU UHOOPMALIUW
HA OCHOBE NMAPA3UTHbIX
HABOJOK (MOAYASILIMIA)

B ONMTUYECKOM BONIOKHE’
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B npopao/ixeHUN 0630pa paccMOTpeHbl HEKOTOpble
3/1eMeHTbl ONTUYECKUX KA6e/IbHbIX CUCTEM C TOUKU
3peHns KaHaJ/I0B BO3MOXHOWM yTeukn MHpopMauuu.
PaHee 6b1J10 NOKA3aHO, YTO MOLLHOCTb CUrHaNA yTeuYkKn
onpepenseTcs MOLWHOCTHIO 30HAUPYIOLLLErO CUrHana.
MpeAnoXeHO CTPOUTD 3aLUTY KOHPUAEHLMANIbLHOCTH
Ha OCHOBe 3KpaHUPOBaHUs, GUAbTpaLMK, 3allyM/IEHUS
M A,eTeKTUPOBaHUSA NApasUTHbIX MOAYSALUNA.

Mapa3nTHas akycTnyeckas Moaynsums
AKYCTHYeCKHEe II0JIS — OOMH H3 OCHOBHBIX MCTOYHM-
KoB HHbopManuu 06 obbekTe HHPOPMATH3ALUU
B BHJle KOHOHUIEHIIMA/IBHBIX IIePeroBOpoB, I060d-
HBIX 3BYKOBBIX BOJIH, COIIPOBOKAAMIIMX pasiHYyHbIe
mpoueccel. Bce 3To BBHIAENSeT UX Ha QoHe APYTHUX
du3MYecKUX IOJNeH KaK OAHUH M3 OCHOBHBIX KaHa-
0B yTedkHM HHbopManuu. Ob6bcynum 6onee mon-
poOHO BO3HHUKHOBEHHE I1apa3sHTHBIX MOAYISIIUHI
CBETOBBIX ITOTOKOB Ha ONTHYECKUX HEOLHOPOIHOCTIX
B Kabeste [4]. 3ByKoBasi BOJIHA — IIePHOANYECKUIH IIPO-
LlecC YIPYIrHX BO3MYILIEHHM B Cpefle B AHAaIla30He
4acToT HpH6nH3HTeano oT 10 't mo 20 KI'11. B Bo3myxe
3TO YIpPyroe C’KaTHe-paclIMpeHHe C IJIMHOM BOJIHBI
0T 34 M 110 1,7 cM. 3a XapaKTepHYIO YaCTOTY IIpoLecca
MOXHO HNPUHAITH 1,0 KTl ¢ AJMHON BONAHBL 34,0 cM,
TaK YTO XapaKTepHYIO IJIMHY OSHOPOSHOCTH II0JIA
MOYKHO ITPUHATh KaK A=17,0 cM. B city4yae OIITHYECKHX
BOJIOKOH OOJIBIIMHCTBO OINTHUYEeCKHX HeOZHOPOAHO-
cTei ob/1ajaeT 3HAYKUTEIbHO MEHBIIMMHU Pa3sMepaMU
(1«<A), mosToMy mpoliecC B3aUMOAEHCTBHUS MOXKHO
CYMTATh IIPOCTPAHCTBEHHO OLHOPOIHBIM.

3ByKOBasi BOJIHA, OKas3blBasg MeXaHHUYECKoe BO3-
IelCTBHe Ha BOJIOKHO, BBI3BIBAe€T OTK/IMK, KOTOPBIH
XapaKTepHu3yeTcsl yIPYyIMMH CBOHMCTBAMH OIITHUe-
ckoro Kabens u medexra B HeM. O603HAUKMM Uepes
X HeKOTOPYI0 CTelleHb CBOOOABI BHYTPU HAedekTa,

CECEEEEEEEEEE e e e e e e e e e e e e e e e e e e e e e e
BOJIOKOHHO-ONTUYECKMUE TEXHOJ/IOTU/ .
CECEEEEEEEEEE e e e e e e e e e e e e e e e e e e e e e e

LEAKAGE OF CHANNEL
INFORMATION BASED

ON THE SPURIOUS CROSSTALK
(MODULATION)

IN AN OPTICAL FIBER

V.Crishachev, Ph.D.,

v.grishachev@gmail.com or grishachev@mail.ru
Russian State Geological Prospecting University
(RSGPU), Moscow

In the continuation of the review some elements
of optic cable systems are considered as source to
create the possible information leakage channel.
It was shown that the leakage signal power is
determined by the power of probing signal.
Protection is proposed to build on the basis of
screening, filtering, noise and detection spurious
modulation.

Spurious Acoustic Modulation

Acoustic fields refer to one of the main sources
of information concerning the informatization
object in the form of confidential conversation,
spurious sound waves accompanying different
processes. All these aspects highlight them against
the background of other physical fields as one of the
main channelsof information leakage. Let us discuss
the occurrence of spurious modulations of light flux
on the cable optical inhomogeneities in more detail
[4]. The sound wave is periodic process of elastic
disturbances in the medium at the approximate
frequency range of 10 Hz to 20 kHz. In air it is elastic
compression-extension with the wavelength of 34 m
to 1.7 sm. 1.0 kHz shall be assumed to be the typical
frequency with the wavelength of 34.0 sm, so the
typical length of field homogeneity shall be A=17.0
sm. In this case, majority of optical inhomogeneities
is 1<<A and therefore the interaction process can be
deemed spatially homogeneous.

Sound wave has the mechanical action on fiber,
response of which is characterized by the elastic
properties of optical cable and defect in it. Let
us designate some degree of freedom inside the
defect through x which influences on the coefficient
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KOTOpasi OKa3blBaeT BIMSHHE Ha KO3QOULIHEHT
o6paTHOro M3ny4YeHHUs [, U U3MEHSeTCsS IIPU BHeEIN-
HEM BO3[EHCTBUH aKyCTUUYECKOrO IIOJISl — aKyCTHYe-
CKOro faBieHus Op. U3MeHeHU s JaBIeHUS B BOHe Op
BBI3bIBAET M3MEHEHHUe [TapaMeTpa Ha 8X, a 3TO B CBOIO
odepe/ib U3MEHsIeT MOLUIHOCTh 06PAaTHOrO U3Ty4YeHHUS
Ha OB,. [mybuHa MORYISIIUHU OIIpelesseTcsl OTHOCH-
TeJIPHBIMH H3MeHeHHUsMU KodbduiipeHTta [, , Tak
4To

m=0p,/B,=0x/x,,

IZie X, - HEKOTOpOe XapaKTepHOe HeBO3MYIIEeHHOe 3Ha-
YeHMe CMellleHUs B KonebaTebHOM CUCTeMe C THHeH-
HOM 3aBUCHMOCTBIO B, ~X.

OCHOBHO€ IeHICTBHE aKYCTUYECKOro II0JIsl COCTOUT
B MeXaHHYeCKOM BO3[eHCTBHM Ha HedeKT, ero CKa-
THUU-PACIIMPEHUH H3MEHSIONIHUMCS JaBJIeHHeM BO3-
nyxa. lepeKT KaK MexaHHU4YeCKasl cCUcTeMa obramaer
Pe30HAHCHBIM OTKIHMKOM Ha MeXaHHYecKoe BO3JeH-
CTBHe C HabopoM COGCTBEHHBIX HacTOT {2mf,} U coOT-
BETCTBYIOIIMX MM Pe30HAHCHBIM dYacTtoTaM. Torma
3aBHCHUMOCTb ITyOUHBI MOAYJISIIMU OT YaCTOTHI BHEII-
Hero BO3JeHCTBHUsI [JIst N-TO pe3oHaHca OymeT UMeTh
BUJL

m,=0x,/Xy=(x,/xo) (fyy/m)/ (£ 2-2+ify/m),

30ech X,=SO0p,/4nMyf, - aMmiIuTyma pe3oHaHCa
Ha 4YacToTe f, Npu aMIUIMTyZe aKyCTHYECKOro AaB-
neHus 8p, AJis1 oNTUYeCKoro gedexra Maccor M mpu
IIJIOIAIM IIOIIEPEYHOr0 CeUeHHUs S U KoIPUIILeHTe
3aTyXaHHS MeXaHUYeCKUX KonebaHUH Y.

Obmas raybrHa MOAYISLIMK M B BHIE OTKIHUKA
Ha IIMPOKOIIOJIOCHOE BO3[EHCTBHE aKYCTHYECKOro
IIOJISI OIIpefiesisieTCsl KaK CpeiHee KBaIPAaTUUHOE 3HA-
YeHHUe OT M, [10 BCEMY CIIEKTPY YaCTOT, KOTOPOE 3aBHU-
CHUT OT CAMOTI'0 BO3IEHCTBHUS.

Pa3bemMHoe coeguHeHue

B nH}pacTpyKType KabelbHOM CEeTH pa3beMHBIe Coe-
OUHEeHHs obecrleuuBalOT Pa3sBUTHE HHOPOPMALIHMOH-
HOM CHCTeMBl IyTeM HapallMBaHUS OOIOIHHTE/Ib-
HBIX 3JIEMEHTOB Yepe3 pa3beMbl U IIePeXONHUKH. ITO
CO3[1aeT JOIIOJTHUTE/IbHEIE OIACHOCTH B yTeYKe peye-
BOM HMHGOPMALMH 4Yepe3 IapasUTHBIE MOAYISLHHU
aKyCTHYeCKHUM II0JIeM Ha pasbeMaX. AKYCTHYecKas
BOJIHA, MAyLIas OT HCTOYHHUKA 3BYKa, BO3[EHCTBYS
Ha pa3beM, U3MeHeT PacCTOSHHe MeKy BOJIOKHAMH,
BBI3BIBAeT YIJIOBOE W pajuajibHOe CMeLeHUs COeqH-
HsIeMBIX BOJIOKOH. PopMHpOBaHHe 0O6pPaTHOro H3Ny-
YeHHS CBA3aHO C OTPaskeHHeM OT TOHKOTO CJ/I0s1, KOTO-
PbIE 06pasyeTcsi IpK KOHTAKTe JIByX BOJIOKOH (PHC.6).
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of backscattered radiation P, and varies upon the
external action of acoustic field - acoustic pressure
8p. Pressure variation in the wave &p causes
the variation of parameter by 8x and, in turn,
changes the power of backscattered radiation by
8B,. Modulation depth is determined by the relative
variations of the coefficient B, as follows

m=08p,/B,=8x/x,,

where x, is some typical unperturbed value
of shift in oscillating system with the linear
dependence B,~x.

The main action of acoustic field consists in
the mechanical action on defect, its compression-
extension by the variable air pressure. Defect as the
mechanical system has resonant response to the
mechanical effect with the set of its own frequencies
{2pf,} and relevant resonance frequencies. Then, the
dependence of modulation depth on the frequency
of external effect for the n resonance will have the
following form

m,=8x,/Xo=(x,/Xq) (£ y/m) /(£ 2-2+ify/m),

here x,=S8p,/4nMyf, is the resonance amplitude
at the frequency f, and amplitude of acoustic
pressure 8p, for optical defect with the weight M
upon the cross-section area S and coefficient of
mechanical oscillation damping y.

The total modulation depth m in the form of
response to the broadband action of acoustic field
is defined as the mean square value from m, at the
whole frequency range which depends on the action
itself.

Releasable Connection

In the infrastructure of cable network, the releasable
connections provide the development of information
system via the accumulation of additional elements
through connectors and adapters. It generates
additional hazards connected with the leakage
of verbal information through the spurious
modulations caused by acoustic field in connectors.
Acoustic wave from the sound source affecting the
connector changes the distance between fibers
and causes the angular and radial displacement of
connected fibers. Formation of the backscattered
radiation is connected with the reflection from thin
layer which occurs upon the contact of two fibers (Fig.
6). Fabry-Perot interferometer represents the model
of such system on the thin layer with the thickness
d and refraction index n,. In this approximation,
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Mopenbio Momob6HOM CHCTeMBL SIBJISETCSI UHTepdepo-
MeTp Pabpu-Tlepo (Fabry-Perot interferometer) Ha ToH-
KOM CJI0e TOJIIIMHOM d M IToKa3aTeeM ITpeIoMJIeHHU S
n,. B 3ToM mpubnrkeHUH K03QPUIIKEHT 06paTHOro
HU3/1ydeHUd orpenesnseTcs GOpMy/nIon JUPH 419 MHO-
rolly4eBor HHTepdepeHLHH Ha OTpakeHHe (Airy’s
Formula):

B.=[4R-sin?(A@/2)]/[(1-R)*+4R-sin*(A¢/2)],

rge R - ko3¢ PULIMeHT OoTpaskeHUsI OT CPaHHUIL CJI0f,
Ag =(4n/A)-ny-d-cosA - pa3HocTh pa3 COCEAHUX OTpa-
SKeHHBIX JIy4eH, A — IJIMHA BOJIHBI CBeTa, A — yroi
IaJleHHsl CBeTa Ha CJIOH. B HeanbHOM Cilydyae HOP-
MasibHOro mafeHus (A=0) Ha IJIOCKOIMApaJlle/lbHbII
cou (6e3 KJIMHOBULHOCTU) TONIIMHOM MeHee IIHMHBI
BOMHBI cBeTa (d<<A) M MasnbIM oTpaskeHHeM (R<<1)
IJIsL ToKasaTessl IIpelloMJeHHUs N,=1,0 (Bo3mymIHas
IIPOCJIOKKa) IIOTYUYUM

B,~160R(d/A).

A r1ybUHY MOAYISIIUM, BBI3BIBAEMOM BHEIIHUM
aKyCTUUYeCKUM BO3JeHCTBHeM, OymeT ompemensiTh
BBIpa>KeHHe

m=28d/d,<2d,/d,,

rge d, - paccTosiHHMe MeXAy BOTOKHAMH B HEBO3MY-
IeHHOM cocTosiHUM, 8d - Bo3mymeHue u d~8p, -
pe30HaHCHOe oceBoe CMellleHIe BOJIOKOH.

B mpeasaraeMoil Mofeny He YUUTBHIBAIOTCS YIJIO-
Bble M paJHajbHble CMeIeHMs BOJIOKOH, BHOCSIIHE
JOTIOJIHUTEe/IbHbIE TIaPA3UTHBIe MOAY/ISALIMN, a TAKKe
He y4YMUTHIBAETCS YINIOBOE PACXOXKAEeHHE I1aJaIollero
Ha OTPasKalOUMM CJIOM CBeTa. Ho HIpHHSTOe IIpHU-
6/Ir>ReHHe I103BOJISIeT OLEHUTH OMACHOCTH JAHHOIO
KaHaja yTe4dkHd HHGOpMallMU. Bo-TIepBhIX, OTMETHM,
YTO OTpPaskeHHe [}, 3aBHCHUT OT AJIMHBI BOTHBI: 3TO
[103BOJIsIeT YMEHbUIeHWEeM [JIMHBl BOJIHBI 30HIHPY-
IOLIEro0 M3JIyYeHHUs YBEJIHYUTb MOIIHOCThH CHMTHaJa
yTeuky (IpH 3TOM INyOHHA MOAYISLIUK He H3Me-
HUTCS). BO-BTOPBIX, eC/lIM IPHHSATb AJIMUHY BOJIHBI
30HAUPYIOIEro U3Ty4eHHs A=1 MM, TO pe30HaHC-
HOe OoCeBOe CMellleHHe BOJIOKOH MOXXHO OLIeHHUTb
Kak d., <<d,<<A. B camoMm pese, IpHU aKyCTHYECKOM
naBneHUHu 8p,=2-1072 Ila (ypoBeHb JaBJIeHHUs 3ByKa
60 1b), eciu NPUHSATH, YTO KolebaTelbHYI0 CUCTEMY
o6pa3yeT BOJIOKHO JJIMHOM IIOpsifKa 10,02 M, 1I0T-
HOCThIO p=M/S1=2,1-10° kr/m? (m1aBlIeHBIH KBapL),
KOTOpasi MMeeT pe30HAHCHYI0 dYacToTy f;, u y<<f,
(mpumem y=f,/20T, YTO COOTBETCTBYeT AOOPOTHOCTHU
Q=20m?), TO
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coefficient of backscattered radiation is determined
on the basis of Airy’s formula for multi-beam
interference on reflection

B,=[4R-sin?(A@/2)]/[(1-R)*+4R-sin?(A¢/2)],

where R is the coefficient of reflection of the layer
edges, A@=(4m/\)'ny,-d-cosA is the difference of
phases of adjacent reflected beams, A is the light
wavelength, A is the angle of light incidence on
layer. In the ideal case of normal incidence (A=0)
on flat slab (without wedging) with the thickness
which is less than the light wavelength (d<<)A) and
low reflection value (R<<1) for the refraction index
n,=1.0 (air space) we will obtain the following

B,~160R(d/\)2.

And the modulation depth caused by the external
acoustic action will be determined on the basis of
the following expression

m=268d/dy<2d,,/d,,

where d, is the distance between fibers in
unperturbed state, 8d is the perturbation and d,,~5p,
is the resonant axial displacement of fibers.

The suggested model does not take into account
the angular and radial displacement of fibers
which introduce additional spurious modulations
and angular divergence of the light incident on
the reflecting layer. But assumed approximation
allows evaluating the hazard of this information
leakage channel. Firstly, it should be noted that
the reflection B, depends on the wavelength and
this fact allows increasing the leakage signal power

Puc.6. Cxemamuueckoe U306pa>keHuUe pa3zseMH020 KOHMAakma
08YX 80N0KOH, pasdeAeHHbIX NpOMeXXymKom d ¢ nokazamenem
npenoMAeHus n,

Fig. 6. Schematic representation of releasable contact of two
fibers separated by the interval d with the refraction index n,,
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d,=C/f2,

rie C=QO0p,/4m?pl~2,4-107 mTuU? - KOHCTaHTA
B NPUONMKeHUH I JAHHOIO Pa3beMHOIo COeHu-
HeHHS. B 3ToM cily4ae [/ pe30HAHCHOM YaCTOTEI
f,=500 T1; mony4MM pe30HAHCHOe OCeBOe CMelle-
HUe BOJMOKOH d ~0,01 MM, a IyOHHY MOAYISIIUU
MOKHO OLIeHHTh m<20%, eCIH OLIEHHTh PACCTOSSHHE
MeX/y BOJIOKHAMH B HEBO3MYILIEHHOM COCTOSSHHUH
dy~0,1 MM. IIpy MOLIHOCTH O6pPaTHO OTPakKeHHOTO
CBeTa 10~lg(Pr/ 0)=-50 1B 17 0OmHOMOZOBOIO BOJIOKHA
IOJYyYUM, YTO MOLIHOCTh OITHYECKOr0 CHIHAaJa
yTeuku coctaBUT 10-1g(8P,/P,)<-57 nb, 4TO BIONHE
MOXKeT OBITh 3aperHMCTPHUPOBAHO. B ciydae yMmeHB-
LHIeHHWs OLIeHKH PACCTOSHUS MeXAY BOJIOKHAMU
B HEBO3MYILEHHOM COCTOSIHHM S 10 3HAUeHU s, Ha I10ps-
nok MeHpmHM (dy~0,01 MM, cay4an xopolueil obpa-
O0TKM KOHTaKTHPYIOMIUX IIOBEPXHOCTEM), MBI IIONY-
YUM MOIIHOCTh OITHUYECKOIO0 CHUIHaja YTeuKH
10-1g(8P,/Py)<-50 mb mpu raybuHe MORYISILHHU
m=<100%. B ciy4yae pa3beMHOI0 COeJHHEHHS MHO-
TOMOJIOBBIX BOJIOKOH OTPaskeHHe BOo3pacTaeT Ha JBa
IOpSIAKA, TOTAA I7yOKMHa MOAY/ISILIMK ITOBBIIIAETCS.

B obcyskmaeMor Mofenyd MOAYISLIUK 0OpaTHOro
U IIPOXOASIIEro CBETOBOrO IIOTOKAa aKyCTHYEeCKHM
IojIeM SBJSAIOTCSA CBA3AaHHBIMHU IIpolieccaMu. Poct
OTpa’keHHU s OT KOHTAKTa BeJleT K POCTY II0TePb Ha IIPOo-
XOKIeHue, Tak 4to |8P,|=|8P,|. CrnenoBatensHo, riy-
OMHa MOZYJISILIUU ITPOLIe/IIero U31ydeHHus

m=(B,/B,) m<<m.

BuaHo, 4TO IIybHMHA MOAYISLMHU IIPOIIeJIIero
M3/Iy4eHUsl 3HAUYUTETbHO MeHbIle INy6HMHBI OTpa-
SKeHHOT'0 U3/1y4yeHHs (T.e. M<<m). OOBsICHEHHe Kpo-
€TCSI B TOM, YTO MOILIHOCTbH IPOIIEJIIero KOHTAKT
M3JIy4eHHs 3HaYUTeIbHO BBIIIIe MOIIHOCTH OTPaskeH-
HOTO H3/Iy4eHMs, a UX U3MeHeHHUS 110 abCOMI0THOM
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through the reduction of the wavelength of probing
radiation and at the same time the modulation
depth will not change. Secondly, if we assume
that the wavelength of probing radiation is A=1 pm
the resonant axial displacement of fibers can be
estimated as d,<<dj<<A. In reality, at the acoustic
pressure 8p,=2102 Pa (60 dB SPL), if we assume
that fiber with the wavelength about 1x0.02 m,
density p=M/S1=2,1103 kg/m? (fused quartz) forms
the oscillating system which has the resonance
frequency £, and y<<f; (it is suggested that y=f;/20m
and it corresponds to the quality factor Q=20m?)
then

d,=C/f2,

where C=Q0p,/4n?pl~2,4-107 m-Hz? is the constant
in approximation for this releasable connection.
In this case, for the resonance frequency f,=500 Hz
we will receive the resonant axial displacement
of fibers d,,~0,01 mm and the modulation depth
can be estimated m=<20% in case of estimation of
the distance between fibers in unperturbed state
dy~0,1 pm. With the power of backscattered light
10-lg (P,/Py) = -50 dB for the single-mode fiber, we
will obtain that the power of leakage optical signal
is 10-1g (6P,/P,) <-57 dB, and it can be fully registered.
In case of decrease of estimation of the distance
between fibers in unperturbed state to the value
which is less by the order (dy~0,01 pm, case of good
treatment of contacting surfaces), we will obtain
the power of leakage optical signal 10-1g (8P,/P,) <-50
dB with the modulation depth m<100%. In case of
releasable connection of multiple-mode fibers, the
reflection index will increase by two orders and the
modulation depth will grow too.

In the discussed model, modulations of
backscattered and transmitted light flux caused
by acoustic field refer to the connected processes.

PHOTONICS N21/49/2015 73



i

Be/MYMHE - OLMHaKoBbl (T.e. B.<<P,). IlomobHbIN
pesy/ibTaT IOKas3blBaeT, 4YTO pedeKToMeTpHUYecKHe
MeTonbl GOPMHPOBAHHUS KaHa/Ia YTeYKH aKyCTHYe-
ckorl nHbopMmanuu 6Gonee 3bGeKTUBHBI IO CpaBHe-
HHIO C perucTpalyel Mapa3sHuTHBIX MOLYISILHH IIPO-
XOJSILlero CBeTOBOIO ITOTOKA.

TakuM 06pa3oM, oLleHKa 3¢PeKTHBHOCTH KaHasa
yTeUKHd aKyCTH4YeCcKOM HHPOpMalUU II0 I1ybHHe
MOAYISILIUK [eMOHCTPUPYeT BBICOKYIO OIIACHOCTb
rogobHOro IOACAYIIMBAaHUS IleperoBopoB. Hapmo
OTMETHTD, YTO Iapa3UTHAS MOAYIALH UMeeT 3HA4H-
TeJIBHYIO ITYMOBYIO COCTaBJISIIOIYI0, KOTOPasi CBSI3aHa
C BO3MOXHBIMH HCKa’kKeHUSIMHU BCJIeACTBHe HelIH-
HeMHOCTH IIpollecca, C HeCKOJIbKMMH MeXaHH3MaMH
MOZIY/SLMH, C PAaCXOKJAeHHeM CBeTOBOTrO II0TOKA, TaK
YTO CHUTHAJ YTeUYKH OyleT XapaKTepPH30BaThCS 3HAYU-
TEJIBHO MeHbIIel 0b611er 3¢peKTUBHOCTBIO PACIIO3HA-
HMS CMBIC/IA peuu WK 3HaueHUs 3ByKa.

CpaBHeHuUe C 3KCNepuMeHTOM
IKCIeprMeHTa/lbHble HCC/IeIOBAaHUS ITyOUHBEI MOAy-
JMALHUH CBeTa Ha ONTHYECKOM KOHTAaKTe MHOIOMO-
IOBBIX BOJIOKOH, IIpOBeJleHHble paHee, IOATBEPK-
JAI0T HalllK oLleHKH [5]. HccneqoBaHUs IPOBOIUIIKCE
Ha 3KCIIePUMEHTAIbHOH yCTaHOBKe (pPHUC.7), COCTOS-
Iek M3 ONTHYEeCKOro Kpocca, B KOTOPOM pa3Mellacs
SC-SC apmanTep MHOTOMOJOBBIX BOJIOKOH, MCTOYHHK
3ByKa, MUKPOQOH KOHTPOJIS YPOBHS 3ByKOBOI'O [aB-
neHus (sound pressure level, SPL). Ha SC-SC apmam-
Tep IOCTyHmaao CTabUIM3UPOBAHHOE JIa3epHoe
M3JlydeHHe, KOTOpOe Ha BBIXOZle PerhCTPHPOBAIOCH
$OTONpPHEMHUKOM C Ce/leKTUBHBIM HaHOBOJIBTMe-
TPOM MJIM HMHTEIPUPYIOIIUM BOJIBTMETPOM. B omTu-
YecKoM Kpocce GOPMHPOBATIOCh aKyCTHUeCKoe IIojie
CO CreKTpoMm 6esloro myma, 4TO II03BOJISIO BO36YsK-
JaThb BCe MeXaHH4YeCKHe Pe30HAHChl B OINTHYECKOM
KOHTaKTe MHOI'OMOJOBBIX BOJIOKOH. Besnblii mym ¢op-
MHPOBa/ IapasUTHble MOLYISILIMM HMHTEHCUBHOCTHU
CBeTa, KOTOpble PerhCcTPHPOBANIHCh POTOINPHEMHHU-
KoM. HcIionb30BaHUe CeJIeKTHBHOIO HAHOBOJIBTMETpa
B 3KCIIePHMeHTe o0ecIledrsio CIeKTpasbHble HCCiIe-
IOBaHMS CBETOBBIX MOZYJISILIMI C LIMPHUHOM IIOTOCHI
25 1B OKTaBHI.

Pe3y/bTaThl MCC/IeOBAaHUI IIPefCcTaBIeHbl Ha I'pa-
dHuKax CIeKTPaJbHOM 3aBHUCHUMOCTH ITyOHMHBI MOAY-
nauuu (puc.8) Ha npoxokgeHue M(f) npu purcupo-
BaHHBIX SPL 6esoro myma M 3aBUCHMOCTH (pHC.9)
I7TyOKMHBI MOY/ISILIUK OT YPOBHSI 3ByKOBOT'O IaBJIEHUS
M(SPL) oy oyIuH BOMH j1a3epa A=850 HM H 632,8 HM.
Y3 nepBoro rpagrKa MO>KHO IOJIyUYHTh, YTO JAHHBII
SC-SC ajmanTep MMeeT IIyOHMHY MOAYISUHK M=~0,9
ppm (1 ppm=107°) Ha pe3oHaHCHOM "acToTe f;~3 KIII.
Ecnu nmpunsats (B,/B,)=40 1B, 410 COOTBETCTBYET
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Growth of the reflection from contact results in the
growth of loss on transmission so |8P,|=|8P,|. Hence,
the depth of modulation of transmitted radiation

ﬁ"1=([3r/[3p)m<<m.

Thus, the depth of modulation of transmitted
radiation is considerably lower than the depth of
reflected radiation (i.e. m=(p,/p,)m<<m.<<m)
and it can be explained by the fact that the power of
radiation which transmitted through the contact
is considerably higher than the power of reflected
radiation and their variations by the absolute value
are equal (i.e. B,<<B,). Such result shows that the
reflectometry methods of formation of acoustic
information leakage channel are more effective
in comparison with the registration of spurious
modulations of transmitting light flux.

Thus, the efficiency estimation of acoustic
information leakage channel by modulation depth
shows great danger of such eavesdropping. It
should be noted that the spurious modulation
has significant noise component which is

OnNTUYeCKMin Kpocc
Optical distribution frame

SC-SCapganTep coegmMHeHns
MHOroMOZ0BbIX Kabenen
SC-SC adapter of multi-mode cables

T

NCTOYHMK 3BYKA
Sound source

)) MuKpopoH
Microphone

Bo/1I0KOHHO-
'eHepaTop ONTUYeCKnIn BONOKOHHO-
M NPUEMHUK MNCTOYHMK ONTUYeCKUM
3ByKa cBeTa doTonpremMHunK
Generator Fiber optical Fiber optical
and sound source photodetector
detector of light

Puc.7. SxcnepumeHmanpHas ycmaHoeKa no uccnedo8aHuto
napasumHblx MoOyAsuUL 8 onmuyeckom adanmepe nod deli-
cmeauem 38yKa

Fig. 7. Experimental facility for the study of spurious
modulations in optical adapter under the action of sound
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Puc.8. Cnexmp 2ay6uHbl modyasuuu m(f) Aa3epHozo uzay-
UeHus Ha 0AUHe 80AHbI A= 850 Hm 8 onmuueckom SC-SC
adanmepe MH020M0008biX 80N0KOH npu 8030elicmauu 6en020
Wyma ¢ pasAudHbIMU YPOBHIMU 38YK08020 ddsneHus SPL
(1ppm=107¢)

Fig. 8. Spectrum of modulation depth i(f) of laser radiation
at the wavelength A=850 nm in the optical SC-SC adapter

of multi-mode fibers under the action of white noise with
various levels of sound pressure SPL (1 ppm=107)
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Puc.9. 'nybuHa modyasiuu m Aa3epH020 U3ny4YeHus Ha 0Au-
Hax 80AH A= 850 Hm (noAynposodHUKosblli Ad3ep) u 632,8 HM
(He-Ne-aazep) 8 onmuueckom SC-SC adanmepe MH020M000-
8bIX 80/I0KOH Npu 8030elicmauu 6e1020 Wyma ¢ pasaudHbIMU
YPOBHSIMU 38YK08020 dasneHusl SPL

Fig. 9. Modulation depth i of laser radiation at the
wavelengths A=850 nm (semiconductor laser) and 632.8 nm
(He-Ne laser) in the optical SC-SC adapter of multi-mode fibers
under the action of white noise with various levels of sound
pressure SPL

OTHOIIEHHUI0 MOLJHOCTeH OTPa>kKeHHOTO0 M IIpomLIef-
IIero HM3JIy4eHHs dYepe3 KOHTAKT MHOIOMOIOBBIX
BOJIOKOH, TOIZa Ha pPe30HAaHCHOM dyacrtore f;~3 kII
[IOJIyYHUM OLI@HKY Pe30HAaHCHOI'O CMEILIeHHM s BOJIOKOH
d,~0,0003 MM U ITyOHMHBI MOLYISLUU M~0,6 ppm.
9TO COOTBETCTBYeT IyOHHe MOAYISLIUK OTPasKeH-
HOro u3nry4YeHHs m<0,6%. [Ipy cpaBHEHHHU 3KCIIEPU-
MEHTA/IBHOTO U TeOPETHYeCKOro 3Ha4eHH I M Habio-
llaeM COBIIaJleHHEe IIOPSAAKOB. Buaumoe pasinyue
B1,5pasa, 4To BO3MOKHO, CBSA3aHO C HEYyYeTOM [APYTHUX
MeXaHH3MOB IIapa3UuTHBIX MOLY/ISLIUHI. 3aBUCHMOCTb
Ha BTOPOM IpaduKe MOATBEPKAAET CYLIeCTBOBAHHE
BIMAHMS JJIMHBI BOJIHBI 30HAUPYIOIIErO M3/1yYeHUs
Ha raybuHy Momynsiuuu. Takske Mbl Habnmomaem

connected with possible distortions due to the
process nonlinearity, with several modulation
mechanisms, with light flux divergence so the
leakage signal will be characterized by much
lower total efficiency of recognition of speech
tenor or sound meaning.

Comparison with Experiment

Experimental studies of light modulation depth
on the optical contact of multi-mode fibers
performed earlier prove the specified estimations
[5]. Studies were performed on the experimental
facility (Fig. 7) consisting of optical distribution
frame, in which SC-SC adapter of multi-mode
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HachblllleHue IIpu pocTe SPL 6esoro myma, 4TO COOT-
BETCTBYeT HACBHIIIEHHUIO MeXaHH4YecKoH Koynebarens-
HOU CHCTeMBl. Ho OCHOBHOM BBIBOJ, COCTOUT B TOM, UTO
obmiasi rIybrHA MOAYISLMK H3/1y4YeHHS] Ha IIPOXOXK-
JeHHe KOHTAaKTa MHOIOMOJOBBIX BOJIOKOH (CBSI3aHa
C BKJIAJOM IIO BCeMY CIIeKTPy) Ha 4deTbIpe IOPSAAKA
IIpeBbIIIAeT MAaKCHUMAJIbHYIO INTyOHHY MOLYISIHHU
Ha Pe30HaHCHOI 4acToTe. CleoBaTeIbHO, IIPH IIepe-
Xome K pedreKTOMeTPHYeCKOMY MeTOAY Perucrpa-
MU ITyOHMHa MOAYISLIMHU OTPasKeHHOr0 H3/yYeHHs
MOKeT OOCTHraTh 100%.

METO/bI 3ALNTbI AKYCTUYECKON
NHO®OPMALINA [4-8]

3amuTa 06beKTa 0T yTeuKH aKyCTH4YecKor MHPopMa-
LMK 4Yepe3 BOJIOKOHHO-ONTHYeCKHe KOMMYHHKAILHMH
BO MHOTOM AYOJIMPyeT CTAHAAPTHbIE METO/bI 3A U THI
KabespHBIX CUCTEM, HO U OHH HUMeEIOT CBOM 0CO6eHHO-
CTHU. Ba’kHa CTPYKTypa KaHala yTeuky U GU3HIecKUe
IIPUHIIMIIBI MOJY/ISILIUY CBETa.

CTpyKTypa KaHa/la yTe4ku aKycTu4eckom

UHpopmMauumn
BO3,ELefICTBHe dKyCTH4YeCKOoro I10/14d Ha BOJIO-
KOHHO-OIITH4YeCKHe KOMMYHHKallUH BbI3bIBAeT

HeskeJIaTeJIbHYI0 MOJY/ISIIIUI0O CBETOBBIX IIOTOKOB.
PacrpocTpaHsACh 0 KabelbHBIM CUCTeMaM, MOAY/IS-
LM BBIXOOHUT JIaJIeKO 3a IIpefie/lbl OXpaHseMOL 30HBI,
rge MOXeT OBITH 3aperMCTPHpOBAHA HApyIIHUTEIeM.
TakuM o6pa3oM, KOHOUIeHIIHaTbHAS UHPOPMALIHS,
CBSI3aHHAsl C aKyCTUYeCKMMH IONSIMH Ha oOBbeKTe
MHGOpMaTH3aLIMK, MOXET OKa3aThCsl B PykKax Hapy-
IIKUTe/s. B mpeasaraeMor CTPyKType KaHasa yTeuKHu
MOSKHO BBIJIe/TUTh TPH ITIABHBIX 7IeMeHTa:
* MOAY/SLHS CBeTa B OIITOBOJIOKHE aKyCTHUYeCKUMH
IOJISIMU OT UCTOYHHKA HHPOPMALIHH;
e pacmpocTpaHeHHe CHTHaja II0 ONTHYECKHUM
KabelpHBIM CHCTEeMaM 3a Ipefielbl OXpaHsIeMOH

30HBI;

* 30HJMPOBaHHE M PEerMCTpaliMs CHUIHaJIa YTeYKHU
HapyIIHUTeIeM.
Kaskapili 271eMeHT KaHalla YyTE€UKH HMeeT

cBou cnabsle M CHJIBHBIE CTOPOHBI B 3aIlUTe

KOHQUIeHIHaAbHOCTH HHOopMaluMU. HX 3HaHHe

[103BOJISIeT IIOCTPOUTh 3QPeKTHUBHYIO 3aIiuTy. OHa

OCHOBaHa Ha CJIelyIONUX TPeOOBaHUIX:

* MHHUMHM3ALUS [APa3UTHBIX HABOAOK (MOIY/Is-
LIMH) B OIITUYECKOMN Kabe/IbHOM CHCTEMe;

e oOrpaHHYeHHe BBIXOJA CHUIHaJla YTeYKH 3a IIpe-
TleIbl OXpaHsIeMOMH 30HBI;

e TIIpefoTBpallleHHe WM BBISIBIEHUE HeJleraJbHOro
TIOAKJTIOUEHHSI K OIITUYECKOH CeTH.
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fibers and microphone for the control of sound
pressure level (SPL) were located. Stabilized laser
radiation arrived to SC-SC adapter and it was
registered at the exit by the photodetector with
selective nanovoltmeter or integrating voltmeter.
Acoustic field with the spectrum of white noise
was formed in the optical distribution frame and
it allowed excitement of all mechanical resonances
in the optical contact of multi-mode fibers. White
noise formed the spurious modulations of light
intensity which were registered by photodetector.
Application of the selective nanovoltmeter made
it possible to perform the spectral studies of light
modulations with the band width of 25 dB of
octave.

Study results are given in the form of diagrams
of spectral dependence of modulation depth
(Fig. 8) for the transmission m=(p,/ BP) m<<m. (f)
at set SPL of white noise and dependence (Fig. 9)
of modulation depth on sound pressure level
m=(B,/B,) m<<m. (SPL) for the laser wavelengths
A=850 nm and 632.8 nm. It can be obtained from
the first diagram that this SC-SC adapter has
the modulation depth m=(f,/B,) m<<m. ~0,9
ppm (1 ppm=10"°) at the resonance frequency
fy=3 kHz. If we assume that (B,/B,) =40 dB and it
corresponds to the ratio of the powers of radiation
reflected and transmitted through the contact
of multi-mode fibers, then at the resonance
frequency f,=3 kHz we will obtain the estimation
of fiber resonance displacement d,~0.0003 pm
and modulation depth m=(B,/B,)m<<m. ~0,6
ppm. It corresponds to the depth of modulation
of reflected radiation m=<0,6%. Comparing
the experimental and theoretical values
m=(p,/B,)m<<m. we have the matching of
orders and the difference by 1.5 times can be
connected with the failure to take into account
other mechanisms of spurious modulations.
The second diagram confirms the influence of
probing radiation wavelength on the modulation
depth and with the growth of SPL of white noise
the saturation is observed, which corresponds to
the saturation of mechanical oscillation system.
But the main conclusion consists in the fact that
the total depth of radiation modulation for the
transmission of the contact of multi-mode fibers
connected with the contributions along the whole
spectrum exceeds the maximum modulation
depth at resonance frequency by four orders.
Therefore, in case of adoption of the reflectometry
registration method the depth of modulation of
reflected radiation can reach 100%.



RERRR RN RN R N AR R AR R R R R N N AR N AR A AR RN NN
IS FIBER-OPTICS TECHNOLOGIES m
RERRR RN RN R N AR R AR R R R R N N AR N AR A AR RN NN

IS 3TUX 1ielell MOKHO MCIT0JIb30BaTh METOMBI
3KpAaHUPOBAHHUS KabelbHOM CHCTEMBl OT BHeII-
HHUX OQU3NYECKUX BO3IEHUCTBHH U II0JeH; OHIIb-
Tpall¥s U 3allyMJIeHHe CHTHajla YTe4YKH; JIeTek-
THUPOBaHMHE IMAPa3sUTHBIX MOAYISLHUH U IIOMIBITOK
30HIUPOBAHUS.

JanpHelmee o6CysKIeHHe MeTOIOB 3aIlHUThI CTPO-
UTCS [JIST ONTHYECKUX KabenbHBIX CHCTEM CBSI3H.
OO6BICHSIETCS 3TO TeM, YTO OaHHbIe CHCTEMBI HaH-
boree pacmpocTpaHeHHI U Ooslee 4acTO BCTPEHAIOTCS
[0 CPAaBHEHMIO C BOJOKOHHO-OIITUYECKMMHU H3MepU-
TeMIbHBIMHU CHCTeMaMHM, CHCTeMaMH 0e30I1acHOCTH
U HHTepdelicamu. Ho NpHUBOAHMBIE PaCCy>KIeHUS
OCTAIOTCSI B CHJIE 151 BCeX BHUJOB ITPUMeHeHH S OIITH-
Yyeckoro Kabens.

AKyCTUYecKas 3KpaHUpOBKa ONTUYECKOro
Kabens

AKYCTI/I‘IECKaH I-)KpaHI/IpOBKa OIITHUYeCKOoro Ka6eJ151 -
3TO 3BYKOI/I30HHHHH, ocna6neH1/1e aKYCTI/I‘-IQCKOI'O KOH-
TaKTa BHeEIIHero aKyCTI/IUIECKOl“O I10/7151 C OIITUYECKHUM
K3.6€JI€M HYTGM HCIIOJIB30BAHU A 3BYKOHOI‘)'IOH.13.IOH.II/IX/
OTp&)KaIOH.LI/IX MaTepI/IaJ'IOB, HPI/IMEHeHI/IeM oriTHu4de-
CKoro Kaﬁeﬂﬂ BBICOKOI'O Ka4eCTBa, YLLaJ'IeHI/IEM I<a6en;1
OT MCTOYHHKA 3BYKa. MOHTaXX CTPYKTYpHPOBaHHOM

i g

METHODS OF ACOUSTIC INFORMATION
PROTECTION [4-8]

Site protection from the leakage of acoustic
information through fiber optical communications
duplicates the standard methods of cable system
protection in many aspects but they have
peculiarities. The structure of leakage channel and
physical principles of light modulation are very
important.

Structure of Acoustic Information Leakage
Channel
Action of acoustic field on fiber optical
communications causes the undesirable modulation
oflight fluxwhich is spread in cable systems and goes
far beyond the boundaries of protected zone, where
it can be registered by infringer. Thus, confidential
information connected with acoustic fields at
informatization site can be received by infringer.
In the suggested structure of leakage channel three
main elements can be highlighted:
« Light modulation in optical fiber caused by
acoustic fields from information source;
« Signal propagation in optical cable systems
outside the boundaries of protected zone;
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KabeqpHOM CHCTeMBI B odrice M 3IaHHUH IIPOM3BO-
OUTCS C HCIIONb30BaHHEM KabelbHBIX KOPOOOB, JIOT-
KOB, KOMMYTaILIMOHHBIX KPOCCOB, TEPMHHAJILHBIX 3J1e-
MEHTOB U T.JZ., I7le B OIITHYeCKOM Kabese obpasyroTcs
BCE THUIIBl HEOJHOPOAHOCTeH. OCHOBHAS IPUYHHA UX
nosiB/ieHUsT Her3beskHA M CBsSI3aHa C KOHCTPYKILIHeEH
CeTH. A Ipyras NpUYHHA MOXKET ObITh CO3[aHA MTyTeM
Pa3IUYHBIX BO3JEHCTBHH HapyLIMTeJIeM BpPeMeHHO
(Ha HeoOXOOWMBIM IIEPHOZ, II0 3aBepIIeHHI0 KOTO-
poro omTHYeckas OZHOPOLHOCTH OBICTPO BOCCTAHAB-
nuBaeTcs). FIMeHHO MO03TOMY aKycTH4ecKoe SKpaHH-
poBaHUE He 3bdeKTUBHO 6e3 IIOCTOSIHHOTO KOHTPOJIS
32 COCTOSIHHEeM CTPYKTYPHPOBAaHHOHN KabelbHOI
cucteMbl. OCHOBHBIE PeKOMeHOALMH [ 3KpPaHHU-
POBaHHS COCTOST B CefyIomeM: BOIM3M HCTOYHU-
KOB KOHOUIEHLHANbHON pedeBoM HHOOpPMALIUU
KayecTBO Kabesss HOMKHO OBITh HAMBBICHIMM; TOITO-
JIOTHS CeTH BK/II0YaeT MUHHMAJIbHOe YHC/I0 U3THO0B
C MaKCHUMaJIbHO OONBIIMM PafHycoM; BCe KOMMYTa-
LIMOHHBIe 3/IeMeHTHl yOajleHbl, B IPOTUBHOM Cily4yae
Ha HUX JOJDKHBI OBITH YCTAHOBJIEHBI 3aITYIIKHU C aKy-
CTHYECKUM 3KPaHHUPOBaHHEM.

®dunbTpaumsa 1 3allymMmaeHne CUrHana yrTeuku
uHopmauum [6, 7]

Mertop, riogpasyMeBaeT OTCeYeHHe [IapPa3sUTHBIX MOIY-
AWM U fobaBiieHHe K II0Je3HOMY CHUTHAIy IIyma
C TIOMOIIBIO CIIeLIMAIBHOTO 000pyHmOBaHMS. [laHHBIN
MeTOJ, OTHOCUTCS K aKTHBHBIM MeTOJaM, H, KaK IIpa-
BUJIO, TpebyeT IpSIMOTO BKIIIOUEHHS B OITHYECKYIO
CeTh IPOMESKYTOYHOI'0 aKTUBHOI'0 060pYIOBaHU S, UTO
IIPOTHBOPEYUT KOHLIEMLIMKU TeXHOJIOTHH ITaCCUBHBIX
OIITHUYEeCKHX ceTeH. B HeKOTOPBIX C/Iydasix yCTPOUCTBO
3aIIMTBI MOKET He BXOOHUTD B COCTaB ONITHYEeCKOM CeTH
HeIloCpeACTBEHHO, HAallpHMep, KOI[a 3allyMJIeHHe
[IPOM3BOSUTCS IIyTeM IIPSIMOIO BO3JELCTBHS BHeEII-
Hero ImymoBoro GH3HUecKoro II0s Ha caM Kabes.
B 3ToM ciydae BO3[EHCTBHE BKIIOYAeTCSI TOIBKO
B TpebyeMBble MOMEHTH BpeMeHH U C TpebyeMoi Moll-
HOCTBbIO. OTIUYUTENBHOM 0COGEHHOCThIO GUIBTpaA-
LM SIBISeTCS BO3MOXKHOCTb ee IPHMeHEeHHUS A
1060 ceTH, B TOM YHC/Ie M C HEM3BeCTHOM peaKIhem
Ha Iapa3sUTHBIE MOAYISALHH.

O6Hapy>keHne napasnTHbIX HABOA0K
(Moaynauumn) n 3o0HANPYIOLWNX

usny4veHun [4, 8]

3amuTa aKycTHYeckorm HHPOPMAaLMU OT yTedeK
[I0 ONTHYEeCKOM Kabe/lbHOM CeTH IIPU Iapa3sHUTHBIX
aKyCTHYeCKUX MOAYISIUSAX CBeTa MOXeT ObITh
IIOCTPOeHA Ha BBHISIBIEHHUH Yrpo3ml. Jlrobas yrposa
yTedKHu MHQOpPMAaLIMH CBA3aHa C ABYMS GaKTOpaMHU:
BO-IIePBBIX, Ha/JH4HeM 3PPeKTUBHOM Mapa3sUTHOU
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« Probing and registration of leakage signal by
infringer.

Every element of leakage channel has its weak
and strong points in the protection of information
confidentiality which make it possible to construct
effective protection. Protection can be constructed
on the basis of the following requirements:

e Minimization of  spurious  crosstalk

(modulations) in optical cable system,;

« Restriction of leakage signal output outside the
boundaries of protected zone;

+ Prevention or detection of illegal connection to
the optical network.

Methods of cable system shielding from external
physical effects and fields, filtration and noise
pollution of leakage signal, detection of spurious
modulations and probing attempts can be used for
these purposes.

Further discussion of protection methods for
optical cable communication systems is connected
with the fact that these systems are the most
widespread and used more frequently in comparison
with fiber optical measuring systems, security
systems and interfaces. But the specified arguments
are still valid for all types of application of optical
cable.

Acoustic Shielding of Optical Cable

Acoustic shielding of optical cable is represented by
sound insulation, reduction of acoustic contact of
external acoustic field with optical cable through
the use of sound absorbing/reflecting materials,
application of high-quality optical cable, cable
removal from sound source. Mounting of the
structured cable system in office and building is
performed using the cable trunks, cable trays,
switching distribution frame, terminal elements
etc. in the points of optical cable where all types
of inhomogeneities are formed. The main part is
unavoidable by the network structure. And the
other part of inhomogeneities can be created by
infringer for the required period of time through
different effects and then the optical homogeneity
is quickly restored therefore the acoustic shielding is
not efficient without constant control of the state of
structured cable system. The basic recommendations
for shielding consist in the following: quality of the
cable which is located near the sources of confidential
information must be the highest; network topology
includes minimum number of bands with the
largest radius; all switching elements are removed,
otherwise terminators with acoustic shielding must
be installed on them.






i1

MOZyIsAOMKU B 06/acTH, Ie OHA MCKJIIYAeTCS;
BO-BTOPBIX, HaJM4YHEeM 30HIUPYIOUIUX H3MydeHHUH.
IlepBasi 0cOBEHHOCTH yKa3plBaeT Ha CaMy BO3MOXK-
HOCTb TAKOH yTeUKH, BTOpPas — Ha peaJIM3aL 10 yTPO3EL.
OCcob6eHHOCTBIO YTEUKH PedeBOM MHQPOPMALIUH SIBIIS-
eTcsa TOT (I)aKT, 9TO HCTOYHHK YTE€4YKH, KaK IIpa-
BHJIO, HAaXOLUTCSI BOIM3KM TepMHHAIBHOIO CETEBOIO
obopynoBaHUS. ITO II03BOJSIET COBMECTHTH TPAHC-
HBEP C yCTPOKMCTBOM 3aIUTHI, KOTAA B TepMHUHATBHOM
TPaHCHBepe IIPOU3BOAMUTCS aHA/IM3 CBETOBBIX IIOTO-
KOB B CeTH U 110 $paKTaM HaTHU4IHUA [Iapa3UTHOU MOIY-
JISIIUH YU 30HAHPYIOIIHUX H3nyquH171 [ejaeTcs BBIBOL
0 II0SBJIEHUH YT PO3bI IIOAC/TYIIHBAHM .

3AKJTKOMEHUE

B pabore obcyskpmarmoTcs ¢H3HYeCKHe MNPUHIIHIIBL
IIapa3sUTHBIX MOAY/ISLIUI CBeTa B OIITOBOJIOKHE BHeII-
HUMH QU3UYECKHUMHU IOISIMH KU aKyCTHYECKOH BOJ-
HOM B YacTHOCTH. OILleHKAa BO3MOXKHOH IJIyOHHBI
MOIYNSIIUY CUIHA/MIA YTeUYKH aKyCTHYeCKOH HHOp-
MallMH IIPY OTPakeHUH OT Pa3beMHOI0 COeJHHEHU S
II0Ka3bIBaeT 3HAYHUTE/NbHYIO OMACHOCTh IOACTYIINBA-
HUSI 4epe3 BOJIOKOHHO-OIITHYeCKHe KOMMYHHKAIIUH.
M3 MeTOHOB 3alIUTHl BBIJENSIETCS JeTeKTHPOBAHUE
yIPO3bl IOACTYIIMBAHHUS 10 MOHUTOPHHTIY CBETOBBIX
IIOTOKOB B OIITHYECKOM KabeJre.
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Filtration and Noise Pollution of Information
Leakage Signal [6, 7]

The method implies the elimination of spurious
modulations and addition of the noise to desired signal
with the help of special equipment. This method
refers to the active methods and as a rule requires the
direct introduction of intermediate active equipment
to the optical network which contradicts the concept
of the technology of passive optical networks. In
some cases, protection device might not be the part
of optical network directly, for example, when the
noise pollution is performed by the direct effect of
external noise physical field on the cable. In this case
the effect is switched on only at the required points of
time and with the required power. Capability to apply
filtration for any network including the network which
is unknown on spurious modulations is the distinctive
feature of filtration.

Detection of Spurious Crosstalk (Modulations)
and Probing

Radiations [4, 8]

Protection of acoustic information against leakages
through the optical cable network upon the spurious
acoustic light modulations can be constructed on the
basis of threat detection. Any threat of information
leakage is connected with two factors: (1) availability
of effective spurious modulation in the area where it is
eliminated; (2) availability of probing radiations. The
first peculiarity indicates the potential of such leakage
and the second oneindicates the threatimplementation.
Peculiarity of the verbal information leakage consists
in the fact that the source of such information is
located near the terminal network equipment, as a
rule. It allows combining the transceiver with the
protection device when the analysis of light flux in
the network is performed in the terminal transceiver
and according to the facts of availability of spurious
modulation and probing radiations the conclusion on
the eavesdropping is drawn.

CONCLUSIONS

Physical principles of spurious modulations of light
in optical fiber caused by the external physical fields
and acoustic wave, in particular, are discussed in the
paper. Performed estimation of possible modulation
depth of acoustic information leakage signal upon
the reflection from releasable connection shows the
significant danger connected with eavesdropping
through the fiber optical communications. Detection
of eavesdropping threat by the monitoring of light flux
in optical cable is highlighted among the protection
methods.






