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onTu4yeckue KkabesnbHble CUCTEMbI KpoMe PYHKLUN
TpaHcnopTa MHPoOpMaLUN MOTYT MPUMEHSATbCS

B KayecTBe cpeAbl A5 pacnpepeneHHbIX
M3MepeHUM, 4TO NO3BOISEeT NCNOJIb30BaTb UX

M B KayecTBe KaHasa yTeuykun nHpopmaumu.
dunsnyeckue nons, Kotopbie popmMupyoT

KaHa/lbl YTeYKU, ABNAKOTCA HOCUTENTSMU
KOHPuaeHuuanbHo uHpopmauun. OHU Bbi3bIBAIOT
napasuTHble HaBog kM (MOAYSLUM) CBETOBbIX
NOTOKOB B ONTUYECKOM BOJIOKHe. Hanbonee
onacHa - yteyka pe4yeBon MHpopmMauumu. Ha ocHoBe
pa3beMHOro onTU4YecKoro coeguHeHus BOJIOKOH
noka3aHa onacHOCTb noacaywinBaHUsA neperosopos
MeTOoA0M ONTUYecKon pedrieKToMeTpUn
napasuTHbIX aKyCTOONTUYECKMUX MOAYNALNNA

B ONTUYeCKOM Kabene, KOTOpble NOATBEPXAEHDI
3KCNepUMEeHTa/IbHbIMU UCCIe[0BaHUAMN
aKyCTMYeCcKMX HaBOAOK Ha pacnpocTtpaHeHue cBeTa
yepes onTuyeckum SC-SC apanTtep. NpeanoxeHo
CTPOMUTH 3aLUTY KOHPUAEHLNANBHOCTU Ha OCHOBE
3KpaHUpoBaHuA, GUnbTpaLumn, 3alymMmaeHns

M AeTeKTUPOBAHMSA Napa3sUTHbIX MOAYALUMNA.

BOJIOKOHHO-OMNTUYECKWE
TEXHOJIOTMnN B AOME N OPUCE
BO/IOKOHHO-OIITHUYECKHEe TEeXHOJOTHMH OKPYXKaIT
M COIIPOBOXK/JAIOT 4YelOoBeKa BO MHOTHX 06/1acTsx
ero gestenasHocTH [1, 2]. Mcronbp30BaHMe OITHYe-
cKoro kabens Kak TPAaHCIIOPTHOM CpeJbl B pa3iny-
HBIX CHUCTeMax CBSI3H - OT TeJIeKOMMYHHUKALIUH
no aboHeHTCKOro AOCTyIa - ofHA M3 Hauboiee
ycremHbIX. TakHe TeXHOJOTHH, KaK IacCCHBHBIE
ontuyeckue cetu (passive optical network, PON),
ONTHYeCKHe CTPYKTypHUPOBaHHBIe Kabemb-
Hble cucTeMbl (structured cabling systems, SCS)
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Optic cable systems, in addition to function

of transport information, can be used for
distributed measurements allowing their use
to create information leakage channel. Leak
channel is formed by physical fields that carry
confidential information and causing spurious
crosstalk (modulation) light beams in an
optical fiber. Greatest danger is leaked speech
information. Based on the split optical fiber
connections is shown danger eavesdropping
talks by optical reflectometry of spurious
acoustooptical modulations in the optic cable.
Which have been confirmed by experimental
studies of acoustic crosstalk on the light
propagation through optical SC-SC adapter.
Protection is proposed to build on the basis of
screening, filtering, noise and detection spurious
modulation.

FIBER OPTICAL TECHNOLOGIES
IN HOUSE AND OFFICE
Currently, fiber optical technologies have
widespread application in many areas of human
activities [1, 2]. One of the most effective
applications consists in the use of optical cable as
the transport medium in many communication
systems from telecommunications to subscriber
access. Such technologies as passive optical
networks (PON), optical structured cabling
systems (SCS) make it possible to implement many
broadband services, for example, service for the
cable transmission of audio, video and data to
subscriber - Triple Play; network convergence.
Other type of application is connected
with fiber-optic sensors (FOS) and distributed
measuring networks which are used in the
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[I03BOJISIIOT Peajn30BaTb MHOIHe IMIKPOKOIIOJIO0C-
HBble yCIyTH, HallpUMep, YCIyTy o mepefade abo-
HeHTYy II0 oJHOMY Kabejlo ayguo, BUeO U HaH-
HbIx - Triple Play; mocTpoeHHe KOHBePTreHTHBIX
cetent (network convergence).

Jlpyroe mnpHMeHeHHe CBS3bIBaeTCSd C BOJIO-
KOHHO-onTH4YeckKuMH pnatuukamu (fiber optic
sensor, FOS) u pacmpefeleHHbBIMH H3MepHTe/b"
HBIMHU CeTSIMHU (TeXHOJIOTMYeCKHUH MOHHUTOPHUHT
COCTOSIHUS 3[JaHUH, COOPY>XeHHM, 3KOJOorhue-
CKHUHM MOHHTOPHHT IIPUPOJHBIX U UCKYCCTBEHHBIX
06bekTOB). C HM3MEpUTENbPHBIMHU K TPAHCIIOPT-
HBIMH BO3MOXXHOCTSIMH BOJIOKOHHOM OITHKHU CBS-
3bIBAIOT ee BHeJpeHHe B CHCTeMBbl 6e30IIacHOCTH
M 3aIIUThl. K HUM OTHOCSTCSI BOJIOKOHHO-OIITHYe-
CKHe CUCTeMbl OXPaHbl 06beKTOB, CHCTEeMBI BUEL0-
HabnIoeHUs U IpyrHe.

B mocimenHee BpeMs pa3pabaThIBaOTCS BOJIO-
KOHHO-OIITHUYeCKHe YAJIHUHUTeNIH HHTepdercoB
neprudepUUHBIX YCTPOHCTB HHPOPMALMOHHBIX
CHCTeM, KOTOpble II03BOJISIIOT 0e3 IIpoMeskyTou-
HBIX aKTHUBHBIX 3JIeMeHTOB IlepefaBaTh HHQOP-
MalHM0 Ha 3HAYUTeJbHbIe PAacCTOSHHUSA C BBICO-
KUMH CKOPOCTSIMH. Hampumep, NpHUMeHeHHe
ONTUYECKOro Kabesss IO3BOJMJIO CO3[aTh COeNH-
HeHHe cTaHAapTa USB 3.0 Active Optical Cable
(VIA Labs, Inc.) co ckopocTsaimu 5 Gbps Ha paccro-
sHue 100 M. AHaJIOTU4YHOe pelleHHe C COOCTBeH-
HBIM HHTepdericom Thunderbolt (Intel, Corp.)
MMeeT NPaKTHYeCKYK peanu3aljHio KaK C ONTH-
YeCcKHMM, Tak U C MeJHHIM KabemeMm. B JaHHBIX
YOJIUHUTeNs1X UHTepderica TPaHCHBEPHl BCTPO-
eHBl B pPa3beMbl (LIITeKephl) OIMTHUYECKOro Kabess.
ITo momo6HOM cxeMe CO3/4AI0TCSI BOJIOKOHHO-OIITH-
4YecKHe yJJIMHUTeNIH W KOHBepTephl Pa3JTHYHBIX
UHTepdercoB NepuepUUHBIX YCTPOUCTB, TaKHe
kak USB, FireWire, Ethernet, HDMI, DVI, RS-232
U Ipyrue.

CTo/Ib HIMPOKOE paclIpocTpaHeHHe BOJOKOHHO-
ONTUYeCKHMX TeXHOJOTHMH CBSI3aHO C IpeHMylle-
CTBAMH BOJIOKOHHO-ONTHYeCKOH TPaHCIOPTHOM
Cpelbl IO CPaBHEHHUIO C MeLHOM [ Ilepefadu
nHPopmauuu. Cpefa ONTHYECKOTO TPAHCIOpPTA -
OU3IeKTPUK (IJaBJeHBIM KBapl], CTEKJa, ONTHU-
YyeCcKHe IIJIaCTMAacChl), HO, TIJIaBHBIM ob6pasoMm,
B ONTHYECKOM KabeJie MCIIONb3yeTCs MJIaBAeHBIM
KBapll ¢H3HUYeCKHe CBOKCTBA KOTOPOIO U OIpeje-
JS0T ero npeuMymecTBa. C OHOM CTOPOHEIL, ~ 3TO
BBICOKAsl MeXaHH4YeCKasi IPOYHOCTb, [JOJITOBEY-
HOCTb, HEBOCIPHUHMUHBOCTb K 37TeKTPOMArHHUT-
HBIM II0JISIM, MaJioe IorjolieHHe cBeTa. C Ipy-
rOM,~ TeXHOJIOTHH HHCTAJUIALIUHU U 3KCIIJIyaTalluu
BO MHOIOM IIOBTOPSIOT BO3MOXXHOCTH MeIHOTO
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technological monitoring of condition of
buildings, strictures and ecological monitoring of
natural and artificial objects. Implementations
in the area of security and protection are
connected with the measuring and transport
capabilities of fiber optics. They include fiber
optical systems of site protection and use of
fiber optical communication links in observation
systems etc.

In the present time, the fiber optical
extenders of peripheral interfaces of information
systems which allow transferring information
to significant distances with high speed
without intermediate active elements are
being developed. For example, application of
optical cable allowed designing of the standard
connection USB 3.0 Active Optical Cable (VIA
Labs, Inc.) with the speed of 5 Cbps to the
distance of 100 m. Analogous solution with its
own interface Thunderbolt (Intel, Corp.) has
the practical implementation with the optical
cable and copper cable as well. According to
the similar scheme, the fiber optical extenders
and converters of different peripheral interfaces,
such as USB, FireWire, Ethernet, HDMI, DVI,
RS-232 etc., are created.

Such widespread occurrence of fiber optical
technologies is connected with the advantages
of fiber optical transport medium in comparison
with the copper medium for the information
transmission. Medium of optical transport is
represented by dielectric (fused quartz, glasses,
optical plastics) but the fused quartz, which
physical properties determine its advantages,
is mainly used in the optical cable. On one
hand, its great mechanical strength, durability,
nonsusceptibility to electromagnetic fields, and
low light absorption refer to its advantages.
On the other hand, installation and operation
technologies repeat the capabilities of copper
cableinmany aspects. Asaresult, communication
systems received the new transport medium with
unique properties and standard installation.

Thus, fiber optical technologies for
information transmission and measurements
have widespread application in many areas
and replace copper cable systems improving
the main characteristics. However, new
technologies generate problems for the provision
of information security which are connected
with the newness of transport system and low
exploration degree of physical principles of the
formation of information leakage channels.
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Kabessi. B pe3ynpTaTe CUCTEMBI CBSI3H IONYUYMIH
HOBYIO TPaHCIOPTHYIO Cpefy C yYHHKaJbHBIMH
CBOMCTBAaMH U CO CTAHJAPTHBIM MOHTa>kOM.
Birarogapss CBOMM CBOHCTBaM BOJIOKOHHO-
ONTHYEeCKHe TeXHOJIOTHH Iepefadyu HHQOpMaALI UK
U U3MepeHUH IOCTOSHHO PAaCUIUPSIOT CBOM IPU-
MeHeHMsI BO MHOTHUX 06/1acTsX U 3aMellaoT MeJ-
Hble KabenbHBle CHUCTeMBI, yIoBJIeTBOpssi 6osee
BbICOKMe Tpe6oBaHM . OJ{HaKO HOBbIe TEXHOJIIOTUH
co3garoT mpobnemsl Aiusi obecmedeHUsT HHGOpMa-
LIUOHHOM b6e3omacHocTH. OHU CBS3aHBI C HOBHU3-
HOU TPaHCIIOPTHOH CHUCTeMBbl M COOTBETCTBEHHO
OTCYTCTBHEM  HCCAeJOBaHHHUMN (QHU3HUUYeCKUX
NPUHIUIOB (QOPMHUPOBAHUS KaHAJOB YTeUKH
nHopmanuu. OCHOBHOe BHHMaHHe cIyxkb Oes-
OmacHOCTHU obpamaercs Ha 3amUTy TpadHka
B BOJIOKOHHO-ONTHUYeCKHX TeJeKOMMYHHKAILIHUIX,
IepexBaT KOTOPOr0 MOXKeT IIPUHeCTH MaKCHMaJlb-
HBIH Bpeld. Ho kKpome yrpo3 TpaduKy ONTHUe-
CKHe KabenpHBle CHUCTeMBl odpuca M JoMa HeCyT
OIIaCHOCTh KOHQHUEeHIIMAaAbHOCTH HHPOPMaAIUU
BHYTPH 06BeKTOB. I[IpUYMHA - H3MepHUTe/lbHbIE
BO3MOKHOCTH OIITH4YecKoro Kabens. Hacrosimas
pabora mocBsmeHa 000CHOBAHUI MOLOOGHBIX

yrpos.

YTEYKA NHOOPMALINU

YEPE3 BOJIOKOHHO-OMNTUYECKUE
KOMMYHUKAL U

N3MeputenbHble BO3SMOXHOCTU
BOJIOKOHHOW ONTUKM

IIpOHUKHOBeHHe BOJIOKOHHO-ONTHYECKHX TeXHO-
JIOTHH B 0QUC U NOM IIPUBOJUT K TOMY, YTO OITH-
YeCKHH Kabelb U BOJTOKHO pa3sMelaroTcs BOIH3HU
yesoBeka, paboTaroniero o6opysoBaHUS, BHYTPeH-
HeHl cpenbl odrca, KOTOPEIe FeHePUPYIOT PH3U-
YeCKHe II0JIsI, OKa3blBaloIlHe BIHSHHe Ha Ipo-
XOXKJeHHe CBeTa B BOJIOKHe. Y 3JI0yMBIIIJIEHHHUKA
MOSIBJISIETCS  BO3MOXHOCTb  PerucTpHpOBaTh
rofo6Hble Tapa3suTHBIE HABOAKHU OT OKPYSKAIOIIHUX
bU3MYeCKUX [IOJIeH U, AHAIU3UPYS UX, IIOYYUTD
OOCTYIl K IUPKYIUPyIoIlel Ha obbeKTe KOHOU-
OeHLHaAbHON HHPopManuu. O600IeHHYI0 CXeMy
KaHajla yTedyKd HMHPOPMALMHU MOXHO IIpeAcTa-
BUTD B CJleiyomieM Bue (puc.l): dusrdeckoe moie
KaK HOCHUTe/Nb MHQOPMALUK BO3NEHCTBYeT Ha CBe-
TOBBIe IIOTOKH B BOJIOKHE, BBI3bIBAaeT MOZYJISALIUIO
CBETOBOI'O IIOTOKa Ha Ya4CTOTaX IIOIS, B pe3yJib-
TaTe 4ero HapyLIHUTe/lb IOJAy4daeT AOCTYI K KOH-
bupgeHMaNIbHON HHQOPMAILIMM, KCIOJb3ysl 30H-
OUDYyIOIIHe H3Jy4eHHs B ONTHYECKOM BOJIOKHe.
KaHan yTedkd HMHPOPMALKU MOXKeT OBITh pea-
JH30BaH IO OIITHUYECKOM CXeMe Ha IPOXOXAeHHe
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Security services are mainly focused on the traffic
protection in fiber optical telecommunications,
interception of which can cause the maximum
damage. But besides the traffic threat, the
optical cable systems for office and house have
the danger of information confidentiality inside
sites due to the measuring capabilities of optical
cable. This paper is devoted to the explanation of
similar threats.

INFORMATION LEAKAGE THROUGH
FIBER OPTICAL COMMUNICATIONS
Measuring Capabilities of Fiber Optics
Infiltration of fiber optical technologies into
the office and house results in the fact that
optical cable and fiber are located near human
being, operating equipment, office internal
environment which generate the physical
fields influencing on the light passage in fiber.
Intruder has the opportunity to register similar
spurious crosstalk from the surrounding physical
fields and analyzing them receive the access
to the confidential information circulating at
the site. Ceneralized scheme of information
leakage channel can be shown in the following
form (Fig. 1): physical field as the information
carrier affects the light flux in fiber, causes
the modulation of light flux at field frequencies
and as a result the intruder receives access to
the confidential information using the probing
radiation in optical fiber. Information leakage
channel can be implemented according to the
optical scheme for the passage or reflection of
light from the inhomogeneity point and for
the implementation intruder can use his/her
own probing radiation and light flux of legal
information signal.

External physical fields form the spurious
crosstalk in fiber and cause the modulation of
light wave parameters. Modulation type and
depth determine the efficiency of information
leakage channel. Amplitude, phase, frequency
and polarization modulation canoccurinfiberand
its depth depends on the parameters of probing
radiation such as intensity, spectral composition,
polarization, degree of monochromaticity and
coherence. The light phase, variation of which is
registered on the basis of interference methods
with the accuracy of more than 1 ppm (107°), has
the highest sensitivity to the external influence
and it allows measuring the mechanical
effects on fiber and acoustic fields near it.
Polarization modulations are mainly connected
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WM Ha OTpa’keHHe CBeTa OT MeCTa HeOJHOPOJHO-
cTu. TaksKe i peanu3aliuy HapyUIMTe/lb MOXKeT
HCII0JIb30BaTh KaK COOCTBeHHBle 30HAMPYIOIIHe
M3/Iy4eHHUs, TaK M CBETOBbIe IIOTOKH JIeTaJbHOTO
MHPOPMALIMOHHOTO CUTHAJIA.

BHemHue ¢Qusnuyeckue moasg GOPMHUPYIOT
[MapasuTHBIE HABOAKH B BOJOKHE U MPUBOAAT
K MOJY/ISLIMUA IIapaMeTpPOB CBETOBOL BOIHBI. BUJ,
MOAYISILIUHU U ee I1ybrHa onpenensiioT 3¢ PeKTUB-
HOCTh KaHajla yTeYKH HHPOpMaLHMM. B BOJIOKHE
BO3MOXHa aMIUIMTyAHas, dasoBas, 4YacTOTHasA
U MOJISPU3ALMOHHAs MOAYIILUs. [nybuHa Mony-
JAALUKMU 3aBUCUT OT IIapaMeTpPOB 30HAHUPYIOIIEro
M3JIy4eHUs - HHTeHCHUBHOCTH, CIEKTPaJIbHOrO
CcoCcTaBa, IOJApU3ALUU, CTEIIeHH MOHOXPOMAaTHY-
HOCTH M KOTepeHTHOCTH. Haubonpllerl 4yBCTBU-
TeJbPHOCTBIO K BHEITHUM BO3/IeHCTBUSIM obnamaeT
dasa cBeTa, H3MeHeHHe KOTOPOM PerucTpUpyeTCs
MHTeppepeHUIMOHHBIMU MeTOLaMH C TOYHOCTH
6osiee 1 ppm (107°). 3To mo3BOISIET U3MEPSITh MeXa-
HHUYeCKHe BO3JeHCTBHUS Ha BOJIOKHO U Ha aKyCTH-
yecKHe MoJisi B6IM3H Hero. B OCHOBHOM IONSIPU-
3alMOHHbBIe MOJAYIALIUU CBA3aHbI C BO3JEHUCTBUEM
OKPY>KAIOMIKUX 3/IeKTPOMarHUTHBIX IIOJIeH, a U3Me-
HeHHs CIeKTpa - C HeJIMHeHHBIM pacCesHHEeM,
KOTOpO€e 3aBHCHT OT TeMIIEPATYPHI.

TakuMm obpasom, n0b6oe BHeIlHee BO3Jek-
CTBHE Ha BOJIOKHO MJIM OKPYKaIIHUe ero Qusu-
YeCKHe II0JIS OKa3hIBAIOT MapasHTHOE BIHIHHE
Ha IIpollecC pacHpoCTpaHeHHsd CBeTa, KOTOopoe
MOXKeT OBITh JeTeKTUPOBAHO CIIeLIHMaJbHBIMHU TeX-
HUYEeCKUMH cpeAcTBaMHu. CI0XHOCTb perucrpa-
UMY [apa3sMTHBIX HaBOLOK KOMIIEHCHPYeTCs
LeHHOCTBIO IIOJy4YaeMOHM KOHQUIeHIIHMAIbHOU
UHOOPMALIKH.

OonTtunyeckas pepnektomeTpus B cbope
uHdopmauuum (puc.1)

OOHUM H3 OCHOBHBIX CII0OCOOOB perucTpanuu
MapasUTHBIX HABOJOK SIBIASIOTCS METOJBI OIITH-
yeckor pednertoMerpun (Optical Time Domain
Reﬂectometry, OTDR), OHH IIHPOKO MCIIOJNB-
3yl0TCSL KaK B M3MEpPUTeJbHOM TeXHHKe, TakK
U B CHCTeMax MOHHUTOPHHTIA BOJOKOHHO-OIITHU-
JyecKMX JTUHHUHN cB43U [3]. CyTb MeToda COCTOHUT
B 30HJHPOBAHUHU BOJIOKHA HMIIYJBCHBIM HIIH
HeIllPepBIBHBIM ONTHUYEeCKHUM HU3JydeHUEeM U peru-
CTpaluu obpaTHOro U3nydeHus. O6paTHOe U3y~
YeHHe IOSIB/ISeTCS B pe3y/bTaTe B3aUMOJEHCTBU S
30HAUPYIOIEro M3JIy4eHHUS C ONTHYeCKHMH
HeOLHOPOLHOCTSIMH U AedeKTaMU OITHYECKOIO
BoJOKHA. OHO HampaB/JeHO B IIPOTHBOIIOJIOX-
Hy©0 (06paTHO) OTHOCHUTEIBHO 30HAUPYIOIIEro
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Puc.1. O606uweHHas cxema noo0cAyWIUBAHUS Yepe3 onmuye-
CKYH KabenbHyto cemb: 1-nepe2080pos; 2 — Hapyuiumenem;
3= cnomouibto onmu4ecKoz20 peprekmomempa

Fig. 1. Generalized scheme of eavesdropping through the
optical cable network (1) of talks (2) by infringer (3) using the
optical reflectometer

with the action of surrounding electromagnetic
fields and spectrum variations are connected
with nonlinear scattering which depends on
temperature.

Thus, any external effect on fiber and
surrounding physical fields have the spurious
influence on the process of light propagation
which can be detected by the special technical
devices. Difficulty of spurious crosstalk
registration is compensated by the importance of
received confidential information.

Optical Reflectometry in Information
Accumulation (Fig. 1)

Methods of optical reflectometry (Optical Time
Domain Reflectometry, OTDR), which are widely
used in measuring technology and monitoring
systems of fiber optical communication links,
refer to the main methods of spurious crosstalk
registration [3]. This method consists in the
fiber probing by pulse or continuous optical
radiation and registration of backscattered
radiation or radiation generated as a result of
the interaction of probing radiation with optical
inhomogeneities, defects of optical fiber and
directed to the opposite way (backward) relative
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H3JIy4eHH s CTOPOHY H CBA34dHO C SABJIEHHSMH pdcC-
CessHUSs, OTPa’>KeHHUsd U TeHepalHnHu (HEPEI/I3)'[y"-{E‘
HI/IH) cBeTa. OmTUUyecKkas CxemMa Ha OTpa’keHHe
IIO3BOJIAeT II0O BpeMeHH 3aJep>XKH T O6P3.THOI'O
H3JIyd4eHUd (OTKJ'II/IKa) OoIIpefesiaTb PpAacCIIOsIoXKe-
HHe HCCIIeAYyeMOr'o y4aCTKa OIITHYeCKOIo Kabend.
JTO HMMeeT Ba>KHOe 3HadyeHUe O QDOPMI/IPOBa‘
HHSA KaHa/lla YTe4YKH I/IH(I)OpMaLII/II/I. PaccTtossHUe
mo Kabesnmw o0 MecCTa Ha6JIIO,11E‘HI/I}I paCCHHUThIBA~
eTCd Kak

L=t-c/2n,

I7le C - CKOPOCTb CBeTa B BaKyyMe, N - [I0Ka3aTeb
IpesoM/eHHs BoJOoKHAa. O6paTHoe H3IydeHHUe
HeceT MHPOPMAIIHIO O COCTOSSHHH HCCIeAyeMOTo
y4acTka Kabessi, KOTOPBIM IIOABepraercs Iapa-
3SUTHBIM HaBOAKaM CO CTOPOHBI OKPY’KaIOUHX
dU3HUUYECKUX I10JIeH U BO3IEeHCTBUH.

B M3MepHUTeIbHOMN TeXHHUKe IS 10400HO0T0 30H-
OUPOBAaHUS HCIOAB3YIOT HM3/JydeHHe Pa3/JH4YHOIO
CIIeKTPaJIbHOIO0 COCTaBa, KOIepPeHTHOCTH, IO~
pusanuu. I[logbop mapamMeTpoB 30HIHUPYIOIIErO
H3/Iy4eHHUS U MeTOJOB perucTpaluu I03BojiseT
[IOJIYyYUTh NOCTOBePHYI0 HHOOPMALHIO O COCTOS-
HHUU CaMOT0 BOJIOKHA U IIPolleccax B OKPysKalollek
ero cpese. B 4dacTHocTH, BpeMeHHas pedieKTo-
MeTPpHU S HCIIONb3yeTCs A/ KOHTPOIS TakHX Iapa-
MEeTPOB ONTHYECKOM CeTH, KakK II0TepH, Halu-
yue nedeKTOB; OPUIITIOIHOBCKUE PedIeKTOMETPHI
(Brillouin Optical Time Domain Reflectometer,
BOTDR) Ha OCHOBe CIIOHTAHHOTO U BBIHY K EH-
HOTO paccessHUST MaHpgensmTaMa-bpunnosHa
MO3BONSIOT QUKCUPOBATh pacIpefesieHHUe HaTs-
SKeHHM U pacIpefie/leHHe TeMIIepaTyp IO [JJIHHe
ONITUYECKOT0 Kabesnsi; KOrepeHTHAas ONTHYECKas
pednexktomerpus (Coherent Optical Time Domain
Reflectometer, COTDR) IPHUMEHSIETCS B CHCTEMAX
BUOPOAKYCTUYECKOI0 KOHTPOJIS.

YTeuka uHpopmauumm

MU3-3a HeEOOQHOpPOAHOCTEN
BOJIOKOHHO-ONTUYECKOWN CeTU

99 beKTUBHOCTP METONOB ONTHYECKOH pediek-
TOMETPHH 3HAYUTEJbHO IIOBBIIIAETCS IPU (op-
MUPOBAHUU O0OpaTHOTO H3IydeHHS B Kabeie
OT ONTHYEeCKUX HEONHOPOAHOCTeH, HAedeKTOoB.
To eCTh y4aCTKHU BOJOKHA C JIOKAJIbHBIM H3Me-
HeHHeM II0Ka3aTessl IMpeloMJIeHUSs, KO3QPUIIHU-
€HTOB IIOIVIOIeHHS M pacCesiHUS, [0 pa3MepaMm
CpaBHHMBble C [OJHUHOM BOJHB 30HAMUPYIOLIETO
HU3/1y4eHHd, SBASIOTCSI HCTOYHHUKOM GOpPMHPO-
BaHHSA KaHaJOB yTedKH. HalWuMe ONTHYECKOHU
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to the probing radiation, which is connected with
the phenomena of light scattering, reflection
and generation (reradiation). Optical scheme for
reflection allows determining the location of
studied section of optical cable by the delay
time of backscattered radiation (response) t, and
this fact is very important for the formation of
information leakage channel. Cable distance to
the observation point is calculated as follows:

L=t-c/2n,

where c is the light speed in vacuum, n is the
index of fiber refraction. Backscattered radiation
carries the information on the condition of
studied cable section which is subjected to the
spurious crosstalk by surrounding physical fields
and effects.

In the measurement technology, the radiation
with various spectral composition, coherence
and polarization is used for probing. Selection
of the parameters of probing radiation and
registration methods allows receiving the
information on fiber condition and processes in
fiber-surrounding medium. In particular, the
time reflectometry is used for the control of such
parameters of optical network as loss, defects
etc.; Brillouin reflectometers (Brillouin Optical
Time Domain Reflectometer, BOTDR) based
on spontaneous and stimulated Mandelstam-
Brillouin scattering make it possible to register
the tension distribution and temperature
distribution along the optical cable; coherent
optical reflectometry (Coherent Optical Time
Domain Reflectometer, COTDR) is applied in the
systems of vibration-acoustic control.

Inhomogeneities of Fiber Optical

Network in Information Leakage

Efficiency of optical reflectometry methods
is considerably improved with the formation
of backscattered radiation in cable from the
optical inhomogeneities, defects or fiber sections
with the local variation of refraction index,
coefficients of absorption and scattering which
can be compared with the probing radiation
wavelength by their values. Availability of
optical inhomogeneity results in the growth of
backscattered radiation power and increases the
fiber sensitivity to external effects and physical
fields. The special sections with hypersensitivity
are formed in fiber optical measuring systems,
for example, on the basis of fiber Bragg grating
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HEOJHOPOLHOCTH IPHUBOAHUT K YBeJIHYeHHIO
MOLIHOCTH O06paTHOro M3Jy4eHUS U IOBBI-
IlaeT 4YyBCTBHUTEJbHOCTh BOJOKHA K BHEIIHHM
BO3JEHCTBUAM M QHU3UYECKHM IOASIM. B BoJO-
KOHHO-OIITHYeCKHUX HM3MEpPHUTeJbHBIX CHCTeMaX
GOpPMUPYIOT CIlellHaJIbHble YYaCTKHU C IIOBBILIEH-
HOM 4YyBCTBUTE/JbHOCTBIO, HAallpUMep Ha OCHOBeE
BOJIOKOHHBIX peleTok Bparra (Fiber Bragg grating,
FBG). M3BeCTHO, YTO TaKHe 3JIeMeHTBHI IIOBBIIIAIOT
YYBCTBUTENBHOCTh BBICOKOTOYHBIX BOJIOKOH-
HBIX H3MepHUTeler AedpopMalLlMH, TeMIIepaTyphl,
B HeKOTOPBIX [OPYIUX CJy4dyasiXx IIPUMEHSIOTCA
OIITHYeCKHe BOJIOKHA C IIOBBIIIEHHOM YYBCTBH-
Te/IbHOCTHIO K 3TeKTPOMArHUTHBIM MONSIM (ONTH-
yecKHe BOJIOKHA C 6OABIIMM 3HauyeHHeM IIOCTO-
aHHOU Bepme, Keppa, Ilokkenbca - Verdet, Kerr,
Pockels constant) u Tak ganee. ITomo6HBIE CTPYK-
Typsl BO3MOKHO CO3/1aThb U B OOBIYHBEIX OITHYE-
CKHUX CTPYKTypPHPOBAHHBIX KabeJIbHBIX CHUCTEMAX,
paBla CO 3HAUHTEe/NbHO MeHbIIeH UYYBCTBHUTEJb-
HOCTBIO K BHEIIHUM IOASIM. B mpuHILKIe, n06as
HEeOJHOPOAHOCTh BelJeT K POCTY BIUSAHHS BHEI-
HUX BO3[eMCTBHUU Ha IMapaMeTpPhl CBETOBBIX IIOTO-
KOB B BOJIOKHE — 3TO MOeT OBITh HCIIOIb30BAHO
oasi GOPMHPOBAHHUS KaHala yTedKH IM060UHOM

Syl 4

(FBG) which allows measuring the deformations,
temperature with high accuracy, in other
cases optical fibers with hypersensitivity to
electromagnetic fields (optical fibers with large
value of Verdet, Kerr, Pockels constants) are
used etc. Similar structures can be created in
the regular optical structured cable systems
but with considerably lower sensitivity to the
external fields. Cenerally, any inhomogeneity
causes the growth of influence of external
effects on the parameters of light flux in fiber
and this fact can be used for the formation of
side information leakage channel. Increase of
probing radiation power causes the growth of
backscattered radiation which makes it possible
to measure more distant cable sections with lower
requirements to the registration equipment.

Topology and Infrastructure of Fiber
Optical Communications in Information
Leakage Channel

Cable location in building, office and use of
infrastructure elements for installation have
great impact on the efficiency of fiber optical
cable as distributed measurement system. If cable
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nnbopmanuu. IloBbIIIeHHE MOIIHOCTH 30HIH-
pyIoOllero H3/JIy4eHHUs BBI3BIBAeT POCT 0OpPAaTHOrO
H3Jy4YeHHUs, TO eCTb CO3[aeT yCJIOBUA A/ H3Mepe-
HUs 6ojlee ymaleHHBIX Y4acTKOB Kabess ¢ MOHU-
SKeHHBIMH TpPeGOBAaHUSIMHU K PeruCTPHUPYIOIIen
anmaparype.

Tononorusa n UHPpacTpykTypa
BOHOKOHHO%HWMHECKMXKOMMVHMKauMﬁ

B KaHafe yTeykn nipopmauuu

Ha »5sddexkTuBHOCTD PaboThH BOJOKOHHO-ONITHU-
yecKol Kabensi Kak pacmpefeneHHON H3MepH-
TeJIbHOM CHUCTeMBl 60/bIIOe BIHSHHE OKa3blBaeT
pasmemieHue Kabensd B 3maHuM, oduce, a TaKXKe
KCIIOJIb30BAHKME HHQPACTPYKTYPHBEIX 3JI€MeHTOB
A7 ero MoOHTaXka. Ecnim Kabenb ofHOHM M3 IOJ-
CUCTeM MOHTHUPYeTCHd PSIAOM C MCTOYHHKAMH
1o6o4YHBIX II0JIeH, GOPMHUPYIOMUX HHPOPMATHUB-
Hble CHUTHAJIBl, TO HeOOXOAHMO YUYUTHIBATh BO3-
MOXKHOCTH IIapa3sUTHBIX HaBOLOK Ha CBeTOBEIE
IOTOKM B Kabese. HesxenaTenbHble MOAYISALHHU
MOI'YT 3HAa4YMTeJbHO YCHJMTbCS IPH MCIIOIb30-
BAHUMU KOMMYTAaLIMOHHBIX 60OKCOB, KabelbHBIX
Kopo60oB 6e3 3KpPaHUPOBAHUS OT BHEIIHUX QU3U-
JeCKHX IIojeH. HampuMep, aKycTHYecKHe IO/
MOTYT Pe30HHMPOBaTh C KOHCTPYKTUBHBIMH 3Jie-
MeHTaMH KabelpHOM CHCTeMBbl, TeM CaMBbIM yBe-
JTUYMBasl aKyCTUYeCKHH KOHTAKT BHeIIHero I10JIs
C BOJIOKHOM. AHAJIOTUYHBbIe SBJIEHUS BO3HUKAIOT
IIPU BO3L,eHCTBHU U 3/IeKTPOMAaTrHUTHBIX, TEIIJIOBBIX
U APYrUX BHEIIHUX IIoJel. PasMmemeHHe Kabens
BHYTPU KOPob6OB, MX KOHCTPYKIMSI U PpacIloo-
JKeHHe B 3JaHUM HMeeT 60/bllIoe 3HaUYeHHUe M4
He’KeJlaTeJIbHbIX Iapa3sMTHBIX HAaBOJOK Ha OITH-
YecKkoe BOJIOKHO.

XAPAKTEPUCTUKA OMNTUYECKUX
HEOAHOPOAHOCTEN

B KAHAJNIE YTEYKN NHOPOPMAL NN
Knaccnoukaumsa ontmyeckmux
HeogHopoaHocTel (aedekToB)

Posb ONTHYECKHX HEOLHOPOLHOCTeH B GOpPMHU-
pOBaHI/II/I KaHaJIOB YTe‘-IKI/I KOHCI)I/I,ZLEHLII/IaJIbHOI;I
I/IH(I)OPMaLII/II/I HYTEM He’KeJlaTeJIBHBIX, napasn’r-
HBIX HABOJOK B BOJIOKHE MOXXeT 6I>ITI> O4YeHb BBICO-
KOI;I, B CBA3U C 4yeM HeO6XO].II/IMO HpOBeCTI/I dHa-
JIN3 TUIIOB HEO,E[HOPO,E[HOCTEI;I, nux XapaKTepI/ICTI/IK.
Bce HeOLHOPOSHOCTH MOKHO pa3[ejIMTh Ha TPU
TPYIIIIBL.

BH\/TPEHHVIe onTun4yeckue HeOAHOPOAHOCTHU
(pI/IC.Z) OIITHYeCKOI'O BOJIOKHA, CBsI3aHHBIE C cyme-
CTBYIOH.II/IMI/I ﬂe(beI(TaMI/I, JIOHYU.IGHHBIMI/I HPI/I
HPOI/I3BO/1CTBE BOJIOKHA U Ka6e}'IH, IIpHu MOHTaxXe
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LeHTp
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HecooTBeTCTBME NAeaIbHOM
dbopMe cepALieBMHbI NPpU CBapKe
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Crack

YwupeHue | CyxeHue
Widening | Narrowing

SNANATUYHOCTb
Ellipticity

SANUATUYHOCTb
Ellipticity

Puc.2. BHympeHHue onmuyeckue He0OHOpOOHOCMU BOAOKHA
Fig. 2. Internal optical inhomogeneities of fiber

of one subsystem is installed near the sources of
side fields forming the informative signals, it
is necessary to take into account the potential
of spurious crosstalk on light flux in cable.
Undesirable modulations can be considerably
intensified with the use of breakout boxes, cable
trunks without screening from external physical
fields. For example, acoustic fields can resonate
with the structural elements of cable system
increasing the acoustic contact of external field
with fiber. Analogous phenomena occur upon
the action of electromagnetic, thermal and other
external fields. Cable placement inside the boxes,
their structure and location in building have
great impact for undesirable spurious crosstalk
on optical fiber.

MN3rmné
(O N

CKkpyTKa I
Laying up Pasbem
Connector

Kpocc
Distribution frame

Puc.3. HppacmpykmypHbie onmuyeckue He0OHoOpoOHoCMU
Kabens
Fig. 3. Infrastructure optical inhomogeneities of cable
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KabenpHOM HMHQPACTPYKTYpPHl M IIOC/IeAyIOUleH
3KCIJIyaTauuu. K HUM OTHOCSTCS BHYTDeHHHe
nedexThl B BUJe JIOKAJbHBIX PACCeUBAIOIIUX LIeH-
TPOB, BHYTPE@HHHUX TPeIlWH, BHYyTPEHHUX HaIIPs-
KeHHM, HeuJealbHOCTb QOPMBI BOJOKHA MU T.J.
OTIUYHTEeNbHON 0CO6E@HHOCTBIO JAHHOIO THIIA
HeOJHOPOJHOCTeH SB/IgeTCS KX 3aBHCHMOCTD
0T KadecTBa HMCIONb3yeMoro kabens, kadecTBa
MOHTaXka ¥ 3KCIIJIyaTalMH.

MHbpacTpyKTypHble ONTUYECKUE HEeOAHOpPOA-
HOoCTU M pedekTbl (pHuc.3) CBsI3aHBI C BhOOpOM
TOIIOJIOTMM M KOHCTPYKIIMeH KabeTbHOM CHCTEeMBI.
K HUM OTHOCATCS KOMMYTAallMOHHBIE Y3J/Ibl, Pa3b-
eMHble U CBapHble COeJJMHeHHMS, YITI0Bble U3TUObI
U CKPYTKM Kabens, MOHTa’kHble KpeIJeHHS
Kabens u KkabenbHEIX KOPo60B M T.nH. Kaskabli
M3 371eMeHTOB XapaKTepH3yeTcsi CO6CTBEHHBIM
o6paTHBHIM H3Jy4eHHEeM M IOTePSIMHU Ha IIPo-
XOXAeHHe CBeTa, KOTOphle CYLleCTBeHHO 3aBH-
CSAT OT MCII0/Ib3yeMbIX TeXHOJOTHHM H3TOTOBIICHHU
Y YCTAaHOBKH, Pa3MelleHH s, MOHTaXXa Kabens.

MHAyuMpOBaHHbIE ONTUYECKUE HEeOAHOPOAHO-
ctu 1 pedekTbl (prc.4) BEI3BAHBl HEIIOCTOSHHBIMH
BHEIIHMMH BO3JEUCTBUAMMU K IOJSIMH, KOTO-
pele HUMeIOT eCTeCTBeHHOe HJ/IM HCKYCCTBeHHOe

Syl 4

CHARACTERISTIC OF OPTICAL
INHOMOGENEITIES

IN INFORMATION LEAKAGE CHANNEL
Classification of Optical Inhomogeneities
(Defects)

Role of optical inhomogeneities in the formation
of confidential information leakage channels
via undesirable, spurious crosstalk in fiber can
be very significant and therefore it is necessary
to analyze the types of inhomogeneities and
their characteristics. All inhomogeneities can be
divided into three groups.

Internal optical inhomogeneities (Fig.2) of
optical fiber are connected with the existing
defects formed during the production of fiber
and cable, installation of cable infrastructure
and following operation. Internal defects in
the form of local scattering centers, internal
cracks, internal stresses, nonideality of fiber
shape etc. Distinctive feature of this type of
inhomogeneity is its dependence on the quality
of used cable, quality of installation and
operation.

Infrastructure optical inhomogeneities and
defects (Fig.3) are connected with the selection of
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Puc.4. VIHoyuuposaHHble onmu4eckue He0OHOPOOHOCMU:

a) - npu mexaHuyeckom eo3delicmauu, b) - npu go3delicmeuu
BHEWHUX Gu3u4ecKux nonet

Fig. 4. Induced optical inhomogeneities upon mechanical
effect (a); upon the action of external physical fields (b)

IpoMCcXOXJeHHe. MX MOXHO pas/lelMTh Ha [JBa
BUJa - MeXaHHuYeCKHe BO3[EHCTBUS Ha ONTHYe-
CKUIM Kabenb U BO3MEHNCTBHE BHENIHHUX QH3HUe-
CKUX Toner. K IepBBIM OTHOCATCSA Pa3IHYHBIe
M3TUOBI, PpACTSIKeHUS-CKATHSI, CKPyUYHUBaHUe.
TakKMM BO3EHCTBHUSM MOXKeT OBITh IOABEpXKeH
Kabesb C Lie/pl0 IOBBIIMIEHHS] YyBCTBUTENBbHOCTH
K BHENIHUM HHQOPMATHUBHBIM monasim. Ko BTo-
PBIM OTHOCSITCSI aKYCTUYeCKHe I10JIs1, IIOCTOSIHHBIE
3/IeKTPOMarHUTHBIE T10/Is, TeIlJIOBOe BO3/eHCTBHe,
paguanus U Ap. Hamo oTMeTHTh, YTO OLHOBpe-
MeHHOe JIeHCTBHe [BYX II0JIek, OJHO U3 KOTOPBIX
HeceT MHQOPMATHMBHBIN CHUTHAJ, CO3J4aeT CHUTY-
alMi0, KOT[a IepBoe BO3/eHCTBHE HHUILIUHPYyeT
pPOCT 06paTHOrO M3/yYeHHUs, a BTOPOe - ero MOJy-
nupyer. Oba mons MOTYT HUMeTh OFHY IIPHUPOAY,
HO OBITH pa3sfeleHHBIMHU II0 KakKomy-1ubo Iapa-
MeTpy, HallpuMep 4YacToTe. JTO I03BOJsgeT pasfe-
JUTD 1BA BO3JIeHCTBHUS U BBIAEIUTh HHGOPMATHUB-
HBIM CUTHAJI U3 00IIero CUrHana yTeukH.

MapameTpbl HEOQHOPOAHOCTEN

M dpM3nYeCcKoro Noss B KaHasle yTeuku
UHpopmMaLmmn

CursHan yreyku MHGOpPMAIIMK B KaHaje yTedKU $op-
MHUPYyeTCcs PU3MYIeCKUM II0JIeM U BO3[EeUCTBHEM, KOTO-
poe sBisieTcss HHGOPMATUBHBEIM (pHc.5). dusndeckoe
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topology and structure of cable system. Switching
nodes, releasable and welded connections, cable
bending and laying up, installation fastening
of cable and cable trunks etc. refer to this
category. Each element is characterized by its
own backscattered radiation and loss of light
propagation which considerably depend on
used fabrication methods and methods of cable
installation, allocation, mounting.

Induced optical inhomogeneities and defects
(Fig.4) are caused by inconstant external effects
and fields which have natural or artificial origin.
They can be divided into two types: mechanical
effects on optical cable and effect of external
physical fields. The first type includes different
bends, stretching-compression, kink, to which
the cable can be subjected for the purposes
of improvement of sensitivity to external
informative fields. The second type includes
acoustic fields, constant electromagnetic fields,
thermal effect, radiation etc. It should be noted
that simultaneous action of two fields, one of
which carries the informative signal, creates
the situation when the first effect initiates the
growth of backscattered radiation and the second
one modulates it. Both fields can have the same
character but be divided by any parameter, for
example, frequency. It allows dividing two effects
and extracting the informative signal from the
common leakage signal.

Puc.5. CxemamuyHoe npedcmasneHue 8030elicmaus Ha
onmuyeckoe 80A0KHO ¢ depekmom eHewHum nonem (F)

¢ 30HOupyowum usayueHuem (P,), 00HA Yacmb KOmMo-
pozo npoxodum degpexm (P,), dpyzas - Hanpasasemcs
obpamHto (P,)

Fig. 5. Schematic representation of the action on optical
fiber with the defect by external field (F) with probing
radiation (P,) which partially transmits through the
defect (Pp) and partially scatters backwards (P,)
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[I0j7Ie XapaKTepHU3yeTCsi HeKOTOPBIM CHJIOBBIM IIapa-
MeTpoM G, MMEIOUIMM IIOCTOSHHYIO COCTAaBIISIOIIYIO
Gy=<C> M mepeMeHHYI0 cocTaBisomyo 8G, Takyio,
4yT0 <8G>=0. TakuM 06pa3om, GU3HYECKOe [107Ie MOSKHO
npenctaButh B Buge G=C,+8G, KOTOpoe COmEp>KUT
MHQOPMATUBHBIN CUTHAJI C IyOHHOM MOAY/ISLIUU

g=8c/co.

XapaKTepHBI pa3Mep OLHOPOLHOCTH 110t 0603Ha-
4UM Yepes A.

[eoMeTpHYecKHe IapaMeTpPhbl OIITHYECKON HEeO[HO-
POLNHOCTH B BOJIOKHE OITHMCBIBAIOTCSI XapaKTepPHBIM pas-
MepoM | U miuHON BoloKHa B HeM L.CoOTHOIIEHMe
Mexkay HUMHU: l<L. Hanpumep, AJMHA CKPYyYEHHOIO
BOJIOKHA MHOI'0O MeHbIIIe ero ArameTpa. BakHoe 3Ha-
YeHHe HMeeT COOTHOLIeHHe MeXKAY XapaKTepHBIMU
pasMepaMU HEOOHOPOLHOCTH BOJIOKHA M OJHOPOLHO-
CTH moNs: 1<A, B 3TOM cjlydae MOXKHO CYHTATh, YTO
BeCch JedeKT HAaXOOUTCA IIOf, ONHOPOLHBIM BO3JeM-
cTBHeM QH3MUYeCKOro Ionisi U IIpeHebpedus HMHTepde-
PeHLIMOHHBIMH IIPOLIeCCAMU MEXKIY Pa3/IM4YHBIMHU
YaCTSMH BOJIOKHA.

OnTuyeckyre XapaKTePHUCTHUKH HeOLHOPOIHOCTHU
BOJIOKHA IIPOSIBJISIFOTCSL B YMEHBIIEHHUH MOIIHOCTH

Syl 4

Parameters of Inhomogeneities and
Physical Field in Information Leakage
Channel

Information leakage signal in leakage channel
is formed by the physical field and effect, which
is informative (Fig. 5). The physical field is
characterized by some force parameter G which
has the constant component G,=<G> and variable
component 8G, that <8CG>=0. Thus, the physical
field can be represented in the form G=GC,+6GC
which contains the informative signal with the
modulation depth

g=8G/G,.

The typical dimensions of field inhomogeneity
can be designated through A.

Geometrics of optical inhomogeneity in fiber
are described by the typical dimensions 1 and
fiber length in it L.Ratio between them: l<L.
For example, the length of twisted fiber is much
lower than its diameter. Ratio between the
typical dimensions of fiber inhomogeneity and
field homogeneity is very important: 1< A, in this
case it can be considered that the defect is located
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IIPOXOASIIIEr0 M3/TydeHUsT U GOpMHPOBaHUHU 0b6part-
HOTO H3JIyueHHs, KOTOpble NAITCS KOIQPUIILEHTOM
II0Tephb

1 K03 PULIIEHTOM 00PaTHOTO U3/TyYeHHU s
B,=P,/P,.

3pmech, P, - MOIIHOCTb 30HAHUPYIOIIETO H3TydeHUS,
P, - MOIIHOCTb H3/yYeHHs], [TPOLIE/IIEr0 HeOLHOPO-
HOCTb, P, - M3/IlydeHMe paccessHHOe/0TpaskeHHoe/Ileper3-
JlyuyeHHOe B HaITPaBJIeHUH, 0OpaTHOM 30HIHPYIOLIEMY.
M3 061 KX ITpecTaBIeHUH IIOHSTHO, YTO [IO/IHbIe II0TePH
BK/IIOYAIOT IIOTepH Ha GOpMHUpOBaHHe 06paTHOIO H3y-
ueHus, Tak 4o P,(B)>P,. B ciyuae mMasnbix Bapuanmi

II0Te€Pb MO’KHO YTBEP>KAATD, YTO

8B, ~6p,.

9TO BaskKHBII BBIBOJI, TaK KaK B HEKOTOPBIX CTy4dasix
I103BOJISIET ITPOBECTH 3aMeHY aHaIM3a OOPaTHBIX H3ITy-
YeHHUH aHa/IH30M MOILIHOCTH IIOTEPh, a 3TO 3HAUH-
TeJIBHO YIIPOILAET IIPOLIey Py BEIYHCIEHHUSL.

BHelllHee IepeMeHHOe BO3JEHCTBHE (PH3UIECKOTO
noyst 8G ¢ Iy6HMHOM MOAY/ISLIMH g BBI3BIBAET H3MeHe-
HUe MOIIHOCTH 06paTHOro u3ny4deHus SP, ¢ IIyOHHON
MOZYISIUN

m=8P,/P,=6B,/B,.

TakuM o06pa3oMm, ONTHYeCKas HeOLHOPOA-
HOCTb MOXKET XapaKTepHU30BaTbCsl abCONMIOTHOHM 4yB-
crBuTenbHOCThI0O  (8P,/86C) MIM HOPMHPOBAHHOU
YYBCTBHUTETBHOCTHIO

n=m/g.

MoutHoCTb 06paTHOrO H3Ty4eHHUs SIB/ISeTCS CUTHa-
JIOM yTeuKH MHGOPMALIMH, TaK KaK OHO IIe€PeHOCHUT KOH-
dUeHIIMATBHYI0O HHPOPMALIMIO O ITpoLleccax BOMH3U
OT OIITHYEeCKOro Kabesisi. ABCOIOTHOe 3HaYeHHe MOMY/IH-
POBAHHOM YaCcTH 06PaTHOro M3/y4eHH s, UCXOMs U3 BBe-
JeHHBIX OIlpe/le/IeHHUH, BeIpaskaeTcss GOpMyYTIoH

Spr=(P0'Br'r|)'g‘

BHUAHO, YTO MOIIHOCTb CUTHala YTEUYKH OIpeses-
€TCs1 MOIITHOCTBIO 30HIMPYIOIero CUrtasa. CripaBe/iyiiBo
Tak>Ke YTBepKAeHHe, YTO BO3BPALIAIONIASCS YacTh U3NY-
YeHH S [TOTHOCTBIO 3aBUCHUT OT CBOKICTB OIITHYECKOMN Heof-
HOPOIHOCTH. B HEKOTOPBIX C/Ty4asix 9Ta 3aBUCMMOCTD CTa-
HOBUTCS HEJTMHEMHOM, HAIIPUMep 1151 OPLIIITIO3HOBCKOH
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under the homogeneous effect of physical field
and the interference processes between various
fiber parts can be neglected.

Optical characteristics of fiber inhomogeneity
are shown in the decrease of propagating
radiation power and formation of backscattered
radiation which can be obtained through the loss
factor

and coefficient of backscattered radiation
B,=P,/P,.

Here, P, is the probing radiation power,
P, is the power of radiation which passed
inhomogeneity, P, is the radiation scattered/
reflected/reradiated in the direction which is
reverse to the probing one. It is understandable
from the general concepts that overall loss
includes the loss connected with the formation
of backscattered radiation, so B, (B,) >B,. In case

of small variation of loss it can be stated that

5B, ~ OB,

This is important conclusion because in some
cases it can replace the analysis of backscattered
radiations by the analysis of loss power and it can
considerably simplify the calculations.

External variable effect of physical field 6G
with the modulation depth g causes the variation
of backscattered radiation power 8P, with the
modulation depth

m=08P,/P,=8B,/B,.

Thus, the optical inhomogeneity can be
characterized by the absolute sensitivity (6P,/8C)
or standardized sensitivity

n=m/g.

Power of backscattered radiation is the
information leakage signal because it carries the
confidential information on the processes near
the optical cable. The absolute value of modulated
part of backscattered radiation proceeding from
the introduced definitions is expressed by the
formula

8Pr=(PO'Br'r|)'g'
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pedrieKTOMeTpHH, HO B JI06OM Ciydyae - 3TO OCHOBHOL
napameTp A/t OPMHPOBAHMS CUTHa/Ia YTeUKU. B dop-
MyJle BTOPOK COMHOXKHUTe/Ib OIpefe/seTcs CBOMCTBAMU
IOedeKTa, a TPeTHH 3aBUCUT OT MOMY/ISILIMOHHBIX IIapa-
MeTPOB HCC/Ie/lyeMOro y4acTKa Kaberisi, ero 4yBCTBUTEIb
HOCTH K BHeIIHeMy IION0. MX 3HaueHHe MOXKeT ObITh
YBeJIMYEHO IIyTeM JOIOTHHUTETbHOIO BO3AEHCTBUS MU
1of60poM IapaMeTpoB 30HAUPYIOIIEro U3/TydeHusl, Hau-
Ooree 4yBCTBUTE/IBHOIO K IAHHOMY THITy HaBOAKH.

AHAJIOTHYHO MOKHO BBeCTH IyOHHY MOMY/ISIIUU
[IOTepb IPOILIe/IIIero U3TyYeHHsI:

M=5P,/P,=5p,/B,,

KoTOpasi, B 00IeM ciydae, GyeT IpOIOpLIMOHAIBHA T/Ty-
BrIHe MOZY/ISLIH OOPATHOrO M3/TyUeH s M.
TIpodonskerue caedyer...
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Obtained expression shows that the leakage
signal power is determined by the power of
probing signal. And the statement concerning
the complete dependence of backscattered
radiation part on optical inhomogeneity
properties is valid. In some cases this dependence
becomes nonlinear, for example, for Brillouin
reflectometry but in any event this is the main
parameter for the leakage signal formation. In
the formula, the second factor is determined by
the defect properties and the third one depends
on the modulation parameters of studied cable
section, its sensitivity to the external field. Their
value can be increased through the additional
effect or selection of the parameters of probing
radiation which is the most sensitive to this type
of crosstalk.

In analogous manner, the modulation depth
of passing radiation loss can be introduced

m=08P,/P,=8pB,/P,.
which in general case will be proportional to the

depth of backscattered radiation modulation m.
To be continued...
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